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ABSTRAKT

Lidskéa povaha se Casto zapojuje nebo vzajemné pusobit na blizka cizi, ale online socialni
sd¢lovaci prostiedky siti pievazné opomijeny. Je to nejaka oteviena interakce mezi dvéma
znamymi a neuvazanymi spojenymi uzivateli na socialni sdélovaci prostfedky siti. Vysledek toho,
je ze socialni normalni prekazky proti interakce s cizimi jsou nizké. Tato nedbala otevienost spise
vedla k piebujelému zvySovani svétové cyber-zlocinnosti a odcizeni totoZznosti, ocekavani
potencidlniho soukromiho nestésti v blizké budoucnosti jestli nic neni drzet na uzdé€. Tradicné,
bezpecnost by byla povazovana za subjektivni problematika kvili vysoké irovni nejistoty svych
popisti a parametril. Bezpecnost je zejména nejasna protoze neni to mozné piesné urCit hranice
mezi co je bezpecné a co neni bezpecné. Takze je to subjektivni problém ve vztahu ke
individualnim povaZzovani.

Zasttend(rozC¢epytend) logic metoda je forma multihodnoceni logic metody odvozena z
pojmu zastieny soubor teorie. Jeji metodika slouzi k poskytnuti konecného reseni z informace,
ktera mtize byt chépat jako rozporulpnd, nepiesna nebo hlu¢na jako je technologie bezpecnostni

informace.

Tento projekt predstavuje techniku k hodnoceni uzivatelského vnimani o bezpe¢nostnim
rizku na socialni sd€lovaci prosttedky siti pouzivani zastiene(rozéepyiené) logic metody . Vstupy
do systému byly vhodné zastfené soubory, které zastoupi jazykové proménné pro hodnoceni cili
informaéni bezpe¢nosti o duvernosti, celistvosti a dostupnosti. IF-THEN pravidla byla sestavena
pouzivanim Mamdani zastfené vysvetleni techniky aby kvalitng provedl rozbor vstupy a také aby
defuzzifikace technika byla udélana vyuzitim techniky centroidu. Implementace designu byla
provedena pouzitim MATLAB Fuzzy logic tool box. Vysledky tii pouzivangjsich socialnich
sdélovacich prostiedka siti Facebook, Twitter and LinkedIn ukazuji systém, ktery muze byt

efektivné vyuziti k hodnoceni uzivatelského vnimani bezpeénostni informace.

Klicova slova: Zasttena(rozéepyiena) logic metoda, socialni sdélovaci prostiedky siti, fuzzificace,

defuzzificace, fuzzy inference, bezpe¢nostni riziko a vazeny prumér.



ABSTRACT

Human nature often frowns on engaging or interacting with near strangers but on
online social media networks, this is largely ignored. There is an open interaction among
both known users and loosely-connected users on social media networks, and as a result,
the normal social barriers against interacting with strangers are lowered. This rather
careless openness has resulted in rampant increase in cybercrime and identity theft
worldwide, awaiting a potential privacy disaster in the near future if not curbed.
Traditionally, security would be considered a subjective issue because of the high level of
uncertainty with its descriptors and parameters. Security is vague mainly because it is
improbable to define exact or sharp boundaries between what is secure and what is not,

making it a subjective problem relative to the individual considering it.

Fuzzy logic is a form of multi-valued logic derived from the concept of fuzzy set
theory. Its methodology aims at providing a definitive solution from information that may

be construed as ambiguous, imprecise or noisy such as information technology security.

This project presents a technique for evaluating user perception of security risk on
social networking sites using fuzzy logic. The inputs to the system were suitable fuzzy sets
representing linguistic variables for information security evaluation goals of
confidentiality, integrity and availability. The IF-THEN rules were constructed using the
Mamdani fuzzy reasoning technique in order to adequately analyze the inputs and the
defuzzification technique was done using the centroid technique. The implementation of
the design was done using the MATLAB Fuzzy logic tool box. Using three of the popular
online social networking sites namely, Facebook, Twitter and LinkedIn the results show a
system that can be effectively employed to evaluate user perception of Information
Security.

Keywords: Fuzzy Logic, Social Networking Sites (SNSs), fuzzification, defuzzification, fuzzy

inference, security risk and weighted average.
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CHAPTER 1
INTRODUCTION

1. Introduction

Social Networking sites (SNSs) have come to stay and are now an integral part of
our lives. In recent years, participation in social networking sites has dramatically
increased. Online social media services such as Facebook, Twitter, and LinkedIn allow
millions of people to create online profiles and share personal information with vast
networks of friends and sometimes unknowingly with strangers.

In recent years whiles popularity is soaring for these SNSs and millions of users
sign onto these sites on a daily basis, there have also been growing concerns about breach
of privacy and identity theft on these sites. Privacy issues and identity theft in social media
are a huge concern. This phenomenon is attracting the attention of academic and industry
researchers who are intrigued not just by the affordances and wide reach of audiences for

these social networking sites but the increasing concerns of security risks posed to users.

1.1 Overview of the Problem

As of June 2010, 22 percent of all time online or one in every four and half minutes
spent online is social, i.e., sharing, messaging, commenting, and blogging [1]. It is also
interesting to note that for the first time ever, social networks or micro-blogging sites are
visited by three quarters of global consumers who go on-line [2]. Brazil leads the world
chat with the highest percentage (86%) of internet consumers visiting a social networking
site and in the U.S. the total minutes spent on social networking sites has increased eighty-
three percent year-over-year [2]. Facebook alone as one of the major players of SNSs has
over 800 million active users with each active user linked to an average of 130 other users

making it the second most visited website on the Internet [3, 4].

However, interaction with strangers is naturally shunned by humans but on social
networks, this is encouraged. There is an open interaction among both known users and
loosely-connected users on SNSs, and as a result, the normal social barriers against

interacting with strangers are lowered. This rather careless openness has resulted in the



rampant increase in cyber-crime and identity theft worldwide, [5] awaiting a serious
security and privacy disaster in the near future if not curbed.

In recent years, fuzzy logic has been found useful for handling uncertainty and
subjectivities in data by evaluating certain range of vague variables using quantitative data
with qualitative information. It has been found an effective alternative for measuring
operational risks [6]. One advantage of fuzzy approach for evaluation or in measurement is
its ability to process vaguely defined variables, and those variables whose relationships
cannot be defined by mathematical relationships [7] by employing fuzzy IF-THEN rules to
define those variables and their relationships. Security is conventionally considered a
subjective issue because of the high level of uncertainty with its descriptors and
parameters. Security is vague mainly because it is improbable to define exact or sharp
boundaries between what is secure and what is not, making it a subjective problem relative

to the individual considering it.

There have been several approaches to fuzzy evaluation as used in a number of
different situations such as quality of service, educational measurement, management, e-
commerce trust, information systems in public administration, homeland security among
others. In risks management, fuzzy logic has been successfully applied to network
vulnerability ranking system and operational risk evaluation [8, 9]. In the evaluation of
security risks, a number of works have also been produced such as [10, 11 ] where a fuzzy
logic approach based on Mamdani-inference style was used to detect potential threats to
computer systems and evaluate security risks in software respectively and multi-criteria
security system performance assessment using fuzzy logic [12]. There is also the cognitive
fuzzy approach applied to analyzing risks in business information systems [13] and in
enhancing risks assessment in health institutions [14].

So far, reviewing related literature has shown that few people have tried to apply
fuzzy logic to the area of information technology security. This thesis develops a method
of evaluating security risks on social networking sites using fuzzy set theory. This method

could prove to be a good technique for this research area.



1.2 Objectives of study

The main objective of this research is to evaluate user perception of security risks
on Social Networking Sites (SNSs) by the use of fuzzy logic. The research also seeks
among other things the following sub-objectives:

e To determine which of the fuzzy methods can be applied for analyzing user
perception of social networking sites security risk based on the review of
user perceptions and fuzzy set theory.

e To formulate a general methodology for employing fuzzy sets to evaluate
user perception of security risk in information technology applications.

e To apply the general methodology to three social networking sites
(Facebook, Twitter, and LinkedIn) as application case studies and to

understand the limitations of the developed methodology.

1.3 Methodology

The primary objective of this research is to evaluate user perception of security on
social media or networking sites. The first step was to thoroughly review all available
literature in the area so as to identify the best criteria to evaluate user perception of security
risks on SNSs.

Based on the evaluation criteria, the author identified the factors (i.e input
variables) which without them make social networking sites vulnerable or susceptible to
security breaches and which are mainly used to measure or evaluate Information Security
and used the inputs to determine the level of security on SNSs (output).

A well-constructed security related questions about SNSs sites mainly about
Facebook, Twitter and LinkedIn were put online for users to give inputs. This helped in
determining the membership functions for each linguistic variable with the extent of the
range of responses from the questions. The fuzzy weighted average was used to find the
overall user perception. MATLAB fuzzy tool kit was used for the implementation. The
linguistic inputs to the system were supplied through the graphical user interface called the
rule viewer. The Mamdani fuzzy reasoning was used to construct the fuzzy system so as to

efficiently analyze the inputs. The centroid technique, also known as the center of gravity



was also employed for the defuzzication technique after the inference step to achieve a
final crisp output for the study.

1.4 Expected Contribution

Fuzzy set theory is a branch of artificial intelligence that has been applied successfully

in many fields. This thesis is expected to make the following contributions:

e Proposing a fuzzy method that mirrors the decision-making process used in
estimating security risks on social networking sites.

e Providing a reasonable framework, based on sound techniques of fuzzy set theory,
that can be modified to apply to the many scenarios in information technology
security.

e Defining data that needs to be collected in order to adequately provide the basis for

evaluating security risks on online social media sites.

1.5 Thesis organization

Chapter two focuses on a literature review by introducing fuzzy set theory and its
applications in the evaluation and measurement of security in the information technology
industry. Security risks on social networking sites and the factors that make social
networking sites vulnerable are discussed. The various models that have been used in the
evaluation of security in information technology related issues so far are also reviewed.

Chapter three describes the design methodology and implementation of the fuzzy
approach to evaluating security risks on social media.

In chapter four, a fuzzy inference engine is built using MATLAB fuzzy toolbox to
combine the relevant fuzzy rules to infer level of security risk (output). This stage of the
study involves approximate reasoning with several conditional fuzzy propositions.

Finally, defuzzification methods are discussed. The purpose of defuzzification is to
obtain a crisp value for the level of security risk on social networking sites, derived from
the fuzzy output. The level of security risk can then be estimated, based on the

recommendations given by the model and the inputs fed into the MATLAB rule viewer.



CHAPTER 2
LITERATURE REVIEW

2.1 Introduction

There is no doubt that SNS offer a new range of opportunities for communication
and real-time exchange of all kinds of information, but in recent times, privacy and
security have emerged as critical issues for concern [15]. In most of the SNSs, there is very
little protection against copying of personal data from profiles and re-publishing the data
elsewhere [16, 17] but one of the most important challenges of information sharing is how
to assure its security [18]. So the question has always been how much of security is enough
to safeguard personal data without compromising on how people interact and use social
networking sites.

It is obviously not realistic to join a network of millions of people worldwide
expecting to have the trust of all of them [19]. The question that arises therefore is that,
does trust play any role in social networking given the surge in the number of people
joining SNSs and of whom most of them are either ignorant of the security implications or
rather trust that their data is kept confidential.

Trust as defined by [20] is the “willingness of a party to be vulnerable to the actions
of another party based on the expectation that the other will perform a particular action
important to the trust or, irrespective of the ability to monitor or control that other party”.
When interacting face to face, trust is seen as a critical determinant of the willingness to
sharing information and developing new relationships [21, 22]. Trust is also identified as
an important factor for successful online interactions.

As millions of people join social networking sites, sharing, messaging, blogging
and revealing their personal information, trust alone cannot be enough to protect them from
potential predators. One solution through this study is to let users define their own
perception of security risk so as to be incorporated into the design and maintenance of
these SNSs sites.

In recent time, the reputation of social networking sites has been hit by a number of
incidents as reported by the news media [23, 24]. It is therefore incumbent on SNSs to
have clear policies regarding data protection so as to deliver the same level of social

privacy that exists face to face. The concern is that, would legislation addressing privacy



and information security safeguards for these sites affect how people interact and use

social networking sites?

2.2 Information Security

Security may be defined as the state of being free from danger and not exposed to
damage from accidents or attack, or defined as the process for achieving that desirable
state. Good security assures that all information systems remain fully operational, robust,
and accurate and that all data remain private and cannot be compromised [25].

Information security may therefore be defined as the process of keeping data safe
and secure from the reach of unauthorized people or users. It must be ensured that as much
as possible, data and information are not at all visible and disclosed to anyone. The goal of
any information system security is to protect the integrity, confidentiality, and availability
of information processed by the system as prescribed by many international information
security bodies such as ITSEC, OECD, US Department of Defense etc. This goal is
reached using identification, authentication, and authorization. Identification is a
prerequisite, where each user is required to submit an identifier (ID) that is included in the
authorization lists of the system to be accessed. Authentication is means of proving that the
user is really the person to whom the ID has been assigned. Authorization consists of
defining what a specific user ID, running specified programs, can legally do on the system.

The security perimeter can be penetrated by compromising any of these functions [25].

2.2.1 Information Security Evaluation Criteria

Almost throughout the world, what has become the widely accepted model or
criteria for evaluating information security is the basic CIA triad; standing for
Confidentiality, Integrity and Availability. These three key criteria principles are deemed
fundamental to guaranteeing security in any information system. These criteria have been
applied across the whole subject of Security Analysis, from access to a user's internet
history to security of encrypted data across the internet [26]. Therefore the universal classic
definition of information security is brief and very simple: Information security is the

confidentiality, integrity, and availability of information [27]. By extension, if any one of



the three principles are violated or breached, it can have serious consequences for the
parties concerned be it an organization or the individual user of an information system.

The Information Technology Security Evaluation Criteria (ITSEC), a consortium of
Information Security experts from France, Germany, Holland and the United Kingdom,
also employ confidentiality, integrity and availability as the yardstick for evaluation of
Information Technology security [28]. The relationship among these factors however, has
much ambiguity such that it is reasonable and scientific to apply fuzzy comprehensive
evaluation method for evaluating security risk in an information technology system such as

an online social networking site.

2.3 Confidentiality, Integrity, Availability (CIA)

The term CIA always quickly brings into mind the Central Intelligence Agency but
for information security specialists, CIA would mean Confidentiality, Integrity and
Availability of Information- the widely accepted benchmark for the evaluation of

information systems security.

2.3.1 Data Confidentiality

According to the International Organization for Standardization (ISO) in 1SO-
17799 as cited by [29], confidentiality is "ensuring that information is accessible only to
those authorized to have access” and is one of the key pillars of information security.
Confidentiality is one of the design goals for many cryptosystems, made possible in

practice by the techniques of modern cryptography.

In other words, confidentiality can be described as the act of limiting information
access and disclosure to authorized users and preventing access by or disclosure to
unauthorized users. Underpinning the goal of confidentiality are authentication methods
like user-IDs and passwords that uniquely identify a data system's users, and supporting

control methods that limit each identified user's access to the data system's resources [29].



2.3.2 Data Integrity

Largely, data integrity as one of the key criterion of information security evaluation
is described as the trustworthiness of information resources. The concept is used to insist
on the fact that data should not be changed inappropriately, whether by accident or
deliberately malign activity. The concept also looks at where data originates from or the
integrity of the source. That is to question whether data is actually coming from the person
or entity you think it should come from, rather than an imposter. On a more restrictive
view, however, integrity of an information system includes only preservation without

corruption of whatever was transmitted or entered into the system, right or wrong.

2.3.3 Data Availability

Availability, as the word seems to imply, means making available requested
information resources in time. An information system that is not available when you need
it is at least as bad as none at all. It may be much worse, depending on how reliant the
organization has become on a functioning computer and communications infrastructure. In
today’s world, we are witnessing a dramatic rise in popularity of online social networking
services so much so that, peoples jobs, relationships, and even to a large extent lives
depend on how available the sites are all year round. [30] emphasizes the point that public
data such as social networking sites has to be always available and in real-time.

Also according to Microsoft [31], almost all modern organizations are highly
dependent on functioning information systems and that many literally could not operate
without them. Microsoft explains further that, one cannot however assume that data
availability means having your data accessible and obtainable at all times. In the enterprise
environment for example, there are quite a few factors that are considered when the issue
of data availability comes up for discussion. These factors according to Microsoft TechNet

include:

o Available bandwidth between devices and network connections of mediums
o Mechanisms for high availability and their own security and accessibility
o Prioritization and type of data to be made available



e Recovery roles and responsibilities

e Type of file system and level of access

o Type of storage/retrieval device or media including both hardware and software
« Service Level Agreements between responsible and affected entities

e Processing overhead of affected mechanisms

o Disaster Recovery/Business Resumption Plan (BRP) [31]

Availability may be affected by purely technical issues like the aspects of security.
For example malfunctioning part of a computer or communications device, power failure,
natural phenomena such as wind or water or human causes (accidental or deliberate) could
all one way or the other affect data availability. But irrespective of the reasons above, it is
incumbent on the organization providing the services to ensure that, the public data is

accessible as when needed and in real-time.

2.4 Social Networking Sites Security

According to [32] an online social network site is a: web-based service that allows
individuals to (1) construct a public or semi-public profile within a bounded system, (2)
articulate a list of other users with whom they share a connection, and (3) view and
traverse their list of connections and those made by others within the system. Other names
or phrases used to characterize such services are social digital technologies [33],
participatory media [34] and social media [35]. Whereas this term “social network” site
seems to reflect the fact that these sites represent existing social bonds, another term
commonly used, “social networking” implies that people use these websites in order to

forge new networks.

2.4.1 Social Media Security Concerns

Whiles there have been various attempts at producing high quality and very secure
software systems, attackers still have their way round it by frequently breaking into these
systems. Most of the recent works on risks of online social networks have had their focus

on privacy concerns. According [36], many attacks on social networks have tried to exploit



the trust that exists between users which tend to have users likely to click on fake links or
fall prey to social engineering schemes. A case study by [37] as cited in the September
2011 issue of IEEE computer Society magazine titled “Security and Privacy in an Online
World”, where they used a malicious app with dog pictures on Facebook. This app was
able to phish out information such as users IP addresses, their browser versions, open ports
and the version of their operating systems. The app though focused on users, it is claimed
that it could have phished for lists of users’ friends and then send messages to them [37].
Elias et al looked at ways to turn social networks into a botnet through again a malicious
Facebook app [38]. Andrew et al were confident that with powerful facebook apps, even
when users do not consent to accessing their profile, the apps can still request such
information from a user’s friend who mistakenly installed the app.[39]

In response to the numerous threats, software vendors over the last decade started
incorporating security as a necessary feature for their products. Software security has
always been critical consideration to information assurance and design-level vulnerabilities
[40]. Previous research works in this area have presented or suggested different security
measures and processes towards producing secure software. For example in [41], threat
modeling was described as the basis for security requirements. The work explains that
threat modeling as a process, consists of three high level steps: characterizing the system,
identifying assets and access points, and identifying threats. The risks associated with the
identified threats were then assessed. Another tool which has been found useful for
identifying security risk is the attack trees. Attack trees are used to model a chosen set of
attack via a finite state machine. Attack trees is used to model the decision making process
of the attackers [42]. Attacks against a system are represented in a tree structure. The root
of the tree represents the potential goal of an attacker (for example, to steal a credit card
number). The nodes in the tree represent the actions the attacker can take and each path in
the tree represents a unique attack to achieve the goal of the attacker. Attack trees can be
used to answer question such as, what is the easiest attack, the cheapest attack, the attack
that causes the most damage and so on. Attack trees are used for risk analysis, capturing of
security knowledge in a reusable way and implementing counter-measures to attacks.
However, the use of attack trees cannot replace the threat modeling process [43].

Over the years, fuzzy logic approach has been used for the evaluation of risk in

different situations. A fuzzy logic technigue based on the Mamdani-style inference engine

10



was employed to identify the potential threats to computer-based systems [44]. The result
showed an efficient way of undertaking threat modeling. Another work that focuses on
fuzzy modeling was presented in [45]. A cognitive fuzzy modeling technique was designed
for enhanced risk assessment in a health care institution. A paper which looks very similar
was presented in [46]. The work outlined a methodology for assessing and analyzing risks
in business information systems. It is worthy to note that in the last two papers, however,
the risk assessment were carried out by considering what would happen if a particular
decision was taken or if some information were lost in the process or considered
unauthentic. When a fuzzy cognitive map is used, a clearer picture of the different phases
at which risk can incur is seen. In this work, a rule based fuzzy logic system is used to

analyze user’s perception of security risk in social networks.

2.4.2 Fuzzy Risk Evaluation Research

There have been several techniques of risk analysis used to help in managing
uncertainty. Thorough risk analysis estimation and evaluation have provided valuable
support for decision making. Currently, there are many risk analysis techniques in use that
attempt to evaluate and estimate risk. These techniques are mainly qualitative or
quantitative depending on the information available and the level of detail that is required
[47]. The use of quantitative techniques rely heavily on statistical approaches, which
include Monte Carlo Simulation [48], Fault and Event Tree Analysis [4,48], Sensitivity
Analysis [48], Annual Loss Expectancy [49], Risk Exposure [50], Failure Mode and
Effects Analysis [48], etc. On the other hand, qualitative techniques rely more on judgment
than on statistical calculations such as Scenario Analysis [49], Fuzzy set theory [49], etc.
Quantitative and qualitative techniques have their own advantages and disadvantages.
Among these techniques, the application of Fuzzy set theory to risk evaluation seems
appropriate; as such analysis is highly subjective and related to inexact and vague
information. Since the introduction of Fuzzy set theory by Zadeh [51] to deal with
problems in which vagueness was present, linguistic values have been widely used to
approximate reasoning. Numerous studies of Fuzzy set theory in risk assessment have
appeared in different areas, and some are summarized in Table 2.1. Fuzzy set theory has
been effectively applied in such a variety of areas because it can handle inexact yet useful

information.
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Research Area

Description

References

Information Technology
Information security
Database gateway processor
Software development
Engineering

System Failure

Construction

Civil

Environmental

Natural Hazards

Hazardous materials

Presents a methodology for the modeling of the risk analysis process within a computing facility
Applies basic concepts of fuzzy logic modeling to risk analysis in database gateway systems

Applies Fuzzy set theory to evaluate the rate of aggregative risk in software development.

Presents a fuzzy logic-based technique for prioritizing failures for corrective actions in a
Failure Mode, Effects and Criticality Analysis. The method allows the analyst to evaluate
the risks associated with item failure modes directly by using the linguistic terms
employed in the criticality assessment. Ambiguous, qualitative, or imprecise information,
as well as quantitative data, can be used in the assessment.

Outlines an approach to the assessment of construction project risk by linguistic analysis
using Fuzzy Set Theory.

Involves fuzzy set representations of structural damage and related safety analyzes in

civil engineering

Employs fuzzy methods to calculate the risk of release, exposure to, and consequence of
natural urban hazards.

Provides an application of fuzzy logic to the risk assessment of the transport of

[52]
[53]
[54]

[55]

[56, 57]

[58, 59, 60]

[61]

[62]
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Ground water nitrate

risk management

User Perception
Health Care

Dweller perception

Transportation
Others
Bank

Tourism

hazardous materials by road and pipeline to evaluate the uncertainties that affect both
individual and societal risk estimates.

A nitrate risk-management methodology using fuzzy sets in combination with a multi-
criterion decision-making (MCDM) technique to assist decision makers in evaluating,
with uncertain information, possible regulatory actions along with the various nitrate

risk-management strategies to determine an appropriate strategy.

Fuzzy logic method in the evaluation of customer perceived value on healthcare services.

Introduced an uncertainty measure used to identify the strengths and weaknesses of slum
upgrading projects from the using the dwellers’ perception.

A generalized approach for analyzing transportation User perception using fuzzy sets

Develops a fuzzy set approach in planning system for liquidity management in bank industry

Applies a fuzzy multiple criteria decision-making method to conduct an evaluation of

tourist risks.

[63]

[64]
[65]

[66]

[67]
[68]

Table 2.1: Applications of Fuzzy risk evaluation analysis
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2.5 Fuzzy Set Theory Applications in Security Evaluation

The Fuzzy set theory approach, pioneered by Zadeh [69] was intended to be
specifically used to deal with the issue of uncertainties that are not statistical in nature. The
fuzzy set approach has been widely used to represent the uncertainties of real-life
situations. The decade has witnessed a rapid growth in the number and variety of
applications using fuzzy set theory. In the field of computer security, the applications in
various areas of security have not been left out. For example, fuzzy set theory was
employed by [70] for Intelligent Quality Performance Assessment for E-Banking Security.
The research dwelled on the complex and dynamic nature of the many factors that are
considered in E-banking security assessment and also how subjective and ambiguous the
assessment of e-banking websites can be when considered. They were convinced that
fuzzy logic (FI) model presents an effective tool in assessing and evaluating e-banking
security performance and quality. [71] applied fuzzy set theory to assess online risk for
distributed intrusion prediction and prevention systems. The research illustrated how the
design of fuzzy logic based Distributed Intrusion Prediction and Prevention Systems
(DIPPS) using DIPPS sensors, can be used to effectively assess online risk. Hierarchical
Takagi-Sugeno Models is also used for Online Security Evaluation Systems [72] where the
risk assessment problem was carried out using an evolutionary algorithm to automatically
design a Hierarchical Takagi-Sugeno fuzzy inference system. The hierarchical structure is
evolved using Probabilistic Incremental Program Evolution (PIPE) with specific
instructions. The fine tuning of the if-then rule’s parameters encoded in the structure was
accomplished using Evolutionary Programming (EP). Authors [73] further on used a
neuro-fuzzy learning method to optimize the performance of fuzzy risk models. The
architecture of the developed hierarchical fuzzy inference system was however designed

manually.

2.5.1 Fuzzy Set Theory

Ever since the concept of fuzzy logic was propounded by Prof. Lotfi Zadeh in 1965
[69], it has been found useful in several areas of discipline, providing a simple way for
researchers to reach a definite conclusion that is based upon vague, imprecise, incomplete,

randomness, noisy, ambiguous or missing input information. Until the discovery of fuzzy
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set by Prof. Zadeh, the world had only known the classical theory of sets also known as the
traditional set theory or the crisp set.

The review of literature cannot be complete without some very good quotes that
seem to be an embodiment of the whole idea of fuzziness. Below are some of the notable

quotes about Fuzzy logic - the relative importance of precision.

As complexity rises, precise statements lose meaning and meaningful statements lose

precision.
— Lotfi Zadeh
Precision is not truth.
— Henri Matisse
Sometimes the more measurable drives out the most important.
— René Dubos
Vagueness is no more to be done away with in the world of logic than friction in
mechanics.
— Charles Sanders Peirce

| believe that nothing is unconditionally true, and hence | am opposed to every statement of

positive truth and every man who makes it.
— H. L. Mencken

So far as the laws of mathematics refer to reality, they are not certain. And so far as they

are certain, they do not refer to reality.

— Albert Einstein
All the above quotations are cited by [74]
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2.5.2 Crisp Set Vs. Fuzzy Set

A crisp set is a set that can be considered as a container and the elements belonging
to this set as the objects contained in it. By extension, an object will either be in the

container or would not be in the container. A membership function [La of an element x for

a crisp set A is defined as follows:

11f xeA.
La (x) =

O otherwise

n(x)

X Fuzzy Subset A A

/ 1

/

7 0 1 |
Crisp Subset A Fuzziness Fuzziness

T >
X

Figure 2.1: Fuzzy Set Representation

Similarly, the membership functions for the crisp set operations, like union, intersection

and complement, can be expressed as follows:

Ha U g(x) =max (U (x), Hp(x)

Ha N g(x)=min (La (x), HUplx)) and

Hax)=1- ta (x)

respectively. Therefore, a membership function for a crisp set A is defined as

Hp - X—> {0,1}
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Moreover, A is a subset of B if and only if X €A =+ X € B ¥x

In terms of membership function, A is a subset of B if and only if

Ha(X) < p(x), VxeX

Example
For example: set A has elements dj, dy, ds.............. dyo. If the set is a crisp set, it
can be expressed as: A ={d;, dy, dp.............. dio}- (1.2)

It can also be written as:

Vx € X:palx) =1,ifx € A
Lia(X) = 0if otherwise.

However, if it is a fuzzy set, it is defined as set of pairs [££ (&), &;], where £ (@;), is the

membership value of element a;. The fuzzy set is therefore expressed as:

A={ @) ay, (@), H@s)| s, ... M (Q10)| A0} (1.2)

Clearly, Figure 2.2 brings out the difference in membership value between the crisp
set and the fuzzy set. The difference between the two concepts; fuzzy set and the
conventional crisp set is largely the degree to which an object belongs to a set. In a crisp
set, objects are either in or out of the set (container). A membership value of either 1 or O
is assigned to each object in the universal set to discriminate between members and non-
members of the crisp set under consideration. In a fuzzy set, however, a membership value
between 1.0 and 0.0 can be assigned to each number in the universal set to indicate the
degree to which the member belongs in the set under consideration, where zero means non

membership and one signifies full membership.
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uA(x) 4 Classical (crisp) set A

10 Frmmmmmm e 5 oro———— Fuzzy set A

. — Membership function LA(x)

0.0 hd

v

Figure 2.2: Crisp Set Vrs Fuzzy Set

2.5.3 Fuzzy Sets Properties and Operations

The fuzzy properties and operations are the basis on which the fuzzy sets have been
successfully used to deal with uncertainty on the one hand and to represent knowledge on
the other. Fuzzy sets operations are defined much the same way as the classical sets
operations are defined. In classical sets, operations like intersections and union of two sets
and complement of a set are commonly used. Set theoretic operations like intersection,
union and complement are uniquely defined for classical sets and are shown in table

below.

2.5.3.1 Operations of Fuzzy Sets

A B A(B AuB A
0 0 0 0 1
0 1 1 0 1
1 0 1 0 0
1 1 1 1 0

Table 2.2: Set theoretical operations
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Not A
B
Complement Containment
Intersection Union

Figure 2.3: Fuzzy operations on Set A and B

2.5.3.2 Complement
The membership function of the Complement of a Fuzzy set A with membership
function ¢ is defined as
Hz= 1- Ha
Crisp Sets: Who does not belong to the set A?
Fuzzy Sets: How much do elements not belong to the set A?
B The complement of a set is an opposite of this set. For example, if we have the set
of tall men, its complement is the set of NOT tall men. When we remove the tall
men set from the universe of discourse, we obtain the complement.

B If Ais the fuzzy set, its complement —A can be found as follows: [75]

H=n(X) =1 = pa(X).

2.5.3.3 Containment
Containment begins on the premise that a set can contain other sets
B Crisp Sets: Which sets belong to which other sets?

B Fuzzy Sets: How much sets belong to other sets?
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Similar to a Chinese box, a set can contain other sets. The smaller set is called the
subset. For example, the set of tall men contains all tall men; very tall men is a
subset of tall men. However, the tall men set is just a subset of the set of men.

In crisp sets, all elements of a subset entirely belong to a larger set.

In fuzzy sets, however, each element can belong less to the subset than to the larger
set. Elements of the fuzzy subset have smaller memberships in the subset than in
the larger set. [75]

2.5.3.4 Intersection

B Crisp Sets: Which element belongs to both sets?

B Fuzzy Sets: How much of the element is in both sets?

B In classical set theory, an intersection between two sets contains the elements
shared by these sets. For example, the intersection of the set of tall men and the set
of fat men is the area where these sets overlap.

B In fuzzy sets, an element may partly belong to both sets with different
memberships.

B A fuzzy intersection is the lower membership in both sets of each element. The
fuzzy intersection of two fuzzy sets A and B on universe of discourse X: [75]

#are(X) = min [ua(x), £8()] = pa(X) N wa(X),
where xeX.
2.5.3.5 Union

B Crisp Sets: Which element belongs to either set?

B Fuzzy Sets: How much of the element is in either set?

B The union of two crisp sets consists of every element that falls into either set. For
example, the union of tall men and fat men contains all men who are tall OR fat.

B [n fuzzy sets, the union is the reverse of the intersection. That is, the union is the

largest membership value of the element in either set. The fuzzy operation for

forming the union of two fuzzy sets A and B on universe X can be given as: [75]

Hace(X) = max [ua(X), ps(X)] = pa(X) U ws(X), where xeX.
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The extension of the intersection and union of two classical sets to the intersection
and union of two fuzzy sets is not uniquely defined. It is clear that union and intersection
operations for fuzzy sets should subject to the intersection and union of classical sets,
because a classical set can be seen as special case of a fuzzy set. Zadeh (1965) proposed
the following definition: [75]

tae(X) = min [ua(X), ts(X)] = 1a(X) N up(X), intersection ............... Eqno
(1)
,uAUg(X) = max [,LIA(X), ,LIB(X)] = ,uA(X) U ,LIB(X), UNION «.eeneineineeneaenne. Eqno
)
b(x) hlx)

: 2 3
T

Containm ent

bix) Lix)
F
1 |
S PR
0 > 0 >
F 3
1 A " B lf ! ’
0 A—p 0 .

Interzection

Figure 2.4: Summary of fuzzy set operations

2.5.4 Properties of Fuzzy Sets

2.5.4.1 Equality
Fuzzy set A is considered equal to a fuzzy set B, IF AND ONLY IF:

Ha(X) = p(X), YxeX

Example: A=0.3/1+0.5/2+1/3, B=0.3/1+0.5/2 + 1/3, therefore A = B.
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2.5.4.2 Inclusion

Inclusion of one fuzzy set into another fuzzy set. Fuzzy set A < X is included in (is

a subset of) another fuzzy set, B c X:

Ha(X) < pg(X), VXeX  [75]
Example: Consider X = {1, 2, 3} and sets A and B
A=0.3/1+0.5/2 +1/3;
B=0.5/1+0.55/2+1/3
then Ais a subset of B,or Ac B

2.5.4.3 Empty Fuzzy Set

A fuzzy set A is empty, IF AND ONLY IF:
un(X) =0, vxeX
Example: Consider X = {1, 2, 3} and fuzzy set
A=0/1+0/2+0/3,
A is then described as empty.

2.5.4.4 Alpha-Cut

An alpha-cut (a-cut) or a-level set of a fuzzy set A < X is defined as an ORDINARY SET
A, c X, such that:

A ~{un(X)>a, VxeX}.
Example: Consider X = {1, 2, 3} and set A =0.3/1 + 0.5/2 + 1/3

then: Ags = {2, 3}, Ao = {1, 2, 3}, A, = {3}.

Example: Consider continuous universe of discourse X = [a, b] and fuzzy set A with

the membership function za(x). a-cuts for some o and o are:
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Figure 2.5: Alpha-cut

2.5.4.5 Fuzzy Set Normality

B A fuzzy subset of X is called normal if there exists at least one element xeX such
that a(X) = 1.

B A fuzzy subset that is not normal is called subnormal.

B All crisp subsets except for the null set are normal. In fuzzy set theory, the concept
of nullness essentially generalises to sub-normality.

B The height of a fuzzy set A is the largest membership grade of an element in A
height(A) = max(ua(x)).
B Fuzzy set is called normal if and only if:  [75]

height(A) =1
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2.5.4.6 Fuzzy Sets Core and Support

Core: The core of a membership function of a fuzzy set A can be defined as the region of
the universe that is characterized by complete and full membership in the fuzzy set A [75].
Thus the core comprises of those elements ,,x within the universe; such that £ (X) = 1.
Support: The support of a membership function of a fuzzy set A can be defined as the
region of the universe that is characterized by all non-zero memberships in the fuzzy set A
[75]. That is to say that, the support comprises of those elements ,,x* within the universe;
such that z4(X) >0

Assume A is a fuzzy set over universe of discourse X.
B The support of A is the crisp subset of X consisting of all elements with
membership grade:

supp(A) = {x | ua(x) > 0 and xeX}

B The core of A is the crisp subset of X consisting of all elements with membership

grade:
core(A) = {x| u(x) =1 and xeX}

Example:

height{A) =1 (normal fuzzy set)

-

. Membership
\ function has a
trapezoidal form

4

Figure 2.6: Fuzzy Core and Support.
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2.55 Fuzzy Rules

Lotfi Zadeh published his second most influential paper in 1973. In the paper he
outlined a new approach to analyzing complex systems by capturing human knowledge in
through fuzzy rules [76].

In order to reason with fuzzy logic, fuzzy rules have to be represented by an
implication. Such a fuzzy implication has the same truth value as the truth table of the
classical implication in classical logic, but in fuzzy logic these types of statements are
often referred to as fuzzy (if then) statements or fuzzy rules [77]. A typical rule-based
system consists of if-then rules, a bunch of facts, and an interpreter controlling the
application of the rules, given the facts. These if-then rule statements are used to formulate
the conditional statements that comprise the complete knowledge base. A single if-then
rule assumes the form ‘if X is A then y is B’ and the if-part of the rule ‘X is A’ is called the
antecedent or premise, while the then-part of the rule ‘y is B’ is called the consequent or
conclusion. [77]

A fuzzy rule can be defined as a conditional statement in the form:

IF x is A THEN y is B
where x and y are linguistic variables; and A and B are linguistic values determined by

fuzzy sets on the universe of discourses X and Y, respectively.

2.56 Fuzzification of Inputs

For any fuzzy rule to be implemented it has to be first fuzzified, implying that the
numerical inputs are converted to fuzzy inputs and then a translation from fuzzified output
to numerical output. The first translation is known as fuzzification and second is known as
defuzzification. The fuzzification of the fuzzy input is the construction of fuzzy relation

and compositional rule of inference [78].

There are generally three types of fuzzifiers, which are used for the fuzzification process;

they are:

1. Singleton fuzzifier,
2. Gaussian fuzzifier, and

3. Trapezoidal or triangular fuzzifier.
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2.57 Defuzzification of Outputs
Defuzzification is used to translate the fuzzy output of a fuzzy system to a

numerical representation to be used for controlling the output of a fuzzy behavior of a
control system. A number of defuzzification methods [78] are available for defuzzifying
the output. These include

1. Center of Gravity Defuzzification.

2. Mean of Maxima Defuzzification.

3. Indexed Defuzzification Method.

4. Center of Area Defuzzification.

2.58 Centroid Defuzzification Technique

The centroid method is also popularly known as center of gravity or center of area
defuzzification. This technique was developed by Sugeno in 1985. It is the most commonly
used technique and is very accurate. The CoG, method is a technique for finding a crisp
value (u) from the mid-point of the output fuzzy set using a weighted average of the
membership grades. Suppose, there exists a fuzzy set within a discrete universe, and p (xi)
is its membership value in the membership function [79]. The following expression can be

used to represent the weighted average of the elements in the support set.

}{* _ .I..ll-"*1|iK:| = d}:’.
[ () o

[78]

The researcher will use the center of gravity for the defuzzification process through the
MATLAB fuzzy tool Kit.

2.59 Fuzzy Inference System

The Fuzzy inference process is used to map a given input to an output using fuzzy
logic. The mapping then provides the basis from which decisions can be made, or patterns
discerned. The process of fuzzy inference involves Membership Functions, Logical

Operations, and If-Then Rules. The two main types of fuzzy inference systems used are the
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Mamdani-type and Sugeno-type. These two types of inference systems vary somewhat in
the way outputs are determined. [80, 81, 82],

2.6 Mamdani Method
Mamdani's fuzzy inference method is the most commonly used fuzzy methodology.

Mamdani's method was among the first control systems built using fuzzy set theory. It is
commonly used in applications, due to its simple structure of 'min-max’ operations [83].
The mamdani fuzzy inference process involves four steps namely:

e Fuzzification of the input variables

e Rule evaluation

e Aggregation of the rule outputs and

e Defuzzification

The research uses the mamdani method.

2.7 Fuzzy Aggregation

Fuzzy aggregation is a method used to aggregate subjective data often based on
algebraic operations with fuzzy numbers. This method usually applies by the a-cuts
concept in representing fuzzy numbers [51]. Subjective public or expert opinions regarding
certain alternatives or services are more easily represented by linguistic terms than by a
numerical value. In the fuzzy aggregation method, the subjective opinions represented by
linguistic terms are transformed into fuzzy membership functions to be used in extended
fuzzy operation algebras. Usually the aggregation is conducted by using many criteria and
their different fuzzified weights.

The strength of this method in evaluating user perception of security is that it
allows for the use of a linguistic “value,” which is known as the most efficient way to
represent a person’s perception, and it aggregates the perceptions without losing the variety
of each individual’s decision making characteristics. Another advantage of this method is

that there is no need to have numerical inputs that would need to be fuzzified.
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CHAPTER 3
METHODOLOGY

3.1 Introduction

The aim of this chapter is to provide a general overview of the methodological
approach and design implementation selected for the evaluation of users’ perception of
security on online social networking sites by fuzzy set theory. In this chapter, the
methodology applied to the evaluation of users’ perception consists of the following
stages:
1. Method of delivery
2. Data Collection
3. Design model

4. Analysing data

3.2 Method of Delivery

The design implementation of this fuzzy logic system was done using an interactive
environment known as MATLAB which enables the user to perform computationally
intensive tasks and to implement numerical algorithms for a variety of process
applications. MATLAB is a technical computing environment that incorporates its own
programming language similar to C or C++. MATLAB also has toolboxes for almost all

the in-built applications including fuzzy logic.

3.2.1 MATLAB Fuzzy Logic Toolbox

MATLAB has several in-built tool boxes and one of them is the Fuzzy Logic
Toolbox. The Fuzzy Logic Toolbox provides functions, graphical tools, and a Simulink
block for analyzing, designing, and simulating systems based on fuzzy logic. The product
takes the user through the steps of designing fuzzy inference systems. The toolbox enables
the user to model complex system behaviors using simple logic rules and then implement

these rules in a fuzzy inference system [84].
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3.3 Data Collection

In most research based on fuzzy approaches, it is common to have surveys designed
for experts where their opinions are used to construct fuzzy membership functions. In other
surveys there is a combination of both users’ and experts’ opinions in constructing
membership functions but premium weight is giving to the experts’ opinions. [85].
However, there is a significant issue regarding the use of small number of experts rather
against using a large number of people from the public especially when the research is
user-centered.

The issue is whether the experts’ opinions truly represent users’ perceptions or not.
In other words, are the experts’ opinions different from the public’s opinions? In the case
of security risk on social networking sites, sampling the opinions of users would be far

more effective than using experts who may even not be using social media sites.

3.3.1 Online questionnaire

In order to construct a fuzzy rule-based assessment for the evaluation of users’
perception of security risk on social networking sites, an online questionnaire was designed
mainly based on the CIA triad of confidentiality, Integrity and Availability. In all there
were seven social network security based questions under each Linguistic variable to help
form users’ perception of security on each of the selected social networking sites which
were Facebook, Twitter and LinkedIn respectively. The link for the survey was pasted on
all the three social networking sites for users to respond. Other users were emailed with the
link to respond to the survey. The survey questionnaire was online for approximately two
months. In Appendix A, is a sample of the questionnaires.

In representing users’ perceptions as a fuzzy membership function, the interval
estimation method was used. The interval estimation generates more suitable results for
continuous measurements. Participants understand and represent their opinions more easily
using interval estimation. Often time an interval estimation method used for constructing
fuzzy membership functions representing the respondents’ perception level for each
linguistic scale is most appropriate and is commonly used [86, 87]. Also membership

functions constructed using interval estimation is more precise as compared to those
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developed using direct rating or polling methods. In Appendix B is a sample of the

questionnaire used for the interval estimation method.

3.4 Design Model of the Linguistic VVariables

The inputs to the system as mentioned in chapter two were criteria commonly used
in the evaluation of Information technology security. The same criteria were found
appropriate to be used in the evaluation of user perception of security risk on social
networking site security risk and these were confidentiality, integrity and availability.
These criteria or linguistic variables are assumed to be of the same weight and a particular
value is determined for each of them based on questions that are answered about a specific
social networking site. The values determined for each of the input were defined as a fuzzy
number instead of crisp numbers by using suitable fuzzy sets. Designing the fuzzy system
requires that the different inputs (that is, confidentiality, integrity, and availability) are
represented by fuzzy sets. The fuzzy sets are in turn represented by a membership function.

The membership function used in this research is the triangular membership function
which is a three point function defined by minimum (Q), maximum () and modal (m)

values where (a < m< ).

v

o B

Figure 3.1: Triangular membership function
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3.4.1 The Fuzzy Sets

The level of confidentiality as a linguistic variable was defined on a set of
membership functions of not confidential, slightly confidential, very confidential and
extremely confidential. The level of integrity was also defined based on the scales of very
low, low, high, very high, and extremely high whiles the level of availability was defined
by the scales of not often, rarely often, often, very often, and always available. The levels
defined above were based on a range definition with an estimated interval of [0-10].

The output, which is, the level of security risk is similarly designed and also
represented by fuzzy sets and then a membership function. The level of security risk, the
output, is defined based on the scales: not secure, slightly secure, secure, very secure, and
extremely secure within the range of [0 - 30].

Now based on the results from the survey which were based on the interval
estimation method, the following range were defined for each of the membership functions

belonging to each of the three inputs.

Not Confidential (0,0, 2.5)
Slightly Confidential (0, 2.5, 5)
Confidential (2.5, 5, 7.5)
Very Confidential (5, 7.5, 10)
Extremely Confidential (7.5, 10, 10)

Table 3.1: Range of Inputs for confidentiality

Very Low (0,0, 2.5)
Low (0, 2.5, 5)
High (2.5,5,7.5)
Very High (5, 7.5, 10)
Extremely High (7.5, 10, 10)

Table 3.2: Range of Inputs for Data Integrity
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Not Often [0, 0, 2.5]

Slightly often [0, 2.5, 5]
Often [2.5, 5, 7.5]
Very Often [5, 7.5, 10]
Always Available [7.5, 10, 10]

Table 3.3: Range of Inputs for Availability

Not Secure [0, 0, 7.5]
Slightly Secure [0, 7.5, 15]
Secure [7.5, 15, 22.5]
Very Secure [15, 22.5, 30]
Extremely Secure [22.5, 30, 30]

Table 3.4: Range of output for Level of Security

The following exhibits are the membership functions for the three inputs and the output as
designed in the MATLAB fuzzy tool box.

plct poits:
Wembership function plots o

| | | | | | \ \ J
NotConfidential SlighttyConfidental Confidental VeryConfidential ExtremelyConfidential

f

\ | | |
input variable “Confidentialty”

Figure 3.2: Membership function for Confidentiality
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Figure 3.3: Membership function for Integrity
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Figure 3.4: Membership function for Availability
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Figure 3.5: Membership function for Level of Security risk

3.4.2 Design of the fuzzy inference system

Stage 1: How the input variables were determined

The input variables were determined as mentioned above based on the popular CIA
TRIAD of confidentiality, integrity and availability that are used in the evaluation of
information technology security. The same CIA criteria were deemed appropriate to be

incorporated into a secure social networking site application system.

Stage 2: Defining the input variable membership function

Each of the inputs were defined on a domain interval of [0 - 10], based on the
results from the survey using the interval estimation method. Again based on the results,
the domain was then divided into 2N + 1 regions and each region is attached a fuzzy
membership function. In this research, the domain was divided into 5 regions (N =2). The
regions were represented by triangular membership functions as exhibited in MATLAB

above.
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Stage 3: Defining the output variable membership function.

The output domain interval was estimated to be [0 - 30]. The domain interval was
again divided into 2N + 1 region for each region and a membership function attached for
each. For example level of security risk (the output) is divided into 5 regions (N = 2)
represented by not secure, slightly secure, secure, very secure, and extremely secure as the

fuzzy sets.

Stage 4: Formulating rules and populating the rule base.

The rules were built based on knowledge of the relationships between the variables.
The rules were formulated so as to reflect the relationships between any possible relations
of the input variables to the output variable. The rules in this work reflected the
relationships between the levels of confidentiality, integrity and availability and also the
level of security risk. Thus, there were (2N + 1) fuzzy rules in the rule base of the fuzzy
system. To determine the overall security risk level for each networking site, the rule base
needs 5° = 125 rules since there were five linguistic values and three linguistic variables
(confidentiality, Integrity and availability). The complete rules base used to construct the
overall knowledge base are summarized in Table 3.5 for different linguistic values

The levels of confidentiality, integrity, and availability were used in the antecedent
of rules and the level of security risk as the consequent of rules. A fuzzy rule is conditional
statement in the form: IF x is A THEN y is B where x and y are linguistic variables and A
and B are linguistic values determined by fuzzy sets on universe of discourses X and Y,
respectively. Both the antecedent and consequent of a fuzzy rule can have multiple parts.
All parts of the antecedent are calculated simultaneously and resolved in a single number

and the antecedent affects all parts of the consequent equally.
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Rule IF AND AND THEN
r Confidentiality is Integrity is Availability is Security Level is
1 Not Confidential Very Low Not Often Not Secure
2 Not Confidential Very Low Rarely Often Not Secure
3 Not Confidential Very Low Often Not Secure
4 Not Confidential Very Low Very Often Slightly Secure
5 Not Confidential Very Low Always Available Slightly Secure
6 Not Confidential Low Not Often Slightly Secure
7 Not Confidential Low Rarely Often Slightly Secure
8 Not Confidential Low Often Slightly Secure
9 Not Confidential Low Very Often Slightly Secure
10 Not Confidential Low Always Available Slightly Secure
11 Not Confidential High Not Often Slightly Secure
12 Not Confidential High Rarely Often Secure
13 Not Confidential High Often Secure
14 Not Confidential High Very Often Secure
15 Not Confidential High Always Available Secure
16 Not Confidential Very High Not Often Slightly Secure
17 Not Confidential Very High Rarely Often Slightly Secure
18 Not Confidential Very High Often Slightly Secure
19 Not Confidential Very High Very Often Secure
20 Not Confidential Very High Always Available Secure
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21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
Sl
38
39
40
41
42
43

Not Confidential

Not Confidential

Not Confidential

Not Confidential

Not Confidential

Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential

Extremely High
Extremely High
Extremely High
Extremely High
Extremely High
Very Low
Very Low
Very Low
Very Low
Very Low
Low
Low
Low
Low
Low
High
High
High
High
High
Very High
Very High
Very High

Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often

Slightly Secure
Slightly Secure
Slightly Secure
Secure
Secure
Slightly Secure
Slightly Secure
Slightly Secure
Slightly Secure
Secure
Slightly Secure
Slightly Secure
Slightly Secure
Secure
Secure
Slightly Secure
Slightly Secure
Secure
Secure
Secure
Slightly Secure
Slightly Secure

Secure

37



44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Slightly Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential

Confidential

Very High
Very High
Extremely High
Extremely High
Extremely High
Extremely High
Extremely High
Very Low
Very Low
Very Low
Very Low
Very Low
Low
Low
Low
Low
Low
High
High
High
High
High
Very High

Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often

Secure
Secure
Slightly Secure
Slightly Secure
Secure
Secure
Secure
Slightly Secure
Slightly Secure
Slightly Secure
Secure
Secure
Slightly Secure
Slightly Secure
Slightly Secure
Secure
Secure
Slightly Secure
Secure
Secure
Secure
Secure

Slightly Secure
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67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89

Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential

Very High
Very High
Very High
Very High
Extremely High
Extremely High
Extremely High
Extremely High
Extremely High
Very Low
Very Low
Very Low
Very Low
Very Low
Low
Low
Low
Low
Low
High
High
High
High

Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often

Slightly Secure
Secure
Very Secure
Very Secure
Slightly Secure
Secure
Secure
Very Secure
Very Secure
Slightly Secure
Slightly Secure
Slightly Secure
Secure
Secure
Slightly Secure
Slightly Secure
Secure
Secure
Secure
Slightly Secure
Secure
Secure

Very Secure
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90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112

Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Very Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential

Extremely Confidential

High
Very High
Very High
Very High
Very High
Very High

Extremely High
Extremely High
Extremely High
Extremely High
Extremely High
Very Low
Very Low
Very Low
Very Low
Very Low

Low

Low

Low

Low

Low

High

High

Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often

Very Secure
Slightly Secure
Secure
Secure
Very Secure
Extremely Secure
Slightly Secure
Secure
Very Secure
Very Secure
Extremely Secure
Slightly Secure
Slightly Secure
Slightly Secure
Secure
Secure
Slightly Secure
Slightly Secure
Secure
Secure
Secure
Slightly Secure
Slightly Secure
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113
114
115
116
117
118
119
120
121
122
123
124
125

Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential
Extremely Confidential

Extremely Confidential

High
High
High
Very High
Very High
Very High
Very High
Very High
Extremely High
Extremely High
Extremely High
Extremely High
Extremely High

Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often
Always Available
Not Often
Rarely Often
Often
Very Often

Always Available

Secure
Very Secure
Very Secure

Slightly Secure

Secure
Very Secure
Very Secure

Extremely Secure
Slightly Secure

Secure

Very Secure
Extremely Secure

Extremely Secure

Table 3.5: Complete set of IF-THEN Fuzzy Rule
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3.5 Analyzing the data

The questionnaire was structured into two sections. Section A contains the personal
data of the respondents such as gender, age, the kind of social networking site they use, the
number of hours they spend on their respective social networking sites in a week, the
people they interact with most on social networking sites among others.

The Section B concentrated on sampling users’ views or perception about security
on social networking sites by answering questions mainly on the three criteria used for the
evaluation of security risk. These were confidentiality, Integrity and Availability.
Respondents were asked to fill the questionnaire each for every social networking site they
subscribe to using the appropriate listed membership functions.

3.5.1 Analysis of Survey Responses Using Fuzzy Aggregation Method

In many research studies pertaining to user perceptions, the criteria under review
are evaluated using linguistic scales with various numbers of descriptors. For example, a
five descriptor linguistic scale could probably comprise of the terms: very low, low, high,
very high, and extremely high. However, most studies calculate only simple descriptive
statistics, such as percentage or frequency, to analyze these types of responses. The
proposed method, based on the fuzzy aggregation method, enables one to analyze and
aggregate the subjective responses without losing the variety of individual decision making

characteristics.

3.5.2 Fuzzy Aggregation using Weighted Average

One of the most common aggregation operator often found in literature is the
weighted average (WA). Also known as the weighted mean, it is similar to an arithmetic
mean where instead of each of data points contributing equally to the final average, some
data points contribute more than others. There are weighted versions of other means such
as the weighted geometric mean (WGM) and the weighted harmonic mean (WHM). There
is also the ordering weighted average (OWA).
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3.5.3 Mathematical definition of weighted average

Formally, the weighted average of a non-empty set of data

{II: T, ... :Iﬂ-}: with non-negative weights
{wl, o, ..., wﬂ}, is the quantity
n
= = Q=1 Wil
Zﬂ' T
i=1 "1

which means:

Ty + weks + - - - 4 LT,
Wi+ wy bWy

Therefore data elements with a high weight contribute more to the weighted mean

T =
than elements with low weights. The weights cannot be negative. Some may be zero, but
not all of them (since division by zero is not allowed).

The formulas are simplified when the weights are normalized such that they sum up to 1,

mn
1.e. Zurt- =1
i=1

For such normalized weights the weighted mean is simply. & = Y _ w;;

i=1

n

L)
The common mean l Z 1. 1s aspecial case of the weighted mean where all data
T
i
i=1

have

equal weights, u; = w

1

When the weights are normalized then ¢, = —.
i

Another interesting concept that can be used as an aggregation operator is the probability.
These two concepts have been used in a lot of applications concerning statistics, economics,
engineering, physics, etc. Probably, these two concepts are the most relevant in statistics. However,
there are a lot of other aggregation operators such as the ordered weighted averaging (OWA)

operator and others.
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3.5.4 Triangular Fuzzy Numbers
For a triangular fuzzy number X (TFN X) having minimum value X1, kernel value
X2 and maximum value X3 the number is written as (X1, X2, X3).
Let TEN X = (X1, X2, X3)
Let TEN'Y = (Y1, Y2, Y3)
The sum of X and Y is (X1+Y1, X2+Y2, X3+Y3)
The difference of X and Y would also be (X1-Y3, X2-Y2, X3-Y1)

In this research, respondents were to choose between a series of statements on the
ordinal/interval scale the one they judge most appropriate and it is argued that the choice of score
is, in effect, a judgement between 3 indicator statements. Thus, for example, respondents rate the
level of confidentiality of the following information such dating history or intimate secrets they

submit with friends on Facebook on the following scale.

Name Fuzzy number v
B 1ot Corfidential 0.0,25 =
B iy Corfidential 0,25, 5 =
B Corfidential 25575 [+
Very Corfidential  5,7.5, 10 =
Extremely Corfidential 75,10.10 [+ |

Figure 3.6: Range of inputs of confidentiality

In this interpretation, a respondent who judges “very confidential” to be the
appropriate score makes a constrained choice in the range where 5 is the minimum value,
7.5 is the modal value and 10 the maximum. (To think of it another way, the respondent
must consider which of the three hypotheses, confidential, Very confidential and extremely
confidential best represents their judgement of the situation.)

In extracting the fuzzy scores on a range of 10, the descriptor “Not confidential”
corresponds to a triangular fuzzy number (0, 0, 2.5). Similarly, the descriptor “very confidential”

also corresponds to (5, 7.5, 10), and so on. The full scoring correspondence is taken to be as

follows.
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Not confidential =TFN (0, 0, 2.5)
=TFN (0, 2.5, 5)
=TFN (2.5,5,7.5)
=TFN (5, 7.5, 10)

Extremely confidential = TFN (7.5, 10, 10)

Slightly confidential
Confidential
Very confidential

Now with a results table such as the following from

Total Number of Respondents 42

Dating
History

Membership | Not Slightly Confidential Very Extremely
function confidential confidential confidential | confidential
Frequency 7 5 11 12 7

Taking the average weighted score for each Triangular fuzzy number (TFN) representing the

appropriate membership function or descriptor yields the TFN (2.17, 2.95, 3.73) when carried out

with appropriate attention to arithmetic rules for Triangular fuzzy numbers (TFNSs) thus;

(0,0,2.5)x7+(0,2.5,5)x5+(2.5, 5, 7.5)x11+(5, 7.5, 10)x12+(7.5, 10, 10)x7)/42 = (3.33, 5.416, 7.5)

Financial Membership Not Slightly | Confidential Very Extremely
Information function confidential | confidential confidentia | confidential
|
Frequency 3 5 15 14 5

(0,0,2.5)x3+(0,2.5,5)x5+(2.5, 5, 7.5)x15+(5, 7.5, 10)x14+(7.5, 10, 10)X5)/45 = (3.45, 5.77, 7.98)

Now to find the overall perception of the two questions under confidentiality, we find the

aggregate sum as the following:
[(3.33, 5.416, 7.5)*1 + (3.45, 5.77, 7.98)*1]/1+1 = 5.57

This method of aggregation would then be replicated in Chapter 4 for all the three

linguistic variables (confidentiality, integrity and availability). The three inputs
representing the three variables would then be fed into the fuzzy logic tool box to generate

the appropriate output of the level of security risk on each of three social networking sites.
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CHAPTER 4

EXPERIMENTAL RESULTS AND ANALYSIS
4.1 Introduction
A survey was designed to collect the data needed to evaluate users’ perception and
then test the design methodology model described in Chapter 3. The main goals of this
survey are:
= To collect actual data from the completed online questionnaire for analysis.
= To use appropriate fuzzy aggregation technique as identified in Chapter 3 to find
the overall user perception of security risk for each of the three social networking

sites namely Facebook, Twitter and LikedIn.

4.2 Descriptive Statistics of Respondents

Under 18 25 1%
18-25 58 26%
26-35 95 43%
36-45 ir 17%
45+ ] 3%
Gender
i Male 142 B4%%
— Female [749]
Female 79 6%

1 AT ¥
Male [142

Figure 4.1: Age and Gender statistics of Respondents
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Estimate how long you have been using social networking sites?

Less than a month
Less than a manth 1-6 months
1-6 months Bmanths to a year
1-2years
Bmanths to a year 2-3years
1 -2 years Jyears+
2- 3 years
3 years+

0 15 30 45 60 75

Figure 4.2: How long respondents have been using SNSs

Estimate how many hours a week you spend on social networking sites?

0-5hrs
0-5hrs §-10hrs
6-10hrs 1-20hrs
21-30hrs
11-20hrs 31-40hrs
21-30hrs 41-50hrs
51 hrs+
31 -40 hrs
41 - 50 hrs
51 hrs+

0 20 40 60 80 100

Figure 4.3: Time in a week spent on SNSs
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Roughly how many friends in total do you have in all of your social networking sites?

Below 200 25 1%
Below E“ﬂ 201-400 34 15%
zm-m- 401-600 15 7%
601-800 99 45%

sor00 [l 801 and above 8 2%

601-800

801 and above

0 20 40 60 80 100

Figure 4.4: Total number of friends on SNSs

Which of the following (if any) social networking sites are you a member of? You may select more than one
option

Facebook M 100%

Facebook Titer 209 95%
Twitter Linkedin 177 0%
Google+ 75 3%

Linkedin Ofner 1 -

Google+
People may select more than one

checkbox, 50 percentages may add up to
more than 100%.

Other

0

Figure 4.5: Respondents choice of SNSs

M4 88 132 176 220 o84
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Facebook: Confidentiality

Question: In general, how would you rate the level of confidentiality of the following information you submit with friends on Facebook.

Total Number of Respondents: 221

Membership functions

Not Slightly Confidential Very Extremely Weighted
confidential | confidential confidential | confidential Average
Dating History Frequency 0 2 135 81 3 (3.46, 5.96, 8.43)
Financial information
(eg. info on things you | Frequency 4 4 94 118 1 (3.77,6.22,8.71)
buy, where you buy
from, etc)
Gossip between friends | Frequency 4 156 59 1 1 (0.72,3.18, 5.67)
Intimate secrets Frequency 3 42 72 103 1 (3.18, 5.64, 8.13)
Lifestyle related (eg. Frequency 36 105 55 24 1
photos, blogs, history (1.20, 3.30, 5.78)
etc)
Professional / work Frequency 33 80 79 28 1 (1.56, 3.70, 6.18)
related information
Religious / political Frequency 77 76 3 64 1 (1.51, 3.14, 5.63)
beliefs
Table 4.1: Aggregation of responses of confidentiality on Facebook
MName Fuzzy number [T]
For Example Dating history was calculated as below: B ot Confidential 0.0.25 E3
B sichily Confidertial 0,25, 5 =]
=(0, 0, 2.5) *0 + (0, 2.5, 5) *2 + (2.5, 5, 7.5) * 135 + (5, 7.5, 10) * 81+ (7.5, 10, 10)*3)/221 Bl Corfidertial 25.5.75 B3
Very Confidential 5. 7510 E]
(=]

Final sum of weighted averages: [2.2, 4.5, 6.93]

Center of gravity: 4.52
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Facebook: Integrity

Question: Rate the level of authenticity of the origin of the message and files you receive from the following people on Facebook

Total Number of Respondents: 221

Membership functions

Very Low Low High Very High Extremely High | Weighted Average
Frequency 2 2 52 160 5 (4.37, 6.85, 9.30)
Close Friends
Co-workers Frequency 1 56 10 148 6 (3.67, 6.23, 8.58)
Family members Frequency 1 16 75 126 3 (3.80, 6.28, 8.76)
Friends Frequency 1 48 27 139 6 (3.65, 6.14, 8.57)
People who live far Frequency 1 52 109 46 13 (2.71,5.20, 7.55)
away from you
Strangers (people you Frequency 3 60 10 127 21 (3.70, 6.16, 8.42)
have never met in
person)
Friends of your friends | Frequency 2 2 114 102 1 (3.63, 6.10, 8.60)
Table 4.2: Aggregation of responses of Integrity on Facebook Name Fuzzy number E
B very Low 0.0.25 [~
_ _ M Lo 0255  [=
Final sum of weighted averages: [3.65, 6.14, 8.54] B o 25 575 E
Very High 57510 [Z
Exdremely High 751010 E

Center of Gravity: 6.10
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Facebook: Availability

Question: How often do you have ready access to the following information on your chosen Facebook?

Total Number of Respondents: 221

Membership functions

Not often | Rarely often Often | Veryoften | Always Available | Weighted Average
Frequency 1 3 6 43 168 (6.74,9.23,9.76)
Message history
Chat history Frequency 2 2 36 102 79 (7.02,9.51, 9.93)
The website itself Frequency 1 1 1 34 184 (6.74,9.23, 9.76)
Intimate secrets Frequency 1 2 1 1 216 (7.36, 9.85, 9.90)
Lifestyle related (eg. | Frequency 1 1 34 71 114 (5.85, 8.35, 9.56)
photos, blogs,
history etc)
Professional / work | Frequency 3 2 10 105 101 (5.91, 8.38,9.74)
related information
Profile information | Frequency 1 1 1 41 177 (6.95, 9.43, 9.93)
Table 4.3: Aggregation of responses of availability on Facebook Name Fuzzy rumber %
B ot Often 0,0,25 =
B el Cften 0.25.5 =
B oten 25575 [+
) ] Wery Often 57510 E
Final sum of weighted averages: [6.65, 9.14, 9.80] Always Avaiable 75,10, 10 -

Center of gravity: 8.53
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Twitter: Confidentiality

Question: How often do you have ready access to the following information on your chosen Facebook?

Total Number of Respondents: 209

Membership functions

Exremely Corfidential 7.5, 10, 10

Not Slightly Confidential Very Extremely Weighted
confidential | confidential confidential | confidential Average
Dating History Frequency 1 31 76 101 0 (3.32,5.81, 8.31)
Financial information
(eg. info on things you 0 0 13 196 0 (4.84,7.34,9.84)
buy, where you buy Frequency
from, etc)
Gossip between friends | Frequency 0 1 106 102 0 (3.70,6.21, 8.71)
Intimate secrets Frequency 0 1 162 46 0 (3.04,5.53,8.04)
Lifestyle related (eg.
photos, blogs, history | Frequency 0 0 82 98 29 (4.36, 6.87,9.02)
etc)
Professional / work Frequency 3 21 103 62 20 (3.43,5.90, 8.15)
related information
Religious / political Frequency 1 0 109 61 38 (4.12,6.61, 8.70)
beliefs
Table 4.4: Aggregation of responses of confidentiality on Twitter — Fuzzynumber (2]
Final sum of weighted averages: [3.83, 6.32, 8.68] _ Nét Cnmide'_-dml : 0.0.25 (-]
B sichtly Confidertial  0.25.5 B
Center of gravity: 6.30 M Corfidential 25575 [+
Very Confidential 5, 7510 E]
(=]
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Twitter: Integrity

Question: How often do you have ready access to the following information on your chosen Facebook?

Total Number of Respondents: 209

Membership functions

Very Low Low High Very High | Extremely High | Weighted Average
Frequency |1 1 1 32 174 (7.02,9.51,9.92)
Close Friends
Co-workers Frequency | 1 3 3 141 61 (5.60, 7.36, 9.86)
Family members Frequency |1 2 69 133 4 (4.15, 6.64, 9.10)
Friends Frequency |1 1 33 172 2 (4.58, 6.97, 9.52)
People who live far Frequency |1 3 1 143 61 (5.62, 8.11, 9.88)
away from you
Strangers (people you | Frequency | 1 4 1 132 71 (5.72, 8.20, 9.85)
have never met in
person)
Friends of your Frequency |7 14 101 45 42 (3.80, 6.21, 8.21)
friends
Table 4.5: Aggregation of responses of integrity on Twitter Nome Fuzzy rumber [
B ey Low 0,0,25 =
H o 0,255 ~
Final sum of weighted averages: [5.21, 7.57, 9.50] M Hion 255,75 B2
_ Very High 5,75, 10 B3
Center of gravity: 7.42 Extremely High 75.10.10 =
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Twitter: Availability
Question: How often do you have ready access to the following information on your chosen Facebook?

Total Number of Respondents: 209

Membership functions
Not often | Rarely often | Often | Veryoften | Always Available | Weighted Average
Frequency |1 2 1 93 112 (6.25, 8.74, 9.90)
Message history
Chat history Frequency |1 4 1 146 57 (5.55, 8.03, 9.85)
The website itself Frequency |1 7 5 33 163 (6.70, 9.18, 9.73)
Intimate secrets Frequency |1 1 1 94 112 (6.30, 8.77, 9.93)
Lifestyle related (eg. | Frequency
photos, blogs, history 1 1 2 162 43 (5.44,7.93,9.92)
etc)
Professional / work Frequency | O 3 1 104 101 (6.12, 8.62, 9.92)
related information
Profile information Frequency | O 1 1 72 135 (6.57,9.07, 9.96)
Table 4.6: Aggregation of responses of availability on Twitter
MName Fuzzy number t
Final sum of weighted averages: [6.13, 8.62, 9.88] B ot Often 0.0.25 (=
B Rarely Often 0,25,5 B
M often 25575 [v
Center of gravity: 8.21 Very Cften 5.75.10 B2
Always Available 7510, 10 E
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LinkedIn: Confidentiality

Question: How often do you have ready access to the following information on your chosen Facebook?

Total Number of Respondents: 177

Membership functions
Not Slightly Confidential Very Extremely Weighted
confidential | confidential confidential | confidential Average
Dating History Frequency 2 4 3 162 6 (4.87,7.34,9.76)
Financial information
(eg. info on things you 1 143 33 0 0 (0.45, 2.95, 5.45)
buy, where you buy Frequency
from, etc)
Gossip between friends | Frequency 41 36 100 0 0 (1.41, 3.33,8.82)
Intimate secrets Frequency 2 173 2 0 0 (0.02, 2.5, 5.00)
Lifestyle related (eg.
photos, blogs, history Frequency 40 45 64 28 0 (1.70, 3.62, 6.12)
etc)
Professional / work Frequency 65 43 69 0 0 (0.97, 2.55, 5.10)
related information
Religious / political Frequency 1 75 101 0 0 (1.43,3.91, 6.41)
beliefs
Table 4.7: Aggregation of responses of confidentiality on LinkedIn — T
Final sum of Weighted averages: [1.55, 3.74, 6.67] = N?t Cnm'der_mal _ 0.0.25 E3
Slightly Corfidential 0. 25 5 E]
B corfidential 25575 [+
Very Confidential § 7510 E]
Center of gravity: 3.98 Extremely Corfidential 7.5,10.10 [+ |
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LinkedIn: Integrity

Question: How often do you have ready access to the following information on your chosen Facebook?

Total Number of Respondents: 177

Membership functions

Very Low Low High Very High Extremely High Weighted Average

Frequency |1 138 33 5 0 (0.60, 3.09, 5.60)
Close Friends
Co-workers 43 69 65 0 0 (0.92, 2.81, 5.31)
Family members Frequency | 90 1 80 6 0 (1.30, 2.52, 5.02)
Friends Frequency | 132 21 61 0 0 (0.86, 2.01, 5.04)
People who live far Frequency | 95 188 1 0 0 (0.01, 2.68, 6.70)
away from you
Strangers (people you | Frequency | 75 58 34 10 0 (0.50, 1.78, 4.13)
have never met in
person)
Friends of your Frequency | 104 45 28 0 0 (0.40, 1.43, 3.92)
friends

Table 4.8: Aggregation of responses of integrity on LinkedIn

Final sum of Weighted averages: [0.65, 2.33, 5.1]

Center of gravity: 2.70
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W ey Low 0,0,25 =
B . 0,255 =2
B o 25,575 ~
Veery High 575,10 ~
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LinkedIn: Availability

Question: How often do you have ready access to the following information on your chosen Facebook?

Total Number of Respondents: 177

Membership functions
Not often | Rarely often | Often | Veryoften | Always Available | Weighted Average
Frequency | 1 0 53 76 47 (4.88, 7.37,9.20)
Message history
Chat history 1 0 0 129 47 (5.64, 8.12, 9.96)
The website itself Frequency | 1 0 25 93 58 (5.44,7.92, 9.60)
Intimate secrets Frequency | O 0 9 77 91 (6.20, 8.67,9.87)
Lifestyle related (eg.
photos, blogs, Frequency | 0 0 54 35 88 (5.50, 7.98, 9.24)
history etc)
Professional / work | Frequency | O 0 57 78 42 (4.80, 7.30, 9.20)
related information
Profile information | Frequency | 1 0 10 1 165 (7.16, 9.65, 9.81)
Table 4.9: Aggregation of responses of availability on LinkedIn o Fuzyrumber [,
B ot Oten 00,25 B2
B Rarey Often 0,255 -
Final sum of Weighted averages: [5.66, 8.14, 9.55] B oren 25575 [+
) Very Often 5 75,10 E
Center of gravity: 7.78 Aways Avaizble 751010 [+
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Summary of Results

Confidentiality Integrity Availability
Facebook 4.52 6.10 8.53
Twitter 6.30 7.42 8.21
LinkedIn 3.98 2.70 7.70

Table 4.10: Final value of aggregated responses

4.3 Implementation Procedure in MATLAB

The final result for each of the linguistic variables (the inputs) which were derived
after aggregating the responses from the well-constructed online social networking sites
security questions were fed into MATLAB to derive the final output (security risk level)
for each of the three selected social media sites. The linguistic inputs were supplied
through the graphical user interface called rule viewer. Once the rule viewer has been
opened, the input variables are supplied in the text box captioned input with each of them

separated with a space.

4.3.1 The MATLAB Fuzzy Inference System (FIS) Editor

The fuzzy inference system editor below shows the summary of the fuzzy inference
system. In the editor, there is shown the mapping of the inputs to the system type and to the
output. The input variables were respectively confidentiality, integrity and availability. The
output was security level whiles the rules were constructed using the Mamdani fuzzy

reasoning and the defuzzification technique was done using the centroid technique.
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File Edit View

Confidentiaity \
: : : SNSs Securty
(mamdani)
nteqriy /

Figure 4.6: MATLAB FIS Editor
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4.3.2 The MATLAB Membership Function Editor

The membership function editor shows a plot of highlighted input or output

variable along their possible ranges and against the probability of occurrence. Figure 4.7

shows the linguistic variable, confidentiality highlighted and displaying its membership

functions.

05

plot points:
Hembership funcion plots

fidenial

I I I I I I I
SlightiyConfidential Confidential VeryConfidential

ExtremelyConfidential

pozg

——

Figure 4.7: MATLAB Membership function editor
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4.3.3 The MATLAB Rule Editor

The rule editor was used to add, delete and change the rules. It could also be used

to change the connection type and the weight of a rule. The rule editor for the application
as shown in figure 4.8 had 125 rules in the rule base of the fuzzy system.

Fle it Ve Options

2. If (Confidentialty is NotConfidential) and (integrty is VeryLow) and (Avaiabity is RarelyOften) then (SecurityLevelis NotSecure) (1)
3. IF (Confidentialty is NotConfidential) and (integrity is VeryLow) and (Avaiabilty is Often) then (SecurtyLevelis NotSecure) (1)
4. IF (Confidentialty s NotConfidential) and (inteqrity is VeryLow) and (Avaiabiity is AlwaysAvalable) then (Securtylevel & SightySecure) (1)
5. If (Confidentiafty s NotConfidential) and (Inteqrity iz Low) and (Avalabifty is NotOfen) then (SecurityLevelis SlghtlySecure) (1)
6. IF (Confidentiafty s NotConfidential) and (inteqrity is Low) and (Avalabifty is RarelyOften) than (SecurtyLevel is SlightlySacure) (1)
7.1f (Confidentialty is NotConfidential) and (Inteqrty is Low) and (Avaiabifty is Often) then (SecuriyLevel is SightlySecure) (1)
8. If (Confidentialty iz NotConfidential) and (Integrty is Low) and (Avaiabilty is VeryQften) then (SecurfyLevel iz SfghtlySecure) (1)
9. If (Confidentiality is NotConfidential) and (Integrty i Low) and (Avaiabity is AlwaysAvaiable) then (SecurtyLevelis SightlySecure) (1)
0. If (Confidentialty is NotConfidenial) and (integrty is High) and (Avalabilty is NotOften) then (SecuriyLevelis SlightlySecure) (1)
1. f (Confidentilty is NotConfidential) and (integrty ' High) and (Avalbilty is RarelyOften) then (SecurityLevel s Secure) (1)
2.1f (Confdentialty is NofCanfidential) and (nfeqriy s High) and (Avaiabity is Oten) then (SecuriyLevelis Secure) (1)
3.1 (Confidentialty is NotConfidential) and (nteqrity i High) and (Avalabiity is VeryOften) then (SecurtyLevelis Secure) (1)
4.1f (Confdentialty is NotConfidental) and (nfeqriy s High) and (Avaiabity is AlwaysAvaiable) then (SecuriyLevelis Secure) (1)
5. If(Confidentialty is NotConfidential) and (integrity is VeryHigh) and (Avaiabity is NotOften) then (SecurtyLevel s SlightlySecure) (1)

1)

Figure 4.8: MATLAB Rule editor
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4.3.4 The MATLAB Rule Viewer

The three input variables (confidentiality, integrity and availability) needed to be
fed into the system were supplied through the text box captioned input. The appropriate
input corresponds to the weighted averages of the user responses in the questionnaire for
each of the input variables followed appropriately by their center of gravity. For example,
in the figure 4.9, the input values for the variables confidentiality, integrity and availability
are respectively [5, 6, 7] and the corresponding output (security level) is 18.1, which is

shown at the top of the corresponding graphs. The input for each of the input variables is

specified at the top of the section corresponding to them, so also is the output variable.

Ru\e\/\'ewer:SNSs Security ol (e
Fle Edit View Options
Confidentiality = 5 Integrity = 6 Availabity =7 SecuriyLevel = 18,1
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2 e ] I R e [ ] C 1
3o [ Cee
L = I I [ —] e 1]

O [ ] e [ ] e 1 ]
I I I e ] e [ ] = ]
L I I L [ ] L e ] e ]
N I I e [ ] L ] ]
R IS R e [ ] [ 1 e ]
(LI I L ] e 1 b ]
(LI I I e ] e [ ] L ]
2 S ] L ] L ]
(N S I e S IS L ]
(L U I ] 1 L ]
[ I I L =] e ] e ]
LA | e ]
(LA I [ e ] e ]
(N I I L =] L e ] b ]
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o e [ [ 1 L ]
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2 e [ ] [ I e ] e ]
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w = [ ] [ 1 ] L ]
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B [ ] ] e [ 1 L e ] e ]
e I [ #E e ]
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Ineaut:
[367

Plat points:

=
=
2
&
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Onened system SNSs Securty, 125 tules

Help

‘ Close

Figure 4.9: MATLAB Rule Viewer
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4.3.5 The Surface Viewer

The MATLAB surface viewer as shown in figure 4.10 is a 3-D graph that shows

the relationship between the inputs and the output. The output (security Risk) is

represented on the Z-axis while 2 of the inputs (Confidentiality and Integrity) are on the x

and y axes and the other input (Availability) is held constant. The surface viewer shows a

plot of the possible ranges of the input variables against the possible ranges of the output.

m Surface Viewer: SNEs Securty

file Edit View Options

SecuritvLewvel

Irtegrity Confidertiakty

ik Conientaty - Vi hieary » Lloipd)

o otk Y i
4

SecuriyLevel

Ref. Input: Plet poirts;
[ahl Hall 5] 10 Hep

Close

Realy

Figure 4.10: MATLAB Surface Viewer
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4.4 Evaluation

After aggregating the user responses for the three security criteria variables and
respectively for the three selected online social media sites, Table 4.10 shows the security
risk analysis system as evaluated for the SNSs. The output determines the security level as
perceived by users per their responses for of each the social networking site (SNSs). The
summary of the evaluation is given in Table 5. The input and the output for the three SNSs

are shown in Table 4.11 below.

SNSs Variable Crisp Significance Security
inputs Output Level
Facebook [4.52, 6.10, 18.4 40% slightly secure, 60% 61.33%
8.53] secure
Twitter [6.30, 7.42, 22.4 25% secure, 75% very 74.67%
8.21] secure
LinkedIn [3.98, 2.70, 14.9 45% slightly secure, 55% 49.67%
7.70] secure

Table 4.11: Evaluation of Input Variables
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4.5 User Security Perception of Facebook

Facebook was rated according to user responses with 4.52 as the score for
confidentiality, 6.10 for integrity and 8.53 as the score for availability. This produced a
crisp output of 18.4 representing the security level out of the set range of 30. On a scale of
30, this value of 18.4 shows Facebook is 61.33% secure. On the fuzzy sets defined for the
security risk level, this value corresponds to around 40% slightly secure and 60% secure.
The significance is that if the management of Facebook has set the site’s security to a
minimum of 70%, users feel that they are not yet secured and therefore more tightening

must be made to get users of Facebook adequately secured.

Ru\eViewer:SNSs Security o) )
file Edit View Options
Confidentialty = 452 Integriy = 6.1 Avaiabiity = 2.53 SecuriyLevel= 184
b [ ] I I Co ]
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O I S N [ ] C ]
S e I N [ e ]
§oe [ ] e [ ] I ]
I N e [ ] P = ]
1 e ] e [ e [ = ]
b e ] P ——] ]
e e [ ] = ]
LI I I ] I ]
(LI I I L e [ e ]
(I I ] [ ] ]
B [ ] e ] L ]
e [ ] ] == ]
(I I =] S = ]
(- I S  ——) ]
(LA I I L ] [ e ]
(- I I L —] L — — ] e ]
(I I =] ) e ]
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Figure 4.11: Rule Viewer Security Level for Facebook
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4.6 User Security Perception of Twitter

Twitter scored inputs of 6.3, 7.42 and 8.21 for confidentiality, integrity and
availability respectively. The crisp output was 22.4. This value corresponded to 25%
secure and 75% very secure on the fuzzy set scale for the output. This implies that user
view Twitter to be 74.67% secure. Assuming that Twitter as an organization has set 70%
as the minimum standard for the site’s security, it can be deduced that from their users’

point of view, security is relatively stable or enough for their numerous users.
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Figure 4.12: Rule Viewer Security Level for Twitter
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4.7 User Security Perception of LinkedIn

LinkedIn was judged with scores of inputs of 3.98, 2.70 and 7.70 for
confidentiality, integrity and availability respectively. The crisp output was 14.9. This
value corresponded to 45% slightly secure and 55% secure on the scale of fuzzy set output.
The significance is that users perceive LinkedIn to be only 49.67% secure. Again if
LinkedIn’s minimum security standard is 70%, it would have fallen short of its own
standard judging by how users rate the security of the website and its content. The
organization can rely on this rating of their website to improve upon security.
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Figure 4.13: Rule Viewer Security Level for Twitter
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CHAPTER 5

Conclusion and Recommendations

5.1 Introduction

Users are by far the main building block of any online social networking site and
therefore their security and privacy should be of utmost concern to mangers of these social
media sites. One user complaint, user perception, is an important element when
considering the concepts of social networking security. Conventional methods for
analyzing social networking site user perception of security have limitations and do not
fully explain the user perception phenomena. The perception processes of humans cannot
be analyzed and assessed by a binary approach or in a simple quantitative way. The human
thought process is subjective, imprecise and complicated, and human perception usually
uses a linguistic approach, as opposed to a numerical approach, to classify, describe, or
“value” a system. In addition, user perception of security risk on social networking site is
solely affected by an individual evaluator’s needs and requirements of what would make
him or her secured on a social networking site.

In this study, a fuzzy system was implemented using fuzzy logic theory to evaluate
user perception of security risk on social networking sites. Facebook, Twitter and LinkedIn
were used as case studies for this research. Employing MATLAB and its associated fuzzy
logic toolbox to design the Fuzzy Inference System, an overall user perception of security

risk on SNSs were realized.

5.2 Implications of study

The findings of this study allow for the research to conclude, with certainty, the
assertion that most users of social networking sites feel insecure giving the many issues of
identity breaches. Through this research there has been an attempt to design a system that
can be used to evaluate the security risk associated with the use of social media from the
point of view of those that matter, the users. This will definitely help management of these
social networking sites to beef up security on their websites from time to time when a
thorough study such as this is employed to adequately get users views and perceptions of
security. The result of this study points to the fact that if social networking sites would

incorporate security risk analysis into the design and maintenance of their systems, the

68



issue of insecurity by users would be minimized if not eliminated. Finally, security risk
analysis is a useful way towards designing secured information systems and must therefore
be considered a significant activity by software companies especially those that have direct

effects on users such as social media sites applications.

Limitations

At this stage, it may seem that fuzzy logic is the right answer to the analysis of
subjective and imprecise concepts such as user security because most evaluation studies
produce simple statistically aggregated results without considering the variety of user
opinions. Through statistically aggregated method of evaluation, subjective data and user

opinion cannot be adequately analyzed.

In spite of the above, this particular study had some limitations in the design of the
evaluation of user perception of security on social networking sites as follows:

e The input variables (confidentiality, integrity and availability) were all given the
same weight since in the evaluation of information systems, standardized bodies
such ITSEC (the European standard), CTCPEC (the Canadian standard) and
TCSEC (The Department of Defense, US standard) all agree that the three criteria
of confidentiality, integrity and availability are all equally important. However, the
research could have allowed users to rank these criteria; the ones they feel are
important to them and then assign appropriate weights to them.

e Whiles the 221 respondents are adequately representative, the research could have
covered more users than was done in this research.

e The questionnaire that was used to create the fuzzy membership functions and their
ranges using the interval estimation method was answered only by about one-third
of the total respondents for the entire survey. Though their results were used, it
cannot be conclusive enough giving the number of users who answered it.

e Experts’ opinions are very important when it comes to the design of most fuzzy
systems but for this research, no experts’ opinions were used. In the future if there
are experts in the area of social networking sites use, it would be interesting to

compare their opinions to user opinions.
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Future Developments

It might be necessary in the near future to redesign this system to still be efficient
without the use of MATLAB fuzzy toolbox. It might be necessary to program everything
in C or C++ language to allow for more customization. In the future research, experts’
opinions if any, can be incorporated into the design or at least compare their opinions with

user opinions.
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Appendix A: Online Questionnaire for Survey

Online Social Networking Site Security
Risk Questionnaire

Czech University of Life Sciences-Prague
Department of Information Engineering
Academic Year 2012/2013

TOPIC: Evaluation of User Perception of Security Risk on Social Networking Sites using Fuzzy Logic
Introduction

You are welcome to take part in this survey which is aimed at identifying user perception
of security risk on online social networking sites. To participate you must be a member of a
Social Networking Site (For the purposes of this research, we focus only on Facebook,
Twitter and LinkedIn). Participation in this survey is entirely voluntary and anonymous so
you will not be associated with the answers you provide. You can withdraw at any time
simply by leaving this page and are free to ignore any questions you prefer not to answer.
The results to be obtained from this questionnaire will be used in Czech University of Life
Sciences Dissertation for an MSc Degree. Please note that you will not be referred to by
any personally identifiable information (i.e. name, email address, etc) in any of the reports.
If you have any questions do not hesitate to email me at paadadzie2002@gmail.com and |

will get back to you as soon as possible. This survey has been approved by my supervisor,

Doc. Ing. Arnost Vesely. Information that will help you answer the following questions

* Social Network Sites (SNSS) refer to web sites such as Facebook, Twitter, LinkedlIn, etc
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Age *

O Under 18
19-25
) 26-35

) 36-45
® 45+

Gender *

() Male
() Female

Which of the following (if any) social networking sites are you a member of? You may
select more than one option *

[] Facebook
[ Twitter
[ Linkedin
[ Google+
[] Other

Estimate how long you have been using social networking sites? *
() Less than a month

() 1-6 months

() 6months to a year

01-2years

023 years

03 years+

Estimate how many hours a week you spend on social networking sites? *
®0-5hs

06-10hs

O11-20hs

O -30hs

031-40hrs

O41-50hrs

(O 51 hrs+
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Please indicate the kind of information you include on your social networking sites. You
may select more than one option. *

[ Real name

O Relationship status

U Photographs of yourself
O Email address

[ political views

(] Mobile phone numbers
(] Other

Roughly how many friends in total do you have in all of your social networking sites? *
(O Below 200

(0 201-400

O 401-600

0 601-800

(© 801 and above

Please indicate who you interact with most on social networking sites *

Never Rarely Faiy often  Neary Always
Close friends O ) O 0]
Co-workers 0 ] O 8]
Farilly 0 0 o 0
Friends o) 0 0 0
People that live far away 0 QO O 0]
Strangers / people you do
not already know o 0 0 0
Dating history O o Q 0} O
Financial information (eg.
info on things you buy,
where you buy from, o o o o o
etc)
Gossip between friends @] (@] O 0] O
Intimate secrets O o] O O O
Lifestyle related (eqg.
photos, blogs, history O O O o] O
etc)
Professional / work
related information o o o o o
Religious / political o o o 0O O

beliefs

Data integrity within Social Networking Sites - FACEBOOK *
How would you rate the level of authenticity of the origin of the message and files you receive from the
following people on Facebook

Very Low Low High Very High Exl}fgmhely
Close Friends O O s 0O o
Co-workers O O e 0O o
Family members o] o) e 0O o
Friends O O o) o o
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People who live far away o O 0 0] 9]

fram you
Strangers (people you
have never met in Q o 0 0 O
person
Friends of your friends o] o 0] O 0

Availability of Social media site when requested - FACEBOOK *
How often do you have ready access to the following information on your chosen Facebook

Always
Not often Rarely often Often Very Often Available
Message history O o] o] 6] o}
Chat history @] @] O O O
The website itself 0 o] O o] O
Intimate secrets 0 o 9] o O
Lifestyle related (eg.
photos, blogs, history O O 0] 0] O
ete)
Professional / work
related information o © 0 0 o
Profile information 0 o O o o

End-to-End confidentiality within Social Networking Sites - TWITTER
In general, how would you rate the level of confidentiality of the following information you submit with
friends on Twitter

Mot Slightly . ) Very Extremely
confidential confidential Confidentiel confidential confidential
Dating history O O O O O
Financial information (eg.
ifita of things you buy,
where you buy from, © o © o ©
etc)
Gossip between friends Q 9] @] @] @]
Intimate secrets O o O O 0
Lifestyle related (eg.
photos, blogs, history @] O @] O @]
etc)

Professional / work
related information
Religious / political

beliefs

Data integrity within Social Networking Sites - TWITTER
How would you rate the level of authenticity of the origin of the message and files you receive from the
following people on Twitter

Very Low Low High  Very High E"ll_rl‘iagmhe"’
Close friends 0] ) O 0 O
Co-workers O o O O O
Farnily members O o O O O
Friends 0 o O 0 O
People who live far away
from you O O O 0 O
Strangers (people you
have never met in @] o O 8] Q
person)
Friends of your friends O O O O O

Availability of Social media site when requested - TWITTER
How often do you have ready access to the following information on Twitter




Not Often Rarcly Often  Often  VeryOften .S

Available

Message history 0 o O 0] O

Chat history ) o Q Q QO

The website itself O O O 0 O

Intimate secrets Q O 0 @] @]
Lifestyle related (eg.

photos, comments, @] O O O O
blogs, history)

Professional / work 0 o) 0 0

related information
Profile information

End-to-End confidentiality within Social Networking Sites - LinkedIn
In general, how would you rate the level of confidentiality of the following information you submit with
friends on LinkedIn

Mot Slightly . ) Very
confidential confidential Confidentio confidential Extremsly

Dating history 0] O 0 ] O
Financial information (eg.
info on things you buy,

where you buy from, © © O O O
etc)

Gossip between friends (8] @] O @] O

Intimate secrets 0 o O @] O
Lifestyle related (eg.

photos, comments, O o 0] O Q
blogs, history)

Pmfessinnal / wnirk = o o o o
related information

Religious / political s o) 0 o) 0

beliefs

Data integrity within Social Networking Sites - LinkedIn
How would you rate the level of authenticity of the origin of the message and files you receive from the
following people on LinkedIn

Very Low Lor High  Very High E"llfl?;;e"’
Close friends 0 o 0 o o
Co-workers o] 8] Q 8] 0
Family members Q O Q o O
Friends Q o] O o O
People who live far away
from you o C o o o
Strangers (people you
have never met in Q o O 0] O
person)
Friends of your friends O o] O o} 0
Availability of Social media site when requested - LinkedIn
How often do you have ready access to the following information on LinkedIn
Always
Mot Often Rarely Often  Often Very Often Available
Message history O O O O 0]
Chat history 0 0] 0 o o
The website itself 0 0] 0 o] 0
Intimate secrets O @} Q o 9]
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Lifestyle related (eq.
phatos, comments, 0 0 0 0 0

blogs, history)
Professional / work 0 0 0 0 0

related information
Proflle nformation 0 0 0 0 0

Please read the following excerpts from Facebook's terms of use statement and privacy
policy and make your final judgement *

"By posting User Content to any part of the Site, you automaticaly grant, and you represent and warnt
that you have the right to grant, to the Company an imevocable, perpetual, non-exclusive, transferable,
fully paid, worldwide licanse (with the dght to sublicense) to use, copy, publicly perform, publicly display,
reformat, translate, excemt (in whole or in part) and distabute such User Content for any purpose,
commercial, advertising, or otherwise, on or in connection with the Site or the promotion thereof, to
prepare dervative works of, or incomorate into other works, such User Content, and to grant and
authorize sublicenses of the foregoing". For example Facebook can do anything (legal) it wants with the
data you provide, including seling it. "Facebook may akso collect information abaut you from other sources,
such a newspapers, blogs, instant messaging services, and other users of the Facebook service through
the operation of the service (e.g,, photo tags)'". For example Facebook can take information about you
from anywhere that it is publicly avaiable, including pictures of you which ather peaple submit

Not Al Alttle  Somewhat  Highly

After filling in this

questionnaire my views on
Facebook's privacy policy 0 0 0 0

has changed completely

Submit

Powered by Google Docs
Report Abuse - Terms of Service - Additional Tarms
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Appendix B
Questions used to create the fuzzy membership functions and their ranges for the variables

Based on answers you might have given to the questions above, please answer the
following questions to classify the five “Not confidential/Extremely confidential” levels
you would have used in answering the survey using a scale from 0 to 10.

For Example: Mv ranae is between 0-2 or 2-3 or 7-9 etc for the different levels all between 0-10

a. I will answer in ‘Not confidential’ when my agreement ranges from to

b. I will answer in ‘Slightly confidential’ when my agreement ranges from to
c. I will answer in ‘Confidential’ when my agreement ranges from to

d. I will answer in ‘Very confidential’ when my agreement ranges from to

e. I will answer in ‘Etremely confidential’ when my agreement ranges from to

Based on answers you have given to the questions above, please answer the following questions
to classify the five “VeryLow/ExtremelyHigh” levels you would have used in answering the
survey using a scale from 0 to 10.

For Example: My range is between 0-2 or 2-3 or 7-9 etc for the different levels all between 0-10

a. [ will answer in ‘“VeryLow’ when my agreement ranges from to

b. I will answer in ‘Low’ when my agreement ranges from to

c. I will answer in ‘High’ when my agreement ranges from to

d. I will answer in ‘VeryHigh” when my agreement ranges from to

e. I will answer in ‘EtremelyHigh’ when my agreement ranges from to

Based on answers you have given to the questions above, please answer the following
questions to classify the five “Not Often/Always Available” levels you would have used in
answering the survey using a scale from 0 to 10. For Example: My range is between 0-2 or
2-3 or 7-9 etc for the different levels all between 0-10

a. I will answer in ‘Not Often’ when my agreement ranges from to

b. I will answer in ‘Slightly Often’ when my agreement ranges from to

c. I will answer in ‘Often’ when my agreement ranges from to

d. I will answer in ‘Very Often’ when my agreement ranges from to

e. I will answer in ‘Always Available’ when my agreement ranges from to
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Appendix C

Implementation in MATLAB on CD-ROM
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