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Metody vylepšení bezdrátové komunikace 
v domácí automatizaci a zabezpečení 

Abstrakt 

Tato práce představuje možnost i vylepšení bezdrátové k o 
m u n i k a c e p r o systémy domácí automat izace a zabezpečení . 
Většina dnešních systémů používá j ednofrekvenční k o m u 
n i k a c i . Přidání frekvenčního skákání zvyšuje o d o l n o s t p r o t i 
rušení, ale přináší problémy s výdrží baterie n e b o s rychlostí 
odezvy , které ne jsou v této třídě e l e k t r o n i k y j e d n o d u š e 
řešitelné. 

První m e t o d a představená v této práci je vícekanálový přijí
mač p r o centrální j e d n o t k u . T o umožňuje senzorům spát a p o 
probuzení neřešit s y n c h r o n i z a c i se sítí. 

Druhá m e t o d a je k o m b i n a c e vícekanálového při j ímače s k o m u 
nikací bezdrátových kamer. K o m u n i k a c e senzorů se skryje d o 
přenosu o b r a z u bez přidání dalšího rádia. 

Klíčová slova: f requency h o p p i n g , f requency agi l i ty , O F D M , 
h o m e a u t o m a t i o n , security systém, sensor n e t w o r k 
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Methods of Improving Wireless Communica
tion in Home Automation and Security 

Abstract 

This thesis presents m e t h o d s o f i m p r o v i n g wireless c o m m u n i 
c a t i o n i n h o m e a u t o m a t i o n a n d security. M o s t current systems 
use s ingle- frequency c o m m u n i c a t i o n . Frequency h o p p i n g i m 
proves resist ivity to interference b u t b r i n g s p r o b l e m s w i t h bat
tery l i fespan or c o m m u n i c a t i o n delay, w h i c h cannot be s i m p l y 
so lved i n this class o f electronics . 

The first m e t h o d p r o p o s e d i n this w o r k is an a l l - channel re
ceiver for the central u n i t . It a l lows the sensors to sleep a n d 
a v o i d l engthy n e t w o r k s y n c h r o n i z a t i o n after w a k e u p . 

The second m e t h o d is a c o m b i n a t i o n o f the a l l - channel receiver 
w i t h a c o m m u n i c a t i o n o f wireless cameras. The sensor c o m m u 
n i c a t i o n is h i d d e n i n v i d e o transfer w i t h o u t a d d i t i o n a l hard
ware. 

Keywords: f requency h o p p i n g , f requency agi l i ty , O F D M , 
h o m e a u t o m a t i o n , security system, sensor n e t w o r k 
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1 Introduction 

H o m e a u t o m a t i o n a n d security is a specif ic area o f c o n s u m e r electronics . A se
c u r i t y system u s u a l l y consists o f a C e n t r a l U n i t ( C U ) a n d m a n y i n d e p e n d e n t 
devices w h i c h need to be s m a l l a n d cheap. There are Passive Infrared ( P I R ) sen
sors, magnet ic d o o r contacts, s m o k e detectors, key fobs, smart l i g h t switches 
a n d m a n y more . A l l can be connec ted to the C U v i a a w i r e d bus or wireless 
n e t w o r k . T h i s thesis is focused o n l y o n wireless c o m m u n i c a t i o n . 

Wireless c o m m u n i c a t i o n i n the area o f h o m e a u t o m a t i o n a n d security is ad
v a n c i n g m u c h s lower t h a n i n other areas o f c o n s u m e r electronics . There are 
several di f f icult ies [1] that don ' t a l l o w q u i c k l y r e u s i n g fore ign ideas. Require 
ments o f very l o w energy c o n s u m p t i o n , short c o m m u n i c a t i o n delay a n d rela
t ively l o n g range s tand against each other. C u r r e n t wireless ne tworks are not 
usable i n h o m e a u t o m a t i o n a n d security for var ious reasons: 

• M o d e r n i n d u s t r i a l technologies are several orders o f m a g n i t u d e faster 
t h a n what is needed, b u t cannot be p o w e r e d b y batteries [2]. 

• M o d e r n c o n s u m e r technologies have h i g h b a n d w i d t h a n d a near ly ac
ceptable delay, b u t s t i l l c o n s u m e too m u c h current [3]. 

• M o d e r n I o T technologies can l ive a l o n g t ime o n a s m a l l battery [4], b u t 
the delay before the i n f o r m a t i o n gets processed is nei ther usable for au
t o m a t i o n n o r for security systems. 

The hardware used i n this area has i m p r o v e d over the past decade, b u t it 
barely m a t c h e d the increas ing requirements o f security. C R 2 0 3 2 battery re
mains to be a very l i m i t e d reservoir o f energy. Securi ty , o n the other h a n d , has 
seen constant d e v e l o p m e n t i n attacks a n d countermeasures . O l d e r garage d o o r 
remotes used static codes a n d can be easily o p e n e d b y the de B r u i j n sequence 
i n 8 seconds [36]. S o m e manufacturers sel l these even today, b u t it s h o u l d be 
a v o i d e d i f poss ib le . The o n l y v iab le s o l u t i o n t o d a y is A E S , p o s s i b l y i m p r o v e d 
b y an asymmetr ic key exchange. The cheap a n d s m a l l devices need e n o u g h 
p o w e r for c o m p u t i n g a n d more c o m p l i c a t e d exchange o f packets . There is very 
l i t t le space for i m p r o v e m e n t s i n m o d u l a t i o n a n d c o m m u n i c a t i o n techniques . 

A c o m m o n s o l u t i o n nowadays is s t i l l a s ingle- frequency n e t w o r k that is sus
cept ib le to interference a n d doesn't eff iciently use the avai lable s p e c t r u m . The 
p u r p o s e o f this w o r k is to d e s i g n a n d ver i fy new m e t h o d s w h i c h w o u l d a l l o w 
new c o m m u n i c a t i o n techniques , w i t h emphasis o n frequency agi l i ty , w h i l e sat
i s f y i n g the requirements for this area o f electronics . 
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2 Goals 

The m a i n g o a l o f the thesis is to present ways to i m p r o v e wireless c o m m u n i c a 
t i o n i n h o m e a u t o m a t i o n a n d security. The i m p r o v e m e n t s need to satisfy b o t h 
technica l needs s u c h as latency, power , datarate, range, or size o f the devices 
as w e l l as f inanc ia l l i m i t s . There m i g h t be a more elegant s o l u t i o n , b u t i f it 
w o u l d increase the pr i ce o f a sensor b y a n order o f m a g n i t u d e , it is not v iab le . 
I f M o o r e ' s l a w s h o u l d h o l d , we can discuss at least those so lut ions w h i c h w i l l 
p r o b a b l y d r o p in to the avai lable b u d g e t i n a foreseeable future . 

2.1 Example Situation 

The e x a m p l e s i tua t ion is a s m a l l house w i t h one larger C U a n d m a n y s m a l l 
l o w - p o w e r sensors. Sensors can be magnet ic contacts g u a r d i n g c losed doors , 
P I R detectors for p e r s o n movement , acoust ic glass-break detectors, f l o o d i n g 
detectors, s m o k e detectors, l i g h t switches a n d m a n y more . The C U is p o w e r e d 
b y mains at a l l t imes a n d has a large b a c k u p battery i n case there is a p o w e r 
outage or i n case the p o w e r c o n n e c t i o n is i n t e n t i o n a l l y cut . The size o f the C U ' s 
battery is d e s i g n e d to keep the system r u n n i n g o n l y for a few days, sometimes 
even o n l y hours . O n the other side o f c o m m u n i c a t i o n are sensors that need to 
survive m a n y years o n a s m a l l battery. The delay between t r i g g e r i n g any sensor 
a n d i n f o r m a t i o n b e i n g avai lable i n the C U needs to be at most a f rac t ion o f 
a second. 

A t least one device i n the n e t w o r k is u s u a l l y the k e y p a d . T h i s device 
does not c o m m u n i c a t e d i rec t ly w i t h the sensors b u t a l lows the user a n o r m a l 
day-to-day o p e r a t i o n o f the system. The user interface can be c o m p o s e d o f sev
eral k B o f texts. That puts more constraints o n the avai lable n e t w o r k datarate. 
The latency o f the user interface s h o u l d be a f rac t ion o f a second, s i m i l a r to the 
sensors. A k e y p a d can u s u a l l y h i d e a somewhat larger battery i n exchange for 
o u t p u t funct iona l i ty . 

A n o t h e r o u t p u t device is a s iren. A n o u t d o o r s iren needs a cons iderab ly 
larger battery to be able to dr ive the 100 d B p i e z o element even w h e n the out
side temperature is — 20 °C. The o u t p u t devices are u s u a l l y t ime s y n c h r o n i z e d 
w i t h the C U to p e r i o d i c a l l y o p e n rece iv ing w i n d o w s . W h e n the device is syn
c h r o n i z e d , it requires o n l y a t ime-frequency chart to a d d p s e u d o r a n d o m fre
quency s w i t c h i n g . It makes most o f this thesis not a p p l i c a b l e to this class o f 
devices, b u t even s y n c h r o n o u s devices can use the ab i l i ty to r a n d o m l y swi tch 
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frequencies at w i l l . E i t h e r way, it adds more constraints o n c o m p a t i b i l i t y w i t h 
the rest o f the wireless devices. 

The n e t w o r k needs to reach over a s m a l l f a m i l y house . H a v i n g r o u t i n g be
tween sensors is not prac t i ca l for var ious reasons. O n one side, the n e t w o r k 
is set u p i n advance a n d most o f the devices d o not m o v e . That w o u l d al
l o w s t o r i n g paths a n d t ime s y n c h r o n i z a t i o n o f a n o p t i m a l tree n e t w o r k p e r m a 
nent ly i n a l l devices. O n the other s ide, a l l devices w o u l d have to o p e n their 
rece iv ing w i n d o w s at a precise t ime. U s i n g o n l y devices w i t h a larger battery 
for r o u t i n g w o u l d not b r i n g m a n y benefits as most devices have s m a l l batter
ies. The need to s y n c h r o n i z e a l l devices w i l l increase p o w e r c o n s u m p t i o n a n d 
latency. O n top o f that, there w o u l d be retransmissions d i s c h a r g i n g u n e v e n l y 
the devices near C U . 

R o u t i n g or a mesh n e t w o r k w o u l d be a v iab le o p t i o n i n h o m e a u t o m a t i o n , 
where there are a lo t o f o u t p u t devices connec ted to the mains s u p p l y a n d the 
user can q u i c k l y replace the batteries o f the rest. The preferred w a y for a secu
r i ty system is to cover the entire house w i t h one or at most a few radio h u b s . 
These radio h u b s can be connec ted to the C U b y a h i g h speed w i r e d bus or 
they can be d i rec t ly e m b e d d e d ins ide o f the C U . I n the scope o f this text, the 
C U is s y n o n y m o u s w i t h the radio h u b a n d the c o n n e c t i o n between t h e m is ne
g lec ted . 

M o d e r n systems can also o p t i o n a l l y p r o v i d e v i s u a l ver i f i ca t ion . W h e n an 
i n t r u s i o n is detected, the system makes one or more pictures o f the s i tuat ion . 
A h o m e o w n e r or the security agency gets a p i c t u r e a n d can decide whether 
the s i tua t ion is a real threat (eg. burglar ) or a false a l a r m (eg. m i s b e h a v i n g 
pet) . E v e n t h o u g h there are s u c h p r o d u c t s avai lable , t r a n s m i t t i n g pictures 
over the sensor n e t w o r k is not a v iab le s o l u t i o n . It takes a m i n u t e to carry 
a 640 x 480 p i x e l l o w r e s o l u t i o n p ic ture [37]. I n a m o d e l s i tua t ion , a p e r s o n 
enter ing the b u i l d i n g w i l l be g r a d u a l l y t r i g g e r i n g l o w - p o w e r sensors w h i l e the 
cameras start t r a n s m i t t i n g v i d e o . The l o w - p o w e r sensor n e t w o r k has to w o r k 
together w i t h the h i g h - b a n d w i d t h l i n k o f the cameras a n d not interfere. The 
needs o f the sensor n e t w o r k are a lmost the o p p o s i t e o f the needs o f the camera. 

Secur i ty cameras require a lot more power , so it is c o m m o n to use P o w e r 
O v e r Ethernet ( P O E ) or a wireless c o n n e c t i o n w i t h a p o w e r adapter a n d a s m a l l 
battery for b a c k u p . It is a par t o f the security system, so it needs t a m p e r i n g 
detect ion a n d c o n n e c t i o n to the secure ne twork , even i f there already is W i - F i 
for v i d e o . H a v i n g two radios is more c o m p l i c a t e d , expensive a n d adds inter
ference. I n par t icular , interference between O r t h o g o n a l Frequency D i v i s i o n 
M u l t i p l e x ( O F D M ) a n d f requency h o p p i n g is k n o w n for B l u e t o o t h a n d W i - F i 
[5]. 

2.2 Current Consumption 

C o m m o n wireless sensors can c o n s u m e between 0.1 m W a n d 0.2 m W w h i c h 
is b e i n g m a t c h e d b y the des ign of p o w e r sources [6]. B u t d e p e n d i n g o n the 
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context , c o n t e m p o r a r y h o m e security sensors can g o a lmost an order o f mag
n i t u d e lower. S o m e s i m p l e r sensors can l ive for over two years o n a s ingle 
C R 2 0 3 2 c o i n ce l l battery [38]. C o n t e x t , i n this case, is to c o m p l y w i t h grade 2 
o f E N 50131 [39]. T o a r m the system, the latest message f r o m the sensor needs 
to be 20 minutes o l d or newer. There needs to be at least one t ransmit ted mes
sage f r o m the sensor a n d its a c k n o w l e d g m e n t received b y the sensor over the 
20 m i n u t e p e r i o d . A n a u t o m a t i o n device doesn't need to p e r i o d i c a l l y c o m m u 
nicate at a l l a n d its c o n s u m p t i o n can be even lower. 

The C R 2 0 3 2 battery has a capaci ty a r o u n d 220 m A h w h i c h gives a c o n t i n u 
ous current o f 

0 22 
/ = ' « 13 u A (2.1) 

24 x 365 x 2 ^ v ' 
for two years o f service. D u r i n g this t ime, the battery has a vol tage between 3 V 
a n d 2 V w h i c h gives an average p o w e r 

P = 13 x 2.5 « 31 j i W (2.2) 

W i t h some safety m a r g i n , it is less t h a n 10 JJA o f c u m u l a t i v e current c o n s u m p 
t i o n for r a d i o , M C U a n d the sensor. S o m e devices, such as magnet ic contacts 
h i d d e n i n the w i n d o w frame, can also be d e p l o y e d i n a harsh e n v i r o n m e n t o f 
h i g h h u m i d i t y or sub-zero temperatures that can reduce the battery capaci ty 
s ignif icant ly . 

Part o f this current is c o n s u m e d a l l the t ime b y the s l eep ing M C U a n d ra
d i o , par t o f the current is needed to keep the actual sensor r u n n i n g a n d very 
l i t t le current is r e m a i n i n g for wireless c o m m u n i c a t i o n . C o m m o n G a u s s i a n Fre
quency Shi f t K e y i n g ( G F S K ) transceivers c o n s u m e more t h a n 10 m A w h e n ac
tive [40]-[42] , w h i c h translates to o n l y a s m a l l a m o u n t o f short packets i n either 
d i r e c t i o n . 

2.3 Communication Delay 

A n o t h e r i m p o r t a n t constra int is the delay between t r i g g e r i n g the sensor a n d 
a react ion i n the C U . A l i g h t swi t ch needs to t u r n the l ights o n i n a f rac t ion 
o f a second. A s m o k e detector cannot have any unnecessary delay w h e n a fire 
is detected. 

S o m e wireless technologies take t ime to get f r o m a s leeping state to a ready 
state i n w h i c h i n f o r m a t i o n can be passed over. T h i s is especial ly true for fre
quency h o p p i n g networks . The h o p p i n g device first needs to f i n d the correct 
c h a n n e l , l earn the h o p p i n g sequence a n d s y n c h r o n i z e w i t h the other side be
fore s e n d i n g any i n f o r m a t i o n . 

O t h e r wireless technologies are i n t e n t i o n a l l y d e s i g n e d for appl i ca t ions that 
are not t ime c r i t i ca l a n d i n exchange are o p t i m i z e d for battery c o n s u m p t i o n 
a n d range. For e x a m p l e , L o R a W i d e A r e a N e t w o r k ( L o R a W A N ) device can 
Transmi t (Tx) a packet at any t ime, b u t the packet is a c k n o w l e d g e d after one 
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second at the earliest [43]. A n y lost packet means a delay i n the range o f sec
onds . 

I n o u r case, the system s h o u l d be stateless a n d q u i c k to r e s p o n d to the de
vice . A l i g h t s w i t c h , w h i c h is c o m p l e t e l y p o w e r e d off, s h o u l d be able to q u i c k l y 
wake u p a n d start t r a n s m i t t i n g useful i n f o r m a t i o n . The wireless h u b has to be 
able to i m m e d i a t e l y ver i fy a n d a c k n o w l e d g e the message. I f any o f those mes
sages get lost, the device needs to q u i c k l y repeat the message. There cannot be 
any exchange o f packets n e g o t i a t i n g parameters o f the c o m m u n i c a t i o n . There 
is also n o t ime for es tab l i sh ing e n c r y p t i o n a n d message authent i ca t ion , b u t 
such a l g o r i t h m s already exist a n d are b e y o n d scope o f this w o r k . 

2.4 Range and Cohabitation 

C o m m u n i c a t i o n f r o m sensors to the C U needs to w o r k over an area o f 
a one- fami ly h o m e . Datasheet values can be a few h u n d r e d meters i n an o p e n 
area [38] a n d i n reality even more . The range is m u c h shorter w h e n c o n s i d e r i n g 
m u l t i p a t h p r o p a g a t i o n a n d other i n d o o r effects. That is the m a i n reason for 
t r y i n g to b r i n g p r i n c i p l e s o f f requency ag i l i ty a n d h o p p i n g in to this area [7]. 

A n o t h e r reason is the c o h a b i t a t i o n o f m u l t i p l e systems f r o m the same m a n u 
facturer. I n especial ly b a d c o n d i t i o n s , two systems w i l l be far e n o u g h that they 
w i l l not detect each other b y their L i s t e n Before T a l k ( L B T ) a n d C l e a r C h a n 
nel Assessment ( C C A ) tools , b u t they w i l l a d d too m u c h interference to each 
other's messages. The p r o b l e m can be worse i f b o t h systems use the same t i m 
i n g p r i n c i p l e s . U s i n g m a n y f requency channels for h o p p i n g w i l l s ign i f i cant ly 
reduce the r i sk o f c o l l i s i o n i n these s i tuat ions . 

The range is also one o f the s igni f icant reasons for u s i n g the s u b - G H z fre
quencies i n these systems. 

2.5 Size and Economic Aspects 

The security system is c o m p o s e d o f one larger C U a n d m a n y s m a l l sensors. 
The pr ice o f these sensors can a d d u p q u i c k l y to an a m o u n t c o m p a r a b l e to 
other h o u s e h o l d reconst ruc t ion w o r k s . The pr ice o f the sensors is an i m p o r t a n t 
aspect, so the system is af fordable to m a n y p o t e n t i a l customers . There is very 
l i t t le space to i m p r o v e the hardware o f the radio or M C U i n sensors. 

The cost o f the C U is i m p o r t a n t as w e l l , b u t the increase is not m u l t i p l i e d 
b y the n u m b e r o f sensors, so a larger increase can be tolerated. The C U has 
also m u c h faster M C U , sometimes even r u n n i n g a f u l l o p e r a t i n g system, w h i c h 
c o u l d handle some c o m p u t a t i o n o f the r a d i o . 

S o m e o f the devices need to be h i d d e n , w h i c h puts constraints o n their size. 
O t h e r devices are d i rec t ly i n s ight a n d customers require s m a l l size together 
w i t h fashionable des ign . A n t e n n a s have to be h i d d e n ins ide a n d very s m a l l 
w h i c h puts even more restrict ions o n wireless c o m m u n i c a t i o n . 
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3 State of the Art 

3.1 Common Solution 

O n e s i m p l e s o l u t i o n for a wireless n e t w o r k for h o m e a u t o m a t i o n or security 
system is to use a s ingle f requency c h a n n e l w i t h G F S K m o d u l a t i o n . A l l devices 
at a l l t imes use one n a r r o w predef ined c h a n n e l . These systems are c o m m o n i n 
the s u b - G H z Shor t R a n g e Device ( S R D ) f requency b a n d , k n o w n i n E u r o p e 
as 868 M H z b a n d . 

The u s u a l s o l u t i o n o f a n asynchronous sensor takes these steps: 

1. A sensor is s l eeping a n d consumes a few jxA. f r o m its battery. A mains-
p o w e r e d C U is always rece iv ing. C o n s u m p t i o n o f its r a d i o , a l t h o u g h less 
i m p o r t a n t , is i n tens o f m A , u s u a l l y w e l l b e l o w other c o m p o n e n t s o f C U . 

2. The sensor needs to c o m m u n i c a t e w i t h C U . E i t h e r it detects a change 
or it needs to report its presence. The change can be a n o p e n w i n d o w , 
a change i n temperature , f l i p p i n g the l i g h t s w i t c h or any other event. 

3. Sensor's M C U a n d G F S K radio b o t h wake u p . Sensor's c o n s u m p t i o n 
rises to tens o f m A . 

4. The sensor sends a frame w h i c h is received b y the C U . 

5. C U processes the i n f o r m a t i o n . A p p r o p r i a t e a c t i o n can be taken i m m e d i -

6. C U sends a response frame w h i c h is received b y the sensor to ver i fy suc
cessful c o m m u n i c a t i o n . If the sensor doesn't get a response, it repeats 
f r o m step 4. 

7. Sensor goes b a c k to sleep w i t h c o n s u m p t i o n o f a few \iA. 

The w h o l e c o m m u n i c a t i o n takes o n l y a few tens o f ms. I n case o f a n u n 
p l a n n e d event, the i n f o r m a t i o n gets to C U i n less t h a n 100 ms even w i t h pos
s ible packet repet i t ion . Secur i ty devices need to p e r i o d i c a l l y report their pres
ence, so d e p e n d i n g o n the system c o n f i g u r a t i o n this can take place several 
times an h o u r [39]. The average c u m u l a t i v e c o n s u m p t i o n f r o m the battery can 
be close to the few jxA. s leeping va lue . The a u t o m a t i o n device does not need to 

ately. 
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p e r i o d i c a l l y report . It needs to c o m m u n i c a t e o n l y w h e n needed, perhaps a few 
times a day. 

C o m m u n i c a t i o n f r o m the C U to the sensor can h a p p e n o n l y after a message 
f r o m the sensor. The system can be o p t i o n a l l y i m p r o v e d w i t h o u t p u t devices. 
E i t h e r b y a w a k e - u p radio [8], i f its range is sufficient, or b y s y n c h r o n i z a t i o n . 
B u t s y n c h r o n i z e d devices can have a n order o f m a g n i t u d e larger c o n s u m p t i o n . 

This s o l u t i o n cannot be easily i m p r o v e d b y frequency h o p p i n g between 
frames. The s l eep ing slave has n o w a y to k n o w w h i c h c h a n n e l is current ly i n 
use. I n step 4 it cannot jus t send a packet to C U , because the C U is most l i k e l y 
l i s t e n i n g o n a different c h a n n e l . F i n d i n g the correct c h a n n e l takes t ime a n d 
causes a n unacceptable delay i n c o m m u n i c a t i o n . S y n c h r o n i z a t i o n o f sensors 
the same w a y as o u t p u t devices is poss ib le , b u t it requires frequent b e a c o n mes
sages a n d a precise osci l lator . B o t h increase c o n s u m p t i o n b e y o n d one C R 2 0 3 2 
battery. 

It is less c o m p l i c a t e d to a d d basic f requency agi l i ty . The sensor can re
peat transmissions o n a different c h a n n e l or C U can d o c h a n n e l s c a n n i n g . The 
n u m b e r o f used channels needs to be quite l o w , it w o u l d otherwise affect c o m 
m u n i c a t i o n delay or require an unreasonably l o n g preamble . 

3.2 Existing Short Range Technologies 

Several e x i s t i n g wireless technologies are i n t e n d e d to w o r k over a n area s i m i l a r 
to a s m a l l house . M o s t o f t h e m are p r o v e n b y decades w h i c h is a large b o n u s 
for a re l iable device s u c h as a smoke detector. S o m e are g e t t i n g close to the 
requirements o f h o m e a u t o m a t i o n a n d security, b u t var ious parameters are s t i l l 
m a k i n g it d i f f i cu l t to use. 

3.2.1 BLE 

B l u e t o o t h , especial ly the newer B l u e t o o t h L o w E n e r g y ( B L E ) , is p o p u l a r for 
short-range c o m m u n i c a t i o n i n c o n s u m e r electronics . It prov ides var ious set
t ings c o m p r o m i s i n g current c o n s u m p t i o n a n d response speed. C o m p r o m i s e s 
that make the t e c h n o l o g y universa l , make it less t h a n idea l for a sensor net
w o r k . 

B L E was d e v e l o p e d i n d e p e n d e n t l y f r o m "c lass ic" B l u e t o o t h a n d was inte
grated in to it i n vers ion 4.0 . V e r s i o n 4.0 o f the s tandard uses three f i x e d chan
nels for a d v e r t i s i n g to s y n c h r o n i z e two devices together. S y n c h r o n i z e d devices 
can then h o p over a l l 40 f requency channels . These channels are spread over 
the 2.4 G H z b a n d , separated b y 2 M H z . The f i x e d nature o f the a d v e r t i s i n g re
moves a b i t o f spread s p e c t r u m advantages. Frequency-speci f ic noise or other 
i n d e p e n d e n t B l u e t o o t h devices o n those three channels can c o m p l i c a t e c o m 
m u n i c a t i o n . 

V e r s i o n 5.0 a d d e d E x t e n d e d A d v e r t i s i n g w h i c h can use a l l 40 B L E chan
nels. It can send o n l y a s m a l l header o n the three f i x e d channels a n d the rest 
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o f the data o n any other c h a n n e l . T h i s helps to ease the traffic o n the three 
f ixed channels . T h i s v e r s i o n also a d d e d L E C o d e d P h y s i c a l L a y e r ( P H Y ) w i t h 
F o r w a r d E r r o r C o r r e c t i o n ( F E C ) to increase the range. 

B L E uses G a u s s i a n M i n i m a l Shi f t K e y i n g ( G M S K ) m o d u l a t i o n at 1 or 
2 M s a m p l e / s . B L E transmitter can use at most + 1 0 d B m , d e p e n d i n g o n its 
class, w h i c h is less t h a n + 1 4 d B m avai lable i n the E u r o p e a n s u b - G H z S R D 
b a n d . Together w i t h the h i g h e r frequency, it m a y be very d i f f i cu l t to d e p l o y 
a B L E n e t w o r k over a w h o l e house. 

It can reach transfer rates over l M b i t / s . That is a lmost ready for H i g h 
D e f i n i t i o n ( H D ) v i d e o s t reaming, b u t not re l iable . For a wireless camera, it 
w o u l d need to be s u p p l e m e n t e d b y W i - F i , w h i c h b r i n g s the already m e n t i o n e d 
c o m p a t i b i l i t y p r o b l e m s [5]. 

The B L E des ign doesn't a l l o w b o t h q u i c k response f r o m the sensor to C U 
together w i t h \iA c o n s u m p t i o n . O p t i m i z a t i o n for c o m m u n i c a t i o n delay [9] i n 
creases c o n s u m p t i o n . The c o n s u m p t i o n requirements are met o n l y i f the sensor 
is c o m p l e t e l y shut d o w n most o f the t ime a n d needs to connect i n order to T x 
data . E v e n w i t h o u t the use o f h o p p i n g , the c o n n e c t i o n latency is too h i g h 
[10]. Yet, there are ideas to i m p r o v e B L E c o n n e c t i o n mechanisms [11] a n d B L E 
m i g h t get in to the r e q u i r e d delay i n future vers ions. 

3.2.2 IEEE 802.11 

I E E E creates var ious sets o f standards for wireless c o m m u n i c a t i o n . The most 
k n o w n set I E E E 802.11, k n o w n u n d e r the b r a n d name W i - F i , was d e v e l o p e d 
for the wireless c o n n e c t i o n o f user devices to the Internet. O r i e n t a t i o n for 
h i g h datarate means that these p r o t o c o l s are great for the transport o f large 
a m o u n t s o f data b u t very b a d for l o w - p o w e r sensors. C o n s u m e r devices have 
batteries d e s i g n e d to last for days or sometimes hours a n d not years. Sensor 
n e t w o r k b u i l t o n t o p o f I E E E 802.11 w o u l d be several orders o f m a g n i t u d e over 
the p o w e r c o n s u m p t i o n l i m i t [3]. 

Datarates o f I E E E 802.11 range f r o m a few M b i t / s to several G b i t / s . The 
lower values can s u p p o r t at least one wireless camera a n d the newer modes 
w o u l d easily cover many. 

The first versions o f the s tandard used Frequency H o p p i n g S p r e a d Spec
t r u m ( F H S S ) a n d Direc t Sequence S p r e a d S p e c t r u m ( D S S S ) , b u t were q u i c k l y 
o u t d a t e d . M o s t o f I E E E 802.11 is b u i l t o n the O F D M technology . Recent 
standards a d d M u l t i p l e I n p u t M u l t i p l e O u t p u t ( M I M O ) p r i n c i p l e s that use 
m u l t i p a t h p r o p a g a t i o n to p u s h the datarates even higher . M u l t i p a t h p r o p a g a 
t i o n u s u a l l y compl icates c o m m u n i c a t i o n ins ide b u i l d i n g s , b u t w i t h the use o f 
m u l t i p l e antennas, it can be t u r n e d in to an advantage. 

A n e w a d d i t i o n is also a set o f l ight -based p r o t o c o l s I E E E 802.11bb mar
keted as L i - F i . It is useful for short-range connect ions not affected b y electro
magnet ic interference. I n the case o f a security system, it w o u l d be h a r d to 
eavesdrop or j a m the s i g n a l f r o m the outs ide . A s a c o n n e c t i o n o f sensors a n d 
a u t o m a t i o n i n a s ingle r o o m , it m i g h t be usefu l . 
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There is a n I E E E 802.11af that uses u n u s e d parts o f the T V s p e c t r u m . The 
future o f this s tandard m i g h t be shor t - l ived as there are already hints a b o u t can
c e l i n g the T V broadcast i n favor o f m o b i l e ne tworks . E v e n i f it wasn't ent irely 
true, the frequencies a l loca ted for T V are s l o w l y d i m i n i s h i n g . 

A n o t h e r out l i e r is a W a k e - U p R a d i o ( W U R ) u s i n g O n O f f K e y i n g ( O O K ) 
m o d u l a t i o n . T h i s l o w - p o w e r radio can be rece iv ing a n d able to w a k e u p the 
s leeping m a i n radio to achieve a short c o m m u n i c a t i o n delay w i t h l o w p o w e r 
c o n s u m p t i o n . The c o n s u m p t i o n o f two radios i n one is s t i l l too m u c h for a se
c u r i t y system [12]. A v a r i a t i o n of l o w - p o w e r radio for a sensor w h i c h doesn't 
interfere w i t h regular O F D M for a camera w o u l d be benef ic ia l . B u t i n this 
case, the W U R must be c o m p l e m e n t e d w i t h f u l l O F D M radio a n d able to send 
a legacy O F D M p r e a m b l e , so it is detected b y other legacy devices. 

IEEE 802.11 ah 

This part o f the s tandard b r a n d e d as W i - F i H a L o w moves the O F D M technol 
o g y in to the s u b - G H z frequency b a n d . First routers a n d device m o d u l e s are 
b e g i n n i n g to appear o n the market . 

It is too early to def in i t ive ly c o m m e n t o n sensor c o n s u m p t i o n , b u t it seems 
that a device i n its deep sleep state a lone has a c o n s u m p t i o n o f 20 jxA (unoff ic ia l 
spec i f icat ion for N R C 7 2 9 2 ) . The c u m u l a t i v e c o n s u m p t i o n o f the entire sensor 
o p e r a t i o n w i l l be even h i g h e r a n d surely over the b u d g e t o f a C R 2 0 3 2 battery. 

H i g h datarate o f this t e c h n o l o g y w i l l be great for a more c o m p l i c a t e d sen
sor or a security camera. O n the other s ide, w i d e a d o p t i o n o f this s tandard 
m a y b r i n g a lo t o f traffic to a relat ively e m p t y s u b - G H z s p e c t r u m . L o w - p o w e r 
sensors m a y have a m u c h harder t ime c o m p e t i n g for avai lable clear channe l . 

3.2.3 IEEE 802.15.4 

E s p e c i a l l y for h o m e a u t o m a t i o n a n d security, there is an I E E E 802.15.4 f a m i l y 
w i t h several p r o p r i e t a r y a n d perhaps a few o p e n technologies . It is m o s t l y 
k n o w n for the Z i g B e e s tandard , b u t also W i r e l e s s H A R T , 6 L 0 W P A N , T h r e a d 
a n d more b u i l d o n t o p o f I E E E 802.15.4. This f a m i l y can use spread spec t rum, 
m o s t l y D S S S , b u t also O F D M a n d U l t r a W i d e b a n d ( U W B ) [44]. 

Parameters o f these technologies can fit ins ide the requirements . C o m p a r i 
son w i t h B L E [13] shows that Z i g B e e has larger current c o n s u m p t i o n i n a cyc l ic 
sleep scenario , b u t the c o m m u n i c a t i o n process is m u c h shorter. The delay f r o m 
sleep to a f u n c t i o n a l state is acceptable. 

The F C C regulat ions i n the U S A require the use o f spread s p e c t r u m i n the 
s u b - G H z frequency b a n d [45]. That is perhaps one o f the reasons for D S S S 
m o d u l a t i o n . C u r r e n t c o n s u m p t i o n for this k i n d o f receiver can be equal to 
s imple Frequency Shi f t K e y i n g ( F S K ) m o d u l a t i o n a n d the resistance to nar
r o w b a n d interference is t e m p t i n g , b u t this k i n d o f spread s p e c t r u m doesn't 
i m p r o v e o n interference between m u l t i p l e instances o f the same system. P l u s 
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the w i d e r b a n d w i d t h means there are a lot fewer avai lable channels a n d more 
o p p o r t u n i t i e s for c o l l i s i o n . 

SUN OFDM PHY 

A n O F D M c o m m u n i c a t i o n P H Y was a d d e d to this g r o u p o f standards w i t h the 
name Smart u t i l i t y n e t w o r k ( S U N ) O F D M . A t least one s u b - G H z O F D M R F 
transceiver is a lready avai lable a n d more are p l a n n e d . W h e n this t e c h n o l o g y 
reaches the c o n s u m p t i o n a n d pr ice o f a c o m m o n G F S K transceiver, it w i l l be 
a great o p t i o n for the sensors. So far b o t h parameters [46] are two or three 
times larger t h a n a c o m m o n G F S K transceiver [42]. 

This s tandard a l lows var ious datarate settings. O n l y the highest values 
w o u l d a l l o w a n H D camera c o n n e c t i o n . 

A d d i t i o n a l l y , In-phase/Quadrature ( IQ) interface o f these ch ips (where it 
is user accessible) opens poss ib i l i t ies o f Software D e f i n e d R a d i o ( S D R ) . It 
c o u l d be a reasonably p r i c e d s o l u t i o n for the c o n n e c t i o n o f a camera a n d 
G M S K sensors t h r o u g h one rad io . 

LRP and HRP UWB PHY 

T w o p r o m i s i n g technologies are i n d e v e l o p m e n t , L o w Rate Pulse repet i t ion 
frequency ( L R P ) a n d H i g h Rate Pulse repet i t ion frequency ( H R P ) U W B P H Y . 
B o t h technologies use very short pulses w i t h a b a n d w i d t h o f a r o u n d 500 M H z . 

A p a r t f r o m l o w - p o w e r data c o m m u n i c a t i o n , it enables r a n g i n g w i t h 10 c m 
accuracy a n d , i n the case o f H R P , a detect ion o f an angle o f a r r i v a l . The ex
c h a n g e d packet sequence can be short , o n l y a few ms, a n d the hardware con
sumes less t h a n a JJA [47], [48] w h e n p o w e r e d d o w n , so c u m u l a t i v e p o w e r con
s u m p t i o n s h o u l d be c o m p a r a b l e to a s ingle- frequency G M S K sensor. 

L R P s h o u l d require 125 t imes less p o w e r [14] w i t h s i m i l a r range as H R P . 
O n the other h a n d , L R P a l lows o n l y a datarate o f u p to 1 M b i t / s , w h i l e H R P ' s 
6.8 M b i t / s m i g h t be e n o u g h to transfer v i d e o . 

Coverage area o f this t e c h n o l o g y m i g h t be smal ler t h a n s u b - G H z G M S K , 
b u t est imations are over 200 m [14] w h i c h w o u l d suffice. I n some cases ins ide 
b u i l d i n g s , the spread s p e c t r u m U W B m i g h t even be better. 

3.2.4 Backscatter 

I n the area o f l o w - p o w e r c o m m u n i c a t i o n , there is o n g o i n g research o n 
backscatter t e c h n o l o g y [15]. W e l l - k n o w n a n d already w i d e l y used is R a d i o Fre
quency Ident i f i ca t ion ( R F I D ) a n d N e a r F i e l d C o m m u n i c a t i o n ( N F C ) , where 
one c o m m u n i c a t i n g device has n o o w n p o w e r at a l l . 

There are m u l t i p l e ways to m o d i f y the e lectromagnet ic s igna l c o m i n g f r o m 
another source to T x data . A m b i e n t backscatter uses W i - F i , T V b r o a d c a s t i n g 
a n d other s ignals w h i c h are avai lable a l l a r o u n d us. It w o u l d be a candidate for 
h o m e a u t o m a t i o n a n d security sensors w h e n range, re l i ab i l i ty a n d delay reach 
the necessary requirements . 
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This system c o u l d have a p r o b l e m w i t h re l iabi l i ty . I f a ne ighbor ' s W i - F i 
or a far away D V B - T tower is used as a source o f s igna l for c o m m u n i c a t i o n , 
it can fa i l jus t w h e n the security system needs it . P r o v i d i n g an o w n ambient 
s ignal can be technica l ly more d i f f i cu l t . It w o u l d p r o b a b l y require two separate 
devices instead of one C U , one t r a n s m i t t i n g ambient carrier wave a n d the other 
rece iv ing. T h i s p r o b l e m w o u l d have to be so lved to use backscatter i n h o m e 
a u t o m a t i o n a n d security. 

3.2.5 Mesh 

A mesh n e t w o r k is a w a y to cover a larger area w i t h short-range l i n k s . The 
sensor needs to transmit the message o n l y to its n e i g h b o r a n d not a l l the w a y 
to the C U . It c o u l d f ix the l i m i t e d range o f 2.4 G H z B L E c o m m u n i c a t i o n . 

The p r o b l e m for the security system c o u l d be the v o l a t i l i t y o f the r o u t i n g 
a l g o r i t h m . W h e n a smoke is detected, the i n f o r m a t i o n must get to the C U a n d 
to sirens. A d d i n g hops that w i l l be selected o n the f ly m i g h t not be rel iable 
e n o u g h . A p r o p e r l y ins ta l l ed security system s h o u l d have a m a p w i t h the loca
t i o n o f a l l devices. T h i s i n f o r m a t i o n c o u l d be used to p l a n a n d f ix the r o u t i n g 
paths d u r i n g i n s t a l l a t i o n . 

C o n s u m p t i o n o f the n e t w o r k w i l l be increased b y the repet i t ion o f the mes
sages. T h i s effect must be b a l a n c e d b y lower t r a n s m i t t i n g p o w e r i n the nodes . 
O t h e r w i s e , it w o u l d be more benef ic ia l to increase T x p o w e r a n d disable mesh
i n g . 

The m e s h i n g n e t w o r k needs to be s y n c h r o n i z e d . A l l devices need to wake 
u p at the r ight t ime to f o r w a r d messages. Per iods o f sleep need to be relat ively 
short , so a message can get f r o m the sensor to C U q u i c k l y . S y n c h r o n i z e d , pe
r i o d i c a l l y w a k i n g devices w i l l have larger c o n s u m p t i o n t h a n s leeping sensors. 

R a n d o m l y p l a c e d devices w i l l deplete the batteries o f u n l u c k y nodes . 
A n o d e that is close to C U w i l l bear the most l o a d f r o m its n e i g h b o r s [16]. 
Batteries i n a security system are c o m m o n l y not user replaceable , so u n e v e n 
d i s c h a r g i n g w o u l d c o m p l i c a t e maintenance . The r o u t i n g a l g o r i t h m needs to 
tackle this issue. 

P o w e r p r o b l e m s can be a v o i d e d i f r o u t i n g is d o n e o n l y b y mains p o w e r e d 
devices s u c h as a u t o m a t i o n relay or smart l i g h t b u l b . Yet , for a security net
w o r k , r o u t i n g devices need to have their o w n b a c k u p i n case mains p o w e r is i n 
terrupted . There m i g h t not be e n o u g h space for batteries i n a s m a l l device s u c h 
as a l i g h t b u l b . 

3.2.6 Other Less Known Systems 

There are m a n y more technologies for h o m e a u t o m a t i o n or security. Some 
are s ingle- frequency systems, some are t r y i n g to a d o p t f requency h o p p i n g or 
ag i l i ty w i t h the u s u a l disadvantages a n d some have other invent ions . 

Z - W a v e is a p r o p r i e t a r y mesh n e t w o r k for h o m e a u t o m a t i o n . It uses u p to 
three channels i n the u n l i c e n s e d s u b - G H z frequencies w i t h F S K m o d u l a t i o n . 
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Insteon c o m b i n e d A C p o w e r l i n e c o m m u n i c a t i o n w i t h p r o p r i e t a r y 
s u b - G H z F S K . U n f o r t u n a t e l y , the c o m p a n y went out o f business i n 2022 
a n d was forced to shut d o w n the c l o u d f u n c t i o n a l i t y o f its devices. 

IQRF uses G F S K o n a s ingle s u b - G H z c h a n n e l , selected i n c o n f i g u r a t i o n . 
It c o m b i n e s a s y n c h r o n o u s mesh n e t w o r k w i t h asynchronous s l eep ing sensors. 

PowerG adds some c h a n n e l h o p p i n g to its s u b - G H z p r o p r i e t a r y G F S K 
technology. It uses a s y n c h r o n i z e d n e t w o r k a n d h o p s 64 t imes a second. It 
uses 4 channels i n 868 M H z b a n d a n d 50 channels i n the 915 M H z b a n d . Di f 
ferent f r o m other technologies , P o w e r G also offers security systems a n d not 
jus t h o m e a u t o m a t i o n . 

EnOcean is a set o f standards for s u b - G H z A m p l i t u d e Shi f t K e y i n g ( A S K ) 
or F S K c o m m u n i c a t i o n o p t i m i z e d for energy harvest ing . Sensors c a n use en
ergy f r o m a f l i p o f a s w i t c h , a change i n temperature or a s m a l l solar p a n e l to 
send several short packets . It is a great s o l u t i o n for h o m e a u t o m a t i o n . Secur i ty 
device w o u l d have to harvest e n o u g h energy to p e r i o d i c a l l y report its presence 
even at n i g h t . 

DASH7 is a s u b - G H z G F S K t e c h n o l o g y w i t h ad-hoc s y n c h r o n i z a t i o n . 
W h e n a gateway wants to c o m m u n i c a t e w i t h a s l eep ing device , it w i l l c o n t i n u 
ous ly send s y n c h r o n i z a t i o n packets for several seconds. The bat tery-powered 
device is d u t y - c y c l i n g its receiver to detect that a n d s y n c h r o n i z e . There is also 
an o p t i o n for a gateway to scan m u l t i p l e f requency channels . The device can 
then use any o f the scanned channels to transmit . 

K N X RF is a set o f s u b - G H z G F S K p r o t o c o l s . There is B i B a t w i t h syn
c h r o n o u s devices that Receive (Rx) a n d T x i n def ined t ime slots. There 
is K N X R F M u l t i w i t h 2 s l o w a n d 3 fast channels w h i c h are p e r i o d i c a l l y 
scanned for basic f requency agi l i ty . The frames have a l o n g p r e a m b l e , 500 ms 
for s l o w channels , w h i c h can easily be received b y s c a n n i n g or a duty-cyc led 
receiver. 

Wireless M-Bus is a s u b - G H z G F S K s tandard for r e a d i n g out u t i l i t y meters. 
There are var ious modes o f o p e r a t i o n w i t h several baudrates . S o m e o f t h e m are 
u n i d i r e c t i o n a l f r o m a sensor to a master. B i d i r e c t i o n a l sensors always init iate 
c o m m u n i c a t i o n to keep l o w p o w e r c o n s u m p t i o n . 

A N T is a 2.4 G H z G F S K p e r s o n a l area sensor n e t w o r k p r i m a r i l y i n t e n d e d 
for fitness trackers. O n e master n o d e a n d one or more slave nodes o p e n syn
c h r o n i z e d channels a n d exchange i n f o r m a t i o n o n l y once i n the c h a n n e l pe
r i o d , defaul ted to 4 H z . E a c h o p e n e d c h a n n e l c a n use a different frequency. I f 
needed, it c a n use f requency ag i l i ty o n selected 3 out o f a l l 125 f requency chan
nels. A n o t h e r m o d e is C o n t i n u o u s S c a n n i n g where one n o d e is c o n t i n u o u s l y 
rece iv ing a s ingle f requency for messages f r o m other nodes . 

3.3 Existing LP WAN Technologies 

L o R a W A N , S i g f o x a n d more p o p u l a r technologies are i n the category of L o w -
P o w e r W i d e - A r e a N e t w o r k ( L P W A N ) . These networks are o p t i m i z e d for the 
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operator a n d g a t h e r i n g o f I o T data . The l o w - p o w e r aspect a n d c o n n e c t i o n o f 
m a n y devices in to one gateway were b a l a n c e d b y h i g h e r latency. The tradeoff 
is v i s i b l e i n most L P W A N technologies [17]. 

M o s t l y , the delay is not acceptable for a h o m e security device . B u t even 
i f the n e t w o r k w o u l d be able to re l iab ly del iver the response i n a f rac t ion o f 
a second, any c o m p o n e n t o n the w a y to the c l o u d a n d b a c k c o u l d f a i l . W e 
have seen outages even o f the biggest internet companies . H o m e a u t o m a t i o n 
a n d security systems w i l l mos t ly prefer a n e t w o r k that is centered ins ide the 
protec ted house a n d w i l l c o n t i n u e to w o r k even w h e n the internet c o n n e c t i o n 
fails. 

3.3.1 LoRaWAN 

A t least two large-scale ne tworks were recently d e p l o y e d over E u r o p e a n d more 
or less over the w h o l e w o r l d . I n the case o f L o R a W A N , w h i c h is o p e n , more 
than a s ingle p r o v i d e r m a y be avai lable at any g i v e n place . 

These networks are d e s i g n e d for I o T nodes w i t h very l o w p o w e r c o n s u m p 
t i o n . The n o d e c o n s u m p t i o n c a n get to tens o f |iA [4], a lmost as l o w as s imple 
G F S K system w h i l e c o m m u n i c a t i n g over m u c h longer distances, b u t p r o b a b l y 
over the C R 2 0 3 2 l i m i t . The i n v o l v e m e n t o f the c l o u d means that it is g o o d for 
a l o n g - t e r m data g a t h e r i n g , b u t not the r ight t e c h n o l o g y for h o m e a u t o m a t i o n 
n o r for security. 

The L o R a m o d u l a t i o n , used as a base for the L o R a W A N n e t w o r k , can be 
l i censed for use i n a p r o p r i e t a r y system. It uses a C h i r p S p r e a d S p e c t r u m (CSS) 
w i t h m u l t i p l e p a r t i a l l y o r t h o g o n a l s p r e a d i n g factors a n d b a n d w i d t h s that a l l o w 
b a l a n c i n g data rate a n d avai lable l i n k b u d g e t . L o R a W A N uses b a n d w i d t h o f 
125, 250 a n d 500 k H z i n some regions , b u t the hardware is capable o f var ious 
other values . L o R a W A N uses s u b - G H z u n l i c e n s e d s p e c t r u m . 

There is also a L o n g R a n g e F H S S ( L R - F H S S ) m o d u l a t i o n usable for u p 
l i n k . It was a d d e d to i m p r o v e the conges t ion o f m a n y devices at one gateway. 
C o m p a r e d w i t h L o R a m o d u l a t i o n , it can s u p p o r t one or two orders o f mag
n i t u d e more devices per gateway [18]. It solves the bot t leneck , especial ly w i t h 
the prospect o f u s i n g satellites instead o f g r o u n d base stations. 

The L R - F H S S splits one c h a n n e l in to m a n y subchannels a n d uses a receiver 
capable to l is ten to a l l subchannels o f the c h a n n e l . It means that the device 
doesn't need to be s y n c h r o n i z e d a n d the gateway can receive m a n y h o p p i n g 
sequences at once . The device sends 1 to 4 copies o f a header o n different 
subchannels w i t h a 9 b i t select ion o f a h o p p i n g sequence. The gateway needs 
to receive at least one o f the headers to s y n c h r o n i z e a n d f o l l o w the device's 
h o p p i n g . The rest o f the packet uses a c o d i n g rate o f 1/3 or 2/3 to be able to 
decode data even w i t h a loss o f m a n y packet fragments . 

L o R a W A N defines three classes o f devices [43]. Class A is the s implest class, 
jus t an asynchronous sensor. It needs to be i m p l e m e n t e d o n a l l devices. W h e n 
the device has s o m e t h i n g to send, it transmits the u p l i n k message a n d then 
opens two receive w i n d o w s for a c k n o w l e d g e a n d a d o w n l i n k message. The 
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device checks the a v a i l a b i l i t y o f the c h a n n e l b y C C A a l g o r i t h m o n l y i n regions 
where it is necessary. I n E u r o p e , L o R a W A N uses a d u t y cycle l i m i t instead. The 
two rece iv ing w i n d o w s start 1 s a n d 2 s after the e n d o f the device's t ransmiss ion . 
D o w n l i n k is o p t i o n a l a n d d i s c o u r a g e d as the gateway also needs to l i m i t its 
t r a n s m i t t i n g d u t y cycle . 

D e l a y before the two rece iv ing w i n d o w s is caused b y c o n n e c t i o n w i t h the 
c l o u d . The gateway needs 1 s to c o m m u n i c a t e w i t h the n e t w o r k server a n d w i t h 
the a p p l i c a t i o n server to k n o w what to r e s p o n d . Technica l ly , the i n f o r m a t i o n 
f r o m the sensor to a n a p p l i c a t i o n server m i g h t get a lmost instant ly , b u t any 
lost frame w i l l delay the i n f o r m a t i o n b y several seconds before the device can 
repeat its message. 

L o R a W A N device can r a n d o m l y select f r o m m u l t i p l e channels for the u p 
l i n k message. G a t e w a y needs to have hardware capable o f rece iv ing m u l t i p l e 
channels at once. The pr ice a n d p o w e r requirements o f this hardware are not 
that i m p o r t a n t w h e n the gateway can h a n d l e a large area. It can be accom
p l i s h e d b y one or two d e m o d u l a t o r s w i t h a m u l t i c h a n n e l b a s e b a n d receiver 
[49] capable o f rece iv ing m u l t i p l e frequencies a n d m u l t i p l e s p r e a d i n g factors 
at the same t ime. 

Class B device opens p e r i o d i c rece iv ing w i n d o w s for q u i c k e r d o w n l i n k mes
sages. L o R a W A N gateways send p e r i o d i c beacons once every 128 s. Class B 
devices s y n c h r o n i z e w i t h t h e m a n d o p e n rece iv ing w i n d o w s at precise times 
k n o w n b y the gateway. 

The gateway can be t i g h t l y s y n c h r o n i z e d w i t h G P S w i t h sub-fis p r e c i s i o n , i n 
w h i c h case it transmits a l l beacons . Beacons f r o m m u l t i p l e gateways merge i n 
the device's antenna a n d the L o R a m o d u l a t i o n is successful ly received. I f the 
gateway cannot guarantee the necessary p r e c i s i o n , it is o n l y loose ly synchro
n i z e d a n d w i l l r a n d o m l y send or d r o p beacons . It gives the device i n range 
o f m u l t i p l e gateways a chance to receive o n l y one b e a c o n . The p r o b a b i l i t y o f 
t r a n s m i t t i n g a b e a c o n is c o n f i g u r e d b y a n e t w o r k server based o n the distance 
to n e i g h b o r i n g gateways. 

Class C device is always rece iv ing. T h i s class has a large p o w e r c o n s u m p t i o n 
a n d therefore is used o n l y b y mains p o w e r e d devices. 

Class B a n d Class C devices also s u p p o r t mul t icas t used to de l iver the same 
data to m u l t i p l e devices. It can be the o n l y w a y to get a F i r m w a r e U p d a t e 
O v e r - t h e - A i r ( F U O T A ) to a l l devices w h i l e c o m p l y i n g w i t h the d u t y cycle l i m i t 
o f a gateway. 

3.3.2 Sigfox 

S i g f o x is another L P W A N t e c h n o l o g y u s i n g u n l i c e n s e d s u b - G H z frequency 
bands . W i t h this technology, every device is registered a n d connec ted to the 
c l o u d b y the same operator. 

S i g f o x uses U l t r a N a r r o w b a n d ( U N B ) s igna l w i t h b a n d w i d t h o f 100 H z or 
600 H z d e p e n d i n g o n r e g i o n . U p l i n k uses Di f ferent ia l B i n a r y Phase Shi f t Key
i n g ( D B P S K ) w h i l e d o w n l i n k uses G F S K . 
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The device is not s y n c h r o n i z e d w i t h the gateway. It starts b y t r a n s m i t t i n g 
3 copies o f a message o n r a n d o m l y selected channels . The gateway needs a ra
d i o capable o f rece iv ing a l l subchannels at once. A f t e r 20 s f r o m the first mes
sage, there m a y be an o p t i o n a l receive w i n d o w . I f there is a d o w n l i n k message, 
the device responds a n d the conversa t ion ends. 

The extremely l o w datarate has several disadvantages . Packets can carry 
o n l y 12 B u p l i n k a n d 8 B d o w n l i n k a n d s t i l l , the transceiver needs to be active 
for several seconds. That i n t u r n increases sensor p o w e r c o n s u m p t i o n . I n the 
s i tuat ion o f h o m e a u t o m a t i o n a n d security, the average current c o n s u m p t i o n 
w o u l d be over 100 jxA [19], w h i c h is an order o f m a g n i t u d e more t h a n a C R 2 0 3 2 
battery. 

T o c o m p l y w i t h d u t y cycle l i m i t s , i n some regions the device can use o n l y 
140 u p l i n k messages a day, p l u s 4 messages used b y the p r o t o c o l itself. The 
actual l i m i t o f messages per day m i g h t be lower, d e p e n d i n g o n the service sub
s c r i p t i o n . That w o u l d be a l i m i t i n g factor even for a s i m p l e security sensor. 

D o w n l i n k messages are l i m i t e d to o n l y 4 messages a day. Together w i t h 
the delay between T x a n d R x it disqual i f ies S i g f o x f r o m any o p e r a t i o n w i t h 
a ver i f ied u p l i n k . 

3.3.3 ETSI TS 103 357, TS-UNB 

Several companies have g r o u p e d in to M i o t y A l l i a n c e w i t h i n t e n t i o n to use 
T e l e g r a m - S p l i t t i n g U l t r a N a r r o w b a n d ( T S - U N B ) par t o f E T S I T S 103 357 
[50]. T h i s t e c h n o l o g y uses G M S K m o d u l a t i o n i n the u n l i c e n s e d s u b - G H z fre
quency b a n d together w i t h Te legram S p l i t t i n g M u l t i p l e Access ( T S M A ) for 
L P W A N star-shaped ne twork . E n d - p o i n t s can be either u p l i n k - o n l y Class Z 
or b i d i r e c t i o n a l Class A . D o w n l i n k messages come o n l y after u p l i n k w i t h ap
p r o x i m a t e l y 7 s delay. 

The m a i n p r i n c i p l e is to spl i t one packet in to m a n y bursts , each o n a differ
ent c h a n n e l . C o d i n g o f the message c a n take care o f a m i s s i n g burst . That can 
overcome interference that is l i m i t e d i n t ime or i n frequency. 

There can o p t i o n a l l y be Sync-burst D a t a U n i t before the packet . It con
tains i n f o r m a t i o n a b o u t the frequency-t ime burst pat tern to be used b y low-
c o m p l e x i t y receivers. T h i s burs t is sent o n a dedica ted c h a n n e l C=24. The 
avai lable d o c u m e n t a t i o n doesn't speci fy h o w m u c h more c o m p l e x the radio 
needs to be to be able to receive any pat tern w i t h o u t the Sync-burst . 

The d o c u m e n t a t i o n ment ions cases where l o w latency is requi red , b u t the 
n e t w o r k t i m i n g for d o w n l i n k response, to a c k n o w l e d g e u p l i n k message, p r o 
hib i ts u s i n g this i n a n y t h i n g l i k e a smoke detector. 

3.3.4 3GPP 

3 r d G e n e r a t i o n Par tnersh ip Project ( 3 G P P ) is an o r g a n i z a t i o n responsib le for 
most m o d e r n m o b i l e t e l e c o m m u n i c a t i o n standards. I n the area o f L P W A N , 
they created standards for three i n d e p e n d e n t technologies . A s w i t h other 
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3 G P P standards, they use l i censed frequencies a n d are d e p l o y e d b y large es
tab l i shed m o b i l e n e t w o r k operators . 

M o b i l e p h o n e ch ips w i t h m o d e m s for var ious 3 G P P standards c o u l d theo
ret ical ly be used as a base for a wireless camera. The ch ips have a fast processor, 
graphics accelerator a n d O F D M - c a p a b l e S D R m o d e m w h i c h can be t u n e d to 
s u b - G H z frequencies. A l l o f t h e m are necessary for a wireless camera i n a h o m e 
security system. 

NB-loT 

N a r r o w b a n d I o T ( N B - l o T ) is the lowest p o w e r or iented . It prov ides o n l y u p 
to 159 kbit/s a n d has a h i g h e r latency 1.5 s to 6 s [20]. Di f ferent f r o m the other 
L P W A N , it verifies t ransmit ted messages. D e p e n d i n g o n a s i tua t ion , the delay 
c o u l d be acceptable for security devices i f the t e c h n o l o g y can guarantee del iv
ery i n that t ime. L i g h t switches a n d other a u t o m a t i o n devices w o u l d n ' t w o r k 
w i t h this delay. 

C u r r e n t d e v e l o p m e n t even p o i n t s to satellite networks [21] s i m i l a r l y to L o -
R a W A N . 

EC-GSM-loT 

E x t e n d e d C o v e r a g e G S M I o T ( E C - G S M - l o T ) is based o n o l d e r E n h a n c e d 
G e n e r a l Packet R a d i o Service ( E G P R S ) a n d can be d e p l o y e d over e x i s t i n g 2 G 
networks . It i n h e r i t e d its capabi l i t ies f r o m 2 G , datarate 474 kbit/s a n d latency 
o f 700 ms to 2000 ms. 

LTE-M 

L T E for M a c h i n e - T y p e C o m m u n i c a t i o n s C a t e g o r y M l ( L T E C a t - M i ) is the 
most p o w e r f u l out o f the three. It can p r o v i d e 1 M b i t / s w i t h latency o f 10 ms 
to 15 ms. C o n s u m p t i o n o f the devices is also c l o s i n g the c o n s u m p t i o n l i m i t 
o f a c o i n ce l l battery. N o r d i c S e m i c o n d u c t o r n R F 9 1 6 0 consumes 18 jxA [51] 
w h i l e i n E x t e n d e d D i s c o n t i n u o u s R e c e p t i o n ( e D R X ) m o d e w i t h p e r i o d 81.92 s. 
W h i l e i n e D R X m o d e , the device automat i ca l ly sleeps the m o d e m to save p o w e r 
a n d wakes w i t h o u t n e e d i n g to reconnect to the n e t w o r k . 
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4 Related Work 

4.1 Custom FHSS Network 

A s a master thesis, I have t r i ed to des ign an F H S S 1 n e t w o r k w i t h the p r e v i o u s l y 
e x p l a i n e d constraints i n m i n d [22]. 

The m a i n p r i n c i p l e o f this n e t w o r k is that C U sends a b e a c o n frame every 
100 ms o n one o f 4 channels . These 4 channels can be c h a n g e d after a l o n g e r 
p e r i o d . A sensor that wakes u p is able to q u i c k l y scan b e a c o n channels a n d 
f r o m the first b e a c o n frame q u i c k l y o b t a i n i n f o r m a t i o n necessary to j o i n the 
n e t w o r k . Space between beacons can be used for c o m m u n i c a t i o n between C U 
a n d sensors. 

This s o l u t i o n has lots o f disadvantages s i m i l a r to different f requency h o p 
p i n g networks . The m a i n difference is that C U o f this n e t w o r k creates a lot o f 
rad io traffic to compensate for the f requency h o p p i n g nature a n d the s l eep ing 
sensors. The E u r o p e a n R F n o r m s have since then s l i g h t l y c h a n g e d a n d n o w it 
most l i k e l y w o u l d not pass the cer t i f icat ion. 

4.2 Cortex-M Simulator 

D u r i n g m y i n t e r n s h i p i n S T M i c r o e l e c t r o n i c s , I was w o r k i n g w i t h a b r a n d n e w 
S T M 3 2 W L M C U w i t h G F S K a n d L o R a transceiver o n - c h i p . I was a l l o w e d to 
p u b l i s h an article a b o u t a s i m u l a t o r for C o r t e x - M microprocessors [23]. 

T h i s t o o l does not d i rec t ly fit in to the dissertat ion t o p i c , b u t m i g h t be very 
h e l p f u l for developers i n this area. Tes t ing microprocessor f i rmware can be 
c h a l l e n g i n g . Devices i n h o m e a u t o m a t i o n , security a n d more b r o a d l y any IoT 
tend to sleep for l o n g p e r i o d s o f t ime. A f u l l system in tegra t ion test can i n 
some cases take days a n d require a lot o f resources. 

The s i m u l a t o r d e v e l o p e d can be used to d o in tegra t ion test o f p r o d u c t i o n 
f i rmware w i t h o u t any m o d i f i c a t i o n s needed for test ing. The s i m u l a t i o n can be 
r u n i n a f rac t ion o f the t ime, save o n the test ing costs a n d thus increase the 
a m o u n t o f test ing a n d d iscovered p r o b l e m s . 

1Note that the category FHSS is used loosely here, because the spectrum spreading is dis-
cutable. Frequency is changed from frame to frame and not inside one frame nor inside one 
symbol. Especially for a sensor with only one or two frames sent, the spectrum would not be 
spread at all. 
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5 Affordable All-channel Receiver 

The first idea o f i m p r o v i n g the c o m m u n i c a t i o n i n a security system is s i m i l a r 
to L o R a W A N L R - F H S S setup. A spec ia l ized receiver c o u l d be a d d e d to the 
system C U , where there is e n o u g h r o o m for a s l ight pr ice increase. T h i s so
l u t i o n doesn't cons ider the h i g h b a n d w i d t h cameras w h i c h are requested for 
some security systems. Parts o f this chapter were p u b l i s h e d i n [24], [25]. 

The m a i n p r o b l e m o f the f requency agile or h o p p i n g n e t w o r k are s l eep ing 
sensors w h i c h need to q u i c k l y connect to the h o p p i n g c o m m u n i c a t i o n . The 
sensor is s l eep ing l o n g e n o u g h to lose s y n c h r o n i z a t i o n . It doesn't have infor
m a t i o n a b o u t t ime a n d c h a n n e l m a p p i n g a n d cannot easily t ransmit to C U . 
Basic f requency ag i l i ty c o u l d be s o l v e d b y s c a n n i n g m u l t i p l e channels or b y 
h a v i n g m or e p h y s i c a l receivers. 

S c a n n i n g o n l y w o r k s for a very l i m i t e d n u m b e r o f channels , requires 
a l o n g e r p r e a m b l e a n d h i g h l y depends o n the transceiver used . For exam
ple , C C 1 2 0 0 transceiver needs 630 fis to swi t ch frequency a n d check i f there 
is a G F S K s igna l at 38 .4kBd/s [22]. R e g u l a r 4 B p r e a m b l e is 833 us l o n g , 
so s c a n n i n g m or e t h a n just one c h a n n e l presents a p r o b a b i l i t y that the packet 
w i l l not be detected. S c a n n i n g for a few channels can be done w i t h a longer 
preamble , b u t it increases usage o f the R F c h a n n e l a n d batteries. 

H a v i n g m u l t i p l e radios i n C U is another o p t i o n w i t h s i m i l a r results. Sev
eral 3 $ transceiver ch ips c a n be h i d d e n i n a pr i ce o f the C U . R e g u l a t i o n s for 
s u b - G H z F H S S require to have 47 or 58 channels respectively [52] or 50 chan
nels [45]. That is unreal is t ic b o t h as a pr ice increase a n d as a space o n the C U ' s 
P C B . 

A receiver l i s t e n i n g o n a l l channels w o u l d e l iminate the p r o b l e m w i t h syn
c h r o n i z a t i o n to the h o p p i n g n e t w o r k . The sensor device c o u l d sleep as i n the 
s ingle-frequency s o l u t i o n . W h e n c o m m u n i c a t i o n is needed, the sensor c o u l d 
choose r a n d o m l y one o f its preferred channels a n d start t r a n s m i t t i n g i m m e d i 
ately. C U w o u l d receive the message, k n o w the i m p o r t a n t i n f o r m a t i o n w i t h o u t 
any delay, a n d r e s p o n d o n the same frequency w i t h its regular transceiver. The 
response m i g h t be a s i m p l e a c k n o w l e d g e or s y n c h r o n i z a t i o n data for the h o p 
p i n g ne twork . The idea is d e p i c t e d i n F i g u r e 5.1. 

32 



Initial synchronization 
on random frequency 

All-channel receiver 
GFSK transceiver 

GFSK transceiver 

Synchronized hopping 

F i g u r e 5.1: Sensor a n d C U w i t h an A d d i t i o n a l A l l - c h a n n e l Receiver 

The task at h a n d is to create a receiver for C U that w o r k s o n m a n y chan
ne ls 1 concurrent ly . It m i g h t not be prof i tab le to d e s i g n a new radio integrated 
c i rcui t for the a m o u n t s p r o d u c e d i n this area o f electronics . The r e m a i n i n g so
l u t i o n is to use e x i s t i n g m a s s - p r o d u c e d electronics for S D R a n d p u t necessary 
d e v e l o p m e n t in to the software. 

If the transceiver c h i p i n the sensor is suff ic ient ly a d v a n c e d , this s o l u t i o n 
c o u l d be i m p r o v e d to a f u l l F H S S the same w a y as i n L o R a W A N . The sensor 
c o u l d send a s m a l l header w i t h a h o p p i n g pat tern , the C U ' s receiver w o u l d 
s y n c h r o n i z e a n d the rest o f the frame c o u l d be spread over m a n y channels . 
I n the scope o f this w o r k , o n l y the task o f rece iv ing a s ingle frame is invest i 
gated . W h e t h e r the frame contains sensor data or F H S S s y n c h r o n i z a t i o n pat
tern is not i m p o r t a n t . 

I n the same way, this w o r k doesn't h a n d l e h i g h e r O p e n Systems Intercon
nec t ion (OSI ) layers, for e x a m p l e L 4 mechanisms for correct packet retrans
m i s s i o n . These mechanisms are w e l l k n o w n a n d don ' t need to be discussed 
here. 

For the i n i t i a l deve lopment , a s i m u l a t i o n a n d R T L - S D R receiver w i t h M a t -
lab were used . R T L - S D R is an af fordable a n d easy-to-use [26] S D R receiver 
based o n D V B - T tuner. The radio concept was then p o r t e d to a C o r t e x - M 
M C U . 

5.1 Design 

The lowest level m o d u l a t i o n , b i n a r y G F S K w i t h BT = 0.5, is g i v e n b y the 
avai lable hardware for sensors. It is not feasible to p u t more expensive radio 
in to devices that cost o n l y a few $ to manufacture . Frequency d e v i a t i o n , s y m b o l 
rate a n d c h a n n e l s p a c i n g c o u l d be set to the needs o f the receiver. 

1 Separate carrier frequencies might be called subchannels and independent sets of many 
subchannels can be called channels. Whether the communication can be used on multiple 
independent sets of carrier frequencies is an implementation detail. In this text, channel is used 
for carrier frequency and not sets of them. 
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5.1.1 Receiving Symbols 

S i m p l i f i e d b i n a r y F S K s igna l m i g h t l o o k as 

s — A • sin (27r£ • (/o ± fdev)) (5.1) 

where f0 is carrier frequency, a n d fdev is f requency d e v i a t i o n . The ± s i g n can 
swi tch each Ts s y m b o l d u r a t i o n . 

S i g n a l s is received, d e m o d u l a t e d to a l o w e r frequency, s a m p l e d a n d d i g 
i t i z e d b y the S D R . There are m u l t i p l e types o f S D R construct ions . It can be 
d o n e even w i t h o u t the d e m o d u l a t i o n step [53] w h i c h shows that d e v e l o p m e n t 
o f this area s t i l l cont inues . 

The d i g i t a l s igna l first enters an F F T to receive a l l channels at once. The 
F F T has b i n s set to f requency f0 o f each c h a n n e l . S i g n a l s w o n ' t fit precisely 
in to any b i n . The best it can d o is 

s = A • sin(2irtf0 ± 2irtfdev) (5.2) 

where 27r/ 0 is the b i n f requency a n d A w i t h 

±2irtfdev = <p(t) (5.3) 

are a m p l i t u d e a n d phase, p r o d u c t s o f the F F T b i n . 
The first der ivat ive o f the phase is 

^ = i a r / * . (5.4) 

a n d that is exact ly the b i t o f i n f o r m a t i o n we are interested i n . W e l o o k at s ign 
o f ^p- a n d decide o n the received s y m b o l . 

I n pract ice , it has to be replaced b y discrete a p p r o x i m a t i o n , i n the s implest 
b y a difference o f two consecutive samples . E a c h sample (p(t) must be i n range 
o f (0,27r). I f it goes above or b e l o w , it wraps a r o u n d . The same has to be done 
w i t h the difference. That l imi t s phase difference w h i c h can be detected to 

T, - V 
t-Tn 

T, c 
e (-7r,7r) (5.5) 

where T c is the d u r a t i o n o f the samples at the o u t p u t o f F F T . The m a x i m u m 
detectable f requency d e v i a t i o n is 

27rT c • max(fdev) = n (5.6) 

max(fdev) = (5.7) 

N o r m a l l y , the s a m p l i n g t ime c o u l d be s y n c h r o n i z e d w i t h the received s ignal 
to m i n i m i z e the i n t e r s y m b o l interference [27] [28]. H e r e , several i n d i v i d u a l 
devices t ransmit their s y m b o l s r a n d o m l y shi f ted i n t ime. It w o u l d n ' t h e l p to 
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s y n c h r o n i z e s a m p l i n g to o n l y one o f t h e m , a n d i n t e r p o l a t i n g the s igna l for 
each c h a n n e l separately w o u l d be too c o m p l i c a t e d . For a 30 p p m quartz crystal , 
-rf shift happens after 8333 s y m b o l s or 1042 bytes. That is several t imes more 
than the longest packet o f most s i m i l a r systems, so the s y m b o l s y n c h r o n i z a t i o n 
was s i m p l i f i e d to the bare m i n i m u m . I have selected Ts = 2TC to s u m two 
n e i g h b o r i n g samples. 

The c o n d i t i o n for m a x i m a l received frequency d e v i a t i o n can n o w be ex
pressed as 

1 1 
max(fdev) = — = — (5.8) 

w h i c h can be c o m p a r e d to a M i n i m a l Shi f t K e y i n g ( M S K ) m o d u l a t i o n 
(fdev = ^f-) a n d gives three-quarter m a r g i n for noise a n d osc i l la tor imperfec
t ions . 

M S K is a spec ia l case o f F S K where fdev — It s impl i f ies the phase shift 
caused b y one s y m b o l to tp(Ts) = ± | . The difference between b o t h s y m b o l s 
is exact ly h a l f o f the sine wave . It is the var iant w i t h m i n i m a l b a n d w i d t h w h i l e 
k e e p i n g b o t h s y m b o l s o r t h o g o n a l to each other. 

A n o t h e r specia l case for b o t h F S K a n d M S K are G F S K a n d G M S K . 
A G a u s s i a n fi lter is used for the fdev change w h i c h smooths the s igna l a n d re
duces b a n d w i d t h . The disadvantage is i n t e r s y m b o l interference. B o t h meth
ods o f r e d u c i n g s i g n a l b a n d w i d t h are h e l p f u l w h e n p u t t i n g m a n y channels next 
to each other. 

The c h a n n e l size or size o f the F F T frequency b i n is equal to s a m p l i n g fre
quency at the o u t p u t , fCh — jr. r ^ i e s ^ z e m u s t be greater t h a n the b a n d w i d t h 
used b y the c o m m u n i c a t i o n to fit the s igna l ins ide the p r o v i d e d c h a n n e l . It 
is h a r d to estimate the b a n d w i d t h o f G F S K , b u t Carson 's rule can give a r o u g h 
estimate o f 

fim = 2-(^ + fdm
yj (5.9) 

where BT is the G a u s s i a n fi lter b a n d w i d t h b i t p e r i o d p r o d u c t . For G M S K w i t h 
BT = 0.5 it w o u l d s i m p l i f y to fbw — \r. Tha t gives another c o n d i t i o n o n the 
s a m p l i n g rate 

U = ^ > fbw = ^ (5.10) 
J- c J- s 

Ts > 1.5TC (5.11) 

w h i c h is satisfied b y p r e v i o u s l y selected Ts = 2TC a n d a s m a l l reserve remains 
for the b a n d w i d t h estimate. 

U s i n g h igher fdev t h a n G M S K w o u l d increase the s igna l b a n d w i d t h , a n d 
force us to increase Ts to T c rat io a n d decrease the a m o u n t o f useful data . Since 
G M S K has been successful ly used for decades, there is n o need to increase fdev. 

A n R T L - S D R d o n g l e has l i m i t e d IQ^ sample rate o f 2 . 4 M s a m p l e / s w h i c h 
l imi t s the received b a n d w i d t h . The size o f the F F T has to be n = 64 as it 
is the lowest poss ib le p o w e r o f 2 w h i c h satisfies regulat ions . S o m e o f these 
channels can be p e r m a n e n t l y si lent to a v o i d n e i g h b o r i n g c o m m u n i c a t i o n or 
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F i g u r e 5.2: Bas ic Scheme 

reserved channels . C h a n n e l s are 37.5 k H z apart , the s y m b o l rate has to be 
1/TS = 18.75 k B d / s a n d the f requency d e v i a t i o n fdev = 4.6875 k H z . C h a n n e l s 
were p u t f r o m 865 M H z u p , so n o L o w D u t y C y c l e / H i g h R e l i a b i l i t y ( L D -
C / H R ) c h a n n e l is o v e r l a p p e d . The L D C / H R is a reserved g r o u p of channels 
that cannot be used b y an F H S S . 

5.1.2 Processing Packets 

E a c h packet starts w i t h a preamble a n d a s y n c w o r d . The p r e a m b l e is an al
ternat ing sequence o f zeros a n d ones used for s y n c h r o n i z a t i o n . The s y n c w o r d 
is a p s e u d o - r a n d o m value , selected b e f o r e h a n d , to k n o w w h e n p r e a m b l e ends, 
useful data start a n d to differentiate between systems w i t h the same m o d u l a 
t i o n . R u n n i n g cross-correlat ion was chosen to detect preamble a n d s y n c w o r d . 
The m a t c h o n the s y n c w o r d also sets the s y m b o l s y n c h r o n i z a t i o n . A f t e r the 
s y n c w o r d , it is c o m m o n to i n c l u d e a l e n g t h o f the useful data i n the packet . A t 
the packet 's e n d , there is u s u a l l y a C R C . 

G M S K transceivers u s u a l l y have some frequency offset. It can be ca l ibrated 
i n a factory, b u t t ime a n d temperature w i l l cause some a d d i t i o n a l u n c a l i b r a t e d 
offset. It needs to be c o m p e n s a t e d b y the receiver. A n averaging fi lter was 
used to get transmitter carrier f requency f r o m the a l te rnat ing p r e a m b l e . The 
filter has a l e n g t h o f 4 samples . L e n g t h i n m u l t i p l e s o f 4T C = 2TS w i l l average 
the same a m o u n t o f negative a n d pos i t ive fdev a n d get the offset. The offset 
is s tored i n a c i rcu lar buffer o f 64 values . A t the t ime o f s y n c w o r d m a t c h , the 
last va lue is used for s y m b o l d e c i s i o n . The buffer delays the v a l i d offset va lue , 
because at the t ime o f s y n c w o r d m a t c h , the fi lter has already processed the 
s y n c w o r d . The s y n c w o r d is not b a l a n c e d i n zeros a n d ones a n d w o u l d b r i n g 
a f requency offset o f its o w n . 

N o w the s i m p l i f i e d scheme o f the receiver can be seen at F i g u r e 5.2. I n d i 
v i d u a l b l o c k s can be e n a b l e d o n l y at the t ime they are needed to save o n c o m 
p u t a t i o n a l power . O n l y the F F T a n d p o w e r detector need to be always o n . 
W h e n a detector is t r iggered o n a p a r t i c u l a r c h a n n e l , more b l o c k s are enabled , 
b u t o n l y b l o c k s for the g i v e n c h a n n e l . The first step is a p o w e r r i s i n g over 
a g i v e n t h r e s h o l d w h i c h enables c a l c u l a t i o n o f phase angle , its difference a n d 
preamble correlator. The next stage freezes f requency offset a n d activates sync-
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w o r d cross-correlat ion. Last stage updates f requency offset f r o m the 64-sample 
F I F O a n d receives data . E v e r y t h i n g must be protec ted b y a hysteresis or fa i l 
safe t imeout . A b s o l u t e s igna l p o w e r is expected to keep h i g h d u r i n g the w h o l e 
packet , so there can be a hysteresis a n d a c o n d i t i o n resett ing every th ing o n 
packet fa i lure . C r o s s corre lat ions o n the other h a n d are expected to fa l l shor t ly 
after detect ion , w e l l before the packet ends, so there needs to be a protect ive 
t imeout resett ing the receiver o n l y i f s o m e t h i n g fails . 

5.2 Simulation 

The receiver i m p l e m e n t e d i n M a t l a b S i m u l i n k was tested b y a s i m u l a t i o n . The 
R T L - S D R m o d u l e returns preprocessed baseband c o m p l e x s igna l i n a single 
f l o a t i n g p o i n t type . It is equivalent to synthet ic e2mft or to the o u t p u t o f the 
comm.GMSKModulator() f u n c t i o n . That s impl i f ies the test a n d doesn't require 
a lmost any changes i n the receiver m o d e l . 

A l l s i m u l a t i o n s were d o n e w i t h the s i g n a l passed t h r o u g h a n A d d i t i v e W h i t e 
G a u s s i a n N o i s e ( A W G N ) c h a n n e l w h i c h is the s implest m e t h o d . I n d i v i d u a l 
channels o f this receiver are relat ively t h i n a n d the receiver doesn't presume any 
m u l t i p a t h effects n o r frequency d is tor t ions . Therefore, this k i n d o f test s h o u l d 
be e n o u g h for this receiver. Frequency-speci f ic effects w o u l d be interes t ing i n 
c o m p a r i s o n to a s ingle- frequency system, b u t that is not specif ic for this receiver 
a n d it has already been s t u d i e d [7]. 

The i n p u t to a l l s imula t ions were packets w i t h 20 useful data bytes. That 
is 31 B i n tota l , i n c l u d i n g a l l overhead (4 B p r e a m b l e , 4 B s y n c w o r d , 1 B l e n g t h 
a n d 2 B C R C ) . Perhaps it is more c o m m o n to s imulate B i t E r r o r Rate ( B E R ) , 
b u t here the success depends o n s y n c w o r d m a t c h a n d frequency offset e l i m i 
n a t i o n . Packet E r r o r Rate ( P E R ) was used as a s i m u l a t i o n o u t p u t . N o error 
correc t ing code was used a n d a single erroneous b i t means the packet is not 
received successfully. The received data were c o m p a r e d w i t h the data sent be
cause the C R C used ( C R C - 1 6 - I B M ) offers o n l y a basic p r o t e c t i o n . 

The packets were generated b y M a t l a b ' s comm. GMSKModulator () a lready at 
the base sample rate w i t h 64 x 2 samples per s y m b o l . Packets were m u l t i p l i e d 
b y a step w i n d o w passed t h r o u g h a G a u s s i a n fi lter to s m o o t h the p o w e r rise a n d 
f a l l . A s i m i l a r process, p o w e r r a m p i n g , is d o n e b y real transmitters . A d d i t i o n 
al ly, a r a n d o m t ime i n a range between 1 sample a n d 2 s y m b o l s was p r e p e n d e d 
before the packet a n d a c o m p l e m e n t o f that t ime was a p p e n d e d after the packet 
to have a constant l e n g t h . This was to test the s y n c w o r d m a t c h a n d the sym
b o l detec t ion . I n the e n d , the packet was shi f ted to the frequency o f one o f 
the channels b y m u l t i p l y i n g w i t h e2mft, where / was c h a n n e l offset f r o m the 
receiver center f requency i n a range f r o m —32 to +31 d i v i d e d b y 64, size o f the 
F F T . Var iables / a n d t also c o n t a i n e d 2.4 M s a m p l e / s sample rate to fit the same 
receiver to b o t h hardware a n d s i m u l a t i o n . 

The s i m u l a t i o n was set u p i n a c o m p l i c a t e d m a n n e r to s h r i n k the s i m u l a t i o n 
t ime d o w n to a prac t i ca l level . A s it turns out , M a t l a b a n d S i m u l i n k have quite 
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F i g u r e 5.3 : Packet E r r o r Rate 

b a d m e m o r y management a n d para l l e l c o m p u t i n g capabi l i t ies . It is not a p r o b 
l e m to create several t h o u s a n d packets a n d start parsim() s i m u l a t i o n , yet start
i n g a n d s t o p p i n g each s i m u l a t i o n takes orders o f m a g n i t u d e more t ime t h a n 
the ac tual s i m u l a t i o n . The p r o b l e m even increases after a few h u n d r e d s i m u 
lat ions . I f o u n d the o p t i m a l setup to be 50 packets i n one s igna l , separated b y 
a few bytes o f zeros ( a p p r o x i m a t e l y 2 m i l l i o n samples) . A p p r o x i m a t e l y 100 o f 
these signals were s i m u l a t e d together i n one parsim(). W i t h these n u m b e r s , 
the signals were not too l o n g for the i n i t i a l m o d e l b u i l d , the i n i t i a l b u i l d was 
d o n e 6 out o f 100 t imes a n d the latter s imula t ions were not yet s l o w i n g d o w n . 
This was repeated 20 or more t imes to get e n o u g h data . 

5.2.1 Receiving Packets Through AWGN Channel 

F i g u r e 5.3 depicts s i m u l a t i o n o f different S i g n a l to N o i s e R a t i o ( S N R ) a n d 
the r e s u l t i n g P E R . The S N R was corrected for the fact that the F F T filters out 
63/64 o f the noise . The S N R level o f the A W G N c h a n n e l was decreased b y 
a p p r o x i m a t e l y 18 d B . 

The F i g u r e 5.3 shows that the receiver starts rece iv ing after 12 d B o f S N R 

(5.12) 

w i t h 1 7 d B for 10" 2 P E R . 
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F i g u r e 5.4: Packet E r r o r Rate o n Frequency Offset 

5.2.2 Receiving with Frequency Offset 

F i g u r e 5.4 shows h o w the R x is i n f l u e n c e d b y the frequency offset o f the T x . 
This s i m u l a t i o n was d o n e w i t h 1 7 d B S N R , so the expected P E R at exact chan
ne l f requency s h o u l d be a r o u n d 10~ 2. 

The left curve i n F i g u r e 5.4 rises s l o w l y f r o m the correct c h a n n e l f requency 
u p to 0.25 • 37.5 k H z = 9.375 k H z , where the error rate more t h a n d o u b l e s . 
It shows that even a s m a l l f requency offset w i l l in f luence the c o m m u n i c a t i o n 
a n d p r o d u c t i o n devices s h o u l d be ca l ibra ted . R x stops rece iv ing c o m p l e t e l y 
w h e n T x shifts for more t h a n a p p r o x i m a t e l y 0.3 • 37.5 k H z = 11.25 k H z . This 
is perhaps less t h a n a n o r m a l G M S K receiver w o u l d [40]. It is also less t h a n 
the l i m i t o f the detectable d e v i a t i o n o n F F T o u t p u t 

1 1 
fdev_max fdev_gmsk TtT Trp 14.0625 k H z (5.13) 

•L s Q-L s 

b u t that w o u l d be o n l y i n idea l c o n d i t i o n s w i t h o u t any noise. 
The r ight curve is the same curve f l i p p e d , w h e n the receiver starts rece iv ing 

the packet o n a w r o n g c h a n n e l . 
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5.2.3 Comparison of Different Channels 

F i g u r e 5.5 shows d e p e n d e n c y o f the receiver o n c h a n n e l used . T h i s s i m u l a t i o n 
was aga in d o n e w i t h 1 7 d B S N R a n d expected P E R s h o u l d be a r o u n d 10~ 2. 
O n l y one r a n d o m sequence was generated for a l l channels . T h i s is to ensure 
n o inf luence o f randomness o n a specif ic c h a n n e l . C h a n n e l s were selected ran
d o m l y , b u t incremented b y the s i m u l a t i o n i n d e x . There were 64 s imula t ions 
w h i c h means that a l l channels were always s i m u l a t e d , b u t i n the scope o f one 
s igna l , the c h a n n e l appeared r a n d o m . 

The result is o n l y a noise b e l o w 10~ 2 w h i c h verifies that the receiver 
s h o u l d n ' t be dependent o n any p a r t i c u l a r c h a n n e l used. 

5.2.4 Influence of GMSK on Other Channels 

F i g u r e 5.6 shows the inf luence o f a G M S K s igna l o n a n e i g h b o r i n g c h a n n e l . 
The format o f tested packets was kept the same as i n the prev ious s i m u l a t i o n s . 
The A W G N c h a n n e l was kept o n the same level o f 17 d B S N R between useful 
packets a n d w h i t e noise . A n a d d i t i o n a l G M S K s igna l w i t h the same parameters 
a n d r a n d o m l y selected s y m b o l s was a d d e d o n a n e i g h b o r i n g c h a n n e l . This 
noise s igna l was c o n t i n u o u s w i t h o u t a header a n d pauses between packets . 
The p o w e r o f the noise G M S K was v a r i e d . S N R i n F i g u r e 5.6 is a difference 
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Figure 5.6: Packet E r r o r Rate w i t h G M S K o n N e i g h b o r i n g C h a n n e l 

between p o w e r o f the useful packets to the noise G M S K o n the n e i g h b o r i n g 
c h a n n e l . 

The expected error rate w i t h o u t s igna l o n a n e i g h b o r i n g c h a n n e l is 10~ 2. 
E v e n w i t h a m u c h weaker n e i g h b o r i n g s i g n a l , the P E R doesn't fa l l to the ex
pected va lue b u t stays a p p r o x i m a t e l y 6 t imes higher . W i t h b o t h signals h a v i n g 
the same power , the receiver is more t h a n a n order o f m a g n i t u d e worse . 

F igure 5.6 also shows a b u m p between —4 a n d — 2 d B . A stronger noise 
inf luences the receiver less t h a n a weaker s igna l . A s i m i l a r b u m p shows even 
w h e n v a r y i n g s i m u l a t i o n parameters, so it doesn't seem as a n error o f the s i m u 
l a t i o n . The b u m p c o u l d be e x p l a i n e d b y two i n f l u e n c i n g factors together, b u t 
the exact cause o f this is not k n o w n . 

Inf luence o n the n e i g h b o r i n g c h a n n e l is s igni f icant , b u t less i m p o r t a n t i f 
the c o m m u n i c a t i o n w i l l r a n d o m l y select a different c h a n n e l . The p r o b a b i l i t y 
o f a c o l l i s i o n o f two devices select ing the same c h a n n e l is 1/64 w h i c h s h o u l d 
be prevented b y C C A . The p r o b a b i l i t y o f se lect ing a n e i g h b o r i n g c h a n n e l 
is 2/64 = 0.03125 w h i c h a lmost compensates for the worse P E R . 

F igure 5.7 shows the same two signals w i t h larger c h a n n e l distance between 
them. B o t h signals have the same p o w e r a n d A W G N was s t i l l set to 17 d B 
f r o m the useful packets , not c o u n t i n g the p o w e r o f the G M S K noise . The i n 
fluence o f the other G M S K s igna l falls q u i c k l y w i t h the first few channels o f 
distance. W i t h another G M S K fur ther apart , the receiver P E R stays a p p r o x i 
mate ly 6 t imes h igher t h a n w i t h o u t another G M S K . It seems that b o t h a weak 
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F i g u r e 5.7: Packet E r r o r Rate w i t h G M S K o n O t h e r C h a n n e l 

s ignal o n the n e i g h b o r i n g c h a n n e l a n d a s t r o n g s igna l far apart have the same 
inf luence . 

5.2.5 Multiple Packets Received at Once 

F i g u r e 5.8 shows h o w the receiver w o r k s w h e n m u l t i p l e packets are r u n n i n g 
s imul taneously . Instead o f one packet i n prev ious s i m u l a t i o n s , N i n d i v i d u a l 
packets were generated separately a n d t h e n s u m m e d together. A l l packets were 
created w i t h the same power . S N R value is the distance between the noise a n d 
the p o w e r o f one G M S K s igna l . 

I n this s i m u l a t i o n , the r a n d o m shift o f the packets was increased to between 
1 sample a n d 16 B . T h i s s h o u l d be closer to real i ty where the chance o f packets 
s tar t ing at the exact same t ime is n e g l i g i b l e . 

C o n c u r r e n t packets were r a n d o m l y spread between avai lable channels b y 
u s i n g p e r m u t a t i o n a n d p i c k i n g the first N e lements. T h i s was to prevent co l 
l i s ions , so there were n o two packets at the same frequency at the same t ime. 
The r a n d o m select ion o f a c h a n n e l adds randomness i n h o w close the channels 
are b u t is s i m i l a r to a real device t r y i n g to transmit . 

D a t a at F i g u r e 5.8 shows expected increase i n P E R w i t h increas ing n u m b e r 
o f concurrent packets . For 64 packets at once the P E R doesn't fa l l as q u i c k l y 
w i t h h i g h e r S N R , s i m i l a r to the l i m i t caused b y a s igna l o n a n e i g h b o r i n g chan-
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Figure 5.8: Packet E r r o r Rate o n C o n c u r r e n t Packets 

n e l . E v e n i n this case o f ent irely f u l l rad io s p e c t r u m , the receiver w o u l d have 
90 % chance o f success at 20 d B S N R . A b i g g e r p r o b l e m w o u l d be p l a n n i n g the 
L 4 p r o t o c o l layer to be able to r e s p o n d to a l l 64 devices i n a reasonable t ime. 
The other p r o b l e m w o u l d be c o m p u t a t i o n a l power . M a t l a b s i m u l a t i o n doesn't 
need to r u n i n real t ime i f it doesn't have any real-time i n p u t s a n d 64 packets 
at once m i g h t be too m u c h for a c o m m o n computer . 

For the real scenario, where o n l y a few packets are expected at the same 
t ime, the change i n per formance is re lat ively s m a l l . 

5.3 Test with RTL-SDR 

This t ime the M a t l a b S i m u l i n k receiver was connec ted to R T L - S D R hardware 
w i t h a l o n g st ick antenna. T h i s device is const ructed o n a base o f D V B - T U S B 
d o n g l e . The regular D V B - T receiver is s w i t c h e d to raw m o d e a n d sends IQ^ 
samples t h r o u g h U S B to host P C . It is a cheap alternative to profess ional tools , 
essential for students to explore S D R . 

The receiver was r u n n i n g i n M a t l a b S i m u l i n k i n an inf in i te real-t ime s i m u 
l a t i o n . Transmit ter was a r e p u r p o s e d electronics b o a r d w i t h S T M 3 2 L 0 M C U , 
C C 1 2 0 0 R F transceiver a n d an o n b o a r d P C B antenna . It sent packets w i t h 20 B 
o f useful data . The first f o u r bytes were the hardware address o f the transmit
ter. F o l l o w i n g was one byte w i t h a c h a n n e l o n w h i c h the packet was sent. The 
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next two bytes were 16 b i t counter incremented w i t h each packet . The counter 
was used to evaluate m i s s i n g packets . For each received packet , the n u m b e r 
o f received packets was incremented b y one a n d the n u m b e r o f missed packets 
was incremented b y counter difference m i n u s one. The rest o f the packet were 
f ixed values to val idate the received data . 

The transmitter started b y 2 ms rece iv ing , f o l l o w e d b y a t ransmiss ion o f the 
packet . The rece iv ing part was i m p l e m e n t e d as C C A to prevent co l l i s ions f r o m 
i n f l u e n c i n g the results. T h i s was repeated o n different channels . The transmit
ter was i n c r e m e n t i n g frequency channels b y one o n each packet . T h i s s i m p l i 
f ied process ing o f the received data , as a l l missed packets were easily p i n n e d to 
a g i v e n c h a n n e l . R a n d o m c h a n n e l select ion w o u l d require k n o w i n g the selec
t i o n at the receiver to k n o w what c h a n n e l was used for the m i s s i n g packets . 

Several tests were made ins ide an o l d univers i ty b u i l d i n g . I n each test, over 
20 • 10 3 packets were sent. For the transmitter o n the same table a p p r o x i m a t e l y 
1 m apart , P E R was 1 • 10~ 3. Interest ingly, a few packets were received as copies 
o n a n e i g h b o r i n g c h a n n e l . G a i n o f the R T L - S D R was set to m a x i m u m a n d 
A u t o m a t i c G a i n C o n t r o l ( A G C ) was t u r n e d off, so a weaker packet w o u l d not 
be i n f l u e n c e d b y a s tronger packet o n another c h a n n e l . M a x i m a l g a i n creates 
a s igni f icant d i s t o r t i o n as the s i g n a l is c l i p p e d . It shows h o w robust can fre
quency m o d u l a t i o n be . 

W h e n the transmitter was one f loor u p a n d a p p r o x i m a t e l y 30 m far, the P E R 
was even better 2 • 10~ 4. 

The test at F i g u r e 5.9 was d o n e w i t h transmitter two f loors u p , a b o u t 50 m far 
a n d b e h i n d c o m p l i c a t e d w a l l structure. Bas i ca l ly as far as the s c h o o l b u i l d i n g 
a l lows . P E R i n this s i tua t ion was 5 • 10~ 2, w h i c h is s t i l l usable 95 % o f pack
ets successful ly received. A t this distance, the t ransmiss ion o n a s ingle chan
ne l wasn' t received b y the same hardware used for T x , t h o u g h the c o m p a r i s o n 
is a b i t m i s l e a d i n g as the hardware receiver h a d a different antenna. 

The b l u e l ine i n F igure 5.9 shows that the receiver is b a d o n several l o w 
channels . It m a y be caused b y filters i n the d e m o d u l a t o r [54] or filters i n the 
D V B - T receiver w h i c h are not w e l l d o c u m e n t e d . The resu l t ing P E R w i t h o u t 
first 3 channels w o u l d be 3 • 10~ 2. 

The overa l l per formance o f the receiver w o u l d require m u c h more elaborate 
measurements a n d a labora tory e n v i r o n m e n t . S t i l l , it is seen that the receiver 
w o r k s at a reasonable distance, c o n s i d e r i n g the t h i c k wal l s a n d f loors o f an 
o l d b u i l d i n g . W h e n c o m p a r e d w i t h a s ingle -channel c h i p receiver, this S D R 
receiver is at least c o m p a r a b l e i f not better. 

5.4 Hardware Platform 

The overa l l receiver concept is tested a n d the next step is to prove that the re
ceiver can r u n i n af fordable electronics . R u n n i n g a f u l l c o m p u t e r w i t h M a t l a b 
S i m u l i n k is not prac t i ca l for an e m b e d d e d electronics C U . The hardware used 
is based o n L P C - L i n k 2 w i t h a c u s t o m R F d e m o d u l a t o r e x p a n s i o n b o a r d . 
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F i g u r e 5.9: C h a n n e l Statistics 

5.4.1 LPC-Link 2 

The L P C - L i n k 2 is a fast debugger for C o r t e x - M L P C M C U s made b y N X P It 
i tself is also based o n a p o w e r f u l C o r t e x - M M C U a n d can be used as a devel
o p m e n t k i t d e b u g g e d b y another L P C - L i n k 2. 

The k i t prov ides the L P C 4 3 7 0 M C U , external f lash p r o g r a m m e m o r y , ex
p a n s i o n connectors a n d a h a n d f u l o f other necessary c o m p o n e n t s . T h i s m u l t i -
core M C U has one C o r t e x - M 4 core, two C o r t e x - M O cores, a l l r u n n i n g at 
204 M H z , a n d for an M C U extremely fast 80 M H z A D C [55]. N o w a d a y s , there 
are more p o w e r f u l M C U s w i t h the same size a n d p o w e r requirements , b u t none 
has c o m p a r a b l e A D C . 

5.4.2 Demodulator Expansion 

A n e x p a n s i o n b o a r d w i t h a d e m o d u l a t o r was d e s i g n e d to receive 868 M H z R F 
s ignal a n d d e m o d u l a t e it for the A D C . The d e m o d u l a t o r c h i p is Rafae l M i c r o 
R 8 2 0 T 2 , the same as i n R T L - S D R . T h i s c h i p was selected because par t o f its 
d o c u m e n t a t i o n leaked to the p u b l i c a n d is a v a i l a b l e . 2 

2Unfortunately, the original R820T2 is at end of its life [56] and its successors are kept secret 
with no documentation available. According to authors of RTL-SDR, its replacement R860 
is identical [57] and so the documentation for R820T2 is still usable. 
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The d e m o d u l a t o r has an o n b o a r d P C B antenna connec ted to its R F i n p u t . 
This antenna is c o m m o n i n s u b - G H z h o m e electronics . Better antennae exist, 
b u t this d e s i g n is sufficient for the purposes o f this e x p e r i m e n t a l i m p l e m e n t a 
t i o n . 

The o u t p u t o f the d e m o d u l a t o r is a di f ferent ia l p a i r w i t h frequencies o f sev
eral M H z . I n the p a t h o f the s igna l are capacitors to remove any D C c o m 
p o n e n t f r o m b o t h s ignals . The resu l t ing s igna l is p u t t h r o u g h the L P C - L i n k 2 
e x p a n s i o n connector to the di f ferent ia l i n p u t o f the A D C . There is also a layout 
for a vol tage d i v i d e r a n d a p a i r o f ant i -para l le l d iodes c l a m p i n g the di f ferent ia l 
s ignal to protect the M C U ' s A D C i n p u t w h i c h can survive o n l y 400 m V . Later 
measurements s h o w e d that they were not needed a n d the o u t p u t stays u n d e r 
the l i m i t . 

A mistake was made i n the b o a r d d e s i g n due to insuff ic ient d o c u m e n t a 
t i o n . The L P C 4 3 7 0 ' s di f ferent ia l A D C has in te rna l bias resistors. T h e y are 
used o n D C separated s igna l to p r o v i d e safe D C va lue . I n that case, an ad
d i t i o n a l 100 kQ p u l l - d o w n resistors need to be connec ted to the A D C i n p u t s . 
This was not m e n t i o n e d i n the datasheet [55] n o r i n the user m a n u a l [58] o f 
L P C 4 3 7 0 . W i t h o u t these resistors, the measured s igna l has a s igni f icant offset 
w h i c h compl icates fur ther ca lcula t ions . The resistors were a d d e d later to the 
p r o t o t y p e boards to f ix the p r o b l e m . 

The d e m o d u l a t o r is set a n d c o n t r o l l e d t h r o u g h a n I 2 C b u s . I n contrast to 
s tandard I 2 C c o n n e c t i o n , there are resistor-capacitor filters o n the s igna l wires . 
These were c o p i e d f r o m the reference a p p l i c a t i o n schematic f o u n d i n the leaked 
datasheet for the d e m o d u l a t o r . The p u r p o s e is p r o b a b l y to balance I 2 C s ignal 
q u a l i t y a n d interference f r o m q u i c k f a l l i n g edges. 

There are extra pads for an I 2 C D A C w h i c h leads to a n a l o g g a i n c o n t r o l o f 
the d e m o d u l a t o r . L a y o u t for it was etched in to the P C B as a p r e c a u t i o n b u t 
the c o m p o n e n t s were not p l a c e d . G a i n contro ls ins ide the d e m o d u l a t o r were 
e n o u g h for the f u n c t i o n o f the p r o t o t y p e . 

The w h o l e P C B was d e s i g n e d w i t h 4 c o p p e r layers to p r o v i d e a g r o u n d plane 
close to the d e m o d u l a t o r c h i p . The e x p a n s i o n b o a r d , i n c l u d i n g the antenna, 
is 4 x 4 c m large. R e s u l t i n g hardware p l a t f o r m is d e p i c t e d i n F i g u r e 5.10, where 
the b l u e l o n g e r b o a r d is L P C - L i n k 2 a n d square green b o a r d is the e x p a n s i o n 
d e m o d u l a t o r . 

5.4.3 Current Consumption 

The L P C - L i n k 2 can be p o w e r e d b y 5 V f r o m m i n i U S B connector or b y 5 V or 
3.3 V o n solder p i n s . There are l inear vol tage regulators between 5 V a n d 3.3 V 
w h i c h makes p o w e r i n g the b o a r d b y 5 V quite ineffective. 

W h e n the receiver is r u n n i n g p o w e r e d b y 3.3 V , the w h o l e b o a r d consumes 
394 m A . O u t o f this va lue , o n l y 203 m A are c o n s u m e d b y the M C U a n d 191 m A 
are c o n s u m e d b y the d e m o d u l a t o r . The c o n s u m p t i o n o f the d e m o d u l a t o r 
is s u r p r i s i n g l y h i g h for an a n a l o g c h i p o n l y 1/4 size of the M C U , b u t the values 
c o r r e s p o n d to values f o u n d i n respective datasheets. 
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F i g u r e 5.10: H a r d w a r e P l a t f o r m 

The tota l c o n s u m p t i o n is a p p r o x i m a t e l y 1.3 W . It is an order o f m a g n i t u d e 
more t h a n the c o n s u m p t i o n o f rad io for a s ingle- frequency n e t w o r k , b u t p o w e r 
requirements o f the C U are not as b i g a n issue a n d this va lue is acceptable. 

5.5 Firmware 

A l l f i rmware is w r i t t e n i n C language . The M C U manufac turer prov ides an 
Ec l ipse -based I D E M C U X p r e s s o w h i c h comes w i t h project examples . These 
examples are i m p o r t a n t for the c o n t r o l o f the M C U ' s cores a n d the external 
f lash m e m o r y . O n p o w e r u p , the M C U ' s C o r t e x - M O cores are s t o p p e d a n d the 
C o r t e x - M 4 core loads its p r o g r a m code f r o m the external m e m o r y . P r o v i d e d 
l i n k e r scripts a d d M O f i rmware as data for the M 4 w h i c h loads t h e m in to p r o p e r 
R A M sections i n its s tartup code . 

5.5.1 Demodulator, ADC and DMA Control 

The d e m o d u l a t o r , A D C a n d Direc t M e m o r y Access ( D M A ) u n i t are c o n t r o l l e d 
b y the M O core. The D M A is set u p to transfer A D C samples , f u l l F F T 
frame at a t ime, d i rec t ly to R A M . The A D C p r o d u c e s 12 b i t samples already i n 
two's c o m p l e m e n t format . W h e n one frame is transferred, it is a u t o m a t i c a l l y 
swi tched to a second buffer a n d a n in ter rupt is t r iggered. T h i s w a y the mea-
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surement is f u l l y automat ic a n d the M 4 core c a n i m m e d i a t e l y start ca lculat ions 
o n the frame. 

The A D C takes di f ferent ia l s igna l b u t o n l y one stream o f real data . 
R T 8 2 0 T 2 n o r m a l l y converts the D V B T s igna l to Intermediate Frequency (IF) 
o f a b o u t 4 M H z w i t h b a n d w i d t h between 6 a n d 8 M H z . That is the m a i n dif
ference i n S D R architecture f r o m R T L - S D R . I n this setup, the A D C speed 
must compensate for the m i s s i n g c o m p l e x c o m p o n e n t a n d the s igna l must be 
later processed d i g i t a l l y . The s implest m e t h o d is to sample twice as fast as i n 
the S i m u l i n k receiver, 4.8 M H z , w h i c h results i n 128-sample b l o c k s per one Tc. 
The lowpass fi lter o f the d e m o d u l a t o r can be set a r o u n d this l o w va lue [54]. 
The A D C can take samples m u c h faster, b u t the M C U w o u l d not be able to 
process the s igna l . 

C o n t r o l o f the d e m o d u l a t o r was quite a c h a l l e n g i n g task since the avai l 
able d o c u m e n t a t i o n is very brief . There is an open-source dr iver for R 8 2 0 T 2 
avai lable i n the L i n u x reposi tory, b u t it is f l awed. It isn't able to set the de
m o d u l a t o r ' s Phase L o c k e d L o o p ( P L L ) f requency to the 868 M H z b a n d w i t h 
the quar tz crystal that is suggested b y the d o c u m e n t a t i o n . T h i s is p r o b a b l y 
jus t another b a d effect o f n o p u b l i c d o c u m e n t a t i o n . I n most cases, it is not 
a p r o b l e m , because different crystal values m a y be used i n different receivers 
a n d D V B - T s igna l s h o u l d not be at 868 M H z . L u c k i l y , the A i r s p y o p e n source 
project so lved the P L L set t ing di f ferent ly a n d it was poss ib le to take i n s p i r a t i o n 
there. 

5.5.2 MCU Speed and CMSIS-DSP 

The speed o f the M C U is bare ly e n o u g h for the task to receive o n a l l channels 
at once . Several changes h a d to be made for the necessary ca lcula t ions to fit 
ins ide the g i v e n t ime in terva l . 

M o s t of the ca lculat ions are done w i t h C o r t e x M i c r o c o n t r o l l e r Software 
Interface S t a n d a r d - D i g i t a l S i g n a l P r o c e s s i n g ( C M S I S - D S P ) w h i c h is a math
emat ica l l i b r a r y for C o r t e x - M processors . T h i s l i b r a r y is h i g h l y o p t i m i z e d al
t h o u g h there are examples where user code can be better. Table 5.1 shows t ime 
needed for var ious operat ions o n the M 4 core at f u l l speed 204 M H z . C a l c u l a 
t ions are d o n e for type q15_t p r o v i d e d b y C M S I S - D S P . 

I n some cases, there are s i m p l e tr icks to speed u p f i rmware operat ions . The 
A D C o u t p u t is 12 b i t a n d needs to be m u l t i p l i e d b y 16 to get the f u l l r e so lu t ion 
o f a 16 b i t q15_t. The first t i p , used b y a lmost a l l p r o g r a m m e r s is to use b i tshi f t 
instead o f m u l t i p l i c a t i o n . A n o t h e r t i p is to d o t w o shifts i n one M C U c l o c k 
b y u s i n g 32bi t A r i t h m e t i c L o g i c U n i t ( A L U ) . The 12bit values are s tored i n 
2 B next to each other i n m e m o r y a n d cannot over f low i f they are b o t h shi f ted 
at the same t ime. T h i s can i n some cases be used also for a d d i t i o n a n d other 
operat ions i f the result cannot over f low the g i v e n space. The last t i p is ca l led 
l o o p u n r o l l i n g . M o s t for l o o p s can be rearranged to d o more ca lculat ions i n 
each cycle to be a b i t faster. 
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Table 5.1: D u r a t i o n o f Var ious O p e r a t i o n s 

Operation CMSIS-DSP M C U Cycles Time [|xs] 
128xcopy • 370 1.8 
1 2 8 x c o p y 201 1.0 
128 x offset • 537 2.6 
64-sample c o m p l e x F F T • 2745 13.5 
128-sample real F F T • 4761 23.3 
— 11— w i t h o u t bi treversal • 4377 21.5 
64 x m a g n i t u d e 2 • 539 2.6 
128xbi tshi f t & over f low 273 1.3 
128xbi tshi f t 569 2.8 
128 x c o p y & s in 699 3.4 
2 x decimate l x t a p • 2937 14.4 
2 x decimate 3 x tap • 3586 17.6 

5.5.3 FFT and Magnitude Squared 

The g o a l is to keep the c o m m u n i c a t i o n speed o f the receiver des igned i n pre
v ious sections. T h i s means that one 64-sample F F T a n d one sample o f the 
r e s u l t i n g s igna l need to be ca lcula ted i n 

Tc = — = 1 , - . , « 26.6 us (5.14) 
c 2 2 x l 8 . 7 5 k B d / s ^ v ' 

where Tc is the t ime o f a sample o f the r e s u l t i n g s igna l a n d Ts is the t ime o f one 
G M S K s y m b o l . 

The ca lculat ions were spl i t be tween the M 4 core a n d one M O core. The M 4 
core has a d d i t i o n a l vector ins truct ions a n d a f u l l A L U , so it is used to calculate 
the F F T a n d magni tudes for a l l channels . P r o c e s s i n g o f the i n d i v i d u a l G M S K 
signals , remainders o f the receivers, eva luat ion o f the packet data , c o n t r o l o f 
M C U per iphera ls a n d d e m o d u l a t o r is h a n d l e d b y the M O . The G M S K p r o 
cessing is d o n e o n l y for a l i m i t e d n u m b e r o f active channels , so it m a y seem 
l i k e more tasks, b u t it is less w o r k for the smal ler core. 

G i v e n the t ime measured i n Table 5.1 a n d the t ime b u d g e t o f (5.14), the M 4 
core has less t h a n 26.6 us to: 

• 1.3 us, b i t shi f t the s igna l f r o m 12 b i t two's c o m p l e m e n t to 16 b i t two's c o m 
plement q15_t. 

• 3.4 us, c o p y a n d interleave f r o m real to c o m p l e x data type l e a v i n g the 
i m a g i n a r y element zero a n d m u l t i p l y w i t h / s a m p z e / 4 sine a n d cosine. 

• 2 x 17.6 us, f i lter the s igna l to get r i d o f the u n w a n t e d image. 

• 13.5 us, d o a 64-sample c o m p l e x F F T . 
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The total w o u l d be a p p r o x i m a t e l y 53 \is. It is clear that the M 4 core cannot 
further d o w n c o n v e r t the s igna l to zero I F . 

The s o l u t i o n is to sacrifice some channels near the zero f requency a n d use 
real F F T o f twice the size. The o p t i m i z a t i o n s used b y C M S I S - D S P a l l o w 
to calculate o n l y 64-sample c o m p l e x F F T a n d then spl i t the result to o b t a i n 
128-sample real F F T . Together w i t h the c a l c u l a t i o n o f m a g n i t u d e squared it 
w o u l d a lmost fit w i t h i n the t ime l i m i t . T o get in to the t ime l i m i t a n d p r o v i d e 
a reasonable reserve, the m a g n i t u d e c a l c u l a t i o n is d o n e o n l y for a h a l f o f the 
channels a l te rnat ing w i t h each sample . The m a g n i t u d e is used o n l y to start fo l 
l o w i n g parts o f the G M S K receiver a n d it doesn't need to be k n o w n for each 
sample . 

5.5.4 Arctangent and GMSK Decoder 

D e c i d e d o n the va lue o f the m a g n i t u d e squared, a l i m i t e d n u m b e r o f channels 
is selected a n d m a r k e d active. C u r r e n t l y , o n l y 6 packets can be received at once. 
O n l y active channels have arctangent ca lcula ted . It w o u l d not be feasible for 
the M O core to calculate arctangent for a l l 64 channels . It c o u l d be poss ib le to 
use the other M O core o f L P C 4 3 7 0 to calculate an a d d i t i o n a l 6 channels , b u t it 
was not d o n e i n this w o r k . 

There are m a n y n u m e r i c a l a p p r o x i m a t i o n s to calculate arctangent [29]. B u t 
the best seems to be the C o o r d i n a t e R o t a t i o n D i g i t a l C o m p u t e r ( C O R D I C ) 
a l g o r i t h m [27]. I m p l e m e n t a t i o n o f C O R D I C used i n this w o r k was made b y 
S T [59]. S p e e d o f a p p r o x i m a t i o n s u c h as a • x — b • x2 a n d C O R D I C is a lmost 
the same, b u t the C O R D I C a l g o r i t h m seems to p r o d u c e m u c h better results 
for the receiver. 

The active channels are passed t h r o u g h f o u r stages. C o m p a r e d w i t h the 
receiver i m p l e m e n t e d i n S i m u l i n k , there are m a n y smal ler changes to speed 
u p the ca lcula t ions . Instead o f p r e a m b l e a n d s y n c w o r d corre lat ions , there are 
s imple comparators w i t h d e c o d e d s y m b o l s . Instead o f l o n g F I F O for ca l ibra
t i o n o f the f requency offset, this i m p l e m e n t a t i o n uses d e v i a t i o n at the t ime o f 
preamble m a t c h . 

I n the first stage, the receiver l o o k s for a p r e a m b l e . F o u r sample average 
is subtracted to remove offset a n d c o m p a r e d w i t h 0 to get G M S K s y m b o l s . 
E v e n or o d d samples are c o m p a r e d w i t h a l te rnat ing sequence to m a t c h the 
preamble . W h e n the preamble is detected, the stage advances to s y n c w o r d 
compare , where a l l 4 B must fit the s i g n a l . The s y n c w o r d fit also sets the s y m b o l 
p o s i t i o n o n the correct one o f two samples . The next stage is a receival o f 
i n d i v i d u a l bits a n d bytes o f data . For s i m p l i f i c a t i o n , o n l y o d d or even samples 
are used for the G M S K s y m b o l d e c i s i o n . 

I n the last stage, the packet waits i n a buffer u n t i l C R C is c h e c k e d . C R C 
check is d o n e f r o m m a i n l o o p w i t h a l o w e r p r i o r i t y , together w i t h p r i n t i n g 
i n f o r m a t i o n to U A R T console . 
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5.6 Results 

The receiver was tested w i t h a s ingle b o a r d C C 1 2 0 0 transceiver. O r d i n a r y 
G M S K packets were sent o n a l l f requency channels , received b y the software 
receiver a n d p r i n t e d t h r o u g h U A R T to P C . The packet format was the same 
as i n the prev ious test. There were p r e a m b l e , s y n c w o r d , l e n g t h , 20 B o f useful 
data f i l l e d w i t h counter , c h a n n e l a n d k n o w n pat tern a n d 2 B C R C at the e n d . 

The receiver a n d transmitter were i n the same r o o m , a b o u t 1 m apart a n d 
a b o u t 30 c m f r o m any obstacle . A n u n u s u a l l y s m a l l distance was selected be
cause the receiver c a n successful ly w o r k o n l y i n a range o f one r o o m . 

D e p e n d e n c e o f R x success rate o n c h a n n e l is d e p i c t e d b a c k at F i g u r e 5.9 
o n page 45. The d r o p a r o u n d c h a n n e l 51 (red curve i n F i g u r e 5.9) is for the 
receiver i n L P C 4 3 7 0 . T h i s d r o p was expected. The d o w n c o n v e r s i o n process i n 
the d e m o d u l a t o r f l ips the f requency s p e c t r u m a n d its h i g h pass image fi lter cuts 
a p p r o x i m a t e l y 500 k H z [54] w h i c h approx imates to 13 channels . It is the d o w n 
side o f the F F T s i m p l i f i c a t i o n m e n t i o n e d earlier. T h i s d r o p is a nice change 
because the test w i t h R T L - S D R s h o w e d a different d r o p (blue curve i n F igure 
5.9), b u t the c losed nature o f M a t l a b drivers d i d n ' t a l l o w any e x p l a n a t i o n . 

W h e n o n l y channels 0 to 51 are cons idered , 39475 out o f 40361 packets were 
successful ly received or P E R o f 2 • 10~ 2. I n c l u d e d are 364 packets that were 
received o n a w r o n g , n e i g h b o r i n g c h a n n e l . N o t i n c l u d e d are 18807 packets 
w h i c h were received as an a d d i t i o n a l c o p y o n a n e i g h b o r i n g c h a n n e l . 

5.6.1 Improvements 

The range o f the receiver is very l i m i t e d . There m a y be several reasons for this 
insuff ic ient range. It m a y be caused b y the antenna w h i c h was not i m p e d a n c e 
f i t ted to the d e m o d u l a t o r i n p u t . R F o p t i m i z a t i o n w o u l d be a l o n g a n d ex
pensive process b u t have l i t t le to n o effect o n the goals o f this p r o t o t y p e . It 
m a y also be caused b y i m p r o p e r m a t c h i n g o f the di f ferent ia l I F p a i r between 
the d e m o d u l a t o r a n d the A D C . It w o u l d need p r o p e r d o c u m e n t a t i o n f r o m the 
manufacturers o f b o t h c h i p s . The last reason c o u l d be any o f the m a n y s i m p l i 
f ications necessary for the l o w c o m p u t a t i o n a l p o w e r o f the M C U . 

There was a very large n u m b e r o f packets received a d d i t i o n a l l y o n a dif
ferent t h a n the o r i g i n a l c h a n n e l . F r o m prev ious exper iments , we k n o w that 
the receiver architecture is of ten able to receive a d e f o r m e d s igna l that leaks to 
a n e i g h b o r i n g F F T frequency. It w o u l d p o i n t to a poss ib le p r o b l e m i n c l i p p i n g 
w i t h a s igna l that is too s t rong. Yet , a distance o f several meters is e n o u g h for 
the receiver to stop w o r k i n g . B o t h p r o b l e m s m a y be l i n k e d together. 

A large i m p r o v e m e n t m i g h t be to use a more m o d e r n M C U l i k e S T M 3 2 H 7 . 
This M C U has s lower A D C s , b u t a m u c h faster C o r t e x - M 7 core. Its A D C s can 
be j o i n e d i n an inter leaved m o d e a n d d o u p to 7 M s a m p l e / s . It w o u l d a l l o w 
us to f u l l y sample the I F a n d convert the s a m p l e d s igna l p r o p e r l y to zero I F 
before d o i n g a c o m p l e x F F T . 
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6 Proof of Concept Sensor 

This chapter describes a P r o o f o f C o n c e p t ( P o C ) n e t w o r k o f a C U w i t h wireless 
sensors. It s h o u l d ver i fy what sensor c o n s u m p t i o n is achievable w i t h m o d e r n 
hardware a n d certain n e t w o r k parameters. Research i n this chapter was done 
i n c o o p e r a t i o n w i t h D e p a r t m e n t o f M a t e r i a l s a n d T e c h n o l o g y ( K E T ) at Z C U . 
It is p l a n n e d to be p u b l i s h e d later i n a j o u r n a l . I n preparat ions for C h a p t e r 7, 
this P o C uses more a d v a n c e d S D R a n d the results f r o m this chapter are not 
d i rec t ly a p p l i c a b l e to the receiver d e s i g n e d i n the prev ious chapter. 

The m o d e l s i tua t ion w o u l d be a factory that handles dangerous gases. A s an 
a d d i t i o n a l layer o f p r o t e c t i o n , this factory m i g h t want to place sensors g u a r d 
i n g gas concentra t ion t h r o u g h o u t the entire factory. M a n y sensors w o u l d be 
able to d o l o n g - t e r m measurements a n d report concentra t ion to detect even 
the smallest leak. I n case o f a b i g leak, the sensors s h o u l d react i m m e d i a t e l y to 
stop the source o f the leak a n d alert everyone to leave the area. 

The wireless sensor needs to p e r i o d i c a l l y measure a n d send the concentra
t i o n o f a dangerous gas. A d d i t i o n a l l y to that, there is also a t r igger that is able 
to i m m e d i a t e l y report i f the concentra t ion increases over a g i v e n thresho ld . 

The sensor needs to have l o w current c o n s u m p t i o n a n d survive more t h a n 
a year w i t h o u t maintenance . M a n y sensors w o u l d be p l a c e d a l l a r o u n d the 
factory, so r e p l a c i n g batteries too of ten w o u l d be c o m p l i c a t e d . The l i m i t w o u l d 
be to m a t c h the batteries to the e x p i r a t i o n date o f the gas sensor a n d replace 
the entire sensor at one t ime. 

C o m m u n i c a t i o n between sensors a n d C U needs to be re l iable even i n pres
ence o f interference. It also cannot have a longer delay, so the alert is trans
ferred to C U as s o o n as poss ib le . The sensor is u s i n g a r a n d o m frequency 
c h a n n e l for T x a n d needs an a l l - channel receiver i n the C U . 

6.1 Sensor Hardware 

C u s t o m P C B was made for the sensor. The sensor is b u i l t a r o u n d a c o m b i 
n a t i o n o f S T M 3 2 L 0 6 2 M C U a n d S 2 L P G M S K R F transceiver connec ted to
gether w i t h S P I . The comple te P C B is 3 x 3 c m large. W i t h batteries a n d the 
e lec t rochemica l ce l l , it is a p p r o x i m a t e l y 2 c m t a l l . V e r s i o n v03 o f the sensor can 
be seen o n Figures 6.1 a n d 6.2. 

Prev ious w o r k s h o w e d that a n o n b o a r d antenna can be a p o t e n t i a l source o f 
p r o b l e m s . I n this P C B , a U F L connec tor was used instead. It c a n be connected 
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either to a s u b - G H z antenna or v i a an attenuator a n d a 50 Q cable d i rec t ly to 
the transceiver i n C U . I n between the R F transceiver a n d the connector , there 
is an integrated B a l u n , made speci f ica l ly for the S 2 L P b y ST, a n d a Surface 
A c o u s t i c Wave ( S A W ) bandpass filter t u n e d to 869 M H z . The S A W filter passes 
most o f the u n l i c e n s e d s u b - G H z s p e c t r u m b u t attenuates e v e r y t h i n g else. The 
p r o d u c t i o n device m i g h t w o r k w e l l w i t h discrete c o m p o n e n t s instead o f b o t h 
c h i p s , b u t it s h o u l d be a g o o d s tar t ing p o i n t for this P o C . 

The gas sensor is a 3-lead e lec trochemical ce l l f r o m Spec Sensor. It needs 
a p r o p e r A n a l o g F r o n t - E n d ( A F E ) potent iostat L M P 9 1 0 0 0 to get a va lue mea
surable b y the M C U ' s A D C . A p a r t f r o m the a n a l o g o u t p u t , the A F E needs to 
be c o n t r o l l e d b y an I 2 C b u s . T h i s A F E consumes a p p r o x i m a t e l y IOJIA. con
t i n u o u s l y w h i c h is a major part o f the 13 jxA. b u d g e t o f 2 years o n C R 2 0 3 2 . 
U n f o r t u n a t e l y , it also needs at least 2.7 V to operate. C R 2 0 3 2 battery starts at 
3 V , b u t its vol tage decreases as it gets deple ted . For effective use o f the bat
tery energy, this A F E needs two C R 2 0 3 2 batteries i n series a n d a p o w e r s u p p l y 
l o w e r i n g the vol tage to a va lue safe for the electronics . 

The e lec t rochemica l sensor requires k n o w i n g the a m b i e n t temperature a n d 
h u m i d i t y . B o t h values can be used i n ca lculat ions o f concentra t ion , to estimate 
the sensor wear a n d to indicate fa i lure i f the sensor exceeds a l l o w e d parameters. 
There is a n indica t ive temperature sensor e m b e d d e d ins ide the M C U , b u t it 
is imprecise a n d i n f l u e n c e d b y the heat generated b y the M C U itself. A more 
precise temperature a n d h u m i d i t y sensor H D C 2 0 8 0 was a d d e d to the same 
I 2 C b u s . 

There is a cascade o f p o w e r sources to make p r o p e r vol tage for a l l c o m p o 
nents. S w i t c h i n g p o w e r source T P S 6 2 8 4 x converts the vol tage o f 2 C R 2 0 3 2 
cells to 0.2 V above the vol tage used b y the A F E w i t h h i g h efficiency. It is fo l 
l o w e d b y a l inear regulator m a k i n g a stable vol tage for the A F E . R a d i o , M C U 
a n d h u m i d i t y sensor are p o w e r e d direc t ly f r o m the s w i t c h i n g p o w e r source. 
The b o a r d was des igned for two assembly var iants , one w i t h a precise 3 V ref
erence a n d another w i t h a 2.8 V L o w - D r o p o u t ( L D O ) regulator . Precise low-
p o w e r vol tage reference at 2.8 V was not yet avai lable w h e n the P C B was made. 
O n the battery c o n n e c t i o n , there is also a F E T to protect the sensor f r o m con
n e c t i n g the battery w i t h inverse po lar i ty . 

6.1.1 Analog Trigger 

The sensor needs a w a y to detect a s u d d e n rise i n gas concentra t ion even i f the 
M C U is s leeping. T h i s P o C uses a c o m b i n a t i o n o f an A D C , a D A C a n d an ana
l o g comparator . O n p i n PA4 there is a 100 Q resistor a n d a 10 JLLF capacitor . The 
p i n is measured b y the A D C a n d i f the va lue differs f r o m the r e q u i r e d t h r e s h o l d 
for the sensor o u t p u t , the D A C is e n a b l e d to force the correct vol tage o n the 
capacitor . A f t e r a delay o f 1 ms, the D A C is t u r n e d off a n d the p i n is measured 
aga in . I n i t i a l se t t l ing after reset can be est imated to 3r = 3RC = 3 ms, b u t it 
w i l l d e p e n d o n tolerances of c o m p o n e n t s a n d in terna l resistance o f the M C U 
p i n . W h e n the measured va lue is close e n o u g h to the r e q u i r e d t h r e s h o l d , the 
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a n a l o g c o m p a r a t o r is e n a b l e d between PA4 a n d PA3, where the sensor a n a l o g 
s ignal is present. The M C U can g o to a l o w - p o w e r stop m o d e . A change i n sen
sor s igna l w i l l f l i p the c o m p a r a t o r a n d w a k e the M C U . O t h e r w i s e , the M C U 
w i l l w a k e u p after a l o n g p e r i o d to d o a l o n g - t e r m measurement . Together 
w i t h m e a s u r i n g the sensor o u t p u t , it w i l l check the dr i f t o f the vol tage o n the 
capaci tor a n d , i f needed, repeat ac t iva t ion o f the D A C . 

A n o t h e r w a y w o u l d be to w a k e the M C U i n short p e r i o d s , sample the sig
n a l a n d c o m p a r e the va lue . I n the case o f a s l o w l y c h a n g i n g s i g n a l , it m i g h t 
be more energy efficient. A c t i v e c o m p a r a t o r consumes 160 n A w h i l e an active 
M C U w i t h a n A D C consumes over 2.6 m A [60]. T o get a reasonably q u i c k one-
second s a m p l i n g w i t h the same c u m u l a t i v e current c o n s u m p t i o n , one sample 
w o u l d have to be d o n e i n 

J-run X ±run -L period X -^comparator V / 

rp I comparator rp 160 n A ^ , . 
J-run — j X 1 period — T" X 1 S ~ OZ j j £ 

The exact Tperiod where s a m p l i n g starts to be more efficient t h a n u s i n g a c o m 
parator depends o n the c o n f i g u r a t i o n o f the A D C . Reasonable t ime to w a k e the 
M C U , conf igure the A D C a n d m a k e a sample w o u l d be i n range o f mi l l i sec
o n d s . 1 The t u r n i n g p o i n t i n favor o f s a m p l i n g w i l l be at least tens o f seconds 
w h i c h m i g h t be too m u c h for some appl i ca t ions . 

If the device doesn't need to p e r i o d i c a l l y sample at a l l , the t r igger t h r e s h o l d 
can be d e s i g n e d i n s u c h a w a y that the self-discharge o f the capac i tor w i l l make 
the t r igger va lue smaller. The M C U doesn't need to w a k e u p to recalibrate at 
a l l a n d w h e n the tr igger crosses the sensor o u t p u t , it w i l l w a k e u p , measure a n d 
tweak the t h r e s h o l d b a c k to its correct va lue . It w o u l d require an extra several 
MQ resistor for p l a n n e d discharge as the ceramic capac i tor can have a smal ler 
leak t h a n the c o n n e c t i o n to s u p p l y vol tage ins ide M C U ' s p i n a n d the va lue can 
itself dr i f t u p instead o f d o w n . 

6.2 Gas Sensor 

The sensor has two m o d e s . I n one m o d e , it makes 8 samples o f the A F E out
p u t i n a m i n u t e , averages t h e m a n d stores one va lue a m i n u t e o f current g o i n g 
t h r o u g h the e lec trochemical ce l l . I n the other m o d e , it makes 2 samples a sec
o n d a n d averages t h e m to one va lue a second. The averaging was a d d e d to 
increase the p r e c i s i o n o f the gas concentra t ion measurement . 

The sensor can be set to a secondly or a m i n u t e l y m o d e b y the C U . I f the 
measured va lue is h igher t h a n the trigger, the sensor switches to a secondly 
m o d e automat ica l ly . The e lec trochemical ce l l can have a l o n g e r t ime constant, 
so after the i n i t i a l tr igger, the va lue can be s t i l l increas ing a n d needs to be 
measured of ten . 

Values achieved by this PoC are in Section 6.4.1. 
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The A F E has ampli f iers to c o n t r o l a 3-lead e lec t rochemica l ce l l . O n e am
pl i f ier contro ls the difference between the W o r k i n g E l e c t r o d e ( W E ) a n d the 
Reference E l e c t r o d e ( R E ) b y set t ing vol tage to the C o u n t e r E l e c t r o d e ( C E ) . 
C u r r e n t g o i n g out o f the W E shows the concentra t ion o f the measured gas. 
D e p e n d i n g o n a sensor type, it can be i n the range o f nanoamperes . T h i s cur
rent is a m p l i f i e d a n d conver ted to a vol tage b y another ampl i f ier , so it can be 
measured b y the M C U ' s A D C . The A F E has m a n y o p t i o n s o n set t ing bias be
tween W E a n d R E , in te rna l zero or g a i n o f the o u t p u t ampl i f ier . 

6.2.1 ADC, AFE and Power Source 

I n i t i a l p r o t o t y p e v01 h a d a pulse p o w e r source generat ing 2.8 V a n d a precise 
vol tage reference o f 2.5 V as a reference for the A F E . The A F E needs to be p o w 
ered b y 2.7 V , b u t it can use lower precise vol tage as a reference for the opera
t i o n a l ampl i f iers d r i v i n g the e lec trochemical ce l l . It caused p r o b l e m s because 
the A F E is very sensitive to its s u p p l y vol tage even i f it uses a n a d d i t i o n a l pre
cise reference. 

The s w i t c h i n g p o w e r s u p p l y na tura l ly has r ipples i n its o u t p u t . For this 
reason, there are two i n p u t s . O n e to set the p o w e r s u p p l y to a P W M m o d e 
w h i c h makes less noise a n d another to stop it complete ly . B o t h modes were 
tested w i t h the M C U m e a s u r i n g a constant vol tage . W i t h the p o w e r s u p p l y i n 
its n o r m a l m o d e , the s tandard d e v i a t i o n was s = 7.79 m V . S w i t c h i n g the p o w e r 
s u p p l y to P W M m o d e decreased it to s = 1.19 m V . S t o p p i n g the p o w e r s u p p l y 
c o m p l e t e l y d u r i n g the measurements decreased it even more to s = 0.95 m V . 

U n f o r t u n a t e l y , the A F E is very sensitive to its p o w e r s u p p l y a n d s t o p p i n g 
the p o w e r s u p p l y makes the s u p p l y vol tage f a l l . W h a t happens w i t h the A F E 
o u t p u t can be seen i n F i g u r e 6.3. The data i n F i g u r e 6.3 were gathered b y an 
osc i l loscope a n d passed t h r o u g h a 12.5 k H z lowpass filter. A s i m i l a r r i p p l e i n 
the A F E o u t p u t c o u l d also be seen w h e n the transceiver t ransmit ted a packet . 
That l e d to d i s c o n t i n u i n g the w o r k o n hardware v01 a n d r e d e s i g n i n g the p o w e r 
s u p p l y c h a i n . 

F i x e d hardware v03 uses a dedica ted precise reference or an L D O o n l y for 
the A F E . It d i d n ' t fix the r ipples o n the A F E o u t p u t c o m p l e t e l y b u t r e d u c e d 
t h e m s igni f icant ly . Be tween the P C B revis ions, we were s truck b y the electron
ics c o m p o n e n t outage a n d the p o w e r source needed to be replaced b y the same 
c h i p i n another package . It so lved the issue o f s t o p p i n g the p o w e r s u p p l y be
cause the other package doesn't have the stop p i n . D u r i n g the measurements, 
the p o w e r source is o n l y s w i t c h e d to the P W M m o d e . 

T w o m e t h o d s were a d d e d to fur ther i m p r o v e the sensor p r e c i s i o n . The A D C 
can automat i ca l ly d o a 16 x o v e r s a m p l i n g a n d p r o d u c e a 16 b i t o u t p u t instead 
o f its na tura l 12 b i t . It s l i g h t l y increases p o w e r c o n s u m p t i o n , b u t even w i t h the 
o v e r s a m p l i n g the A D C c o n v e r s i o n is d o n e i n 0.5 ms. The other m e t h o d is to 
measure more f requent ly a n d average several samples . The r ipples i n the A F E 
o u t p u t are c h a n g i n g s l o w l y a n d the average w i l l attenuate t h e m . A s a c o m p r o 
mise between current c o n s u m p t i o n a n d p r e c i s i o n , 8 measurements per m i n u t e 
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Figure 6.3: R i p p l e o n A F E O u t p u t 

or 2 measurements per second are averaged to p r o d u c e m i n u t e l y or secondly 
samples. 

6.2.2 LDO or Precise Reference 

H a r d w a r e v03 was made i n two vers ions . R e g u l a r L D O X C 6 2 0 6 is inexpensive , 
made for var ious voltages a n d consumes very l i t t le current . The other vers ion 
was made w i t h a more precise 0.05 % LT6656 vol tage reference. 

T w o - s a m p l e F-test for equal variances was d o n e to k n o w i f there is a signif
icant difference between t h e m . The same c o n f i g u r a t i o n a n d the same electro
c h e m i c a l ce l l were used w i t h two hardware to gather data . The test e n d e d w i t h 
p = 0.24 a n d s h o w e d that there is n o s igni f icant difference i n o u t p u t variance 
between hardware w i t h L D O a n d precise reference. 

6.3 Radio 

A test setup was used to check the feas ibi l i ty o f k e e p i n g the M a t l a b S i m u l i n k 
receiver des ign . F irs t , a packet was received w i t h R T L - S D R , then it was de
c o d e d b y the M a t l a b S i m u l i n k receiver m o d e l r u n n i n g i n real t ime. G e t t i n g 
real-t ime data outs ide o f S i m u l i n k t u r n e d out to be qui te p r o b l e m a t i c . O n e 
w o r k i n g w a y is to use T C P to localhost. T h i s was t h e n redirected b y a bash 
c o m m a n d 

57 



netcat -1 -p 50000 | cu -1 /dev/ttyACMO 

to C o m m u n i c a t i o n s Device Class ( C D C ) U S B device . The U S B device was 
a d e v e l o p m e n t b o a r d w i t h an S T M 3 2 L 4 4 3 a n d an S 2 L P G M S K transceiver 
w h i c h sent the response o n a correct c h a n n e l b a c k to the sensor. The delay 
f r o m a packet e n d a n d a response start was between 60 ms a n d 120 ms. That 
is at least a n order o f m a g n i t u d e more t h a n the needed latency for a realistic 
sensor n e t w o r k des ign . H i g h latency w o u l d require the sensor to stay i n R x 
w i t h h i g h current c o n s u m p t i o n a n d force it to repeat packets after a l o n g delay. 
W e weren't able to make this architecture w o r k . 

A n o t h e r o p t i o n w o u l d be to fix range p r o b l e m s i n the C o r t e x - M - b a s e d 
receiver a n d connect a c u s t o m S 2 L P b o a r d as another p e r i p h e r a l to the 
L P C - L i n k 2. B u t since C h a p t e r 7 requi red the use o f a more p o w e r f u l S D R 
together w i t h a transmitter a n d a b l a n k sensor, the a l l - channel G M S K receiver 
was redes igned. The S D R is used not jus t to receive, b u t also to send a response 
to the sensor. The same hardware a n d parts o f the software were used for this 
P o C a n d exper iments i n C h a p t e r 7. 

6.3.1 Hardware and Channel Layout 

N e w hardware opens a p o s s i b i l i t y to change the c h a n n e l layout f r o m C h a p t e r 5. 
The license-free E u r o p e a n s u b - G H z regulat ions offer 7 M H z b a n d w i d t h , b u t 
instead o f u s i n g the entire b a n d , the G M S K baudrate was set. O n e o f the 
preferred baudrates used i n this area is 38.4 k B d / s . W i t h the same c o n d i t i o n o f 
two samples per s y m b o l , it is one F F T i n T c = Ts/2 pa 52 |j.s a n d a sample rate o f 
the S D R for 64 channels o f 4.9152 M s a m p l e / s . The center f requency was set to 
866 M H z w h i c h leaves a p p r o x i m a t e l y 1 M H z g u a r d b a n d s s t i l l i n the a l l o w e d 
b a n d w i d t h . 

Attempts with AD9364 

There was a n at tempt to b u i l d the p r o t o t y p e o n A D - F M C O M M S 4 - E B Z . It 
is a d e v e l o p m e n t b o a r d w i t h A D 9 3 6 4 connec ted v i a F M C connector to one 
o f X i l i n x ' s Z y n q d e v e l o p m e n t b o a r d s . Together it is a very p o w e r f u l set c o m 
b i n i n g S D R f r o n t e n d , F P G A a n d fast A R M cores. It is more capable t h a n 
L i m e S D R M i n i s used i n the e n d b u t requires a m u c h h i g h e r investment i n de
v e l o p m e n t . P r o p e r r e i m p l e m e n t a t i o n o f the des ign o n this p l a t f o r m w o u l d 
p r o b a b l y increase its per formance . M o s t notable is the response t ime between 
packet received a n d response b e i n g t ransmit ted . 

W h e n this p l a t f o r m was e x p l o r e d , the avai lable examples were m o s t l y out
dated a n d h a r d to use. N o w a d a y s , w i t h A n a l o g Device 's K u i p e r L i n u x based 
o n R a s p b i a n , the s i tuat ion m i g h t have i m p r o v e d . It w o u l d s t i l l require deep 
k n o w l e d g e o f Z y n q F P G A s a n d L i n u x dr iver d e v e l o p m e n t to be able to accel
erate the s igna l process ing . 
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LimeSDR Mini 

L i m e S D R M i n i 2 is a c r o w d f u n d e d hardware p l a t f o r m for L M S 7 0 0 2 M made b y 
the chip 's manufac turer L i m e M i c r o s y s t e m s . It prov ides 30.72 M s a m p l e / s f u l l 
d u p l e x S D R t h r o u g h its U S B 3 c o n n e c t i o n w i t h P C . 

It is poss ib le to use this S D R w i t h G N U R a d i o a n d some unof f i c ia l s u p p o r t 
is also avai lable for M a t l a b S i m u l i n k , b u t it was d i smissed w i t h concerns o f la
tency. T h i s setup was not tested, b u t the use o f P y t h o n p r o g r a m m i n g language 
i n G N U R a d i o w o u l d most l i k e l y increase the response t ime to s i m i l a r levels 
as w i t h the S i m u l i n k m o d e l for R T L - S D R . C++ together w i t h the L i m e S u i t e 
dr iver l i b r a r y was chosen for the S D R d e v e l o p m e n t . 

This hardware can r u n the R x a n d T x streams s y n c h r o n o u s l y f r o m the same 
osci l lator . It is poss ib le to use t imestamps a n d transmit the response w i t h con
stant offset f r o m the received data . It a l lows a l inear des ign o f the c o n t r o l l i n g 
software w i t h receive - process - t ransmit l o o p . 

The p r o c e s s i n g software needs to set itself a h igher p r i o r i t y b y 

//Set priority 
sched_param sch = {sched_get_priority_max(SCHED_FIFO)}; 
i f (pthread_setschedparam(pthread_self(), SCHED_FIFO, &sch)) 
{ 

cerr << " F a i l e d to set p r i o r i t y : " << s t r e r r o r ( e r r n o ) << '\n'; 
//Continue with regular priority for debugging 

) 

O t h e r w i s e , the o p e r a t i n g system's scheduler m i g h t w a n t to f in i sh s o m e t h i n g 
first a n d the rece iv ing p r o g r a m is de layed . The average t ime to process one 
frame is a lmost the same. M a x i m a l t ime is u s u a l l y a n order o f m a g n i t u d e h igher 
i f the p r o g r a m runs w i t h a n o r m a l p r i o r i t y w h i c h results i n lost frames. The 
c o m p i l e d p r o g r a m b i n a r y must be a l l o w e d to change its p r i o r i t y b y 

setcap 'cap_sys_nice=eip' program_binary 

or it needs to be r u n w i t h sudo.3 

A large i m p r o v e m e n t i n software speed was achieved b y u s i n g 1020 sample 
s ized frames for c o m m u n i c a t i o n w i t h the l ibrary . The L i m e S D R M i n i uses data 
b l o c k s that are s ized at an o p t i m a l p o w e r o f 2. Part o f these data b l o c k s is used 
for c o n t r o l i n f o r m a t i o n , so the remainder for S D R data is 1020 samples large. 
The l i b r a r y can use 1024-sample frames a n d it is easier o n the c o n t r o l l i n g soft
ware, b u t there is a d d i t i o n a l c o p y i n g d o n e i n the dr iver w h i c h increases latency. 

The size o f frame buffers a n d offset between R x a n d T x t imestamps can be 
c o n f i g u r e d . I f the latency is set too l o w , the hardware starts to miss T x times
tamps a n d transmits 0 ins tead o f the useful frame o f data . W i t h the m e n t i o n e d 

2The original hardware is no longer available due to the global chip shortage. For
tunately, a second crowdfunding campaign was launched for a LimeSDR Mini 2.0 at 
crowdsupply.com/lime-micro/limesdr-mini-2. It replaces an unavailable FPGA with a slightly 
better one. The original FPGA was almost full just handling SDR. 

3These instructions are valid on Debian or its derivatives. Other distributions might use 
slightly different commands. 
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F i g u r e 6.4: D e l a y Be tween Sensor's a n d C U ' s T x 

4.9152 M s a m p l e / s a n d 1020-sample frames, it is poss ib le to reach latency be
tween R x a n d T x o f 4 frames or a p p r o x i m a t e l y 0.83 ms. T h i s n u m b e r doesn't 
i n c l u d e any process ing t ime between o b t a i n i n g R x frame a n d g i v i n g out T x 
frame. A real d e s i g n needs to a d d at least one more frame or a p p r o x i m a t e l y 
0.21 ms d u r i n g w h i c h the frame data are processed. The latency va lue was not 
dependent o n hardware . The same response t ime is poss ib le w i t h m o d e r n P C 
a n d w i t h R a s p b e r r y P i 4. 

For this p r o t o t y p e , a va lue o f 8 frames was used to increase s tabi l i ty a n d 
reduce the p o s s i b i l i t y o f m i s s i n g frames. S tab i l i ty is i m p o r t a n t for data R x 
a n d T x , b u t for s o m e t h i n g s u c h as a C C A a l g o r i t h m , a l o w e r latency w o u l d 
be poss ib le . The r e s u l t i n g delay after a sensor's packet s h o u l d be between 9 
a n d 10 frames (1.87ms to 2.08ms), d e p e n d i n g o n w h e n i n the frame the sen
sor packet ends. The result can be seen i n F i g u r e 6.4 w h i c h was measured b y 
R T L - S D R at 1024 ksample/s a n d passed t h r o u g h an R M S filter i n G N U R a d i o . 
The p o w e r values are tentative a n d d e p e n d o n attenuators used to connect a l l 
devices. 

S o m e a d d i t i o n a l i m p r o v e m e n t s , for e x a m p l e even q u i c k e r C C A , m i g h t be 
a c c o m p l i s h e d b y o f f l o a d i n g some s igna l process ing f r o m the P C to c u s t o m 
F P G A f i rmware . S i m i l a r l y to the Z y n q o p t i o n , the F P G A p a t h was not p u r s u e d 
i n this thesis. 
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6.3.2 SDR Receiver 

The receiver is based o n F F T as i n C h a p t e r 5. A f t e r the F F T , a l i q u i d 4 D S P l i 
brary was used to d e m o d u l a t e the G M S K . This l i b r a r y prov ides objects for sig
n a l process ing , speci f ica l ly for the creat ion o f S D R s . The l i b r a r y uses s tandard 
C a n d d y n a m i c a l l y a l located structures passed as f u n c t i o n parameters instead 
o f C++. Its e m u l a t i o n o f C++ templates b y macros is at t imes a lmost unreadable . 

The l i q u i d l i b r a r y prov ides gmskmod a n d its counterpar t gmskdem m o d u l e s 
to m o d u l a t e a n d d e m o d u l a t e G M S K signals . It takes the difference between 
a phase o f consecutive samples a n d puts it in to a m a t c h e d F I R filter. W h e t h e r 
the use o f a m a t c h e d filter has any advantage i n the case o f two samples per 
s y m b o l was not invest igated. For a receiver that c o u l d be l o a d e d b y several 
G M S K signals at once, it m i g h t be an ineff icient use o f c o m p u t a t i o n a l power . 

U n f o r t u n a t e l y , the m o d u l e s i n the l i q u i d l i b r a r y used for frame receival 
use a specif ic frame format a n d cannot be s i m p l y used together w i t h c o m m o n 
hardware receivers s u c h as S 2 L P . S 2 L P can process several packet formats : 
I E E E 802.15.4, Wireless M - B u s , p r o p r i e t a r y S T format a n d basic packet for
mat , b u t none o f t h e m is close to the l i q u i d frame. L i q u i d uses n o preamble , 
63 s y m b o l s o f m-sequence as a s y n c w o r d a n d its o w n s c r a m b l e d header w i t h 
i n f o r m a t i o n a b o u t C R C a n d F E C . E x c e p t for w M - B u s , a l l o f the S 2 L P formats 
use u p to 2046-bit preamble a n d at most 32-bit s y n c w o r d . T h i s receiver needs 
to w o r k w i t h a 32-bit p r e a m b l e , 32-bit s y n c w o r d , 8-bit l e n g t h , data a n d 16-bit 
C R C . 

There are 64 instances o f a G M S K receiver class r u n n i n g at a l l t imes, one 
for each c h a n n e l . E a c h o f t h e m goes t h r o u g h several stages w h i l e rece iv ing 
a packet . M o s t o f the instances s h o u l d be i n the c o m p u t a t i o n a l l y inexpensive 
Power state a n d w a i t i n g for a G M S K s igna l . I n this state, they are l o o k i n g for 
a s u d d e n rise i n received p o w e r b y c o m p a r i n g two I I R filters i i r f i l t _ r r r f . In
p u t to b o t h filters is a b i n a r y l o g a r i t h m logbf () w h i c h represents s igna l p o w e r 
b u t is very easy to c o m p u t e . O n e fi lter is set to a n o r m a l i z e d frequency o f 0.05 
a n d the other to 0.02. I f the o u t p u t o f the q u i c k e r fi lter is 5 logbf () uni ts larger 
than the s lower filter, the receiver advances to another stage. The va lue was set 
exper imenta l ly . 

The f o l l o w i n g stages are separated after a F I F O , so they can be ca lcula ted 
i n p a r a l l e l b y another thread. These stages also have a t imeout , r e t u r n i n g the 
receiver to the P o w e r stage. Stage Preamble has a corre lator detector_cccf 
l o o k i n g for a pat tern o f zeros a n d ones. Stage Syncword has a l o n g e r corre lator 
l o o k i n g for a m a t c h w i t h the s y n c w o r d . W h e n it is m a t c h e d , the f requency off
set p r o d u c e d b y the corre lator is used to set nco_crcf osc i l la tor to compensate 
for the G M S K carrier offset. Stage Receive f ina l ly uses gmskdem to get packet 
data . C o m p l e t e packets are c h e c k e d w i t h C R C a n d g i v e n to the a p p l i c a t i o n 
layer. There, the data are processed a n d a response is created. 

4Available on GitHub as jgaeddert/liquid-dsp. 
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F i g u r e 6.5: G M S K Sensor Packet 

6.3.3 SDR Transmitter 

The transmitter composes packet data i n the same format : 32-bit preamble , 
32-bit s y n c w o r d , 8-bit l e n g t h , data a n d 16-bit C R C , b u t adds one p r e a m b l e byte 
w i t h a l te rnat ing bits at the b e g i n n i n g a n d one at the e n d for p o w e r r a m p i n g . 
A 6 - symbol H a m m i n g w i n d o w is a p p l i e d over the s igna l generated f r o m these 
bytes for s m o o t h p o w e r rise a n d f a l l . The result c a n be seen i n F i g u r e 6.5. 

The first idea was to use the same structure as for the receiver. I n d i v i d u a l 
m o d u l a t o r s use l i q u i d ' s gms kmod to generate 2 samples per s y m b o l . A l l 64 m o d 
ulators r u n i n para l l e l a n d i n p u t to one i F F T w h i c h p r o d u c e s the r e s u l t i n g sig
n a l . It a l lows s i m p l y a d d i n g data to be t ransmit ted d i s r e g a r d i n g h o w m a n y 
channels are current ly used . 

I n reality, it w o u l d p r o b a b l y suffer f r o m h i g h Peak-to-Average P o w e r R a 
t io ( P A P R ) i n a s i m i l a r w a y as is c o m m o n for O F D M . O n e o f the methods o f 
r e d u c i n g P A P R [30] w o u l d have to be a p p l i e d . There is also a p e c u l i a r m o d 
u l a t i o n O F D M based M - a r y F S K ( O F D M - M F S K ) [31] w h i c h uses a s i m i l a r 
p r i n c i p l e of t r a n s m i t t i n g F S K . Dif ferent f r o m the transmitter descr ibed here, 
O F D M - M F S K doesn't use a s igna l phase for c o m m u n i c a t i o n , so it can be used 
to reduce P A P R . 

This c o n s t r u c t i o n s h o w e d very h i g h O u t of B a n d ( O o B ) interference. F i g 
ure 6.6 shows T x o n c h a n n e l 26, 865.5392 M H z , measured w i t h R e s o l u t i o n 
B a n d w i d t h ( R B W ) o f 1 k H z . The S D R T x was connec ted direc t ly to a spec
t r u m analyzer v i a a 50-Q c o a x i a l cable . The useful s igna l i n the m i d d l e can be 
received b y a hardware G M S K receiver. I n a d d i t i o n to that, there are pairs 
o f s idelobes . E a c h c o u p l e is centered i n one n e i g h b o r i n g 76.8 k H z c h a n n e l . 
The peaks w o u l d not break the E u r o p e a n s u b - G H z regulat ions [52], b u t o n l y 
because the S D R transmits i n a lmost 5 M H z at once a n d is u n a b l e to p r o d u c e 
14 d B m i n one n a r r o w channe l . 

A n i m p r o v e m e n t m i g h t be to attempt perfect recons t ruc t ion b y u s i n g over
l a p p i n g i F F T s a n d m i x i n g the o v e r l a p p i n g o u t p u t s igna l b l o c k s w i t h a w i n d o w 
i n g f u n c t i o n . It w o u l d require d o u b l i n g the rate o f i F F T c a l c u l a t i o n , so this 
m e t h o d was not p u r s u e d . 

The s o l u t i o n was to get r i d o f the i F F T a n d m o d u l a t e the G M S K s igna l d i 
rectly o n the S D R sample rate. The gms kmod is set to generate 128 instead o f 
2 samples per s y m b o l . A h a r m o n i c s i g n a l made b y nco_crcf w i t h a requi red 
c h a n n e l f requency is t h e n a p p l i e d to shift the s igna l to its correct c h a n n e l . The 
t ransmit ted result , s h o w n as the other l ine i n F i g u r e 6.6, doesn't have any p r o b 
lematic emissions outs ide o f the c h a n n e l a n d w o u l d n ice ly fit in to the O o B l i m 
its even w i t h 40 d B a m p l i f i c a t i o n . A disadvantage o f this s o l u t i o n is that o n l y 
one s igna l can be m o d u l a t e d at one t ime. I f two sensors w a k e u p at the same 
t ime, o n l y one o f t h e m can get a response a n d the other w o u l d need to repeat 
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F i g u r e 6.6: The S p e c t r u m o f G M S K S D R Transmit ter 

its message. I n o u r scenario, it w i l l not inf luence w h e n the i n f o r m a t i o n gets to 
the C U . It w i l l o n l y s l i g h t l y increase the p o w e r c o n s u m p t i o n o f the u n l u c k y 
sensor. The s o l u t i o n w i t h this p a r t i c u l a r S D R has also m u c h lower T x p o w e r 
c o m p a r e d w i t h a s o l u t i o n w i t h S D R R x a n d hardware transceiver T x . 

The different construct ions o f the S D R T x c a n also be seen o n the p o w e r 
r a m p i n F i g u r e 6.7 w h i c h precedes the packet p r e a m b l e . The T x w i t h i F F T has 
v i s ib le steps i n the o u t p u t power . There are also gl i tches v i s ib le between each 
s y m b o l for the T x w i t h i F F T . T h e y m a y be l i n k e d w i t h the u n w a n t e d s p e c t r u m 
sidelobes. F i g u r e 6.7 was measured b y R T L - S D R at 1024 ksample/s a n d passed 
t h r o u g h R M S fi l ter i n G N U R a d i o . The p o w e r values are tentative. O u t p u t 
p o w e r measured b y a ca l ibra ted s p e c t r u m analyzer can be seen i n F i g u r e 6.6. 

6.3.4 S2LP 

The S 2 L P radio is c o n t r o l l e d v i a S P I a n d one in ter rupt p i n . The f i rmware uses 
S2LP_Library enc losed i n S T S W - S 2 L P - D K s u p p o r t package for S 2 L P . This 
l i b r a r y a l lows c o n t r o l l i n g most o f the S 2 L P radio b u t is p o o r l y m a i n t a i n e d . 
O n t o p o f k n o w n S 2 L P hardware bugs , it adds a few b u g s o f its o w n . 

S 2 L P c h i p has a c h a n n e l offset feature. The user sets c h a n n e l s p a c i n g a n d 
c h a n n e l n u m b e r a n d the S 2 L P w i l l a d d the necessary offset to the carrier fre
quency. It o n l y w o r k s i f the c h a n n e l offset fits perfect ly to the register resolu
t i o n . O t h e r w i s e , r o u n d i n g errors w i l l shift the 64th c h a n n e l c o m p l e t e l y away 
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f r o m its r e q u i r e d p o s i t i o n . It is necessary to calculate c h a n n e l offset m a n u a l l y 
a n d change the carrier f requency before each T x . 

E a c h radio t ransact ion happens i n two stages. First is T x i n c l u d i n g C C A 
d o n e a u t o m a t i c a l l y b y the S 2 L P . The radio w i l l l i s ten i n R x for a pre -conf igured 
t ime a n d i f the c h a n n e l is clear, it au tomat i ca l ly starts T x . The m i n i m u m that 
can be c o n f i g u r e d is the t ime o f 64 s y m b o l s , 1.7 ms i n this case. S 2 L P c a n even 
d o a r a n d o m b a c k o f f a n d try aga in , b u t it was not used here. T h i s sensor is set 
to try T x once a n d i f the selected c h a n n e l is o c c u p i e d , it retunes a n d tries aga in 
o n a different c h a n n e l . 

The second stage is R x where the sensor waits for a response f r o m C U . I f n o 
response is received w i t h i n the t ime l i m i t o f 20 ms, the t ransmiss ion is repeated 
o n another c h a n n e l . S 2 L P has an e m b e d d e d t imer that is able to cancel the R x 
o p e r a t i o n a n d alert M C U v i a the in ter rupt p i n . 

6.3.5 Packet Format 

The packet f r o m the sensor contains temperature , h u m i d i t y , battery vol tage 
a n d data o f the e lec t rochemica l sensor current . The data p o r t i o n o f the packet 
can i n c l u d e several m i n u t e l y or secondly spaced values a n d a t imestamp i n 
seconds. 

The sensor c o n t i n u o u s l y stores values o f current a n d after 26 minutes trans
mits a l l 26 o f t h e m . Instead o f h igher O S I layers, u n a c k n o w l e d g e d data are 
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repeated after the next measurement . There are 5 attempts to t ransmit the data 
a n d receive an a c k n o w l e d g m e n t . If unsuccessful , the sensor sleeps for another 
m i n u t e a n d tries to send 27 values . A t most 30 values can be sent i n one packet 
a n d after that, the earliest va lue is lost . It is also a l i m i t w h e n the C U s h o u l d 
cons ider the entire sensor lost. 

I f the concentra t ion t h r e s h o l d is reached, the sensor creates an extra packet 
w i t h a different format . It has o n l y one current va lue , an a p p r o x i m a t e times-
tamp a n d a separate n u m b e r i n g to prevent dupl ica tes . The extra packet is sent 
u p to 15 t imes before g i v i n g u p . A f t e r that, it is replaced b y the nearest p e r i o d 
i ca l ly measured va lue . I f the measured va lue is over the t h r e s h o l d the sensor 
switches to a secondly measurement a n d tries to t ransmit every second. The 
sensor s h o u l d not stay i n this m o d e for a l o n g t ime or it w i l l q u i c k l y deplete its 
batteries. 

6.4 Current Consumption 

O n e o f the m a i n parameters o f the P o C sensor is its c u m u l a t i v e current con
s u m p t i o n w h i c h translates to a n expected l ife o n its battery. These measure
ments s h o w what c o n s u m p t i o n is poss ib le w i t h this p a r t i c u l a r gas concentra
t i o n sensor a n d also a p p r o x i m a t e w h a t c o n s u m p t i o n w o u l d be poss ib le inde
pendent f r o m the A F E , jus t M C U , A D C a n d c o m m u n i c a t i o n w i t h the C U . 

Results were measured w i t h the a n a l o g tr igger d i s a b l e d . It l o w e r e d the mea
sured va lue b y 160 n A c o n s u m e d b y the c o m p a r a t o r [60] a n d a s m a l l current 
c o n s u m e d b y the D A C . The D A C is e n a b l e d o n l y s p o r a d i c a l l y w h e n the capac
i tor self-discharge changes the vol tage outs ide o f the preset l i m i t s . It depends 
o n m a n y variables a n d w o u l d o n l y a d d more randomness to the measurement . 

The sensor i n these measurements uses G M S K at 38 .4kBd/s w h i l e the re
ceiver i n C h a p t e r 5 was b u i l t for 18.75 k B d / s . The t ime that the sensor spends 
i n T x a n d R x w o u l d be d o u b l e d a n d the c o n s u m p t i o n w o u l d be somewhat i n 
creased. T h i s difference w o u l d be smal ler t h a n the difference between a sensor 
that transmits measurement data a n d a sensor that transmits a b i n a r y va lue . 
S u c h a sensor w o u l d be for e x a m p l e a magnet i c d o o r sensor that needs to re
p o r t o n l y its presence a n d state o f the door . There is also an o p t i o n to reduce 
the n u m b e r o f channels a n d use the h igher baudrate . That w o u l d not inf luence 
sensor c o n s u m p t i o n b u t n e t w o r k robustness. 

D u r i n g the measurements , the sensor was r a n d o m l y select ing any one o f 
the 64 channels . The S D R o f the C U was r e s p o n d i n g o n the same c h a n n e l . 
The S 2 L P transceiver i n the sensor was connec ted w i t h R x a n d T x o f the S D R 
v i a 50 Q c o a x i a l cables a n d appropr ia te attenuators. 

6.4.1 Detailed Consumption Profile 

F i g u r e 6.8 shows current c o n s u m p t i o n d u r i n g one sensor activity. The sensor 
measures the last o f 26 samples a n d reports a l l to C U . T h i s f igure was measured 
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F i g u r e 6.8: D e t a i l e d C o n s u m p t i o n o f Sensor R e p o r t i n g to C U 

b y P o w e r P r o f i l e r K i t II f r o m N o r d i c S e m i c o n d u c t o r p r o v i d i n g 2 V to a sensor 
w i t h a l l p o w e r sources r e m o v e d . The s w i t c h i n g p o w e r s u p p l y adds a lo t o f noise 
to the current measurements due to its p u l s a t i n g nature. The c o n s u m p t i o n 
i n F igure 6.8 is h i g h e r t h a n w i t h the s w i t c h i n g p o w e r s u p p l y , b u t the overa l l 
shape o f the curve a n d energy c o n s u m p t i o n s h o u l d c o r r e s p o n d to a complete 
sensor. The c o n s u m p t i o n of a f u l l sensor c o u l d be est imated b y u s i n g the ratio 
o f voltages a n d s w i t c h i n g p o w e r s u p p l y efficiency. T h i s piece also doesn't have 
the A F E a n d the e lec trochemical ce l l . The A D C measures f r o m a f l o a t i n g i n p u t . 
The r e m o v e d A F E reduces the c o n s u m p t i o n b y 10 u A [61]. 5 

The f i rmware goes t h r o u g h these stages v i s ib le i n F i g u r e 6.8: 

• 2.5 ms b e l o w 5 m A w a k i n g u p the M C U a n d c lock . 

• 0.5 ms b e l o w 5 m A d o i n g the A D C measurement . 

• 1.5 ms b e l o w 5 m A temperature a n d h u m i d i t y measurement . 

• 12 ms at 5 m A i n i t i a l i z i n g the transceiver. T h i s t ime can be shorter i f the 
radio is i n s tandby m o d e instead o f p o w e r e d off, b u t it w o u l d increase the 
current c o n s u m e d w h i l e the sensor is s leeping. It can be benef ic ia l w i t h 
a shorter report p e r i o d . 

5If it could run from 2 V. 
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F i g u r e 6.9: Sensor C u m u l a t i v e C u r r e n t C o n s u m p t i o n 

• 3 ms to 27 ms at 15 m A rece iv ing a r a n d o m l y selected C C A . These values 
come f r o m the C C A m e c h a n i s m i n S 2 L P a n d can be different for a differ
ent transceiver or sensor n e t w o r k des ign . 

• 5.5 ms to 17 ms at a r o u n d 40 m A 6 t r a n s m i t t i n g data to C U . D u r a t i o n de
pends o n h o w m u c h data is needed. 

• 4.5 ms to 6.5 ms b e l o w 15 m A rece iv ing a n d w a i t i n g for a response f r o m 
C U . D e p e n d s o n h o w q u i c k l y C U responds a n d o n the a m o u n t o f data . 
The m e t h o d o f e n c r y p t i o n used b y the sensor n e t w o r k m a y increase the 
size o f the response s igni f icant ly . 

A p a r t f r o m the act ivi ty of r e p o r t i n g to the C U , the sensor also wakes u p to 
measure. It makes a b u m p i n the c o n s u m p t i o n o f less t h a n 3 ms w i d e a n d less 
than 8 m A t a l l . 

6.4.2 Cumulative consumption 

F i g u r e 6.9 shows a p p r o x i m a t e pred ic t ions o f c o n s u m p t i o n d e p e n d i n g o n the 
p e r i o d between two reports to C U . The c u m u l a t i v e current c o n s u m p t i o n was 

6The actual value varies between 30 mA and 45 mA. It is probably caused by non-ideal 50 
coaxial cables. Transceiver Tx consumption can be influenced by a load on its RF output. 
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est imated as a m e a n o f instantaneous current w i t h the c o m m u n i c a t i o n w i t h the 
C U f r o m F i g u r e 6.8 i n the center. V a r y i n g the d u r a t i o n o f the averaged area 
w i t h exact ly one report to C U corresponds to a sensor that w o u l d change its 
report p e r i o d . T h i s w a y it is poss ib le to estimate current c o n s u m p t i o n for u p 
to a lmost twice the p e r i o d used b y this P o C . A l l data were measured b y the 
P o w e r P r o f i l e r K i t I I . 

The full gas sensor in minutely mode was p o w e r e d b y 5 V . It is the m a x i 
m u m poss ib le w i t h the measurement t o o l a n d corresponds to two C R 2 0 3 2 bat
teries i n the m i d d l e o f their l i fe . The sensor was m e a s u r i n g 8 t imes a m i n u t e , 
averaging that to one sample a m i n u t e a n d r e p o r t i n g to C U once every 26 m i n 
utes. The c u m u l a t i v e current was measured over the 26 m i n u t e report p e r i o d . 
F u l l sensor w i t h the N 0 2 detector i n vers ion w i t h the 2.8 V L D O was c o n s u m 
i n g 11.2 \iA. The v e r s i o n w i t h L D O can also be seen i n F i g u r e 6.9. F u l l sensor 
w i t h the N 0 2 detector i n v e r s i o n w i t h the precise 3 V reference was c o n s u m i n g 
13.9 jxA. That is a b i t over the l i m i t for two years o n two C R 2 0 3 2 . 

The full gas sensor in secondly mode was measured w i t h the N 0 2 detector 
i n vers ion w i t h the 2.8 V L D O . It was m e a s u r i n g 2 t imes a second, averaging 
that to one sample a second a n d r e p o r t i n g to C U once every 26 seconds. The 
c u m u l a t i v e current for 26 second report p e r i o d , averaged over 17 p e r i o d s , was 
48.7 \iA. T h i s is too m u c h for c o i n ce l l batteries b u t c o u l d w o r k as a more p o w 
er fu l sensor p o w e r e d b y f o u r A A A batter ies . 7 T h i s v e r s i o n is not present i n 
F i g u r e 6.9. 

A generic sensor without the switching power supply and without A F E 
was p o w e r e d b y 2 V . T h i s c o u l d represent what w o u l d be poss ib le for a different 
sensor. The A D C measurement t i m i n g was the same as w i t h the f u l l sensor i n 
m i n u t e l y measurement m o d e . The sensor was c o n s u m i n g 4.1 \iA. It shows that 
there w o u l d be a reserve for a sensor r u n n i n g two years f r o m a s ingle C R 2 0 3 2 . 
This c o m b i n a t i o n can also be seen i n F i g u r e 6.9. 

The last v e r s i o n is a generic sensor that doesn't do periodic measurements. 
It represents a sensor that guards a d i g i t a l i n p u t or uses the a n a l o g tr igger. It 
o n l y needs to report to C U that it s t i l l exists. D u e to l o w - p o w e r t imer manage
ment i n f i rmware , this var iant was w a k i n g u p once a m i n u t e o n l y to i m m e d i 
ately re turn b a c k to sleep. T h i s vers ion o f the sensor spent m u c h less t ime i n 
T x because it d i d n ' t have any measured values to send. The c u m u l a t i v e current 
was 3.1 JJA. It is the last curve i n F i g u r e 6.9. 

7The limit for two years on A A A batteries would be somewhere around 50 \iA. 
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7 Mixed Network with GMSK and OFDM 

A more a d v a n c e d s o l u t i o n for the p r o b l e m s o f f requency agile sensors m i g h t 
be to use the h i g h b a n d w i d t h camera as the a l l - channel receiver. The cam
eras have c o m p l e x O F D M receivers w h i c h have a s i m i l a r c o n s t r u c t i o n as the 
S D R s used above . T h i s s o l u t i o n w i l l require a larger investment in to devel
o p m e n t a n d hardware t h a n the prev ious o p t i o n . Part o f the Sec t ion 7.2 w i t h 
i n i t i a l eva luat ion was p u b l i s h e d i n [32]. 

7.1 Proposed Network 

The p r o p o s a l is to b u i l d a n e t w o r k c o m b i n i n g O F D M a n d frequency agile 
G M S K . H i g h b a n d w i d t h c o m m u n i c a t i o n uses radio transceivers that are very 
close to a n S D R or ent irely software-def ined. That is w h y it w o u l d not require 
a lo t o f a d d i t i o n a l hardware to a d d G F S K c o m m u n i c a t i o n in to the O F D M 
transceivers i n cameras a n d the central un i t . 

I have rejected the idea o f i n c o r p o r a t i n g sensor c o m m u n i c a t i o n in to the 
camera feed i n an O r t h o g o n a l Frequency D i v i s i o n M u l t i p l e Access ( O F D M A ) 
fash ion . S y n c h r o n i z a t i o n between i n d i v i d u a l transmitters w o u l d be c o m p l i 
cated [33] a n d p r o b a b l y require m u c h more a d v a n c e d hardware i n sensors. 
The sensors need to be very energy efficient a n d cheap w h i c h is f u l f i l l e d o n l y 
b y c o m m o n G F S K transceivers. 

F S K m o d u l a t i o n can be used i n O F D M - M F S K [31] where one o f each 
g r o u p o f M subcarriers conta ins a s igna l a n d the rest are si lent . Its a p p l i c a t i o n 
to smart meters shows advantages i n robustness [34] w h i c h m i g h t be benef ic ia l 
i n a security system. A n O F D M A vers ion o f O F D M - M F S K w i t h M = 2 or 
M = 4 c o u l d perhaps be received b y the s i m p l e F S K transceivers. It w o u l d be 
a w a y to connect the sensor d i rec t ly to h i g h b a n d w i d t h c o m m u n i c a t i o n a n d an 
interest ing t o p i c for future research. I n the most basic layout , jus t the O F D M 
header c o u l d be F S K e n c o d e d w i t h n e t w o r k i n f o r m a t i o n a n d hole p o s i t i o n for 
the sensor. 

The s o l u t i o n e x p l o r e d here is to make holes in to the regular Phase Shi f t 
K e y i n g ( P S K ) O F D M s i g n a l b y z e r o i n g several n e i g h b o r i n g tones. The sen
sor w i l l start t r a n s m i t t i n g as s o o n as one O F D M packet ends a n d the O F D M 
radio needs to detect that a n d create a ho le i n the next packet to not d i s r u p t 
the sensor. The sensor can c o n t i n u e its G M S K T x a n d f o l l o w w i t h R x o f an 
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a c k n o w l e d g m e n t . The sensor packet can be received direc t ly i n the C U or one 
o f the cameras a n d r o u t e d v i a the O F D M l i n k . 

G e t t i n g the i n f o r m a t i o n to the C U is the i m p o r t a n t part , b u t the sensor 
needs to receive an a c k n o w l e d g m e n t , so it can g o b a c k to sleep to save power . 
The C U or a des ignated router w i l l i m m e d i a t e l y r e s p o n d o n the same frequency 
w i t h a c k n o w l e d g m e n t a n d a l l o w the sleep m o d e . T h i s can also be used to give 
the sensor u p d a t e d i n f o r m a t i o n a b o u t the n e t w o r k a n d perhaps to s y n c h r o n i z e 
the sensor in to an F H S S . 

7.2 Signal Simulation 

A s a first step to determine whether the p r o p o s e d system can be b u i l t , a s im
p l i f i e d m o d e l was created i n M a t l a b S i m u l i n k . For the sensor c o m m u n i c a t i o n , 
I have selected G M S K w i t h s y m b o l f i l t e r i n g o f BT = 0.3. M i n i m a l f requency 
d e v i a t i o n o f G M S K w i l l have s m a l l b a n d w i d t h to fit in to an O F D M hole . O n e 
G M S K s y m b o l was s i m u l a t e d w i t h 240 samples. 

S i m p l e quadrature P S K was used for the O F D M s i g n a l , i n i t i a l l y w i t h n = 64 
sample F F T a n d later n = 128 a n d n = 256. The cyc l i c pref ix was set to n/4. The 
O F D M s y m b o l s were not w i n d o w m i x e d together to keep the m o d e l as s imple 
as poss ib le . There were 6 a n d 5 e m p t y g u a r d tones o n the edges a n d n o p i l o t 
tones. The receiver was s i m u l a t e d coherent ly w i t h the transmitter so n o p i l o t 
tones or packet headers were needed for s y n c h r o n i z a t i o n . The s igna l was u p -
s a m p l e d b y 3 before b e i n g m i x e d w i t h the sensor s igna l . There were 1, 2 or 4 
G M S K s y m b o l s per one O F D M s y m b o l to m a t c h the sample rates. 

The i n i t i a l F F T size was selected to fit G M S K channels to O F D M tones 
w h i l e sat i s fy ing the m i n i m u m n u m b e r o f G M S K channels for a h y p o t h e t i c a l 
F H S S [45], [52]. The n = 64 O F D M s igna l has a distance between two tones o f 
1.25 x /s/240, where fs is the s a m p l i n g frequency. The b a n d w i d t h of the G M S K 
s ignal can be a g a i n est imated b y Carson 's rule 

where BT is the G a u s s i a n s y m b o l filter, Ts = 240//s is the d u r a t i o n o f one 
G M S K s y m b o l a n d frequency d e v i a t i o n fdev = 1/4TS. It shows that w i t h these 
parameters, one c h a n n e l c o u l d bare ly fit i n one tone. 

The p r o p o s e d c o m p o s i t i o n o f O F D M , G M S K a n d A W G N can be seen i n 
F i g u r e 7.1. The G M S K s igna l has a u n i t power , the same as the noise . The 
O F D M s i g n a l w o u l d have u n i t p o w e r i f a l l 64 tones were used . Its p o w e r was 
not c o m p e n s a t e d for the e m p t y tones. I n the case o f F i g u r e 7.1, there are 5 
e m p t y tones centered o n the G M S K s i g n a l . W i t h g u a r d bands , it is 16 e m p t y 
tones a n d a p o w e r o f 3/4. 

For n = 64, a f u l l 3 -d imens iona l m a t r i x was s i m u l a t e d w i t h the s trength o f 
b o t h signals v a r y i n g between —20 d B to 30 d B p l u s the spec ia l case w i t h n o 
s igna l . The s trength o f the signals is relative to the s i tua t ion i n F i g u r e 7.1. 

(7.1) 
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F i g u r e 7.1: The S p e c t r u m o f the C o m m u n i c a t i o n 

The t h i r d d i m e n s i o n was a n u m b e r o f e m p t y tones. A p o r t i o n o f these was 
s i m u l a t e d needlessly to f i l l the m a t r i x c o m p l e t e l y a n d ease later process ing . For 
n = 128 a n d n = 256, o n l y a cross was s i m u l a t e d as two slices o f the complete 
m a t r i x necessary for the f igures. 

7.2.1 Interference to GMSK 

F i g u r e 7.2 shows h o w the B E R o f the G M S K s igna l is affected b y the O F D M 
s ignal for n = 64. The p o w e r o f noise a n d the p o w e r o f i n d i v i d u a l O F D M tones 
stays the same as i n F i g u r e 7.1. The p o w e r o f the G M S K s igna l is v a r i e d relative 
to the u n i t power . The G M S K s igna l p o w e r can be related to S N R , b u t we have 
to cons ider the O F D M s igna l as noise a n d correct the va lue for relative b a n d 
w i d t h . The G M S K s igna l has a relat ively n a r r o w b a n d w i d t h , so o n l y a s m a l l 
f rac t ion o f the A W G N a n d O F D M has any effect o n the G M S K per formance . 

O n e o f the curves i n F i g u r e 7.2 shows the per formance o f the G M S K w i t h 
out the O F D M s igna l as a reference for c o m p a r i s o n . The rest are s imula t ions 
w i t h different ho le sizes. W e can see that a gap o f one tone centered o n the 
G M S K s igna l has the largest inf luence . Z e r o i n g a g a p o f 3 or 5 tones can i m 
prove the s igna l a b i t more , b u t has a m u c h smal ler effect. The effect o f 3 or 
5 e m p t y tones is s l i g h t l y larger w h e n there is a larger difference between the 
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p o w e r o f the O F D M a n d the A W G N . The s i tuat ion where one s igna l is over
p o w e r i n g the other w i l l be s h o w n later. 

7.2.2 Interference to OFDM 

F i g u r e 7.3 shows h o w the B E R o f i n d i v i d u a l O F D M tones is affected b y the 
G M S K s igna l . The p o w e r o f the G M S K a n d noise is set to 1 w h i l e the O F D M 
p o w e r is v a r i e d . The tone n u m b e r means distance f r o m the G M S K s igna l . 
T o n e 0 has the same frequency as G M S K , tone 1 is an average o f the two ne igh
b o r i n g tones a n d so o n . 

Same as before, the p o w e r o f O F D M can be related to S N R , h a v i n g i n m i n d 
that A W G N p o w e r is spread to three times as m u c h b a n d w i d t h w h i l e G M S K 
p o w e r is concentrated m o s t l y i n a b a n d w i d t h o f a s ingle tone. There is a refer
ence curve o f B E R o f a l l tones w i t h o u t any G M S K for c o m p a r i s o n . 

W e can see that the tone w i t h the same frequency as the G M S K s ignal 
is mos t ly unusab le . The tones r ight next to it are s t i l l s t rongly affected. Tones 
further away come closer to the p e r f o r m a n c e of the O F D M w i t h o u t a G M S K 
s igna l . Same as i n the prev ious sect ion, z e r o i n g 3 or 5 O F D M tones w o u l d have 
the w a n t e d effect. Z e r o i n g 3 or 5 tones w o u l d be benef ic ia l for b o t h signals . 
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F i g u r e 7.3: B i t E r r o r Rate for I n d i v i d u a l Tones o f the O F D M S i g n a l 

7.2.3 Relative Signal Strength 

The prev ious two sections fa i led to s h o w the area i n w h i c h b o t h c o m m u n i c a t i o n 
l i n k s can w o r k at the same t ime. I n F i g u r e 7.4, s i m u l a t e d for n = 64, we can see 
the area where none o f the signals is usable a n d where b o t h are usable . The 
gradient is fit between B E R o f 10" 2 a n d 10" 6 . For the O F D M the B E R means 
errors i n bi ts t ransmit ted o n a l l used tones. 

F igure 7.4 shows that i n the case w i t h o u t e m p t y tones, the two m o d u l a t i o n s 
cannot w o r k together. The stronger s igna l w o u l d always d i s r u p t the weaker sig
n a l or n o n e o f t h e m w o u l d w o r k . W i t h an increas ing n u m b e r o f e m p t y O F D M 
tones, a c o r r i d o r appears where b o t h c o m m u n i c a t i o n types can w o r k at the 
same t ime. The c o r r i d o r is a b o u t 20 d B to 25 d B w i d e for the case o f 5 e m p t y 
tones. M o r e t h a n 5 e m p t y tones has a smal ler effect o n the corr idor . 

W e c a n use the free space loss e q u a t i o n to compare the change i n s ignal 
s trength to a change i n distance. The change a l l o w e d b y the c o r r i d o r i n F igure 
7.4 can be related to p h y s i c a l l y m o v i n g one o f the transmitters relative to the 
receiver. 

20log{d-dc)+20log{f) + 20log(-•>FS (7.2) 

where L F S is the o r i g i n a l free space loss, Lc is the change i n s igna l s trength, d 
is the o r i g i n a l distance, dc is the change i n distance a n d 20log(f) + 20log 
are constants i n this cons idera t ion . W e can see that a change o f 20 d B c o m -
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pares to a 10 x change i n the transmitter distance. For o u r m o d e l s i tua t ion , i f 
the farthest transmitter is 100 m f r o m the receiver, then the closest has to be 
at least 10 m far. That is not e n o u g h for a prac t i ca l n e t w o r k . The n e t w o r k 
w i l l require c o n t r o l l i n g transmitter p o w e r to fit the r ight p o w e r at the receiver. 
M o s t devices i n a security system are stationary, b u t a device s u c h as a key fob 
is m o v a b l e a n d w i l l be p r o b l e m a t i c i n this setup. 

The s i m u l a t e d figures s h o w that the O F D M s igna l is m u c h less robust . The 
t ransmit ted p o w e r a l l o w e d b y g o v e r n m e n t regulat ions u s u a l l y stays the same, 
even t h o u g h it is used to t ransmit m u c h more data . I n a p h y s i c a l system, this 
w i l l l ead to a shorter range for the security cameras c o m p a r e d to s imple sensors. 
This is one m or e reason w h y h a v i n g a secondary b a c k u p G M S K c o m m u n i c a 
t i o n is necessary even i n security cameras where W i - F i satisfies a l l cr i ter ia . The 
robust l i n k can be used at least to report t a m p e r i n g a n d interference i n the 
m a i n h i g h datarate l i n k . 

7.2.4 Different FFT Size 

The effect o f different F F T sizes s h o u l d also be cons idered . F igure 7.5 shows 
the effect o n the G M S K w i t h O F D M o f different sizes. F i g u r e 7.6 shows the 
effect o n the O F D M w i t h different F F T sizes. The n u m b e r o f z e r o e d tones was 
chosen to get a gap o f s i m i l a r size for different F F T sizes. The same gap is not 
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poss ib le because the gap s h o u l d be an o d d n u m b e r o f tones, b u t also 2 or 4 
times larger for the 1/2 or 1/4 F F T . The hole was set between 1 a n d 7 tones for 
n = 64 a n d a m a x i m a l s t i l l smal ler va lue for b igger ns. The size o f the g a p i n 
b o t h figures is m a r k e d as parts o f 256, so they can be c o m p a r e d . 

F igure 7.5 shows that the size o f the gap is i m p o r t a n t , b u t the size o f the 
F F T is not . The first three l ines s h o w a difference because there is a large dif
ference between the ac tual gap sizes. For more z e r o e d tones, the differences 
are n e g l i g i b l e . 

I n F i g u r e 7.6, the plots depic t B E R o f tones that w o u l d be o n the edge 
o f a gap w i t h the size w r i t t e n i n the l e g e n d . The s i tua t ion is more c o m p l i c a t e d 
here, as w i d e r F F T s h o w some suspic ious behavior . I n some s i tuat ions , a larger 
gap is worse t h a n a narrower one. M o r e can be e x p l a i n e d b y F i g u r e 7.7 w h i c h 
is made o n l y for n = 256. It contains B E R for m u l t i p l e tones a n d fixed power . 
The G M S K s igna l is centered at tone 0. The p l o t shows peaks once every ap
p r o x i m a t e l y 3.2 tones. S i m i l a r b u t a weaker effect can be seen w i t h n = 128. 

O n e e x p l a n a t i o n m i g h t be that peaks o f the sin{nx)/'nx s p e c t r u m 
c o l l i d e w i t h some c o m p o n e n t s o f the G M S K o n l y for some tones. 
The w i d t h o f the n = 256 O F D M tone a n d distance between zeros i n 
sin(nx)/nx is 0.3125 x / s/240. The rat io between G M S K s y m b o l rate (/a/240) 
a n d tone size w o u l d be 1/0.3125 = 3.2 w h i c h m i g h t be a co inc idence or a n ex
p l a n a t i o n . The q u e s t i o n is whether the same effect w i l l h a p p e n w i t h realistic 
osc i l la tor tolerances, s y m b o l shift between the two m o d u l a t i o n s or w i n d o w i n g 
o f O F D M s y m b o l s , b u t this effect was not invest igated further . W i t h the data 
i n F i g u r e 7.7, it seems reasonable for n = 256 to e l iminate at least 7 tones a n d 
get r i d o f the first peak. 

7.2.5 Limitations of this Simulation 

W e can q u e s t i o n the v a l i d i t y o f the s i m u l a t i o n i f we have n o i n f o r m a t i o n 
a b o u t differences i n the s i m u l a t e d G M S K d e m o d u l a t o r a n d p h y s i c a l G F S K 
transceivers avai lable o n the market . F r o m the avai lable i n f o r m a t i o n , it seems 
that p h y s i c a l receivers d i g i t i z e b o t h IQ^ c o m p o n e n t s at an intermediate fre
quency w h i l e the M a t l a b d e m o d u l a t o r uses a baseband s igna l . D o c u m e n t a t i o n 
o f p h y s i c a l receivers ment ions conf igurab le low-pass filters a n d lots o f spec
i f icat ions for b l o c k i n g a n d selectivity, b u t M a t l a b b l o c k was rece iv ing c o m 
p l e x b a s e b a n d s igna l w i t h a l l the O F D M s igna l present o n h igher frequencies. 
A s i m i l a r t h i n g can be sa id a b o u t the M a t l a b ' s O F D M receiver. 

The real receiver w i l l also need to h a n d l e packet detect ion a n d s y n c h r o n i z a 
t i o n w h i c h is not a part o f this s i m u l a t i o n . The differences need to be ver i f ied 
o n a w o r k i n g p r o t o t y p e before a def ini t ive answer can be g i v e n . 

This s i m u l a t i o n was d o n e w i t h o u t s y m b o l w i n d o w i n g . It m i g h t have been 
a w r o n g d e c i s i o n because it c o u l d make tone b a n d w i d t h narrower a n d reduce 
interference between the two m o d u l a t i o n s . A d d i n g a s y m b o l w i n d o w i n g c o u l d 
i m p r o v e the c o h a b i t a t i o n p r o b l e m i n exchange for less data transferred. 
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7.3 Implementation of an OFDM with a Hole 

A s a s tar t ing p o i n t , the l i q u i d D S P l i b r a r y was used . There are 
two h igh- leve l classes for O F D M c o m m u n i c a t i o n , ofdmflexf ramegen a n d 
of dmf lexf ramesync. These define c o m p l e x packet structures for automat ic se
l ec t ion o f m o d u l a t i o n , C R C or F E C . I n o u r s i tua t ion , it w o u l d be more o f a bur
d e n t h a n a s i m p l i f i c a t i o n . Per formance o f the of dmf lexf ramesync as measured 
b y l i q u i d ' s a u t h o r can be seen i n F i g u r e 7.8. 

O n e layer lower, there are of dmf ramegen a n d ofdmf ramesync w h i c h handle 
frame s y n c h r o n i z a t i o n , b u t leave packet layout to the user. These two were 
rewri t ten to C++. It was less w o r k t h a n it seems, as l i q u i d is object -or iented 
code made w i t h C t o o l i n g , a n d it made m a k i n g changes a lo t easier. Three 
C++ classes were made , HoleOf dmCommon a n d two d e r i v e d classes, HoleOf dmGen 
a n d HoleOfdmRec. T h i s layout corresponds to the o r i g i n a l spl i t o f c o m m o n 
funct ions i n l i q u i d . 

The g o a l is to i m p l e m e n t an S D R O F D M transmitter a n d receiver w h i c h can 
make a hole i n the c o m m u n i c a t i o n . D u r i n g the deve lopment , the O F D M was 
set ton = 256 w i t h a 32-sample cyc l i c pref ix a n d a 24-sample t a p e r i n g between 
s y m b o l s . Defaul t tone layout was used, w h i c h for l i q u i d is 1/10 o f n u l l e d tones 
as g u a r d b a n d above the s igna l a n d 1/10 b e l o w . The D C tone is also n u l l e d . 
P i l o t s are spaced one i n every 8 tones. O n e hole was set 7 tones w i d e . M o s t o f 
these parameters c o u l d easily be c h a n g e d after the deve lopment . 

F r o m the e x a m p l e s i tua t ion , the sensor G M S K c o m m u n i c a t i o n s h o u l d be 
sparse. O n l y a few packets are expected at the same t ime. The i m p l e m e n t a t i o n 
was done for the p o s s i b i l i t y to a d d two holes a n d two G M S K signals . It w o u l d 
p r o b a b l y be more di f f i cu l t to a d d more holes later. 

7.3.1 Liquid OFDM Frame 

The O F D M receiver needs to detect the start o f a frame, estimate c h a n n e l pa
rameters a n d select a packet type i f there is more t h a n o n e . 1 The l i q u i d receiver 
uses three O F D M s y m b o l s : two short sO s y m b o l s a n d one l o n g s1 s y m b o l . 
B o t h sOs are used to detect the frame, d o coarse a n d fine t ime s y n c h r o n i z a t i o n 
a n d for carrier offset c o m p e n s a t i o n . The s1 is used to estimate the c h a n n e l a n d 
prepare the receiver for data s y m b o l s . 

L i q u i d O F D M i m p l e m e n t s coarse s y n c h r o n i z a t i o n i n the f requency d o m a i n 
w h i c h is i n contrast w i t h some c o m m o n m e t h o d s that use o n l y the t ime d o m a i n 
[35]. The sO s y m b o l s have an m-sequence o f 1 or —1 o n even tones a n d 0 o n o d d 
tones. Instead o f a regular cyc l i c pre f ix , sO s y m b o l s are c o m p o s e d o f a r a m p 
2 cyc l i c prefixes l o n g a n d two copies o f the i F F T b l o c k . The r a m p is another 
c o p y o f the i F F T b l o c k w i t h sin()2 t a p e r i n g at the b e g i n n i n g . It is the same 
f u n c t i o n used to m i x together consecutive s y m b o l s i n w i n d o w i n g . 

1Sometimes the term Physical Layer Convergence Procedure (PLCP) can be found, but 
Wi-Fi for example in its current specification does not use this term at all [62]. 
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The receiver l o o k s for a packet b y p r o c e s s i n g one F F T every n samples . It 
compares the received frequency d o m a i n data w i t h the expected sO s y m b o l . 
F r o m that, it calculates the s_hat metr ic b y s u m m i n g phase differences be
tween a l l used tones a n d their +2 n e i g h b o r s . The s_hat is used to set a coarse 
t i m i n g o f the s y m b o l s . The receiver repeats the es t imat ion two more times w i t h 
n/2 samples offset. F r o m the average s_hat, it readjusts precise s y m b o l t i m i n g . 
I n the e n d , it uses the t ime d o m a i n data a n d the o r i g i n a l sO for m a x i m u m l ike
l i h o o d es t imat ion o f the carrier offset. 

A f t e r sO, there is one s1 s y m b o l . This s y m b o l is t ransmit ted as an o r d i n a r y 
O F D M s y m b o l w i t h a regular cyc l i c pre f ix a n d w i n d o w i n g w i t h sO at the be
g i n n i n g . The s1 s y m b o l is created f r o m the m-sequence o f b i n a r y P S K o n a l l 
used tones. The receiver w i l l p u t the received data t h r o u g h an F F T a n d c o m 
pare t h e m to the o r i g i n a l s 1. I f there is a sufficient m a t c h , it w i l l advance to 
c h a n n e l es t imat ion , otherwise , it waits for another n/2 samples a n d repeats this 
step. I f the sO s y m b o l a n d the s_hat metr ic are p e r i o d i c after n/2, the sO m a t c h 
c o u l d have h a p p e n e d o n any one o f the p e r i o d s . The s1 m a t c h w i l l ensure that 
the receiver w i l l correct ly start p r o c e s s i n g R x s y m b o l s n o matter o n w h i c h sO 
p e r i o d it detected the frame. 

The last step is to estimate the c h a n n e l response to rotate a n d a m p l i f y i n d i 
v i d u a l tones. The receiver compares the received s y m b o l s1 w i t h the o r i g i n a l 
a n d creates a 4th-order p o l y n o m i a l to compensate for tone p o w e r a n d a sepa
rate p o l y n o m i a l for the tone phase. These p o l y n o m i a l s are used to create a c o m 
p l e x vector w i t h c o m p e n s a t i o n for each tone. 

D u r i n g the R x o f data s y m b o l s , a l l tones are first c o m p e n s a t e d w i t h the 
vector created f r o m s 1. T h e n the receiver compares p i l o t tones w i t h their o r i g 
i n a l va lue . P i l o t s are made w i t h b i n a r y P S K f r o m the same m-sequence i n the 
transmitter a n d the receiver. The difference o f p i l o t phases is a p p r o x i m a t e d 
w i t h l inear f u n c t i o n a n d its s lope is passed t h r o u g h a s imple I I R filter. The 
result is a p p l i e d to the data tones a d d i t i o n a l l y to the s1 c o m p e n s a t i o n . The 
constant va lue o f the phase c o m p e n s a t i o n is also used to tweak the carrier fre
quency c o m p e n s a t i o n . 

The r e s u l t i n g c o m p l e x vector w i t h c o m p e n s a t e d data tones is g i v e n v i a ca l l 
b a c k to u p p e r layers. It m i g h t be of dmf lexf ramesync or any c u s t o m layer w i t h 
any packet format . W h e n the u p p e r layer receives e n o u g h s y m b o l s , it s ignals 
b a c k a n d the receiver is reset to wai t for another frame. 

The per formance o f the of dmf lexf ramesync was measured b y the l i b r a r y 
author a n d is d e p i c t e d i n F i g u r e 7.8. T h i s was measured for n = 64 a n d is spe
cif ic for the of dmf lexf rame header m o d u l a t i o n a n d c o d i n g . 

7.3.2 Adding Holes 

B o t h transmitter a n d receiver need to k n o w the layout o f tones i n advance . I n 
the case o f the l i q u i d l ibrary , the tones are f i x e d w h e n creat ing the transmitter 
a n d receiver objects. That does not a l l o w a d d i n g holes in to the c o m m u n i c a 
t i o n . O n e o f the first changes was to make the tone layout changeable i n the 
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F i g u r e 7.8: L i q u i d F l e x f r a m e Per formance [63] 

HoleOf dmGen t ransmitter w h e n a packet is to be sent a n d not w h e n the trans
mit ter is created. 

M u c h greater p r o b l e m s t u r n e d u p w h e n m o d i f y i n g the HoleOfdmRec re
ceiver. E x p e r i m e n t s s h o w e d that the receiver is u n a b l e to w o r k i f the tone 
layout is different f r o m the one used for T x . S y n c h r o n i z a t i o n w i t h a ho le i n 
T x a n d n o hole i n R x w o r k s w i t h h i g h conf idence , b u t the conste l la t ion o f the 
o u t p u t is as i f it was passed t h r o u g h a mixer . 

The first idea was to l o o k in to the sO s y n c h r o n i z a t i o n . W i t h an increas ing 
n u m b e r o f holes , the s y n c h r o n i z a t i o n gets worse a n d then stops w o r k i n g c o m 
pletely. W h e n l o o k i n g for the sO s y m b o l , pairs o f +2 n e i g h b o r i n g tones are 
m u l t i p l i e d together a n d the s u m is c o m p e n s a t e d b y their count . There is s m a l l 
negl igence i n the c o u n t as there are one fewer n e i g h b o r i n g pairs o f tones t h a n 
there are used tones. W h e n a hole is a d d e d , this difference is increased. The 
offset was f i x e d to d i v i d e b y the real n u m b e r o f n o n z e r o p r o d u c t s a n d the syn
c h r o n i z a t i o n started to w o r k even w i t h s m a l l b l o c k s o f tones d i v i d e d b y m a n y 
holes . R e a l per formance w o u l d p r o b a b l y suffer w i t h fewer tones used , b u t the 
f u n d a m e n t a l p r o b l e m was so lved . T e s t i n g s h o w e d that the p r o b l e m was not i n 
this stage o f the receiver a n d its inf luence was m i n o r . I n o u r s i tua t ion o f u p to 
two holes , this f ix w o u l d make a lmost n o difference, so it was later r e m o v e d . 

A second w r o n g idea was to spl i t the detect ion in to b l o c k s between two p i l o t 
tones. S y n c h r o n i z a t i o n s y m b o l s d o not c o n t a i n p i l o t s 2 , b u t m i s s i n g b l o c k s i n 

2 O r are sO and s1 made only of pilot tones? 
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s y n c h r o n i z a t i o n w o u l d seamlessly c o n t i n u e in to data s y m b o l s where the 7-tone 
hole for G M S K w o u l d be p l a c e d between two p i l o t s . E a c h i n d e p e n d e n t b l o c k 
c o u l d be ca lcula ted separately d u r i n g the s y n c h r o n i z a t i o n . O u t l i e r s can be 
e l i m i n a t e d f r o m the set o f metrics a n d then c o m p o s e d together to get one syn
c h r o n i z a t i o n metr ic . T h i s m i g h t make the s y n c h r o n i z a t i o n w o r k regardless o f 
whether there is a ho le . T h i s m e t h o d c o u l d be used for b o t h sO a n d s1. F u r t h e r 
test ing s h o w e d that this also was not the m a i n p r o b l e m a n d it w o u l d restrict 
the G M S K c h a n n e l p lacement , so it was not used. 

The m a i n p r o b l e m was f o u n d i n the c h a n n e l es t imat ion o f s1. A f t e r a cor
rect m a t c h , the receiver gets the difference between w a n t e d a n d received s 1 a n d 
uses p o l y n o m i a l fit over a l l used tones. W h e n there is a hole i n the s 1 s y m b o l , 
the phase received is c o m p l e t e l y r a n d o m a n d the phase c o m p e n s a t i o n is as w e l l . 
The p r o b l e m w i t h the phase is that it is l i m i t e d between 0 a n d 2n. The receiver 
checks i f there is a step o f phase c o m p e n s a t i o n between two n e i g h b o r i n g tones. 
A step indicates that the phase has w r a p p e d over a n d needs to be u n w r a p p e d . 
I f there is a difference larger t h a n +n or — tt, it adds or removes 2n to make 
the phase curve s m o o t h . The u n w r a p p i n g a l g o r i t h m w i l l start correct ly, b u t 
d u r i n g the ho le , it r a n d o m l y adds several m u l t i p l e s o f 2ir a n d cont inues w i t h 
that u n t i l the e n d . The 4th-order p o l y n o m i a l fit tries to s m o o t h l y l i n k one part 
o f the s y m b o l w i t h the other w h i c h is m u l t i p l e turns above. The result cannot 
be used to compensate the c h a n n e l , instead, it mixes a l l the received data be
y o n d repair. S i m i l a r b u t less serious is the s i tuat ion w i t h p o w e r c o m p e n s a t i o n . 
U n u s e d tones have very l o w power , w h i c h inf luences the r e s u l t i n g p o l y n o m i a l 
a r o u n d the ho le . The same effect w i t h phase a n d p o w e r was also h a p p e n i n g 
later d u r i n g the 2 n d order p o l y n o m i a l p i l o t t r a c k i n g . 

The s o l u t i o n was to a d d a second s1 s y m b o l a n d encode D B P S K data in to 
it before the c h a n n e l es t imat ion is made . T h i s m o d u l a t i o n s h o u l d be tolerant 
to the c h a n n e l parameters. D e p e n d i n g o n whether the second symbol ' s phase 
is the same or inver ted , we get as m a n y bits o f i n f o r m a t i o n as there are tones. 
E a c h e m p t y tone w i l l re turn a r a n d o m bi t , so the p o s i t i o n o f b o t h holes needs 
to be e n c o d e d i n the r e m a i n i n g tones a n d not i n f l u e n c e d b y the data o n the 
e m p t y tones. 

The first idea was to m a r k b o t h holes w i t h ones o n b o t h sides. A n a l g o r i t h m 
can be made to l o o k for the hole pos i t ions even w h e n the holes are over lap
p i n g . The a l g o r i t h m needs to f i n d the longest consecutive sequence o f zeros 
a n d then m a r k two or a s ingle ho le . There is a h a r d l i m i t a t i o n o n o n l y two 
holes . L i m i t a t i o n o n the n u m b e r o f used tones a n d size o f the holes is satisfied 
for the selected parameters w i t h a large m a r g i n . T h i s s o l u t i o n has p r o v e n to be 
sensitive to those b o r d e r i n g bits w h i c h are also the ones most l i k e l y to f l i p . 

A m u c h s i m p l e r s o l u t i o n is to take ho le p o s i t i o n s a n d encode t h e m w i t h 
h i g h r e d u n d a n c y in to the avai lable data w h i l e not c o n s i d e r i n g w h i c h bits w o n ' t 
be t ransmit ted . I n the s implest , the p o s i t i o n i n f o r m a t i o n can be repeated m a n y 
t imes. O n e hole w i l l over lap o n l y one c o p y o f the i n f o r m a t i o n . D u r i n g Foe, i n 
d i v i d u a l bits are c o u n t e d a n d the more frequent va lue is used . A 16-bit n u m b e r 
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is e n o u g h for the selected parameters , one B for each hole p o s i t i o n . I f the hole 
is not used , it can be p u t to the g u a r d b a n d s where it has n o m e a n i n g . 

W i t h n > 256, the ho le p o s i t i o n w o u l d have to be e n c o d e d differently. The 
G M S K s igna l can o n l y appear o n one o f 64 channels a n d o n l y 6 bits o f i n 
f o r m a t i o n are needed. The other 2 c o u l d be used to conf igure the size o f the 
gap-

Instead o f a s imple major i ty , a p r o p e r F E C c o u l d also be used. O r more 

elaborate n o n - s t a n d a r d F E C e n c o d i n g c o u l d be created. The transmitter has 
the i n f o r m a t i o n a b o u t w h i c h bits w i l l not be received, so it c o u l d encode the 
hole p o s i t i o n o n l y to bits that are not part o f the ho le . D e s i g n o f an o w n F E C 
w o u l d be a lo t o f w o r k a n d u s i n g an already e x i s t i n g a n d v a l i d a t e d F E C s h o u l d 
be a better o p t i o n . 

W h e n the ho le pos i t ions are d e c o d e d , a new layout o f tones is k n o w n a n d 
can be used to f in i sh the e q u a l i z a t i o n . The phase a n d p o w e r correct ions f r o m 
the first s1 can be used, m i s s i n g tones e l i m i n a t e d a n d a correct p o l y n o m i a l 
f i t ted. A f t e r these m o d i f i c a t i o n s , the receiver started g i v i n g reasonable data . 

7.4 Simulation of Frames with Holes 

I n para l l e l w i t h the i m p l e m e n t a t i o n , the receiver was c o n t i n u o u s l y tested w i t h 
a s i m u l a t i o n . The same p r o g r a m was m o d i f i e d w h e n the i m p l e m e n t a t i o n was 
d o n e to test the differences between the m o d i f i e d receiver a n d the l i q u i d o r i g 
i n a l . The s i m u l a t i o n is a C++ p r o g r a m that runs a n instance o f the transmitter, 
adds A W G N a n d runs an instance o f the receiver. E a c h r u n o f the s i m u l a 
t i o n was d o n e for 4 sets o f transmitters a n d receivers: the o r i g i n a l l i q u i d set, 
HoleOfdm set w i t h o u t any holes , w i t h one hole a n d w i t h two holes . The hole 
pos i t ions were selected r a n d o m l y o n one o f the used tones. 

E a c h r u n o f the s i m u l a t i o n used a c o m b i n a t i o n o f C++ random_device to 
seed a def ault_random_engine w h i c h s h o u l d be e n o u g h to prevent any arti
facts caused b y some p o o r - q u a l i t y p s e u d o r a n d o m generators. Before the s im
u l a t e d s igna l , there was a r a n d o m delay i n l e n g t h between 3 a n d 4 O F D M sym
bols . A d d e d noise was generated once a n d a p p l i e d to a l l 4 s ignals . The o n l y 
e x c e p t i o n was the second s1 s y m b o l w h i c h is not used i n the l i q u i d O F D M 
frame. A f t e r the header, there were 256 s y m b o l s o f data . E a c h s y m b o l h a d 
b i n a r y P S K data o n even tones a n d quadrature P S K data o n o d d tones. This 
layout was c o p i e d f r o m a l i q u i d e x a m p l e code . A t the e n d o f the frame, there 
was one more O F D M s y m b o l o f just noise to f lush out any b l o c k that m i g h t 
s t i l l be s tuck i n the receiver. 

The receiver c a l l b a c k h a d access to the t ransmit ted data a n d the correct 
hole layout . It c o u n t e d errors a n d m a r k e d frames w i t h a w r o n g ho le layout . 
E r r o r i n a s y m b o l was c o u n t e d as one error even i n cases where the 4-state 
s y m b o l w o u l d give b o t h d e c o d e d bits w r o n g . Frames that were not detected 
were m a r k e d after the r u n . 
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F i g u r e 7.9: C o m p a r i s o n o f O F D M receivers, Frame Detected 

There was a n attempt to speed u p the s i m u l a t i o n b y u s i n g m u l t i p l e para l le l 
threads. B o t h l i q u i d a n d HoleOf dm transceivers need F F T l i b r a r y to w o r k . B o t h 
can either use l i q u i d ' s b u i l t - i n F F T or FFTW3 f r o m the o p e r a t i n g system. FFTW3 
h a d decades o f d e v e l o p m e n t , so it s h o u l d be the most o p t i m i z e d a n d the fastest. 
It was o p t i m i z e d for m u l t i p l e architectures a n d can easily r u n o n x86-64 P C 
as w e l l as o n A R M w h i c h w i l l be the target a p p l i c a t i o n o f the transmitter. 

A s it turns out , FFTW3 is not thread-safe w h e n creat ing a n d d e l e t i n g F F T 
plans . U s u a l l y , the p lans are created i n advance a n d then r u n m a n y t imes. The 
p r o b l e m is w i t h HoleOfdmGen w h i c h needs to regenerate s y m b o l sO o n each 
T x a n d at that t ime it creates, uses a n d destroys an i F F T . W i t h some m o d i f i 
ca t ion , the transmitter c o u l d p r o b a b l y use the same i F F T p l a n w h i c h is used 
for data s y m b o l s . T o prevent this a n d more poss ib le co l l i s ions , the s i m u l a t i o n 
was instead spl i t in to different p r o g r a m s . E a c h r u n n i n g p r o g r a m has its o w n 
a l loca ted m e m o r y a n d can s imulate its o w n f rac t ion o f the overa l l s i m u l a t i o n . 

7.4.1 Results 

The F i g u r e 7.9 shows that the m o d i f i e d HoleOf dmRec is m u c h worse at de tec t ing 
the frame a n d s y n c h r o n i z i n g . The curves s h o w packet miss rate or P E R i f suc
cess is the detect ion o f the frame or packet a n d s y n c h r o n i z a t i o n . The dashed 
l ines s h o w where the packet was detected, b u t the ho le layout d e c o d e d f r o m 
the second s 1 was w r o n g . F u l l a n d dashed lines are very close w h i c h means 
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that w h e n the packet is detected, the hole layout w i l l be most l i k e l y correct. 
D e t e c t i o n a n d s y n c h r o n i z a t i o n a lone d o not te l l a n y t h i n g a b o u t the q u a l i t y o f 
the s y n c h r o n i z a t i o n a n d the frame data . E v e n t h o u g h the l i q u i d receiver is able 
to detect m a n y more packets , they w i l l be most ly unusab le . 

F igure 7.10 shows that w h e n the t h r e s h o l d for a successful packet is 50% data 
symbols correct , b o t h l i q u i d a n d HoleOfdm receivers are c o m p a r a b l e , at least 
o n this A W G N c h a n n e l . These curves can also be c o m p a r e d w i t h the header 
d e c o d i n g curve i n F i g u r e 7.8. The of dmf lexf rame header uses F E C a n d needs 
some p o r t i o n o f bi ts correct to w o r k . The s i m i l a r i t y between the figure created 
b y this s i m u l a t i o n a n d a figure p r o v i d e d b y the l i q u i d ' s author suggests that the 
results are correct a n d b o t h receivers are i n fact c o m p a r a b l e . The last F igure 
7.11 shows a p e r f o r m a n c e o f the receivers i f success is 99% data s y m b o l s correct. 
A t this level , the errors w o u l d be easily fixed w i t h basic c o d i n g . 

7.5 Prototype Network Implementation 

The next step was to i m p l e m e n t a basic camera, C U a n d a sensor for a p r o t o t y p e 
n e t w o r k . The camera needs HoleOf dmGen together w i t h a source o f v i d e o a n d 
a detector o f the G M S K c o m m u n i c a t i o n . The C U needs HoleOf dmRec w i t h the 
G M S K transceiver f r o m C h a p t e r 6. 
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The d e v e l o p m e n t a n d test ing o f the p r o t o t y p e n e t w o r k were done ent irely 
o n 50 Q c o a x i a l cables. L i m e S D R M i n i transceivers h a d a p p r o x i m a t e l y 43 d B 
between T x a n d o w n R x w h i l e there were at least 3 d B more for each T-spl i t ter 
i n the p a t h to other transceivers. R T L - S D R was used for the i n s p e c t i o n o f what 
signals are present. T h i s setup was used instead o f antennas for two reasons. It 
w o u l d not be p o l i t e to fill the entire s u b - G H z S R D s p e c t r u m w i t h the test ing 
s igna l . P r o d u c t i o n devices need to keep track o f their T x a n d obey d u t y cycle 
l i m i t s , w h i c h is not true for t w e a k i n g a n d test ing. There w i l l s t i l l be some sig
n a l escaping the cables, b u t it s h o u l d n ' t inconvenience nearby s u b - G H z users. 
The second reason is that the first s i m u l a t i o n s h o w e d that it m a y be necessary 
to c o n t r o l the T x power . That f u n c t i o n a l i t y is regular ly used t o d a y a n d there 
w o u l d be n o benefit i n i m p l e m e n t i n g it yet a g a i n i n this p r o t o t y p e . F i x e d at
tenuat ion a n d m a n u a l l y set T x p o w e r w i l l s i m p l i f y the d e s i g n . 

7.5.1 Clear Channel Assessment 

I n o u r m o d e l s i tua t ion , it w o u l d be poss ib le to keep a camera s y n c h r o n i z e d 
w i t h C U a n d the n e t w o r k b u t the sensor w i l l w a k e u p unaware o f the n e t w o r k 
state a n d t i m i n g . The G M S K transceivers i n sensors w i l l awake f r o m sleep 
a n d w i l l have to find a correct c h a n n e l to T x as s o o n as poss ib le . N o r m a l l y , 
a C C A a l g o r i t h m is used to determine w h o w i l l t ransmit first a n d w h o later. The 
device that wants to t ransmit w i l l first scan the c h a n n e l , try to detect the other 
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transmitter a n d i f there is one , it w i l l b a c k off a n d wai t before t r y i n g aga in . 
D e p e n d i n g o n the i m p l e m e n t a t i o n , either the s c a n n i n g t ime or the back-of f 
t ime c a n be r a n d o m or b o t h . I n o u r s i tua t ion , it s h o u l d also be i m p r o v e d b y 
r e t u n i n g to another r a n d o m c h a n n e l for the frequency agi l i ty . 

The first t h i n g to not ice is the detect ion o f the O F D M s igna l as it is spread 
a p p r o x i m a t e l y 51 times w i d e r t h a n the G M S K . 3 N o r m a l l y , the regulat ions p r o 
v i d e rules for C C A . I n E U at s u b - G H z , it is 15 d B above the sensit ivi ty level 
[52], b u t the receiver's f i lter w i l l detect o n l y 1/51 or — 1 7 d B o f the O F D M sig
n a l . M o d e r n transceivers s h o u l d have sensit ivi ty lower t h a n the l i m i t requi red 
b y regulat ions , b u t it needs to be a c c o u n t e d for i n the d e s i g n . O n the other 
h a n d , f o l l o w i n g the rules c o m p l e t e l y w o u l d prevent the sensor a n d the camera 
f r o m t r a n s m i t t i n g together, so a l i t t le re interpretat ion is necessary. 

I f the s i tuat ion w o u l d be a c o n t i n u o u s stream o f v i d e o , s u c h as D V B - T for 
example , the sensor w o u l d have n o other choice b u t to scan every c h a n n e l 
a n d f i n d a ho le . It w o u l d have to detect a d r o p i n the p o w e r o n one of the 
channels . S c a n n i n g for p o w e r s h o u l d take less t h a n the already m e n t i o n e d 
630 |j.s [22] w h i c h were for preamble detect ion , b u t s c a n n i n g tens o f channels 
w i l l s t i l l require some t ime. The actual t ime w i l l d e p e n d o n the transceiver 
a n d its c o n f i g u r a t i o n . R a n d o m c h a n n e l s c a n n i n g m i g h t also be unre l iab le i n 
a m u l t i p a t h e n v i r o n m e n t i f the r e m a i n i n g s idebands i n the ho le are stronger 
than a used c h a n n e l o n the other side o f the s p e c t r u m . 

For this n e t w o r k , there is a set o f HoleOfdmGen a n d HoleOf dmRec w h i c h use 
frames a n d can a d d an arbi t rary ho le , i n c l u d i n g to the frame header. The C C A 
used here is a lmost the o p p o s i t e o f the correct a l g o r i t h m . The sensor starts 
as a regular C C A a n d i f the c h a n n e l is clear, it transmits . I f not , ins tead o f a ran
d o m back-off , the sensor w i l l wai t u n t i l the O F D M packet ends a n d start trans
m i t t i n g i m m e d i a t e l y after. The O F D M transmitter needs to sense the G M S K 
s ignal as a part o f its C C A a n d automat i ca l ly e l iminate the necessary tones. 
There is a r i sk o f m u l t i p l e sensors t r a n s m i t t i n g b o t h after the same e n d o f the 
O F D M packet , b u t the chance for c o l l i s i o n is smal ler b y the n u m b e r o f ran
d o m l y selected channels . 

7.5.2 Simplified Sensor 

The sensor made i n C h a p t e r 6 was s i m p l i f i e d to the bare m i n i m u m . Its o n l y 
f u n c t i o n is to send packets a n d wai t for an a c k n o w l e d g m e n t . The sensor 
is s l eeping most o f the t ime a n d w a i t i n g for an in ter rupt f r o m a b u t t o n . I f 
the b u t t o n is pressed, the sensor does the m o d i f i e d C C A , transmits a n d waits 
i n R x for 100 ms. A n o t h e r s wi t ch is used to select whether to r a n d o m l y select 
frequencies or stay o n one c h a n n e l . 

The packet format was also s i m p l i f i e d . The l e n g t h byte was r e m o v e d a n d 
the packet size was f i x e d o n b o t h ends. A n incorrec t ly d e c o d e d b i t i n the l e n g t h 
byte w o u l d m e a n an entire packet lost. The packet has 18 B w i t h 9 copies o f 

3 A very approximate amount of 51 out of 64 channels of G M S K is covered by the O F D M 
with 20% guardbands. 
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a 1 B counter , to detect packets missed f r o m sensor to C U , a n d 9 copies o f a 1 B 
n u m b e r o b t a i n e d b y the last a c k n o w l e d g e , to detect m i s s i n g a c k n o w l e d g m e n t s 
f r o m C U to sensor. C R C was r e m o v e d f r o m the packet a n d the ma jor i ty o f 9 
copies is used instead to detect h o w m a n y bits were received w r o n g . 

18 B w o u l d be a very short packet w h e n n e t w o r k i n f o r m a t i o n a n d encryp
t i o n are a d d e d . T h i s c o u l d represent a b i n a r y sensor as a magnet i c d o o r detec
tor or a s m o k e a l a r m . 

7.5.3 OFDM Packet Format 

The i n d i v i d u a l O F D M tones were m o d u l a t e d w i t h quadrature P S K w h i c h puts 
one byte per 4 s y m b o l s . The packet was f i x e d to a l e n g t h o f 64 B per tone or 
a p p r o x i m a t e l y 15 ms o n air i n c l u d i n g a l l s y n c h r o n i z a t i o n s y m b o l s . The packet 
l e n g t h is a p p r o x i m a t e l y equal to a 64 B packet o f G M S K i n c l u d i n g its preamble 
a n d s y n c w o r d . W i t h o u t the p i lo t s a n d g u a r d b a n d s , there are 178 data tones 
w h i c h gives s o m e t h i n g over 11 K i B . 

The O F D M l i n k s h o u l d t ransport v i d e o . I n the p r o d u c t i o n device , the v i d e o 
w o u l d be e n c o d e d to save m u c h o f the avai lable datarate. C a m e r a devices 
w o u l d also have to track their T x d u t y cycle w h i c h means l i m i t i n g the trans
m i t t e d v i d e o to o n l y short bursts w h e n there is some act ivi ty detected or o n an 
i n t e n t i o n a l user request. I n this p r o t o t y p e n e t w o r k , the g o a l was to c o n t i n u 
ous ly fill the l i n k u p to its l i m i t w i t h o u t any restrict ions o n b a n d w i d t h usage. 
The raw v i d e o was m a p p e d to the t w o - d i m e n s i o n a l O F D M packet . 

E a c h packet starts w i t h one r o w o f bytes s t o r i n g 64 copies o f a 16-bit v i d e o 
frame counter a n d a 16-bit ver t i ca l p o s i t i o n o f the first l ine . The next 63 rows 
are used to store 7 l ines o f the v i d e o data . The v i d e o p ic ture frames at 
432 x 768 p i x e l were spl i t in to l ines . E a c h l ine o f the p ic ture is m a p p e d to 9 rows 
o f the data . Three colors t imes three n e i g h b o r i n g p ixe ls are s tored i n the same 
tone. The m a p p i n g disregards p i lo t s a n d holes , so a ho le i n frequencies trans
lates to a ho le i n the p i c t u r e w h i l e the rest remains i n the same place. 

The p ic ture data are not protec ted b y any F E C or C R C , to make errors 
v i s ib le . O n l y the l ine p o s i t i o n i n a p i c t u r e frame is protec ted b y a ma jor i ty to 
detect w h e n a packet gets lost. 

7.5.4 Central Unit 

The C U software is w r i t t e n i n C++ a n d runs o n a P C w i t h L i m e S D R M i n i con
nected to one o f its U S B 3 p o r t s . The d e v e l o p m e n t started f r o m the software 
used i n C h a p t e r 6 a n d uses the same G M S K receiver a n d transmitter . Few i m 
provements a n d fixes were made d u r i n g this deve lopment . The S D R classes 
were spl i t in to a s u b m o d u l e to a l l o w easy transfer o f changes between this soft
ware a n d the one f r o m C h a p t e r 6. 

This software uses three threads a n d even more are s p a w n e d b y the L i m e -
Suite l ibrary . O n e thread is dedica ted to the user interface w h i c h is m a i n l y 
a console , b u t it handles also an o u t p u t o f the received v i d e o . T h i s thread also 
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handles d e b u g facil it ies s u c h as p r i n t i n g a l o g o f events a n d e x p o r t i n g d e b u g 
data to be p l o t t e d . T w o other threads use m a x i m a l p r i o r i t y a n d process S D R 
a n d a p p l i c a t i o n layer behavior . The second thread handles the L i m e S u i t e l i 
brary, G M S K T x , F F T a n d the first stage o f G M S K R x a n d stores the i n c o m i n g 
frames to F I F O . The threads are l i n k e d w i t h a s i m p l e stat ical ly a l loca ted F I F O 
for the 1020 sample frames. The t h i r d thread uses data f r o m this F I F O to re
ceive O F D M packets . It also handles the a p p l i c a t i o n layer o f c o m m u n i c a t i o n 
w i t h the sensor. 

The software uses the O p e n C V l ibrary . N o other O p e n C V tools were used 
besides basic data m a n i p u l a t i o n a n d imshow() to s h o w the received p ic ture o n 
the screen. The l i b r a r y was selected for convenience as it is also used i n the 
camera, b u t it c o u l d be easily replaced . The v i d e o frame is b u i l t l ine b y l ine 
as the packets are received a n d a t h i n red l ine is d r a w n u n d e r n e a t h to s h o w 
what part o f the p ic ture was u p d a t e d . D a t a f r o m m i s s i n g packets are cleared 
f r o m the image. 

A s m a l l q u i r k o f the setup creates a difference f r o m the s y m b o l s i m u l a t i o n 
i n Sec t ion 7.2. I n the s i m u l a t i o n , the s y m b o l o f O F D M i n c l u d i n g the g u a r d 
in terva l was the same n u m b e r o f samples as the G M S K s y m b o l or its m u l t i p l e . 
I n the S D R software, b o t h m o d u l a t i o n s need to be baseband signals at the 
same s a m p l i n g frequency. The a l l - channel G M S K needs to have one s y m b o l 
per 2 x 64 samples , exact ly at the 2X s ize. The O F D M is set to n = 256 w i t h 
a n/8 = 32-sample cyc l i c pref ix w h i c h cannot be equal to 2X. This difference 
s h o u l d have a s i m i l a r effect as a realistic shift between s y m b o l s f r o m different 
transmitters. 

7.5.5 Wireless Camera 

The camera p r o t o t y p e is based o n a R a s p b e r r y P i 4 w i t h a C S I camera m o d u l e . 
R a s p b e r r y P i O S o p e r a t i n g system, n o w i n s tandard 64 b i t , based o n D e b i a n 
bul lseye , was used to r u n it . The L i m e S D R M i n i was connec ted to U S B 3, 
an Ethernet cable was p l u g g e d i n for S S H access a n d an L C D was connected 
v i a the D S I for convenience . 

The S D R software is w r i t t e n i n C++ a n d c o m p i l e d f r o m the same 
sources as the software for the C U . It is c o m p i l e d o n the host P C w i t h 
a a r c h 6 4 - l i n u x - g n u - g + + w i t h different o p t i o n s e n a b l e d . In i t ia l ly , there were 
some p r o b l e m s w i t h c r o s s - c o m p i l a t i o n a n d the s o l u t i o n was to use the same 
vers ion o f D e b i a n as is used i n R a s p b e r r y o n the P C used for deve lopment . 
H a v i n g newer D e b i a n test ing was not poss ib le as it contains a newer g l i b c 
used b y the l ibrar ies . 

This software uses a s i m i l a r layout as the one i n C U . O n e thread is for the 
console o u t p u t , one thread handles the L i m e S u i t e l i b r a r y a n d detects i n c o m i n g 
noise o n one o f the G M S K channels a n d the t h i r d thread composes the O F D M 
packets a n d puts the data to F I F O to be sent. 

The m a i n S D R l o o p was shortened, c o m p a r e d w i t h the C U software, to 
4 frames. It s t i l l causes a delay o f at least 1.04 ms to react to an i n c o m i n g s igna l . 
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F i g u r e 7.12: T i m i n g o f O F D M a n d G M S K Packets 

The delay between two O F D M packets needs to i n c l u d e the t ime for the sensor 
to start t r a n s m i t t i n g a n d the react ion t ime o f the camera. The delay is s h o w n 
i n F i g u r e 7.12 w h i c h was measured b y R T L - S D R at 1024 ksample/s a n d passed 
t h r o u g h an R M S filter i n G N U R a d i o . The p o w e r values are o n l y for i l l u s t r a t i o n 
as they d e p e n d o n attenuators used to connect a l l devices a n d o n the O F D M 
s ignal w h i c h does not fit in to R T L - S D R b a n d w i d t h . 

F igure 7.12 shows that the sensor takes a p p r o x i m a t e l y 1.5 ms to start trans
m i t t i n g . F r o m p e r s o n a l experience w i t h S 2 L P , I k n o w that this t ime can be al
most 5 t imes less, b u t it w o u l d require not u s i n g the S 2 L P l ibrary , r e o r g a n i z i n g 
most o f the sensor f i rmware a n d w o u l d have a l i t t le benefit i n this p r o t o t y p e . 
I n this s i tua t ion , the delay between packets was chosen to be 13 L i m e S u i t e 
frames or a p p r o x i m a t e l y 2.7 ms. The f igure shows that the next O F D M packet 
starts a p p r o x i m a t e l y 2.75 ms after the first one ends w h i c h w o u l d be somewhere 
between 13 a n d 14 frames. 

The camera data are o b t a i n e d b y O p e n C V a n d a G S t r e a m e r p i p e l i n e w i t h 
the advantage that the C S I camera or any other U S B camera can be used almost 
w i t h o u t any changes to the code . It also rescales the p ic ture to 432 x 768 p i x e l 
to fit n ice ly over the selected n u m b e r of tones w i t h a c o m m o n aspect rat io . 
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7.5.6 Communication Problems 

The first attempts w i t h O F D M o n the L i m e S D R M i n i s h o w e d that the s ignal 
is spread a n d the holes are barely v i s i b l e . T w o fixes were made to make the 
t ransmiss ion w o r k . B o t h are p r o b a b l y l i n k e d together a n d w i t h h i g h P A P R 
o f the generated O F D M s igna l . F irst s u s p i c i o n was to w r o n g l y set T x p o w e r 
ampli f iers i n the S D R hardware . The hardware has too m a n y o p t i o n s to attempt 
c u s t o m settings a n d the o n l y o p t i o n is to trust the L i m e S u i t e dr iver . The author 
o f the l i q u i d l i b r a r y writes [63]: " M o s t hardware have h i g h l y non- l inear R F 
front ends (mixers , ampl i f iers , etc.) w h i c h require a t ransmit p o w e r back-of f 
b y a few d B to ensure l ineari ty , p a r t i c u l a r l y w h e n m a n y subcarriers are used. " 
The s o l u t i o n was to reduce b o t h the a m p l i t u d e o f the generated O F D M s ignal 
b y 1/7 a n d the dr iver T x p o w e r b y —18 d B . The T x p o w e r c o u l d p r o b a b l y be 
increased s igni f i cant ly w i t h p r o p e r t u n i n g o f the entire S D R c h a i n . A n o t h e r fix 
was a d d i n g a w h i t e n i n g o f the t ransmit ted data . B o t h transmitter a n d receiver 
f l ip each t ransmit ted b i t b y the same m-sequence. W i t h those two fixes, the 
O F D M transmitter a n d receiver started to w o r k correctly. 

The G M S K s igna l p r o v e d to be quite d i s t u r b i n g to the O F D M receiver. The 
s ignal f r o m the sensor is p r o b l e m a t i c o n l y s l ight ly , w h i c h was expected f r o m 
the s i m u l a t i o n results, b u t the a c k n o w l e d g m e n t t ransmit ted b y the C U is p r o b 
lematic very. The s i tua t ion c o u l d be p r o b a b l y i m p r o v e d b y a p r o p e r separat ion 
between the S D R T x a n d R x paths . A c i rcu la tor c o u l d be used instead o f two 
c o m m o n attenuators. M a n u a l l y t u n i n g the p o w e r o f b o t h G M S K signals was 
e n o u g h to make the system w o r k . I n a real s i tua t ion w i t h antennas where the 
separat ion between camera a n d C U w i l l be m u c h h i g h e r t h a n between R x a n d 
T x antenna, the c i rcu la tor m i g h t be necessary. 

A n o t h e r o p t i o n w o u l d be to c i r c u m v e n t the p r o b l e m w i t h a clever des ign 
o f the n e t w o r k . The v i d e o l i n k w o u l d require a b a c k c h a n n e l f r o m the C U to 
the camera. H i g h e r O S I layers need to send a c k n o w l e d g e packets a n d C U w i l l 
need a w a y to c o n t r o l the camera. The a c k n o w l e d g m e n t to the camera m i g h t 
be sent sooner t h a n requi red a n d a l l o w the C U to swi tch its S D R to T x m o d e . 
The C U , as a master of the ne twork , has the o p t i o n to take p r i o r i t y a n d transmit 
r ight away. B o t h a c k n o w l e d g m e n t s to the camera a n d the sensor c a n be sent 
at the same t ime. T h i s w o u l d make the c i rcu la tor i n C U unnecessary a n d also 
a l l o w the use o f m u c h s i m p l e S D R w i t h a s w i t c h between R x a n d T x instead o f 
b o t h i n para l l e l . 

7.6 Results 

O n e O F D M packet w i t h the delay between two packets as seen i n F i g u r e 7.12 
totals a p p r o x i m a t e l y 18 ms. O n e packet adds 7 l ines o f a p ic ture w h i c h results 
i n one frame o f raw v i d e o i n 1.1 s. It can also be conver ted to a datarate o f 
6 1 8 K i B / s or 5.1 M b i t / s . The same n u m b e r s were also observed b y c o u n t i n g 
the received data i n C U . T h i s datarate is w i t h o u t holes w h i c h w i l l remove 6 or 
7 x 64 B f r o m each packet , d e p e n d i n g o n p i l o t pos i t ions . 
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F i g u r e 7.13: Water fa l l o f O F D M w i t h H o l e s 

F igure 7.13 was gathered b y L i m e S D R M i n i a n d SDR++. T i m e f lows u p o n 
the f igure , the oldest data are at the b o t t o m . The colors o f the water fa l l image 
were inver ted a n d level -shi f ted for better i l l u s t r a t i o n o n whi te b a c k g r o u n d . The 
center f requency o f the receiver was p u t s l i g h t l y h igher t h a n the transmitter. It 
can be seen as an artifact o n the water fa l l made b y the D C spike . O t h e r artifacts 
m a y be caused b y missed samples . T h i s setup was o n l y for i l l u s t r a t i o n purposes 
a n d not for serious measurement . 

I n F i g u r e 7.13 the G M S K packet can be seen to start a lmost i m m e d i a t e l y 
after the O F D M packet ends. A short w h i l e after that, another O F D M packet 
starts w i t h a hole a r o u n d the c o n t i n u i n g G M S K packet . It is the same s i tuat ion 
as i n F i g u r e 7.12. N o r m a l l y , another G M S K packet w o u l d f o l l o w as a response 
f r o m C U to the sensor, b u t i n this f igure , the C U ' s rad io was used to gather the 
waterfa l l instead. The same s i tuat ion can be seen i n F igure 7.14 w h i c h is a v i d e o 
o u t p u t f r o m the C U w i t h sensor t ransmi t t ing . L i g h t gray are the p i l o t tones 
a n d darker gray are the u n u s e d tones a n d holes made for the sensor's s igna l . 

S o m e G M S K packets are also v i s ib le o n channels that are i n the O F D M 
g u a r d b a n d s . The real n e t w o r k doesn't have to use these G M S K channels or 
use t h e m o n l y for key fobs a n d other m o b i l e devices. That w o u l d c i r cumvent 
the p r o b l e m w i t h c o n f i g u r i n g T x p o w e r o f m o b i l e devices. 

F igure 7.15 shows a s p e c t r u m o f the O F D M s igna l . It was measured w i t h an 
R B W o f 5 k H z . P i l o t tones m o d u l a t e d b y b i n a r y P S K a n d the D C spike make 
s m a l l d i m p l e s i n the s p e c t r u m . F i g u r e 7.16 was measured w i t h R B W o f 5 k H z 
as w e l l . It shows the sensor G M S K s igna l p u t ins ide a ho le i n the O F D M . 

E r r o r rates were measured w i t h the p o w e r o f b o t h signals as set m a n u 
a l ly d u r i n g the d e v e l o p m e n t . It is the case o f G M S K p o w e r set to —23 d B m . 
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Figure 7.14: V i d e o O u t p u t f r o m C U 

F igure 7.15: O F D M S p e c t r u m 
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F i g u r e 7.16: S p e c t r u m o f O F D M w i t h H o l e a n d G M S K 

The sensor t ransmit ted one G M S K packet a p p r o x i m a t e l y once o n every t h i r d 
O F D M packet , so o n l y 1/3 o f the O F D M was affected b y the G M S K . 

• W h e n o n l y the O F D M was r u n n i n g , n o packet out o f 32962 was lost . O u t 
o f more t h a n 358 M i B , o n l y 2583 bits were received w r o n g (0.9 • 10~ 6). 

• W h e n o n l y the G M S K was r u n n i n g , n o packet was lost out o f 12549 sent. 
O u t o f a lmost 221 K i B , no t a s ingle b i t was received w r o n g . 

• O F D M w i t h holes f i l l e d w i t h G M S K has worse parameters. 

- N o n e out o f 32976 O F D M packets was lost (few u s u a l l y d o ) , 
a n d 6893 bits were w r o n g out o f 355 M i B (2 • 10" 6 ) . 

- 2268 out o f 11523 G M S K packets were lost (0.2) 
a n d 14 778 bits were w r o n g out o f 163 K i B ( 1 0 - 2 ) . 

• W i t h o u t holes i n the O F D M , the c o m m u n i c a t i o n is unre l iab le . 

- 749 out o f 32976 O F D M packets were lost (2 • 10" 2 ) 
a n d 0.1 out o f 350 M i B were w r o n g (4 • 1 0 - 4 ) . 

- The G M S K c o m m u n i c a t i o n wasn't usable at a l l a n d the C U software 
wasn't able to track the T x packet counter to c o u n t lost packets . 
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F i g u r e 7.17: P E R Test o f the P r o t o t y p e 

These n u m b e r s s h o w that the s i tua t ion does favor the O F D M . The G M S K 
c o n n e c t i o n w o u l d be usable , b u t w i t h drawbacks . I n a l o w - p o w e r device, the 
frequent packet repet i t ions w o u l d increase its current c o n s u m p t i o n . The last 
test shows that i f the O F D M l i n k does not p r o v i d e holes for the G M S K , the 
c o m m u n i c a t i o n suffers a lot . B o t h P E R a n d B E R o f the O F D M d r o p at least 
two more orders o f m a g n i t u d e . It s h o u l d be benef ic ia l to be p o l i t e even i f the 
G M S K c o m m u n i c a t i o n is not a part o f the same n e t w o r k . E u r o p e a n n o r m s d o 
not require the use o f C C A i f the d u t y cycle is l i m i t e d , b u t w a i t i n g or m a k i n g 
holes s h o u l d be preferred. The G M S K l i n k is not usable at a l l w i t h o u t holes . 

F igures 7.17 a n d 7.18 s h o w h o w P E R a n d B E R change w h e n the p o w e r o f the 
G M S K s igna l is v a r i e d . The d r o p o f O F D M B E R at the r ight edge is p r o b a b l y 
a q u i r k o f the test as the inaccuracy o f B E R rises w i t h h i g h P E R a n d less data 
received. The o p t i m u m o f B E R w o u l d be for G M S K p o w e r above —16 d B m , 
a l i t t le h i g h e r t h a n the va lue m a n u a l l y selected d u r i n g d e v e l o p m e n t . The P E R 
o f the G M S K s igna l stays unreasonable h i g h even w i t h increas ing power . 

It seems that the ho le s h o u l d be larger t h a n the selected 7 tones. A hole o f 
11 tones w o u l d carry a p p r o x i m a t e l y 4/178 pa 2% less data b u t w o u l d i m p r o v e 
the interference. F i g u r e 7.19 shows h o w B E R is i n f l u e n c e d b y the ho le size 
w h e n G M S K p o w e r was set to —16 d B m . The P E R stayed a lmost constant i n 
this s i tua t ion for b o t h O F D M a n d G M S K . Perhaps the b a d P E R o f G M S K 
(over 4 • 10~2) is not caused b y an interference o f the s ignals b u t b y saturat ion 
o f the S D R receiver. 
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8 Conclusion 

C u r r e n t security a n d a u t o m a t i o n systems are of ten s tuck o n s ingle- frequency 
c o m m u n i c a t i o n w h i c h is susceptible to j a m m i n g , n o matter i f i n t e n t i o n a l or 
caused b y an external s igna l f r o m p o o r l y d e s i g n e d electronics . The m a i n rea
son for a s ingle- frequency system is the delay f r o m a sensor w a k i n g u p to infor
m a t i o n ge t t ing to a C U . T h i s w o r k proposes two m e t h o d s o n h o w to i m p r o v e 
wireless c o m m u n i c a t i o n i n h o m e a u t o m a t i o n a n d security systems. 

O n e m e t h o d i m p r o v e s sensor c o m m u n i c a t i o n , is af fordable a n d c o u l d be 
i m p l e m e n t e d w i t h p r o p e r investment i n deve lopment . The other m e t h o d adds 
v i d e o cameras, b u t w o u l d n ' t current ly fit in to a b u d g e t o f a C U o f a security or 
h o m e a u t o m a t i o n system. H o w e v e r , it m i g h t be avai lable i n near future . 

B o t h m e t h o d s a l l o w sensors to w a k e u p f r o m sleep a n d i m m e d i a t e l y start 
t r a n s m i t t i n g o n a r a n d o m c h a n n e l . A n e t w o r k c a n be d e s i g n e d based o n these 
p r i n c i p l e s . The sensor hardware , p o w e r c o n s u m p t i o n , range a n d c o m m u n i c a 
t i o n delay can stay the same as for the s i m p l e s ingle- frequency s o l u t i o n that 
is current ly avai lable . The m a i n i m p r o v e m e n t is increased robustness b y fre
quency agi l i ty . I f one c h a n n e l is o c c u p i e d , the sensor can r a n d o m l y select an
other. W i t h some i n v e n t i o n , these p r i n c i p l e s c o u l d also be used to s y n c h r o n i z e 
the sensor in to a s l o w frequency h o p p i n g w i t h o u t the usua l disadvantages . 

The second m e t h o d a l lows coexistence between the s ignals o f a sensor a n d 
a v i d e o camera. It a l lows the security camera to have o n l y one hardware radio 
for b o t h the l o w - p o w e r sensor n e t w o r k a n d the h i g h datarate v i d e o l i n k . 

8.1 Affordable All-channel Receiver in Cortex-M 

This receiver a l lows rece iv ing a l l G M S K channels at the same t ime. The con
s t ruc t ion uses a cheap d e m o d u l a t o r f r o m a D V B - T tuner connec ted to the 
M C U ' s A D C , so the a d d i t i o n a l c o m p l e x i t y o f the C U is acceptable for h o m e 
a u t o m a t i o n or security. 

The p r o t o t y p e hardware is not o p t i m i z e d a n d its a n a l o g des ign c o u l d use 
a lo t o f a t tent ion f r o m a n R F engineer. The f ina l p r o t o t y p e h a d o n l y a range o f 
several meters. A receiver o f a s i m i l a r structure r u n n i n g o n P C w i t h R T L - S D R 
w i t h a p r o p e r antenna h a d a range c o m p a r a b l e to or greater t h a n a s tandard 
G M S K receiver. That m i g h t indicate that there is n o t h i n g f u n d a m e n t a l l y 
w r o n g w i t h the concept , jus t an imperfect d e s i g n o f the R x c h a i n . 
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Despi te the p r o t o t y p e parameters, it demonstrates the poss ib i l i t ies o f soft
ware radio i n s m a l l e m b e d d e d microprocessors . A p a r t f r o m the direct a p p l i 
ca t ion , the des ign explores a new interes t ing area o f e m b e d d e d electronics . 
A s i m p l e S D R receiver doesn't need a n expensive F P G A to w o r k . This p o 
tent ia l ly opens a w h o l e new market o f c o n s u m e r electronics to i n n o v a t i v e a n d 
e x p e r i m e n t a l designs i n R F c o m m u n i c a t i o n , radars or s imi lar . A receiver w i t h 
out the need for F F T w o u l d fit in to the M C U easily. For more c o m p l i c a t e d 
designs, even faster C o r t e x - M microprocessors are a lready avai lable . 

8.2 Mixed Network with GMSK and OFDM 

This set o f O F D M transmitter a n d receiver a l lows m a k i n g holes several fre
quency tones w i d e . These holes can be used b y the G M S K c o m m u n i c a t i o n . 
The O F D M receiver w i l l au tomat i ca l ly detect the ho le layout . It c o u l d be use
f u l for a h o m e security system w i t h wireless cameras. I n this case, the previous 
a l l - channel G M S K receiver c a n be r u n o n the same hardware i n p a r a l l e l w i t h 
the O F D M . The results for the G M S K receiver w h i l e the O F D M is r u n n i n g are 
not g o o d even w h e n p o w e r a n d hole size are v a r i e d . M o r e research m i g h t be 
needed to get the P E R reasonably l o w . 

The i m p l e m e n t a t i o n presented here is o n l y one o f m a n y poss ib i l i t ies o f the 
entire n e t w o r k d e s i g n . For example , a m u c h s i m p l e r s o l u t i o n for the cohabi ta
t i o n w o u l d be a t ime d i v i s i o n m u l t i p l e x between the two m o d u l a t i o n s . I n this 
specific setup, it w o u l d reduce the O F D M datarate to 2/3. It w o u l d be the pre
ferred s o l u t i o n i f the sensor packets w o u l d be sparse e n o u g h . H o w e v e r , i f the 
expected s i tuat ion is m u l t i p l e sensors r e p o r t i n g at the same t ime as the v i d e o 
cameras start t r a n s m i t t i n g , then the holes can be a s igni f icant i m p r o v e m e n t . 

C u r r e n t l y , c o m m o n S D R s avai lable o n the market are too expensive for 
c o n s u m e r electronics , b u t the pr i ce c o u l d be p u s h e d w a y d o w n w i t h p r o p r i 
etary ch ips used i n the m o b i l e p h o n e segment. Secur i ty cameras w i l l need b o t h 
a processor to encode the v i d e o stream a n d an S D R for c o m m u n i c a t i o n . B o t h 
c o m p o n e n t s are cheaply m a n u f a c t u r e d for every m o b i l e p h o n e b u t u n f o r t u 
nately kept secret to protect the d e s i g n . The s i tuat ion c o u l d change r a p i d l y i n 
the same w a y as e m b e d d e d c o m p u t i n g became easily avai lable b y R a s p b e r r y P i 
a n d S D R became avai lable b y the l eaked datasheet o f R T 8 2 0 T 2 a n d R T L - S D R . 

8.3 Applications and More Research 

S t i l l , a lot o f d e v e l o p m e n t w o u l d be needed between this w o r k a n d a p r o d u c 
t i o n device . The d e v e l o p m e n t o f a real n e t w o r k s h o u l d start w i t h up-to-date 
hardware . There are new opt ions instead o f the L P C 4 3 7 0 as more p o w e r f u l 
M C U s became avai lable d u r i n g the studies. For e x a m p l e , S T M 3 2 H 7 offers u p 
to 480 M H z C o r t e x - M 7 w i t h M 4 as a coprocessor. A comple te C U c o u l d instead 
use s o m e t h i n g l i k e an S T M 3 2 M P 1 w i t h e m b e d d e d L i n u x a n d radio r u n n i n g o n 
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an M 4 coprocessor. B o t h o f these M 4 coprocessors are c o m p a r a b l e to the m a i n 
core o f the L P C 4 3 7 0 . 

Instead o f the R T 8 2 0 T 2 d e m o d u l a t o r , there are also other o p t i o n s . W i t h 
the u p c o m i n g I E E E 802.15.4 O F D M , more S D R - c a p a b l e m o d e m s are ex
pected. T h e y can be used as a cheaper alternative between L i m e S D R M i n i a n d 
R T L - S D R . Recent ly , the C a r i b o u L i t e 1 was c r o w d f u n d e d to connect the raw 
I Q stream direc t ly to R a s p b e r r y P i ' s m e m o r y interface. It w i l l be a nice a n d 
af fordable concept for mo re S D R s w h i c h c o u l d be t rans formed in to a C U . The 
I E E E 802.15.4 ch ips can already w o r k w i t h O F D M o n their o w n w h i c h w o u l d 
a l l o w t i m e - m u l t i p l e x e d systems w i t h cameras a n d sensors w i t h relat ively l i t t le 
c o m p u t i n g p o w e r requi red . 

A n exper iment s h o w e d that m a k i n g the hole is advantageous i n sense o f 
correct ly received O F D M packets . E v e n i f the ho le m e c h a n i s m s h o u l d n ' t be 
used for an o w n sensor n e t w o r k , it m i g h t be useful to a v o i d interference s u c h 
as a n a r r o w b a n d w i d t h L P W A N device . The device (eg. S igfox) can use more 
than a second l o n g , very n a r r o w packets for its c o m m u n i c a t i o n . Instead o f 
w a i t i n g for the I o T device to e n d , it w o u l d be benef ic ia l to e l iminate a few tones 
a n d c o m m u n i c a t e . T h i s m i g h t become even more i m p o r t a n t i f the s u b - G H z 
frequencies fill u p w i t h b o t h L P W A N a n d I E E E 802.15.4 O F D M devices. 

The O F D M p r o t o t y p e was able to c o m m u n i c a t e w i t h 5 . l M b i t / s . Theo
ret ical datarate w i t h o u t spaces between packets w o u l d be closer to 6 M b i t / s 
w h i c h , g i v e n the b a n d w i d t h a n d quadrature P S K , is o n p a r w i t h the oldest 
I E E E 802.11a. T o d a y , m u c h h i g h e r speeds are expected. A lo t o f i m p r o v e 
ments c o u l d be o b t a i n e d b y d y n a m i c a l l y a s s i g n i n g m o d u l a t i o n to tones, s im
pler b i n a r y P S K for tones next to the G M S K s igna l a n d more c o m p l e x Q u a d r a 
ture A m p l i t u d e M o d u l a t i o n ( Q A M ) further away. 

O n e p a t h o f future research w o u l d be the p r i n c i p l e s o f O F D M - M F S K . The 
c o m m u n i c a t i o n i n the d i r e c t i o n f r o m the C U to the sensor s h o u l d not be h a r d . 
S o m e tones w o u l d use regular P S K or Q A M a n d some i n t e n d e d for the sensor 
w o u l d use two or f o u r - s y m b o l F S K . It w o u l d a l l o w r e d u c i n g the ho le as the 
F S K s igna l w o u l d be o r t h o g o n a l to the rest o f the O F D M . I n the d i r e c t i o n 
f r o m the sensor to the C U , it w o u l d be more d i f f i cu l t to s y n c h r o n i z e the t w o . 
Perhaps an O F D M - M F S K p r e a m b l e c o u l d encode the ho le p o s i t i o n a n d the 
sensor c o u l d precisely fit i n . The rest o f the O F D M packet c o u l d c o n t i n u e w i t h 
regular m o d u l a t i o n . It m i g h t aga in w o r k o n l y for s tat ionary devices a n d m a n y 
issues c o m m o n w i t h O F D M A s y n c h r o n i z a t i o n w o u l d p r o b a b l y arise. 

A n i m p o r t a n t aspect o f these m e t h o d s w o u l d be the d e s i g n o f the entire 
n e t w o r k . The C U radio w o u l d be m u c h s i m p l e r i f it d i d n ' t have to transmit 
a n d receive at the same t ime. T i m i n g o f the O S I t ransport layer c o u l d ensure 
that the C U has e n o u g h t ime to c o m p o s e a response to m u l t i p l e sensors a n d 
the camera in to one O F D M - M F S K packet . It w o u l d have to be b a l a n c e d w i t h 
the m a x i m a l delay a l l o w e d before a repeated packet gets to C U . 

1Funded at crowdsupply.com/cariboulabs/cariboulite-rpi-hat. 
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Software Created for this Work 

A l l software here s h o u l d be obta inab le f r o m G i t L a b , b u t its l o n g - t e r m avai l 
a b i l i t y cannot be guaranteed. U s e any o f this code o n l y at y o u r o w n r i sk a n d 
be sure to check l o c a l rad io regulat ions first. 

Mat lab All-channel Receiver 

These M a t l a b scripts a n d S i m u l i n k models were used to test the a l l - channel 
receiver i n C h a p t e r 5. S o m e are m o d i f i e d to w o r k w i t h R T L - S D R a n d some 
are i n t e n d e d for a s i m u l a t i o n . 

• g i t lab .com/rat ia fak/al lch_s im 

Cortex-M All-channel Receiver 
This is a f i rmware for L P C 4 3 7 0 w i t h the a l l - channel receiver used i n C h a p t e r 5. 
It uses fast A D C to receive G M S K packets d e m o d u l a t e d b y R 8 2 0 T 2 . These 
three projects o f M C U X p r e s s o also need C M SIS l ibrar ies f r o m N X P . 

• g i t lab .com/rat ia fak/al lch l 

• g i t lab .com/rat ia fak/al l ch l_app 

• g i t lab . com/rat ia fak/al l ch l_ in tercom 

Matlab Simulation of OFDM and GMSK 

This is a set o f M a t l a b scripts a n d S i m u l i n k m o d e l s to s imulate inf luence o f 
O F D M a n d G M S K . T h e y were used i n C h a p t e r 7. 

• g i t l ab . co m/rat i a f ak/ofdm_gmsk_ber_s im 

Gas Sensor Firmware 
This f i rmware for S T M 3 2 L 0 6 2 was used i n the gas sensor i n C h a p t e r 6. It 
was d e v e l o p e d u s i n g C u b e l D E . V e r s i o n S01.00.0012 was used for the current 
c o n s u m p t i o n measurement i n C h a p t e r 6. For C h a p t e r 7 a lo t s i m p l i f i e d vers ion 
S01.lm.0001 was used . 
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• git lab.com/ratiafak/gas_sensor 

It requires a s u b m o d u l e for c o n t r o l l i n g the S 2 L P transceiver. T h i s s u b m o d -
ule contains S2LP_Library p r o v i d e d b y S T i n S T S W - S 2 L P - D K a n d a h i g h level 
wrapper . 

• gi t lab.com/rat iafak/gas_sensor_radio 

CU for Gas Sensor 
This is a C++ E c l i p s e project for D e b i a n L i n u x to w o r k w i t h L i m e S D R M i n i . 
It communica tes w i t h the sensor a n d can set its parameters. It was used i n 
C h a p t e r 6. 

• gi t lab .com/rat iafak/l ime_response 

It requires three s u b m o d u l e s : transceiver l i b r a r y gas_sensor_radio is i n 
c l u d e d for c o m m o n packet format , s u b m o d u l e 1 ime_ rad io contains most S D R 
code a n d responder_userf ace conta ins a console user interface to c o n t r o l the 
settings o f the sensors. 

• gi t lab.com/rat iafak/gas_sensor_radio 

• g i t lab .com/rat ia fak/l ime_radio 

• gi t lab.com/rat iafak/responder_userface 

CU and Camera for Mixed Network 

This is a C++ E c l i p s e project for D e b i a n or R a s p b e r r y P i O S L i n u x e n . B o t h 
versions are used i n C h a p t e r 7. It w o r k s w i t h L i m e S D R M i n i . A Release b u i l d 
c o n f i g u r a t i o n runs o n P C a n d is for the C U . It shows the received v i d e o a n d 
s i m p l i f i e d sensor packets . The second b u i l d c o n f i g u r a t i o n , ReleasePi, runs o n 
A R M a n d is for the camera. It transmits v i d e o f r o m a C S I camera a n d makes 
a hole i f it detects a sensor packet . T h i s project also conta ins a C++ s i m u l a t i o n 
o f the O F D M transmitter a n d receiver i n fo lder . /experiments. 

• g i t l ab . com/rat ia fak/l ime_combi 

It was c l o n e d f r o m lime_response a n d requires the same s u b m o d u l e s . 
Technica l ly , b o t h responder_userf ace a n d gas_sensor_radio became unnec
essary w i t h s impl i f i ca t ions o f the sensor a n d c o m m u n i c a t i o n . B o t h c o u l d be 
r e m o v e d together w i t h a l l code that was specif ic for gas sensor. 

Source Code for this Document 

The f o l l o w i n g are sources to make this dissertat ion a n d the shorter summary . 

• gi t lab.com/rat iafak/dissertat ion 
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