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ABSTRACT

Cars are getting more and more complicated as both technology and government regu-
lations evolve. This fact is of concern for individual owners as well as fleet operators as
they are getting much more expensive to maintain. To reduce maintenance costs and
downtime to a minimum, owners should have an easy-to-use monitoring tool that would
notify them about potential problems and let them fix them before they cause more
damage. This thesis aims to create a device that would be mounted inside the car and
would monitor and report important engine parameters to an external server for further
processing.

The theoretical part of this thesis describes current OBD Il regulations and communi-
cation protocols used in the majority of vehicles currently on the road and discusses
currently available low power wide networks (LPWAN) and global navigation satellite
systems (GNSS). The practical part describes the design of an OBD Il monitoring de-
vice with support for the most commonly used protocols in Europe, NB-loT network,
and a positioning system. The last chapter analyses the cost of a single device and its
reduction for potential commercial use.

KEYWORDS

CAN BUS, GNSS, Internet of Things, K Line, KWP2000, NB-loT, OBD, STM32, vehicle
diagnostics

ABSTRAKT

Automobily sa s vyvojom technoldgie a vladnych nariadeni stavajd viac a viac kompliko-
vané. To sa vSak stava problémom nie lel pre individudlnych majitelov vozidiel ale aj pre
prevadzkovatelov flotil, kde sa im zvysuji naklady na ddrzbu a prestoje. Aby majitelia
vozidiel mohli znizit svoje naklady na minimum, mali by mat nainstalované jednoduche;j
monitorovacie zariadenie, ktoré ich mdze upozornit na potencialne problémy a predist tak
ovela nakladnejsim opravam. Cielom tejto prace je vytvorit zariadenie, ktoré sa umiestni
pevne vo vozidle a bude monitorovat a odosielat dolezité motorické parametre na vzdia-
leny server pre dalSie spracovanie.

V teoretickej Casti prace su opisané aktualne OBD nariadenia, pouzivané komunikacné
protokoly v stc¢asnych autach, dostupné nizkoenergetické siete pre rozsiahle Gzemie
(LPWAN) a navigainé systémy (GNSS). Prakticka Cast sa zaobera navrhom OBDII
monitorovacieho zariadenia, ktoré podporuje najpouzivanejSie komunikacné protokoly
v Eurépe, NB-loT siet a systém na urcenie polohy. Posledna kapitola analyzuje vyslednu
cenu zariadenia a opisuje jej pripadn( optimalizaciu pre komercné pouzitie

KLUCOVE SLOVA
CAN zbernica, diagnostika vozidiel, GNSS, Internet veci, K Line, KWP2000, NB-loT,
OBD, STM32
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ROZSIRENY ABSTRAKT

Auta sa stavaju coraz viac a viac komplikované, najmé z hladiska obmedzovania
emisii. Tento fakt sposobuje vrasky na cele nielen individudlnym vlastnikom aut
zvysSuju nie len naklady na udrzbu ale aj zbytocéné prestoje. Problému taktiez
nepomahaji aj samotny vyrobcovia, ktory v poslednych rokoch zacali z vozidiel
odoberat rozne dolezité budiky ako napr. teplota chladiacej kvapaliny ¢i napétie
baterky. Niektoré z nich boli nahradené kontrolkami, ktoré vsak ¢asto maju prilis
vysoku toleranciu a rozsvietia sa az ked je neskoro a na vozidle uz vznikli vacsie
skody. Z tychto dévodov vie byt prevencia velmi zlozitd nielen pre bezného pouzi-
vatela ale aj mechanikov, ktory maja na starosti udrzbu flotil.

Cielom tejto bakalarskej prace je priniest potencialne riesenie tohto problému
a to vo forme zariadenia, ktoré je schopné monitorovat vsetky dolezité parametre
motora a odosielat ich na vzdialeny server pomocou nizkoenergetickych sieti pre
rozsiahle tizemie (LPWAN). Vzhladom na to ze zariadenie cieli aj na flotilovych
zakaznikov, malo by byt urc¢ené na pevni montaz vo vozidle, tak aby sa zabranilo
umyselnému odpojeniu nepoctivym pouzivatelom vozidla.

Teoreticka cast obsahuje opis aktualnych nariadeni z oblasti vstavanej diagnos-
tiky vozidla (OBD), opis najpouzivanejsich komunika¢énych protokolov pre vnitro
vozidlovit komunikéciu v eurépskom regione, strucny opis dostupnych polohovych
systémov a v neposlednej rade opis LPWAN sieti a ich protokolov. Jednotlivé témy
maju svoje samostatné kapitoly, ktoré su dalej delené pod-témy. Prva kapitola sa
zaobera jednotlivymi ¢astami OBD II nariadeni ako fyzické rozhranie, komunikacné
protokoly, diagnostické spravy a chybové kody. Nasledujuca kapitola podrobne
opisuje komunikacné protokoly pouzivané v automobilizme, Specificky sa zameri-
ava na protokoy ISO 9141, ISO 14230 a ISO 15765 CAN Bus.

Tretia kapitola sa venuje polohovym systémom a poslednéd kapitola teoreticke;
casti sa zaobera samotnymi LPWAN siefami so Specifickym zameranim na Narrow-
band IoT (NB-IoT) siete.

Prakticka cast prace bola rozdelena do dvoch nadvazujucich casti, jedna pre
semestralnu pracu a druhi pre nadvazujicu bakalarsku pracu. Po formalnej stranke
je prakticka cast rozdelend na 2 casti — navrh hardwaru a navrh softwaru. V pred-
chadzajtcej semestralnej praci bolo zostrojené zariadenie, ktoré bolo schopné vy¢i-
tat OBDII parametre a zobrazit ich na vstavanom displeji. Tato cast prace bola
taktiez prezentovana na Studentskej konferencii STUDENT EEICT 2023. Toto zari-
adenie zaroven posluzilo ako zaklad pre odladenie programovej implementacie ko-
munikacnych protokolov ISO 9141 a ISO 14230 a implementacie samotného OBD II
specificky v méde 01 pre vycet okamzitych parametrov.

Pre implementéciu samotnej OBD II komunikacie boli preskimané viaceré riese-



nia, vratane uz existujicich OBDII to UART prevodnikov. Tie boli z dévodu zlej
dostupnosti nakoniec zavrhnuté a bolo zvolené riesenie pomocou bezného mikrokon-
troléra. Ako zaklad bol zvoleny mikrokontrolér STM32L431, najmé pre integrovany
CAN bus kontrolér. Ten bol doplneny o vysielace a prijimace pre jednotlivé komu-
nikacéné protokoly a v prvom zariadeni aj o OLED (Organic Light-Emitting Diodes)
displej na zobrazovanie nameranych hodnot.

V nasledujticej bakalarskej praci bol OLED displej nahradeny modemom pre ko-
munikaciu cez sief NB-IoT — Quectel BG77. Sief NB-IoT bola zvolena na zaklade
jej dobrého pokrytia a dostatocnej prenosovej kapacity. Piata kapitola podrobne
opisuje navrh tohto zariadenia, vratane navrhu schém, PCB dosky aj navrhu kra-
bicky. Modem Quectel BG77 taktiez obsahuje aj navigacny (GNSS) modul pre zisto-
vanie jeho polohy. Vzhladom na findlne umiestnenie zariadenia vo vozidle, zariadenie
vyzaduje na svoj optimalny chod instalaciu aktivnej GNSS antény tak, aby mala ¢o
najlepsi vyhlad na oblohu. Samotné umiestenie musi byt rieSené individualne a to
z dovodu rozlicného usporiadania vnutorného priestoru vo vozidle. Rovnako musi
byt pripraveny aj kablovy zvazok na pripojenie zariadenia k vozidlu.

Po softwarovej stranke, monitorovacie zariadenia nadvazuje na svojho predchodcu
a k existujucej implementacii OBD II pridava novy ovladac¢ pre modul BG77, ktory
bol ingpirovany podobnym uz existujicim ovladac¢om pre arduino. Siesta kapitola
podrobne opisuje fungovanie zariadenia po softwarovej stranke, vratane flow dia
gramu. Ziskané data z vozidla su prenasané pomocou MQTT protokolu cez sief
NB-IoT na MQTT broker. Ten data presmeruje do NodeRED serveru, kde prebieha
preklad ¢iselnych PID hodnot na ich zrozumitelnejsiu variantu. Takto upravené data
si nasledne ulozené v InfluxDB databaze pre neskorsiu analyzu. Obe zariadenia boli
intenzivne testované na viacerych vozidlach ako Renault Megane ¢i BMW 320d E91
a su plne funkéné.

Aktualne najvacsia nevyhoda navrhnutého zariadenia je obmedzend podpora
OBD II médov, kde zariadenie podporuje len méd 01 ¢o je vycet okamzitych hodnot.
Aj najpriek tomu je mozné tvrdif ze zariadnie ako koncept ma komercény potencidl
a moze byt v budicnosti rozsirené o dalsie OBD II m6dy, samostatni serverovu apli
kéciu & predikeiu potencidlnych zavad. Zo stranky zadania, zariadenie spliia dané

poziadavky a teda zadanie moze byt povazované za splnené.
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Introduction

In recent years, the complexity of cars significantly increased. Newer cars are safer,
have more gadgets inside them and have far better efficiency and therefore they
release a lot fewer pollutants. Sometimes, these changes are pushed via government
regulations. This is especially true for emission-related improvements, which are
forced on the manufacturers by emission norms such as Euro 6 or Euro 7.[1]

In order to comply with the ever-increasing requirements on emission reduction,
car manufacturers have to be creative and produce more and more complex cars.
While these norms are beneficial to the general public, they can be problematic for
individual or fleet owners, due to the added complexity. For the emissions-related
systems to operate properly, the rest of the engine has to be in good condition.
And as it is usual with anything mechanical and electronic, the question is not if
it breaks, but when it breaks. To detect potential faults, the driver of the vehicle
should keep an eye on basic engine parameters such as coolant temperature or fuel
consumption. This used to be an easy task on older vehicles, but the trend today
amongst manufacturers is to reduce the amount of information directly available to
the driver for the sake of simplicity. In combination with certain weak points in the
engine, this can lead to expensive repairs down the line if not detected early.

The main goal of this bachelor’s thesis is to create a device that would be able
to gather important engine parameters and send them to a remote server via Low
Power Wide Area networks (LPWAN) for further processing. It also should be able
to report its location to the same server via Global Navigation Satellite Systems
(GNSS). The device itself should be relatively compact for it to fit inside the dash-
board and it also should be designed in a way that would limit its power consumption
while the car is not running

The theoretical part of this thesis describes OBD II requirements, communication
protocols used in cars and the most popular LPWAN networks. It also briefly
discusses the GNS systems.

The practical part consists of separate chapters for hardware, software, testing
and cost analysis of the final product. The hardware chapter describes in detail the
parts selection and the PCB design itself. The software chapter describes the main
software architecture and focuses on its main blocks in detail. The testing and cost
analysis chapters discuss the testing of the final product, discuss its cost efficiency

and possible future improvements.
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1 Car diagnostics

Cars are complex machines and have a lot of parameters like coolant temperature

or battery voltage that need to be monitored for their trouble-free operation.

1.1 History

In the early days of cars, this has been accomplished by analog gauges inside of
the car, usually on the dashboard. Cars mainly had gauges for speed, fuel level,
battery voltage, and oil pressure. The more luxurious ones also had a rpm gauge.
Everything else could have been monitored by drivers’ or mechanics’ instincts. This
was perfectly fine, but engines from that era weren’t that efficient.[2]

The invention of transistors helped to change that. Its usage in engine manage-
ment allowed greater control over the engine’s parameters and therefore allowed to
achieve higher efficiency. The first car manufacturer to implement electronic fuel
injection was Volkswagen with its Type 3 in 1968. These systems were developed
further during the 70s and eventually evolved into digital engine management sys-
tems as we know them today. With the added complexity, these new engines became
far more difficult to monitor and diagnose if something went wrong. This led to the
creation of electronic diagnostic tools that were able to monitor more engine values
and check if there are any faults with the engine.[2]

First onboard diagnostic systems used blinking LEDs or built-in displays to show
error codes. Later, in the 80s, GM came up with the first onboard diagnostic system
that could be connected to a computer via serial port - Assembly Line Data Link
or ALDL for short. Other manufacturers soon followed their lead and came up with
their diagnostic tools. [2]

To improve their vehicle inspections and combat growing pollution, the Califor-
nia Air Resources Board, in 1988, announced a new regulation that required new
vehicles sold in California to have some sort of basic OBD capability. It is generally
referred to as OBD 1. The Society of Automotive Engineers (SAE) recommended
a standardized connector and a set of standardized signals, but this wasn’t included
in the new regulation. During this era, the state of affairs was undesirable, because
mechanics outside of dealer networks were forced to keep multiple sets of diagnostic
tools just to be able to repair all kinds of cars. This fact combined with CARBses
desire to further improve emission tests led to the creation of OBD II in 1992. In this
version, recommendations from SAE were implemented and both connector and test
signals became standardized. OBD II regulation was harmonized with new Federal
OBD regulation from Environmental Protection Agency in 1993 and started to roll
out for the model year 1994 and 1995.[3], 4]

16



1.2 OBD II/EOBD

OBDII is the second generation of governmental requirements concerning onboard
diagnostics in vehicles. It was introduced in 1994 and it became mandatory for
vehicles sold in the USA in 1996. European Union introduced similar requirements,
called EOBD, in 1998 with them coming into effect in the year 2000 for petrol
vehicles and 2003 for diesel ones. This requirement specifies the physical interface
and its location, the car’s communication protocols, specific diagnostic messages,

diagnostic services, and fault codes. 4, [5]

1.2.1 Physical interface

The interface is defined by ISO 15031-3 / SAE J1962 standard. It uses 16 pin
connector with a female part installed in the vehicle, which should be mounted in
the driver’s or passenger’s side compartment and easily accessible from the driver’s
seat. As it can be seen in Figure[I.I] 3 pins are used for powering devices connected,
and 2 pins are used for communication with the car, depending on the bus that’s
being utilized. The rest of the pins are left to the discretion of the manufacturer
and are usually used for connecting to noncritical systems such as infotainment or

climate control. [6]

1.2.2 Communication protocols

On 1st and 2nd layer of the ISO/OSI model, OBD-II supports multiple protocols
such as SAE J1850, ISO 9141-2(K-Line), ISO 14230-4(KWP 2000), and ISO 15765-4
(DoCAN). The latter became mandatory in the US in 2008.[7]

SAE J1850 has two different versions which differ in the first layer of the ISO/OSI
model. The first one uses variable pulse width modulation (VPW) to encode bits
and it transfers them at 10.4 kbps. It is implemented by using a single wire. This

OdF0ONEENC],

‘oDoOoOoOommi®
1

B K line Bl Lline [l CANH[J CANL
I Power Il Ground [ J1850+ [ J1850-

Fig. 1.1: Female OBD II connector according to SAE J1962.[8], 9]
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version of SAE J1850 was mainly used by GM before 2008. The second one uses
pulse width modulation(PWM) and it can transfer bits at 41.6 kbps. It uses dual
wire network and it was mainly used on Ford vehicles.[10]

I[SO 9141-2 or K-Line is one of the oldest protocols used by OBD-II, being that
it was last updated in 1994. It uses two wires, where the first one, K Line, is
bidirectional and is being used for communication between ECU and diagnostic tool,
and the second one, L Line, is only unidirectional and is being used for establishing
a connection with the ECU on the K-Line. This protocol is based on UART signaling
and it has a data rate of 10.4 kbps. Amongst the most frequent users were mainly
European and Asian manufacturers.|[11]

ISO 14230-4 or Keyword Protocol 2000 covers the application and session layer
of the ISO/OSI model and it shares the first and second layers with ISO 9141
protocol. It requires a special initialization sequence on L Line for the diagnostic
tool to differentiate between it and the older ISO 9141 protocol. It can be also
implemented on CAN Bus. Main users of KWP2000 were European and Asian car
makers. [12]

ISO 15765 or DoCAN specifies onboard diagnostics over CAN Bus - ISO 11898.
It uses twisted pair CAN H and CAN L to communicate with the ECU and it
can transfer data at up to 1 Mbps. DoCAN became a de facto standard for all

manufacturers in the 2010s.[12]

1.2.3 Diagnostic messages and services

SAE J1979 describes 10 diagnostic services, in which diagnostic tools can operate.
Summary of those services can be seen in Table[I.1] These are recommended services
and vehicle manufacturers are not required to implement all of them. Each service
has a number of functions which either provide information to the diagnostic tool
or perform certain tasks such as erasing Diagnostic Trouble Codes. Functions, that
return values are reffered to as OBD II Parameter IDs or OBD II PID for short. List
of these PIDs can be seen in {[14]}.[13]

SAE J1979 also defines diagnostic messages to be used in communication with
vehicle’s ECUs and diagnostic tools. The diagnostic message format for ISO9141-2,
[SO14230-4 and SAE J1850 can be seen in Figure [1.2] [13]

The first 3 bytes, in all messages, contain header information. The first byte is
different for each of those 3 protocols, in SAE J1850 and ISO 9141-2 it depends on
the bit rate and the type of message. The second byte has a target address, that
differs between requests and responses. In ISO 14230-4, the first byte indicates the
addressing mode and the length of the data field. The second byte is the address of

the receiver of the message. The third byte is the same for all of them and it has
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Tab. 1.1: List of SAE J1979 defined diagnostic services.[13]

Mode [hex] | Description

01 Request Current Powertrain Diagnostic Data

02 Request Powertrain Freeze Frame Data

03 Request Diagnostic Trouble Codes (DTC)

04 Clear/Reset Diagnostic Information

05 Request Oxygen Sensor Monitoring Test Results

06 Request On-Board Monitoring Test Results for Specific Systems
07 Request DTCs Detected During Current or Last Driving Cycle
08 Request Control of On-Board System, Test or Component

09 Request Vehicle Information

0A Request Permanent Diagnostic Trouble Codes

Tab. 1.2: Diagnostic message format for ISO 15765-4.[14]

Header Data Frame

CAN Identifier | #1 | #2 | #3 | #4 | #5 | #6 | #7 | #8

the address of the sender of the message. The data bytes portion of a message is
also the same for all of them, the first byte in it specifies diagnostic service and the
rest of the bytes depends on the service selected. At the end of the message there
are 2 places for non-data bytes, the first one of them called "ERR" is used for the
checksum of the message. The second one, called RESP or In Frame Response, only
applies to SAE J1850, where it is required to be set when using a bit rate of 41.6
kbps. [13]

On the other hand, ISO 15765-4 uses a slightly different message structure which
can be seen in Table[I.2] The header only contains the CAN identifier which is used
for addressing. The data portion of the frame is also slightly different, the first
byte carries the length of used bytes in the data bytes. The next byte contains the
diagnostic service identifier and the rest of the data portion is varied based on the

specified diagnostic service. |13 [14]

Header Data

Format Target Source 7 Data bytes ERR RESP

Fig. 1.2: Diagnostic message format for ISO 9141-2, ISO 14230-4 and SAE J1850.
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1.2.4 Diagnostic trouble codes

Another part of OBD requirements is diagnostic trouble codes, which are triggered
when a problem arises in a vehicle’s ECU. These trouble codes are specified by
ISO15031-6/SAE J2012 standard. These codes are generally split into 4 groups,
depending on ECU which has generated them and their summary can be seen in
Table Each group is divided into 4 categories depending on the type of the fault
— General open circuit, Range/Performance, Circuit Low, and Circuit High.[15]
DTCs are represented by 2 bytes in the data portion of the diagnostic message,
right after the diagnostic mode byte. Their general structure can be seen in Figure
[1.1] DTC begins with an alphanumeric designator, where the letter stands for the
system from which the trouble code originated and the number dictates whether the
code is ISO/SAE controller or is controlled by the manufacturer. This designator
is followed by a 3-digit number, where the first digit is used to indicate an area of
the problem. The amount of manufacturer-controlled DTC varies for each system.
For example, in powertrain codes only P1xxx are intended for manufacturers’ usage,
others are solely ISO/SAE controlled or are split between the manufacturer and
ISO/SAE. In chassis codes, these DTCs are split evenly between ISO/SAE and

manufacturers. [15]

Tab. 1.3: General DTC specification. [15]

System Code Hex value | Prefix
Body BOxxx — B3xxx | 8xxx — Bxxx | B

Chassis C0xxx — C3xxx | 4xxx — Txxx

C
Powertrain | POxxx — P3xxx | Oxxx — 3xxx | P
U

Network Ulxxx — U3xxx | Cxxx — Fxxx
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2 Communication protocols in cars

Communication between parts of the car evolved drastically over the last 40 years.
It went from using separate wires for each signal to using various buses to reduce
the complexity and cost of wiring harnesses. Nowadays there are multiple different
protocols used in modern cars such as 1ISO9141 or ISO11898.

2.1 1S0O 9141

ISO 9141 or K-Line protocol is one of the oldest protocols still used in modern
cars. It was created in order to unify the interchange of diagnostic information for
onboard diagnostics. The first version of ISO9141 was introduced in 1989 and its
later revision became part of OBD II requirements. 1SO9141 is defined on the first
and second layers of the ISO/OSI model.[16]

2.1.1 Physical layer

[SO9141 uses serial communication and it can operate with single-wire (K Line) or
two-wire interfaces (/L Line) connected through SAE J1962 compliant connector.
K line is a bidirectional line, which is used both for initialization phase and con-
secutive data transfer between ECU and diagnostic tool. L line is a unidirectional
line, which is only used during initialization phase in order to notify ECU of the
tool’s address. In all other cases, L line is idle with logic 1 state. Simplified wiring
diagram can be seen in Figure 2.1} In physical layer, ISO9141 uses Non-Return-to
Zero (NRZ) coding at 10.4 kbps with car’s battery voltage used as logic voltage[16]

ECU 1 ECU 2

Diagnostic

OBD II
tester

Fig. 2.1: Simplified wiring scheme for ISO9141 communication. [16]
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2.1.2 Initialization

For successful communication between ECU and diagnostic tool, ISO 9141 requires
a 5 bps initialization sequence. During this initialization, both the tool and ECU
exchange their addresses, which are needed for subsequent communication, and agree
on the bus speed. Default tester address for OBD II communication is 33y.[16]

Before the initialization starts, the K-line should idle high for at least 2ms.
Initialization begins from the tester’s side with the transmission of the tester address
at 5 baud After at least 60 ms, but no more than 300 ms, ECU responds with a speed
synchronization pattern with the value of 55. After the last bit, K-line will stay
high for a time period no longer than 20 ms, in order to let the diagnostic tool
reconfigure its settings. [10]

Speed synchronization is then followed by two keywords in order to inform diag-
nostic tool about the subsequent serial communication and hardware configuration
of the diagnostic lines. Every keyword contains a start bit with logic 0, 7 bits where
the LSB is sent first, odd logic 1 parity bit, and a stop bit with logic 1. Both
keywords have the same value and for OBD II communication it is either 08y or
94y.[16]

After receiving the last keyword, the diagnostic tool will respond with the in-
verted value of the last keyword. ECU responds to this transmission with an inverted
initialization address. This exchange is used for hand-shaking purposes. If initial-
ization fails, the diagnostic tool has to wait for at least 300 ms before trying again.

The whole initialization sequence with timings can be seen in Figure and in

Table 2.1 [16]

2.1.3 Data messages

ISO 9141 only applies to diagnostic messages defined in SAE J1979, however, other
types of messages are allowed if they aren’t interfering with diagnostic messages.

OBD I diagnostic messages usually have a length of between 5 and 11 bytes and their

Direction of

- — — + > +
flow

Period name W, | Address | W, | Sync | W, |Keyword 1| W; [Keyword 2| W, | KW2 | W, | Address

Legend —— Tester to Vehicle <«——— Vehicle to Tester

Fig. 2.2: Initialization sequence ISO 9141.[16]
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Tab. 2.1: Timing values for ISO 9141.[16]

Time [ms] Time [ms]
Symbol - Symbol -

min | max min | max
WO 2 (0. 9] P1 0 20
Wi 60 | 300 | P(94) |0 50
Wy 5 20 Py (08) |25 |50
Wi 0 20 Py 55 | 5000
W,y 25 |50 Py 5 20

description can be seen in Section Each message also contains a checksum,
which is defined as the simple 8-bit sum of all the message bytes, excluding the
checksum. [16]

Data transmission begins with the start bit as logic 0, followed by the data
portion of the messages, where the LSB is sent first and ends with the stop bit as
logic 1. Message and request timing scheme can be seen in Figure 2.3] The inter-
message period depends on the type of message synchronization. If it is achieved by
timing only, then the period should be at least 25 ms, and keywords 08y should be
used. Otherwise, the period should be 0 and the used keywords should be 94y.[16]

[SO 9141 also defines a number of errors and their handling. In case of incorrect
checksum detected by the vehicle, the request is ignored and ECU waits for re-
transmission by the tester. If the incorrect checksum is detected by the tester, it
will send a new request after at least 55 ms from the last response. Incorrect message
structure detected by either the vehicle or the tester is handled in the same way as

the incorrect checksum.[16]

2.2 1S0O 14230

ISO 14230 or Keyword Protocol 2000 can be seen as an improved version of the

previously mentioned ISO 9141. It allows enhanced vehicle diagnostic outside the

Istrequest| P, | ECU1 | P, | ECU2 | P, | ECUn Py |2nd request

Data | P, | Data | P4 | Data Data | P, | Data | P, | Data

Fig. 2.3: Intermessage and interbyte timing ISO 9141.[16]
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scope of OBDII and can also be used for in-vehicle networks. This standard was
first published in 1998 and therefore is one of the newest standards still used in
modern vehicles until recently. As opposed to ISO 9141, KWP2000 is defined on
the first, seconds, and the seventh layer of the ISO/OSI model.[17, [1§]

2.2.1 Physical layer

The first layer of the OSI model in KWP2000 is the same as ISO 9141. It primarily
uses the K-line for both data transmission and communication initialization. Usage
of the L-line is optional and it is only used for the initialization sequence. The wiring

scheme can be seen in Figure [2.1] Detailed description of physical layer can be seen
in Section [2.1.1}[18]

2.2.2 Initialization

In order to establish and maintain communication between the diagnostic tester
and ECU, initialization of the serial bus is needed. For this task, ISO 14230 defines
a special StartCommunication service, where the tester sends an indication, that lets
ECU know what kind of initialization procedure will follow. ECU after receiving this
indication, will proceed to check if a connection can be established with the selected
procedure, configure its parameters if needed and send a StartCommunication re-
sponse. If communication cannot be initialized, ECU simply won’t respond and it
will wait for another indication.|[17]

ISO 14230 offers 3 types of initialization, 5baud CARB initialization which
is similar to ISO 9141, 5baud or Slow initialization, and a Fast initialization at
10.4kbps. [17]

The 5 baud initialization begins with the tester transmitting its address on both
K and L lines. After receiving the last address bit, ECU will for at least 60 ms before
transmitting sync pattern 55 and two key bytes, which specify communication baud
rate and other parameters. The tester will respond with inverted key byte 2 after
waiting for at least 25 ms. To this, the ECU responds with an inverted address byte
and the communication will start. The whole sequence can be seen in Figure [2.4] [17]

The Fast initialization starts with the tester transmitting a Wake-up Pattern on
both K and L lines. This pattern lasts for 50 ms with 25 ms of logic 0 at the beginning
after at least 300 ms of idle time on the K-line. The Wake up Pattern is immediately
followed by StartCommunication request and ECUs response, which has informa-
tion about supported communication parameters within key bytes. The whole se-
quence can be seen in Figure [2.5] With the Fast initialization, all ECUs have to use

a baud rate of 10400 baud for both initialization and subsequent communication.|[17]
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Direction of

—_— «— — «— — —
flow
Period name  Ws | Address | W, | Sync | W, | Keybyte 1| W5 | Keybyte 2 | W, | KB2 | W, | Address
Legend —— Tester to Vehicle «——— Vehicle to Tester

Fig. 2.4: 5Baud initialization sequence ISO 14230.

2.2.3 Data transmission

All KWP2000 messages contain Header bytes with a maximum length of 4 bytes,
data bytes with a maximum length of 255 bytes, and a checksum at the end. Message
structure can be seen in Figure [2.6][17]

The first header byte is called the format byte and it contains the addressing type
and data field length for messages shorter than 64 bytes. Format byte is followed by
target and source address bytes. For OBD II related communication, address 33y is
used for the request to the vehicle. The header ends with an optional length byte
for messages longer than 64 bytes. The subsequent data portion of the message
contains the Service Identification byte in the first data byte. The message ends
with a checksum byte, which is defined as a simple 8-bit sum of all the bytes in the
message, excluding the checksum byte. Message flow and timings can be seen in
Figure 2.7 and in Table [2.2|[17]

ISO 14230 also defines a number of possible errors and their handling. In case of
StartCommunication service error detected by the tester side, the tester will wait
for at least 300 ms before transmitting a new request. If an ECU detects an error,

then it will simply ignore it and wait for another one. [I7, [I8] [19]

TWuP

StartCommunication P StartCommunication
request 2 response

Tldle TiniL

Fig. 2.5: Fast initialization sequence ISO 14230.[17]
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Header Data bytes Checksum

Format Target Source Length CS

Fig. 2.6: Message structure for ISO 14230.[17]

Tab. 2.2: Timings for ISO 14230.[17]

Time [ms]
Symbol -
min | max
P 0 20

Py 25 20
Py 95 | 5000
Py S 20

2.3 CAN BUS

CAN or Controlled area network protocol was invented by Robert Bosch GmbH. in
1986 with the intention of creating a bus, on which micro-controllers and devices can
communicate with each other, without the need for a centralized computer. The
latest version of the CAN protocol, CAN2.0, was published in 1991 and became
standardized in 1993 as ISO 11898.

ISO 11898 specifies 1st and 2nd layers of the ISO/OSI model for both in-car
communications. Implementation of OBD communication is described in ISO 15765
which is based on ISO 11898 but also specifies 3rd layer of the ISO/OSI model. [20,
211, 22]

2.3.1 Physical layer

CAN protocol uses a two-wire differential bus for connection to every node on the

network. The bus utilizes twisted pair cabling which is terminated on both ends with

Istrequest | P, | ECUl | P, | ECU2 | P, | ECUn P;  |2nd request

Data | P, | Data | P4 | Data Data | P; | Data | P; | Data

Fig. 2.7: Message flow and timings ISO 14230.
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120 2 impedance.[23] Wires in the pair are labeled CAN High and CAN Low. Each
node on the network has its own CAN controller and transceiver as it is a multi-
master bus — every node can initiate communication. Simplified wiring scheme can
be seen in Figure [2.8] [24]

CAN messages are encoded using NRZ coding and the bus itself has two logical
states: recessive and dominant. In a recessive state, all CAN nodes on the bus
are turned off and the bus voltage is generated by the bus termination and internal
resistance of each node’s receiver. In the dominant state, at least one node sends a bit
to the bus, which induces current flow through termination and creates differential
voltage between the wires of the pair. CAN transceivers are usually implemented as
a wired-AND gate, which represents the recessive state as logic 1 and the dominant
state as logic 0. The signal waveform can be seen in Figure 2.9 CAN2.0 bus can
transfer data at up to 1 Mbps. [24] 25]

2.3.2 Data transfer

In CAN networks, each node receives all of the PDUs sent by other nodes. ISO
11898 refers to these PDUs as frames and defines four different types: data frame,
remote frame, error frame and overload frame.[20], 25]
Data frame

A data frame transfers data from the transmitter to all receivers on the bus. It
begins with START OF FRAME bit field, which consists of a single dominant bit.
This bit is used for the synchronization of all nodes on the bus.

Next is ARBITRATION FIELD which has IDENTIFIER and RTR bit. In
CANZ2.0 the identifier can have a length of 11 or 29 bits depending on the format of
the frame — Standard or Extended. The standard format is usually used in cars and

light-duty vehicles, while the extended format is usually used in heavy-duty vehicles

CAN Node A CAN Node B CAN Node C
Controller Controller Controller
Transceiver Transceiver Transceiver

CAN H

Ry Ry
CANL

Fig. 2.8: Simplified wiring diagram for ISO 11898 CAN Bus.
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CANL \ /
1.5V

State Recessive Dominant Recessive

Fig. 2.9: CAN bus waveform.

SoF | Arbitration | Control Data CRC|ACK | EoF

Fig. 2.10: Structure of CAN data frame.[25]

like trucks and buses. RTR bit specifies if the frame is a data frame or remote frame
and in a data frame it is always dominant.

The whole arbitration field is used for collision avoidance on the bus and pri-
oritization of messages. The transmitter should only begin data transfer after the
bus has been idle. If two frames are sent at the same time, their transmitters go
into arbitration, where they compare the number of dominant bits in the arbitration
field. The transmitter with the most dominant bits wins and proceeds to transmit
the rest of the message. The loser discards its message and waits for another idle
time on the bus. This method of arbitration means that the node with the smallest
identifier has the most priority on the bus.[20]

The arbitration field is followed by CONTROL FIELD, which consists of four
data length code bits and 2 reserved bits. In standard format one of the reserved bits
is IDFE bit, which defines the type of the format used by the frame. The extended
format has this bit in the arbitration field.[25]

After the control field, follows the DATA FIELD which can contain up to 8 bytes
of data. This field is then followed by CRC FIELD which has CRC SEQUENCE
and CRC DELIMITER. The CRC sequence contains the CRC value for the previous
fields. The CRC delimiter contains a single recessive bit in order to recognize the
end of the CRC sequence. [20), 24]

The DATA FRAME ends with ACK FIELD and END OF FRAME. The ACK
FIELD is used by receivers to report the successful reception of a valid message to
the transmitter. The END OF FRAME consists of seven recessive bits and is used

to indicate the end of the message. The whole data frame structure can be seen in

Figure [2.10} [25]
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SoF | Arbitration | Control | CRC |ACK | EoF

Fig. 2.11: Structure of CAN remote frame.[25]

Remote frame

A remote frame is used to request the transmission of the data frame with the
same identifier. The frame structure is similar to the data frame, with the exception
of DATA FIELD which is not present in remote frames. The remote frame also has
a recessive bit in RTR bit, which means that they have a lower priority than the
data frames. The remote frame structure can be seen in Figure [2.11] [20]

2.3.3 1SO 15765-4

Apart from in-vehicle communication, the CAN bus can also be used for diagnos-
tic communication between the vehicle and the diagnostic tester. Legislated OBD
communication over CAN bus is described by ISO 15765.

On the physical layer, the diagnostic tool has to support only two bit rates:
250 kbps and 500 kbps. The diagnostic tool should also support both standard and
extended formats of a CAN frame, which means that 4 initialization sequences
should be implemented. The wiring diagram for the diagnostic tool also differs from
normal CAN bus nodes. The only allowed termination on the tool’s end should be
an AC termination in order to reduce reflection to the bus. The usual terminating
resistor between CAN H and CAN L can not be installed. A simplified wiring
diagram for the tools termination can be seen in Figure [2.12] [26]

The second layer of the ISO/OSI model is the same as it is defined in ISO 11898,
but ISO 15765 provides a list of CAN identifiers for use with OBD requests and
responses. List of these identifiers can be seen in Table [A.1][22]

CAN H CAN Tx
OBD II Transceiver MCU
CANL CAN Rx

R, R,

TT

Fig. 2.12: Termination schematic for diagnostic tool.
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3 Global navigation satellite systems

Ever since the introduction of global navigation satellite systems to the public,
tracking the precise position of objects became a lot easier than before. Nowadays,
there are multiple different GNS systems, which provide excellent coverage around
the world.

3.1 GPS

GPS or Global Positioning System is the oldest and still the most utilized GNS
system in the world. The initial idea of creating a three-dimensional position de-
termination system came from the U.S. government in the 1960s. The first satellite
was launched in 1978 and the system became fully functional in 1993.[27]

Currently, GPS uses 29 satellites that use two frequencies — L1 and L2.[28] The
GPS is split into two services — Standard positioning service (SPS) and Precise
positioning service (PPS). The L1 frequency is used in SPS, while PPS uses both
L1 and L2 frequencies.[29]

3.2 Galileo

Galileo is a European GNSS, developed in order to become independent from other
GNSS. It went live in 2016. Currently, Galileo uses 26 satellites with the goal of using
30 in the near future. Unlike other GNSS, Galileo is primarily a public GNSS.[30]

Galileo system provides these services [31]:

e Open Service — public GNSS

o High Accuracy Service — complementary to the Open Service

o Public Regulated Service — restricted GNSS for government authorised users

only
o Search and Rescue Service — part of COSPAS-SARSAT — distress alert detec-

tion system

3.3 GLONASS

GLONASS or Global navigation satellite system, is formerly Soviet, now Russian
response to GPS. The program began in the mid-1970s and the first satellite was
launched in 1982. The GLONASS was proclaimed operational in 1993.[29] [30]

In function, GLONASS is similar to GPS, however, the coverage is not as con-

sistent. It currently uses 27 satellites, which also use two frequencies — L1 and L2.
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These transmit two types of signal — open for public use and obfuscated for military
use.[29] 32]

3.4 BeiDou

BeiDou is a Chinese variation on satellite navigation systems. The development
started in 1996 and in 2000, the first three satellites were operational. Currently,
BeiDou uses 51 satellites, which provide global coverage.[30]

BeiDou provides two types of service — Radio Navigation Satellite Service and
Radio Determination Satellite Service. The RNSS functions similarly to other GNSS
and provides both public and military-only signals. The RDSS in combination with

ground stations, is used for tracking users in China.[30, [33]
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4 Low power wide area network

In recent years, there has been a big push for smart devices which are always con-
nected to the internet. The Internet of Things extended this connectivity to various
sensors and other simple devices. In order to improve range capabilities and reduce
power consumption for these smart devices, new types of networks were developed.
These networks are called Low power wide area networks or LPWAN. These are

further divided into cellular and non-cellular-based networks.[34]

4.1 Sigfox

Sigfox is a proprietary ultra-narrowband network, which is classified as a non-
cellular network. It operates at 868 MHz and 915 MHz in Europe and North America
respectively.[35] The main disadvantages of this network are limited data rates of
only 100 bps, and limitation to only 140 transmitted and 8 received messages per
day. Sigfox network is operated by Sigfox themselves and private networks are not
allowed. The maximum range for Sigfox devices is 10 km in urban setting and 40 km

in rural setting.[34]

4.2 LoRaWAN

LoRaWAN is a networking protocol defined on the 2nd layer of the ISO/OSI model
— the MAC layer. LoRaWAN networks are classified as non-cellular networks and
usually utilize a proprietary LoRa modulation. The frequency band is shared with
Sigfox — 868 MHz and 915 MHz in Europe and North America respectively. The data
rates vary depending on the distance from the closest access point. The maximum
data rate is 50 kbps. In contrast with Sigfox networks, LoRaWAN allows for private
networks. The maximum range for LoRaWAN devices is 5 km in urban setting and
20 km in rural setting.[34} 35], 36]

4.3 LTE cat M1

LTE cat M1 is a modification to the standard LTE for IoT devices, therefore is
also classified as a cellular-based network. It can be implemented on existing LTE
hardware in radio towers. The theoretical maximum range is 1km in urban and
10km in rural setting. With the maximum data rate of 1 Mbps, LTE-M networks

are suitable for sending larger amounts of data quite frequently.[34], 37]
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4.4 NB-loT

Narrowband IoT network is a variant of LTE networks, created with the goal of in-
creasing the range and decreasing the power consumption. This network is classified
as a cellular network and it is standardized by the 3GPP initiative. The maximum
data rate for NB-IoT is 200kbps with the theoretical maximum range of 1km in
urban and 10 km in rural setting. [35]

The relatively small range compared to Sigfox and LoRaWAN is compensated
by a big amount of existing LTE and GSM towers, which can run NB-IoT networks
on their existing hardware [35]. In the Czech Republic, the biggest NB-IoT network
provider is Vodafone a.s. with stated 100 % coverage available.[38]

As the data rate for NB-IoT networks is quite small, these networks are par-
ticularly suited for devices that need to transfer only a small amount of data but
frequently. With it being a cellular network, it is also suitable for communication

with devices that require mobility [39].

4.4.1 Network architecture

As the NB-IoT is a variation of existing LTE networks, its networks utilize simpli-
fied EPC architecture, which sport optimizations in user and control planes. These
optimizations allow the usage of both IP and message-based data transfer. The
diagram for such networks can be seen in Figure [4.1] Individual NB-IoT nodes con-
nect to base stations — eNodeB (eNB), which are connected to evolved packet core
(EPC) of the NB-IoT network via s1-1lite plane. EPC consists of several entities:
the Mobility Management Entity (MME), the Service Capability Exposure Func-
tion (SCEF), the Serving Gateway (SGW), and the Packet Data Network Gateway
(PGW).[40, 4T]

MME f-----—1 SCEF f--—---- N

Application
Server

SGW  f====== PGW f=======

User Plane ————- Control Plane

Fig. 4.1: NB-IoT network architecture.
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4.4.2 Operation modes

NB-IoT uses a selection of LTE frequency bands, mainly in the lower part of the
frequency spectrum. These lower frequencies are preferred as the [oT devices usually
operate in difficult radio conditions, where these frequencies perform better.

The 3GPP Release 13 defines three different modes for the deployment of NB-1oT
technology in the frequency spectrum, called: Standalone, Guard band, and In-band
operation modes. Illustration of these modes can be seen in Figure [1.2] [40, 42]
Stand-alone

In Stand-alone operation mode, NB-IoT is deployed in between different cellular
technologies such as LTE or GSM. In this case, it occupies a 200 kHz band, where
180 kHz is the actually utilized bandwidth and the remaining 20 kHz is used as guard
interval — 10kHz from both sides. [40, [42]

Guard band

Currently, the most popular operation mode for NB-IoT, because it utilizes oth-
erwise unused resource blocks within the guard band of an LTE technology. In
guard band mode, NB-IoT occupies one resource block (180kHz) with a 10kHz
guard interval from each side. [40), [42]

In-band

In the In-band mode, NB-IoT deployment occupies one resource block within an
existing LTE band. This operation mode is rarely used as it increases the NB-IoT
network capacity at the expense of LTE network capacity and therefore it is costlier

than previous modes. [40, 42]

4.4.3 Power saving measures

One of the main goals of NB-IoT technology is the reduction of power consumption.
This is achieved with lowered transmission power from 23 dBm to 14 dBm according
to a power class, as well as with the addition of two new power-saving features. The
complete life cycle can be seen in Figure [4.3] [44]

} GSM Carriers | = LTE Carrier | = LTE Carrier |
= = =
° ° E
oo} oo} o)
Z Z Z
In-band Guard-band Standalone

Fig. 4.2: NB-IoT operation modes.
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Fig. 4.3: NB-IoT life cycle.

Extended discontinuous reception

In LTE networks, the users’ equipment (UE) enters an idle mode after trans-
mission. During this mode, UE periodically checks the paging channel for potential
incoming data or changes in the network. The periodicity of these checks is called
the discontinuous reception (DRX) cycle and in LTE networks can last up to 2.56s.
For NB-IoT, this cycle has been extended up to 175 min and is controlled by a T'3324
timer. [43], 44]
Power saving mode

If the network allows, a UE can enter a power saving mode (PSM) after the end
of the idle mode. During this mode, the device remains registered to the network,
but its radios are switched off and therefore it can’t be accessed from the network.
The duration of both idle a PSM is controlled by a T3412 timer and can last up
to 413 days. After running out of the timer, UE performs either a scheduled trans-
mission or a tracking area update (TAU). During this update, the UE informs the
network about its state.[43)], [44]

4.5 Communication protocols used with LPWAN

In IoT, there are numerous different communication protocols used as each IoT
solution has different requirements for reliability, latency, etc.. The support for
individual protocols is dependent on the module that has been chosen. A few of the
most popular protocols to use in LPWAN networks are discussed in the following
sections. [45], [40]
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4.5.1 User Datagram Protocol

User Datagram Protocol or UDP is the simplest protocol used in IoT and on the
internet in general. It is defined as a transaction-oriented protocol, which means it
only sends and receives the data and does not guarantee successful delivery. The
main advantage of this protocol is that it has low overhead and therefore it is fast.

In ToT setting it is best suited for frequent transmission of non-critical data.[46], [47]

4.5.2 Transmission Control Protocol

Transmission Control Protocol or TCP, is one of the basic protocols used in both
Internet and IoT. Apart from UDP, TCP is a connection-oriented protocol, which
means that it first establishes a connection with the recipient before transmission of
the data. Because of this fact, TCP is considered a reliable communication protocol.
Compared to UDP, TCP has a significantly bigger overhead and is therefore suited

for infrequent transmission of critical data.[46, [4§]

4.5.3 Message Queue Telemetry Transport Protocol

MQTT is a protocol designed for IoT devices, which uses subscribe/publish messag-
ing. For message transmission, it uses TCP protocol. In order to further improve
the reliability of the communication, MQTT implements three levels of QoS - level 0
has the same guarantee of delivery as the underlying TCP and level 2 adds a 4-way
handshake to ensure the message will be delivered exactly once. This adds flexibility
to the communication because it makes prioritization of certain messages possible
[49, 50]. On the other hand, MQTT adds a significant amount of overhead, espe-
cially with smaller payloads, and therefore it is not really suitable for frequent data

transmission. [40]

4.5.4 Constrained Application Protocol

Constrained Application Protocol or CoAP is another communication protocol spe-
cially designed for IoT devices. It is similar to HT'TP as it is based on the REST
model. The server, in this case, the [oT device makes data available under the URL
and the client can access them using methods like GET, POST or DELETE.[51]

For data transmission, CoAP uses UDP, which means that it has a low overhead
compared to MQTT. This means very well suited for the frequent transmission of
data. In order to improve reliability over standard UDP, CoAP implements two
types of transmission: reliable and non-reliable. The reliable one requires ACK mes-
sage from the recipient, otherwise, it will retransmit the message after the timeout.
[46, [51]
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5 Hardware

The goal of this bachelor thesis was to design and build a device, that would be
capable of monitoring engine parameters via OBD, location via GNSS, and sending
these pieces of information to a server via LPWAN networks in real-time. This
task has been split into two segments, one for the semestral project and one for the
subsequent bachelor’s thesis.

The first segment revolved around the creating OBDII based tool, that would
be capable of reading out set OBD II parameters and showing them on an embed-
ded display. For the OBD part, several options were researched, including direct
OBDII to UART interpreters. These solutions were abandoned due to the difficult
availability of said ICs and a generic microcontroller approach has been chosen.

The second segment focused on expanding the base OBD II tool with a network-
ing capability, in order to create the monitoring device, described in the main goal
of this thesis. In the networking side of this device, NB-IoT technology has been

chosen for its great coverage and sufficient data capacity for the intended usage.

5.1 Micro controller

As a basis for this device, microcontroller STM32L431 from ST Microelectronics
has been chosen. It is a 32-bit ARM-based MCU with 256 kB of flash memory and
multiple communication interfaces such as UART, SPI, 12C, and CAN. The main
reasons for choosing this particular MCU were the integrated CAN Bus controller,
low costs, and good availability.

The STM32L431 is produced in multiple different packages, for this board,
a LQFP64 package has been chosen in order to maintain the possibility of hand
soldering of each component. The schematic concerning MCU can be seen in Figure
b.1l According to an application note from the manufacturer, each power pin (VDD)
has a 100nF decoupling capacitor placed in close proximity to the MCU itself.[52]
These are accompanied by one 4.7 uF bulk capacitor. Additional filtering for analog
power pin (VDDA), recommended by the manufacturer, has been omitted as the
precise function of ADC is not required.

The main source for the clock signal is a 16 MHz crystal oscillator with 8 pF load

capacitors. The value of these capacitors has been calculated using
01202:2'(OL—03):2'(9—5):8pF, (51)

where Cf, is load capacitance as stated by the oscillator manufacturer and Cy is

stray capacitance of the tracks on the PCB.[53]
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Fig. 5.1: Schematic for STM32L.431.

For ease of development, both a reset button and a boot switch were added. The
reset button is an SPST normally open button with 100 nF capacitor across its poles
for filtering. Due to the infrequent use, the boot switch has been implemented with
a pin header and a jumper to set the desired boot mode.

Programming and subsequent debugging is done via Serial Wire Debug (SWD)
interface, which is modified JTAG specifically for ARM based MCUs. This interface
has been implemented in full configuration with SWDIO, SWCLK, RESET and
SWO pins connected to 10 pin header.

5.2 CAN BUS Transceiver

In order for the CAN controller to communicate on the CAN bus, a separate
transceiver is needed for the translation of TTL logic to CAN logic. For this pur-
pose, a CAN transceiver SN6bHVD231 from Texas Instruments has been chosen.
It is compatible with CAN2.0 and has a maximum bit rate of 1 Mbps. The main
reason for choosing this transceiver was the ability to fully turn off the transceiver

via R pin in order to reduce the energy consumption of the board while the vehicle
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is turned off. The schematic concerning the transceiver and CAN bus lines can be
seen in Figure [5.2]

The CAN Rx and Tx pins are connected directly to the MCU, and Ry pin is
also connected to MCU, where, in default, it is pulled low for High-speed mode.[54]
Similar to the power pins on the MCU, the power pin on this transceiver has 100 nF
decoupling capacitors placed in close proximity. Both CAN H and CAN L have
100 €2 resistor R and 560 pF capacitor for AC termination as stated in Section [2.3.3|
For ESD protection, a TVS diode specifically designed for CAN has been added.

5.3 K Line Transceiver

As mentioned in Section [2.1.1] both ISO 9141 and ISO 14230 use modified UART
communication. In order to connect the normal UART interface to the K-line, a K-
line transceiver is needed. Standalone transceiver ICs are no longer available, the
only solution is to use discrete parts to build one. The transceiver schematic is
inspired by a schematic from ELM Electronicsﬂ and can be seen in Figure .

The transceiver used on this board consists of a voltage divider on the K-line RX
pin and two NPN transistors on both K-line TX and L lines. The voltage divider is
designed for reducing input voltage from nominal 12V on which the K line runs, to
3.3V for the MCU. The transistors serve a similar purpose in the opposite direction,
they convert 3.3V signals to 12V logic. The 510 €2 pull-up resistors are required by
ISO 9141.

"https://www.elmelectronics.com/wp-content/uploads/2020/05/ELM327DSL. pdf
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Fig. 5.3: Schematic for K line transceiver.

5.4 Power supplies

The task of powering a device with both an MCU and a separate networking module
is a bit more complicated, as the networking modules usually use a lower logic voltage
than the MCUs. In the case of the proposed device two different power supplies were
required as the chosen MCU uses 3.3V and the majority of the networking modules
use a 1.8V logic.

For the main 3.3V power supply, several solutions were explored with these
requirements:

o Maximum input voltage of at least 15V

o Sufficient amperage

o High efficiency

o Availability
With these requirements in mind, a switching regulator was the chosen approach
for the main power supply. For the task of choosing a particular regulator and
designing its circuit, an online tool called WEBENCH POWER DESI GNEHH from
Texas Instrument, was used.

Specifically, a synchronous step-down converter circuit based on the TPS562201
regulator, was chosen. It is a switching regulator with 4.5V to 17V at the input
and 3.3V at 2 A output. The power supply schematic can be seen in Figure [5.4]

The input side has a 2A fuse and a bank of capacitors responsible for the input
filtration and the decoupling of the main IC. The input voltage is then regulated
by switching the energy on and off and filtering it on the output using an LC filter.
The feedback for the main IC is provided by a high-precision voltage divider as

recommended by the manufacturer.[55]

’https://webench.ti.com/power-designer/
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Fig. 5.4: Power supply schematic.

The second 1.8 V power supply has a lot simpler requirements, as it is only used
for voltage level translation. The main requirements for this power supply were:

» Voltage regulation from 3.3V down to 1.8V

e Small BOM count

o Low costs
With these requirements in mind, a simple linear regulator AP2120N-1.8 from
Diodes Inc. has been chosen. Because it is a linear solution, it only requires two

filtering capacitors on the input and output of said IC.

5.5 Narrowband loT module

Apart from the engine data collection aspect, the proposed device should also mon-
itor its position and together with the rest of the data, send it to a database via
NB-IoT network. For this purpose, an NB-IoT module Quectel BG77 has been

chosen, mainly due to its size, availability, and integrated GNSS functionality.

5.5.1 Main module

For the basic operations, the Quectel BG77 requires only a handful of connections
such as power, ground, UART, and SIM interface and radio antennas. The schemat-
ics for the majority of these connections are inspired by the BG77 Hardware Design
guide and BGT77 reference design. |56, [57]

This module is powered by a 3.3 V power supply with additional filter and bypass
capacitors and a TVS diode for stability. The turn-on sequence is controlled by
a GPIO output on the MCU with an open collector driver connected to PWRKEY
input.
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Fig. 5.5: Voltage level translator schematic.

A similar circuit is also utilized for PON_TRIG interface, which is used for
waking up the module from PSM. This interface uses a 1.8V logic, and therefore
N-channel MOSFET has been added to the driver in order to translate the higher
voltage level down. On the other hand, AP READY pin, which is used for detection
of the sleep status of the host MCU, uses only a simple voltage divider to step down
the voltage to a 1.8 V.

5.5.2 UART level shifter

This module uses a UART interface with flow control as its main communication
interface. Similarly to the previously mentioned pins, UART also uses a 1.8 V logic,
while the MCU uses a 3.3 V logic. Due to this fact, the use of a bidirectional voltage
translation circuit is required. For this purpose, a 10-channel voltage-level translator
NVT2010 from NXP has been chosen. Its wiring diagram has been inspired by the
reference design provided by the manufacturer [58] and it can be seen in Figure
[5.5] This IC supports both open-drain and push-pull implementation and therefore
pull-up resistors are required on the ports with higher voltage levels.

As this translator IC has 10 channels, it operates not only the main UART in-
terface but also the GNSS UART interface for NMEA output sentences and a debug
UART interface.

5.5.3 Antennas

As the Quectel BG77 supports both NB-IoT and GNSS, it sports two separate

antenna interfaces with a 50 €2 impedance. Their schematic can be seen in Figure
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Fig. 5.6: NB-IoT and GNSS antennas schematic.

5.6l The NB-IoT has a quite high tolerance for the strength of the signal and because
of this, a passive antenna has been chosen. The antenna is meant to be built-in inside
the enclosure and is only connected to the main board via a u.fl connector.

The GPS on the other hand, is a lot more demanding on the signal strength
and therefore requires an active antenna to improve the fix times. The chosen
antenna is meant to be installed inside the car, ideally with a clear view of the
sky. It uses an automotive-grade Fakra C connector to connect to the enclosure,
which has a built-in adapter from Fakra C to the u.fl connector. As it is an active
antenna, it requires power circuitry to supply its built-in amplifier. The schematic
for this circuitry has been borrowed from the hardware design guide provided by

the module’s manufacturer. [56]

5.5.4 SIM card

In order to be able to register and operate on the provider’s network, every UE
needs a SIM card with a unique identifier.

To comply with this requirement, the proposed device uses a micro SIM card
slot, mainly due to its compact size. As the SIM card slot is expected to be used by
the end user, a group of TVS diodes has been added for additional ESD protection.
The SIM card slot schematic can be seen in Figure 5.7

5.56.5 USB

The Quectel BG77 uses a USB interface as its second communication interface and
also as the main upgrade path for its firmware. Due to this fact and also to ease
the development, a simplified USB interface has been added. Its schematic has been

inspired by the reference design from the modules manufacturer and it can be seen

in Figure [5.8/[57]
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Fig. 5.7: SIM card slot schematic.

As the interface would be used only a handful of times during development,
the USB interface has been implemented only with a 4x2 SMT pin header. This
connector houses both the interface itself as well as jumpers for turning on the

interface and booting from it.

5.6 PCB Design

Designing both the schematic and final PCB was done using KiCAD 7.0. It is
an open-source software meant for electronic design automation. It consists of
a Schematic capture tool, PCB layout tool, manufacturing tools for generating Ger-
ber files and BOMs, and various calculation tools for electronic engineering.
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Fig. 5.8: USB interface schematic.
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5.6.1 PCB

To ease the task of laying out the PCB traces, a 4-layer board has been used, with
the following stack-up:

« Signal plane

« GND

e 3.3V Power plane

« Signal plane.
The final PCB has dimensions of 50 x 50 mm and its layout can be seen in Figure
b.9 In order to fit everything, the double-sided assembly has been utilized together
with the smallest components that still allow hand soldering.

5.6.2 Micro controller layout

As mentioned in Section [5.1], the main micro-controller IC uses the LQFN64 package.
Each power and ground pin pair has a decoupling capacitor placed in close proximity
to them. The decoupling capacitors are then connected to corresponding planes with
vias, that are placed directly next to them in order to reduce ground loops. The
bulk capacitor is placed as far from the power supply as possible, as recommended
by the manufacturer.

The chosen crystal oscillator uses the SMD-3225 package and is also placed near
the microcontroller, in order to mitigate trace capacitance. Both load capacitors
are placed as close as possible to the oscillator in order to reduce ground loops and

trace capacitance.

5.6.3 Power supply layout

Due to its switching nature, the main voltage regulator has been placed as far
as possible from noise-sensitive components such as radio antennas. The physical
layout of the regulator and its components is inspired by the reference layout from
the manufacturer. As mentioned before, the voltage regulator has a pair of 0603
filtering capacitors placed on the input side together with a decoupling capacitor for
the IC itself. The output side is filtered by a combination of a single inductor and
a group of 0805 capacitors. The voltage feedback is set by a voltage divider from
the output side.

The secondary power supply has been placed in closer proximity to the NB-
IoT module itself, as it is only used for voltage-level translation. The selected
voltage regulator comes in the SOT-23 package and is accompanied by a pair of

0603 capacitors on both the input and the output.
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5.6.4 CAN and K Line transceivers layout

The CAN bus transceiver uses the SOIC-8 package and is located in between the
microcontroller and OBD II connector. The power pin of this transceiver has a de-
coupling capacitor placed in close proximity, in order to reduce ground loops. The
CAN TX and CAN RX are routed directly to the MCU, and the CAN H and CAN
L are both routed to the OBD II connector through the TVS diode for ESD protec-
tion. The AC termination, mentioned in Section [2.3.3] is placed in close proximity
to the CAN lines, after the ESD protection diode.

The K-line transceiver is composed of two S8050 transistors, which use the SOT-
23 package. The routing of this transceiver is a combination of both the top and
bottom layers, in order to reduce the footprint. The pull-up resistors for both K
and L lines are connected to the +12V plane on the top layer.

5.6.5 NB-loT module layout

The selected Quectel BG77 has been placed right next to the main microcontroller,
in order to minimize the length of required tracks and to make room for the antennas.
This module comes in a 94-pin LGA package, which has reflected in the track width
selection — only 0.1 mm in order to fit between individual pins.

Due to the size constraints, the majority of module peripherals have been located
on the bottom side. These include the voltage translator, the sim card slot with
TVS diodes, and the whole PON_TRIG circuit. The voltage translator is located
directly underneath the main module and uses a TSSOP-24 package, which was
selected for its hand solderability.

The exception in routing on this board is the antenna’s layout, where each an-
tenna has an impedance-matched track between the pin on the module and a u.fl
connector. The GPS antenna also has a power circuit in order to support active
antennas. Both of the antennas have a special plane cut out in order to ensure
impedance matching and limit any interference from the rest of the board.

Another specialty in layout on this board is the USB interface, which uses
a surface-mounted pin header instead of the usual USB connector. Both of the
data pins form a differential pair with a 90 (2 impedance and therefore they need to
be routed with a specific track width and spacing. The rest of the header is used
for turning on the USB interface itself and for boot mode selection for the module.
Both of these functions are done using a simple jumper. Every part of the USB
interface is expected to be operated by a human and therefore each sensitive pin has

a separate TVS diode for ESD protection.
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5.6.6 Peripherals & Connectors layout

The design of this board keeps the number of peripherals at a minimum necessary
to achieve the desired functionality. The main peripheral is a debug connector that
combines SWD and debug UART interface from the NB-IoT module. It has been
placed in close proximity to both MCU and the NB-IoT module and is implemented
using a 2x5 THT pin header.

The main connector provides both power and connection to the car’s diagnostic
interface. It has been implemented with a single-row, 8-pin connector from the
Molex Micro-Fit 3.0 series. This connector has been chosen mainly for its size and

current carrying capacity.

5.7 Manufacturing

The final board, which can be seen in Figure [5.10] was produced by JLCPCB, who
had the best offer for 4-layer board fabrication and SMT assembly. The manufac-
turer offers two types of component libraries for SM'T assembly — basic and extended.
The basic library consists of the most used components such as passives or basic
ICs. Everything else is a part of the extended library and usage of such parts comes

with a 3 € fee as they have to manually load up a new reel for each one.
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Fig. 5.10: Finished board mounted inside the case.

In order to save on manufacturing costs, a combination of automated and man-
ual assembly has been utilized, mainly due to higher setup costs for double-sided
assembly and extra fees on components from the extended library. While the ex-
tended components have an extra fee, some of them have a far better price even
with the fee included compared to the retail market and therefore this combination

was used to optimize the costs.

5.8 Case Design

The proposed device is meant to be installed permanently inside a vehicle, out of
reach for the average person. The case design reflects this fact and it uses a simple
two-part approach.

The base has a sliding feature to hold the main board in and four pegs with
threaded inserts to hold the top cover on. It also sports a pair of tabs for larger
screws in order to firmly secure the device inside a vehicle. These tabs support up
to an M5 screw with a variety of different screw heads.

The top part has a cutout for the main connector and integrates both a place
for the GPS Fakra C connector and the passive NB-IoT antenna. This part is fixed
to the base using four M2.5x7 with a pan head.

The whole case has been designed using an Autodesk Inventor 2024 and it has
been 3D printed in PETG plastic. The final design and a finished product can be

seen in Figure [5.11f and in Figure [5.12| respectively.
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Fig. 5.11: Final case design.

Fig. 5.12: Finished product.
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6 Software

The software for this device was written in C using STM32CubelDE 1.12 from the
manufacturer of the microcontroller. This IDE provides an easy way of configuring
the integrated peripherals with the included STM32CubeMX configuration tool.

6.1 Main architecture

The main architecture of the software is rather simplistic and its flowchart can be
seen in Figure [6.1]

The program begins with a battery voltage check in order to preserve the vehicle’s
battery. After a successful voltage check, begins the NB-IoT module initialization
with module_init function. This function turns on the module and checks if it is
responding correctly on the main UART interface. The module’s initialization is
finished with a connection to an MQTT broker.

Successful initialization of the NB-IoT module followed by initialization of the
communication with the vehicle. That is handled by a obd2_init function, which
iterates through protocol-specific initialization functions until it receives the type of
protocol used by the vehicle.

After both the module and vehicle’s communication interface have been initial-
ized, the program goes into a while cycle, where it periodically acquires the requested
PIDs, forms them into a JSON format, and sends them via MQTT to a NodeRed
server for further processing.

The data acquisition is handled by acquire_vehicle_data, which repeatedly
sends an OBDII request via obd2_request, until a valid message is received from
the vehicle’s ECU.

The reception of the response to these requests is handled by the corresponding
function for each of the protocols. Subsequently, the received frame is parsed by
ob2_pid_parse function, which returns a decoded value based on the PID of the
requested frame.

After decoding the value of the set PID, a PID-Value pair is saved into a 2D-
array and passed through to a create_json function, which transforms the array’s
contents into a JSON style string, ready for transmission via MQT'T.

The MQTT publication is handled by mqtt_publish function, which takes the
JSON string and a topic as an argument a publishes it to the MQTT broker.
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Fig. 6.1: Software flowchart.
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6.2 K line and KWP2000 implementation

The OBDII initialization begins with an ISO 9141 as it is the slowest one. Its
initialization procedure has been described in Section and it is implemented
by kline_init function. This function also implements a slow init procedure for
ISO 14230 as they are nearly identical. The initial address transmission is done by
simply toggling the GPIO output on and off and subsequent communication is done
via UART in polling mode. Depending on the received bytes from the vehicle, the
function returns OBD_NONE, OBD_PROTO_IS09141 or OBD_PROTO_KWP2000_ SLOW.

If the result is 0BD_NONE, the initialization continues with a fast init procedure for
ISO 14230, which is implemented by a kwp2000_fast_init. This function works in
a similar manner to the previously mentioned kline_ init function, with the main
difference being the data that are transmitted. The functions return depends on the
received message and the function itself returns either 0BD_PROTO_KWP2000_FAST or
0BD_NONE.

The OBDII requests are handled by kline_send_msg and kwp2000_send_msg
functions respectively. Both of these functions work in a similar manner, with
the main difference being the format of the data that they transmit. The OBD II
mode and PID information, provided as the input argument, is used together with
a predefined frame and calculated checksum to create the final request message,
which is then transmitted via UART in polling mode. Afterward, the function waits
for a response message.

The reception uses UART in a DMA mode, which fires an interrupt function to
let the MCU know, that a message has been received. This message is then verified
and parsed into a variable using obd2_pid_parse. If the received message is not
valid or the timer runs out, the functions return zero to let obd2_request know

that the request was not successful.

6.3 CAN BUS implementation

If the previous initialization attempts return 0BD_NONE, then the program resorts to
a CAN bus initialization. The main initialization function MX_CAN1_Init is gener-
ated by the STM32CubeMX and set in a way that achieves a bus speed of 500 kbps.
Subsequently, the function can_config is called to configure the reception filtering,
in order to receive only valid OBDII defined IDs. After setting up the filter, the
CAN bus controller is started and an interrupt callback for a received message is set
up and activated.

Sending messages via CAN bus is handled by can_send_msg function, which

takes a request frame as an argument. This function adds a CAN header with the
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device ID, length value, and type of message information, to the request frame and
transmits the whole message on the CAN bus. After a successful transmission, the
function waits for a response from the vehicle.

The received messages are stored in CAN_RX_FIF0O register and after success-
ful reception, an interrupt is triggered, and HAL_CAN_RxFifoOMsgPendingCallback
function is called. This function extracts the data portion from the received frame
and saves it to a data array for further processing.

If the response is received correctly, it is passed to a obd2_pid_parse for parsing
into a variable, and the function returns one. If the reception was not successful,

the function returns zero.

6.4 OBD Il Parsing

The decoding of received frames is handled by obd2 pid_parse function, which
takes the frame as an argument in the form of an array. A simple switch case is
then used to determine the correct decoding equation, based on the PID value in the
received frame. The decoded value is then returned in the form of a float variable,

to account for all of the different types of values described in {[14] [13]}.

6.5 Quectel BG77 driver implementation

The driver for interacting with the Quectel BG77 has been written from scratch
and it is inspired by an existing Arduino library for a similar Quectel BC660 made
by R4spl] The module itself communicates via the UART interface with AT com-
mands, which can be found in the manuals from the manufacturer.

The main communication is handled by a send_command function, which takes
both the command and expected reply as an argument. The transmission is handled
by UART in polling mode and the reception uses an interrupt mode, which is set
to receive only one byte. Together with the transmission of the command, a timer
is started to limit the wait time for a response from the module.

After the reception of one byte, the interrupt function nb_rx_callback saves
the byte into an array and restarts both the UART reception and the timer. When
the timer eventually runs out, an interrupt is triggered to let the MCU know that
either a message has been received or the connection timed out. Subsequently, the
send_command function checks the received reply and if the expected reply matches

with the received one, the function returns 1, otherwise, it returns 0.

"https://github.com/R4spl/Quectel-BC660
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The rest of the functions in this driver use the same principle: send the AT com-
mand via send command and if the response is valid, check the response for addi-
tional data concerning the command used. The exceptions to this are the power_on
and power_off functions, which toggle the GPIO on and off on the PWRKEY pin.

6.6 Data processing

The received data from both the car and GNSS module are processed in a Node-Red
server and fed into InfluxDB, which is used for both storage and visualization of the
measured data. The final flow in Figure [6.2]

The data is published via MQTT protocol separately using two topics. The OBD
data is received as JSON string, afterwards, PIDs are translated to human-readable
form, parsed into JSON, and pushed towards InfluxDB. On the other hand, the
location data does not have a need for further processing and therefore it is received
and immediately parsed into JSON and pushed towards the InfluxDB node with

different measurement setting.

C topic/obd change: 90 rules gj{

@ connected

[v2.0] vut ODB

E topic/gps % é [v2.0] vut location ]

@ connected

Fig. 6.2: Data processing flow in NodeRed
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7 Testing

As mentioned before, during this thesis, two different devices were produced and
both of these have been thoroughly tested on various vehicles, namely 2011 Renault
Megane and 2005 BMW 320d E91, which were mainly used as a test mule for the
development of both devices. Most of the test drives were carried out around the
Brno area and some of the results from these can be seen in the following figures.
Figures and show an example of collected information from a vehicle’s
ECU during a test drive. Figure shows a correlation between the engine’s RPM
and the vehicle’s speed in time, where the sudden changes in RPMs correspond to

vehicle acceleration and deceleration.

Testdrive 21.5.2023

4000 140,0
3500 L 120,0
3000 - 100,0
2500 /
= / - 80,0 =
2 2000 B
= - 60,0
1500
1000 F 400
500 - 20,0
0 0,0
14:38:24 14:52:48 15:07:12 15:21:36 15:36:00 15:50:24
—engine_rpm ——vehicle_speed

Fig. 7.1: Measurement from testdrive on 21.5.2023 — engine’s RPM and vehicle’s

speed in time.

A similar correlation can be seen in Figure [7.2] where it is a correlation between
the vehicle’s speed and coolant temperature. Small temperature increases can be
seen when the vehicle is stationary as there is a lack of airflow through the radiator.
The same effect can be observed when the vehicle starts accelerating to a certain
speed, where the increased load produces additional heat in the cooling system.
When the vehicle starts to decelerate, the temperature slightly drops as the load
decreases but the airflow is still sufficient.

Both of these figures show that the device works reliably as the measured data
meets the expectations. Figures [7.3] [7.4] and [7.5] show working devices during the

development stage.
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Testdrive 21.5.2023
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Fig. 7.2: Measurement from testdrive on 21.5.2023 — coolant temperature

cle’s speed in time.

Fig. 7.3: OBDII diagnostic tool — testing in BMW E91.
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Fig. 7.5: OBDII monitoring device — testing in Renault Megane — closeup.
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8 Cost analysis

The main advantage of the proposed device is the usage of modern LPWAN net-
working instead of old and soon-to-be deprecated GSM/GPRS networking. While
the device itself is mainly focused on a fleet customer rather than a sole end user,
it still needs to be cost-effective in order to be competitive with other solutions on
the market. The cost summary for a single device can be seen in Table 8.1. The
proposed device comes at 50 € for a single unit.

There are a number of departments, where the costs could be optimized further,
such as the board assembly. For this thesis, only two devices were produced and
therefore fixed manufacturing costs are quite high. But with a higher production
volume, the economies of scale come to play and the single unit cost starts to come
down. Another option to optimize would be the components around the NB-IoT

module, mainly the voltage translator which could be replaced with a smaller one,
as both the debug and GNSS UARTSs are not used.

Tab. 8.1: Cost summary for single unit.

Item Supplier | Price [€]
PCB 0.476
SMT Assembly 0.35
Stencil JLCPCB 0.282
Components 4.825
Extended parts fee 2.948
Setup fee 1.508

Farnell 0.69
Mouser 11,25

Components for Hand Soldering

NB-IoT Antenna All 2,65
iexpr

GPS Antenna CADIESS 5,70

3D printed case 2

Shipping Fedex 1,932

Taxes 3,8

Summary 38,41
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Conclusion

The topic of easy diagnosis for cars became a lot more prominent in recent years, as
cars became a lot more complex. This fact is of concern not only for individual own-
ers but also fleet managers as unexpected service items can increase the downtime
of a fleet.

The main goal of this bachelor’s thesis was to design and build a device, that
would be capable of monitoring set engine parameters via OBD II and transmitting
them to a remote server via Low Power Wide Area networks (LPWAN). This goal
was realized by designing a custom board built around the STM32L431 microcon-
troller. To make this device suitable for a wide range of cars, the proposed device
supports several different communication protocols used in cars sold in Europe.
This OBDII part has been developed and tested on a previously designed OBD II
diagnostic tool, which also has been presented at a student conference STUDENT
EEICT 2023.

A modern Narrowband IoT network has been selected as the ideal solution for
this proposed device. The network support has been implemented using a Quectel
BG77 NB-IoT module combined with a passive antenna for NB-IoT and an active
antenna for Global Navigation Satellite Systems (GNSS).

At the time of writing this conclusion, the board was capable of measuring
a whole set of OBD II PIDs via the most used protocols and was also able to transmit
them to a remote server for further processing. It is also capable of reporting its
location to the same remote server, but the server itself currently cannot show the
location directly on the map.

The main disadvantage of the proposed device is the currently limited support
for OBD II modes as it only supports mode 01. Despite this, it could be argued that
the proposed device as a concept has commercial potential and it could be further
expanded with support for multiple OBD II modes, a dedicated server application,
and possibly a fault prediction system.

With that being said, according to the thesis assignment, the results of this
bachelor’s thesis can be considered successful as the goals given in the assignment

have been accomplished.
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Symbols and abbreviations

ACK

ALDL

BOM

CAN

CARB

CoAP

DMA

DRX

DTC

ECU

eDRX

eNB

EOBD

EPC

ESD

GLONASS

GNSS

GPIO

GPS

GSM

IC

I12C

IDE

IoT

Acknowledge

Assembly Line Data Link

Bill of materials

Controller Area Network
California Air Resources Board
Constrained Application Protocol
Direct Memory Access
Discontinuous reception
Diagnostic trouble codes
Electronic control unit

Extended discontinuous reception
eNodeB

European On-board Diagnostics
Evolved Packet Core
Electrostatic discharge

Global navigation satellite system
Global navigation satellite system
General-purpose input/output
Global Positioning System

Global System for Mobile Communications
Integrated circuit
Inter-Integrated Circuit
Integrated Development Environment

Internet of Things
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JTAG
JSON
KWP2000
LED
LoRa
LPWAN
LSB
LTE
MCU
MME
MOSFET
MQTT
NB-IoT
NRZ
OBD
OLED
PCB
PDU
PGW
PID
PSM
PWM
RDSS
RNSS

SAE

Joint Test Action Group interface
JavaScript Object Notation

Keyword Protocol 2000
Light-emitting diode

Long Range

Low power wide area network

Least significant bit

Long-term Evolution

Microcontroller unit

Mobility Management Entity
Metal-oxide—semiconductor field-effect transistor
Message Queue Telemetry Transport
Narrowband Internet of Things network
Non-return-to Zero coding

On-board diagnostics

Organic light-emitting diode

Printed Circuit Board

Protocol data unit

Packet Data Network Gateway
Parameter 1D

Power saving mode

Pulse width modulation

Radio Determination Satellite Service
Radio Navigation Satellite Service

Society of Automotive Engineers
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SCEF

SGW

SIM

SMT

SPDT

SPI

SPST

SWD

TAU

TCP

THT

TTL

TVS

UART

UDP

UE

USB

VPW

3GPP

Service Capability Exposure Function
Serving Gateway

Subscriber identity module

Surface mount technology

Singe Pole Dual Throw switch

Serial Peripheral Interface

Singe Pole Single Throw switch
Serial Wire Debug

Tracking area update

Transmission Control Protocol
Through-hole technology
Transistor-Transistor Logic
Transient-voltage-suppression diode
Universal asynchronous receiver-transmitter
User Datagram Protocol

User equipment

Universal serial bus

Variable pulse width modulation

The 3rd Generation Partnership Project

68



List of appendices

69



A OBD Il related tables

A.1 List of OBD Il CAN Bus identifiers

Tab. A.1: 11 bit CAN identifiers defined by ISO 15765

Identifier | Description

7DF Functionally addressed request from diagnostic tool
7EO0 Physical request from diagnostic tool to ECU #1
TES Physical response from ECU #1 to diagnostic tool
TE1 Physical request from diagnostic tool to ECU #2
TE9 Physical response from ECU #2 to diagnostic tool
TE2 Physical request from diagnostic tool to ECU #3
TEA Physical response from ECU #3 to diagnostic tool
TE3 Physical request from diagnostic tool to ECU #4
7TEB Physical response from ECU #4 to diagnostic tool
TE4 Physical request from diagnostic tool to ECU #5
TEC Physical response from ECU #b5 to diagnostic tool
TES Physical request from diagnostic tool to ECU #6
7TED Physical response from ECU #6 to diagnostic tool
TE6 Physical request from diagnostic tool to ECU #7
TEE Physical response from ECU #7 to diagnostic tool
TET Physical request from diagnostic tool to ECU #8
TEF Physical response from ECU #8 to diagnostic tool
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Car communication circuitry
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C Contents of electronic attachment

The electronic attachement contains KiCAD project for the PCB, gerber files for
PCB manufacturing and STM32 project with the whole program for the MCU. The
KiCAD project has been made using KiCAD 7.0.0. The case has been designed
using Autodesk Inventor 2024.

The software portion of the attachment has been made using STM32CubelDE
1.12.1. The latest version can be found on githuhfl]

Lo e Root directory of the attached archive

I 07 Y=Y PP Design files for the 3D printed case
base.ipt ...t e Base part — Inventor part
base.stl......cooiviiiiiiiin.. Base part — STL part ready for 3D printing
CaSEe.daAM...oviiitiiiiiiiiiieee e Sase assembly — Inventor Assembly
iot_diagnostic_tool.iam............. Board assembly — Inventor Assembly
7o) o0 o X Top part — Inventor part
top.stl ..o Top part — STL part ready for 3D printing

| iot_obd_monitoring device ........... ..., Software project
0o = PP Main source code
ol of Drivers and libraries
.cproject
.mxproject
.project

iot_obd_monitoring_device.ioc
STM32L431RCTX_FLASH.Id

| dot_diagnostic_tool.......cc.iiiiiiiiiiiiiiiiiieann, KiCAD project directory
FLCPCh o e Manufacturing files
assembly ...t BOM and POS files for assembly
gerber ... Gerber files for board manufacturing
ant.kicad_SCh......ccviiiiiiiniininnnnennnn. KiCAD schematic for antennas
car.kicad_sch............cocun... KiCAD schematic for car communication
connect.kicad_sch..........ccoveviiinn... KiCAD schematic for connectors
iot.kicad_sch.......ooviviiiniiinennn.n. KiCAD schematic for IoT module
iot_diagnostic_tool.kicad_pcb.........ccoiiiinnnnn.. KiCAD main PCB
iot_diagnostic_tool.kicad_prl
iot_diagnostic_tool.kicad _pro.........cvvvvivnnn. Main KiCAD project
iot_diagnostic_tool.kicad_sch................... Main KiCAD schematic
pwr.kicad_sch...............oooaln. KiCAD schematic for power supplies
sim.kicad_sch.........cooviiiiinnn.n.. KiCAD schematic for SIM card slot
usb.kicad_sSch........oiiiiiiiiiniiiiienn.. KiCAD schematic for USB
vut_logo.kicad mod ........oiiiiiiiiiiiiiiiin, VUT logo for silkscreen
L SChematiC. i ve et e PDF version of board schematic

L iot_diagnostic_tool.pdf
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