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Anotace

Cilem této prace je predstaveni problematiky analyzy nastrojli pro automatizovanou
analyzu a oSetfeni operac¢niho systému Windows v pripadé napadeni malware. Pro
uvedeni do problematiky jsou popsany oblasti operacnich systémt, zajisténi
bezpecnosti v operacnich systémech, kybernetické hrozby a zranitelnosti s dlirazem
na moznosti ochrany proti napadeni opera¢niho systému a sniZeni rizika

naslednych skod.

Annotation

Title: Analysis of tools for automated logging and treatment of

the Windows operating system in case of malware infection

The aim of this thesis is to present the issue of analyzing tools for automated analysis
and treatment of the Windows operating system in the event of a malware attack.
To introduce the issue, the areas of operating systems, ensuring security in
operating systems, cyber threats and vulnerabilities are described, with an
emphasis on the possibilities of protection against operating system attacks and

reducing the risk of subsequent damage.
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1 Uvod

Toto téma bylo zvoleno za icelem testovani a studie automatizovanych nastroja pro
kontrolu funk¢nosti operacniho systému Windows, ktery za napadenim
kybernetickym ttokem miiZe zptisobit nejenom docasnou, ale i permanentni Skodu.
Prace bude rozdélena na teoretickou a praktickou c¢ast. V teoretické c¢asti bude
predstaven koncept operacnich systémi spojenou s jejich historii. Budou nastinény
piiklady platforem operacnich systém, jejichZ zplisob pouzivani bude porovnavan.
V pozdéjsi kapitole se popiSou funkce platformy Windows dileZité pro jeho chod.
Nasledné se vysvétli koncept bezpecfnosti v operacnim systému. Dale se vysvétli
zakladni pojmy kybernetickych hrozeb operacnich systémi a nastini se jak znamé,
tak i alternativni moZnosti jejich ochran. Na zakladé vystupi z teoretické ¢asti bude
vybran automatizovany nastroj pro analyzu malwaru. Prakticka ¢ast prace bude
popisovat pripravu idedlniho prostredi pro testovani a ciSténi malware. V ramci
pripravy budou popsany postupy vytvoreni virtualniho prostredi a nasledné bude
nastinén postup konfigurace virtualniho stroje pro testovani. V testovani systému
bude vyuzit automatizovaného nastroje pro analyzu a oSetfeni hrozeb malware,
tvoreny ve skriptovacim jazyce. Prestavi se zplisob jeho instalace a bude podrobné
popsan v chronologickém sledu jeho chovani. Na zavér praktické c¢asti se znazorni

vystup automatizovaného nastroje za dané konfigurace virtualniho stroje.



2 Cil prace

Cilem této prace je prednést obecné poznatky v oblasti informacnich technologiich
a také poucit o bezpecnosti v operacnich systémech. Je dban dliraz na bezpecnost
operacnich systémi, jejich zranitelnost a v pripadech naruseni bezpecnosti
predstavit zptlisoby jejich ndprav. Konkrétné v interakci s jinymi pocitacovymi

sitémi, které mohou predstavovat bezpecnosti riziko.



3 Teoreticka cast

Operacni systém je kolekce navzdjem komunikujicitho software. Tento software je
nutnou vybavou pocitacii, které maji za kol spravu pocitacovych komponent na
fyzické urovni a zajiStuje komunikaci s vnéjsim svétem, at’ je to uZivatel pracujici s
operaCnim systémem, nebo sdilenim informaci mezi programy. Chova se jako
fundamentalni vrstva softwaru v pocitaCi a hraje klicovou roli pfi udrZovani
bezpecnosti pocitace.

Pied vyvojem operacnich systémi se zpracovanim dat v pocitacich provadélo rucné,
za pouziti dérnych Stitk(i a papirové pasky. Programy byly vytvareny pomoci
strojového jazyka nebo jazyka symbolickych instrukci a kazdy program bylo nutné
nahrat do paméti pocitace rucné pomoci prepinacti nebo jinych mechanickych
metod. KdyZ byl program spustén, béZel do dokonceni a pak by se nacetl a provedl
dalsi program. Tento rucni proces byl pomaly a nachylny k chybam a nebyl
proveditelny pro rozsahlé vypocty. Nejvétsi potireba rychlého zpracovani dat bylo
smérovano na sc¢itani lidu. Sc¢itani v dobé 1870 v Americkém institutu pro scitani
lidu bylo zapotrebi automatizace pomoci stroje, které by dokazal svazat nékolik
dérnych Stitku dohromady, aby se usnadnilo a zrychlilo jejich pocitani. Prvni
operacni systémy byly vyvinuty k automatizaci téchto procesi, coz uzivatelim
umoznuje efektivnéji komunikovat s pocitacem. [1]

Pro spravné fungovani operacniho systému je nezbytna vzajemna spoluprace
vnitinich prostredkl OS, které se radi do zakladnich charakteristik, urcuji jeho

efektivitu, spolehlivost a pouZitelnost [2]:

e Spravovani prostiredkd pocitace a jejich pridélovani aplikacim a procestim
e Spousténi, zastavovani a planovani procesti v€etné komunikace mezi nimi
e Organizace paméti podle potieby rtznych procest

e Souborovy systém pro spravu ukladani a nacitani dat soubort.

e Uzivatelské rozhrani pro interakci s pocitacem

e Bezpecnostni mechanismy k ochrané pocitace a jeho dat

e Sit'ové funkce umoZznujici komunikaci s jinymi zarizenimi v siti



3.1 Typy OS

3.1.1 Operacni systém pro jednoho uzivatele

Operacni systém pro jednoho uZivatele je operacni systém navrZzeny tak, aby jej
mohl soucCasné pouzivat jen jeden uZivatel, ktery se obvykle instaluje na osobni
pocitace a pracovni stanice. Tento systém se liSi od viceuZivatelskych operac¢nich
systémt, které umoziuji vice uzivatelim ptistupovat ke stejnému pocitaci nebo siti

soucasné.

Uzivatel Rozhrani

Vystup

Obrazek 1: Interakce jednoho uzivatele s OS
Zdroj: vlastni zpracovani dle [3]

Poskytuje jednoduché a uZivatelsky privétivé vypocetni prostiedi, kde ma uzivatel
plnou kontrolu nad systémem a jeho prostredky. Tento typ operacniho systému se
obvykle pouziva pro osobni pocitace jako je prochazeni webu, e-mail, vytvareni
dokumentd a konzumace médii. Pokud se zamérime na zabezpecovaci stranku
tohoto systému, tento systém poskytuje relativné bezpecné vypocetni prostredi,
protoZe do systému ma pristup pouze jeden uzivatel. To snizuje pravdépodobnost
naruSeni zabezpeceni zplsobeného vice uzivateli, ktefi pristupuji ke stejnému
pocitaci a potencidlné zavadéji malware, viry nebo jiny Skodlivy software. [3] Na
druhou stranu také predstavuje nékterd bezpecnostni rizika, zejména v oblastech
autentizace uZivatelli a ochrany dat. Pokud jsou napiiklad prozrazeny prihlasovaci

udaje uzivatele, miize utocnik snadno ziskat pristup k celému systému a jeho datiim.



Diky této chybé se nastava situace, kde systém mize byt zranitelny vici kradezi,
ztraté nebo poskozeni, protoze obvykle uklada vSechna uzivatelska data lokalné a
uzivatel nepfistoupil k pravidelné zaloze svych dat nebo nepouzivd vhodna
bezpecnostni opatieni. Toto FeSeni se zaméiuje na oblast osobnich pocitacl a
nedoporucuje se pro podnikové nebo kritické aplikace, kde je prvorada bezpecnost

a spolehlivost.

3.1.1.1 Windows

Microsoft Windows je stale dominantnim operacnim systémem v odvétvi osobnich
pocitact s bohatou historii trvajici vice nez tii desetileti. Od svého vzniku prosel
Windows vyznamnymi zménami, pricemz kazda generace zavedla nové funkce a
pokrok v technologii, diky cemuZ se stal jednim z celosvétové nejrozsirenéjsich
operacnich systému. [4]

Vyvoj Windows zacal v roce 1981, kdy spoluzakladatel Microsoftu Billu Gatesovi
vidél prileZitost vytvorit grafické uzivatelské rozhrani (GUI) pro osobni pocitace.
Prvni verze Windows, Windows 1.0, byla vyddna v roce 1985 a zavedla pouZiti mysSi
k navigaci v pocitaci. V priibéhu let nasledujici verze systému Windows, vcetné
Windows 2.0, Windows 3.0 a Windows 3.1, nadale zlepSovaly uzivatelské rozhrani,
vykon a stabilitu. V roce 1995 vydal Microsoft Windows 95, coZ byl vyznamny milnik
v historii Windows. Predstavil novy hlavni panel a nabidku Start, coZ byly ve své
dobé revolu¢ni funkce. Nasledovaly Windows 98, Windows 2000 a Windows ME,
pricemz kazda verze pridala nové funkce a vylepSeni. V roce 2001 Microsoft vydal
Windows XP, ktery byl pravdépodobné jednou 2z nejpopularnéjSich a
nejstabilnéjsich verzi Windows. Predstavoval novy vizualni styl, vylepSeny vykon a
vylepSené zabezpeceni. Zahrnovala ji napriklad podporu bezdratové sit€, nastroje
pro internet a obsluhu videa, fotek a hudby. Windows Vista vydal Microsoft v roce
2006 jako nastupce Windows XP. Predstavila nové uzivatelské rozhrani s nazvem
Aero, které mélo priihledné ramy oken. Dal$imi funkcemi doprovazelo zlepSené
vyhledavani a novy multimedialni prehravac. Vista vSak méla problémy s vykonem
a byla kritizovana za kompatibilitu se star$Sim softwarem a hardwarem. [5]

Vroce 2009 Microsoft vydal Windows 7 a jako nastupce systému Windows Vista byl

navrzen tak, aby reagoval na mnoho vytek a stiZnosti, které uzivatelé s Vistou méli.



Mél vylepSeny vykon, stabilitu a funkce zabezpeceni, jako je napriklad vylepSeny
Taskbar, kde se programy jevi jako ikony a rychlejsi odezva hledani soubort pomoci
indexace. Windows 7 byl také verzi Windows, kterd poprvé podporovala
vicedotykovou interakci, diky ¢emuz byla pristupnéjsi pro zatizeni s dotykovou
obrazovkou. [6]

Microsoft Windows 8 byl vydan v roce 2012 s cilem prinést do operacniho systému
moderni dotykové rozhrani. Navrh se sousttredil kolem rozhrani Metro, které bylo
optimalizovano pro interakci pomoci dotyku a obsahovalo velké dlazdice
piredstavujici aplikace a informace. Windows 8 také zavedl vylepseni doby spousténi
a vykonu a také podporu nového hardwaru, jako je USB 3.0 a mozZnost spusténi
systému pod architekturou procesort firmy ARM. [7]

Windows 8 vSak obdrzel smiSenou odezvu od uzivatell a kritikd. Mnoho z nich bylo
frustrovano odstranénim tradi¢ni nabidky Start a zavedenim panelu Charms, ktery
byl optimalizovan pro dotykové zadavani, ale pro uZivatele klavesnice a mysi byl
méné intuitivni. K vyfeSeni téchto problémi vydal Microsoft v roce 2013 Windows
8.1, ktery obnovil tlacitko Start a zavedl dalsi vylepSeni pouZitelnosti v ramci
rychlejsiho spusténi, sniZeni spotieby baterii u laptopt a celkové nizsi stopu na
kapacitu disku. [8]

Jako jeho nastupce byl vydana v roce 2015 nova verze Windows 10. Cilem Windows
10 bylo reagovat na nékteré kritiky Windows 8 tim, Ze vratil nabidku Start a zaclenil
funkce, které by se mohly prizptlisobit Siroké Skale zarizeni, v€etné stolnich pocitact,
tablety a smartphony. Windows 10 také predstavil fadu novych funkci, jako je
virtualni asistentka Cortana, prohlize¢ Microsoft Edge a mozZnost spouStét
univerzalni aplikace na vice typech zatizeni. Mezi dalsi vylepSeni patrily lepsi funkce
zabezpeceni Windows Hello. [9] I po vydani novych potomki skupiny Windows se
Windows 10 stale fadi mezi nejpouZivanéjsi operacni systémy. [10]

Windows 11 je nejnovéjsi verze operacniho systému Windows vydana v roce 2021.
Byla ozndmena v Cervnu 2021 se zaméfenim na novy designovy jazyk nazvany
»Windows 11 UI“ ktery zahrnoval nové vizualni prvky, jako je vycentrovana nabidka
Start, Hlavni panel a nové ikony. Windows 11 byl také navrzen tak, aby fungoval na
riznych zatizenich, véetné notebookd, stolnich pocitaci a tablet. Kromé vizualnich

zmén obsahuje Windows 11 nékolik novych funkci, jako je vylepSeny multitasking a



virtualni desktopy, nova integrace Microsoft Teams a podpora aplikaci pro Android
prostfednictvim Amazon Appstore. Windows 11 také predstavil zefektivnéni

mechanismu dorucovani aktualizaci. [11]

3.1.1.2 Mac 0S

MacOS je operacni systém vyvinuty a uvadény na trh spolecnosti Apple Inc. pro jeji
Ffadu osobnich pocitaci Macintosh. Ma bohatou historii, kterd se datuje od
predstaveni prvniho Macintoshe v roce 1984, ktery obsahoval prvni verzi MacOS,
znamou jako System 1.0 [12]. V priibéhu let prosel MacOS fadou zmén a upgradd,
vCetné zmén uZivatelského rozhrani, zakladni technologie a kompatibility
hardwaru. Jednim z nejvyznamnéjSich milniki v historii MacOS bylo vydani Mac 0S
X vroce 2001, coz bylo zasadni prepracovani operacniho systému, ktery zahrnoval
architekturu zaloZenou na Unixu a piedstavil nékolik novych funkci, jako je rozhrani
Aqua, které je navrZeno tak, aby bylo intuitivni a snadno pouZitelné. Toto rozhrani
se stale pouziva v modernich verzich MacOS. [13]

Dalsi klicovou vlastnosti MacOS je jeho integrace s dalSimi produkty a sluzbami
Apple, jako je iCloud, ktery uzivatelim umoZiiuje ukladat a synchronizovat své
soubory na vice zarizenich [14]. MacOS navic obsahuje funkce, jako je AirDrop, ktery
umoziuje snadné sdileni souborti mezi zatizenimi Apple, a Handoff, ktery
uzivatelim umoznuje bezproblémovy prechod mezi jejich Macem a jinymi

zatizenimi Apple [15].

3.1.1.3 Unix

Ke konci 60. let firma Bell Labs, dfive vyzkumna a vyvojova divize AT&T, se zamérila
na vyvoj operacniho systému pro sdileni Casu pro salové pocitace. Jedni
z vyzkumnikl byl Ken Thompson a Dennis Ritchie a v roce 1969 zacali pracovat na
vytvoreni Unixu. Ken Thompson napsal v jazyce assembly pocatecni verzi Unixu na
minipocitaci PDP-7 a se spolupraci s vyvojatem programovaciho jazyka C Dennisem
Ritchiem, byli budouci verze systému Unix prepsan vonom jazyce C. Diky
programovacimu jazyku C byl Unix vysoce pirenosny a umoznil jeho béh na riznych

hardwarovych platformach. [16]



Nazev “Unix" je odvozen od slovni hiicky s operacnim systémem "Multics", ktery je
kombinaci slov "Uniplexed Information and Computing Service", coz dava diiraz na
jednoduchost a koncept operacniho systému pro jednoho uzivatele. [17]

Verze 6 Unix, vydana v roce 1975, obsahovala vyznamné funkce, jako je hierarchicky
souborovy systém, roury pro meziprocesovou komunikaci a textovy editor vi. [16]
Unix verze 7, vydana v roce 1979, dale zdokonalila a rozsitila systém a predstavila
klicové komponenty jako je Bourne shell a kompilator C. [18] Po vydani V7 byly
vyvinuty varianty Unixu, ze kterych kazda ma vlastni sadu funkci a vylepSeni.

Jedna z variant zahrnuje BSD Unix vyvinuty z k6dové baze Unixu verze 6 a 7, a zavedl
radu vylepSeni a inovaci v ramci sitovych schopnosti v Unixu. Predstavila rozhrani
Berkeley sockets a integrovalo sitové protokoly TCP/IP do Unixu. [19]

Dalsi vétvi Unixu se stal System V. Tento systém disponoval meziprocesové
komunikaci a synchronizaci za pomoci mechanismii. Mechanismus message queues
zajiStuje komunikaci mezi procesy za pomoci zprav, u které c¢tenai musi dostat
zpravu celou oproti mechanismu pipes ve formé nedefinovaného bajtového proudu.
Mechanismus semaphores spravuje synchronizaci akci procesli, aby zabranil
pristup k bloku sdilené paméti v okamziku, kdyby ho jiny proces v dany moment
aktualizoval. Shared memory umoznuje procesiim vytvorit oblast paméti, ve kterém

je zména registrovana pro ostatni procesy. [20]

3.1.1.4 Linux

V roce 1983 Richard Stallman zahijil projekt GNU, jehoZ cilem bylo vytvorit
svobodny a otevireny operacni systém. Stallman vyvinul rizné komponenty, véetné
GNU General Public License (GPL). Projektu vSak chybélo jadro, klicova soucast
operacniho systému. [21]

Linuxové jadro, s vice nez 8 miliony radki kédu a vice nez 1000 prispévatela ke
kazdé verzi, je jednim z nejvétsSich a nejaktivnéjsich projektti svobodného softwaru.
0d svych skromnych pocatkli v roce 1991 se toto jadro vyvinulo v prvotridni
komponentu operacniho systému, které bézi na kapesnich digitalnich prehravacich,
stolnich pocitacich, nejvétsich superpocitacich na svété a vSech typech systémii mezi

tim. Je to robustni, efektivni a Skalovatelné reSeni pro témér kazdou situaci. [22]



Aby byl Linux dostupnéjsi, riizné skupiny zabalily linuxové jadro s dal§im softwarem
a vydaly kompletni operalni systémy znamé jako linuxové distribuce. Tyto
distribuce zahrnovaly dalsi software, jako jsou systémové nastroje, knihovny a
grafické desktopové prostiedi. Priklady populdrnich distribuci Linuxu zahrnuji Red

Hat, Debian a Ubuntu. [21]

)

debian

Obrazek 2: Cast stromové reprezentace distribuci Linuxu
Zdroj: upraveno dle [23]

Linux ztélesiiuje principy hnuti open-source, které vychazi z principti spoluprace,
transparentnosti a svobody. Otevienost Linuxu umoZiiuje komunitné fizeny vyvoj,
kde zdrojovy kod je volné pristupny, upravitelny a Siritelny. Kdokoli mtizZe prispét
svymi dpravami, opravami chyb, pfidanim novych funkci a zlepSovanim vykonu.
Zdrojovy kod Linuxu je pristupny vSem, coZz podporuje transparentnost. To
umoziuje jednotliveim porozumét fungovani systému, identifikovat zranitelnosti a
navrhovat vylepsSeni. Filozofie otevieného zdrojového kédu Linuxu podporuje
inovace tim, Ze povzbuzuje experimentovani a prizplsobovani. Vyvojari mohou

prizptlsobit Linux svym potirebam, coz vede k diverzifikaci distribuci. [24]

3.1.2 Operacni systém pro vice uZivateli
Tento typ operacniho systému je navrzeny na uziti vice uzivatellim pristupovat ke
stejnému pocitai nebo siti soucasné. Bézné se pouzivd v podnikovych a

organizacnich prostredich, kde oproti domacimu prostredi se bézné sdileji zdroje,



jako jsou soubory, aplikace a databaze. Vice uzivatelli s pristupem ke stejnym datlim
a aplikacim dokazou spojit sily za dosazeni efektivnéjSiho dokonceni projektt a

provedeni vice komplexnich tkold.

Spravce

Uzivatel 1 UzZivatel 2 UzZivatel 3

Obrazek 3: Interakce vice uzivatela s OS
Zdroj: vlastni zpracovani dle [25]

- =

Obvykle vyuziva riizné mechanismy pro spravu piistupu uzivateli a alokaci zdrojt,
jako je autentizace uzivateld, fizeni pristupu, planovani procesi a sprava paméti.
UZzivatelé musi napriklad pro pristup do systému poskytnout platna poveéreni, jako
je uzivatelské jméno a heslo. Po ovéreni jsou uzivatelim udélena specificka
opravnéni a opravnéni na zakladé jejich role a odpovédnosti. Kromé toho vyuziva
planovani procesti pro pridélovani casovych a pamétovych zdroji mezi

konkuren¢ni procesy a uZivatele, coZ zajiStuje spravedlivé a efektivni vyuZiti
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systémovych zdroji. Vzhledem k povaze sdileni pocitacovych prostiedki je nutné
dbat na vysi droven zabezpeceni, aby se zamezilo naruseni systému. Pokud by se
dostalo k naruseni systému formou infikace pocitacovym virusem, dokazala by se

infikace rozsirit mezi dalsi propojené pocitace v siti. [26]

3.1.2.1 Windows Server

Pri tvorbé IT infrastruktury mezi spoleCnosti poskytujici sluzby a jejimi klienty
vyuzivajici tyto sluzby je zapotrebi data centra obsahujici servery. Od spravy emaild,
sdileni souborti po aplikaci virtudlnich desktopli a spravy databazi, servery
poskytuji moZnost splnéni dloh zadané spolecnosti [27].

Firma Microsoft umozZnuje tvorbu infrastruktury za pomoci proprietarniho
platformy Windows Server a poskytuje sluzby organizacim podle jejich potieb. Na
rozsah uspokojeni potieb jsou nabizeny edice. Edice Standard je vhodna pro malé a
stredni podniky, zatimco edice Datacenter je urcena pro rozsahlou virtualizaci a
nasazeni cloud computing!. Edice Essentials se zaméfruje na malé podniky s méné
nez 25 uzivateli a poskytuje zjednoduSenou spravu a integraci s cloudovymi
sluzbami napi. Microsoft 365. [28]

Windows Server nabizi mozZnost konfigurovat funkce serveru tak, aby vyhovovaly
konkrétnim ukolim a pozadavkim organizace. Jednim zukolim miize byt
konfigurace sdileni ulozisté soubort vsiti, které Windows Server zajistuje
jednoduché spravovani dat a pristupu k nim. ZajiStuje ji reSeni Storage Spaces
Direct, jejimZ Ukolem je kombinace internich uloZnych jednotek ve fyzickych
serverech. S kombinaci jednotek je spravovana ve formé virtualniho fondu ulozisté.
Z fondu se daji vytvaret svazky uloZisté, na které se souborovy server dokaze pres
sit umoznit jejich sdileni. [29]

Dalsi funkci Windows Server spociva strukturovat informace o objektti v siti. Active
Directory Domain Services (AD DS) je prikladem adresarové sluzby, ktera spravuje
data a zpristupniuje je uzivatelim a spravctim. Ukldd4d podrobnosti, jako jsou

uzivatelské ucty, hesla a telefonni ¢isla, cozZ umoziiuje opravnénym uzivatellim v siti

1 Cloud computing je moznost zadkazniki vyuzivat infrastruktury firem a pouzivani aplikaci, aniz by
je museli sami instalovat, anebo udrzovat
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pristup k témto informacim. Sluzba Active Directory organizuje data logickym,
hierarchickym zplisobem, coZ spravclim a uzivatelim zjednoduSuje hledani a
pouZiti uloZenych informaci. Integruje také bezpecnostni funkce pro ovérovani a
fizeni pristupu, coz i u komplexnich sitich umoziuje spravu dat a zdrojt za pomoci

jediného prihlaseni. [30]

3.1.2.2 Unix Server

Mezi dlouholeté soupetfe v oblasti operacnich systémii pro vice uzivateld patii
systém Unix [16].

S jeho Sirokou kompatibilitou je pouzivan v kriticky dialezitych ulohach, jakoZ hraje
roli patefe internetu. Pracuje za pomoci protokolt TCP/IP pro sitovou komunikaci
a SMTP pro funkci e-mailu. [31]

Unix potyka se sniZenou poptavkou zpiisobenou migraci z pocitacovych platforem
s redukovanou instrukéni sadou na alternativy na bazi x86, jelikoZ vlastni vyhody
rychlejSiho zpracovani dloh za mensi cenu. I po postupném uUtlumu je Unix stale
preferovanym systémem pro pripady aplikaci datovych center. [32]

Dalsi alternativou verzi Unixu predstavila firma Apple serverovou variantu Mac 0S
X Server. Jeho implementace je postavena z distribuce FreeBSD, u jaké se pysSni
funkcemi kompilace a spusténi existujiciho kédu Unixu, a lze ho proto nasadit
v prostiredi vyZadujici plnou kompatibilitu. Diky Unixové architektuie se Mac OS X
Server poskytuje spravclim nastroje pro spravu sluzeb bez moZnosti pripojeni na
displej serveru. Obsahuje pro administraci nastroje zabezpeceni, jakoz muze byt
spojeni pres internet pres protokol SSH. [33]

Vroce 2022 se firma Apple rozhodla Mac OS X Server ukoncit provoz a stavajici

zakaznici mohou i nadale stahovat a pouZzivat aplikaci s macOS Monterey [34].

3.1.2.3 Linux Server

Linux se po vyvoji linuxového jadra rozvétvil do distribuci a je povaZovan za jeden z
pouZzivan na serverech, superpocitacich a podnikovych prostredich. [21]

Jednou z technologii myslenky Linux Server je sprava webového obsahu Apache

HTTP Server podporovany Apache Software Foundation. Jeho otevieny zdrojovy
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kéd a stabilita ho ucinily jednim z oblibenych operacnich systémi pro servery v
celém svété. [35]
Diky své moduldrni architektufe a schopnosti provadét zatiZeni a rovnomeérné

rozloZeni zajisStuje Apache bezpecny a efektivni provoz webovych aplikaci. [36]

Nasledujici kapitola je zamérena na jeden z nejrozsirenéjsich operacnich systémii

na svété od firmy Microsoft, tj. Microsoft Windows.

3.2 Platforma Windows

Novy prispévek k operacnim systémi z rodiny NT je oznaCovan pod nazvem
Windows 10, které se od jeho doby vydani byl ozndmen firmou Microsoft: ,jsme
nadseni ozndmit, Ze pres 1 miliardu lidi si zvolilo Windows 10 pres 200 zemi, ve kterém
vyplyvd pres vice nez 1 miliardu aktivnich zarizeni Windows 10 [37].

Na uvod do operacnich systémi je nutné se podivat na jednotlivé funkce, které jsou
dtlezité pro chod systému, se zaméirenim na systémy skupiny Windows. Hlavnim
ukolem operacniho systému je spravna alokace prostredkii, paméti, zarizeni a

informaci. Informace ke kapitolam od 4.2.1. do 4.2.9. byly ptejaté z [38].

3.2.1 Autentizace a autorizace uzivatelu

Operacni systém vyuzivd ochranu za pouZiti hesla, aby se zajistila ochrana dat
uzivatele a dal$i podobné techniky. Také zabranuje neautorizovany ptistup

k programlim a uZivatelskych datech.

3.2.2 Kontrola vykonu systému

Monitoruje celkové zdravi systému pro zajiSténi vylepSeni vykonu. Zaznamenava
dobu odezvy mezi poZadavky na sluzbu a odezvou systému, aby mél aplny piehled
o stavu systému. To mlze pomoci zlepsit vykon poskytnutim dtlezitych informaci

potirebnych k reseni problémi.
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3.2.3 Ucetnictvi prace
Operacni systém sleduje ¢as a prostiedky vyuzivané riznymi ukoly a uzivateli. Tyto
informace lze pouzit ke sledovani vyuZiti zdroji pro konkrétniho uZivatele nebo

skupinu uzivateld.

3.2.4 Podpora detekce chyb

Operacni systém neustale monitoruje systém, aby zjistil chyby a zabranil selhani

pocitacového systému.

3.2.5 Koordinace mezi softwarem a uzivateli

Operacni systémy také koordinuji a pridéluji interprety, kompilatory, assemblery a

dalsi software rtiznym uzivatelim pocitacovych systémii.

3.2.6 Sprava paméti

Operacni systém spravuje primarni pamét nebo hlavni pamét. Hlavni pamét se
sklada z velkého pole bajtl nebo slov, kde je kazdému bajtu nebo slovu prirazena
urcitd adresa. Hlavni pamét je rychlé uloZisté a lze k ni pristupovat primo z
procesoru. Aby byl program spustén, mél by byt nejprve nacten do hlavni paméti.

Operacni systém provadi pro spravu paméti nasledujici ¢innosti:

e Sleduje primarni pamét, tj. které bajty paméti pouziva ktery uzivatelsky
program. Adresy paméti, které jiz byly pridéleny, a adresy paméti, ktera
jeSté nebyla pouzita. Pii multiprogramovani rozhoduje OS o poradji, ve
kterém je procestim udélen pristup k paméti, a na jak dlouho.

e Pridéluje pamét procesu, kdyZ to proces poZaduje, a uvoliiuje pamét, kdyz

se proces ukonci nebo kdyZ se provadi I/0 operace.

3.2.7 Sprava procesoru

V prostiedi s vétsi skalou programovacich jazykl rozhoduje OS o poradi, v jakém
maji procesy pristup k procesoru, a jak dlouhou dobu zpracovani ma kazdy proces.
Tato funkce OS se nazyva planovani procesti. Operacni systém provadi nasledujici

¢innosti pro spravu procesoru:
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e Sleduje stav procesi. Program, ktery provadi tento ukol, se nazyva /0
dopravni kontrolor.
e Pridéluje procesu dostupné jadro procesoru.

e Zrusi pridéleni procesoru, kdyZ proces jiZ neni potreba.

3.2.8 Sprava zarizeni

Déale operacni systém spravuje komunikaci zarizeni prostiednictvim prislusnych

ovladacil. Provadi nasledujici ¢innosti pro spravu zarizeni:

e Sleduje vSechna zatizeni ptipojena k systému.

e Oznacuje program zodpovédny za kazdé zarizeni zndmé jako Input/Output
Controller.

e Rozhoduje, ktery proces ziska pristup k ur¢itému zarizeni a na jak dlouho.

e Pridéluje zarizeni efektivnim a i€innym zplisobem.

e Odpojuje zarizeni, kdyz jiZ nejsou potieba.

3.2.9 Sprava soubortu

Souborovy systém je organizovan do adresarl pro efektivni nebo snadnou navigaci
a pouziti. Tyto adresaife mohou obsahovat dalsi adresare a jiné soubory. Operacni

systém provadi nasledujici ¢innosti spravy soubort:

e Sleduje, kde jsou informace uloZeny
e Nastavuje uzivatelského ptistupu a stav kazdého souboru

Tyto funkce jsou souhrnné znamé jako souborovy systém.

3.3 Bezpecnostv OS

Bezpecnost jakékoliv zarizeni a jejiho operacniho systému je v dneSni dobé z cela
zasadni. V dnesSni dobé kvili vysoké integraci internetovych sluzeb a vyuziti
softwarovych balickl, které jsou z vétSiny ze tietich stran, se zvySuje riziko
napadeni neznamym uto¢nikem. To neznamena ve smyslu primého fyzického

napadenti, ale pouziti prostiedki dostupny v programovém vybaveni operac¢niho
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systému. Pro zajisténi zadkladni bezpecnosti informaci je vyuZivana tridda

informacni bezpecnosti CIAZ.

Bezpecnost

Obrazek 4: Triada CIA
Zdroj: vlastni zpracovani dle [39]

Tomuto konceptu se vénoval Donn B. Parker r. 1998. V konceptu jsou zahrnuty tii
atributy ochrany informaci. Jednim znich je divérnost, kde se u informace
predpoklada, Ze jeji obsah neni odhalen, nebo odcizen neopravnénym jedincem,
entitdm, nebo procestim. U integrity je dbat ohled na presnost a uplnost. Kuprikladu
integrita dat znamenj, Ze informace jako data v jistoté nebyla zménéna a neztratily
jejich platnost. Na atribut dostupnosti se nejcastéji definuje jako zajiSténi, Ze
informace je pro opravnéné uzivatele pristupna v okamziku jeji potieby. [40]

CIA tridda byla vyuzita na priklad nastaveni parametrli bezpec¢nosti informacnich

systému pro zajisténi narodni bezpecnosti USA. Vzhledem k faktim, Ze pocitace byli

2 Zkratka je slozena ze tii slov: confidentiality (divérnost), integrity (integrita) a availability
(dostupnost)
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velmi drahé a fyzicky pristup knim byl velmi omezeny, a tedy hrozba ztraty
divérnosti, dostupnosti a integrity byla minimalni, nebyla CIA tridda casto
aplikovana v praxi. S touto véci byl dban ohled na bezpecnost dat pouze v oblasti
integrity systému, jelikoZ hrozby nebyly rozsifené, hlavni pozornosti byla samotna
spolehlivost systému. Ve vysledku, ochrana informaci byla dosaZzena pomoci

kontroly fyzického pristupu k pocitaciim. [41]

Vlastnictvi

Bezpecnost

Uzitecnost Autenticita

Obrazek 5: Parkerianska Hexada
Zdroj: vlastni zpracovani dle [39]

Ke stavajicimu modelu se ptipojily dalsi tri atributy, které obohacuji a upresiuji
ochranu informaci. K prejeti novych atributi se ndzev modelu se Sesti atributy
nazyva Parkerianska Hexada3.

Prvnim pridanym atributem je vlastnictvi, popiipadé kontrola. Tento atribut se

zamétuje na to, kdo nebo co ma kontrolu nad informacemi a jakym zpiisobem jsou

3 Z dbvodu nedostatku Ceskych termini byl pouzit vlastni preklad nové pridanych atributl
Parkerianské Hexady: possesion/control (vlastnictvi), authenticity (autenticita), utility (uzitecnost)
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tyto informace spravovany. U atributu autenticity je kladen diraz zhodnoceni
pravdivosti a vérohodnosti informaci a zda informace pochazeji ze spolehlivych a
divéryhodnych zdrojl. Atribut uZitecnosti poukazuje, v jaké formé jsou informace

predkladany a jakym zplisobem jsou uzitecné vzhledem k jejich dostupnosti. [42]

3.4 Hrozby

Kyberbezpecnosti firma Trellix podala prognézu v roce 2022 o stavu kyberutokd,
kde aktéri pokracuji s vyzvou pouZiti ransomware, kde organizace vice zavisi na
zameéstnancich, ktefi pracuji ze vzdalenych mist, jako jsou jejich domovy nebo jina
mista mimo pracovisté, aby plnili své pracovni povinnosti. V hlaSenti stalo, Ze aktéri
s jejich vétsim odhodlanim zptsobuji vétsi Skody. Primeér Zadosti ransomware se
zvySil z $5000 v roce 2018 na okolo $200000 v roce 2020. [43]

V internetové bezpecnosti jsou hrozby kategorizované do oblasti tzv. tfid malware.
Malware (zkr. Malicious software) ma rtzné podoby, kde jejim cilem je pouziti
Skodlivého kédu, ktery se dokaze dostat k citlivym tdajlim vlastnika pocitacového
systému bez jeho védomi a bez jeho souhlasu. Informace ke kapitolam 3.4.1 a 3.4.5
byly prejaté z [44], [45] a ke kapitolam 3.4.3 a 3.4.6 byly prejaté z [46] a ke kapitole
3.4.2 byla prejata z [47].

3.4.1 Pocitacovy Virus

Virus je jeden znejznaméjSich druhli malware. Stejné jako virus v lidském
organismu, virus v pocitacovém systému dokazZe zneprijemnit uzivateli Zivot. Jeho
hlavni schopnosti je infikovat a oklamat bezpec¢nosti prvky opera¢niho systému a
s prevzetim tohoto systému ma nad nim kontrolu. Ke vzniku této zranitelnosti miize
dochazet velmi snadno. UZivatel mize obdrZet infikovany soubor v ptiloze emailu,
nebo ho ziskat pouhym staZenim z internetu. Po nasledku napadenti se virus a jeho

Skodlivy k6d mohou kopirovat do dalSich soubort.

3.4.2 Trojsky kiin

Jak jiz mUzZeme znat z fecké mytologie baji o dobiti mésta Troja, kde se pod vedenim
Odysea pouzil valecny stroj v podobé koné jako dar. Timto darem se zajistilo

oklamani nepratelskych Trojani. Touto valeCnou Isti se zajistilo jejich zarucenou
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porazku. V informatice se trojsky ktn chova stejné, jako jeho fecky protéjsek, kde se
Skodlivy program tvari jako uZitecna aplikace, nebo jako rutina opera¢niho systému.
Rozdil mezi trojskymi konimi a pocitaCovymi viry se radi napiiklad neschopnost
duplikace svého Skodlivého kédu do dalsich casti opera¢niho systému. Pro
predstaveni své cinnosti se mulZeme zaméfit na proceduru prihlasovani do
operacniho systému. Trojsky kiin se prichyti do procedury tak, Ze si nastavi prioritu
spoustéciho kddu na sebe. Pozada uzivatele, aby zadal své jedinecné jméno a heslo,

’

ktery potom trojsky kin nasledné uloZi a preda tvirci malware. Kin potom pieda

zpatky prioritu na ptivodni rutinu piihlasovani, na ¢emz uzivatel se znovu prihlasi

uspésné.

3.4.3 Pocitacovy Cerv

PocitaCovy Cer je jakykoliv kus kédu, ktery se dokaze replikovat pocitaci obéti ttoku.
Pocitacovy Cervi jsou samostatni. To znamena, Ze pro jejich Zivotni cyklus neni
potieba spusténi hostitelského programu. Kjejim vloham mize pattit celkové
pomald odezva systému, protoZe pocitacovy Cervy spotiebovavaji ke své Cinnosti
prostiedky systému, konkrétné se mize jednat o Sifku pasma sité, ve kterém je
pocita¢ umistény, nebo vét$i aktivita na internim disku. Cervi se dostavaji do
pocitace vétSinou pres zavirované prilohy emailu nebo pres nebezpetné webové

stranky.

3.4.4 Spyware

v v v

Spyware se da nazvat na tzv. Spionazni software, o kterém uZivatel nemusi védét, ze
ho ma nainstalovany ve svém operacnim systému. K infikaci dochazi casto
priinstalaci nedvéryhodného balicku programového vybaveni, nebo i pfi
predchazejicim kroku staZeni Skodlivého balicku stac¢i stahnout Skodlivy balicek i
bez nasledné interakce ze strany uzivatele. Svoji existenci dokaZe ovlivnit systém
tak, Ze prostredky RAM spotrebuji pochybné velké mnoZstvi paméti. Dal$i metodou
ovliviiovani systému spyware je monitorovani a datova kolekce dat, u které se
dokaze projevit dojem zpomaleni systému, vétSinou dané zvySeni obsazenosti
procesoru. Po kolekci dat ziskaném z nevédomky uZivatele se finalni data s citlivymi

udaji snazi nahrat do internetu. DalSim vice zretelnym dojmem mohou nastat
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Castéjsi problémy s chodem operacniho systému, kde se nahle objevuji nestability
aplikaci, nahodné vypadky systému a neschopnost zprovoznéni operacniho

systému.

3.4.5 Ransomware

Ransomware (alias rogueware nebo scareware) omezuje uZivatelim pristup k jejich
pocitatovému systému nebo souborlim. Za obnoveni pristupu poZaduje program
zaplaceni vykupného. Ransomware je ucinny i tim, Ze i po znovuobnoveni systému
je hrozba stale aktivni. Neprijemnost pro vlastnika systému garantuje ransomware
tim, Ze Sifruje data pomoci slozitych algoritmt, aby obsah soubora systému nebyly
Citelné a pouZitelné bez deSifrovaciho klice, ktery ma pouze utoc¢nik k dispozici. Za
obnoveni pristupu pomoci tohoto klice poZaduje program zaplaceni vykupného.
Ransomware miize infikovat pocita¢ fadou metod, vcetné skodlivych e-mailovych

priloh, zranitelnosti softwaru a titok socialniho inZenyrstvi.

3.4.6 Spam

Spam je nevyzadana poSta v elektronické podobé. Jejim smyslem je naldkani
uzivatelti na reklamni nabidky produktu nebo sluzby. Tento proces zpracovava
automatizovany program, ktery specificky vyhledava kontakty a emailové adresy.
Pri ziskani novych cilovych uZivateli spam preposle identické zpravy emailem.
Spam svym zplsobem dokaZe spotiebovat Sifku pasma se vzriistajicim pocCtem
emailli. Phishingové titoky jsou béznym typem kybernetického utoku, pti kterém se
utoc¢nici snazi primét lidi, aby jim poskytli citlivé informace, jako jsou prihlasovaci
udaje, cisla kreditnich karet nebo jiné osobni idaje. E-maily se ¢asto pouZivaji pri
phishingovych tutocich, protoze jsou béznym zplsobem, jakym lidé komunikuji
online. Jak v osobni sfére, tak i profesni se tto¢nici mohou v e-mailu snadno vydavat
za nékoho jiného. Metodou spoofing si ito¢nik podvrhne e-mailové adresy, aby to
vypadalo, Ze e-mail pochazi z dlivéryhodného zdroje, jako je napi. banka nebo bliza
osoba. Pro zvysSeni efektivity utoku spoofing se v emailu mohou pouZivat loga,

znacky a dalsi prvky, aby e-mail vypadal autenticky.
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3.5 Moznosti ochrany OS

Za dobu evoluce pocitacovych siti, lidé s dostatecnym know-how* vytvareji lepsi
postupy pri infiltraci systému. NaStésti tato informacni valka je vedena po obou
strandach, kde softwarové bezpecnostni firmy se prizplisobuji novym zranitelnostem

a vytvareji nové standardy v oblasti informacni a kybernetické bezpecnosti.

3.5.1 Antivirus

Antivirovy program je jeden z typi softwarového vybaveni. Antivirovy software
pouziva radu technik k ochrané pocitace pred rtiznymi bezpec¢nostnimi hrozbami,
vCetné viri, malwaru a dalsich typi Skodlivého kédu. DokaZe udrzet systém
v bezpeci tim, Ze neustale sleduje podezielé aktivity v pocitaci a analyzou souborti a
programi na pritomnost malwaru. Pro svoji ¢innost pouZzivaji metodu skenovani
lokalnich soubort, které se déji na pozadi. Tato funkce jde spustit uzivatelem
manualné na vyzadani. Obrazek 1 reprezentuje funkcionalitu virového skeneru pri

skenovani na vyzadani.

Aplikace

. Sken na vyzadani

g NajdiPrvni/
«— NajdiDalsi

GUI

UzZivatel

Operaéni Systém
\ 4

Systémové instrukce

Hardware

Datovy nosic

7 z

Obrazek 6: Fungovani virového skeneru: na vyZadani
Zdroj: vlastni zpracovani dle [48]

4 Know-how je anglické souslovi, které popisuje znalosti ur¢ené pro uskutec¢néni ¢innosti
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3.5.2 Anti-Spyware

Anti-spywarovy software je typ pocitacového programu urceny k detekci a
odstranéni nezadouciho spywaru z pocitacového systému. Techniky rozpoznani
spyware mohou zahrnovat skenovani paméti pocitace a pevného disku na
pritomnost zndmych spywarovych struktur. Pro validaci rozpoznani téchto struktur
se pouziva detek¢ni databaze, ktefi provozovatelé anti-spywarového balicku
zverejniuji pravidelnou aktualizaci. Dalsi z funkci obsahuje skenovani hrozeb v
redlném case a v pripadé nalezeni, moZnost umistit spyware do karantény nebo
odstranit z pocitacového systému. Spole¢nost Microsoft pristoupila k riziku hrozby
spyware tim, Ze ziskala intelektudalni vlastnictvi anti-spywarového lidra GIANT
Company jeji akvizici. Pro integraci nového zabezpeCovaciho nastroje Microsoft
AntiSpyware, ktera tato firma s podporou Microsoftu vytvorila, je dostupna pro
Windows 2000 a pozdéjsi verze. [49] Forma tohoto nastroje byla pouze prvni iteraci
a o necely rok pozdéji se tento nastroj prejmenoval na Windows Defender, u které
Microsoft predstavil zjednoduSené prostredi a v podstatném vylepSeni aktualizace
definic pomoci Windows Update [50]. Pro oblast pocitacové bezpecnosti se radi
anti-spywarovy program jako jednu bezpecnostni jednotku a pro ucelenost
zabezpeceni je vhodné spojit tuto jednotku s dalSimi bezpec¢nostnimi opatienimi k

ochrané pocitacovych systémi pied Skodlivym softwarem.

3.5.3 Anti-Phishing

Spolecnost Microsoft poskytuje nékolik nastroji a funkci, které mohou chranit pred
phishingovymi utoky. Hlavni podstatou brouzdani internetu je vyuZiti webového
prohliZe¢e Microsoft Edge, ktery je predinstalovan v systému Windows 10. Ma
vestavénou ochranu proti phishingu jménem SmartScreen, ktera se pokusi vyhnout
Skodlivym weblim. Kdyz navstivite web, SmartScreen zkontroluje reputaci webu se
seznamem znamych Skodlivych webi. Pokud je web na seznamu, SmartScreen vcas
upozorni, Ze web muze byt nebezpecny a da uzivateli moZnost web opustit. Jako
dalsi funkci disponuje kontrolu reputaci stazenych aplikaci a soubort se seznamem
zndmych Skodlivych souborli. Za v¢éasného varovani predlozi moZnost soubor
smazat nebo jej presto spustit. SmartScreen také kontroluje adresy URL v e-mailech

a jinych zpravach se seznamem zndmych phishingovych webt. Za pouziti tohoto
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seznamu se na webu, se kterym se chce uzivatel spojit, miiZe dojit k varovani o
potencionalnim riziku a dovoli uZivateli se rozhodnout, zdali chce stranku navstivit.
[51] Microsoft Defender for Endpoint je feSeni zabezpeceni, které miiZe pomoci
chranit vase zarizeni pfed malwarem a phishingovymi utoky. K detekci a reakci na
hrozby vyuZziva umélou inteligenci a strojové uceni. [52] Pomoci téchto nastroji a
funkci miiZete pomoci chranit sebe a sva zarizeni pred phishingovymi ttoky. Je vSak
také dilezité zistat ve stirehu a byt obezrietni pii otevirani e-mail nebo klikani na

odkazy z neznamych zdroju.

3.5.4 SKripty na miru

DalSim zpisobem posileni ochrany operacniho systému pred rtiznymi hrozbami
miuZe byt za vyuziti skriptl. Skripty jsou soubory obsahujici instrukce, které ovladaji
rizné funkce opera¢niho systému. Instrukce mohou byt napsany v raznych
programovacich jazycich a slouzi k automatizaci rtiznych ukolt a operaci na
pocitac¢i. Tyto skripty umoziuji uZzivatelim nastavit specificka pravidla a
zabezpeceni, které odpovidaji jejich individualnim potifebdm a preferencim.

Jejich povahou nabyva faktu, Ze skripty mohou byt podporovany vyvojari ze strany
firmy, kterd vytvorila onen operacni systém, na kterém skripty pracuji. Jednim
z nich, ktery obsahuje skriptovaci prostredi a skriptovaci jazyk podporovany firmou
Microsoft se nazyva PowerShell [53].

Existuje skript, ktery pracuje se sbirkou dalSich skripti a nastrojl. Jeho plnym
nazvem se jmenuje Tron, skript pro automatické ¢isténi PC. Tron se obvykle pouziva

pro Ucely:

e Odstranéni malwaru a virt
e Vycisténi systému

e Aktualizace softwaru

e Optimalizace systému

e Volitelna systémova vylepSeni

Je dilezité si uvédomit, Ze Tron neni oficidlnim produktem ani softwarem
poskytovanym spolecnosti Microsoft nebo jakoukoli konkrétni organizaci. Jedna se

o skript vytvofeny a podporovany komunitou programatorti, ktery miiZe byt
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uziteCnym nastrojem pro uzivatele, ktefi chtéji provést iklid a optimalizaci systémi
Windows. [54]

U vytvorenych skriptli neplati pravidlo, Ze jejich prezentace pro uZzivatele nabyva ve
formé oken, jak je na tom uZivatel zvykly ze systému Windows. Pro prehlednost a
prevenci neocekavanych situaci je pro kazdy skript nutnosti predloZit specifikaci
skriptu ve formé dokumentace. V dokumentaci by se mél kazdy uzivatel dozvédét,
jak skript pracuje a co by mél vykonavat za dobu svého Zivotniho cyklu. VyuZziti
komunitné vytvotenych skriptii, nebo oficidlnich skriptd z prvni ruky se miize zvysit
bezpectnost systému a branit hrozbam, které by jinak mohly uniknout béznym
antivirovym a anti-spyware programiim. Je povinnosti kazdého uzivatele vzit v
uvahu, Ze pouziti skriptli s sebou nese potenciondlni nebezpeci nevratného

poskozeni systému dat a nasledkem vznika nutnost reinstalace systému.
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4 Prakticka cast

4.1 Sestavenivirtualnino prostredi

Za ucelem testovani systému byl pouzit program pro vznik virtualnich stroji
VirtualBox od spolecnosti Oracle. Tento program zajisti vytvoreni idealni prostredi
pro virtualizaci, ktery simuluje chovani opera¢niho systému v jiZ probihajicim
opera¢nim systémem. ObycCejné se virtuadlni stroj zobrazi jako okno na ploSe

pocitace.

V¢ VirtualBox - O aplikaci ? X

| VirtualBox

7.0

Grafické uZivatelské prostiedi pro VirtualBox
Verze 7.0.12r159484 (Qt5. 15.2)
Copyright © 2023 Oradle and/or its affiliates.

Obrazek 7: Informacni okno programu VirtualBox
Zdroj: vlastni zpracovani dle [55]

4.1.1 Instalace VirtualBox

Program je distribuovan pod licenci GNU General Public License (GPL). To znamena,
ze VirtualBox miiZeme instalovat a pouzivat bezplatné na pocitaci. Je instalovan
s nejnovéjSimi aktualizacemi, které budou instalovany automaticky a verze
programu je kontrolovana pri kazdém jeho zapnuti. Odkaz ke staZzeni je zde:
https://www.virtualbox.org/wiki/Downloads. Program je komprimovan do
balicku, ktery se po stazeni instaluje do operacniho systému. V zaloZce Downloads
se déli na balicky prizplisobeny danym opera¢nim systémem a jsou seskupené pod
Cislem jeho verze. Zvolime odkaz nejnovéjsi verze (7.0.12) pro systémy Windows,

jeZ je nazyvan Windows hosts.
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Menu | B Downloads —Oracle VM V

] wirtualbox.org /wil

<, .
w VirtualBox

Uvodni stranka Index  Historie

o

Download VirtualBox

Here you will find links to VirtualBox binaries and its source code.

About

Screenshots
Downloads VirtualBox binaries

Documentation By downloading, you agree to the terms and conditions of the respective license.
End-user docs If you're looking for the latest VirtualBox 6.1 packages, see VirtualBox 6.1 builds.
Version 6.1 will remain supported until December 2023.
Technical docs
VirtualBox 7.0.12 platform packages
Windows hosts

Community « =mac0S / Intel hosts
« Linux distributions

Solaris hosts

Solaris 11 IPS hosts

Contribute

The binaries are released under the terms of the GPL version 3.
See the changelog for what has changed

You might want to compare the checksums to verify the integrity of downloaded
packages. The SHA256 checksums should be favored as the MD5 algorithm must
be treated as insecure!

+ SHA256 checksums, MD5 checksums

Note: After upgrading VirtualBox it is recommended to upgrade the guest
additions as well.

VirtualBox 7.0.12 Oracle VM VirtualBox Extension Pack
« =All supported platforms

Obrazek 8: Stranka VirtualBox
Zdroj: vlastni zpracovani

Proces instalovani programu je stejny, jak byva u jinych spustitelnych soubort
systému Windows. Kliknutim mysi na staZeny program se spusti proces instalace.

Instalace vyZzaduje prava administratora. Pfi spusténi se zobrazi uvitaci okno.

ﬁl Oracle VM VirtualBox 7.0.12 Setup *

Welcome to the Oracle VM
VirtualBox 7.0.12 Setup
Wizard

The Setup Wizard will allow you to repair your current
installation or remove Orade VM VirtualBox 7.0, 12 from your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Version 7.0.12 < Back Cancel

Obrazek 9: Uvitaci okno VirtualBox
Zdroj: vlastni zpracovani
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Dalsi okno predstavuje zptisob instalace programu, ve kterém se urci instalovani
jednotlivym soucasti programu, ktery se podle nutnosti mize upravit. Za ucelem

testovani nenf potfeba ménit soucasti instalace programu.

ﬁ Oracle VM VirtualBox 7.0.12 Setup bt

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

VirtualBox Application Oracle VM VirtualBox 7.0.12
-= - | VirtualBox USE Support application.

- =3~ | VirtualBox Networking

% \I'!I'IJ.IEI:BDJ( Bridge: This feature requires 210MB on
o | VirtualBox HostC| o hard drive. Tt has 3 of 3

fueves 30« | VirtualBox Python Suppo|  subfeatures selected. The
subfeatures reguire 976KE on vo...

< >

Location: C:'\Program Files\Orade\VirtualBox\ Eer=s

Version 7.0.12 Disk Usage < Back Cancel

Obrazek 10: Okno priizptlisobeni instalace
Zdroj: vlastni zpracovani

Pri instalaci soucasti VirtualBox Networking je za potieby docasné prerusit vSiechny

sitové pripojeni, na které program upozoriuje.

15 Oracle VM VirtualBox 7.0.12 x

Warning:
Network Interfaces

Installing the Orade VM virtualBox 7.0. 12 Networking
feature will reset your network connection and temporarily
disconnect you from the netwark.

Proceed with installation now?

Wersion 7.0,12 Yes Mo

Obrazek 11: Varovné okno sitového pripojeni
Zdroj: vlastni zpracovani

Pied instalaci programu je nejdrive nutné instalace zavislych balicku programu.
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1 Oracle VM VirtualBox 7.0.12 *

Missing Dependencies
Python Core / win32api

Installing the Crade ¥M VirtualBox 7.0. 12 Python bindings
requires the Python Core package and the win32api bindings
to be installed first.

When continuing the installation of the Orade VM VirtualBox
7.0.12 Python bindings now, those need to be setup
manually later, Refer to the Orade YM VirtualBox 7.0.12 SDK
manual for more information,

Proceed with installation now?

Version 7.0.12 Yes Mo

Obrazek 12: Oznamovaci okno chybéjicich balicku
Zdroj: vlastni zpracovani

Po Uspésné instalaci se objevi uvodni okno programu. Pocatetni nastaveni se

prizpiisobi nastaveni operac¢niho systému.

¥ Oracle VM VirtualBox Sprévce — [m] x

Import

‘Welcome to VirtualBox!

Obrazek 13: Uvitaci okno programu VirtualBox
Zdroj: vlastni zpracovani

4.1.2 Tvorba instala¢niho média Windows 10

Za potiebi virtualizace desktopu Windows 10 je zapotiebi tento systém vlastnit ve
formatu instalacniho média. NejcastéjsSim formatem na distribuci operac¢nich

systémi byva souborem typu ISO, na kterém lze vytvorit spoustéci instala¢ni
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médium. V procesu tvorby instalatniho média existuje oficidlni nastroj od firmy
Microsoft, ze kterého tento proces bude probihat. Odkaz ke staZeni nastroje se

nachazi zde: https://www.microsoft.com/cs-cz/software-download /windows10

Menu | B Stahnéte si Windows 10

a ww.micrasoft.com;/c

Aktualizace Windows 10 2022 | Verze 22H2

S aktualizaci na nejnovéjsi verzi Windows 10 vam pomiiZe nastroj Update Assistant. Za¢néte kliknutim na Aktualizovat.

Ochrana osobnich Gdaja

Chystate se do pocitace nainstalovat Windows 107

Nejprve si musite opatfit licenci k instalaci Windows 10. Poté |ze stahnout a
spustit néstroj k vytvofeni média Media Creation Tool. Daléf informace o pouZit!
tohoto nastroje najdete nize.

Ochrana osobnich Gdajd

@ Poufziti nastroje k upgradu tohoto pocitace na Windows 10 (kliknutim zobrazite vice nebo méné informaci)

@ PoutZiti nastroje k vytvofeni instala¢niho média (USB flash disku, DVD nebo souboru 1SO) k instalaci Windows 10 do
Jjiného poditace (kliknutim zobrazite vice nebo méné informaci)

Obrazek 14: Stranka nastroje Microsoft
Zdroj: vlastni zpracovani dle [56]

Pti UspéSném stazeni lze nastroj jakoZto program spustit. Po spusténi se v prvnim

okné predstavi prislusné sdéleni a licen¢ni podminky, se kterymi souhlasime.

8 nstalace Windows 10 — X

Prislusna sdéleni a licencni podminky

Prectéte si prosim toto, abyste védéli, s &im souhlasite.

LICENGNi PODMINKY PRO SOFTWARE SPOLECNOSTI
MICROSOFT

MICROSOFT MEDIA CREATION TOOL

POKUD MATE BYDLISTE V USA (NEBO JSTE FIRMOU, KTERA ZDE MA HLAVNI SiDLO),
PRECTETE SI NiZE ODDIL ,ZAVAZNE USTANOVENI O ROZHODCIM RIiZENi A ZREKNUTI SE
HROMADNE ZALOBY*. TENTO ODDIL SE TYKA ZPOSOBU RESENI SPORU.

Tyto licenéni podminky pfedstavuji smlouvu mezi vami a spoleénosti Microsoft Corporation (nebo
nékterou z jejich afilaci). Vztahuji se na wie uvedeny software a veskeré sluZby a aktualizace softwaru
spoleénosti Microsoft (s vyjimkou v rozsahu, ve kterém jsou takové sluZby & aktualizace doprovazeny
novymi nebo doplfiujicimi podminkami; v takovém pfipadé plati tyto odliZné podminky jen pro novou
situaci a neméni va3e prava ani prava spolecnosti Microsoft ve vztahu k softwaru a sluZbam pred
aktualizaci). DODRZITE-LI TYTO LICENCNI PODMINKY, MATE NASLEDUJICI PRAVA. UZITIM
SOFTWARU PRIIMATE TYTO PODMINKY .

1. PRAVA K UFIVANT A INSTALACL

Prohlazeni o ochrané osobnich udajd

B= Microsoft  Podpora Prdvni informace Odmitnout

Obrazek 15: Uvitaci okno nastroje
Zdroj: vlastni zpracovani
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V dals$im okné prizplisobime instalaci vytvorenim instalacniho média nez

aktualizaci stavajiciho systému.

i Instalace Windows 10 - X

Co chcete udélat?

O Upgradovat tento pocitaé nyni

@® Vytvofit instalaéni média (USB flash disk, DVD nebo soubor 1S0) pro jiny pocitac

B Microsoft Podpara Pravni informace Zpét

Obrazek 16: Dotazovaci okno zaméru instalace
Zdroj: vlastni zpracovani

Po zadaném vstupu se zobrazi nabidka dostupnych variant instalace Windows 10
podle parametrl jazyka, edice a architektury. V zajmu konzistentnosti instalace
odskrtneme moznost pouZiti doporuc¢enych mozZnosti pro tento pocitac a
soustifedime se na nové odemknuté parametry. V instalaci nastavime jazyk CeStiny,

edici Windows 10 a architekturu 64 biti (x64).

. \
Vyberte jazyk, architekturu a edici ‘
Pokracujte prosim vybérem jedné z dostupnych moZnosti, |
Jazyk cedtina - ‘
Edice Windows 10 - |
Architektura 64 bitl (x64) v
[ Pouzit doporucené moznosti pro tento pocitad
BE Microsoft  Podpora Pravni informace Zpét Daléi

Obrazek 17: Dotazovaci okno parametri instalace
Zdroj: vlastni zpracovani
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Po zadani téchto parametrii se program dotaze, jak se bude instala¢ni médium
pouZzivat. Zvolime druhou moZnost souborem ISO, které pozdéji vyuZijeme

programem VirtualBox. Soubor fadné pojmenujeme a urc¢ime, kam se ma uloZit.

8 Instalace Windows 10 - X

Zvolte medium, ktere chcete pouzit

Pokud cheete nainstalovat Windows 10 na jiny oddil, musite nejdfiv vytvoiit instalacni médium a pak z néj instalaci
spustit.

O USE flash disk
Velikost musi byt aspori 8 GB.

@ iSoubor ISC:
Budete muset vypilit soubor 150 na DVD pozdéji.

B% Microsoft  Podpora Pravni informace Zpét

Obrazek 18: Dotazovaci okno zpusobu instalace
Zdroj: vlastni zpracovani

Po stazeni Windows 10 a nasledného vytvoreni instalacniho média mize ubéhnout
nemalo Casu, ktery je urcen rychlosti internetového pripojeni, vypocetniho vykonu

procesoru a rychlost disku urceny cilovym adresarem.

B4 Instalace Windows 10 - x

Vypalit ISO soubor na DVD

A\Windows.iso

Oteviit DVD vypalovacku

B® Microsoft  Podpor Prévniinformace Zpét

Obrazek 19: Oznamovaci okno splnéné instalace
Zdroj: vlastni zpracovani
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4.1.3 Instalace virtualniho stroje Windows 10

K testovani systému Windows 10 je zapotfebi ho instalovat. To se udéla
s pripravenym instalatnim médiem Windows 10 a nainstalovanym programem

VirtualBox. V uvitaci obrazovce spustime priivodce instalaci zaskrtnutim tlacitka

Import Exportovat Novy  Piidat

Obrazek 20: Pocatek instalace virtualniho stroje v programu
Zdroj: vlastni zpracovani

Po objeveni okna priivodce vyplnime privodce instalaci ISO. Pro reZim testovani

jsem zvolil tyto konfiguraci:

e Nazev: VMTestingEnvironment

e Folder:
o Defaultni: C:\Users\[username]\VirtualBox VMs
o Moje nastaveni: A:\W10Testing

e ISO Image: A:\virtual_box_malware_test Windows22H?2.iso
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MNapovéda

Obrazek 21: Uvodni okno priivodce instalaci
Zdroj: vlastni zpracovani

Po nastaveni cilového ISO souboru jsou zbylé nastaveni uzamceny, protoZe program
si je védom interni struktury instalovaného opera¢niho systému. V pokracovani
instalace se objevi okno pro bezobsluznou instalaci OS. Tu miiZeme nechat
predpripravenou, jak je s mensi Upravou zaskrtnuti policka Guest Additions. Tim
bude po instalaci systému instalovan balicek Guest Additions, ktery obsahuje
ovladace zarizeni a systémové aplikace, které optimalizuji hostovany operacni

systém pro lepsi vykon a pouzitelnost [57].

V' Guest Additions

Guest Additions 150: [ c:\Program Files)

Obrazek 22: Okno pro bezobsluznou instalaci
Zdroj: vlastni zpracovani
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Pro zbylé nastaveni virtudlniho stroje se mohou pouZit defaultni hodnoty, ale

v zajmu rychlejsiho provedeni testovani jsem zvolil tyto hodnoty:

e Hardware:
o Operacni pamét: 8192 MB
o Processors: 8

e Virtual Hard disk:

o Create a Virtual Hard Disk Now:

=  Disksize: 64GB

Obrazek 23: Okno na nastaveni Obrazek 24: Okno na nastaveni
Hardware Virtualniho disku
Zdroj: vlastni zpracovani Zdroj: vlastni zpracovani

Na konci priivodce instalaci se objevi shrnuti na vytvoreni virtualniho stroje.

Dokondit

Obrazek 25: Okno shrnuti nastaveni virtualniho stroje
Zdroj: vlastni zpracovani
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Po shrnuti priivodce se instalace automaticky spusti. Instalace operacniho systému

Windows 10 je zrychlena bez zasahu uZivatele, protoze pozadované vlastnosti jsme

jiz vyplnili v privodci instalaci.

T
Obrazek 26: Okno instalace Obrazek 27: Okno plochy Windows
Windows 10 10
Zdroj: vlastni zpracovani Zdroj: vlastni zpracovani

4.1.4 Konfigurace virtualniho stroje pro testovani

Je spravné konfigurovat virtualni stroj tak, abychom minimalizovali riziko infekce
malware do hostitelského pocitace, nebo sité. Na pripravu plné fungujiciho

Windows 10 aktualizujeme systém za pomoci Windows update.

& Domi Windows Update

Aktualizace k dispozici
Posieani kontr

Aktualirace a raberpeani

eresolt Delender Antivirus - KE2267602 (verze
3881718 )
O Windows Update Stav:

o NET Framework 335, 48 & 451 pro Windows 10 Version

- Vyhledat aktualizace & Opbmalzace dowutent e
3 vybledat aktualizace e Stav:
P ——— )
@ Zabucpecens Windaws b ft NET Framework 481 pro Windoms 10 Version 22H2 pro systémy x64 (KBSDTI04E)
B whied 45%
J— A Fachevint
2 5 weyetérma Windomr, w64 vina
~ (Ena0T30)
B wyhledat aktualizace oviadaéd &% Oostanit potize Stav:Siahuvini - 42%
- ) 2022:10 Karmutat wingows 10 2h2pros 4 (KBS021356)
2 Otnovent e ——
@ Akivaco

& pro sviient kvality k dispezici

R i (Preview] pro Windawes 10 Versicn 22H2 pro systémy zalozené na

1 movpeiere stino

) Pragram Winws Insider

@ Pfipravte se na Windows 11 Zhont rdware X
Pokud ' tomito poditadi

[
o - ] 5 1637 AW o
3 Wyhledat aktualizace t ABEW o0 B 5§ O semzadeite hledan vjraz =i

ROBNESWE S G D o

4y M
B~ E e, B

Obrazek 28: Spusténi Windows Obrazek 29: Okno instalace
Update aktualizaci
Zdroj: vlastni zpracovani Zdroj: vlastni zpracovani

Po provedeni aktualizaci a restartem systému zopakujeme postup aktualizace,
dokud nam Windows Update nenabidne Zadné dal$i povinné aktualizace. Ve

vyhledavacim poli vyhledejme ,Zapnout nebo vypnout funkce systému Windows".
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V nabidce funkci zaSkrtneme policko s funkci .NET Framework 3.5 a po potvrzeni
nechame sluzbé Windows Update automaticky stahnout soubory.

i | .© Hiedat

ks i ) .
_-Jj?,? =i ¢ = [~
Vie  Aplikace Dokumenty  Web Daldi -
Nejlepsi shoda =
[*=- Zapnout nebo vypnout funkce
1 systému Windows
Ovladaci panel
[5d Funkee systému Windows - O X
Zapnout nebo vypnout funkce systému Windows @
Cheete-li funkci zapnout, zagkrtnéte jeji policko. Cheete-li funkei vypnout,
zrudte zagkrtnuti jejiho policka. PIné policko znamend, Ze je zapnuta pouze
cast funkce,
IO .MET Frarmework 3.5 (zahrnuje .NET 2.0 a 3.0} A
— =1 T oA oa e -
X
il Funkce systému Windows

Dokonceni instalace nékterych funkei vyZaduje soubory ze sluzby Windows Update.

— Nechat sluzbu Windows Update automaticky stahovat soubory

Obrazek 30: Zapnuti funkce .NET Framework
Zdroj: vlastni zpracovani

V hostitelském pocitaci vytvorime slozku, ze které budeme sdilet soubory s
virtudlnim strojem. Vytvorime ji v blizkosti slozky s vytvorenym virtuadlnim strojem,
z prehlednosti na stejné arovni sloZek. V. mém nastaveni vytvarim slozku do:

e A:\W10Testing\Shared_VM_Folder
Dale pridame sloZzku do virtualniho pocitac¢e formou sdileni. V nastaveni virtualniho

stroje prejdeme na Sdilené slozky a v ikoné pridani pouZijeme parametry pro
sdilenou slozku.
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nvionment - Nastaveni

sdilené skozky

Obrazek 31: Vstup do nastaveni Obrazek 32: Vytvoreni sdilené
Zdroj: vlastni zpracovani slozky
Zdroj: vlastni zpracovani
PouZzijeme nasledujici parametry:

Cesta ke slozce:

o Obecna cesta: C:\Users\ [nazev_uzivatele]\Desktop\[nazev_sloZzky]

o Moje nastaveni: A:\W10Testing\Shared_VM_Folder

Nazev slozky: Shared_VM_Folder

Mount point: (prazdné)

Zaskrtnout:

o Pouze pro ¢teni
o Automatické pripojeni

o Make Permanent

KdyZje Mount point nechan prazdny, virtualni stroj si slozku vhodné namapuje sam.
Zaskrtavaci policko ,Pouze pro ¢teni“ brani virtudlnimu pocitaci provadét zmény na
hostiteli, ale umoznuje virtualnimu pocitaci stahovat jakykoli obsah umistény ve
sloZce. Policko ,,Automatické pripojeni“ umozni hostitelskému operacnimu systému
automaticky pripojit sdilenou slozku. U policka ,Make Permament” se zajisti, Ze

slozka bude stale pripojena.
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Piistup Auto Mount At [ ]

Zrudit Napovéda

Obrazek 33: Okno shrnuti nastaveni virtualniho stroje
Zdroj: vlastni zpracovani

Po vytvoreni sdileného adresare mame virtualni stroj pripraveny na testovani
malware. Na zopakovani testovani vyuZijeme funkcionalitu vytvoreni snimku
virtualniho pocitace. Snimky umoZnuji vratit pocita¢ do predchoziho stavu.
Spustime pomoci kliknuti na ,Aktualni stav“ nové vytvoreného virtualniho stroje a
tlacitkem ,Take“ vytvorime novy snimek. Snimek se da vytvorit i za béhu systému

pres horni listu virtualniho stroje:
e Pocitac -> Sejmout snimek

S prislusnym nazvem a volitelnym popiskem udéldme prvni snimek.

%) Aktusini stav

¥ Vytvofeni snimku virtudlnihe poéitace

Napovéda

Obrazek 34: Vytvoreni snimku virtualniho stroje
Zdroj: vlastni zpracovani
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4.2 Tron

Tron je komplexni balicek skriptd, nastrojd, utilit a funkci Windows, které
spolupracuji pri feSeni raznych problémi. Jeho primarnim dcelem je eliminovat
malware a nepotiebny software, opravit poskozené operacni systémy, aktualizovat
zastaralé aplikace, vymazat mezipamét pro uvolnéni uloZného prostoru a provadét
dal$i dlohy optimalizace systému. S automatizaci téchto procesi do jediného
provedeni Setii ¢as a zvySuje efektivitu. Tron neni urcen pro systémy, které jiz
funguji spravné nebo které nedavno prosly cistou instalaci opera¢niho systému.
Misto toho je jeho primarnim cilem pomadhat vratit ztraceny vykon pocitaca se

systémem Windows, které mohli byt ovlivnény bloatwarem, malwarovymi

infekcemi nebo zanedbavani ¢isténi. [58]

4.2.1 Postup instalace Tron

Tron byl vytvoren Vocatus Gatem a jako projekt je komunitné rizeny [54]. PIné
funkeni balicek je dostupny na socialni platformé Reddit, ve které je jeho nejnové;jsi
verze sdilen jako prvni prispévek na strance [59]. Byva barevné vyznaceny pod

kategorii ,RELEASE“a jeho nazev zacina ve formatu:

e Tron v#.#.# ([YYYY-MM-DD])

Menu | @ Tron fights for the User

GETMEWREDDIT||W,  MOJE PODREDDITY ¥  DOMU - POPULAR - VSECHNY - NAHODNE - USERS | BALDURS

@ IITRONSCRIPT  ZHAVE |WE " NETCTENESS] e L
Q
: _/

+ Tron v12.0.6 (2023-10-17) // Add automated

28 AdwCleaner scanning; multiple bug-fixes; expand
network-detection support for Brazilian Portugese and
French language systems

= vocatus o
9 komentait sdilet uloZit skrjt ohlasit crosspost
‘ @ reddit
Closing Sophos
= Siberian_worker Get an ad-free experience with
1 komentai special benefits, and directly

support Reddit.

didn't read the d... ST Get Reddit Premium
= Matox112
1 komentaf _
TronScript v12.0.5 e
didn’t read the d... ndows are detecting

SettingsModifier 2/PossibleHostsFileHijack after tron

Tron is a glorified collection of batch files that

finished automate the process of cleaning up Windows
= em3435 systems. It is built with heavy reliance on
1 komentaf community input and updated regularly.

Tron supports all versions of Windows from 7
[T Author gpg key doesn't work to 11 (server variants included)
= Aiko_133 Links

Obrazek 35: Stranka TronScript v socialni siti Reddit
Zdroj: vlastni zpracovani
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Klikneme na tento piispévek a v sekci Download vybere zptsob stazeni bali¢ku. Pro
zkraceni postupu stazeni vybereme druhy zplsob stazeni samorozbalovaciho
balicku .EXE spojené s tabulkou. Vybereme v ramci bezpecnosti sloupec ,HTTPS,
ktery zarucuje zabezpecCeny proud dat. Odkaz miZe byt libovolny, ale zvolim

stahnuti z oficialniho repositare.

Menu | & Tron v12.0.6 (2023-10-17) | >

@  old.reddit.com/r/TronScri

Download
1. Primary: Download the
2. Secondary: Download a self-extracting .exe pack from one
of the mirrors:

Mirror HTTPS |HTTP Location Host
Official us-DC

#1 DE

#2 US/EU

#3 UsS-MO

#4 UK

25 Amazon CDN

26 . Global CDN

Index of /repos/tron

Name Last modified Size Description

Parent Directory -
Tron v12.0.6 (2023-10-17).exe  2023-10-17 20:26 524M
[#] Tron v12.0.6 (2023-10-17) torrent 2023-10-17 20:23 218K
sha2>6sums txt 2023-10-17 2028 377
shal56sums txt.asc 2023-10-17 2029 531

Obrazek 36: Postup stazeni balicku TronScript
Zdroj: vlastni zpracovani

Jelikoz budeme s timto balickem pracovat uvniti virtudlniho stroje, miizeme ho
ulozit do predem sdilené slozky v hostitelském pocitaci. Cesta pro moji sdilenou
slozku je:

e A:\W10Testing\Shared_VM_Folder

Prejdeme do virtualniho stroje, kde je v systému namapovana slozka pro sdileni.

Systém virtualniho stroje ji pojmenoval jako:
e Shared_VM_Folder (\\VBoxSvr) (Z:)

Pretdhneme staZeny soubor .EXE na plochu a poté na néj dvakrat klikneme, aby se
zacal proces rozbalovani. Pro uZivatele Windows 10 se miiZe dostat varovani, Ze se

jedna o nepodepsanou aplikaci. V tomto pripadé nechame povolit spusténi souboru
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.EXE. Méli by se objevit ploSe dvé slozky s nazvem tron a integrity_verification.

V tento moment je Tron skript nainstalovan a pracuje se pouze se sloZkou tron.

i Mistn disk (C2)
& Jednotka CD-ROM (E) 2
== Shared_VM_Folder (\VB

o st

Spravovat

< | tren

[

Domd Sdileni Zobrazeni Nastroje aplikace Domd Sdileni Zobrazeni
<« v 4 % > Tentopodiad > Shared VM_Folder (\VBoxSvr] (Z) 4 [+ ton
Nazev Nézev Datur
s Rychly piistup 3 Rychly pfistup
Tron ¥12.0.6 (2023-10-17) resources o411,
I Plocha * I Plocha ” .
- changelog-v12.06-updated-2023-10-17 1710,
& stazenéoubory 4 & stazenésoubory  # Instructions - YES ACTUALLY READ THEM 25,02,
Dokumenty - Dokumenty 2 Etron 25.08,
] Obrazky - &) Obrézky »
D Hudba D Hudba
& videa B Videa
[ Tento pocita [ Tento pocita&
8 3D objekty 8 3D objekty
Dokumenty Dokumenty
D Hudba D Hudba
=) Obrézky &) Obrézky
I Plocha I Plocha
I Stazené soubory & Stazené soubory
& Videa B Videa

i Mistnf disk ()
& Jednotka CD-ROM (E) 2
= Shared VM _Folder (\VB

= 204

Pocet polozek: 1 Pocet vybranych poloZek: 1; 524 MB Potet polotek: 4

- =t B - f=l)
- =i e n ﬁ - =]

Obrazek 37: Vysledek sloZek sdileni a Tron skriptu
Zdroj: vlastni zpracovani

4.2.2 Popis konfigurace ¢isténi Tron skriptu

Ve vyextrahované sloZce se tron spousti davkovym souborem tron.bat, ktery ridi
jednotlivé faze cisténi v hlavni sloZce resources. Kazda faze je ocislovana a
pojmenovand. Pri vyvolani funkce cisténi Tron skriptu se nastavi jeho vnitini
parametry ve formé

pirepinaci nalezeny v

\tron\resources\functions\tron_settings.bat a jevi se v predloze:
e set <NAZEV_FUNKCE>=[no | yes]

Informace v nasledujicich podkapitolach byly prejaté z [54].
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4.2.2.1 Interni priprava skriptu

Pied Cisténim si Tron pripravi prostiedi Windows, aby se zamezila chybovost jeho
pribéhu. Tato piiprava probéhne i v pripadé predc¢asného vypnuti Tron skriptu.

Obsahem pripravy spociva:

Tabulka 1: Funkce priprav skriptu Tron
Zdroj: vlastni zpracovani
Nazev ulohy Popis ulohy

Zabrani spusténi Tronu v adresari
Zjisténi spusténi TEMP TEMP, protoZe v ném bude vymazavat

docasné soubory.

Zabrani spusténi Tronu v adresari
Vytvareni adresare protokolu TEMP, protoZe v ném bude vymazavat

docasné soubory.

. . ) Urci pouziti prikazi skriptu, které se
Zjisténi verze Windows a webového ) .
provedou za podminky verze Windows

prohlizece
a webové prohliZece.
Blokovani nepodporovaného Prerusi skript, pokud je spuStén na
operacniho systému nepodporované verzi Windows.
Zkontroluje, zda je disk systému typu
SSD, virtualni disk nebo nahlasi
Kontrola konfigurace disku nespecifikovanou chybu. Podle

konfigurace disku mtize Tron preskocit

fazi 5 pro defragmentaci.

Zjisti a uloZi dostupné misto na disku
Zjisténi volného mista disku
pro pozdéjsi porovnani.

Detekuje, zda se skript obnovuje po
Zjisténi obnoveni prerusSeni napriklad po restartu

systému.

Povoluje moZnost vybéru nouzového
Povoleni vybéru nouzového rezimu | reZimu klavesou F8 pri spousSténi

systému.
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Zkontroluje aktivni sitové pripojenti.
Kontrola sitového pripojeni Preskoci kontrolu aktualizaci, pokud

zadné pripojeni neni.

Porovna misti kopii Tronu s verzi na

o oficialnim ulozisti. Pokud je zastaralj,
Kontrola aktualni verze oo L
Tron pozada o automatické stazeni

nejnovéjsi kopie.

Provede se stazeni nejnoveéjsi verze

seznam pro odstranéni nezadoucich
Aktualizace seznamil neZadoucich
aplikaci. Aktualizace seznami bude
aplikaci
pireskocena prepinacem ,set

SKIP_DEBLOAT_UPDATE=yes"

Upozorni uzivatele, zda je skript
Detekce administratorskych prav - ) )
spoustén s pravy administratora.

Vytvari kli¢ v registru sytému
Windows pro podporu obnoveni
Vytvoreni RunOnce klie registru skriptu, pokud dojde k preruSeni.
Pfinuti systém Windows, aby skript byl

spoustén v nouzovém rezimu.

Zobrazi upozornéni, zda jakykoliv disk
Kontrola SMART
netrpi poruchou stavu zdravi.

4.2.2.2 FazeO

Faze nula prestavuje pripravu infikovaného systému Windows pres skript Tron, aby

predchazel nasledek jeho preruSeni za doby ciSténi. Priprava se provadi v tomto

poradi:
e Vytvoreni bodu obnoveni systému

Vytvoii bod obnoveni systému pred spusSténim. Ve Windows 10 tato funkce
nefunguje, pokud je systém v jakékoli formé nouzového rezimu. Autor skriptu nebyl
schopen najit feSeni tohoto problému. Kdyby tato funkce byla Zadana, tak je skript

doporucen bézZet v normalnim rezimu.
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e Spusténi programu Rkill

RKkill je nastroj proti malwaru. Vyhledava a nic¢i fadu malwar(, které narusuji
nastroje pro CiSténi. RKill nevypina Zadny proces uvedeny v souboru

\resources\stage_0_prep\rkill\rkill_process_whitelist.txt.
e Vytvoreni datového profilu

Vypise seznam nainstalovanych programi a seznam vSech soubort v systému, aby

se pozdéji porovnalo, co piesné bylo odstranéno.
e Vypis programi GUID

VypiSe seznam nainstalovanych programi s unikatnim identifikatory GUID. Tento

vypis je uzite¢ny pro posileni vypisu znamych Spatnych GUID v projektu.
e Vypis seznamu aplikaci Metro

VypiSe seznam vSech aplikaci Metro v systému. Je uZite¢ny pro projekt, jak se bude

chovat v procesu odstranéni aplikaci.
e Spusténi programu ProcessKiller

Nastroj vypinad rtzné uZzivatelské procesy, které mohou naruSovat nastroje pro
Cisténi. Vyjimky nastavaji napriklad u prizkumnika pres explorer.exe, ptikazového

radku pres cmd.exe a podobné.
e Nouzovy rezim

Nastavi systém do nouzového rezimu se siti, pokud dojde k restartu. Na konci

skriptu nastavi systém zpatky do rezimu s normalnim spusténim.
e Nastaveni systémového casu pies NTP
Nastavi systémové hodiny na synchronizaci s Casovymi servery NTP.

e Kontrola WMI
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Zkontroluje sadu rozhrani WMI a v pripadé poruchy se pokusi o opravu. Fungovani
Tronu s WMI je zasadni pro usnadnéni prace napriklad pro odstranéni OEM

nezadoucich aplikaci.
e Vyuziti McAfee Stinger

McAfee Stinger je samostatny nastroj pouZivany k detekci a odstranéni vira.
e Vyuziti programu TDSS

SlouZi jako nastroj pro odstranéni malware typu rootkit od spole¢nosti Kaspersky

Labs.
e ZaloZni registr

Pred zahajeni skenovani pouzije program Erunt k zalohovani registru.
o (Cisténi VSS

Vycisti nejstarsi sadu soubort sluzby Volume Shadow Service v podezieni ukryti

malware. Slouzi pro tvorbu snimki jako kopie souborti v Case.
e Omezeni Obnoveni systému

Omezi nastroj Obnoveni systému, aby vyuzZil pouze 7 % dostupného mista na

pevném disku.
e Zakaz reZimu spanku

Tron pouZziva program caffeine k deaktivaci rezimu spanku pri spusténi skriptu. Na
konci skriptu obnovi nastaveni napajeni na vychozi hodnoty systému Windows.
Vramci konzistentnosti systému tato funkce bude vypnuta pres prepinac ,set

PRESERVE_POWER_SCHEME=yes".

4.2.2.3 Faze 1

Po splnéni faze nula predava Tron skript kontrolu nad CiSténim fazi jedna, ktera se

stara o Cisténi doCasnych soubort. Ve fazi se pokracuje takto:
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e VyciSténi Internet Exploreru

Spusti vestavény nastroj Windows rundll32 k vycisténi a resetovani aplikace

Internet Explorer verze 7 a vyssi.
e (CCLeaner

Nastroj CCLeaner se pouziva k vycisténi docasnych soubori pred spusténim
antivirovych skenerli od spolecnosti Piriform. CCleaner vymazava soubory ve
uzivatelské sloZce AppData. V testovani bude chovani programu upraveno tak, Ze se
ponechaji vSechny soubory cookies vzajmu zachovani béZnych prihlasovacich

cookies pres prepinac ,set SKIP_COOKIE_CLEANUP=yes".
e Pouziti skriptu TempFileCleanup

Skript byl napsan autorem Tronu pro vycisténi oblasti dat, které ostatni nastroje
neberou v uvahu. Podle vnitini struktury skriptu se jednd o oblasti docasnych
soubori webovych prohlizec¢i firem Microsoft a Google a mezipaméti systému

Windows.
e (Cisténi zarizeni USB

Odinstaluje nepouZivand nebo nepfitomnd USB zarizeni ze systému pomoci

programu drivecleanup.
e Vycisténi duplicitnich staZenych soubort

Vyhleda a odstrani duplicitni soubory nalezené ve slozkach StaZené soubory
kazdého uzivatelského profilu. Nedotyka se zadnych jinych slozek. PouZiva nastroj

Finddupe.
e Vymazani protokolt udalosti systému Windows
Zalohuje protokoly udalosti systému Windows a poté vymaZze vSechny poloZky.

e Vymazani mezipaméti Windows Update
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Vymaze soubory jiZ nainstalovanych aktualizaci systému Windows pro uvolnéni

mista na disku.
e Vyprazdnéni mezipaméti BranchCache

Tron provede piikaz pro vyprdzdnéni vSech dat uloZenych v mezipaméti

BranchCache, které funguji v distribuovanych sitich kancelarského typu.

4.2.2.4 Faze?2

Po skonceni faze jedna Tron skript prechazi do faze dvé ve formé odstranovani
nezadoucich aplikaci. Odstraniovani probiha pres sadu rozhrani WMI formou

textovych seznami. Seznamy jsou vytvoreny v cilovych slozkach:

e \resources\stage_2_de-bloat\oem\programs_to_target_by_name.txt
e \resources\stage_2_de-bloat\oem\programs_to_target_by_GUID.txt
e \resources\stage_2_de-bloat\oem\toolbars_BHOs_to_target_by_GUID.txt

Je zavedeny proces pro odstranéni Windows Metro aplikaci tvotfené pres textovy

seznam ve sloZce:

e \resources\stage_2_de-
bloat\metro\metro_3rd_party_modern_apps_to_target_by_name.txt
e \resources\stage_2_de-

bloat\metro\metro_Microsoft_ modern_apps_to_target_by_name.txt

Ve fazi dva se také odstranuje aplikace pro osobni ulozisté OneDrive. Pro ucely
testovani a zachovani vérohodnosti systému pred infikaci bude tato faze vynechana
pres prepinace ,set SKIP_DEBLOAT=yes", ,set PRESERVE_METRO_APPS=yes“ a ,set
SKIP_ONEDRIVE_REMOVAL=yes".

4.2.2.5 Faze 3

Faze tfi Tron skriptu fidi cyklus dezinfikace systému. Ve fazi se spousti nasledujici

kroky:

e Vymazani mezipaméti CryptNet SSL
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Vymaze mezipamét certifikdtu Windows CryptNet SSL. Pri skenovani a pripadné

odstranéni hrozeb malware se spusti tyto programy:

e Malwarebytes Anti-Malware
e Malwarebytes AdwCleaner
e Kaspersky Virus Removal Tool.

e Sophos Virus Removal Tool

U programu Malwarebytes Anti-Malware se o¢ekava interakce uzivatele za dobu
faze tti, protoZe program nenf stavény na automatizaci pres prikazovy radek. V dobé
Cisténi faze sedm se tento program automaticky vymazava, a proto je doporucené

ho spustit v dobé jeho instalace ve fazi tri.

4.2.2.6 Faze 4

Po fazi dezinfikace systému prichazi faze Ctytis opravou systému. V této fazi se Tron

skript pokusi opravit systém:
e C(isténi instala¢nich souborid MSI

Pomoci nastroje Microsoft msizap se odstrani nezavislé instala¢ni soubory typu .MSI

z mezipaméti instalovanych programu.
¢ Kontrola systémovych soubori

Nastroj System File Checker zkontroluje souborovy systém na chyby a pri nalezeni

se je pokusi opravit.
e Vyuziti sluzby DISM

Nastroj slouzi k ipravé a opravé obrazu systému Windows.
e VyuZiti opravy disku pres chkdsk

Vnitini prikaz systému Windows zkontroluje disk na chyby a naplanuje opravu pfi

pristim restartu, pokud jsou na ném nalezeny chyby.
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e Z3ikaz telemetrie

Zakaze funkce telemetrie spolecnosti Microsoft. Tron skript vymaze cilené
aktualizace na podporu sledovani, které jsou ve vychozim nastaveni pritomné ve
Windows 10. Tron napriklad zastavi a odstrani sluzbu sledovani diagnostiky
DiagTrack a provede podrobnéjsi deaktivaci telemetrickych funkci za pomoci
nastroji Spybot Anti-Beacon a 0&0O ShutUp10. Za ucelem celistvosti systému
Windows  nebude  tato cast  vykonavana pres  prepinac  ,set

SKIP_TELEMETRY_REMOVAL=yes".
e Zakazat upgradu Windows 10

Pokud byl Tron skript spustén ve Windows verze 7, 8, nebo 8.1, prepne Kli¢ registru

na sdéleni uzivatele pro instalaci systému Windows 10.
e Oprava sité

Tron spousti prikazy na opravu sité v pripadé ovlivnéni sitového pripojeni.
e Oprava pripon soubort

Tron opravuje vétSinu vychozich piipon soubori pomoci davkového souboru, ktery
prochazi fadou soubori registru uloZenych v

resources\stage_4_repair\repair_file_extensions\.

4.2.2.7 Faze5

Tato faze navazuje na minulou fazi tim, Ze opravuje systém formou aktualizace
programi. Tron se pokusi aktualizovat jenom ty programy, které uz jsou
nainstalovany a bude ignorovat aktualizaci téch, které nejsou. Faze pét se zaméruje

na programy:
e 7-Zip
Nastroj pro kompresi a extrakci soubort.

e Adobe Flash Player
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ProhliZe¢ multimedialniho obsahu vytvoreného na platformé Adobe Flash.

e Windows Update

Hlavni aplikace Windows 10 pro aktualizaci systému za vyuziti internetu. Pokud
existuji stazené WSUS Offline aktualizace, tak Tron skript da prednost témto
aktualizacim. Diky predpripravenému prostiedi Windows 10 budou oba zplisoby
preskoceny prepinaci ,set SKIP_WINDOWS_UPDATES=yes"“ a ,set
SKIP_WSUS_OFFLINE=yes".

e Reset baze DISM

SloZzka WinSxS se rekompiluje a nabude nizsi velikosti. SloZka obsahuje balicky
s komponentami, které jsou soucasti aktualizaci. Vramci ciSténi jsou zastaralé
komponenty odstranény a jakékoli nainstalované aktualizace po tomto procesu

nelze znovu odinstalovat.

4.2.2.8 Faze 6

Faze Sest predstavuje optimalizaci systému ve formé:
e Obnoveni souboru stranek

Obnovuje nastaveni souboru stranek systému na hodnotu, aby si sdm systém

automaticky spravoval velikost strankovaciho souboru pro vSechny jednotky.
e Defragmentace pomoci Defraggler

Defraggler je nastroj pro defragmentaci. Proces je automaticky preskocen, pokud

systémovy disk je typu SSD nebo pokud byli zjiStény néjaké chyby SMART.

4.2.2.9 Faze7

K fazi sedm je proces CiSténi splnén a je spustén proces k dokonceni skriptu Tron.

Nabizi se nAm funkce dokonceni ve formé:

e Generovani souhrnného protokolu
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Generuji se protokoly s podrobnostmi o tom, které soubory a programy byly
odstranény. Protokoly jsou umistény defaultné ve slozce

C:\logs\tron\summary_logs.
e E-mailova zprava

Po dokonceni Tronu existuje mozZnost poslani e-mailové zpravy s pripojenym

souborem protokolu. Tato funkce se nebude vyuzivat.
e Nahravani protokolu ladéni

Funkce nahraje tron.log a seznam vSech nainstalovanych programi a vypis seznamu

aplikaci Metro vyvojari Tronu. Tato funkce neni v reZimu testovani vyZadovana.
e (Odstranéni Malwarebytes
Automaticky odebere nainstalovany Malwarebytes z faze tri.

4.2.2.10 Faze 8

V této fazi byl Tron skript postaven tak, aby umoznil spustit skripty nesouvisejici
s projektem TronScript. Tron spusti vSechny soubory typu .BAT umisténé v adresari
\tron\resources\stage_8_custom_scripts. Zadny spustitelny soubor v této sloZce
neexistuje, a proto Tron skript bude tuto fazi ignorovat. Presto pro jistotu se nastavi

prepinacem ,set SKIP_CUSTOM_SCRIPTS=yes".

4.2.2.11 Faze 9

Faze devét spociva v ulozisti programi, které bud’ nepodporuji automatizaci pres
pouziti prikazového radku, nebo mohou byt pouZity jen ve specidlnich pripadech.
Mohou byt spuStény pouze manualné a na vlastni uvazeni uzivatele. Popis téchto

programi se da zobrazit v textovém souboru v \resources\stage_9_manual_tools.

4.3 Popis infikace systéemu a jeho c¢isténi

Ve virtudlnim stroji ptes sdilenou slozku se zkopirovaly rizné typy malware. Pres

hostitelsky pocita¢ byli stazeny ze stranky pro shromazdovani a sdileni vzorki
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malwaru na https://bazaar.abuse.ch/browse/ [60]. Vzorky malwaru staZeny pro

testovani byli nazyvany v hashovaci funkci jako:

e 3f143e73dca2b93182b5871b4df93dad4c5def58dc4b1f0d7c7cfdbd47d39c88

e 523365b77d29365c6ac6df9ff8b270525fe9db7f59d505fcd153e646a036ef34

e 5f57537d18adcc1142294d7c469f565f359d5ff148e93al15ccbceb5ca3390dbd

e 87df66fc4ca5703a631f8d8528965437e348d87c137af08cda544108199ccaa7

e Bee7d7a663d55c5337¢c218f2c00262fc361ea7c5981ed38da26a7197d471d699
e 9b475868e6aafcb6b81d3c4d92d039987b75ef3829c2a834917698845400199¢
e e6199c29d7656617e794d4ecd836601db0dae5999e9b6fe7eb30a50f76df0d21
e e6a6d08cc8e55ef5604b2fd58da6694d02bb6244f80947f24ce066083d40f25b

e e8f15cce81d73dd30199ac900f7c6b04b213121a8a8b00440399422d65a7b083

Soubory jsou typu .ZIP a jsou zaheslované pod klicem ,infected”. JelikoZ systém
Windows 10 ve virtualnim stroji nepodporuje rozbalovani souboru .ZIP s funkci
zaheslovani, rozhodl jsem se instalovat program pro rozbalovani 7-Zip v nejnové;si
verzi 23.01 nalezeny v https://www.7-zip.org [61]. Po rozbaleni souborl jsem
spustil jednotlivy spustitelny soubor. Ihned po infikaci se jevil systém Windows
zpomaleny. Aby byli vysledky relevantni a zamezilo se zpomaleni skriptu Tron,
systému byl po restartovani spustén v nouzovém rezimu.

Zapnul jsem hlavni skript tron.bat a pti vystupu skriptu podle Prilohy 1 se zacalo
specifikaci stroje.

Pro pocatecni pripravu se zastavovala sluzba Themes. Pri pokusu vytvoreni bodu
obnoveni systému dosSlo chybé, protoZe Tron skript byl spustén v nouzovém reZimu.
Za faze nula se spustil rkill pro zastaveni procesd. Nebyl nalezen zadny malware ve
sluzbach, v procesech, ani v registru a nasledné byli resetovany pripony .EXE, .COM
a .BAT. Po provedeni rliznych kontrol se nenasli zZadné problémy rozsahu
chybéjicich digitalnich signatur a u souboru hosts. AZ na vyjimku vypsani seznamu
aplikaci Metro z divodu nouzového rezimu systému byli provedeny akce faze nula,
prevazneé vypisem seznamu sluzeb.

Ve fazi jedna probéhlo c¢isténi do¢asnych soubortli pro mezipamét certifikati SSL,
soubort Internet Exploreru a ¢iSténi oblasti uzivatelskych a systémovych dat slozek

Appdata a TEMP. K pokracovani priSel CCleaner se zachovanim vSech souborti
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cookies a zacal proces Cisténi zarizeni USB a Cisténi duplicitnich staZzenych soubori.
Pired vymazanim protokoli udalosti systému Windows se jejich zaloh provedly
uspésné. K poslednimu kroku faze jedna se vymazani mezipaméti Windows Update
a BranchCache provedlo tispésné.

Faze dva se kompletné zamezila podle nastaveni Tron skriptu.

Faze tri zacala postupem instalaci MalwareBytes a spusténim dalSich cisticich
prostredkii Malwarebytes AdwCleaner, Kaspersky Virus Removal Tool a Sophos
Virus Removal Tool. U posledniho z nich byl proces nejpomalejsi a po vypisu jeho
internich komponent jsme mohli ignorovat chybové hlasky neotevieni soubort.

Ve fazi Ctyri se nenasli Zaddné instalacni soubory .MSI pro cisténi. Za vyuZiti sluzby
DISM se nenaslo poSkozeni obrazu systému a vysledny log relaci DISM se uloZil do
souboru cestou C:\logs\tron\raw_logs\dism_check.log. U néastroje System File
Checker se transakce ovérovani a oprav vydarila bez chyb. Vnitinim prikazem
chkdsk se zacala kontrola disku, u kterého nebyli nalezeny Zadné chyby. U zamezeni
odstranéni sluZeb telemetrie se nastavilo jejich vypnuti. Operace byli dokonceny se
dvéma chybami. Po vypnuti instalaci aplikaci ze tfetich stran a vypnuti neexistujici
telemetrie od firmy Nvidia se provedli zbytek faze Ctyri pro opravu sité a pripon
soubord.

K fazi pét se detekoval program 7-Zip a nastalo jeho aktualizovani. Aktualizace
Windows Defender nebyla provedena z diivodu spusténi systému v nouzovém
rezimu. Byli preskoCeny metody aktualizaci Windows, protoZe vSechny nastavajici
aktualizace byli provedeny. Byl také proveden postup resetu baze DISM.

K optimalizaci ve fazi Sest se Uspésné provedla akce obnoveni souboru stranek.
K defragmentaci disku nedoslo z detekce disku virtualniho stroje.

Sedma faze varovala o preskoceni k obnoveni nastaveni napajeni a preslo se ke
kalkulaci vysledkii ¢isténi. Ke konci se odinstaloval MalwareBytes ze systému.

K osmé fazi nedoslo z diivodu nastaveni Tron skriptu. Tron vyzyval k manualnimu
pouziti nastrojl k fazi 9 na uvazeni a doporucil restartovat systém co nejdiive. Ve
vysledku cisténi se na zavér objevila specifikace stroje se statistikami uvolnéného

mista na disku.
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5 Zavéry a doporuceni

Za ucelem naplnéni cile bakalarské prace byla tato prace rozdélena na teoretickou a
praktickou ¢ast. V teoretické c¢asti byli predstaveny operacni systémy, bezpecnost a
obecné poznatky o hrozbach, které operacni systémy mohou zastihnout. V praktické
Casti byl popsan postup infikace systému Windows ve virtualnim prostredi a jakym
bylo provedeno ¢iSténi za pomoci skriptovaciho nastroje Tron. Na upresnéni jsme
strucné popsali jednotlivé funkcionality skriptu Tron, které se déli do jednotlivych
fazi CiSténi. Faze CiSténi méli chronologicky charakter, kde byla zadsadni analyza
systému k detekci malware. Na vzorcich testovaného malware se hledani pres Tron
skript probéhlo uspésné. Po kroku analyzy systému byly podniknuty kroky, které
zamezily nepovolenému ovliviiovani chodu opera¢niho systému a v nejzazsim cCase
se systém dopracovaval k jeho obnové. Ve fazi pro cisténi byli podniknuty kroky na
izolaci a odstranéni prislusného malware. Ve vysledku v poslednich fazich Tron
skriptu byl splnén predpoklad pouziti alternativnich metod cisténi od nasledki
infikace malware. I kdyZ nastal ispésny proces Cisténi, tak vysledky tohoto procesu
nemusi nutné znamenat kompletni nahrazeni technik ¢iSténi anti-malwarovych
programi. Byl vytvoren specificky pripad uziti v ramci testovani malware a za
okolnostech neustalého vyvoje malwaru se neda presné predpokladat dlouhodobé

uziti Tron skriptu.
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Priloha ¢. 1

Tron v12.0.6 (2023-10-17)
Windows 10 Home (AMD64)
Executing as "VMTESTINGENVIRO\vboxuser" on VMTESTINGENVIRO
Logfile: C:\logs\tron\tron.log
Command-line switches:
Time zone: Stredn” Evropa (bezny cas)
Safe Mode: yes NETWORK
Free space before Tron run: 39 MB

2023-11-07 14:24:24,04 ! NOTE: Tron doesn't think the system has a network connection. Update checks were skipped.
2023-11-07 14:24:24,04 Setting system to always boot to Safe Mode w/ Networking...

2023-11-07 14:24:24,04 Will re-enable regular boot when Tron is finished.

Operace byla dokoncena Lspesne.

2023-11-07 14:24:24,05 Done.

2023-11-07 14:24:24,05 stage_0_prep begin...

2023-11-07 14:24:24,07 Temporarily stopping Themes service...

2023-11-07 14:24:24,79 Done.

2023-11-07 14:24:24,82 ! WARNING: Windows 10 blocks creating SysRestore points in Safe Mode. Why? Because Microsoft.
2023-11-07 14:24:24,82 Skipping restore point creation. Reboot to Normal mode and re-run Tron if you absolutely require one.
2023-11-07 14:24:24,82 Saving desktop screenshot to "C:\logs\tron\raw_logs"...

2023-11-07 14:24:25,45 Done.

2023-11-07 14:24:25,45 Launch job 'rkill'...

2023-11-07 14:24:25,45 If this job takes more than 20 minutes, kill solitaire.exe with Task Manager

RKill 2.9.1 by Lawrence Abrams (Grinler)

http://www.bleepingcomputer.com/

Copyright 2008-2023 BleepingComputer.com

More Information about Rkill can be found at this link:
http://www.bleepingcomputer.com/forums/topic308364.html

Program started at: 11/07/2023 02:24:25 PM in x64 mode. (Safe Mode)

Windows Version: Windows 10 Home

Whitelist Mode: C:\Users\vboxuser\Desktop\tron\resources\stage_0_prep\\rkill\rkill_process_whitelist.txt
Checking for Windows services to stop:

* No malware services found to stop.

Checking for processes to terminate:

* No malware processes found to kill.

Processes not terminated due to white list:

* C:\Windows)\System32\conhost.exe [WL]

Checking Registry for malware related settings:

* No issues found in the Registry.

Resetting .EXE, .COM, & .BAT associations in the Windows Registry.

Performing miscellaneous checks:

* No issues found.

Searching for Missing Digital Signatures:

* No issues found.

Checking HOSTS File:

*No issues found.

Program finished at: 11/07/2023 02:25:01 PM

Execution time: 0 hours(s), 0 minute(s), and 35 seconds(s)

2023-11-07 14:25:01,44 Done.
2023-11-07 14:25:01,44 Generating pre-run system profile...
2023-11-07 14:25:07,63 Done.

2023-11-07 14:25:07,63 Dumping GUID list to "C:\logs\tron\raw_logs"...

2023-11-07 14:25:07,85 Done.

2023-11-07 14:25:07,87 ! Skipping Metro app list dump as it doesn't work in Safe Mode.

2023-11-07 14:25:07,87 Launch job 'Temporarily disable system sleep and screensaver'...

2023-11-07 14:25:07,88 Done.

2023-11-07 14:25:07,90 Launch Job 'ProcessKiller"...

2023-11-07 14:25:08,85 Done.

2023-11-07 14:25:08,85 Launch Job 'Set system clock via NTP"...

Operace byla dokoncena Lspesne.

[SC] ChangeServiceConfig SUCCESS

Sluzba Windows Time nen” spustena.

Dals” n povedu z’sk te pr'’kazem NET HELPMSG 3521.

The following arguments were unexpected:

/syncfromswitches:manual

Spousten” sluzby Windows Time.

Sluzba Windows Time byla Lspesne spustena.

Sending resync command to local computer

The command completed successfully.

2023-11-07 14:25:10,93 Done.

2023-11-07 14:25:10,93 Launch job 'Check WMI health'...

2023-11-07 14:25:10,98 Done.

2023-11-07 14:25:10,98 Launch job 'Back up registry' to "C:\logs\tron"...

2023-11-07 14:25:25,21 Done.

2023-11-07 14:25:25,21 Launch job 'McAfee Stinger"...

2023-11-07 14: Stinger doesn't support text logs, saving HTML log to "C:\logs\tron\raw_logs\"
2023-11-07 14 Done.

2023-11-07 14:27:18,19 Launch job "TDSS Killer"...

14:27:18.0528 0x1070 TDSS rootkit removing tool 3.1.0.28 Apr 9 2019 21:11:46

14:27:18.0543 0x1070
14:27:18.0543 0x1070 Current date / time: 2023/11/07 14:27:18.0543
14:27:18.0543 0x1070 SystemInfo:

14:27:18.0543 0x1070

14:27:18.0543 0x1070 OS Version: 10.0.19045 ServicePack: 0.0
14:27:18.0543 0x1070 Product type: Workstation

14:27:18.0543 0x1070 ComputerName: VMTESTINGENVIRO
14:27:18.0543 0x1070 UserName: vboxuser

14:27:18.0543 0x1070 Windows directory: C:\Windows

14:27:18.0543 0x1070 System windows directory: C:\Windows
18.0543 0x1070 Running under WOW64

18.0543 0x1070 Processor architecture: Intel x64

18.0543 0x1070 Number of processors: 8

18.0543 0x1070 Page size: 0x1000

18.0543 0x1070 Boot type: Safe boot with network
14:27:18.0543 0x1070 CodelntegrityOptions = 0x00000001
14:27:18.0543 0x1070
14:27:18.0543 0x1070 KLMD registered as C:\Windows\system32\drivers\60372843.sys

14:27:18.0543 0x1070 KLMD ARK init status: drvProperties = 0xFOF02, osBuild = 19045.0, osProperties = 0x1D

14:27:18.0559 0x1070 System UUID: {0C6E12E3-7E70-6675-F574-EEC6E38F66AC}

14:27:18.0590 0x1070 !crdlk

14:27:18.0590 0x1070 Drive \Device\Harddisk0\DRO - Size: 0x1000000000 ( 64.00 Gb ), SectorSize: 0x200, Cylinders: 0x20A2, SectorsPerTrack: 0x3F, TracksPerCylinder: OxFF, Type 'A’
14:27:18.0590 0x1070
14:27:18.0590 0x1070 \Device\Harddisk0\DRO:
14:27:18.0590 0x1070 MBR partitions:
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14:27:18.0590 0x1070 \Device\Harddisk0\DRO\Partition1: MBR, Type 0x7, StartLBA 0x800, BlocksNum 0x7FFF000
14:27:18.0590 0x1070
14:27:18.0590 0x1070 C: <->\Device\HarddiskO\DRO\Partition1
14:27:18.0590 0x1070
14:27:18.0590 0x1070 Initialize success
14:27:18.0590 0x1070
18.0653 0x13a8
18.0653 0x13a8 Scan started

14:27:18.0653 0x13a8 Mode: Auto (DCExact ); TDLFS; Silent;
14:27:18.0653 0x13a8
14:27:18.0653 0x13a8 KSN ping started
14:27:18.0699 0x13a8 KSN ping finished: true
14:27:19.0543 0x13a8 Scan BIOS
14:27:19.0543 0x13a8 BIOS info: vendor = innotek GmbH, version = VirtualBox, releaseDate = 12/01/2006

14:27:19.0543 0x13a8 Base board info: manufacturer = Oracle Corporation, product = VirtualBox, version = 1.2

14:27:19.0543 0x13a8 [ 4D62C8F6D681184ACESF56AF6C201C7C, 503C9E7F55C6C1D141F32E930B18FAIB8C409F649A0145E75DCE6FICF8341604 ] BIOS
14:27:19.0543 0x13a8 BIOS - ok

14:27:19.0543 0x13a8 =: = Scan system memory ==:
14:27:19.0543 0x13a8 System memory - ok
14:27:19.0543 0x13a8 Scan services

14:27:19.0574 0x13a8 [ AF50A9D10FF7B1D999BA99D00CC128B3, 3D6E0579821BFA91B7F0A6E6DDC6E03BD3389202AD1A079B825D18D2A76250A0 | 13940hci
C:\Windows\System32\drivers\1394ohci.sys

14:27:19.0574 0x13a8 1394ohci - ok

14:27:19.0591 0x13a8 [ 1C29610EDF5FE3C9D313207BD65BCDD0, 5A29D80AF47D08998125CB81BC1D4E84093291A74DE422B63F7BBDA7BDE95311 | 3ware
C:\Windows\system32\drivers\3ware.sys

14:27:19.0591 0x13a8 3ware - ok

14:27:19.0591 0x13a8 [ B8E126B7E67BESDA308635EE0F9838CE, 2604BC12CB9E700B6DB37E9078A3E42017EB737C0C5FD81AEF08D8AD83833420 ] AarSve
C:\Windows\System32\AarSvc.dll

14:27:19.0591 0x13a8 AarSvc - ok

14:27:19.0606 0x13a8 [ F9755217EE7A711EC77CCD07262193F7, 212606A0E10C3D03D765A3AA8B5379954C9ESE7A5511255204C75B5B52A6B57B ] ACPI
C:\Windows\system32\drivers\ACPLsys

14:27:19.0606 0x13a8 ACPI - ok

14:27:19.0622 0x13a8 [ 6A424E6ABD1970E23ECF3DA85725B6BF, 1D576471A8035AD3FF5B0616F47B79E43AA367ECDF009D7CADDAOF11F13A1345 ] AcpiDev
C:\Windows\System32\drivers\AcpiDev.sys

14:27:19.0622 0x13a8 AcpiDev - ok

14:27:19.0622 0x13a8 [ 70D9FC69CEDO8E86B888717CC5C37367, 34856C805B67F3EE4ABFD81B61879112344C343BC7E76A7A466FAD276E0E5165 ] acpiex
C:\Windows\system32\Drivers\acpiex.sys

14:27:19.0622 0x13a8 acpiex - ok

14:27:19.0622 0x13a8 [ EF7CB34FB2D56305EF942012499AB8F7, 3A9A504797FD22BB5447BB36597D5001320ABC0D4A1853D478C038EAC6847913 | acpipagr
C:\Windows\System32\drivers\acpipagr.sys

14:27:19.0622 0x13a8 acpipagr - ok

14:27:19.0622 0x13a8 [ 33B5ED555018128792AFFCDCOAF7AFD2, 1E7C5FADA2486EE31289A4BEFB70AEA173190671C64995441651903CF31E5033 ] AcpiPmi
C:\Windows\System32\drivers\acpipmi.sys

14:27:19.0622 0x13a8 AcpiPmi - ok

14:27:19.0622 0x13a8 [ 85A86944A6163F0B7A8B10203B70CB9A, 72D35F5DB8714D38E4050A7F7A457C4AD99E3EA212040704F1C1ECBB70E865E9 ] acpitime
C:\Windows\System32\drivers\acpitime.sys

14:27:19.0622 0x13a8 acpitime - ok

14:27:19.0637 0x13a8 [ 166E74C0F97881888AF93292A566BAF0, D20512B12B5441D4ABD1CC7576FD68E87CFDB2761FFEIDC453C31DB41ECFB057 | Acx01000
C:\Windows\system32\drivers\Acx01000.sys

14:27:19.0637 0x13a8 Acx01000 - ok

14:27:19.0653 0x13a8 [ B4B75D49BFBCFB2762593F77E5BD7789, B83072D77685F973701EC6629D8AC2626FDEFD657A4DBIAA7D532960A29FC67C ] ADPBOXX
C:\Windows\system32\drivers\ADP80XX.SYS

14:27:19.0669 0x13a8 ADP80XX - ok

14:27:19.0669 0x13a8 [ 55ED0A572978BEFA7DD04597F9962FDO0, 634F6CAE240C2E4793B9C14FD4D57E53202940D8583F11FCA4C8376614FCD184 | AFD
C:\Windows\system32\drivers\afd.sys

14:27:19.0684 0x13a8 AFD - ok

14:27:19.0684 0x13a8 [ DD049F3E63A59C3E2803012A1E327145, 5A8D3F844C7F1AFA3F808D2BC4653241A01FD33491048F0093856A862D25CB8E ] afunix
C:\Windows\system32\drivers\afunix.sys

14:27:19.0684 0x13a8 afunix - ok

14:27:19.0684 0x13a8 [ E4FD4530DA5FD0068CA88AB7FC2EB5F7, 93BF16C23DB81917D237EA19A576F73F4493923EEB231525BC3D6A2B5577817F | ahcache
C:\Windows\system32\DRIVERS\ahcache.sys

14:27:19.0684 0x13a8 ahcache - ok

14:27:19.0700 0x13a8 [ 526FE18DB976D9A1AE19FBC53FA690B1, 4E2623243A9BB61F7211E591C24EDB70B07974A7FA21E3F14C683F27E975777F | AJRouter
C:\Windows\System32\AJRouter.dll

14:27:19.0700 0x13a8 AJRouter - ok

14:27:19.0700 0x13a8 [ 3956A3AB1E0424C705258D1F4FDBC964, BAF162329A0FB82D5420342E130DFC53B0C55D76EC946AE70A272A962B1DC16A | ALG C:\Windows\System32\alg.exe
14:27:19.0700 0x13a8 ALG - ok

14:27:19.0700 0x13a8 [ 55578CF027B0OAEIF0D653B209C9F1B6D, 46A53925BAA34FA9D87E7C3157504A4557D81CD8B8608E7AB6CAF02F482F7792 | amdgpio2
C:\Windows\System32\drivers\amdgpio2.sys

14:27:19.0700 0x13a8 amdgpio2 - ok

14:27:19.0700 0x13a8 [ DOE26E590DE1424CCC4F77D1687049EF, 387811D57DEF06C9736D9FOBABODFBOF83DBAB19E5489BF9A6DCDCBD682DDSFE | amdi2c
C:\Windows\System32\drivers\amdi2c.sys

14:27:19.0700 0x13a8 amdi2c - ok

14:27:19.0700 0x13a8 [ A7465F9066AFF7F005E1BF2B58A93A3A, 5F44EB738F0F82F10574C946733CEA749A40DESA6C3FF76C6103A02282C66B84 ] AmdK8
C:\Windows\System32\drivers\amdk8.sys

14:27:19.0700 0x13a8 AmdK8 - ok

14:27:19.0715 0x13a8 [ 6C9EDA68537710EF1AAA83F844BE5622, ECE970076555BA820E7A93D595C3AF3BICC4FES3F4F9F83501E3E499E88A4BA4 ] AmdPPM
C:\Windows\System32\drivers\amdppm.sys

14:27:19.0715 0x13a8 AmdPPM - ok

14:27:19.0715 0x13a8 [ 70D7BE6BB8D22A38AD0040A1EC41C1FE, D5231F97E5432234A8A19904E59C324E825AF04881AA195C19CCCOE6A7684B14 | amdsata
C:\Windows\system32\drivers\amdsata.sys

14:27:19.0715 0x13a8 amdsata - ok

14:27:19.0715 0x13a8 [ C47EDC5D81546677A772CFC86281ED29, 71C7E7E5AA74596A6725D8F70F1DE9A0C63D3C3E120D9CCF8A508854AC340A23 | amdsbs
C:\Windows\system32\drivers\amdsbs.sys

14:27:19.0731 0x13a8 amdsbs - ok

14:27:19.0731 0x13a8 [ F1A1CA86A1E3782A0CABB07EF3663C70, 1FC1D4287DB56A387BDF917C0CB3BFC30CA5D792A350E2EDBBDDEBF8127E1AF9 | amdxata
C:\Windows\system32\drivers\amdxata.sys

14:27:19.0731 0x13a8 amdxata - ok

14:27:19.0731 0x13a8 [ 736FBFC1F046576F4072826330DE0443, 65AC77803AD5FF0733A772051AAAA524EE249393E2FCFC821E8A37ECEF64DC5C | AppID
C:\Windows\system32\drivers\appid.sys

14:27:19.0731 0x13a8 ApplD - ok

14:27:19.0731 0x13a8 [ 1E113DD6835E309A0042BF3247381A33, F158F906E2AEB8D3FDFC42358F632E39BDEC33F2782AB09D2ADCESE66E1AF681 | AppIDSve
C:\Windows\System32\appidsvc.dll

14:27:19.0731 0x13a8 AppIDSvc - ok

14:27:19.0746 0x13a8 [ A7B0O58C8B3E705D560AA51155EBC0177, 741B63E76CBICA74275A2FE46BE32234920B3E8D0B81EF86FBD40D305497BF36 ] Appinfo
C:\Windows\System32\appinfo.dll

14:27:19.0746 0x13a8 Appinfo - ok

14:27:19.0746 0x13a8 [ F132A9D25B491F923A1853484C317DF5, 7CC47D4DB71996BF139EA97BC81BE73F504D1D144629F8B975DEBB1383AEC374 | applockerfltr
C:\Windows\system32\drivers\applockerfltr.sys

14:27:19.0746 0x13a8 applockerfltr - ok

14:27:19.0746 0x13a8 [ B8315EB478A472EF1DFIED63B0OE01B8F, 1967BFE2BS8EDB8B889AFIFD7ED463750ACA0F32178875F036179A3DD70DFCA61 | AppReadiness
C:\Windows\system32\AppReadiness.dll

14:27:19.0762 0x13a8 AppReadiness - ok

14:27:19.0793 0x13a8 [ 1E6023CB6BE9598F3A88FB7C2222461D, 9AC1CF700BBF2D26BBI6DAISFCOC39EF56C14A0A3A3EF658031982D7C71FAAOA | AppXSve
C:\Windows\system32\appxdeploymentserver.dll

14:27:19.0824 0x13a8 AppXSvc - ok

14:27:19.0840 0x13a8 [ 46FD8469080917EE12425AF692C4BC20, 96DCA25AE619F38640B22702A10BC3191626F3A36DEOE1BOEDA3B079EA9DEB24 | arcsas
C:\Windows\system32\drivers\arcsas.sys

14:27:19.0840 0x13a8 arcsas - ok

14:27:19.0840 0x13a8 [ D930AAEB0A55116D07C41E95DE5671DB, 14985D6D2D52689C1B012F64EDOD7CIC5F6BADB51C4528BF6456D3EAE2FE69A7 | AsyncMac
C:\Windows\System32\drivers\asyncmac.sys

14:27:19.0840 0x13a8 AsyncMac - ok

14:27:19.0840 0x13a8 [ 313860F0188E4DF23896451225EA3F19, 26DF58213189EB510CESCD5DB6C18E1A8943FEF1DADF265EEB5B7579C58CCF74 | atapi
C:\Windows\system32\drivers\atapi.sys
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14:27:19.0840 0x13a8 atapi - ok

14:27:19.0856 0x13a8 [ 74C228C6639055255F05872749C5E475, 4D4334B9B53B5751CFE9251B0DB20B92B971C08615ACA0CA03F55422EAD1A151 | AudioEndpointBuilder
C:\Windows\System32\AudioEndpointBuilder.dll

14:27:19.0856 0x13a8 AudioEndpointBuilder - ok

14:27:19.0871 0x13a8 [ E91C41E5356219A833F09F1BE062CEFC, 89B2FC8BEB9ABC5AF1F288D1EC92BCC7FBB8FDO8F17F1EF5E0281AAF08E14067 | Audiosrv
C:\Windows\System32\ Audiosrv.dll

14:27:19.0887 0x13a8 Audiosrv - ok

14:27:19.0887 0x13a8 [ 4B652F8244AD13DD4A66F8A6CDB6210E, 5C8324FCOFD2221A61EB8F34A30E27D1DB20AA66C2EC93E38F724353926715D9 | autotimesvce
C:\Windows\System32\autotimesvc.dll

14:27:19.0902 0x13a8 autotimesvc - ok

14:27:19.0902 0x13a8 [ 37E8EAD274F9AA436D71E78E5D3BC292, 95F8398C1EEB27D9D209826F4FD965EEC034C31BEID17C0331C09E1F0979050B | AxInstSV
C:\Windows\System32\AxInstSV.dll

14:27:19.0902 0x13a8 AxInstSV - ok

14:27:19.0902 0x13a8 [ 638C59D330A7AF943074678A70F22E7C, FEB2771428706126FEA1CC9A50EBE3CF4F8E8FB6FCB3CA19996497CA44FDAC45 ] b06bdrv
C:\Windows\system32\drivers\bxvbda.sys

14:27:19.0919 0x13a8 b06bdrv - ok

14:27:19.0919 0x13a8 [ 26E2320D24C66EB72B36EB71EBEF2558, 7D06B6499FE915480DF4DAD658281C8B85F7AD71F49B089A270AE0B45713F2E9 ] bam
C:\Windows\system32\drivers\bam.sys

14:27:19.0919 0x13a8 bam - ok

14:27:19.0933 0x13a8 [ 94529FC323CB2B5397BD5009A4D330AE, 8ED8D22C0E7153B503D9213B68BAE00242F8FB61C2005783AAB971EBAF2BS5CFF | BasicDisplay
C:\Windows)\System32\DriverStore\FileRepository\basicdisplay.inf amd64_d4186f58a551c471\BasicDisplay.sys

14:27:19.0933 0x13a8 BasicDisplay - ok

14:27:19.0933 0x13a8 [ 728E949BF5B5169712E1A0F44AB3889F, 516219D548D7167CF173DOEE2E26C0124A956F3DBBI1FFC1D4E58BFDC91B3782 | BasicRender
C:\Windows)\System32\DriverStore\FileRepository\basicrender.inf amd64_9eeaaced803186c6\BasicRender.sys

14:27:19.0933 0x13a8 BasicRender - ok

14:27:19.0950 0x13a8 [ FIAA9CAFE4B447EB53F88F531AF2DE6E, 050C12D0154A9AA494C417027C388FEDFDE2E4C56712AF15A97AD568B129B800 | BcastDVRUserService
C:\Windows\System32\BcastDVRUserService.dll

14:27:19.0950 0x13a8 BcastDVRUserService - ok

14:27:19.0965 0x13a8 [ 739D089777D2B66DBE7201E5EA4BA2D7, 9AD12E18A042C5B8EFB19297BC2E7BD1FEF75A138FEFB64C6BF0261FD3E53AB1 | bemfn2
C:\Windows\System32\drivers\bcmfn2.sys

14:27:19.0965 0x13a8 bemfn2 - ok

14:27:19.0965 0x13a8 [ D2A5B234D73460EDB65D2895E99D151A, 0F093B9C6261641AB6FCE589914F3D0D3EB7FD699D0CE25E83BFI8ADA236D26C ] BDESVC
C:\Windows\System32\bdesvc.dll

14:27:19.0981 0x13a8 BDESVC - ok

14:27:19.0981 0x13a8 [ 4280B427B81EBBC265F3206E2298761E, 121AF03BBE6ECC1622C2540805A30AE9555EB5D5FE25B55939C045ECE7FC37EB | Beep
C:\Windows\system32\drivers\Beep.sys

14:27:19.0981 0x13a8 Beep - ok

14:27:19.0981 0x13a8 [ DBA5DBA443C75CD78B1C01DF119A0A0F, 547584455D91FBE5D38263BA7FD8CODIF520894679896C3FBCISDCF01C77A3AB | BFE C:\Windows\System32\bfe.dll
14:27:19.0997 0x13a8 BFE - ok

14:27:19.0997 0x13a8 [ 928FCF2A9BFB76EBCIBF07C640A03D44, 80C25C52C0AE0DE6FF4BC049C8C6BFE4021408FA862123C68B2A2B2315EFDB66 | bindflt
C:\Windows\system32\drivers\bindflt.sys

14:27:19.0997 0x13a8 bindflt - ok

14:27:20.0012 0x13a8 [ AC7D43F5A3E3097392A91E0095F9E8DS, 3DC267E2759C83F96BE1015B55F0907BDB80AB24AC99D3261D992ABDBIE1869B | BITS
C:\Windows\System32\qmgr.dll

14:27:20.0028 0x13a8 BITS - ok

14:27:20.0043 0x13a8 [ EDA43C79608063D5395BA7F6B6D72E9C, 3CBOCOF59A35C6A0EEC3358B03B38B1B782060A786DE7D31E6BE968D810574D2 | BluetoothUserService
C:\Windows\System32\Microsoft.Bluetooth.UserService.dll

14:27:20.0043 0x13a8 BluetoothUserService - ok

14:27:20.0043 0x13a8 [ 7880E984456D0F4513B0D76FFF868C85, CB09850E9C274C9117CB881CB9I996B41762E8679BBB6F27F363F4A7279417E8C | bowser
C:\Windows\system32\DRIVERS\bowser.sys

14:27:20.0043 0x13a8 bowser - ok

14:27:20.0043 0x13a8 [ 47283C7BEA84F84EB28011FE8758E884, D520FFD1575E2563C0166FFE1ED219F4D48A6CCCBAOD9372F61B69EFBIBIDASA | BrokerInfrastructure
C:\Windows\System32\psmsrv.dll

14:27:20.0059 0x13a8 BrokerlInfrastructure - ok

14:27:20.0059 0x13a8 [ 93AF20E5E98358F613662B8F637A8989, 45436028C42D78CEA48A1ACDBF2D519DD6CCCCOAAFAOAC07119FCE9288703B88 | Browser
C:\Windows\System32\browser.dll

14:27:20.0059 0x13a8 Browser - ok

14:27:20.0074 0x13a8 [ 833A531F5EEBA7979188F0AA91E1A5D2, 32BED655AD3B3F6766E82AABO8AA280FB598BE904DF9C88748BA9CC636582307 ] BTAGService
C:\Windows\System32\BTAGService.dll

14:27:20.0074 0x13a8 BTAGService - ok

14:27:20.0090 0x13a8 [ B508CC4293B2336BE12565B2A34302F2, E83447CDCF07A5C95997E90B4E6B50DE2236E7B1721146FFACB58D502C3A2319 | BthA2dp
C:\Windows\System32\drivers\BthA2dp.sys

14:27:20.0090 0x13a8 BthA2dp - ok

14:27:20.0090 0x13a8 [ 29E477BESEEAF5135EA07A09E6B9005A, 7BE4A2E0366EDD480D6E091D90C96C14456A9210957022239B7E0E77669A4646 | BthAvctpSve
C:\Windows\System32\BthAvctpSvc.dll

14:27:20.0090 0x13a8 BthAvctpSvc - ok

14:27:20.0106 0x13a8 [ 7E3D4882E9CE7717FD4B14FC4134674E, D315749FA9C77E69443A8C81DEOE341D600BEB236106A6254B821EF95FEBB21D | BthEnum
C:\Windows\System32\drivers\BthEnum.sys

14:27:20.0106 0x13a8 BthEnum - ok

14:27:20.0106 0x13a8 [ AE49604779C44D3B345B98AE08618591, A4276D2BA483DFA59C74FCE66054C0E0202BE913EC78A3F7A29081E5C4782A85 | BthHFEnum
C:\Windows\System32\drivers\bthhfenum.sys

14:27:20.0106 0x13a8 BthHFEnum - ok

14:27:20.0106 0x13a8 [ E992167814BFB2B3F28EB7076BA301AE, FCA64E66FCD5FD52E73A2FE13D44C56C91F89EA4ED2F21D1160256859C4C35CF | BthLEEnum
C:\Windows\System32\drivers\Microsoft.Bluetooth.Legacy.LEEnumerator.sys

14:27:20.0106 0x13a8 BthLEEnum - ok

14:27:20.0106 0x13a8 [ 834FDDB2F618238279A0AF32478C7B91, 9B46F2AC6AFE4CAC8308D9C6FF826F7573AEB3D451892AE896FEODOBAF4EOF51 | BthMini
C:\Windows\System32\drivers\BTHMINLsys

14:27:20.0106 0x13a8 BthMini - ok

14:27:20.0106 0x13a8 [ 11D609CC74FOEB1DF6C0171331CDE9A1, 9412DC92F16C0B8A937D6FB1AD83D7169F4ECOF08FAEOE2B244346428CE99EE1 ] BTHMODEM
C:\Windows\System32\drivers\bthmodem.sys

14:27:20.0121 0x13a8 BTHMODEM - ok

14:27:20.0121 0x13a8 [ 83016DA2C1CA3EBB1A6E7BFB688120C7, F46BF2E7B20D4A6D2158738C587E8482828D62C2E0E8210874EEB79493DC853D ] BTHPORT
C:\Windows\System32\drivers\BTHport.sys

14:27:20.0138 0x13a8 BTHPORT - ok

14:27:20.0152 0x13a8 [ D293AC628357F2F75B8579087F732970, 1E536D8863D695944214D55E9B0B4BFE04F705DB7ECA18A0CF8B37AAF4893B1E ] bthserv
C:\Windows\system32\bthserv.dll

14:27:20.0152 0x13a8 bthserv - ok

14:27:20.0152 0x13a8 [ E597CE85BD6FD2E4D23B7CE880AC7E7A, 7E9E22ACCODE17E810442DAE3FDF58652F024ABF59B1E24B67574A2DA703829D | BTHUSB
C:\Windows\System32\drivers\BTHUSB.sys

14:27:20.0152 0x13a8 BTHUSB - ok

14:27:20.0152 0x13a8 [ 4FF20E869FE2B5A0B8CE2E8BE61C7F7F, 8DE3B7C87D88CF375417355A7C5052B2DE38805B563D61D0E483DB4AD96BD741 ] bttflt
C:\Windows\system32\drivers\bttflt.sys

14:27:20.0152 0x13a8 bttflt - ok

14:27:20.0152 0x13a8 [ EF2A1F3C5EC4EFFFBE9A69B892FBA29C, 16A900FBAB30D008F01F4CAE96347BF313D9D13C7FE430249A0BF4322534CB18 | buttonconverter
C:\Windows\System32\drivers\buttonconverter.sys

14:27:20.0168 0x13a8 buttonconverter - ok

14:27:20.0168 0x13a8 [ E7690568D2A5FA3D4E6D28B42358A122, CDBD820B6D383EC0A8151EA4300435C2BAD085EC55DB185C5E16CAF961443888 | CAD
C:\Windows\System32\drivers\CAD.sys

14:27:20.0168 0x13a8 CAD - ok

14:27:20.0168 0x13a8 [ 0B982E6EDEC6EAD4EADCF3C2973919AD, 0DB44964E2797629260DCFAD8190556359F6E57C7AFCF5F79B85C4A719AD218C | camsve
C:\Windows\system32\CapabilityAccessManager.dll

14:27:20.0168 0x13a8 camsvc - ok

14:27:20.0168 0x13a8 [ EB89F163CFASD6ASFA0A55775A035C27, FED20D9EC24D827B8FC96116147AA9277212E6CAE2F8B45479DD01560C75DB52 | CaptureService
C:\Windows\System32\ CaptureService.dll

14:27:20.0184 0x13a8 CaptureService - ok

14:27:20.0184 0x13a8 [ 55AAD28CCDC5E6673B88D54C200C14EB, 94603FD04428DBB0B82C423820B322DA01397A6D44EB55B1D0513D19A9FA4DFD | cbdhsve
C:\Windows\System32\cbdhsvc.dll

14:27:20.0199 0x13a8 cbdhsvc - ok

14:27:20.0199 0x13a8 [ 44EDC69011C8C7C4802D320DCAA2DD8S, 41354D3153017D249FFD4D7917009AA527FDE3DE08582B79D276723082AA4554 ] cdfs
C:\Windows\system32\DRIVERS\cdfs.sys

14:27:20.0199 0x13a8 cdfs - ok

14:27:20.0215 0x13a8 [ 0C5E3C60AC5827FE5B43F427F7DCACI1, 8987DA1AAFB69B320689C8FC3481D2F3082825B4566BD9B9898EB150221818D9 ] CDPSvce
C:\Windows\System32\CDPSvc.dll

14:27:20.0215 0x13a8 CDPSvc - ok
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14:27:20.0231 0x13a8 [ 6BDBE34FC5F6A3229609E3D149C5FAA1, F2FEOFBB7B887CEAC8B2E705A470A4633C62E963C244E2D379B9DDBCSCABAAF2 | CDPUserSve
C:\Windows\System32\CDPUserSvc.dll

14:27:20.0231 0x13a8 CDPUserSvc - ok

14:27:20.0231 0x13a8 [ 050804442DAD3428C6E7F02EB86DBEF4, EE6A4CD3B6F20A0658EE9B310BBA9OFFB0585B0F72038886E1D3BEB3A6A80769 | cdrom
C:\Windows\System32\drivers\cdrom.sys

14:27:20.0231 0x13a8 cdrom - ok

14:27:20.0231 0x13a8 [ D0843B744F4E7E30BD74A1CF5426A44C, BE2A05A464A9671232E25D7C0505300F2BAD6D96C2CBF4F4427D1F795621EAEF ] CertPropSve
C:\Windows\System32\certprop.dll

14:27:20.0246 0x13a8 CertPropSvc - ok

14:27:20.0246 0x13a8 [ 198D403332FB8F2DA289BEBFEC8199AD, 5SA7FD2D58C433B9B498A1B37A2F2D877061215360D8E6A752601F2ED4F283A8F | cht4iscsi
C:\Windows\system32\drivers\cht4sx64.sys

14:27:20.0246 0x13a8 cht4iscsi - ok

14:27:20.0262 0x13a8 [ 77065056FBE4E29054CB1D20303B9F59, 83E2C81274DDBE695EF845E541F7A2DB60EF5E195AE14FACDEEEBD30COEF4E67 | cht4vbd
C:\Windows\System32\drivers\cht4vx64.sys

14:27:20.0293 0x13a8 cht4vbd - ok

14:27:20.0293 0x13a8 [ 9CO0DAF72B049951C39571BIE1FBD484, 8C48F09C6D4EBE9463D089024EBCC69237CB5CF2F18DBESFOEB82F6ES4E3F8B5 | CimFS
C:\Windows\system32\drivers\CimFS.sys

14:27:20.0293 0x13a8 CimFS - ok

14:27:20.0293 0x13a8 [ 115CC1E142CE29C9006D59943108DF47, 564FA08C5SBEC6DAF1A83C80C9139A6E1AA7E05D251DB3BA379B57COFDAES3ELB | circlass
C:\Windows\System32\drivers\circlass.sys

14:27:20.0293 0x13a8 circlass - ok

14:27:20.0293 0x13a8 [ 44373E2F0C1B85F8A19BCAE46BFB3536, BB67EEFE6ES56013829EC949D5C7CI9DBB8CCFD2DC40965E1DD472290B5E34BD79 | CldFIt
C:\Windows\system32\drivers\cldflt.sys

14:27:20.0309 0x13a8 CldFIt - ok

14:27:20.0309 0x13a8 [ 3E37BC55ABF85997534998A58B616422, FC960EB2580D128EB8D4465E083D97F9A937D1CFED3B92198FC7A6F4CCDDCF44 | CLFS
C:\Windows\system32\drivers\CLFS.sys

14:27:20.0309 0x13a8 CLFS - ok

14:27:20.0325 0x13a8 [ 4BBEFD079975622BC1630A2C3F097ED4, 31935CC8E72490805B1DEB1CESE0B67C35C521B6D1AE7C1B455E088F35BDA097 | ClipSVC
C:\Windows\System32\ClipSVC.dll

14:27:20.0340 0x13a8 ClipSVC - ok

14:27:20.0340 0x13a8 [ E127E772A705CD32BE34166F679C61C8, 209723632369404308EF6DF734077A99A295C2E380DB85AD1F8498CC8DFBCB8A | CmBatt
C:\Windows\System32\drivers\CmBatt.sys

14:27:20.0340 0x13a8 CmBatt - ok

14:27:20.0355 0x13a8 [ DIDC1EC71B9083C7BDBE645E60CDA4FD, 2688954 2E5FFFB60A60EA2E704E1A080B55B0634D34D1C2F9D25D4060E7A7CFD | CNG
C:\Windows\system32\Drivers\cng.sys

14:27:20.0355 0x13a8 CNG - ok

14:27:20.0355 0x13a8 [ A46B4D1484227900F7615FE2A569D828, A0O6B8002E7A708890222C777DDF8B67FED7015C0943C1FC4F9036E9FIDC14494 | cnghwassist
C:\Windows\system32\DRIVERS\cngt ist.sys

14:27:20.0355 0x13a8 cnghwassist - ok

14:27:20.0371 0x13a8 [ 99392FDADF3CESEB47403E5A52866E6F, 63CEF51971EB85D9823CE9A95F1ED9907D20525ED8E32230068CC36E9082A8C3 | CompositeBus
C:\Windows\System32\DriverStore\FileRepository\compositebus.inf_amd64_7500cffa210c6946\ CompositeBus.sys

14:27:20.0371 0x13a8 CompositeBus - ok

14:27:20.0371 0x13a8 COMSysApp - ok

14:27:20.0371 0x13a8 [ E1IE1F5198DF9E784DDA895398736A691, 31991225A505F0D375F8DEECB55A7D080FD3A04558983B76AB7C45B799B1D9A4 | condrv
C:\Windows\system32\drivers\condrv.sys

14:27:20.0371 0x13a8 condrv - ok

14:27:20.0371 0x13a8 [ 9864B10556D39F7FC5BBF6D4DE4F7B73, FFAC481CFF223F3D55B1797DCA06F4473412DF7A86CD32B8664976618B22BF05 | ConsentUxUserSve
C:\Windows\System32\ConsentUxClient.dll

14:27:20.0371 0x13a8 ConsentUxUserSvc - ok

14:27:20.0387 0x13a8 [ 1D2942A5A7E13D49077EE0365E45072D, 89067221C8D7F8661513AEDFF11DB34AA9C2B57C3E812ECI9DID76AAEF6AE2DBE | CoreMessagingRegistrar
C:\Windows\system32\coremessaging.dll

14:27:20.0387 0x13a8 CoreMessagingRegistrar - ok

14:27:20.0403 0x13a8 [ C05A15022C00CC3D19FB034D89BE9418, 8FB6567263EB215333D159BD2658224B659096816EEB4CE7F8D87263A5FB7F74 | CredentialEnrollmentManagerUserSve
C:\Windows\system32\CredentialEnrollmentManager.exe

14:27:20.0403 0x13a8 CredentialEnrollmentManagerUserSvc - ok

14:27:20.0403 0x13a8 [ C05A15022C00CC3D19FB034D89BE9418, 8FB6567263EB215333D159BD2658224B659096816EEB4CE7F8D87263A5FB7F74 |
CredentialEnrollmentManagerUserSvc_30901 C:\Windows\system32\CredentialEnrollmentManager.exe

14:27:20.0418 0x13a8 CredentialEnrollmentManagerUserSvc_30901 - ok

14:27:20.0418 0x13a8 [ 8AB3568419872D1A8A7B45153AF7B3D4, 5171ED876EO0EC5CAE2BE9161ACCI0F4865FF6416EFA376C82D8A5B65724A8910 | CryptSve
C:\Windows\system32\cryptsvc.dll

14:27:20.0418 0x13a8 CryptSvc - ok

14:27:20.0418 0x13a8 [ 12DEODE630EE25149CE30303B9661AEE, 9C3E86A9842EBCFE3A43F1B51809B2F8397D3B091368881BD6B4A8BCADB301ED | dam
C:\Windows\system32\drivers\dam.sys

14:27:20.0418 0x13a8 dam - ok

14:27:20.0434 0x13a8 [ 5A344C5D2140BD836AE545A9351373F4, 1C1DEF25FB645F9789A41F8533ECB144680F36D5F3B91B806D2DED972B1A0203 ] DcomLaunch
C:\Windows\system32\rpcss.dll

14:27:20.0449 0x13a8 DcomLaunch - ok

14:27:20.0465 0x13a8 [ 92173A69EB75DF92955E7EE12D68E346, 5A43143EF22336DB82B4FD77D066951232E98F74237289DF124D17DD0F1480AC ] dcsve
C:\Windows\system32\dcsvc.dll

14:27:20.0465 0x13a8 dcsvc - ok

14:27:20.0481 0x13a8 [ EBABDD2A13A0B623E8F5316D2C8CESEOD, 0DFOB642ECB53625B1DC2C7D1EC66A32AE1799B78F45239D85F066D85D11B2A0 | defragsve
C:\Windows\System32\defragsvc.dll

14:27:20.0481 0x13a8 defragsvc - ok

14:27:20.0481 0x13a8 [ F551C7E5CFA7D2AB0758393F61B2E8DA, 07751C35B9C7BCOABBB2A3C459EBFA52F45148913261A4C83258DF10DD2924A6 | DeviceAssociationBrokerSve
C:\Windows\System32\deviceaccess.dll

14:27:20.0481 0x13a8 DeviceAssociationBrokerSvc - ok

14:27:20.0496 0x13a8 [ 0BA4032BA0F8155DC017D29E11BE9C71, BF872BEE20D3208CC105019F8837A0606D236524F76B77D20384813901DBE220 | DeviceAssociationService
C:\Windows\system32\das.dll

14:27:20.0496 0x13a8 DeviceAssociationService - ok

14:27:20.0496 0x13a8 [ 73EE8DC7CBEAB344DA440676B9DD4F43, 9535A927C3A16BF5EB23F975CC50251B33F4982E47D357EFD6BF3736C544792A | Devicelnstall
C:\Windows\system32\umpnpmgr.dll

14:27:20.0496 0x13a8 Devicelnstall - ok

14:27:20.0512 0x13a8 [ 2CC6992894F23399DA9B6B2BE2CASFD9, ASE1AB82B623952C5720B12E1E119650DCCBE29C7FEC590FC5AA1884E652A340 | DevicePickerUserSve
C:\Windows\System32\Windows.Devices.Picker.dll

14:27:20.0512 0x13a8 DevicePickerUserSvc - ok

14:27:20.0527 0x13a8 [ 8CE23DD2F7AD3FA0D9093B862DB755AC, CD8CEFF82CE29F47B7C55CDBA39C45C0077994B01276D5C3D3E02A52F514902B ] DevicesFlowUserSvce
C:\Windows\System32\DevicesFlowBroker.dll

14:27:20.0527 0x13a8 DevicesFlowUserSvc - ok

14:27:20.0527 0x13a8 [ FBBE99BIEAIB110F7CB3F46BA844C1FF, EABF953864C0AE4FB6426C0B7E92DD81EE4A8852081F9D2EA02B61D4C8DB6188 | DevQueryBroker
C:\Windows\system32\DevQueryBroker.dll

14:27:20.0527 0x13a8 DevQueryBroker - ok

14:27:20.0543 0x13a8 [ C4BB07F3246B853D6473BDF468EB6A10, 7F59FFE78257AF0DD79B3A515966BADF8ESA77C739743AF8A2FB4E3D8675545A | Dfsc
C:\Windows\system32\Drivers\dfsc.sys

14:27:20.0543 0x13a8 Dfsc - ok

14:27:20.0543 0x13a8 [ 3A5732432274014375C4D98149F3729C, 2B514B5712C533AF66ABC44ACICA2358355E1EF2BC30D4CB2B04DF8EOBC3C496 | Dhep
C:\Windows\system32\dhcpcore.dll

14:27:20.0543 0x13a8 Dhcp - ok

14:27:20.0543 0x13a8 [ 92E340FAASF4EDEAA4FC1A1F982C601A, 42E4BE3749F5C1817B9AAF641FSE9AADFAA7F8D7AC93C90D6D86DA2E4E3E1A54 | diagnosticshub.standardcollector.service
C:\Windows\system32\DiagSvcs\DiagnosticsHub.StandardCollector.Service.exe

14:27:20.0559 0x13a8 diagnosticshub.standardcollector.service - ok

14:27:20.0559 0x13a8 [ 83521C317CCBF325D877C421E9D14BC9, D50F185CA024100E6748983D8C5721BACS5F775347D9F7958D4F82C02157F2B4D | diagsve
C:\Windows\system32\DiagSvc.dll

14:27:20.0559 0x13a8 diagsvc - ok

14:27:20.0590 0x13a8 [ 9749F08B43D3AADCDC1688F791092A2A, 55BBAF6BE67096B0D58774927D6B1880C95826CD7787D66553CCA1495EE2CC23 | DiagTrack
C:\Windows\system32\diagtrack.dll

14:27:20.0621 0x13a8 DiagTrack - ok

14:27:20.0637 0x13a8 [ 78D62E87AAFEA823FFBE4E1D7B26BD50, ED408F8E4B654AF8D54AFA1ED6B18BAC8C76DF535DDEF9F038D6831CCBC2E27A | disk
C:\Windows\system32\drivers\disk.sys

14:27:20.0637 0x13a8 disk - ok

14:27:20.0637 0x13a8 [ 619D3165454D8CBF24AFA6D9938856E5, 238550045E082BC2B2087F946FA4F8B8C8D5D1D4012D75E34D4C1722EC96B1EE | DispBrokerDesktopSvce
C:\Windows\System32\DispBroker.Desktop.dll

14:27:20.0637 0x13a8 DispBrokerDesktopSvc - ok

14:27:20.0652 0x13a8 [ F2528F2A9C25BFA2DC135819438EB732, 68F8F85CABFF6905CBF51D7CF5CF2A59801254ACBADOF00E6071EB307932B989 | DisplayEnhancementService
C:\Windows\system32\Microsoft.Graphics.Display.DisplayEnhancementService.dll
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14:27:20.0668 0x13a8 DisplayEnhancementService - ok

14:27:20.0684 0x13a8 [ BAO5D2B56648F9C63029938041EB346D, 799D37078318B386A2F2D02ADACBDC2BC4D54ECIAD235BE8964D927F9393CA84 | DmEnrollmentSve
C:\Windows\system32\Windows.Internal. Management.dll

14:27:20.0699 0x13a8 DmEnrollmentSvc - ok

14:27:20.0699 0x13a8 [ 48AA813AAA7E347CD7D6D56FE32144C6, 6604DCOE7607E46B83F1239934646AC4ADF5CA4CC463FBIDF521B243F434579B | dmvsc
C:\Windows\System32\drivers\dmvsc.sys

14:27:20.0699 0x13a8 dmvsc - ok

14:27:20.0699 0x13a8 [ F24BD3A6EF5FB5C49163EF8E8D78AF63, BSF89F003F28BCEODI33E9C2490FDC7EB11CAF6928DBC6EI1461A4AD72E88880 | dmwappushservice
C:\Windows\system32\dmwappushsvc.dll

14:27:20.0699 0x13a8 dmwappushservice - ok

14:27:20.0699 0x13a8 [ B483E908D662A4B2383C52561972379F, 9676EE9DC2A0BEE813218CE1C735DC8DC1A343573392CA71699DCA737AE654F3 | Dnscache
C:\Windows\System32\dnsrslvr.dll

14:27:20.0715 0x13a8 Dnscache - ok

14:27:20.0715 0x13a8 [ 1E3B65845E952CF5D7291D6D4BA6CECD, 599EB61D1DEICD2712F8B63A963F8EDFF540E1883CDE3A1E2730C9D5B92AC368 | dot3sve
C:\Windows\System32\dot3svc.dll

14:27:20.0715 0x13a8 dot3svc - ok

14:27:20.0715 0x13a8 [ 9E65C33CB7FB50453F7F4407070EAF53, A8707BD19D584DAECA39990A2E791194140AFCA4FCE31F23CC7E931DF8C17361 | DPS C:\Windows\system32\dps.dll
14:27:20.0730 0x13a8 DPS - ok

14:27:20.0730 0x13a8 [ 8A11EDDA5257886A5788CDBA894EB7C9, F9753304AD59A01F29BBCC8F2CFDC592FAE96CD2B2A4350D2C6CE7F6D3C99B1C | drmkaud
C:\Windows\System32\drivers\drmkaud.sys

14:27:20.0730 0x13a8 drmkaud - ok

14:27:20.0730 0x13a8 [ DA9FAF551FCICE219F79366C44E322D2, 00325631922853F499826F074BC9748303AA841AB37FEBOD0CA636DEA694AEFE | DsmSvc
C:\Windows\System32\DeviceSetupManager.dll

14:27:20.0730 0x13a8 DsmSvc - ok

14:27:20.0730 0x13a8 [ 8A561D97BAA2A2EDA494B4E2D5E073F3, A24D84E6EF004EE6A6BIAD015A4A9B6E844FED8C4DD6F3B28DA2FF43A723139A ] DsSve
C:\Windows\System32\DsSvc.dll

14:27:20.0746 0x13a8 DsSvc - ok

14:27:20.0746 0x13a8 [ 81DF23EC4009D307479D5C169539CD67, 65AEE1E876CBEB01A763F14930D15CF2E6A10697620B5903AA04BA30585A5676 ] DusmSve
C:\Windows\System32\dusmsvc.dll

14:27:20.0746 0x13a8 DusmSvc - ok

14:27:20.0778 0x13a8 [ 4D8FEC5D09BDF2BBCB2BCOE723FDA9B1, 79229694FABESEEOEB308999ED8C5DCE9AA5D60DD26C8AB186DIFFBA6FC7ACGE | DXGKrnl
C:\Windows\System32\drivers\dxgkrnl.sys

14:27:20.0824 0x13a8 DXGKrnl - ok

14:27:20.0824 0x13a8 [ CCED99682127E8582E5F716ECE775EF8, 3B0A51E1FC4D5BD3E7EC182799AD712AEEAF1DCD761D7E98BEC8A0A67F7334AF | E1G60
C:\Windows\System32\drivers\E1G6032E.sys

14:27:20.0824 0x13a8 E1G60 - ok

14:27:20.0824 0x13a8 [ AF7B5676A104F8A7D87DDA84DDFD5240, CB9BE2506C647924E94FA2F44AA4AF9EAA2F794FA444C8854FEA5B3F563AC185 | Eaphost
C:\Windows\System32\eapsvc.dll

14:27:20.0824 0x13a8 Eaphost - ok

14:27:20.0871 0x13a8 [ E7B7E38AD720352CFE9ASFF3A82AB124, 48D9F61E943A7855562950FF26B866BD51A27D980757B065504FCD3F1A1D6F07 | ebdrv
C:\Windows\system32\drivers\evbda.sys

14:27:20.0903 0x13a8 ebdrv - ok

14:27:20.0903 0x13a8 [ C019E421D9F897108E51666CBAE2C8B0, 3096D8E82917A9B73F322F4B1743E52E9B0C8B3C5933A957E73E29D6973CDD5B | edgeupdate  C:\Program Files
(x86)\Microsoft\EdgeUpdate\MicrosoftEdgeUpdate.exe

14:27:20.0903 0x13a8 edgeupdate - ok

14:27:20.0918 0x13a8 [ C019E421D9F897108E51666CBAE2C8B0, 3096D8EB2917A9B73F322F4B1743E52E9B0C8B3C5933A957E73E29D6973CDD5B | edgeupdatem  C:\Program Files
(x86)\Microsoft\EdgeUpdate\MicrosoftEdgeUpdate.exe

14:27:20.0918 0x13a8 edgeupdatem - ok

14:27:20.0918 0x13a8 [ B4DE3D04AE3C71E67236B841BEADEB74, 8567CDBA80952B2B7AF647B9D2630FE12B73E87517498BCCDCC27EC1ED6E1545 | EFS
C:\Windows\System32\lsass.exe

14:27:20.0918 0x13a8 EFS - ok

14:27:20.0918 0x13a8 [ A03C16B3BC08469B74378DC7FFBF308F, 3BAAOC59FD72DDB3E806B849D07FD17AF1FA65D41E67A6A69440E927B3062EDO | EhStorClass
C:\Windows\system32\drivers\EhStorClass.sys

14:27:20.0918 0x13a8 EhStorClass - ok

14:27:20.0918 0x13a8 [ 9F04CF369B93A78B2E56A3DFIB41F25F, 514A0687D2ABE6C52D6BFF8FOF5E47DD77EBEEDC4E6C6539B0SBDOEC27B6704D | EhStorTegDrv
C:\Windows\system32\drivers\EhStorTcgDrv.sys

14:27:20.0918 0x13a8 EhStorTcgDrv - ok

14:27:20.0934 0x13a8 [ BBA65ASFE53F6DE18F63D680441FB885, 3F9413D31AEADCF83AE1A43E7B3FD989760675416A0A3745A95CE3C4993EB233 ] embeddedmode
C:\Windows\System32\embeddedmodesvc.dll

14:27:20.0934 0x13a8 embeddedmode - ok

14:27:20.0934 0x13a8 [ 3E301BE942FB2DF11617B0C12E57CB1A, 47386ED2FB1274715562EAF0757421B908514D1E76EAED9065408030069C72F4 | EntAppSvc
C:\Windows\system32\EnterpriseAppMgmtSvc.dll

14:27:20.0949 0x13a8 EntAppSvc - ok

14:27:20.0949 0x13a8 [ E87F3FA1F9133DEEC1B3692976487777, BF14DB2762B48ACE54977E98DC2A4060B8B1122B58FDEFBB4C84546ABEB410A5 | ErrDev
C:\Windows\System32\drivers\errdev.sys

14:27:20.0949 0x13a8 ErrDev - ok

14:27:20.0965 0x13a8 [ 1954A92911AF72C0CF1CE51B6433AB65, BOBAF5CE5440212522886495227749323EA082088ACEACC5118CB789B828AA99 | EventLog
C:\Windows\System32\wevtsvc.dll

14:27:20.0980 0x13a8 EventLog - ok

14:27:20.0996 0x13a8 [ 7EDECODABFD8F2009F46EC1829E1FCC6, 06F7F1DC8FAE85C0560E2E9905D3E97B8A70ECF6689DC9A72B85941F303D8685 | EventSystem
C:\Windows\system32\es.dll

14:27:20.0996 0x13a8 EventSystem - ok

14:27:20.0996 0x13a8 [ F17A9B2716AAC231F1A0B7934F660307, E861C999C70D4A68976D3056D9F34C24BB88A03906DB402F5FC21E14F5A06036 | exfat
C:\Windows\system32\drivers\exfat.sys

14:27:20.0996 0x13a8 exfat - ok

14:27:21.0012 0x13a8 [ 310154D9B2A6B25C251E04A715C9904D, 4F994B714160ABB8D6318A77A1DC5DC1C30B2042C3341102BD7A69A8DC3DB2AF | fastfat
C:\Windows\system32\drivers\fastfat.sys

14:27:21.0012 0x13a8 fastfat - ok

14:27:21.0028 0x13a8 [ D94DF8349B8E387A809735930BB062D8, 9BA451EF593B7056F2DBC6388336CB9C0285D1A88839C362344D94591FFEF4DE ] Fax
C:\Windows\system32\fxssvc.exe

14:27:21.0028 0x13a8 Fax - ok

14:27:21.0028 0x13a8 [ F567A0C101AECF4548E0BF61EE25D332, 26BCIC2F1D42CESBEF55E98DC0DA557F09B747186580C796003CF84229F6D151 ] fdc
C:\Windows\System32\drivers\fdc.sys

14:27:21.0028 0x13a8 fdc - ok

14:27:21.0028 0x13a8 [ 0439B82F6034ADA3E71C0CIF169082BD, 0918728669077235B2F2DB7EE22CE819FA570D8A7A497BASF11E76774EA75099 | fdPHost
C:\Windows\system32\fdPHost.dll

14:27:21.0028 0x13a8 fdPHost - ok

14:27:21.0028 0x13a8 [ AD64C91B3CC71226785DCE688842E5AB, 056E1091468D268E7970045AB329EB3DFF48BB6B22448046A14C309678847B6E ] FDResPub
C:\Windows\system32\fdrespub.dll

14:27:21.0043 0x13a8 FDResPub - ok

21.0043 0x13a8 [ 78A98E902D87BE26600530275D94FFES, 73CC6944F351B22ACEF9358B94372FD4D538F2F56E2897F4C443D1AA373E8015 | fhsve C:\Windows\system32\fhsvc.dll
21.0043 0x13a8 fhsvc - ok

14:27:21.0043 0x13a8 [ 8E59D944EE4EFAED65A341A71297C4CD, CFFFD7007AB7FB04ECB44D0079BFESEEB53AECC988135199C388AF425EBCF2AD | FileCrypt
C:\Windows\system32\drivers\filecrypt.sys

14:27:21.0043 0x13a8 FileCrypt - ok

14:27:21.0043 0x13a8 [ EE7605E60374CBD2DDAAA120FA2E458A, 832BF32BIEFA04FBDD9638D00B209DFC88C4C69E0AEC7FF1B5AD4DDECOF20878 | Filelnfo
C:\Windows\system32\drivers\fileinfo.sys

14:27:21.0043 0x13a8 Filelnfo - ok

14:27:21.0043 0x13a8 [ C7F6F4B73E410087C6DE5658AAD70232, 42C56B93FF52CAC5B74CE0A16D9D4425E8B3E690B3BD76A5A3C657655B62A34A ] Filetrace
C:\Windows\system32\drivers\filetrace.sys

14:27:21.0043 0x13a8 Filetrace - ok

14:27:21.0058 0x13a8 [ C867FE1865F45469DD96957900073361, 1534A840C56912D34DEC8F487683C0A782070A89726BF87DFAAF7F953A18A1DA | flpydisk
C:\Windows\System32\drivers\flpydisk.sys

14:27:21.0058 0x13a8 flpydisk - ok

14:27:21.0058 0x13a8 [ A04557215A602894DC3CC4F2A232C023, 6EEDODDD85F468B93460076027588757B53BC658D1F636E485A8CE9155E8104D | FltMgr
C:\Windows\system32\drivers\fltmgr.sys

14:27:21.0058 0x13a8 FltMgr - ok

14:27:21.0075 0x13a8 [ 0585E7B386121BC2EBBASD7200AEE01A, 6EC4701DA52D64F6BDB8BEEOD2BED9ID7A6927876C85D94B4EB5F57720F1ED7CBS ] FontCache
C:\Windows\system32\FntCache.dll

14:27:21.0090 0x13a8 FontCache - ok

14:27:21.0090 0x13a8 [ 91857D4F6633493CF03C22BD86ED7F81, 80982C4DA12FDD501C234782A14243DFFA8AA4D6EB94BASE37E3575ADES3000D ] FontCache3.0.0.0
C:\Windows\Microsoft.Net\Framework64\v3.0\WPF\PresentationFontCache.exe

14:27:21.0090 0x13a8 FontCache3.0.0.0 - ok
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14:27:21.0106 0x13a8 [ 22A078B224FD504B15B4D68FD05B86E3, FD41E6B2645D7B3518CCD243901EFF81EC3CA90B8578489911C4D9ACD6619D8E ] FrameServer
C:\Windows\system32\FrameServer.dll

14:27:21.0121 0x13a8 FrameServer - ok

14:27:21.0121 0x13a8 [ BFCF35E5365C4DF006C376A26487853C, 2284CC336BDIAF6DF98928C94BAE26D060BCOE7CA56CFDCBC3F7194BE240ES7E | FsDepends
C:\Windows\system32\drivers\FsDepends.sys

14:27:21.0121 0x13a8 FsDepends - ok

14:27:21.0121 0x13a8 [ A3631ADDD926826110A436D6A04B31CA, 2073327E5C1E542EA2740CA0D43204940EB72652619B5209A2E4A4A0FB18D20A | Fs_Rec
C:\Windows\system32\drivers\Fs_Rec.sys

14:27:21.0121 0x13a8 Fs_Rec - ok

14:27:21.0137 0x13a8 [ 25E63BA86AF3320BF40A0D5EAOEE0352, 5D9533D562D2298627A9D6B177E736D5B2606A67B1998F001774C913B4AEDOBS | fvevol
C:\Windows\system32\DRIVERS\fvevol.sys

14:27:21.0137 0x13a8 fvevol - ok

14:27:21.0137 0x13a8 [ A1E06E4E8CB863C74DE428D4D6681185, DA46502C009FD4C847A547610DEE2684A5A583467BF76009BD46104AAE2F6B1B ] gencounter
C:\Windows\System32\drivers\vmgencounter.sys

14:27:21.0137 0x13a8 gencounter - ok

14:27:21.0137 0x13a8 [ DF2344160D1E58AB5E1DDB174D46853D, B263D352479812A4DEB6BB8AF573150491EA9F5D55DCD00185AF6759FF2601F6 | genericusbfn
C:\Windows\System32\DriverStore\FileRepository\genericusbfn.inf amdé4_53931f0ae21d6d2c\genericusbfn.sys

14:27:21.0152 0x13a8 genericusbfn - ok

14:27:21.0152 0x13a8 [ 596E544EB9110CB258530812F18C8529, 90837CCE27E7B9C4BD30D0280D22BDAAA3B227A632BA8FA7BF01B1BEBYEEEOD4 | GPIOCIx0101
C:\Windows\system32\Drivers\msgpioclx.sys

14:27:21.0152 0x13a8 GPIOCIx0101 - ok

14:27:21.0168 0x13a8 [ E1761F8FEAED19FB886D4C397C024C4D, B5C20275A2C658650C5C8A2ECE93F19B7603CDDE519EDC589F6BEDD575485CA3 | gpsve
C:\Windows\System32\gpsvc.dll

14:27:21.0184 0x13a8 gpsvc - ok

14:27:21.0184 0x13a8 [ 8C06046B6A8C1ACDAEA15682058FDFB4, 3E0CC301249B7D8D5BEB932F4DFD1EAB8037679EC153772F63B430713903B0AC ] GpuEnergyDrv
C:\Windows\system32\drivers\gpuenergydrv.sys

14:27:21.0184 0x13a8 GpuEnergyDrv - ok

14:27:21.0184 0x13a8 [ 0B0D41B3043B941E1B52DF3CBOABD65E, 2AB425B46C1016243402A1D4634AFE6D41CFF847843DA4DB33F016D3A9134CB5 ] GraphicsPerfSve
C:\Windows\System32\GraphicsPerfSvc.dll

14:27:21.0184 0x13a8 GraphicsPerfSvc - ok

14:27:21.0184 0x13a8 [ 74B792FB24E372FEA93E36981AA2C993, 52D9FA9E6923B2E0F79DFFDB4DA0OBDB28A7973FBB4815A208F64620CC543D390 | HdAudAddService
C:\Windows\System32\drivers\HdAudio.sys

14:27:21.0199 0x13a8 HdAudAddService - ok

14:27:21.0199 0x13a8 [ 7F5C73825606DF98AC670979ECF3D928, 12798A6EC9E4148F4FDICBD37D7E567235614163B84ESEA6BD42AA94ECAFE6F9 | HDAudBus
C:\Windows\System32\drivers\HDAudBus.sys

14:27:21.0199 0x13a8 HDAudBus - ok

14:27:21.0199 0x13a8 [ 05FC1B768ACB2D5CADDCA2F2E89F579C, D773640F980BF832D74FBB5E19FC1FFC06F9401C10698C0C26CFB7C067F3DB73 | HidBatt
C:\Windows\System32\drivers\HidBatt.sys

14:27:21.0199 0x13a8 HidBatt - ok

14:27:21.0199 0x13a8 [ 9ABC89D7C563049A3E37FA4E98EABFA4, 5SF129D9A8BBF79DEA60ESB22094261DED89761848AB8481227C199519F503687 ] HidBth
C:\Windows\System32\drivers\hidbth.sys

14:27:21.0199 0x13a8 HidBth - ok

14:27:21.0215 0x13a8 [ 1E129E905072A79282D6CC929284DFE5, C161D2122638690CE4DA546CE8827B4BBD96747A4A7D799A776FECSBC57D1582 ] hidi2c
C:\Windows\System32\drivers\hidi2c.sys

14:27:21.0215 0x13a8 hidi2c - ok

14:27:21.0215 0x13a8 [ 1E9F3C9B201614CF4816C5D5B6C570D8, 60CF06F1668FFFB870E76D8231A090AB3AD7EA44F1F45A36FC28814CC845B94D ] hidinterrupt
C:\Windows\System32\drivers\hidinterrupt.sys

14:27:21.0215 0x13a8 hidinterrupt - ok

14:27:21.0215 0x13a8 [ 6B46E3061EC0523CB46ED28060FCD946, 6089305AF73CC584963865482448CD5CA4252EC9BD3E72AF16D45E4F95C3EBF2 | Hidlr
C:\Windows\System32\drivers\hidir.sys

14:27:21.0215 0x13a8 HidlIr - ok

14:27:21.0215 0x13a8 [ 2A41AF60430E686985E9101C07A77B80, 2B6EC0692A09E5943C5BBAOE3AEFC746E96412E1836C84B1857B4DCF242DD28B | hidserv
C:\Windows\system32\hidserv.dll

14:27:21.0215 0x13a8 hidserv - ok

14:27:21.0215 0x13a8 [ 1F355AE0AEA1CDE6AD27CB6C63522FB4, 0303FA32EA2D78F37446CC28ED7B35C6B8EF88ABA1E4800463532ECCA081FFAS | hidspi
C:\Windows\System32\drivers\hidspi.sys

14:27:21.0230 0x13a8 hidspi - ok

14:27:21.0230 0x13a8 [ 1AD03347E3D050B0383016C70085A2FC, 4967091F13F5912F828824C4FE28AC69A961B076DA24F79FD97BD125DD093D49 | HidSpiCx
C:\Windows\system32\drivers\HidSpiCx.sys

14:27:21.0230 0x13a8 HidSpiCx - ok

14:27:21.0230 0x13a8 [ C79631159CD02EC7E2EBEB98A646DFF6, 2B85B64DAA955C19E44C69CD042B07D15DF8526953E07ECA7B618A8CAF15C48D | HidUsb
C:\Windows\System32\drivers\hidusb.sys

14:27:21.0230 0x13a8 HidUsb - ok

14:27:21.0230 0x13a8 [ 530COE730B5E6BA332FB4AC98F760789, 0ADE20523619D5705B941591DF0C19D6B0030F96FECEBBC7A4ADEF963A476383 | HpSAMD
C:\Windows\system32\drivers\HpSAMD.sys

14:27:21.0230 0x13a8 HpSAMD - ok

14:27:21.0246 0x13a8 [ E307338CEECC6032B652755EB7E52C00, A100A9CIE6A699E4FFB2C8FCBAAE246DF1F493CD9B16990C1322CB838B5A0CAF | HTTP
C:\Windows\system32\drivers\HTTP.sys

14:27:21.0262 0x13a8 HTTP - ok

14:27:21.0262 0x13a8 [ 2692243C220CAA68C08318D3C8C4DICE, 21BA06FF864031CDD47A4F361084FB32635779F4690608D59DBFA4A431FCEBYF | hvcrash
C:\Windows\System32\drivers\hvcrash.sys

14:27:21.0262 0x13a8 hvcrash - ok

14:27:21.0277 0x13a8 [ 855F55BB462B7D8B6BC31A94A592DF3D, 776C772E69CF9D81D8511201813DD79F2106DC7D2547B4FA700432AE9B73C202 | HvHost
C:\Windows\System32\hvhostsvc.dll

14:27:21.0277 0x13a8 HvHost - ok

14:27:21.0277 0x13a8 [ E8344EA5FC9BA8392BFF3B594493ABD0, 9E952D0A8E64FB13E782C6B912BF5A15BEBBDAD1BECC60A5B50978C3E13FE3BS | hvservice
C:\Windows\system32\drivers\hvservice.sys

14:27:21.0277 0x13a8 hvservice - ok

14:27:21.0277 0x13a8 [ SDC7DFEDSFEDD923B874B51D0C6752BB, 69714A8B74EB02282572B34E156051FFC10693B816905CE18A8C6C8CCBI5B846 | HWNCIx0101
C:\Windows\system32\Drivers\mshwnclx.sys

14:27:21.0277 0x13a8 HwNCIx0101 - ok

14:27:21.0277 0x13a8 [ 72ADA5C5DED6013BC10CFE70B7EBAB22, AEAFCC774068985775E1E64A70FAD7B2B803B276B149266C3A455F1DC94665A9 ] hwpolicy
C:\Windows\system32\drivers\hwpolicy.sys

14:27:21.0277 0x13a8 hwpolicy - ok

14:27:21.0277 0x13a8 [ 22362F7C8B7B1456DDF019BFB0523C26, 3DCA435A621FC3CD786E02D013B363ADA9399839E0A31F2969E094F69AD3A183 ] hyperkbd
C:\Windows\System32\drivers\hyperkbd.sys

14:27:21.0277 0x13a8 hyperkbd - ok

14:27:21.0294 0x13a8 [ 92467EB53970CA7338F7586392823E7C, 03AD4A49F442F273616AC9513D4D732971A0F7040DF197328B5D166F0F617C26 ] HyperVideo
C:\Windows\System32\drivers\HyperVideo.sys

14:27:21.0294 0x13a8 HyperVideo - ok

14:27:21.0294 0x13a8 [ E4B36C6EAAAB703CBFECB92EE590FB31, E1887A4E678BBA7226E7EBESB49EC821C2F23642D321A9E1513F7477E4B9340D ] i8042prt
C:\Windows\System32\drivers\i8042prt.sys

14:27:21.0294 0x13a8 i8042prt - ok

14:27:21.0294 0x13a8 [ 9ESAECAB5F05218D9AC923E7CEA1CE1S, FAAA46F22944E043A90AE6E9F0F86AF187FC2819C563DA375B2A409347BB2C35 | iagpio
C:\Windows\System32\drivers\iagpio.sys

14:27:21.0294 0x13a8 iagpio - ok

14:27:21.0294 0x13a8 [ 48EDBIB5DAB7D294951A520330F13715, 9296A14590DFD94A3C728CAF3CA91BA211F27974F9CFF8417CDDC00D1453315C ] iai2c
C:\Windows\System32\drivers\iai2c.sys

14:27:21.0294 0x13a8 iai2c - ok

14:27:21.0294 0x13a8 [ 6C3EDE394C71D5A67A504F55E35B6F47, 6FF5D13EF69E8FBCB4772C7B5C4D5770C78E0B29F9164FA1611EFDE91CE876BE | iaLPSS2i_GP102
C:\Windows\System32\drivers\iaLPSS2i_GP102.sys

14:27:21.0309 0x13a8 iaL.PSS2i_GPIO2 - ok

14:27:21.0309 0x13a8 [ 806D14CEAF25E5F2DFCBASE7E33B86BB, 2141DE558461B592D4111A0388D1AAC8062FA72CD1E2A2D2D68279A9633288E9 ] iaLPSS2i_GP102_BXT_P
C:\Windows\System32\drivers\iaLPSS2i_GPI02_BXT_P.sys

14:27:21.0309 0x13a8 iaLPSS2i_GPIO2_BXT_P - ok

14:27:21.0309 0x13a8 [ 87DDDAE1693484BD0A210C877BDA00C2, E353D90D0B79A70F976FD5SEA1CB7E25A97835E25116962EA035424715B2F43FE ] ialLPSS2i_GPI0O2_CNL
C:\Windows\System32\drivers\iaLPSS2i_GPI02_CNL.sys

14:27:21.0309 0x13a8 iaLPSS2i_GPIO2_CNL - ok

14:27:21.0309 0x13a8 [ 8D3E3C431367E3BA632B4396CA662E1A, 71FDC25244298D62A335769D6ED43394C33FBD8DB05AA54CA924A2977F37858F | iaLPSS2i_GPI02_GLK
C:\Windows\System32\drivers\iaLPSS2i_GPI02_GLK.sys

14:27:21.0309 0x13a8 iaLPSS2i_GPI02_GLK - ok

14:27:21.0325 0x13a8 [ 149F1260537C4F68C3F67C363B62F3C5, 3F1FIEC7571D0F82D3F5BBA298965491260708F05EBAAA2CC23483521A5FF079 | iaLPSS2i_12C
C:\Windows\System32\drivers\iaLPSS2i_I2C.sys

14:27:21.0325 0x13a8 iaLPSS2i_I2C - ok
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14:27:21.0325 0x13a8 [ 3E641E905A6DBF29CBA1E72BBE349808, BF354297A55713D9E2DD4044D42810C007733EE54D5A80D58B96DD279D92C716 | iaLPSS2i_12C_BXT_P
C:\Windows\System32\drivers\iaLPSS2i_I2C_BXT_P.sys
14:27:21.0325 0x13a8 iaLPSS2i_I2C_BXT_P - ok
14:27:21.0325 0x13a8 [ 897478D8FACEAE8681F6F3502201EC68, F105EDD16E38F5C0044CC7139E4084A04B0AE3212171A1C7F6FE759F3F5F77FC | iaLPSS2i_12C_CNL
C:\Windows\System32\drivers\iaLPSS2i_I2C_CNL.sys
14:27:21.0325 0x13a8 iaLPSS2i_12C_CNL - ok
14:27:21.0340 0x13a8 [ 2ED3B41C7CB4101ACB15D84D8AB5AA9D, A92487129B81376471C842B9932FF3A7B3ABBBB89797978E3FDEAF71A6FD5ESF | iaLPSS2i_12C_GLK
C:\Windows\System32\drivers\iaLPSS2i_I2C_GLK.sys
14:27:21.0340 0x13a8 iaLPSS2i 12C_GLK - ok
14:27:21.0340 0x13a8 [ 16A10CCEDCF5AC4CAAE43DCIFC40392F, F77696AE55B992154A3B35F7660BD73E0AB35A6ECEEC1931C0D35748CFA605C0 | iaLPSSi_GPIO
C:\Windows\System32\drivers\iaLPSSi_GP10.sys
14:27:21.0340 0x13a8 iaLPSSi_GPIO - ok
14:27:21.0340 0x13a8 [ EB82A11613326691508D9ED9IA4FE29E7, 8445E41BAB21964C7F014742795E462BDDC6C37A261990B3D6BF4E637A719547 | iaLPSSi_12C
C:\Windows\System32\drivers\iaLPSSi_I2C.sys
7:21.0340 0x13a8 iaLPSSi_I2C - ok
1.0355 0x13a8 [ E2E64636CD6A6902BD81AC3B90089484, 7274F33ESEED8AF739FFCC80BIA62CDF12553EBD2724E2F8E93FD67376CC6E84 | iaStorAVC
C:\Windows\system32\drivers\iaStorAVC.sys
14:27:21.0355 0x13a8 iaStorAVC - ok
14:27:21.0371 0x13a8 [ 215525477CBDCD07A82AC518BAE3DEC3, 30BEE94794953E2DBFOFC5AFCE0566F335AF022E89819DE145329E7C09C636BD | iaStorV
C:\Windows\system32\drivers\iaStorV.sys

7:21.0371 0x13a8 iaStorV - ok
:27:21.0387 0x13a8 [ 329F2FEC47FD8754FC44A8F3F283C915, 0F3E4F33B019B278B6657B4ECEC25D04B128578622539FF5855330BDB6537545 ] ibbus
C:\Windows\System32\drivers\ibbus.sys
14:27:21.0387 0x13a8 ibbus - ok
14:27:21.0387 0x13a8 [ 7AF61F0F29E6B962E9D63CBBOEICFI1C, 00C4D7F2AD6849895CBE681D4206F9E16032429197C6F68DA6B3BAF6BCCCF4DE | icssve
C:\Windows\System32\tetheringservice.dll
14:27:21.0387 0x13a8 icssvc - ok
14:27:21.0449 0x13a8 [ 56129985C2C2AFCDB4861FD14CC3F728, 647B2B95B26E3027EAFEC51BCAB5D4E84D9C888A273C42116BA893DF655882C3 | IKEEXT
C:\Windows\System32\ikeext.dll
14:27:21.0449 0x13a8 IKEEXT - ok
14:27:21.0465 0x13a8 [ EA2362F5AE9DCD7960D3E0F1703A9D45, 3FD9B958700ADEF5B2DC023B300B805037DB45DADIFC82DE51306B6ABABCI855 | IndirectKmd
C:\Windows\System32\drivers\IndirectKkmd.sys
14:27:21.0465 0x13a8 IndirectKmd - ok
14:27:21.0481 0x13a8 [ 83FC19C16AB19DA57AB0500235F764FE, F441BF9D8805C9BFA11C5116775376B58E354B19039FFB5D745D9945A59AEA1E | InstallService
C:\Windows\system32\InstallService.dll

7:21.0512 0x13a8 InstallService - ok
1.0512 0x13a8 [ ABB2FF169AB39717D53017435CE2E9F0, B3A935202FC707F1B3ADE67C06D4BCB72A9E7589B34477521F1BEF09372BE067 | intelide
C:\Windows\system32\drivers\intelide.sys

7:21.0512 0x13a8 intelide - ok
14:27:21.0512 0x13a8 [ 61DEB3F85866777A907F627627512A40, 4A94EA4EE6A6EB61559F2AE7B61E59B65C721CADC42D30018340E0CB601B9B38 | intelpep
C:\Windows\system32\drivers\intelpep.sys
7:21.0527 0x13a8 intelpep - ok
:27:21.0527 0x13a8 [ AECBFSBE2F9A2A50B978E0BF31041A81, A62F436C66DEFEB438A7891857DFB830995714A7E4FE4BDCA6B4EB1606BD2101 | intelpmax
C:\Windows\System32\drivers\intelpmax.sys
14:27:21.0527 0x13a8 intelpmax - ok
14:27:21.0527 0x13a8 [ F21B57F4A6A8B9A3B244E12853D793EF, D487EA17D6F46815221081F9283EBDE3BA03BCD5211AA3FBIDBCFFID2FOFC840 | intelppm
C:\Windows\System32\drivers\intelppm.sys
14:27:21.0527 0x13a8 intelppm - ok
14:27:21.0527 0x13a8 [ 00C9E07A72BD009C3B74943B3BB2F818, 14DE03ABFD07A2929DB75C81B719A66E4DACE4804223615C70EEBOA4EB7698BE | iorate
C:\Windows\system32\drivers\iorate.sys
14:27:21.0527 0x13a8 iorate - ok
14:27:21.0543 0x13a8 [ 286A2D1E138C0819355324772092A7A6, 420A7868E596191020ACD63FE594D40AEC61446DA1E233787A94CA9BE0764796 ] IpFilterDriver
C:\Windows\system32\DRIVERS\ipfltdrv.sys
14:27:21.0543 0x13a8 IpFilterDriver - ok
14:27:21.0543 0x13a8 [ F6387B817A9CFE2A9F2B7829B9ES7CAF, 0F981D8EB3092A9F7187558D5127BABDB752C6B7BEFDFF4DEFD64196C8D4D76C | iphlpsve
C:\Windows\System32\iphlpsvc.dll
7:21.0559 0x13a8 iphlpsvc - ok
1.0559 0x13a8 [ 7E54CF6D093F937A4E722C6D4184D4B9, DFA6D5A570CF88D04236822DAIE6DD63725D8F27FC69D71FF02D53455F6A0ADS ] IPMIDRV
C:\Windows\System32\drivers\IPMIDrv.sys
14:27:21.0559 0x13a8 IPMIDRYV - ok
14:27:21.0559 0x13a8 [ SBAFE7E7FBD95B5FE36F4E0AFF26D6A3, 51332BB5D518B5824783F80FEFC3557FD415B469E0AEB932D3D3EBE7AF48BCBF | IPNAT
C:\Windows\system32\drivers\ipnat.sys

7:21.0559 0x13a8 IPNAT - ok
:27:21.0574 0x13a8 [ BSB6D1F86E40E785D6650DB923DB6BEA, 7A2D92A2274E0379B5FA6351D18E2F0DD55960BB783EA3528FE9E303E1A4256D | IPT
C:\Windows\System32\drivers\ipt.sys
14:27:21.0574 0x13a8 IPT - ok
14:27:21.0574 0x13a8 [ 77494E26B28465D2A09B9455F8A3B34E, B778D4BC71A5F5CF687175CA53AC342E4740156D4B96E6E96D918BD46C2C1459 ] IpxlatCfgSve
C:\Windows\System32\IpxlatCfg.dll
14:27:21.0574 0x13a8 IpxlatCfgSvc - ok
14:27:21.0574 0x13a8 [ 6B1DD42A574FBD3719F05550B111624C, 438298217D8D9C7C518FF03BIFA886C88067168B3828A35917B5D6D4DA12213A | isapnp
C:\Windows\system32\drivers\isapnp.sys
14:27:21.0574 0x13a8 isapnp - ok
14:27:21.0574 0x13a8 [ 49E3EF46E5A9E4AA8BD9C0C19725CF4C, 6B311A3D089AC6D061B29952FB346BA723F65BEB36AAA14B9215210C98BD136B ] iScsiPrt
C:\Windows\System32\drivers\msiscsi.sys
14:27:21.0574 0x13a8 iScsiPrt - ok
14:27:21.0590 0x13a8 [ 2DAB988FDD06CACD99BIDB2A05569449, A66C90009C7B20736A8B291889C518CBAF9D0C32A5EC720330EF25F30C056F 1B | ItSas35i
C:\Windows\system32\drivers\ItSas35i.sys

7:21.0590 0x13a8 ItSas35i - ok
1.0590 0x13a8 [ 02A6967D5SAEF2F15AA9C838DBF3E1C04, 7639DCD4328C14F3FB522EC501F4DF374CCBE87699EB4A2B238CIFIC526FDF59 | kbdclass
C:\Windows\System32\drivers\kbdclass.sys
14:27:21.0590 0x13a8 kbdclass - ok
14:27:21.0590 0x13a8 [ DD56D35E1708207B5006B491AFBD47D7, 4DDDE0AF2816A5302511E99FD26F77517EA5C2C6D9BE76D70199A33BF3EEIFE3 | kbdhid
C:\Windows\System32\drivers\kbdhid.sys

7:21.0590 0x13a8 kbdhid - ok
:27:21.0590 0x13a8 [ 6B7422A382C1788AAF7C6CE6D4A4B375, F14AC6EF3695E05CD2D5CD9524AF7D0327E11A8B2BA9315A1EBF53828A608D33 | kdnic
C:\Windows\System32\drivers\kdnic.sys
14:27:21.0590 0x13a8 kdnic - ok
14:27:21.0606 0x13a8 [ B4DE3D04AE3C71E67236B841BEADEB74, 8567CDBA80952B2B7AF647B9D2630FE12B73E87517498BCCDCC27EC1ED6E1545 | Keylso
C:\Windows\system32\Isass.exe
14:27:21.0606 0x13a8 Keylso - ok
14:27:21.0606 0x13a8 [ 14A03E7ESED4B73BAA214E270A2CC6EA, FADFD14038EFA20F13C3A1BE6DB03645954AFAE7162FC1176C6461486B36406D | KSecDD
C:\Windows\system32\Drivers\ksecdd.sys
14:27:21.0606 0x13a8 KSecDD - ok
14:27:21.0606 0x13a8 [ OFB1EB3921484248CDBF04436112A545, E590F18410AA7E7F49B89B7B31B28EA77E78EA3287B6B7AF3BA2E60455AC6AFA | KSecPkg
C:\Windows\system32\Drivers\ksecpkg.sys
14:27:21.0606 0x13a8 KSecPkg - ok
14:27:21.0606 0x13a8 [ E5304DE29BB9666DFOE57E5BA71C0E10, 491802A11F9E563369DB69E1D838C6F0F54F69F31BDC14018339CEE1B6CIC3CA | ksthunk
C:\Windows\system32\drivers\ksthunk.sys

7:21.0606 0x13a8 ksthunk - ok
1.0668 0x13a8 [ EA6D7953D60C7FBD8B5454CD9905A828, D2CEBBCFE050DE119D67CD19A2D295CA03C69B323844C97CEE27AF9FB925146B | KtmRm
C:\Windows\system32\msdtckrm.dll
14:27:21.0668 0x13a8 KtmRm - ok
14:27:21.0668 0x13a8 [ 9CF61CEE390EBE53E381982FBB05DDCS, 518E8AA4E0DCF4B3B4D96BAEEF1D02B23EA677A0BA754AD8CA6EABF8CFO0F3C0 | LanmanServer
C:\Windows\system32\srvsvc.dll

7:21.0684 0x13a8 LanmanServer - ok
:27:21.0684 0x13a8 [ 7C1202298780E1285EEC216FCEICE4AS, 1883E2EC3021FE96DD3966A3225877560C717589E91300BC159F732113D0DF4B | LanmanWorkstation
C:\Windows\System32\wkssvc.dll
14:27:21.0684 0x13a8 LanmanWorkstation - ok
14: 1.0684 0x13a8 [ A997488F4EDAAD59C748CF9FB1DIDACO, A0OB145041F984DD4E0A6F8DOEIC8363DA6F2DA7460E140F028C320CEAC03759C | Ifsve C:\Windows\System32\Ifsvc.dll
14:27:21.0699 0x13a8 Ifsvc - ok
14:27:21.0699 0x13a8 [ 87B41765B098F2EB33442DA31FABE3AC, 06C2768ADCE532B6AB180E675CA535838F7167A63C7103A6B95A317AD885890D | LicenseManager
C:\Windows)\system32\LicenseManagerSvc.dll
14:27:21.0699 0x13a8 LicenseManager - ok
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14:27:21.0699 0x13a8 [ 78779BD92081CB27967E77561683AFBE, 05EC91E194336D1BB1EE323E70FAC54F6DCOCEF53FD4925F394399531A37A0DD ] litdio
C:\Windows\system32\drivers\lltdio.sys

14:27:21.0699 0x13a8 lltdio - ok

14:27:21.0699 0x13a8 [ 800DA45C161E965A8FE626AE72412B7C, A3751118E789D72535174FE66CD41B31D391AE149D46FD4814E0D200A02F854D | litdsve
C:\Windows\System32\lltdsvc.dll

14:27:21.0715 0x13a8 lltdsvc - ok

14:27:21.0715 0x13a8 [ 4A501E9429650B678610ABCCAD1D2609, 71F33FD997D36B8CFB7FD36397CB768AEF1B6329B3882D445B72246621F3BD7E | Imhosts
C:\Windows\System32\Ilmhsvc.dll

14:27:21.0715 0x13a8 Imhosts - ok

14:27:21.0762 0x13a8 [ 89EB90814DA5FB6F5299240AD8BIC7A7, 36857AFABD064196B7D2A7CFAE3696D96C1FE13431DB49ACE161E706680231DA | LSI_SAS
C:\Windows\system32\drivers\lIsi_sas.sys

14:27:21.0762 0x13a8 LSI_SAS - ok

14:27:21.0762 0x13a8 [ 2FD85E518EA97BB642B018EEB453401A, 7EA218BB57843B80AB5A987BA915829B8262629F72EEC84238634A016D05504E ] LSI_SAS2i
C:\Windows\system32\drivers\lIsi_sas2i.sys

14:27:21.0777 0x13a8 LSI_SAS2i - ok

14:27:21.0777 0x13a8 [ 8B7995D9E487C8F90BEA8F1EF6331C10, 2EE68AFEB6DSEC98A996C1722057275C1648411898359248D390B6AA9F697ABS | LSI_SAS3i
C:\Windows\system32\drivers\Isi_sas3i.sys

14:27:21.0777 0x13a8 LSI_SAS3i - ok

14:27:21.0777 0x13a8 [ ED902EBC8DEEF6E5FC00D0816DDFFB42, FFDDB7BA54C999D5689152E4EDACC838A769B6C479F0AOFCF294C8632F4E4C1F | LSI_SSS
C:\Windows\system32\drivers\lIsi_sss.sys

7:21.0777 0x13a8 LSI_SSS - ok

21.0794 0x13a8 [ C812C171972750B1048B3E9BF65647A2, 08E11EF2BC61D36030E39F4BA0104071188044C0E4D3F7DD3A49557F04152620 ] LSM C:\Windows\System32\lsm.dll
14:27:21.0794 0x13a8 LSM - ok

14:27:21.0809 0x13a8 [ AD3154722B51D13B59D82696D19CEF8B, 2EF1B313702E2AAE04952EF8E1EB2C8871C9F63B7642A57F5AD4A7CB69D7FFFA | luafv
C:\Windows\system32\drivers\luafv.sys

14:27:21.0809 0x13a8 luafv - ok

14:27:21.0809 0x13a8 [ AE3606235EEEA5S0AA6D3DFBBEA7C7857, EFFO6FE55E7F45AF78DF13F21C11848CC3D15A7D11EFE11A147F67AC9907DE69 | LxpSve
C:\Windows\System32\ LanguageOverlayServer.dll

14:27:21.0809 0x13a8 LxpSvc - ok

14:27:21.0840 0x13a8 [ AE03D8F1B7863268EAED2FE0105ED75F, F5172A1A3E24FC5271FCB0118861EAOEC33AA8ABB01AE9CADS0E2F032B92486C | MapsBroker
C:\Windows\System32\moshost.dll

14:27:21.0871 0x13a8 MapsBroker - ok

14:27:21.0871 0x13a8 [ 6C965A0AC264AF1ABE0A69882A7EAFDC, DA40E73A7F584D944F58C7F489B701315B8D30A29E5A6C840C9D291302271834 | mausbhost
C:\Windows\System32\drivers\mausbhost.sys

14:27:21.0871 0x13a8 mausbhost - ok

14:27:21.0887 0x13a8 [ 6C6C1EFC46A62091224333E1E9304FBC, AEADB11E2BE2EEB4BB5E4E13ADDA4633475022312AEE777CFE7FEB27C490B54C | mausbip
C:\Windows\System32\drivers\mausbip.sys

14:27:21.0887 0x13a8 mausbip - ok

14:27:21.0887 0x13a8 [ FFDFCDE522E34188F517F9F1E1BAD53D, 851788BEA35882D3A04489A59C077262E30999E4915B815FB1CE0195624B5831 ] MbbCx
C:\Windows\system32\drivers\MbbCx.sys

14:27:21.0887 0x13a8 MbbCx - ok

14:27:21.0903 0x13a8 [ DF64803704630BF0B6969E4C3FEC365C, 0B9575543063FC5C360D77E83789AAD27A520E2B10191A931A5F0D0F3F250127 ] McpManagementService
C:\Windows\System32\McpManagementService.dll

14:27:21.0903 0x13a8 McpManagementService - ok

14:27:21.0903 0x13a8 [ CE4B01081B8FD211A7A34219D5E8154A, 9041FDEB932F2CBBCE4A017256C81B3733604403AA343D4532910436E8288CA9 | megasas
C:\Windows\system32\drivers\megasas.sys

14:27:21.0903 0x13a8 megasas - ok

14:27:21.0903 0x13a8 [ F3C6B901E3FF70F27A17CFDDD7BA85AA, 6D67F52F0B63724126DD7B75B3489D14A6CBC3BD1E0D19188026DA21E85A620A | megasas2i
C:\Windows\system32\drivers\MegaSas2i.sys

14:27:21.0903 0x13a8 megasas2i - ok

14:27:21.0903 0x13a8 [ EB84966D14F9342C8AD3D78BA9AA8754, 83CI82FC61094A9EIF3E3CB5174B7409698C12FE3B6BFIB2F4C9365E56C642B2 | megasas35i
C:\Windows\system32\drivers\megasas35i.sys

14:27:21.0903 0x13a8 megasas35i - ok

14:27:21.0918 0x13a8 [ A4DC7070D92AD82A7BDF2F69C155AF69, 8A902DDB6016E4D5C28808FBA5741751D94FFBD4B55724D47BBA0A8C29900E53 | megasr
C:\Windows\system32\drivers\megasr.sys

14:27:21.0965 0x13a8 megasr - ok

14:27:21.0981 0x13a8 [ 15B8E4038C02CD66535C050DDA3C4EDF, 8BF2FAF27914EB754959FE7CB2E5229150B4B65278888E737E8BF9752CF5AE21 | MessagingService
C:\Windows\System32\MessagingService.dll

14:27:21.0981 0x13a8 MessagingService - ok

14:27:21.0981 0x13a8 MicrosoftEdgeElevationService - ok

14:27:21.0981 0x13a8 [ B74FFC6301B3312A9F59E04E487BC72A, 76F71824E80D10EB71BEDESEE3A64CAD7CAC3DDFBB6670D1537E6B75FF0217E9 | Microsoft_Bluetooth_AvrcpTransport
C:\Windows\System32\drivers\Microsoft.Bluetooth.AvrcpTransport.sys

14:27:21.0981 0x13a8 Microsoft_Bluetooth_AvrcpTransport - ok

14:27:21.0981 0x13a8 [ 29AE1F3D395696A4DE6D01ED1FE60851, C9A606DCFF2B68175E38AFCOF51FE8D5D9A5F410CD6AD9142B50873FA384FAFB | MixedRealityOpenXRSvc
C:\Windows\System32\MixedRealityRuntime.dll

14:27:21.0996 0x13a8 MixedRealityOpenXRSvc - ok

14:27:21.0996 0x13a8 [ 517DC2DF12A391699F8432AF89947F2B, 2C6B268486AD0F3BFB82DEOF61D076DF7C334C1C94A0316084713EBDB0CIC518 | mlx4_bus
C:\Windows\System32\drivers\mlx4_bus.sys

14:27:22.0012 0x13a8 mlx4_bus - ok

14:27:22.0012 0x13a8 [ 08237E61C03A2FB26BBE7137C48FFE25, A94479A52150020523A4B55BA7609D879005EC73C9C40D1141BB85559E951F6C ] MMCSS
C:\Windows\system32\drivers\mmcss.sys

14:27:22.0012 0x13a8 MMCSS - ok

14:27:22.0012 0x13a8 [ 2CC49A179B7ADIDD252900A77A5D7FCA, C518799A4EBODAAD65AFBASF5C1E517298E9E9A7562B96042348A605542303EE | Modem
C:\Windows\system32\drivers\modem.sys

14:27:22.0012 0x13a8 Modem - ok

14:27:22.0059 0x13a8 [ 20A23F92EC618E449E326FFEA6C26D5D, 91AFA411708A0E1FED17D56F2C4A36A84D1F30E13D854A6F55DE9773E6433CB6 | monitor
C:\Windows\System32\drivers\monitor.sys

14:27:22.0074 0x13a8 monitor - ok

14:27:22.0074 0x13a8 [ 4352C109DD892A5A5413897A74103024, DBSD99DBFF8C84A7D87109DFB71396DF8E0F0754FCOD263E45116915A39735CE | mouclass
C:\Windows\System32\drivers\mouclass.sys

14:27:22.0074 0x13a8 mouclass - ok

14:27:22.0074 0x13a8 [ 66E41E31DEBD4E1A2762945B4F15C780, 3A05D657E03B6CD9D62023061F9C652357F16DA2F2337FB6C617AEEFFAD794B4 | mouhid
C:\Windows\System32\drivers\mouhid.sys

14:27:22.0074 0x13a8 mouhid - ok

14:27:22.0074 0x13a8 [ 180D9E273A958B6D2B55410DB2C431C4, EE3598DECA591E8735DE0F449F292E9DDDBCE28A8A7B814E78DFDI0AC867B7F2 | mountmgr
C:\Windows\system32\drivers\mountmgr.sys

14:27:22.0074 0x13a8 mountmgr - ok

14:27:22.0074 0x13a8 [ 19623B4213820840730EF00BA52201B6, E9AF731D982F2E6D6DEF9239E4912881043804E6C557C6DBA9B16AD6AE0473F7 | mpsdrv
C:\Windows\system32\drivers\mpsdrv.sys

14:27:22.0074 0x13a8 mpsdrv - ok

14:27:22.0090 0x13a8 [ 16AD3B4D4F2C44DF210AEB80C87ABFF5, 9A2C57F513712B5EA60B2111755F9C5A37DFE653C166161F24949958263197FE | mpssvc
C:\Windows\system32\mpssvc.dll

14:27:22.0106 0x13a8 mpssvc - ok

14:27:22.0106 0x13a8 [ F182553C8D5E5541196F2A1EB7C1908E, 93C62B07FC406851BCIE6EDF8868CF5201AB8526F5E943DC59C22C0A4AFF4E28 | MRXDAV
C:\Windows\system32\drivers\mrxdav.sys

14:27:22.0106 0x13a8 MRxDAV - ok

14:27:22.0168 0x13a8 [ D2693248895A7BF0D3230D9E97F82150, 3CDEA72E0AA5859E06EA8E65F56044ED77BDD80210FF7DF972D575F4231CABD6 | mrxsmb
C:\Windows\system32\DRIVERS\mrxsmb.sys

14:27:22.0168 0x13a8 mrxsmb - ok

14:27:22.0168 0x13a8 [ D3C3AB236BE9E749BDFA334E798CABF8, 573EB077558264A292AF6741C75548934E7F53B6F9A8669A0A3FCBIBA0645554 ] mrxsmb10
C:\Windows\system32\DRIVERS\mrxsmb10.sys

14:27:22.0184 0x13a8 mrxsmb10 - ok

14:27:22.0184 0x13a8 [ 88A7C41BFA7FDCE151F205A9650120EA, 7A6C2C466D0568994E69C7B37EE6ABF58E5055BBC5B74A283FD358FAA4E2A79C | mrxsmb20
C:\Windows\system32\DRIVERS\mrxsmb20.sys

14:27:22.0184 0x13a8 mrxsmb20 - ok

14:27:22.0184 0x13a8 [ E587396A4C8151ABBF13A96C4465DE31, A3AA5SD51E34657479CFCDC3DBB7821B7255F7CB57D5686B7F709A7953AD537EB | MsBridge
C:\Windows\system32\drivers\bridge.sys

14:27:22.0184 0x13a8 MsBridge - ok

14:27:22.0184 0x13a8 [ 7226218CB617DFOCBBDC04296BA2F592, C6983231171AF90413061A4365BAA8C0COCDCAOBD13DD29DF5094D3052D8C20D | MSDTC
C:\Windows\System32\msdtc.exe

14:27:22.0199 0x13a8 MSDTC - ok

14:27:22.0199 0x13a8 [ 4D8C5C0B06DBF4B28AAD865ACA6C5494, BAC1A5358691DA4FBEC7BAA3711321EAD20439029031696F12BB287771E82893 | Msfs
C:\Windows\system32\drivers\Msfs.sys

14:27:22.0199 0x13a8 Msfs - ok
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14:27:22.0199 0x13a8 [ 6092FD060EC4132A799BDAD61845DDB7, B45F9D3A71FC8A73AED3C5B8CF6F14A25EBDD3D4D47C9F39FFCD75C7D22F4A9E | msgpiowin32
C:\Windows\System32\drivers\msgpiowin32.sys

14:27:22.0199 0x13a8 msgpiowin32 - ok

14:27:22.0199 0x13a8 [ 78689B7121F3DA06A879FBBD039B29AA, C656B13E0329B86663C2382943B1DD6F6ES080FAC71E3FEFA056D261F30E273E | mshidkmdf
C:\Windows\System32\drivers\mshidkmdf.sys

14:27:22.0199 0x13a8 mshidkmdf - ok

14:27:22.0199 0x13a8 [ 9E90FE6DF363D2427A5C773120E7B27D, 1FDB7E28CCAF757603C4B754E1AC9C470E5E60E85DE067375902F108F5E34608 | mshidumdf
C:\Windows\System32\drivers\mshidumdf.sys

14:27:22.0199 0x13a8 mshidumdf - ok

14:27:22.0199 0x13a8 [ 22C778DB480E9A425EEA4E6D3D93FC15, 46DE47E2D046236F05B2AD11D32139B4F06E82CC949D1EF00037EB71DC24FB43 | msisadrv
C:\Windows\system32\drivers\msisadrv.sys

14:27:22.0199 0x13a8 msisadrv - ok

14:27:22.0215 0x13a8 [ 3A679D4F3FCDID7FBADFDB93BB0959ES, E45F3D5CEBC75D0B5D4D14A10A085EFFFBFF2E79C42052694D6798474919A50A ] MSiSCSI
C:\Windows\system32\iscsiexe.dll

14:27:22.0215 0x13a8 MSiSCSI - ok

14:27:22.0215 0x13a8 msiserver - ok

14:27:22.0262 0x13a8 [ 0ACFOD7051EA417D3870730592B848DB, 209945BC6EEB1EF4D730170D154CE8BAF34D11C5783CAEBEE494C610CFBB5C71 ] MSKSSRV
C:\Windows\System32\drivers\MSKSSRV.sys

14:27:22.0262 0x13a8 MSKSSRV - ok

14:27:22.0278 0x13a8 [ 9FB5040C8CEAE4C32B7884ECBBCAFDAF, 0EC3E53C5B1B202440DE22A5BF7E1EBE9AF5BBB6BA69DBID018A6DBECI7B477E | MsLldp
C:\Windows\system32\drivers\mslldp.sys

14:27:22.0278 0x13a8 MsLIdp - ok

14:27:22.0278 0x13a8 [ 4B5CDO0DEAB6BCSFE650D5E90BA5719A, 6ESDAA5SD9826A3165514CE2AC4AEC23033D7BA993F06D2BDFFC68052CA71C4A0 ] MSPCLOCK
C:\Windows)\System32\drivers\MSPCLOCK.sys

14:27:22.0278 0x13a8 MSPCLOCK - ok

14:27:22.0278 0x13a8 [ 3FC09B334BB53D2EB289887CFBD79D0B, AD55F307A8146BC2ACB1B2437C19B405F7BC3F5E4A81DB685B0C046FEC4C30BC | MSPQM
C:\Windows\System32\drivers\MSPQM.sys

14:27:22.0278 0x13a8 MSPQM - ok

14:27:22.0278 0x13a8 [ 9917DDFFCF1AC5103455818F8EB5B43A, A582DF8CDDFAC1E25D9D766C41D0AFD4DB4933D3E9800415F55F3C126B09CA98 | MsQuic
C:\Windows\system32\drivers\msquic.sys

14:27:22.0278 0x13a8 MsQuic - ok

14:27:22.0293 0x13a8 [ D6CFF079C30F9CF1AD7A1DB835E276E4, AS3FC4419F2B9B021254B9CA6347891C21080BC1A707EE12E9365DB0617EB951 ] MsRPC
C:\Windows\system32\drivers\MsRPC.sys

14:27:22.0293 0x13a8 MsRPC - ok

14:27:22.0293 0x13a8 [ DB89919F84809686BD4F8C24EB6CB3FA, 360A199A6D4690FE248C6EAA4EB4673F299FA4CA6C21E940F4DF1B28216BA23C | mssmbios
C:\Windows\System32\drivers\mssmbios.sys

14:27:22.0293 0x13a8 mssmbios - ok

14:27:22.0293 0x13a8 [ 244C73253E165582DDC43AF4467D23DF, 808FF81F0030CC7390B4790F91CE1763EAC02CCECA6014A2D9D990A40DBD0580 | MSTEE
C:\Windows\System32\drivers\MSTEE.sys

14:27:22.0293 0x13a8 MSTEE - ok

14:27:22.0309 0x13a8 [ 8EE2EEE12398FEASBC8E37AAAFE59852, E37965B9EFDIADA6A81585DD792A20CD03BFC28512E92FC63CD2CBAE9A41AD1A | MTConfig
C:\Windows\System32\drivers\MTConfig.sys

14:27:22.0309 0x13a8 MTConfig - ok

14:27:22.0309 0x13a8 [ EE1IEFB2BFECEO8E096BA51E61582DE23, EFEOE220A8D82CF4B6605C1A1A90DA83867917A6C997DIEIC7AF6947749E8949 | Mup
C:\Windows\system32\Drivers\mup.sys

14:27:22.0309 0x13a8 Mup - ok

14:27:22.0309 0x13a8 [ 82B656712713424A707F1E127C68E02F, 69FBB0692C37DA498014CC6CDC609E612A3207A17B280EDESC02248571F91F11 | mvumis
C:\Windows\system32\drivers\mvumis.sys

14:27:22.0309 0x13a8 mvumis - ok

14:27:22.0325 0x13a8 [ 45E3F42805E050F6CBIF4CD1C481BF40, FF7DCAA62FC92B4DB60D833F94D83128474E8339AE283A995751742DA0CCIAGA | NativeWifiP
C:\Windows\system32\DRIVERS\nwifi.sys

14:27:22.0325 0x13a8 NativeWifiP - ok

14:27:22.0340 0x13a8 [ C3067E19C4058469EE53D2DF08BE12F2, 9EC7876B39883890606F5EBC757C4F3334F5008FC528AC4EE7811646669E8663 | NaturalAuthentication
C:\Windows\System32\NaturalAuth.dll

14:27:22.0340 0x13a8 NaturalAuthentication - ok

14:27:22.0340 0x13a8 [ D47A20839608B8213065D7AFC8C42195, 7B0187BE9705ED2F925616C13B3744BAC0OA9C96B21BE503D96BCIEE7EE125B33 ] NcaSve
C:\Windows\System32\ncasvc.dll

14:27:22.0340 0x13a8 NcaSvc - ok

14:27:22.0355 0x13a8 [ 7AE4315A82F2DFE6F78DF00A674474C7, FO7CEB86C72BA4E4F115B8AAD0732FAD9E939073CAF8BO6EDEFA1F3C81D6E154 | NcbService
C:\Windows\System32\ncbservice.dll

14:27:22.0355 0x13a8 NcbService - ok

14:27:22.0355 0x13a8 [ 8C938E851CDF2CE30BBEA14555B61820, F853F526C811893BD40B1124BAEC543099381E7BF091729B6A6665DF3CE10B94 | NcdAutoSetup
C:\Windows\System32\NcdAutoSetup.dll

14:27:22.0355 0x13a8 NcdAutoSetup - ok

14:27:22.0371 0x13a8 [ D62777BD13AC73F8FB20039B701D5292, E3708D62DEA31BA03D7CE7EEF6A270DA2B3556559140B556F5AB4EA289F921E2 | ndfltr
C:\Windows\System32\drivers\ndfltr.sys

14:27:22.0371 0x13a8 ndfltr - ok

14:27:22.0387 0x13a8 [ 88F21082BC4AB8D754A639DE993AD6F0, CACD1FB168B1ED04D6966E3410366C097D458EF7ECCF436AD9C22B66F9EID3EE ] NDIS
C:\Windows\system32\drivers\ndis.sys

14:27:22.0387 0x13a8 NDIS - ok

14:27:22.0403 0x13a8 [ 6BEC0929C7A7BF2A7C44F585ECC7DAEB, 5F6395268CBD26A4B90960479040C114B2C8A3F24C188C2D5F62D6AB43A637D1 | NdisCap
C:\Windows\system32\drivers\ndiscap.sys

14:27:22.0403 0x13a8 NdisCap - ok

14:27:22.0403 0x13a8 [ 7EAEC42F63372FE76C2D513DE7A94F47, 7F19BOE3DE0SE6C4BBCCB2CCD8CED9BCDBAECB6037C27A3DF1385E7C4CC03C63 ] NdisImPlatform
C:\Windows\system32\drivers\NdisImPlatform.sys

14:27:22.0403 0x13a8 NdisImPlatform - ok

14:27:22.0403 0x13a8 [ E298887ABA3F4E2308CB76A68071EEF1, E65B464A0B5B750385BC69A85C87F6E1D9BB5A67FFD2A177E05DFBC0552CAAAS | NdisTapi
C:\Windows\system32\DRIVERS\ndistapi.sys

14:27:22.0403 0x13a8 NdisTapi - ok

14:27:22.0403 0x13a8 [ 09BD40437780ED584D06519373ACEDC7, 3D7685D3960382FB102E225634D54A2370DA53DEB89CAE4765AD00CIAFE030B7 | Ndisuio
C:\Windows\system32\drivers\ndisuio.sys

14:27:22.0403 0x13a8 Ndisuio - ok

14:27:22.0403 0x13a8 [ 31AE9050FF9D6CBE1BC2A7EASF98D6A3, 2960AF22637EDA95DF6ED154278B23AC157AF2DE6F342DA7D8083E4F7F70730F | NdisVirtualBus
C:\Windows\System32\drivers\NdisVirtualBus.sys

14:27:22.0403 0x13a8 NdisVirtualBus - ok

14:27:22.0418 0x13a8 [ 556AD635190D8E0CD2E85026F684C022, 4851829E12D72816CA4AB4C3C9595AD88AAAE083ADABA2D53A11024F74DC7E19 | NdisWan
C:\Windows\System32\drivers\ndiswan.sys

14:27:22.0418 0x13a8 NdisWan - ok

14:27:22.0418 0x13a8 [ 556AD635190D8E0CD2E85026F684C022, 4851829E12D72816CA4AB4C3C9595AD88AAAE083ADABA2D53A11024F74DC7E19 | ndiswanlegacy
C:\Windows\system32\DRIVERS\ndiswan.sys

14:27:22.0418 0x13a8 ndiswanlegacy - ok

14:27:22.0418 0x13a8 [ 33CDAEDC7CBE8339A8324CEC2461BFB4, DAAEACDB4506D2BDDED61957D92FB4983E11D9CE6E7B25119B4CBFB431C945F4 | NDKPing
C:\Windows\system32\drivers\NDKPing.sys

14:27:22.0418 0x13a8 NDKPing - ok

14:27:22.0434 0x13a8 [ €752C10098841607A3711056787F1399, 3F5365B1789613FA9ABA341CABIC83E356BADC8AF3B3AF4A2C577FCEFE89FBDO | ndproxy
C:\Windows\system32\DRIVERS\NDProxy.sys

14:27:22.0434 0x13a8 ndproxy - ok

14:27:22.0434 0x13a8 [ 77621E74FD79B267071A0D12C643A48A, 8228B7D1237A0FFABCCC150B299EA494C8F0CB4CCB51ABODBFFO8CBAAYEFC4BB | Ndu
C:\Windows\system32\drivers\Ndu.sys

14:27:22.0434 0x13a8 Ndu - ok

14:27:22.0434 0x13a8 [ 0D793CFA97490F987BC76D69401B387E, 5SF24BFB3834C6F00C6F2FA80EB30F7C2A8ECD5CF19C483B7B08A2488C898F585 | NetAdapterCx
C:\Windows\system32\drivers\NetAdapterCx.sys

14:27:22.0434 0x13a8 NetAdapterCx - ok

14:27:22.0449 0x13a8 [ 4687FAC962855BDB1896C02334E95D54, E7F7F30D9513FDD2236FCFD5549DCD93101562BA1117213EA4DF32B70BB48A73 | NetBIOS
C:\Windows\system32\drivers\netbios.sys

14:27:22.0449 0x13a8 NetBIOS - ok

14:27:22.0449 0x13a8 [ FFEOE3844802DFC4C783FB745DF34DC9, 9BB063E987984F468986! B73EBE2D8F2A85CAOFAA6A5841E4FEBB535AD | NetBT
C:\Windows\system32\DRIVERS\netbt.sys

14:27:22.0449 0x13a8 NetBT - ok

14:27:22.0449 0x13a8 [ B4DE3D04AE3C71E67236B841BEADEB74, 8567CDBA80952B2B7AF647B9D2630FE12B73E87517498BCCDCC27EC1ED6E1545 | Netlogon
C:\Windows\system32\Isass.exe

14:27:22.0449 0x13a8 Netlogon - ok

14:27:22.0465 0x13a8 [ 7B2330140BAF9910B3FFD8E9SBEEFD97, B06665E972D294C89C17372BBE0773E468A3321DFC69DBD84CF5189E79992F1D | Netman
C:\Windows\System32\netman.dll
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14:27:22.0465 0x13a8 Netman - ok

14:27:22.0481 0x13a8 [ 7527B94860B34D7454B1830B2E6C0151, 8A07C2444903AE6653DF9461BE6CD29111D5BF9953ED67A82263B3B266E55A3C | netprofm
C:\Windows\System32\netprofmsvc.dll

14:27:22.0481 0x13a8 netprofm - ok

14:27:22.0497 0x13a8 [ 88E05C384685FFCIC8817D9C0OC46A54F, 95818DD9B9253237D1D6FB3F5B000CB5CDB45FAA16EB52040785000AD74EDEE7 | NetSetupSve
C:\Windows\System32\NetSetupSvc.dll

14:27:22.0497 0x13a8 NetSetupSvc - ok

14:27:22.0497 0x13a8 [ 8CEA342B36598DD7A03CC34D62032761, C4COF11C4BF070D80FC1BEF5SBI9A88ABF8283EB11BDOF850F41F0F4E20C18571C | NetTcpPortSharing
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\SMSvcHost.exe

14:27:22.0497 0x13a8 NetTcpPortSharing - ok

14:27:22.0512 0x13a8 [ FF845719F471F82EA639B399D68C399C, 57C95SE506AF10EFC7AEFE4C083764FAB6B381E3A8AFCAFEFDC968264D54E73A1 | netvsc
C:\Windows\System32\drivers\netvsc.sys

14:27:22.0512 0x13a8 netvsc - ok

14:27:22.0527 0x13a8 [ ASE243A77E3694A4C132C7A35841F434, 74A1365290A9861964C29F3B18986005BC3A686A8806B2C66D2017A1F966794D ] NgcCtnrSve
C:\Windows\System32\NgcCtnrSvc.dll

14:27:22.0527 0x13a8 NgcCtnrSvc - ok

14:27:22.0543 0x13a8 [ 7EB8BA70CA621A222B437C531462EB6D, 3ACC6C5129DA16BCACB1287749044457A71B029B2EBFD57A11968995AF1A8293 | NgcSve
C:\Windows\system32\ngcsvc.dll

14:27:22.0543 0x13a8 NgcSve - ok

14:27:22.0559 0x13a8 [ 3613F4211657ABE3C4E91B344847550A, 1ED718E40E6337C5BFF57CIDC8B2CF7A4C53C3FA119E2DBA49472426DFF82D74 | NlaSve
C:\Windows\System32\nlasvc.dll

14:27:22.0559 0x13a8 NlaSvc - ok

14:27:22.0559 0x13a8 [ ES9F60A6A6CF903CD274774313AA574D, C4AFB4372F61079592917EE1982A38508C883DF1B74437CE15CFD14D6BA7CFBF | Npfs
C:\Windows\system32\drivers\Npfs.sys

14:27:22.0559 0x13a8 Npfs - ok

14:27:22.0559 0x13a8 [ B2B57F620C085F2EA764BDF79AF7BE30, CA3657D9365D34FFECF6B5DEBE5905A2491756B1CC227D9AB8762B09111E9860 ] npsvctrig
C:\Windows\System32\drivers\npsvctrig.sys

14:27:22.0574 0x13a8 npsvctrig - ok

14:27:22.0574 0x13a8 [ 0D6DDDE46C2281618EDA497EADD063DE, 8E7A6DBE9B40686D42AF4838D0FE8336DFOBBA9A939EDSABISF2B342BE31ECE4 | nsi
C:\Windows\system32\nsisvc.dll

14:27:22.0574 0x13a8 nsi - ok

14:27:22.0574 0x13a8 [ B7E742F58E056224BCCECCE112CC462D, A8251D829E4C81BD4DE6AS0E92237B1E1E56682D1587FDD88FF196A889BE83F1 | nsiproxy
C:\Windows\system32\drivers\nsiproxy.sys

14:27:22.0574 0x13a8 nsiproxy - ok

14:27:22.0606 0x13a8 [ 3C31E4C2BFBDEF9A412F59F788E5B3DF, 011653B916AD68ES8A9EEF4B3A08FD2BA47FB75D76E95DF897CC3F57868E2FEC | Ntfs
C:\Windows\system32\drivers\Ntfs.sys

14:27:22.0621 0x13a8 Ntfs - ok

14:27:22.0637 0x13a8 [ 2CB7C3B739D8D34B9249F7DC6C8B5C1A, 318DD3D989EBED3F29A4C3F6FA819F060BE9C14C549B7DADBECA2B73C7932722 ] Null
C:\Windows\system32\drivers\Null.sys

14:27:22.0637 0x13a8 Null - ok

14:27:22.0637 0x13a8 [ BEB8637D4B098B286B8B4F46E88A57AD, C0515F0F429A3B60AEC5FIF2AEDCF387CF941D306A21C9BCB56571C83560C6C1 | nvdimm
C:\Windows\system32\drivers\nvdimm.sys

14:27:22.0637 0x13a8 nvdimm - ok

14:27:22.0637 0x13a8 [ 5281A4F23E594AE6EDE1E38B1F8518E0, 628927EB91C6A323CA67B97EF743775B68D30599A0F0593BC3B5CO0BA6C5AB82C | nvraid
C:\Windows\system32\drivers\nvraid.sys

14:27:22.0637 0x13a8 nvraid - ok

14:27:22.0637 0x13a8 [ A11D15751217EEB734033BB5A929B1CD, FO7CD88B7939C53DF83E93D40FB5AB115946393AFBESDBA75FEE7247BF3063A9 | nvstor
C:\Windows\system32\drivers\nvstor.sys

14:27:22.0652 0x13a8 nvstor - ok

14:27:22.0652 0x13a8 [ 36FF245EDFB96504125761A4E9FED443, 59131F023D8F49A73E70A7946FE1E1D636849C5BD33F8A1B89983F2DFD5AESED | OneSyncSvc
C:\Windows\System32\APHostService.dll

14:27:22.0652 0x13a8 OneSyncSvc - ok

14:27:22.0668 0x13a8 [ A14E30EDF51BC0A2C8AC76498D4BD13D, FC204664DD63EA323FC6C5033EED09435C4B589672AC8B1C51767F88BC7034E9 | p2pimsve
C:\Windows\system32\pnrpsvc.dll

14:27:22.0668 0x13a8 p2pimsvc - ok

14:27:22.0668 0x13a8 [ 05841CB27E861C9D75A6EB2E01141BCD, 64C94456A34BA8180D0538B192060F61DA9C6006833257F0D1DA2A41E7322BF8 | p2psvc
C:\Windows\system32\p2psvc.dil

14:27:22.0684 0x13a8 p2psvc - ok

14:27:22.0684 0x13a8 [ 138FDB1EBCB61287A645BD3B06DBEDSE, 1E59DE429B54E910688BF917F2AD97E66241EE3FB924C24E3627E9603E8A9CSD | Parport
C:\Windows\System32\drivers\parport.sys

14:27:22.0684 0x13a8 Parport - ok

14:27:22.0684 0x13a8 [ 54B9176B944977CB0735EDE71A89C647, COB2D3F3B88D82EA986DEEIDF119841C50E4EB70FD3BDIBE7140C63FBA8C2A03 | partmgr
C:\Windows\system32\drivers\partmgr.sys

14:27:22.0684 0x13a8 partmgr - ok

14:27:22.0699 0x13a8 [ 84037692EECD69055C9A3BE9BAF68243, 13DB8D3677131552138F122D51CB59953786B62E405E55AFCD01D24A6EF924FA | PcaSve
C:\Windows\System32\pcasvc.dll

14:27:22.0699 0x13a8 PcaSvc - ok

14:27:22.0715 0x13a8 [ A6DD35030D2FA1993C9A0C3B1BIF3E6B, 7C7CC67114D960C14CDB1376D92493AE83CFD20731B94F5C77160D5C2B4F0A1E | pei
C:\Windows\system32\drivers\pci.sys

14:27:22.0715 0x13a8 pci - ok

14:27:22.0715 0x13a8 [ 4240C538C850DCEE9DA845DC34BBIF06, 2E41D440FDE7E9CDIF38796E829BD5D7BFESEFOE808F59BAAE9415D1E55DFC25 | pciide
C:\Windows\system32\drivers\pciide.sys

14:27:22.0715 0x13a8 pciide - ok

14:27:22.0715 0x13a8 [ 0543F01C97CE2D3ABB4F8CEA56B99721, CD84890DEB63C782A51A7F4D962B88CACIAA226C3C7DDC2D2BOA5S6E81B00B07C | pcmcia
C:\Windows\system32\drivers\pcmcia.sys

14:27:22.0715 0x13a8 pcmcia - ok

14:27:22.0731 0x13a8 [ 2DBA97C1B687F7C6D279818216026642, 0F5F4F688145C76A35B21FA1F11784734769E76E13FA095316DBCEEDE01CD17C ] pew
C:\Windows\system32\drivers\pcw.sys

14:27:22.0731 0x13a8 pcw - ok

14:27:22.0731 0x13a8 [ 8CF08C13B8D964F0776E4F2527A602E8, 1DECEB7ECB2E2ECADDC4729A312017B0AE54DFCD43D5A22ED9576888BE9CB21F | pdc
C:\Windows\system32\drivers\pdc.sys

14:27:22.0731 0x13a8 pdc - ok

14:27:22.0746 0x13a8 [ CD7D21AEDE629EC661883FCI98B6DEB33, C599F6640E3373BE4775E9C0C5B8A8499822BD2B1038C7887CE66E1987532211 ] PEAUTH
C:\Windows\system32\drivers\peauth.sys

14:27:22.0746 0x13a8 PEAUTH - ok

14:27:22.0746 0x13a8 [ 9D1890D2132CBF4DC2E2E5FD52445F5B, ADB2EOBE7C61B715288F4FAE5889B6604DB50F8F025FFA9F1B642E59BBD4FECF | perceptionsimulation
C:\Windows\system32\PerceptionSi ion\PerceptionSi ionService.exe

14:27:22.0746 0x13a8 perceptionsimulation - ok

14:27:22.0762 0x13a8 [ 2E2E8BA514A93C297F124BAB53F4E921, D6B8116E5C920032A5926D5D047BFD72B05ACBB08E26F177A0BOE6B4EC735FA1 | percsas2i
C:\Windows\system32\drivers\percsas2i.sys

14:27:22.0762 0x13a8 percsas2i - ok

14:27:22.0762 0x13a8 [ 1C6720616FF300235509D5EFBB2CAE20, 92017ECB36EAA35AC454E890734915A658EB898C95970531D43C19461BE6562B ] percsas3i
C:\Windows\system32\drivers\percsas3i.sys

14:27:22.0762 0x13a8 percsas3i - ok

14:27:22.0777 0x13a8 [ 2FC7CFCEDBF7E038351C7CEB1036D2E1, 41D7DA706F0CF613DF768B6795CD09C5C1035F9F101051FB58F5042EB4352DB6 ] PerfHost
C:\Windows\SysWow64\perfhost.exe

14:27:22.0777 0x13a8 PerfHost - ok

14:27:22.0793 0x13a8 [ 83E8F723D87814EA21E94811CFC1CD43, 74F430B0B0846AE470088CB3D812C31873737389A8E556A3C98D56EAE4F94A01 | PhoneSve
C:\Windows\System32\PhoneService.dll

14:27:22.0809 0x13a8 PhoneSvc - ok

14:27:22.0809 0x13a8 [ 07BB135B216B9DD8BDA2AA3F4B893BIA, 2A4BF8A284652E06A455399BC2C41A2A9B0023CEAAE2053901E35EF7D5B4F2D0 | PimIndexMaintenanceSve
C:\Windows\System32\PimIndexMaintenance.dll

14:27:22.0809 0x13a8 PimIndexMaintenanceSvc - ok

14:27:22.0809 0x13a8 [ 1D2763818209371F73BC986F2739C254, D175BDB3605A4E33818304F44A38E9752BBA960CA898E11E0569E9F3BIFFAFF4 | PktMon
C:\Windows\system32\drivers\PktMon.sys

14:27:22.0809 0x13a8 PktMon - ok

14:27:22.0825 0x13a8 [ 9E431A5D697432DD6F4DB48C9A185104, 44C16E194258C9143A45F4022F9C5DE229E217D6FF7F944F105FE631BE9EF4A7 | pla C:\Windows\system32\pla.dll
14:27:22.0840 0x13a8 pla - ok

14:27:22.0856 0x13a8 [ 73EE8DC7CBEAB344DA440676BIDD4F43, 9535A927C3A16BF5EB23F975CC50251B33F4982E47D357EFD6BF3736C544792A | PlugPlay
C:\Windows\system32\umpnpmgr.dll

14:27:22.0856 0x13a8 PlugPlay - ok

14:27:22.0856 0x13a8 [ 17AD4222598666BFE9CCOD70AE29A06A, CCF50F3C82FBB5D9926B917F14BF8D7B03FC6935353ECE4DF7D3311BA5B9309E | pmem
C:\Windows\system32\drivers\pmem.sys

14:27:22.0856 0x13a8 pmem - ok
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14:27:22.0856 0x13a8 [ 2769F200292C0F941A10BD60C33EA4A6, B8345C32585C45E6248D7194B1071F2B8617718E7C9B270AAF44C132D029DB4C | PNPMEM
C:\Windows\System32\drivers\pnpmem.sys

14:27:22.0856 0x13a8 PNPMEM - ok

14:27:22.0856 0x13a8 [ 6AAACBAD69AEFBESFE04738B687EESSE, 83427082298E2FC021D5D39A43DB4A5783D95213F2CA8D3A997DB6C815BDICB2 | PNRPAutoReg
C:\Windows\system32\pnrpauto.dll

14:27:22.0871 0x13a8 PNRPAutoReg - ok

14:27:22.0871 0x13a8 [ A14E30EDF51BC0A2C8AC76498D4BD13D, FC204664DD63EA323FC6C5033EED09435C4B589672AC8B1C51767F88BC7034E9 | PNRPsve
C:\Windows\system32\pnrpsvc.dll

14:27:22.0871 0x13a8 PNRPsvc - ok

14:27:22.0888 0x13a8 [ 7B7DD8B0EBFF46E14D6FA64488F2D9D0D, 0D192C986F8A1B384B8880E8C7BEE011DA0D849A4B2492F53E37B7392F3F8C35 | PolicyAgent
C:\Windows\System32\ipsecsvc.dll

14:27:22.0888 0x13a8 PolicyAgent - ok

14:27:22.0888 0x13a8 [ 562B9409AA8777204E78C629647344EC, 65C33D25E0C00731D7DEF3F127523AA5178133481915287F3267A52C74577572 ] portcfg
C:\Windows\System32\drivers\portcfg.sys

14:27:22.0888 0x13a8 portcfg - ok

14:27:22.0888 0x13a8 [ EAAAD6CBE66F082E2AE1348A3345418E, CB9S0E6DB2E5A4B4E3ECD2E37F9DAA48317D5B71F8E821590994BC86973642D3 | Power
C:\Windows\system32\umpo.dll

14:27:22.0902 0x13a8 Power - ok

14:27:22.0902 0x13a8 [ 2E0C8A0212DA1A835CE9DDF775441F86, 35C4851CE7C78363F469DD212389B9A71B7A01E48848040A150C20441F700C00 | PptpMiniport
C:\Windows\System32\drivers\raspptp.sys

14:27:22.0902 0x13a8 PptpMiniport - ok

14:27:22.0949 0x13a8 [ F833AD1FBOE1D21F1232C555280F18EF, 1805BF76A9A373B0C17C4840964BFB0C443C7A54D231ECE9B7BDACOF45CB3F3E | PrintNotify
C:\Windows\system32\spool\drivers\x64\3\PrintConfig.dll

14:27:22.0997 0x13a8 PrintNotify - ok

14:27:22.0997 0x13a8 [ 8860AE9314D3CD6B4DBC53AF50B514F6, 63925C65E115C86BBEDF1E45DB39B1E1C02D585A3E4C67BA3CFO9FFI3CEDBS86 | PrintWorkflowUserSve
C:\Windows)\System32\ PrintWorkflowService.dll

14:27:23.0012 0x13a8 PrintWorkflowUserSvc - ok

14:27:23.0012 0x13a8 [ 34A3BC11F0A2964E730DD6EA1FB4BE3A, DD8EOEDF252352FA11D34421B5CF38C7109AF2410A3C43C792475A74D2716A6B | Processor
C:\Windows\System32\drivers\processr.sys

14:27:23.0012 0x13a8 Processor - ok

14:27:23.0012 0x13a8 [ 984EA74642BF61C4BBE455EE32E9C651, 3B9B13DCOBEC1B5A8556D5AC71E0C5D4C8EDB30F3667F75CB8B4B1830D7EC93C | ProfSve
C:\Windows\system32\profsvc.dll

14:27:23.0027 0x13a8 ProfSvc - ok

14:27:23.0027 0x13a8 [ 22A4EF7DAAFE1A16AEEOE99DAEFADAD4, 3AFAFB314E689DF08E7987ACCB5E9DF00B6F5661B5610243553426144B5EC8D2 | Psched
C:\Windows\system32\drivers\pacer.sys

14:27:23.0027 0x13a8 Psched - ok

14:27:23.0027 0x13a8 [ A2C42528A1EF3D636E5249DB1D980248, E9AA97EDE611244CC2ED939C51B2968457424FF612E396D6B44AE9894BD32B07 | PushTolnstall
C:\Windows\system32\PushTolnstall.dll

14:27:23.0043 0x13a8 PushTolnstall - ok

14:27:23.0043 0x13a8 [ 90DB4F0A7AB40DABDF58E905464BD1CC, FF69F229DD6F0509B53E343329939650A081A1709E7701BFBF010FA097919AFE | QWAVE
C:\Windows\system32\qwave.dll

14:27:23.0043 0x13a8 QWAVE - ok

14:27:23.0043 0x13a8 [ CE51A9A997D2830C6C64A36D7F8D8879, 706D683CAF92C259C121222446D34ED43F6E8872407C3615E2ED118ACD24D21D | QWAVEdrv
C:\Windows\system32\drivers\qwavedrv.sys

14:27:23.0059 0x13a8 QWAVEdrv - ok

14:27:23.0059 0x13a8 [ 9D377A5872A0A7A33E258FFCBDB3F25F, D461798C6348C5D96EA002E4A1AC588B87A1A9B01AD84AB1FA6DIC6393616892 | Ramdisk
C:\Windows\system32\DRIVERS\ramdisk.sys

14:27:23.0059 0x13a8 Ramdisk - ok

14:27:23.0059 0x13a8 [ EFD1B9E87D4291EDA39B6048E09DF285, 45FAAB862270D05681CCFF3426D6441D70EE783E08464060C8BOE04EA35537A4 | RasAcd
C:\Windows\system32\DRIVERS\rasacd.sys

14:27:23.0059 0x13a8 RasAcd - ok

14:27:23.0059 0x13a8 [ 1B9D9034B00320B14591F8F871DA1E2B, FECEA513DB7ADE92809B03CBCOC5E0400733D2A497460F8ECFD3839C96BE3F36 | RasAgileVpn
C:\Windows\System32\drivers\AgileVpn.sys

14:27:23.0059 0x13a8 RasAgileVpn - ok

14:27:23.0059 0x13a8 [ F949CF7B1C3A4ECC6C6B320D93F693F9, 49C7D8E2CEBDD607B233B6AEA288190B40AA00ADDFDCOFFD4330924A910D94ED | RasAuto
C:\Windows\System32\rasauto.dll

14:27:23.0059 0x13a8 RasAuto - ok

14:27:23.0074 0x13a8 [ 4D437E9763F74517E7799B0569A5E17F, 6598AAA369A23C20D4E5597EFBA982C95A051523165DD547D1A4A1FCDB3665ES | Rasl2tp
C:\Windows\System32\drivers\rasl2tp.sys

14:27:23.0074 0x13a8 Rasl2tp - ok

14:27:23.0074 0x13a8 [ B8A4797B20DCB29AFAC5277EAB8AA425, CAF640AB6C5C93E296F2B29A6B142001878D1854EE3A67823FF2145991EAFBCF | RasMan
C:\Windows\System32\rasmans.dll

14:27:23.0090 0x13a8 RasMan - ok

14:27:23.0090 0x13a8 [ AOF6CED6BIE3F5F1F4B0123927359115, BO525F3AE3767C4A07B9FD2C86AFD0OCB17DESE2A47BFF7208D59B49DA93D70DD | RasPppoe
C:\Windows\system32\DRIVERS\raspppoe.sys

14:27:23.0090 0x13a8 RasPppoe - ok

14:27:23.0090 0x13a8 [ 55EA7A21E1D14658F624C997F7D549C1, DE93281086E5E86C66E520FD04C3FFBC56204D7B951A77847FCA7C33156E71D9 ] RasSstp
C:\Windows\System32\drivers\rassstp.sys

14:27:23.0106 0x13a8 RasSstp - ok

14:27:23.0106 0x13a8 [ EC99C828C7A5CDBF0270575B13860CE9, 090B9D46F51641FBIC4C627E3BIAD2908EI7F60FA975FD2D1EC8B805492EFBES | rdbss
C:\Windows\system32\DRIVERS\rdbss.sys

14:27:23.0106 0x13a8 rdbss - ok

14:27:23.0106 0x13a8 [ B7BAD23CA994EFF8EA11261626326004, 056495FB4A54984CE9D28D7B45550990D4A4B0736669F0F69138BEF51A695EFA | rdpbus
C:\Windows\System32\drivers\rdpbus.sys

14:27:23.0106 0x13a8 rdpbus - ok

14:27:23.0121 0x13a8 [ FE64EC423603644DCFB39CE9539A046E, 0OF3B2F637E4FDAFBB43316CF6BA8C1CD73A58F9FB78A79B300FSFEOBBBCCD747 | RDPDR
C:\Windows\system32\drivers\rdpdr.sys

14:27:23.0121 0x13a8 RDPDR - ok

14:27:23.0121 0x13a8 [ BBCCBE0170C63D8E980D4AE42A8E197E, 09CDC6CFC132E328C5FA7DD79427FF76DB08C847CB918A6FBC3F10DFD45F3BE3 ] RdpVideoMiniport
C:\Windows\system32\drivers\rdpvid iniport.sys

14:27:23.0121 0x13a8 RdpVideoMiniport - ok

14:27:23.0121 0x13a8 [ B4A6F3BFB5A07DAF4E18C14A6337A226, F906865E349390D24A3DCBC563154BBBIF307B97361832BE93BCID44A9F3B486 | rdyboost
C:\Windows\system32\drivers\rdyboost.sys

14:27:23.0137 0x13a8 rdyboost - ok

14:27:23.0153 0x13a8 [ BDDB18355C2E5157734B1C8CE4F512EC, C536CA7A7C6B07643BEC4E3C8E1D2817E250D6B229A72C547B366F1890AFF6FF | ReFS
C:\Windows\system32\drivers\ReFS.sys

14:27:23.0168 0x13a8 ReFS - ok

14:27:23.0184 0x13a8 [ 161C3442E0A9B454933ED475451D7705, 6107285B9B1ADA7D8910474BDEB86CE058A81CC8ECC875250466EDB19EE68926 | ReFSv1
C:\Windows\system32\drivers\ReFSv1l.sys

14:27:23.0184 0x13a8 ReFSv1 - ok

14:27:23.0199 0x13a8 [ C972C88554537B2C54DADDC2940D354F, 9CD032E0C3257C55A00D1CC69D5FA6F17BF46624E477A5A81C6EC74A892F9E06 | RemoteAccess
C:\Windows\System32\mprdim.dll

14:27:23.0199 0x13a8 RemoteAccess - ok

14:27:23.0199 0x13a8 [ F4CE1E848124CA85D854609670886492, FFD090423C92B47BD3ED24689F2FA67044ED953ABEA1AC913C8E4F96C360E74A | RemoteRegistry
C:\Windows\system32\regsvc.dll

14:27:23.0215 0x13a8 RemoteRegistry - ok

14:27:23.0215 0x13a8 [ FDCCCA45661AD7093F0A1ASBAEFF6F5B, 1AC0847F509932781FF487917C595360C525DAD4A80C5C4FDC68024EF04E270D | RetailDemo
C:\Windows\system32\RDXService.dll

14:27:23.0231 0x13a8 RetailDemo - ok

14:27:23.0231 0x13a8 [ D2EE9CCE0187C616E50D61EB30ECA262, 825C918D22FC8DBF3EE9BDB41D121A0AC3CCBFFBA147E2B26F0197552E0675DE ] RFCOMM
C:\Windows\System32\drivers\rfcomm.sys

14:27:23.0231 0x13a8 RFCOMM - ok

14:27:23.0231 0x13a8 [ 4DDOEFE49F0C020DAFEAE6F5F231362C, DF04978AF6CD34C8251B3DDE381CD77518684DCB1D2B16BD2DAFEE63ACID5858 | rhproxy
C:\Windows\System32\drivers\rhproxy.sys

14:27:23.0231 0x13a8 rhproxy - ok

14:27:23.0246 0x13a8 [ D2B64CEF249497778FF7F1297EB993FD, 7CA00ABC438E00FE1F0C82EC51BE9C4C4C00AD5SE3A92871AE63DCC4CD27E0F44 ] RmSve
C:\Windows\System32\RMapi.dll

14:27:23.0246 0x13a8 RmSvc - ok

14:27:23.0246 0x13a8 [ 684E3334544179346BIBF04FD3CF58AA, E39F942AB5CD69A253AAF72B161094CDDB7947D216F03E5D004E63BAD40ADF63 | RpcEptMapper
C:\Windows\System32\RpcEpMap.dll

14:27:23.0246 0x13a8 RpcEptMapper - ok

14:27:23.0246 0x13a8 [ D45676C47616B9ABBFAEC97DD3B240A8, E13985D667F66B7A0082356F23270F61A57B8C2DD211B1E09D66D7970D7B4D6A | RpcLocator
C:\Windows\system32\locator.exe

14:27:23.0246 0x13a8 RpcLocator - ok
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14:27:23.0262 0x13a8 [ 5A344C5D2140BD836AE545A9351373F4, 1C1DEF25FB645F9789A41F8533ECB144680F36D5F3B91B806D2DED972B1A0203 ] RpcSs
C:\Windows\system32\rpcss.dll

14:27:23.0278 0x13a8 RpcSs - ok

14:27:23.0278 0x13a8 [ EABD30C39742A79913B595A5B6F809D4, 9067160F566220A2B21FEEE181729A796A3F3EECF75FFB75815BESCCC7BBA64F ] rspndr
C:\Windows\system32\drivers\rspndr.sys

14:27:23.0278 0x13a8 rspndr - ok

14:27:23.0293 0x13a8 [ 5914CCOC1E99A3C1711BDB1E224526D1, 54BB8636F27282B396D487B3FEA8BD73F2F6FE6DA4DE8D718EE498F75A6A5DCE | s3cap
C:\Windows\System32\drivers\vms3cap.sys

14:27:23.0293 0x13a8 s3cap - ok

14:27:23.0293 0x13a8 [ B4DE3D04AE3C71E67236B841BEADEB74, 8567CDBA80952B2B7AF647B9D2630FE12B73E87517498BCCDCC27EC1ED6E1545 | SamSs
C:\Windows\system32\Isass.exe

14:27:23.0293 0x13a8 SamsSs - ok

14:27:23.0293 0x13a8 [ 3CEBF4FDFBF13FE29B294AA4DA79C56B, 603943FE869B6CE3596921BC708227D1FB600749CBEOF5923DF3D5E8151BEA54 | sbp2port
C:\Windows\system32\drivers\sbp2port.sys

14:27:23.0293 0x13a8 sbp2port - ok

14:27:23.0293 0x13a8 [ 33EDC31E750253CFF50D94AADB72A58A, 09A3B279AA4C3C1A6BCOCDIBDC7CA05319A8D1AA8FD209B4AA26CB37AE46D7C3 ] SCardSvr
C:\Windows\System32\SCardSvr.dll

14:27:23.0309 0x13a8 SCardSvr - ok

14:27:23.0309 0x13a8 [ E5S865E3E00097E5B5675785C8A53CE60, 795091E33C1C983BEFD79D36699CDFCD2DA00F4601A89219B57228505566DFCD ] ScDeviceEnum
C:\Windows\System32\ScDeviceEnum.dll

14:27:23.0309 0x13a8 ScDeviceEnum - ok

14:27:23.0309 0x13a8 [ 275D0700B1DA2FCE6B979BB1B8EEBB3B, AD3B9126B375846B0E42A2B60E6F6D1BD7D6EA54E625B4E5C60E153E099A6538 | scfilter
C:\Windows\system32\DRIVERS\scfilter.sys

14:27:23.0309 0x13a8 scfilter - ok

14:27:23.0325 0x13a8 [ 94D8B4E7A97B749999C63C584F4AA25C, SD8FF339C2AEOE1EF015031CFE32F32A988531ED90131A895AECB6A1095F8D24 | Schedule
C:\Windows\system32\schedsvc.dll

14:27:23.0325 0x13a8 Schedule - ok

14:27:23.0340 0x13a8 [ E049CF53E7F8AA2341198A7D78A8ACF9, 9CD35EA78E211AE9D2342A031DEF0D199362BC80030883399B70F6E015F61C06 ] scmbus
C:\Windows\system32\drivers\scmbus.sys

14:27:23.0340 0x13a8 scmbus - ok

14:27:23.0340 0x13a8 [ D0843B744F4E7E30BD74A1CF5426A44C, BE2A05A464A9671232E25D7C0505300F2BAD6D96C2CBF4F4427D1F795621EAEF ] SCPolicySve
C:\Windows\System32\certprop.dll

14:27:23.0340 0x13a8 SCPolicySvc - ok

14:27:23.0355 0x13a8 [ 2D7D34D09BBEFA88E47D2225EC8F73F2, 896FCD7ED93BE3F92205498D526DEA5F73E88E8CE30B0671CB77D758E4537A20 | sdbus
C:\Windows\System32\drivers\sdbus.sys

14:27:23.0355 0x13a8 sdbus - ok

14:27:23.0355 0x13a8 [ 3200667DB433F0A2032FAF4DC02E2089, 5E940CA63AD21CEA08C334AC61D985BAFDBA7DCB2D388F355B5C72EFA3E23E0A | SDFRd
C:\Windows\System32\drivers\SDFRd.sys

14:27:23.0355 0x13a8 SDFRd - ok

14:27:23.0355 0x13a8 [ C9D45DA3CDEC8A8D455B8A1B1DE94BEE, BDSACD1CE9304F8BBE993298DF7B69F7512A012EF3B53E7C3232C779E881BC44 | SDRSVC
C:\Windows\System32\SDRSVC.dll

14:27:23.0355 0x13a8 SDRSVC - ok

14:27:23.0371 0x13a8 [ 8C0C961B03F68705096E36C3ED96229D, 28C9CC61985DF2D60DDFA099BC416875309839FD187CA029D70BE96C1F5C8062 ] sdstor
C:\Windows\System32\drivers\sdstor.sys

14:27:23.0371 0x13a8 sdstor - ok

14:27:23.0371 0x13a8 [ 2A0FF7C885BF7CAFADCF60F4B2F5F2BC, 1C6DE87C19502F2672843D9FF21D3C85367CF70921E64DE56681DDEF25665087 ] seclogon
C:\Windows\system32\seclogon.dll

14:27:23.0371 0x13a8 seclogon - ok

14:27:23.0387 0x13a8 [ B6B4D87D649E6FFFOE25416D8F360B23, 9FB99DD6648998EDDCAAF6AE101C621BB52AA0E7C65F93F3E9B2F6BOCEFD1106 | SecurityHealthService
C:\Windows\system32\SecurityHealthService.exe

14:27:23.0387 0x13a8 SecurityHealthService - ok

14:27:23.0402 0x13a8 [ 5SE49967298FF00A720971162DE48449D, D988B919B364D8B6D70071F6B476DFD89DC63066E086CBCB110F14F19130CDBI | SEMgrSve
C:\Windows\system32\SEMgrSvc.dll

14:27:23.0418 0x13a8 SEMgrSvc - ok

14:27:23.0418 0x13a8 [ 1EA7972A4C7163FF1D3EFE9988404D4E, 56A94B1617815C1E8A79D832B0F0CBA683C3080105CC4C87DBBIBBEAB4CD2690 | SENS
C:\Windows\System32\sens.dll

14:27:23.0418 0x13a8 SENS - ok

14:27:23.0434 0x13a8 [ 77B6DF651E377D2270115054B9896F85, 7F66A5FCEBFA2F89681F31C8483F194BB7930B32ECDF535876C037CBD4F7C25B | SensorDataService
C:\Windows\System32\SensorDataService.exe

14:27:23.0449 0x13a8 SensorDataService - ok

14:27:23.0449 0x13a8 [ ED9AAEC1AB631791254D1AC1D13C4914, 5BDDB26F6791F24C13F8F6BC13CE175387414EAFEF24B52FFE32A1C1CF037B83 | SensorService
C:\Windows\system32\SensorService.dll

14:27:23.0465 0x13a8 SensorService - ok

14:27:23.0465 0x13a8 [ 0BCFFAD6F3B180DD60C941B01768F733, AOB73C1BF636F14504B69606999287B6FE148C958A4F6E31E9022FF129A048EQ | SensrSvc
C:\Windows\system32\sensrsvc.dll

14:27:23.0465 0x13a8 SensrSvc - ok

14:27:23.0465 0x13a8 [ 22068CA363EAF69ABEF6EBBBD580A8ES, 45F87C7D04B8F20290BBA8517BACE138D1E2112A268CCFFC2DFC407A81C0A197 | SerCx
C:\Windows\system32\drivers\SerCx.sys

14:27:23.0465 0x13a8 SerCx - ok

14:27:23.0480 0x13a8 [ ASE6D99D319610030C3CA982DCAA3624, 8F1BCEDCS5FEA5AF0260B573EE171E1D895EBABSA51BEA1F84D3043F6612050A9 | SerCx2
C:\Windows\system32\drivers\SerCx2.sys

14:27:23.0480 0x13a8 SerCx2 - ok

14:27:23.0480 0x13a8 [ 7A289A4FFAA43D81F091A302512059A6, 9A4ECSEAF65ECB6518C462E837EB76286F1BA7A8C9E26DC46586DC4F189BD1B7 | Serenum
C:\Windows\System32\drivers\serenum.sys

14:27:23.0480 0x13a8 Serenum - ok

14:27:23.0480 0x13a8 [ DCESD050F3B06D30985EE126257DEEB6, 024C1F9FBEFDCBC174733A5C97B121A6D7AD30E836C1820054BCB45F99FB4373 | Serial
C:\Windows\System32\drivers\serial.sys

14:27:23.0480 0x13a8 Serial - ok

14:27:23.0480 0x13a8 [ B13F5A8574F0B71B2E4C84B171C28724, C812F61726BDFEFFE468DFA3491E5F465D22835C54E3559E04B452940C0EEEEE | sermouse
C:\Windows\System32\drivers\sermouse.sys

14:27:23.0480 0x13a8 sermouse - ok

14:27:23.0496 0x13a8 [ 7F3F7304C32808B2DB8690BB1EA6748B, DC95D02FDA4EA527F342AD6EF169837A93EFAD8491B520744C43344EB0560852 ] SessionEnv
C:\Windows\system32\sessenv.dll

14:27:23.0496 0x13a8 SessionEnv - ok

14:27:23.0496 0x13a8 [ AD1B790A42984A825068B849A88AD322, 63881202D6D900656F50A0E40CB743D0769C2AD9810FE96387EIDAF2BC8IE4CS | sfloppy
C:\Windows\System32\drivers\sfloppy.sys

14:27:23.0496 0x13a8 sfloppy - ok

14:27:23.0512 0x13a8 [ C05648C2BE6176BE557D9C7F02916388, C65D8FEDDCD9A52B04F42C64DAD2A499BF51246D36042E8DC09DD04C4COB7BEE | SgrmAgent
C:\Windows\system32\drivers\SgrmAgent.sys

14:27:23.0512 0x13a8 SgrmAgent - ok

14:27:23.0512 0x13a8 [ 89F3A411DDEDF767ACDF94B11486E3EE, 5F2F668394FBED842D0FE461059F6C71C95B5F0D476206B7003E63AA1DE7C684 | SgrmBroker
C:\Windows\system32\SgrmBroker.exe

14:27:23.0512 0x13a8 SgrmBroker - ok

14:27:23.0528 0x13a8 [ 9B017BFFBB5A433844684481E61C34E7, FB609DD7073F03CD00BCI35E3629DAC5669347D1F8001855D84597E5CDDAF364 ] SharedAccess
C:\Windows\System32\ipnathlp.dIl

14:27:23.0528 0x13a8 SharedAccess - ok

14:27:23.0543 0x13a8 [ 739E825B9DA34DDAAB28B81D94171705, 3583A842B37FEB3DE4C870ADFB45C9D580D46147F97119DC6BEBO2FED8E144D5 | SharedRealitySve
C:\Windows\ System32\SharedRealitySvc.dll

14:27:23.0543 0x13a8 SharedRealitySvc - ok

14:27:23.0543 0x13a8 [ BESECC669E744390AB00D8F63217977A, 30C42E31F12354DB8DB0D99BBD7D5617A5CDED7E1737F636429899703948C34D | ShelHWDetection
C:\Windows\System32\shsvcs.dll

14:27:23.0543 0x13a8 ShellHWDetection - ok

14:27:23.0559 0x13a8 [ 0A36B6954818CF6AA3C7CBEB0C52B958, 27694BC08D4320FB06D07814BEC96CD1249DA3D6FD813F5B79833E55BE55DE41 | shpamsve
C:\Windows\system32\Windows.SharedPC.AccountManager.dll

14:27:23.0559 0x13a8 shpamsvc - ok

14:27:23.0559 0x13a8 [ 9AB1BADC5A324DA39186B81BC6CE6E2E, 567710C90BD71600A31A3408DB065B43C844DCFD12045FDE04CD59D932DC8353 ] SiSRaid2
C:\Windows\system32\drivers\SiSRaid2.sys

14:27:23.0559 0x13a8 SiSRaid2 - ok

14:27:23.0559 0x13a8 [ 60213AF297023C005453E1CBF7CB6FE7, 718C833E5EDFE642F3B254515E29641BF2D8E56E22F6B795024BF64721AB874E ] SiSRaid4
C:\Windows\system32\drivers\sisraid4.sys

14:27:23.0559 0x13a8 SiSRaid4 - ok

14:27:23.0574 0x13a8 [ 196A46BA842A219EC6DE7B7B7D9AAB7E, 4EF7BE37F92557C8B0D30999541F284CC4A3E8FD9IBE0D78146F9F00D54E11BBY | SmartSAMD
C:\Windows\system32\drivers\SmartSAMD.sys

14:27:23.0574 0x13a8 SmartSAMD - ok
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14:27:23.0574 0x13a8 [ 4ADF84157BC2EBD1D6D91DEC0921F9CY, 98C24ECF700194AB36840DB530148A2487A1CC76AF6EBC80D70320111E8FA01E ] smphost
C:\Windows\System32\smphost.dll

14:27:23.0574 0x13a8 smphost - ok

14:27:23.0574 0x13a8 [ AE73F050453F5AC76235857C414DA4C2, 2476E3C013A73798CA9525C7A8AC78B8F3B2243D1B374068ADBEF6015D895A9B | SmsRouter
C:\Windows\system32\SmsRouterSvc.dll

14:27:23.0590 0x13a8 SmsRouter - ok

14:27:23.0590 0x13a8 [ 1971BBC71602B928CF9257759E3C05E8, 9D665698FF26ED333AD385B4B7A6C0F2B6806371D278E281FA4188002A5317E8 ] SNMPTRAP
C:\Windows\System32\snmptrap.exe

14:27:23.0590 0x13a8 SNMPTRAP - ok

14:27:23.0590 0x13a8 [ 27B7D9E872939EBB34C30343F991893D, 879AFDC8C50487EDOD3CB58C70A206E185F94BE75C25C31C387F3F08740771F9 ] spaceparser
C:\Windows\system32\drivers\spaceparser.sys

14:27:23.0590 0x13a8 spaceparser - ok

14:27:23.0606 0x13a8 [ 32308CA6506E36661CAIE6ESFDEB3D9S5, 7267FF3601F475B6BC63661BAFB1B0CEF24512FE2BC69F0E5927D64FB53DAB6B | spaceport
C:\Windows\system32\drivers\spaceport.sys

14:27:23.0606 0x13a8 spaceport - ok

14:27:23.0606 0x13a8 [ AB3BDEC793187CEDF1229AC98BB7DEDF, D2EAOC5FC534C89310207AA26A8816B30FEEF3F2708A067D8BBI3D3CFFIC3936 | SpatialGraphFilter
C:\Windows\system32\drivers\SpatialGraphFilter.sys

14:27:23.0621 0x13a8 SpatialGraphFilter - ok

14:27:23.0621 0x13a8 [ B9B40C14564A487A873DE3604A4856A9, 4A49A0449A93C97870A6E7ACEIB3AE2FB7DA07D5A6064B2EC8D20639F155FD1C ] SpbCx
C:\Windows\system32\drivers\SpbCx.sys

14:27:23.0621 0x13a8 SpbCx - ok

14:27:23.0621 0x13a8 [ 7093263C3E0BASEE1F8994CEOE5C580E, 2ADBF6D8B71ABBB381F7945BF416009CD186711DD06FA7594206FF0765D246E9 ] spectrum
C:\Windows\system32\spectrum.exe

14:27:23.0637 0x13a8 spectrum - ok

14:27:23.0652 0x13a8 [ 00A0010EE931C491DDDC6EESAF16F2DD, 27C0563663B843CB229DB1B266FDF01BBB62846F2CE480DC804EA3B5A32074CB | Spooler
C:\Windows\System32\spoolsv.exe

14:27:23.0652 0x13a8 Spooler - ok

14:27:23.0699 0x13a8 [ 2343450F4CBEB3FBE73EF032B9AF2EC6, 61A199A6CC11A4E6E4098B6AF04549E7E69DABBOD8115049B79E75495E909E32 ] sppsvc
C:\Windows\system32\sppsvc.exe

14:27:23.0746 0x13a8 sppsvc - ok

14:27:23.0746 0x13a8 [ FOA262C8C6A45C51F39D4147511CD3F2, B3911A9490FA67B23A63F66994EA41F2E3D9356D9B75218930A67851D5677A16 | srv2
C:\Windows\system32\DRIVERS\srv2.sys

14:27:23.0762 0x13a8 srv2 - ok

14:27:23.0762 0x13a8 [ B24200CESFF43D72ADA0EDB6EEB24D6B, 1F6DC2F5354A8159A200483D713E82AC8BEIB38E598D1ED5A1546133BF2E10FA | srvnet
C:\Windows\system32\DRIVERS\srvnet.sys

14:27:23.0762 0x13a8 srvnet - ok

14:27:23.0777 0x13a8 [ 958FCD240BE02FCB92192246BA4AB785, 4053074B0D077EA0AES23873A195F880D9F7BD1A7ECESBE1D41F9AOE66193F58 ] SSDPSRV
C:\Windows\System32\ssdpsrv.dll

14:27:23.0777 0x13a8 SSDPSRV - ok

14:27:23.0777 0x13a8 [ 66969AA56E77953E596470C73A9004E0, 71F4CC7595C6D5E93AAA14259DF817C6C1D4BBCF285545FD980F6DBC86A30379 | ssh-agent
C:\Windows\System32\OpenSSH\ssh-agent.exe

14:27:23.0794 0x13a8 ssh-agent - ok

14:27:23.0794 0x13a8 [ 90ESD79F3607BA423F2B30D1F7344CF4, A87A72E9C854D51318C0F132BF042052A0CFA2FA1294B3DD3166A5E419206E78 | SstpSvc
C:\Windows\system32\sstpsvc.dll

14:27:23.0794 0x13a8 SstpSvc - ok

14:27:23.0855 0x13a8 [ 66676FE32FCA0B63833DA8D99D5F417B, 1A492D076C55A4454E1B11C4BE453BD9821E673E64AEC1DF506ADC73A91A4993 | StateRepository
C:\Windows\system32\windows.staterepository.dll

14:27:23.0903 0x13a8 StateRepository - ok

14:27:23.0903 0x13a8 [ 09DC471B4573F3D01D7E448B526AE70A, 766FD1E1D2F73DE202FB337F6A6A5BA0317772AAAA644E9103BB5DF438162F51 ] stexstor
C:\Windows\system32\drivers\stexstor.sys

14:27:23.0903 0x13a8 stexstor - ok

14:27:23.0918 0x13a8 [ 4853187B1874FE88C6045AB8308C540A, 53531585EE3F0B39DEBB606ECES47E81DB704A118BF03C73B36A8772594F26CD | stisvc
C:\Windows\System32\wiaservc.dll

14:27:23.0918 0x13a8 stisvc - ok

14:27:23.0934 0x13a8 [ 534830E54E93805ADAC272AD07965A34, FO08D11E24C8E3FC5E4246C32F63B939532FC5D062C75B0ABA79ECE43CFD514F | storahci
C:\Windows\system32\drivers\storahci.sys

14:27:23.0934 0x13a8 storahci - ok

14:27:23.0934 0x13a8 [ ESA45BC1B04CB65869AFAAA06A014D91, FFD95493EC4712C0BEFD96F85DC9566C1F8358ABA48192E5A603867BBD08270F | storflt
C:\Windows\system32\drivers\vmstorfl.sys

14:27:23.0934 0x13a8 storflt - ok

14:27:23.0934 0x13a8 [ 4C10E085AB38A0487AE26AB5SDADF67E3, C41E009AA0284B2A7106C4F6ECB10A216C2E442EBD320ABAD7CCDBC6B1DDCBAE | stornvme
C:\Windows\system32\drivers\stornvme.sys

14:27:23.0934 0x13a8 stornvme - ok

14:27:23.0949 0x13a8 [ 995F082126674C6D1423E29FBCEA9F39, E86386156F982B59C00991D40A6E1862CA322F151BF965B14572D13AA207D614 | storqosflt
C:\Windows\system32\drivers\storqosflt.sys

14:27:23.0949 0x13a8 storqosflt - ok

14:27:23.0949 0x13a8 [ 48A39E15B94D4C6405EA71D9CB64A301, 1CA096DAB3874342DC4B84EE706936867E58F5DA1D42EDE122A74AE952D159CF | StorSve
C:\Windows\system32\storsvc.dll

14:27:23.0965 0x13a8 StorSvc - ok

14:27:23.0965 0x13a8 [ FF456F376E6CDA609438C3740119E333, F38BOE60C6F6C8AA73C7F6F64821919B0A89906BDACCOBI842702A5A47A8BC5C | storufs
C:\Windows\system32\drivers\storufs.sys

14:27:23.0965 0x13a8 storufs - ok

14:27:23.0965 0x13a8 [ ECBA758F75B186C70F100EA3F8999FBD, 2E5637B3123E8F7B1C91C93FAB6B8CEO8COEEC5D6D1BC924DB7C5ESE759C0ES7 | storvsc
C:\Windows\system32\drivers\storvsc.sys

14:27:23.0965 0x13a8 storvsc - ok

14:27:23.0981 0x13a8 [ D73F83E795F3BC100C21EDA2BD6DE307, 0DC828C46E057ADA9934424BF00067B17EEBSE0108CE1E309C8DEA4CC42448BA | svsvc
C:\Windows\system32\svsvc.dll

14:27:23.0981 0x13a8 svsvc - ok

14:27:23.0981 0x13a8 [ 0547BB19EFA07BEF0F679A054EB5CFEC, D618F57B78B3FFEC29E8C4472E0AA72EF1CA0C83DE968373B818ABA4D9747E2D | swenum
C:\Windows\System32\DriverStore\FileRepository\swenum.inf_amd64_16a14542b63c02af\swenum.sys

14:27:23.0981 0x13a8 swenum - ok

14:27:23.0996 0x13a8 [ 70936B7B21AD4C84863C4FB215AF63A6, 5A4FD095EAA23CD69CB6133FB3B3DC80B42ACB7ES5044331A5C4E71449DA068B6 | swprv
C:\Windows\System32\swprv.dll

14:27:23.0996 0x13a8 swprv - ok

14:27:23.0996 0x13a8 [ 12C03F0F7F86E13D32CBD7472A5A09ES, 4DEBFF1730A7908C9580734FF0E5863125FCF0839FDCE03EBEC48DFC859D590F | Synth3dVsc
C:\Windows\System32\drivers\Synth3dVsc.sys

14:27:23.0996 0x13a8 Synth3dVsc - ok

14:27:24.0012 0x13a8 [ B23AF3CB41EA6669F5957B980BD513BA, 81ED6A14B27EA69C77C581C49766B3F48B6522DCESAE3FEA839D3A3B40C3D25E | SysMain
C:\Windows\system32\sysmain.dll

14:27:24.0027 0x13a8 SysMain - ok

14:27:24.0027 0x13a8 [ 7C3C3BBD8F2C27540DD94D7ABA5CCFFE, E95500B44F8663C37D039C3BA91ABE41FC8502D87A7C5EF97319BFA13A467916 | SystemEventsBroker
C:\Windows\System32\SystemEventsBrokerServer.dll

14:27:24.0027 0x13a8 SystemEventsBroker - ok

14:27:24.0043 0x13a8 [ F6A932ADED4C6D0ABC3464F919903CA6, BE62DEAB6790B82E4B46A8ES79947736788B341848259B4D7BF40EE38F0C003A ] TabletinputService
C:\Windows\System32\TabSvc.dll

14:27:24.0043 0x13a8 TabletInputService - ok

14:27:24.0043 0x13a8 [ 180B8470737107F0B96875D16E3181B4, 62AFDEAB7D98BDC8D566F66076D76F0D6EF2BS5EEATIDOEE1F2E841A01315306BF | TapiSrv
C:\Windows\System32\tapisrv.dll

14:27:24.0043 0x13a8 TapiSrv - ok

14:27:24.0074 0x13a8 [ A218D0DC32AC9358AE355F995E57E878, 9318B3E78B9B6BOD5F4E9387DA63CC7C29395163E2E9609AD5718AD673603064 | Tcpip
C:\Windows\system32\drivers\tcpip.sys

14:27:24.0105 0x13a8 Tcpip - ok

14:27:24.0137 0x13a8 [ A218D0DC32AC9358AE355F995E57E878, 9318B3E78BIB6BOD5F4E9387DA63CC7C29395163E2E9609AD5718AD673603064 | Tcpipb
C:\Windows\system32\drivers\tcpip.sys

14:27:24.0152 0x13a8 Tcpip6 - ok

14:27:24.0168 0x13a8 [ C347F16F69A12F07D21CAE562C58D4F1, 22AC04675A098790DE7572E4DF774045BFA8073C08BC2A496DBBD02DB825A1AD | tcpipreg
C:\Windows\system32\drivers\tcpipreg.sys

14:27:24.0168 0x13a8 tcpipreg - ok

14:27:24.0168 0x13a8 [ ACA4E52E500D39B5F24EAEAB441AEC59, 4AE1CB302AB67053393FE448A735A454D22FFE2BD9546E458980F811D9CDICAS | tdx
C:\Windows\system32\DRIVERS\tdx.sys

14:27:24.0168 0x13a8 tdx - ok

14:27:24.0168 0x13a8 [ 1D35CBEA001C38B5BF2FFOC2E8CF77AB, A341365C286B93B7B2861BFF90497BEABABF7DEOECB04270311EAB446A2981E1 | Telemetry
C:\Windows\system32\drivers\IntelTA.sys

14:27:24.0168 0x13a8 Telemetry - ok
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14:27:24.0168 0x13a8 [ C225B94F2B27AC97C3E66C0550AEA249, 6F88375DD12A648B77BB6EB4BES27FF6678EE76A2059DB5B4CC971CDB31D0DB8 | terminpt
C:\Windows\System32\drivers\terminpt.sys

14:27:24.0184 0x13a8 terminpt - ok

14:27:24.0184 0x13a8 [ 618A97628E9C3882675205B07559EE4E, 1132A5F691C061E272B70B0A93688BBOFD2A7CD74FF9340013BBC30F239A7872 | TermService
C:\Windows\System32\termsrv.dll

14:27:24.0200 0x13a8 TermService - ok

14:27:24.0215 0x13a8 [ 8EC4197962A0349DFFBDC11586099DB8, 8DD5348A4983C376F63E6B209227D4D02300555F8C80A0EODB2EA16074ABC334 | Themes
C:\Windows\system32\themeservice.dll

14:27:24.0215 0x13a8 Themes - ok

14:27:24.0215 0x13a8 [ E64A2EE3B6C0877BEDC8D2B09262CCF3, F85CA601B1D538936A2F092C4A720E3AEC33BB1132D2301C3D0244ADFC5D4180 | TieringEngineService
C:\Windows\system32\TieringEngineService.exe

14:27:24.0215 0x13a8 TieringEngineService - ok

14:27:24.0230 0x13a8 [ 334C39E3D937DE018BB4A70C65E13A00, 3BBD60D603E6B3B6CD4B44D851AD98010851CA12545627361DB881F1F6949483 ] TimeBrokerSve
C:\Windows\System32\TimeBrokerServer.dll

14:27:24.0230 0x13a8 TimeBrokerSvc - ok

14:27:24.0246 0x13a8 [ 83E506C203F6AEB1718F0148944E994C, 23A34CE047D6CF20A6C61857A5C13044433CF40BFA4C6ACB78B07D1FF5942131 | TokenBroker
C:\Windows\System32\TokenBroker.dll

14:27:24.0262 0x13a8 TokenBroker - ok

14:27:24.0262 0x13a8 [ EBB2729FB8B0B166322B01BF7B409375, DEB344A48CAE8BE1C7ED8CE5215B61733D9DEESEEB3F931951E71E6FA6CCA110 ] TPM
C:\Windows\System32\drivers\tpm.sys

14:27:24.0262 0x13a8 TPM - ok

14:27:24.0262 0x13a8 [ 4FF3D175D3C14156F368BDEB4A3155A4, 2C608CCC3D1C23A67176EAAOE7088618284948F4377A07DF7044E894C8D174C4 | TrkWks
C:\Windows\System32\trkwks.dll

14:27:24.0278 0x13a8 TrkWks - ok

14:27:24.0278 0x13a8 [ 4F9DFBF585D04997C6F587057BIAEBAA, 456EFOFB4D082F9E7ADB7ECF7F558D192C8F2E4C36BF43A7CEACOE981D1BEF68 | TroubleshootingSve
C:\Windows\system32\MitigationClient.dll

14:27:24.0278 0x13a8 TroubleshootingSvc - ok

14:27:24.0293 0x13a8 [ 9AB25E301DACBABF6CF14D51E7284545, 2A47E31B708C2AB1D0B4A40802B56C49505361FFB275E4B4C14370B3BFC12245 | TrustedInstaller
C:\Windows\servicing\TrustedInstaller.exe

14:27:24.0293 0x13a8 TrustedInstaller - ok

14:27:24.0293 0x13a8 [ F613A8618CC19DD96D1E0C81C5DCB7D1, AD6DE675AC033BE6BF75FF6303EAED4B5C672689D3AEC6DB94816D60E19B7030 | TsUsbFIt
C:\Windows\system32\drivers\tsusbflt.sys

14:27:24.0293 0x13a8 TsUsbFIt - ok

14:27:24.0293 0x13a8 [ F7CE17347B4112725722A03B2522BF06, A1A46B531D771F00B44DB5FBD02F57AB47189E057B48D7F877A2B6F929BA7314 ] TsUsbGD
C:\Windows\System32\drivers\TsUsbGD.sys

14:27:24.0293 0x13a8 TsUsbGD - ok

14:27:24.0309 0x13a8 [ DDA930C1ED5D0885F367E430C9F97777, 6275B56592576F9213C7DE79D67B029AB80B372B71E72204122296 43C501 ] tunnel
C:\Windows\system32\drivers\tunnel.sys

14:27:24.0309 0x13a8 tunnel - ok

14:27:24.0309 0x13a8 [ 7D0493BAC5A760D29C0A4E1EFD53A321, 6B7EB10203723F67B58541A354C383E30276D7BAE25DA0D9ISEE666F9269DD454 | tzautoupdate
C:\Windows\system32\tzautoupdate.dll

14:27:24.0309 0x13a8 tzautoupdate - ok

14:27:24.0309 0x13a8 [ 94743AD42166CD506FD34C9A06CB5A10, 89CFID1C37657C1A50C9706C03202E76980611B639443C65D5D110E955F00918 ] UASPStor
C:\Windows\System32\drivers\uaspstor.sys

14:27:24.0309 0x13a8 UASPStor - ok

14:27:24.0309 0x13a8 [ 04D6823B08D8B8D428EDF81AA8A03C12, 45A8D660738C52163394CA526E9C2F8B41D7EAF7958B523C1D6AD6F6C5291F48 ] UcmCx0101
C:\Windows\system32\Drivers\UcmCx.sys

14:27:24.0324 0x13a8 UcmCx0101 - ok

14:27:24.0324 0x13a8 [ 229B33B8499F4F2AAB1F3B590423611F, E70A2D9EEEF0C6894A0DB7990CFF6ECE3B8F389FD30B7B1949FCBDD3300B6148 ] UcmTcepeiCx0101
C:\Windows\system32\Drivers\UcmTcpciCx.sys

14:27:24.0324 0x13a8 UcmTcpciCx0101 - ok

14:27:24.0324 0x13a8 [ 7FDC3A6FD8547468CE554C8821640103, 3626760AEE42EE36E047DA6899A81E0646DFBA344A234270EAE5D635F049BE37 | UcmUcsiAcpiClient
C:\Windows\System32\drivers\UcmUcsiAcpiClient.sys

14:27:24.0324 0x13a8 UcmUcsiAcpiClient - ok

14:27:24.0324 0x13a8 [ 2E0D9627CA5A23D0CI3ED5FA4E8CE6DE, 192B69BAE67E1439A6294AE7FBB9283D4291C5E90F3A1C871733F9DD71708859 ] UcmUcsiCx0101
C:\Windows\system32\Drivers\UcmUcsiCx.sys

14:27:24.0324 0x13a8 UcmUcsiCx0101 - ok

14:27:24.0340 0x13a8 [ D6BEDCCB2E48589944EDC675D335677E, 2FSA5BA7AEC40C1A440C8DFF81DCESABOBDF9CC70ADDE48F8B652665B61F9915 | Ucx01000
C:\Windows\system32\drivers\ucx01000.sys

14:27:24.0340 0x13a8 Ucx01000 - ok

14:27:24.0340 0x13a8 [ 6861422B7FFADDEAAA64A0539C910178, 4F8193C0A3525B78CA3CAF4731AE997A214F3DF180F0A3ADCEB2D31D3217850C ] UdeCx
C:\Windows\system32\drivers\udecx.sys

14:27:24.0340 0x13a8 UdeCx - ok

14:27:24.0340 0x13a8 [ DAA928BA472C091678CA4CD6225CD3ES, 4B1F7F61E0DOSEF55B7EEE338D908A1B400CASEABCE34D8410645756FA839CA6 | udfs
C:\Windows\system32\DRIVERS\udfs.sys

14:27:24.0356 0x13a8 udfs - ok

14:27:24.0371 0x13a8 [ 620FD4CDFCA26011A9BADB2D5CAS5EAQ, 27F42FE4ED368BC93D655DA6F0273171ABB7485B9E4FDC88CA9SECBEF34F1004 | UdkUserSve
C:\Windows\System32\windowsudk.shellcommon.dll

14:27:24.0402 0x13a8 UdkUserSvc - ok

14:27:24.0402 0x13a8 [ 264C183C222EF95D4C64DFA8BAS5F0479, 3EF244E91851E03BE77DE49FA7E36769DE287B0CB732CD0140C39FE5118D80BY | UEFI
C:\Windows\System32\DriverStore\FileRepository\uefi.inf_ amd64_c1628ffa62c8e54c\UEFLsys

14:27:24.0402 0x13a8 UEFI - ok

14:27:24.0419 0x13a8 [ D134F439D22F317A9576FC0CB296109A, 7D850D69EC69E1632C32C80CCAAC1488F1EF374EF9103295076A0C945B13EA54 | Ufx01000
C:\Windows\system32\drivers\ufx01000.sys

14:27:24.0419 0x13a8 Ufx01000 - ok

14:27:24.0419 0x13a8 [ EEEECAFD642DB20A8470090C2ACAA6AC, 70FEAD3371792160701D47A808FC78786766E4C7CA7C5ED8DA356BFC991A275A | UfxChipidea
C:\Windows\System32\DriverStore\FileRepository\ufxchipidea.inf amd64_1c78775fffab6a0a\UfxChipidea.sys

14:27:24.0419 0x13a8 UfxChipidea - ok

14:27:24.0419 0x13a8 [ 3341A2F6FBBA73041952F12737814BC4, 4FE86EF74C56C0E730791B2A21B95678943932692B8041064EAEAA4B189E7917 | ufxsynopsys
C:\Windows\System32\drivers\ufxsynopsys.sys

14:27:24.0434 0x13a8 ufxsynopsys - ok

14:27:24.0434 0x13a8 [ DCI9D40A4FB86E2A16384FE7C1941037F2, 4B1BECDA7C202198BB33FE5B750C1DB5BA3B7D43554A4B557C342AC6E138A57F | uhssve C:\Program Files\Microsoft
Update Health Tools\uhssvc.exe

14:27:24.0434 0x13a8 uhssvc - ok

14:27:24.0449 0x13a8 [ EOE764F688DCACBA011BAEB2017B903F, 7802DCDA6F49494245EC9304AECED7BB2E90908BED25A4D47F1FF4615B03DEDO | umbus
C:\Windows\System32\DriverStore\FileRepository\umbus.inf amd64_b78a9c5b6fd62c27\umbus.sys

14:27:24.0449 0x13a8 umbus - ok

14:27:24.0449 0x13a8 [ 493AF687E60E144F59E3F5B7E27AA39B, 3062B25A7747BC417E1D498DB1B11C9631D80F57E4A048101EF5AA26206AE838 | UmPass
C:\Windows\System32\drivers\umpass.sys

14:27:24.0449 0x13a8 UmPass - ok

14:27:24.0449 0x13a8 [ D986BDDA3BADD0B4CDB4880CB2450358, 54710C3FE4E657772BD0DF7B94B183E3AFB2451386D53A0FC9ED79545E14C75A ] UmRdpService
C:\Windows\System32\umrdp.dll

14:27:24.0449 0x13a8 UmRdpService - ok

14:27:24.0465 0x13a8 [ FAO2AFEFF7A4D8AB3447879EC2FB552E, 0B8910E81B7B36CB475EC14F6F90FCE1263CFB6454EC29CA7ACOFCF4C1E91749 | UnistoreSvc
C:\Windows\System32\unistore.dll

14:27:24.0480 0x13a8 UnistoreSvc - ok

14:27:24.0496 0x13a8 [ 2B54990CF0127CE3B61609BAF1E077F9, BF040998C13E142CE1AB19419555031CB271C9533AA2CD090D14C416C14686DE ] upnphost
C:\Windows\System32\upnphost.dll

14:27:24.0496 0x13a8 upnphost - ok

14:27:24.0496 0x13a8 [ 5C33B91675BE0C9693358C1AAA723D20, ASBB54ABBBOF7B13ACCA0997F567A81395688C6D68EB87F67F688737DC16918F | UrsChipidea
C:\Windows\System32\DriverStore\FileRepository\urschipidea.inf amd64_78ad1c14e33df968\urschipidea.sys

14:27:24.0496 0x13a8 UrsChipidea - ok

14:27:24.0496 0x13a8 [ ADFAB87405AE22290E24D0E8E6141AF1, BCO982BEFE4CABEA1E260C8A3266EA18A4CA158A07D1C5176890A04CC3B6A84A | UrsCx01000
C:\Windows\system32\drivers\urscx01000.sys

14:27:24.0496 0x13a8 UrsCx01000 - ok

14:27:24.0512 0x13a8 [ BBDE7BF496327115DD744E7D4105C7BC, 5A8CC47603A1C9D58A30A5E897F1BCDC56199B08317BIFF319D469D6DD6CAAFO | UrsSynopsys
C:\Windows\System32\DriverStore\FileRepository\urssynopsys.inf amd64_057fa37902020500\urssynopsys.sys

14:27:24.0512 0x13a8 UrsSynopsys - ok

14:27:24.0512 0x13a8 [ 90692B7994748A85D2C81018FB542F52, F1F88F57174F0B1298067C6BIBDD3A155AF0FE8335C895C134F7339338A57FEC | usbaudio
C:\Windows\system32\drivers\usbaudio.sys

14:27:24.0512 0x13a8 usbaudio - ok

14:27:24.0512 0x13a8 [ FB9F25ACEBCBAEABFE30CACCB17D4EE6, 7D38FA294DA179E5535E3E481746F07E2AE47CE57192C2D1C5B780B583FDIC6D | usbaudio2
C:\Windows\System32\drivers\usbaudio2.sys

14:27:24.0512 0x13a8 usbaudio2 - ok
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14:27:24.0528 0x13a8 [ 8B3961FDEAE656F7E87DA48C5947944C, C541ACE018B96161818020B65B0A37B1F1E29E7BFCF8893BA1B63510EAF318CE ] usbcegp
C:\Windows\System32\drivers\usbccgp.sys

14:27:24.0528 0x13a8 usbccgp - ok

14:27:24.0528 0x13a8 [ 11561FC5BAA2DEB5AC8B179B591A882E, 2AD595BF4ABC146D8F533981848FF8271E983038566937BEB48A6A8F09BC60FB | ushcir
C:\Windows\System32\drivers\usbcir.sys

14:27:24.0528 0x13a8 usbcir - ok

14:27:24.0528 0x13a8 [ 7C2CEOF8E35DDAD7B1682A307EADDF22, 70A428AB29A1E6D47849513D74F659194F2AE942AA9EF7D2FF9F0141BA3AD3EA | usbehci
C:\Windows\System32\drivers\usbehci.sys

14:27:24.0528 0x13a8 usbehci - ok

14:27:24.0543 0x13a8 [ OFC4BEA882686E7C70859625D723D2DB, 85C45DA0740ADA277B61EB6706BC6AF8525910A131BD2B4F619EBE8B3BB2BD3E | usbhub
C:\Windows\System32\drivers\usbhub.sys

14:27:24.0543 0x13a8 usbhub - ok

14:27:24.0559 0x13a8 [ B355A648C79F254AF075E2F561056579, 203EASF2A2F5B1894A485FSEFF2CE97ABA8B4F63EB7590D6BB781544C94F3403 ] USBHUB3
C:\Windows\System32\drivers\UsbHub3.sys

14:27:24.0559 0x13a8 USBHUBS3 - ok

14:27:24.0559 0x13a8 [ 6F3E9F85EC160BE0009702158679F8D5, 81963EB5DE40AF981E3FFC224D5DEOECOC591AF92ECAFES502A883F28D9AE13CD | usbohci
C:\Windows\System32\drivers\usbohci.sys

14:27:24.0559 0x13a8 usbohci - ok

14:27:24.0559 0x13a8 [ 0CFDCOF7C84F7A7CF71271B83B8ECD88, 283D34556F77078940B7EC349412BD8AA41BA9D19E586771355EE230A8BA6FDE | usbprint
C:\Windows\System32\drivers\usbprint.sys

14:27:24.0559 0x13a8 usbprint - ok

14:27:24.0574 0x13a8 [ 5A361D0A1D8025847AE8D8D066B0A563, 30B2E53692AB7F469E3E0483BA45635008CBC7E4D311F4E2CB12F2FC512C4F61 ] usbser
C:\Windows\System32\drivers\usbser.sys

14:27:24.0574 0x13a8 usbser - ok

14:27:24.0574 0x13a8 [ 64C7C056CD0900E5506CFF414445BA38, 2C2F3D501830B5752E6EESBSE888CA8755D82F7C0178FBOFAAB1EEC28C1420A0 ] USBSTOR
C:\Windows\System32\drivers\USBSTOR.SYS

14:27:24.0574 0x13a8 USBSTOR - ok

14:27:24.0574 0x13a8 [ E9118966B25633115636CB4C123013CE, 262D78329A69103F2FFB63E0D294CC20134579CBF2458F0250BB5E96E4AC1C84 | usbuhci
C:\Windows\System32\drivers\usbuhci.sys

14:27:24.0574 0x13a8 usbuhci - ok

14:27:24.0590 0x13a8 [ 3F6C1AFDEB04C626A4E7A07CCA233EAE, 11285ECE5033883CC8C168F6B5E3A259AF1C447DCAC4205C7CEEF38CE3AE602B ] USBXHCI
C:\Windows\System32\drivers\USBXHCLSYS

14:27:24.0590 0x13a8 USBXHCI - ok

14:27:24.0605 0x13a8 [ 24AA81EE933EFED464AFA752D3B77AF3, 33A6564A2803C084F0EC228CB93FB546628C139787B1BA4C644F1854B8F606C9 ] UserDataSvc
C:\Windows\System32\userdataservice.dll

14:27:24.0621 0x13a8 UserDataSvc - ok

14:27:24.0637 0x13a8 [ 66E62E579DAB466COBEB258EC2651108, FAF559F9EA8BBCC77B665BFD503C385683EE84F28772B245DCFDBEB6A97609E6 | UserManager
C:\Windows\System32\usermgr.dll

14:27:24.0653 0x13a8 UserManager - ok

14:27:24.0668 0x13a8 [ 8521830A065C48292E8474FD98AC081C, 2D7CB863359071DACE0D48100520ADBAASE0AIFEA6A5076244018D2EDBE43449 | UsoSve
C:\Windows\system32\usosvc.dll

14:27:24.0668 0x13a8 UsoSvc - ok

14:27:24.0668 0x13a8 [ 06275C2089FFBF992082891A626CCE13, 11B8411EF109BD48315FD02D6506DCD5587033BAD6CAB293CD395BB746FE973F ] VacSve C:\Windows\System32\vac.dll
14:27:24.0684 0x13a8 VacSvc - ok

14:27:24.0684 0x13a8 [ B4DE3D04AE3C71E67236B841BEADEB74, 8567CDBA80952B2B7AF647B9D2630FE12B73E87517498BCCDCC27EC1ED6E1545 | VaultSve
C:\Windows\system32\Isass.exe

14:27:24.0684 0x13a8 VaultSvc - ok

14:27:24.0684 0x13a8 [ A9174198115873F31CE569EF29F553B9, 1A6FD5ECIE4BF40296867C0E3BFB09E5843FE541BC2B9C27D5AFBCF4EC683761 | VBoxGuest
C:\Windows\system32\DRIVERS\VBoxGuest.sys

14:27:24.0699 0x13a8 VBoxGuest - ok

14:27:24.0699 0x13a8 [ BC67D23222C1EBA8BBC65BEODAF4683AB, 56744551C56637C3C6D57E5A8EED5C43823C9466D514719359CD2808C64D5969 ] VBoxMouse
C:\Windows\system32\DRIVERS\V] 3%

14:27:24.0699 0x13a8 VBoxMouse - ok

14:27:24.0715 0x13a8 [ 3A0355E0EDF718ACES8DESAE084655099, E1520A22AE1203A0AB8083FE2ECF42BA8A327EEA469CCCOE09CCF066D5C47615 | VBoxService
C:\Windows\System32\VBoxService.exe

14:27:24.0715 0x13a8 VBoxService - ok

14:27:24.0731 0x13a8 [ BCCO4D8DB36BBAF6BE11ECF8438E5A82, C337F9ACD1844B9929929810C890BDC7EAACB8C6D659EC51C1E588299B6CE7AD | VBoxSF
C:\Windows\System32\drivers\VBoxSF.sys

14:27:24.0731 0x13a8 VBoxSF - ok

14:27:24.0731 0x13a8 [ A637CEADAF21CAC624E9BC7F5FAB5A65, FO4FE7C6136511876B9181EFFIECFF2386089B60BD7C911E8642505EFDA83918 | VBoxWddm
C:\Windows\System32\drivers\VBoxWddm.sys

14:27:24.0746 0x13a8 VBoxWddm - ok

14:27:24.0746 0x13a8 [ 661233B58190B487682839F1559A7962, 2BE132106C26A9073B6E9CB646E6A2C003558B8924EDOBDC3A0533FCIBE03BF4 | vdrvroot
C:\Windows\system32\drivers\vdrvroot.sys

14:27:24.0746 0x13a8 vdrvroot - ok

14:27:24.0746 0x13a8 [ 14EC80399610295EE3F6FDDF82DDD5F9, 033F069224F65753E9EC006DBB6961824389911B7B0D679F85B2E33D4B6479DD | vds C:\Windows\System32\vds.exe
14:27:24.0762 0x13a8 vds - ok

14:27:24.0762 0x13a8 [ 46684A95E908F0A6A2355AA46A3B2A77, A25DFDA0572EF014905619DF21427518EA5C01CFB13B9927ADA305B29DBBFEFE ] VerifierExt
C:\Windows\system32\drivers\VerifierExt.sys

14:27:24.0777 0x13a8 VerifierExt - ok

14:27:24.0777 0x13a8 [ 90C461B1A0C4B06C9C8DB684FB46C6BA, AABEO4AE64E47151E390488CDADAOC6E23DF0D36099743612EC82FA4E39FFAOC | vhdmp
C:\Windows\System32\drivers\vhdmp.sys

14:27:24.0793 0x13a8 vhdmp - ok

14:27:24.0793 0x13a8 [ 7F2F04A354582D3D34F5B2B4EFF07189, 98188182D328414832D06E957601A997AD2B2B0F088B089181EDESFABOAF733C | vhf
C:\Windows\System32\drivers\vhf.sys

14:27:24.0793 0x13a8 vhf- ok

14:27:24.0809 0x13a8 [ EFO6FE7572AAEBF458C5B35FE71667FC, 0387D04478F267642AF7C38878861A2A3E6C04AD1A5467DE6160577349CB3D13 | Vid
C:\Windows\System32\drivers\Vid.sys

14:27:24.0809 0x13a8 Vid - ok

14:27:24.0809 0x13a8 [ B37F0BF662BB504F0A9C247F24C281AD, 6281D573D9AD9AA204778C3823737726E882B17657B23CF5458C012FF7990E52 | VirtualRender
C:\Windows\System32\DriverStore\FileRepository\vrd.inf_amd64_81fbd405ff2470fc\vrd.sys

14:27:24.0809 0x13a8 VirtualRender - ok

14:27:24.0809 0x13a8 [ 9C99B98210A4562DD98D81C219D00F29, 2CE76C8E69912AFCDF302665904B59232E242F2FEF0253FC872226CF2F432489 | vinbus
C:\Windows\system32\drivers\vmbus.sys

14:27:24.0809 0x13a8 vmbus - ok

14:27:24.0824 0x13a8 [ C29F63BB3B99B3F2030113160A741684, 43DF7A6DD305D1696D28A54E12B75AE041B075E789DB5D0C8DDF250E75585AA1 ] VMBusHID
C:\Windows\System32\drivers\VMBusHID.sys

14:27:24.0824 0x13a8 VMBusHID - ok

14:27:24.0824 0x13a8 [ ESBB075B6B5A1DA3C3F48CASDFF54E77, E13E8F9523F51F976084561C9D0A843CAF550FA233521FF13FFE1C5634CA6472 | vingid
C:\Windows\System32\drivers\vmgid.sys

14:27:24.0824 0x13a8 vmgid - ok

14:27:24.0824 0x13a8 [ 6ADE603113ED6E38192ECOFECA9B6015, E01415741007D86927849516A0E853F210935C57A0144FBIB19E5D407401CB22 | vmicguestinterface
C:\Windows\System32\icsvc.dll

14:27:24.0824 0x13a8 vmicguestinterface - ok

14:27:24.0840 0x13a8 [ 6ADE603113ED6E38192ECOFECA9B6015, E01415741007D86927849516A0E853F210935C57A0144FBIB19E5D407401CB22 ] vmicheartbeat
C:\Windows\System32\icsvc.dll

14:27:24.0840 0x13a8 vmicheartbeat - ok

14:27:24.0840 0x13a8 [ 6ADE603113ED6E38192ECOFECA9B6015, E01415741007D86927849516A0E853F210935C57A0144FB9B19E5D407401CB22 | vmickvpexchange
C:\Windows\System32\icsvc.dll

14:27:24.0840 0x13a8 vmickvpexchange - ok

14:27:24.0856 0x13a8 [ 2D46BF6B72540A881F80C5DFCCDE64DE, 112E0BF9B61FEC83978DC7FBC269B83A81520A4BFD944EE0C19878B922BF3006 | vmicrdv
C:\Windows\System32\icsvcext.dll

14:27:24.0856 0x13a8 vmicrdv - ok

14:27:24.0856 0x13a8 [ 6ADE603113ED6E38192ECOFECA9B6015, E01415741007D86927849516A0E853F210935C57A0144FB9B19E5D407401CB22 ] vmicshutdown
C:\Windows\System32\icsvc.dll

14:27:24.0856 0x13a8 vmicshutdown - ok

14:27:24.0872 0x13a8 [ 6ADE603113ED6E38192ECOFECA9B6015, E01415741007D86927849516A0E853F210935C57A0144FB9B19E5D407401CB22 | vmictimesync
C:\Windows\System32\icsvc.dll

14:27:24.0872 0x13a8 vmictimesync - ok

14:27:24.0872 0x13a8 [ 6ADE603113ED6E38192ECOFECA9B6015, E01415741007D86927849516A0E853F210935C57A0144FB9B19E5D407401CB22 | vimicvmsession
C:\Windows\System32\icsvc.dll

14:27:24.0872 0x13a8 vmicvmsession - ok

14:27:24.0887 0x13a8 [ 2D46BF6B72540A881F80C5DFCCDE64DE, 112E0BF9B61FEC83978DC7FBC269B83A81520A4BFD944EE0C19878B922BF3006 | vmicvss
C:\Windows\System32\icsvcext.dll
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14:27:24.0887 0x13a8 vmicvss - ok

14:27:24.0887 0x13a8 [ 07CD0208217041A3BBF176AA9667B1F9, B4D4C39D68901BEOEIF3D0AABE28663B02999AEEDBCC343279BFFOC5BE236510 | volmgr
C:\Windows\system32\drivers\volmgr.sys

14:27:24.0887 0x13a8 volmgr - ok

14:27:24.0887 0x13a8 [ 796F1C83861C02A97571D0EDAB490B70, 71CE8D930AE82C2B2628CBF3BB3AE1A8CF039BD702BDE912D499FCF45332F5A6 | volmgrx
C:\Windows\system32\drivers\volmgrx.sys

14:27:24.0902 0x13a8 volmgrx - ok

14:27:24.0902 0x13a8 [ 0CB8B8D76F858E23339F1EA16B820F19, 3927E0DFA3235C746F42F075A6FF426052197CACE77800EE16FA63C20FE4CCD1 | volsnap
C:\Windows\system32\drivers\volsnap.sys

14:27:24.0902 0x13a8 volsnap - ok

14:27:24.0919 0x13a8 [ 770E710BEA3CCC595EE3703297B40D76, C03E3367B92307993BC169583CB298265FC1C35CF5973EC352C1E08FFCFD1928 | volume
C:\Windows\system32\drivers\volume.sys

14:27:24.0919 0x13a8 volume - ok

14:27:24.0919 0x13a8 [ 94ECF74167F4B837FFB99A135E8FBB7C, 7E901722F7D0D279F36A6A34A901A8CF1FB864F2A6543F8217A39E8895B9DB17 | vpci
C:\Windows\system32\drivers\vpci.sys

14:27:24.0919 0x13a8 vpci - ok

14:27:24.0919 0x13a8 [ 1A4D9FAED669BC42E5A1CD8442729AB2, E70778AF6B0C9709CB8CEF655C6DD8B5A61CC70BFD35A43304C1308EA478C550 | vsmraid
C:\Windows\system32\drivers\vsmraid.sys

14:27:24.0919 0x13a8 vsmraid - ok

14:27:24.0934 0x13a8 [ D2621CE831403E4E00F4A9E721416ACE, FEF32BF8C8094CD680F11E95A21F675DFBA54FA504692A18A8FD060EBBDEBODD | VSS
C:\Windows\system32\vssvc.exe

14:27:24.0950 0x13a8 VSS - ok

14:27:24.0965 0x13a8 [ 6E0092973E35BE6A1FSED5CBDD202036, 33DAF53C81D5BAF9337192A84DF50C108BAE9B8AB58081E2208939CCFF2622F8 ] VSTXRAID
C:\Windows\system32\drivers\vstxraid.sys

14:27:24.0965 0x13a8 VSTXRAID - ok

14:27:24.0965 0x13a8 [ 7BC30ADCCCIBCF2B0A29A320A395EC3B, 373C85F659F07366649697823B4A8B14313F0042A7A04E932429D049D18C7646 | vwifibus
C:\Windows\System32\drivers\vwifibus.sys

14:27:24.0965 0x13a8 vwifibus - ok

14:27:24.0965 0x13a8 [ 8A2CE127139A81B797BFCCCOE82D2ECS, 402BFC58F99C7F375D9C4C10008C4FB03F8909B4DBB5SBEF390F19A9635BB18CE | vwififlt
C:\Windows\system32\drivers\vwififlt.sys

14:27:24.0965 0x13a8 vwififlt - ok

14:27:24.0981 0x13a8 [ EA38357524EE188D7494893A8548B74D, 6D0C5A652A839C53E98749C4B7EA4ACEBE01CIEBCC568E05B4A931AB7AA9FAD1 ] W32Time
C:\Windows\system32\w32time.dll

14:27:24.0981 0x13a8 W32Time - ok

14:27:24.0996 0x13a8 [ 4EASDD0117FFCDAODEBA2172CB063B8B, 166A0DCE27B22274B33CA8C78D0E070858EC0667943082945A7D8DA07EE20E49 | WaaSMedicSve
C:\Windows\System32\WaaSMedicSvc.dll

14:27:24.0996 0x13a8 WaaSMedicSvc - ok

14:27:24.0996 0x13a8 [ 1F16C8283230EF1F1C4E135D1C2C859B, E4F672C7E58490F82F859CAEEDD57D8ABCC31DE62A42A956BEE47113D365BE35 ] WacomPen
C:\Windows\System32\drivers\wacompen.sys

14:27:24.0996 0x13a8 WacomPen - ok

14:27:25.0012 0x13a8 [ A1B1122D66CECE3D95E73E5FF02BFBDB, B347A6C1B50088557BDE3D60F70F5F0326387F3FD169421B016143F27DC1FADS8 | WalletService
C:\Windows\system32\WalletService.dll

14:27:25.0012 0x13a8 WalletService - ok

14:27:25.0012 0x13a8 [ 619FD75FE36AC056352F168A1833DD6B, 6D2A46F13ACD500B5BA377B66326990128A73D23C7EA4AF538EB2507287D355A | wanarp
C:\Windows\system32\DRIVERS\wanarp.sys

14:27:25.0012 0x13a8 wanarp - ok

14:27:25.0012 0x13a8 [ 619FD75FE36AC056352F168A1833DD6B, 6D2A46F13ACD500B5BA377B66326990128A73D23C7EA4AF538EB2507287D355A | wanarpvée
C:\Windows\system32\DRIVERS\wanarp.sys

14:27:25.0012 0x13a8 wanarpvé - ok

14:27:25.0012 0x13a8 [ 8449398F11D49864117105679B539816, BFD3BIC72066D6A983D062DE72EEF9769339EACBF4E0D303B9E12343CIDSDE6C | Warp]ITSve
C:\Windows\System32\Windows.WARP.JITService.dll

14:27:25.0028 0x13a8 Warp]ITSvc - ok

14:27:25.0043 0x13a8 [ EED1A99613EF7E62EB2742553469901D, 0904BD67CFBF11BC08CB283D1646676A16A388CCOE0A2184472C751EF6539485 ] wbengine
C:\Windows\system32\wbengine.exe

14:27:25.0058 0x13a8 wbengine - ok

14:27:25.0058 0x13a8 [ 503C023023A3D43781CBEC7F62504901, 1F224685D26DAF36BD9403D37E1993EEE45315B958B50D652B70D6708134EBAF ] WhioSrve
C:\Windows\System32\wbiosrvc.dll

14:27:25.0074 0x13a8 WhioSrvc - ok

14:27:25.0074 0x13a8 [ 3EF2A983E2AA64F9288B325D94FD404D, C6D712709A7AAFAC6765CED965690C1DE59F5192DF34D8119F78E9EC60AF6FC2 | wifs
C:\Windows\system32\drivers\wcifs.sys

14:27:25.0074 0x13a8 wrcifs - ok

14:27:25.0090 0x13a8 [ 04A9A5C44DC5064533BC386DED490E49, 3BA6B959DB689142C85706B988FC08A1516BBC480CC4C41B1279F3048E61B84B | Wemsve
C:\Windows\System32\wcmsvc.dll

14:27:25.0106 0x13a8 Wemsve - ok

14:27:25.0106 0x13a8 [ 67F75D52843E8B585B57F7A620A7AF00, F89B752C9C6199026D26390DB1BC8F2CFB7D656AB2DD1697F764B442B21B96FS5 | wencsve
C:\Windows\System32\wcncsve.dll

14:27:25.0121 0x13a8 wencsvc - ok

14:27:25.0121 0x13a8 [ 72140DB17B445DE60E6EAEC4C3634535, 46016919A7A42CE274B410808EBD3E90DFCAB8215F5E6ADEA62E250D5FD316C1 | wenfs
C:\Windows\system32\drivers\wcnfs.sys

14:27:25.0121 0x13a8 wenfs - ok

14:27:25.0121 0x13a8 WdBoot - ok

14:27:25.0137 0x13a8 [ D52DDDD034B11F48B3CDFB0313381417, 8110E24D2CFCB29A74715D8C27A72B0BAF5293E3280E5C90EF905BA105745A31 1 Wdf01000
C:\Windows\system32\drivers\Wdf01000.sys

14:27:25.0137 0x13a8 Wdf01000 - ok

14:27:25.0137 0x13a8 WdFilter - ok

14:27:25.0137 0x13a8 [ BB37AF6E45E0F69222E057A74B4AFE1E, 4662064205BECODB7B10F1412E0A09AG6ESE3B16DE443AEF7F79ACA3ACE24A51D | WdiServiceHost
C:\Windows\system32\wdi.dll

14:27:25.0152 0x13a8 WdiServiceHost - ok

14:27:25.0152 0x13a8 [ BB37AF6E45E0F69222E057A74B4AFE1E, 4662064205BECODB7B10F1412E0A09A6ESE3B16DE443AEF7F79ACA3ACE24A51D ] WdiSystemHost
C:\Windows\system32\wdi.dll

14:27:25.0152 0x13a8 WdiSystemHost - ok

14:27:25.0168 0x13a8 [ E1496DE5778D3B97F632E42B7DE503B3, D227F604C76DD932962B1FA454C10A9499883CCFB71AD22ACD0D65396E2101B4 | wdiwifi
C:\Windows\system32\DRIVERS\wdiwifi.sys

14:27:25.0168 0x13a8 wdiwifi - ok

14:27:25.0168 0x13a8 [ A6C92A5F2982EBB8788E0690C19048C4, 85C54A99DD43DC1FAC7FD2A31288CEC7501F795DESFA86857790F4CCD5AF7C18 | WdmCompanionFilter
C:\Windows\system32\drivers\WdmCompanionFilter.sys

14:27:25.0168 0x13a8 WdmCompanionFilter - ok

14:27:25.0185 0x13a8 WdNisDrv - ok

14:27:25.0185 0x13a8 WdNisSvc - ok

14:27:25.0185 0x13a8 [ 16A87010C08B70315523A393A4A55A3E, 8C6414E0EE518B2FFB4859E178C168BBE2CC5DCA11D23B1A6BIDIDF636C51DD7 ] WebClient
C:\Windows\System32\webcInt.dll

14:27:25.0185 0x13a8 WebClient - ok

14:27:25.0231 0x13a8 [ 8875798C97BBAEAB26FC5785F9F87FD3, BC1335C94CF36AE621144B096EE9B4ED1787ECBOFDOCCOE8939AFE13266D3B4B | Wecsve
C:\Windows\system32\wecsvc.dll

14:27:25.0246 0x13a8 Wecsvc - ok

14:27:25.0246 0x13a8 [ CBA85827716DE89106F8E4AD7430620C, EF2FEAD68FE003DAC52BC2098962F397DF80B7DCD79A8F45012A050C7C0E2DB1 ] WEPHOSTSVC
C:\Windows\system32\wephostsvc.dll

14:27:25.0246 0x13a8 WEPHOSTSVC - ok

14:27:25.0246 0x13a8 [ 3998B8FA3D5B2EC29CF75BAF97CCEF80, AA61BADCOBD3ED41AE343F26216BEDDF66148F2C6FE2EDC837725CA3E01B9AS52 | wercplsupport
C:\Windows\System32\wercplsupport.dll

14:27:25.0246 0x13a8 wercplsupport - ok

14:27:25.0262 0x13a8 [ AEE1F99DB06B3A325673DA3A72443FD0, 6808CE26F95048BF1EC064FBBDECBOADD7576C906FB39F04E9A4A334E2C88A8D | WerSvc
C:\Windows\System32\WerSvc.dll

14:27:25.0262 0x13a8 WerSvc - ok

14:27:25.0262 0x13a8 [ 3A6954FC9A9A01F56B64D8DF7CF11005, 0100B3F2D4EC4D7F6E7F092D817AE4B970C06F6B5B625B543FE2B57870A0DE20 ] WFDSConMgrSve
C:\Windows\System32\wfdsconmgrsvc.dll

14:27:25.0277 0x13a8 WFDSConMgrSvc - ok

14:27:25.0277 0x13a8 [ 6D7A8D1ACA3742EBAF98439D68A8DDSE, 14D3415A78C9ESDFDEAF2F624FA19E2FE80D64D4B91F8BDFC10B785CE27949CC | WFPLWFS
C:\Windows\system32\drivers\wfplwfs.sys

14:27:25.0277 0x13a8 WFPLWFS - ok

14:27:25.0277 0x13a8 [ 6FOF2D9DIBF7604CD94CESB7B0A4814F, FDAAEBCEA9F87D56283D2B96088FA77CF31D0EE1B686350CFF406492AB4CFOFD | WiaRpc
C:\Windows\System32\wiarpc.dll

14:27:25.0293 0x13a8 WiaRpc - ok
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14:27:25.0293 0x13a8 [ BSOE80B21F08D8C530AFBB537B436BAB, F61B63E6F2881BC57B0978ACI9B58CBIF0875F30D1ABE6DD1E17E6B310F358E9 ] WIMMount
C:\Windows\system32\drivers\wimmount.sys
14:27:25.0293 0x13a8 WIMMount - ok
14 5.0340 0x13a8 WinDefend - ok
14:27:25.0340 0x13a8 [ B434A84F46C70F4E67B70ED70F024B7F, 64EEB8093BA2590E83D83C5AF7C2A025B88AF5681143BCA83671104266FEEA99 | WindowsTrustedRT
C:\Windows\system32\drivers\WindowsTrustedRT.sys

7:25.0340 0x13a8 WindowsTrustedRT - ok
:27:25.0340 0x13a8 [ 982774B74EE1419D641CEB66E394A4BA, 090C4CE6B76B3904B5AE73E4F1EEBCE619194C358874D7584537012F954C54BE | WindowsTrustedRTProxy
C:\Windows\system32\drivers\WindowsTrustedRTProxy.sys
14:27:25.0340 0x13a8 WindowsTrustedRTProxy - ok
14:27:25.0356 0x13a8 [ 6CBF6006F616B4745DB1863B8F80B4C0, DOOECOB07CB280464D8455347609CBD91B2757F437157544D87BEB2B854C3BD2 | WinHttpAutoProxySvc
C:\Windows\system32\winhttp.dll
14:27:25.0371 0x13a8 WinHttpAutoProxySvc - ok
14:27:25.0371 0x13a8 [ 0816C30E3395E667EFFFB92B4EA66A0S, FGAI9E7026AA60A6627680F232AE785EA9CF55FE970708E6E49151F601CC42FEE | WinMad
C:\Windows\System32\drivers\winmad.sys
14:27:25.0371 0x13a8 WinMad - ok
14:27:25.0371 0x13a8 [ 340E0C67A9C7F4A13E4B731A9AC9D142, 7097C578B53D1402D9BI3FB05364E333A59E76530DACC86AAF03A92126BC529A ] Winmgmt
C:\Windows\system32\wbem\WMIsvc.dll
14:27:25.0387 0x13a8 Winmgmt - ok
14:27:25.0387 0x13a8 [ D813A670D81D75E1145A3B3C41A51F02, DC378FC65690EE7E81A51481DFD3011AC13486D956408279F3DE1DD11ED0A245 | WinNat
C:\Windows\system32\drivers\winnat.sys

7:25.0387 0x13a8 WinNat - ok
5.0418 0x13a8 [ 0660BA96E067499FAOA16CCCDFOESBC7, 0C5466160357DE325E242FF28830044AC67323E62080E9272F1DAACOE2134453 ] WinRM
C:\Windows\system32\WsmSvc.dll
14:27:25.0450 0x13a8 WinRM - ok
14:27:25.0450 0x13a8 [ 91D3DC62C6EDDB6554CE14C0E0B4290F, 6F8F89B350FC6BCOD23A50C593F02514854AB7D6CD234D8CBAD4B5DDDD586BA0 ] WINUSB
C:\Windows\System32\drivers\WinUSB.SYS

7:25.0450 0x13a8 WINUSB - ok
:27:25.0450 0x13a8 [ F4C4FD42F8DD657157823DB617CC3A3D, D2ASED039ED83010E0BB4BB1A69F9D142D42BE2C75E56CFCF3F157A735CB688E | WinVerbs
C:\Windows\System32\drivers\winverbs.sys
14:27:25.0450 0x13a8 WinVerbs - ok
14:27:25.0465 0x13a8 [ 85CC170D0432B45697C4BACD11958802, 728F0483F388E347CE009C21354DA306221F932B4089BC5D8C20851C0712B39F | wisve
C:\Windows\system32\flightsettings.dll
14:27:25.0480 0x13a8 wisvc - ok
14:27:25.0496 0x13a8 [ 90FOD507A20105409E76F6877812C2D7, 9491B675525F47B3C32F5E3AC4654E125D1BBD63C05A0BOEDD236F8ESBDEOCD4 | WlanSve
C:\Windows\System32\wlansvc.dll
14:27:25.0528 0x13a8 WlanSvc - ok
14:27:25.0543 0x13a8 [ DSA5C966DDE23DAB79C1F4DFESFC9C96, 48BDBCBAE0A852C6097D6A567B08BBCA062E730FB1024658AD94DE085513FB25 | wlidsve
C:\Windows\system32\wlidsvc.dll
14:27:25.0575 0x13a8 wlidsvc - ok
14:27:25.0606 0x13a8 [ F32810E93D8B73D6B9C1B0D5111FEA4B, 8AB714FE052270125B27BF32CE620EFE7B46D930A4AF00317B74A7153FDAOBCF | wlpasve
C:\Windows\System32\Ipasvc.dll
7:25.0621 0x13a8 wlpasvc - ok
5.0637 0x13a8 [ 0050CCCF22E55499B638058D65AAE2EE, 8BF4F834AACCFBDE6341A10434A6676072DF58FF1557FE21D7E5735FEBACAAOC ] WManSvc
C:\Windows\system32\Windo Service.dll

7:25.0637 0x13a8 WManSvc - ok
14:27:25.0637 0x13a8 [ E4F25E6E790747073A09F9F8C997889C, 98455DD24AE076A2413EA599F83E0894F608C335F3FF2F3624A17E8EAF3B3C42 ] WmiAcpi
C:\Windows\System32\drivers\wmiacpi.sys
7:25.0637 0x13a8 WmiAcpi - ok
:27:25.0652 0x13a8 [ FD9A490AF8BAD2193AA2BE680665BB33, EDBAOB7F9995567A76AF23F1685301A8B692E4DF699522C1C79EBEBFC912AFF3 | wmiApSrv
C:\Windows\system32\wbem\WmiApSrv.exe
14:27:25.0652 0x13a8 wmiApSrv - ok
5.0699 0x13a8 WMPNetworkSvc - ok
14:27:25.0699 0x13a8 [ 36407D449333DBF64DE6939BD0991BEC, 1901652C578590023F3F0E2336B3D0CD863A3354B78DBD8A6D6BEOCA7D512AF8 | Wof
C:\Windows\system32\drivers\Wof.sys

7:25.0699 0x13a8 Wof - ok
:27:25.0731 0x13a8 [ 0B78B5F4021127C9A2C479E9240D0724, 5A3D13080059F9F426CC744AFBA41E352F6FD4E024A7559F2DD4D80F425B6789 | workfolderssve
C:\Windows\system32\workfolderssvc.dll
14:27:25.0746 0x13a8 workfolderssvc - ok
14:27:25.0778 0x13a8 [ EBD341786686DA18EDIF5B8529B5278E, 31892DF9293701D48A353568562E78327960A3538D40691DEAE105AB95A3B9F1 ] WpcMonSve
C:\Windows\System32\WpcDesktopMonSvc.dll
14:27:25.0794 0x13a8 WpcMonSvc - ok
14:27:25.0824 0x13a8 [ D5613AD516CEC2BDD5BF057036CA4331, 9D2A59564544914F9DE896407375D8EE6E3828A17E8D42FA35B576A4F4BD43DD | WPDBusEnum
C:\Windows\system32\wpdbusenum.dll
14:27:25.0824 0x13a8 WPDBusEnum - ok
14:27:25.0824 0x13a8 [ 024924C9E79F51560B9133EEAB866BBF, F4D464BC02C7BI6EF72AA9229A99A1AD32F56390F97972C33525EF0D85304261 | WpdUpFltr
C:\Windows\system32\drivers\WpdUpFltr.sys
14:27:25.0824 0x13a8 WpdUpFltr - ok
14:27:25.0840 0x13a8 [ B8C8527ACD90CF1488D89925B535DB54, 3DA7A75B6C0E8318DD52A41C89FF82AFA1D688A1B640B34DD169BDECEF2183B3 | WpnService
C:\Windows\system32\WpnService.dll
7:25.0840 0x13a8 WpnService - ok
5.0840 0x13a8 [ 31778E964AFE30D5997B2242A56CBFD3, 6ADF456D41C899B86842B60CB226D98020D311AE26D2F805280C2957CE2B6497 ] WpnUserService
C:\Windows\System32\WpnUserService.dll
14:27:25.0840 0x13a8 WpnUserService - ok
14:27:25.0840 0x13a8 [ 2B98DFC181823C8D8AA39C4CC577DE3E, DAFF7CE8868299AF5EFA844C2E1F84B7EE7E498B1AFF16965CE41C2E75B2F4E4 | ws2ifs]
C:\Windows\system32\drivers\ws2ifsl.sys

7:25.0840 0x13a8 ws2ifsl - ok
:27:25.0855 0x13a8 [ E3903AD613F970DD57326A714B84123D, FOBC75C7F40D57E4CDED86AF5A4EED6CD253FB7257FD30BA71D62402DDDF68F9 | wscsve
C:\Windows\System32\wscsvc.dll
14:27:25.0855 0x13a8 wscsvc - ok
5.0855 0x13a8 WSearch - ok
14:27:25.0887 0x13a8 [ C8DC00685F50001CF67A32A97A997C9A, 820914BBB4C3736C5D8FEA2FB44DDA87708EDADSBCAED02F63DA095CACSFE46E | wuauserv
C:\Windows\system32\wuaueng.dll

7:25.0918 0x13a8 wuauserv - ok
:27:25.0933 0x13a8 [ AD4E4FFF4754A8320CBC3976BED0960A, B733E6B1BBC6D7E862F2C53D6CFB45A0D8625B4CA32D6D17D3010FACSE90B4CC | WudfPf
C:\Windows\system32\drivers\WudfPf.sys
14:27:25.0933 0x13a8 WudfPf - ok
14:27:25.0933 0x13a8 [ B670768AB4859D3B97EA9FCDD7CA2ET7F, 346B0550D8927D5ED777096E03DAFA6EA96F50556F65E9252DE94ACA15C28657 | WUDFRA
C:\Windows\System32\drivers\WUDFRd.sys
14:27:25.0933 0x13a8 WUDFRd - ok
14:27:25.0949 0x13a8 [ SEE1C6B162FC7D57816A8AACF9564D0B, 3342A7DDA9127F899945FCA78A0D070A8D3EB68C76599F400F32349269E06EBS | WwanSve
C:\Windows\System32\wwansvc.dll
14:27:25.0965 0x13a8 WwanSvc - ok
14:27:25.0981 0x13a8 [ AF736AF74B1C59C459D0A4FFB1E3906E, 104FE6AB7BD113CE39E382EF75DBAF7737B16649D90C3C27329951D1C4C1E10F | XblAuthManager
C:\Windows\System32\XblAuthManager.dll
14:27:25.0996 0x13a8 XblAuthManager - ok
14:27:26.0043 0x13a8 [ 6FF45F14C377307A291CF6F30AFBDD62, 26213B5D107DA99EOE1C8254FCEEA35DCE819632E5CE4C6D06DE601E7B0153D3 ] XblGameSave
C:\Windows\System32\XblGameSave.dll

7:26.0059 0x13a8 XblGameSave - ok
6.0059 0x13a8 [ 0211FCAC8F3F73D6B6AD08B7DEAA4333, E1F172C42FBO8EESE5A4F60CD7CC65A3E6F73CC199B4086024386467737A311C | xboxgip
C:\Windows\System32\drivers\xboxgip.sys
14:27:26.0074 0x13a8 xboxgip - ok
14:27:26.0074 0x13a8 [ 07FF7BC9D6419AAD15123B52F6D3AD41, 974F3FA563A97427F966F216D3C704EE5958B90FCBOFBF1082E3379972F4D36E | XboxGipSve
C:\Windows\System32\XboxGipSvc.dll
7:26.0074 0x13a8 XboxGipSvc - ok
:27:26.0090 0x13a8 [ 1ACBD3F4A891E19D365FA11528A27621, 320E1FFA692AA0BBDD35F500994F443B74C7CD6C58A400BB1ECA04FA85BC6021 | XboxNetApiSve
C:\Windows\system32\XboxNetApiSvc.dll
14:27:26.0106 0x13a8 XboxNetApiSvc - ok
14:27:26.0137 0x13a8 [ 1BDE4DFE545AB7A315EA2BCDFECACC13, 1F33E8881CA34076CE599E9B707F33C6C1874312D1A08411EF3EEFA8A7FA134F | xinputhid
C:\Windows\System32\drivers\xinputhid.sys
14:27:26.0137 0x13a8 xinputhid - ok
6.0137 0x13a8 Scan global
6.0152 0x13a8 [ 019FC80D9AFCDEOE3CC39C8B3BC908B1, BA2202CC20A6BEB37544000DBB6B59232280A7CCCAC42B1B5416A6DEA1BI465D | C:\Windows\system32\basesrv.dll
:26.0152 0x13a8 [ 19979E1729CFAOE56EB4CCCB198DFDO5, 7F2A683F28877562409D810946DDCA2F069715CDFB249602251DFA50065FFF7A | C:\Windows\system32\winsrv.dll
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14:27:26.0152 0x13a8 [ E7CA6090092F0DF1639E87268FBD8419, 2FOA00B5FAD1ED02BF01911A412CE391AEAAFO0F2ECA4AE0C12A7620F403BE23 | C:\Windows\system32\sxssrv.dll

6.0169 0x13a8 [ F26F9B26E933078756832B864EB627B7, F016360C75E8250AF691929082BA2066078FBA4E84EAC3D496E4EDAIAOBGEC62 | C:\Windows\system32\services.exe

6.0169 0x13a8 [ Global ] - ok

14 6.0169 0x13a8 Scan MBR

14:27:26.0169 0x13a8 [ A36C5E4F47E84449FF07ED3517B43A31 ] \Device\Harddisk0\DRO

26.0262 0x13a8 \Device\Harddisk0O\DRO - ok

6.0262 0x13a8 Scan VBR

6.0262 0x13a8 [ 8C050AB6978DBBF6C678CIEDA72E914D ] \Device\Harddisk0\DRO\Partition1

6.0262 0x13a8 \Device\HarddiskO\DRO\Partition1 - ok

6.0262 0x13a8 ==: = Scan active images
4:27:26.0262 0x13a8 Scan generic autorus

14:27:26.0278 0x13a8 [ 783C99AFD4C2AE6950FA5694389D2CFA, 570B37A7A3FFDAFCCECCC33CBC1968FEB857B73CA3CB4DFFEDC2E67E9ABD0878 |

C:\Windows\system32\SecurityHealthSystray.exe

7:26.0278 0x13a8 SecurityHealth - ok

6.0278 0x13a8 [ 1F4F474A7E4E45C5C0498F089E63BB11, 23397D279C959054CF79BD16EBCD3EBD87D3C2473DEIDEDEOC289ED332A64707 ] C:\Windows\system32\VBoxTray.exe

6.0294 0x13a8 VBoxTray - ok

6.0309 0x13a8 OneDriveSetup - ok

6.0309 0x13a8 OneDriveSetup - ok

14:27:26.0309 0x13a8 OneDrive - ok

14:27:26.0325 0x13a8 [ 3FA9AE698A600FF3422995504CD088C4, ABE1533F87AC5273F908FBB67EDB786F231FCAE44B49DDSE6CEB3C777C1F01A9 ]

C:\Users\vboxuser\AppData\Local\Microsoft\EdgeUpdate\1.3.181.5\MicrosoftEdgeUpdateCore.exe

7:26.0325 0x13a8 Microsoft Edge Update - ok

6.0356 0x13a8 [ D5174A0327DD4AD65F24959049C7113D, 68455B27EDDB80B636127783478F0014AEB80ABE98D788C37F18B342AE15BE27 | C:\Program Files

(x86)\Microsoft\Edge\Application\msedge.exe

14:27:26.0387 0x13a8 MicrosoftEdgeAutoLaunch_181C8C6F62941D485E9DA88A14DF8CD?2 - ok

14:27:26.0387 0x13a8 Waiting for KSN requests completion. In queue: 267

27.0434 0x13a8 AV detected via SS2: Windows Defender, windowsdefender:// ( ), 0x61100 ( enabled : updated )

7.0434 0x13a8 Win FW state via NFP2: enabled ( trusted )

7.0497 0x13a8

7.0497 0x13a8 Scan finished

7.0497 0x13a8

8.0027 0x1030 Deinitialize success

2023-11-07 14:27:28,04 Done.

2023-11-07 14:27:28,04 Launch job 'Purge oldest Shadow Copy set (Win7 and up)'...

2023-11-07 14:27:30,69 Done.

2023-11-07 14:27:30,69 Reducing max allowed System Restore space to 7% of disk...

Operace byla dokoncena Lspesne.

Operace byla dokoncena Lspesne.

2023-11-07 14:27:30,71 Done.

2023-11-07 14:27:30,71 stage_0_prep complete.

2023-11-07 14:27:30,71 stage_1_tempclean begin...

2023-11-07 14:27:30,73 Launch job 'Clear CryptNet SSL certificate cache...

https://oneclient.sfx.ms/Win/Prod/4879ac1d41b6a4bd24625a6d319fcf11a409fa00.xml?OneDriveUpdate=b9f7fc77d339862bab6c54c3cb2a

https://oneclient.sfx.ms/Win/Prod/4879ac1d41b6a4bd24625a6d319fcf11a409fa00.xml?OneDriveUpdate=c266690a439882b51ca8f31dc8

https://oneclient.sfx.ms/Win/Prod/4879ac1d41b6a4bd24625a6d319fcf11a409fa00.xml?OneDriveUpdate=50eeed2aa6bcc8bbea6c8992870d5

https://download5.operacdn.com/ftp/pub/opera/desktop/104.0.4944.36 /win/Opera_104.0.4944.36_Autoupdate_x64.exe

https://downloads. dn.com/ftp/pub/.assi 103.0.4928.25/Assistant_103.0.4928.25_Setup.exe
https://features.opera-api2.com/api/v2/features?country=CZ&language=cs&uuid=7967623a-9d2b-4072-b94 b38e6ff7d2&product= 1 ble&version=104.0.4944.36
https://features.opera-api2.com/api/v2/features?country=CZ&I uuid=2ffa771d 8-40bc-a4e7- bd49a16da3dc&product—&channe] Sbable&verslon—104 0.4944.36
https://features.opera-api2.com/api/v2/features?country=CZ&language=cs&uuid=61fc426d-50cb-4ae7-afcf-2b80f29ff2c1&product=&ch: ion=104.0.4944.36

https://features.opera-api2.com/api/v2/features?country=CZ&language=cs&uuid=7d08646c-8953-48d2-ab92-37505d2acbe3&product=&channel=Stable&version=104.0.4944.36
https://addons-extensions.operacdn.com/media/direct/90/287790/6e46db723146bd6bb16114a78a7f3ed7.crx

https://api.msn.com/v1/News/Feed/Windows?apikey=qrUeHGGYvVowZJuHA3XaHOuUvg1Z]0GUZnXk 'F&ocid=wind d hell-feeds&osLocale=cs-
CZ&CheckEnable=true&activityld=5E5D829C-885E-4907-8E8A-02ED38CDOACO&user=m-! 5Gabb202c01c4327997385e9e6e74c83
https://api.msn.com/v1/News/Feed/Windows?apikey=qrUeHGGYvVowZ]JuHA3XaHOuUvg1Z]0GUZnXk3mxxPF&ocid feed. Locale=cs-
CZ&CheckEnable=true&activityld=684B3DA8-77EC-4CEB-9B08-6D10D6F181D7&user=m- 3c733b91154d4d34b8f4da13005d5f0d
https://api.msn.com/v1/News/Feed/Windows?apikey=qrUeHGGYvVowZ]JuHA3XaHOuUvg1Z]0GUZnXk3mxxPF&ocid=wind feed. Locale=cs-

CZ&CheckEnable=true&activityld=C27CA761-929C-416B-8F76-E6876127ED56&user=m-e428ff5e304d4929ab6cb43ab48ab3bd

Cookie:vboxuser@live.com/

Cookie:vboxuser@msn.com/

Cookie:vboxuser@api.msn.com/

Visited: vboxuser@file:///C:/Users/vboxuser/Desktop/MBReport.txt

Visited: vboxuser@file:///C:/logs/tron/tron.log

Visited: vboxuser@file:///C:/logs/tron/summary_logs/tron_removed_programs.txt

Visited: vboxuser@file:///C:/logs/tron/summary_logs/tron_removed_files.txt

Visited: vboxuser@file:///C:/Users/vboxuser/AppData/Local/Programs/Opera

WinINet Cache entries deleted: 21

http://x.ss2.us/x.cer

http://www.microsoft.com/pkiops/crl/Microsoft%20ID%20Verified%20CS%20A0C%20CA%2001.crl
http://www.microsoft.com/pkiops/crl/Microsoft%20Time-Stamp%20PCA%202010(1).crl
http://ocsp.globalsign.com/rootr1/ME4wTDBKMEgwRjA]BgUrDgMCGgUABBS3V7W2nAf4FiMTjpD]Kg6%2BMgGqMQQUYHtmGKkUNI8qJUC99BM00qP%2F8%2F UsCDQHuXxad%2F5c1K2R11mo%3D
http://crlmicrosoft.com/pki/crl/products/MicCodSigPCA_2010-07-06.crl
http://ocsp.digicert.com/MFEwTzBNMEswSTAJBgUrDgMCGgUABBQrHR6YzPN2BNbByLOVoiTIBBMAOAQUCrwIKReMpTlteg70M8cus%2B37w30CEAKWPImkY2sM4YOQWNg21JM%3D
http://ctldl.windowsupdate.com/msdownload/update/v3/static/trustedr/en/disallowedcertstl.cab
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBT3xL4LQLXDRDMIP665TW442vrsUQQUReuir%2FSSy4IxLVGLp6chnfNtyABCEA6bGI750C3n79tQ4ghAGF0%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTAJBgUrDgMCGgUABBTBLOV27RVZ7LBduom%2FnYB45SPUEWQUS5Z1ZMIJHWMys%2BghUNoZ70rUETfACEA03h2ReX7SMIk79G%2B0UDDw%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBSAUQYBMg2awn1Rh6Doh%2FsBYgFV7gQUAI5QNVbRTLm8KPiGxvDI7I90VUCEA0nX%2BcE 1u7LI9XNWO0saTgQ%3D
http://oneocsp.microsoft.com/ocsp/MFQwWUjBQME4wTDA]BgUrDgMCGgUABBTDHsfuqfubd3pihvq4mgQVWgHWNwQUyH7SaoUqG80ZmAQH]89QEE90qKICEZMAAAAHh6MO003uljhwAAAAAAACY%3
D

http://ctldl.windowsupdate.com/msdownload/update /v3/static/trustedr/en/authrootstl.cab
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBQ500tx%2Fh0Zt1%2Bz8SiPI7wEWVXDIQQUTiJUIBiV5uNu5g%2F6%2BrkS7QYXjzkCEAxq6Xz01ZmDhpCgCp6IMhQ%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBQ500tx%2Fh0Zt1%2Bz8SiPI7wEWVXDIQQUTiJUIBiV5uNu5g%2F6%2BrkS7QYXjzkCEA17 7el9ggmWeljjG4vdGL0%3D
http://oneocsp.microsoft.com/ocsp/MFQwUjBQME4wTDA]BgUrDgMCGgUABBTOQYLFSESGO%2FpaRViYu7d9gZEbQAQU2UEpsA8PY2zvadf1zSmepEhgMOYCEZMAAAAHN4xbodIbiNQAAAAAAACY
3D

http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBSRXerFOeFeSWRripTgTkcJWMm7iQQUaDfg67Y7%2BF8Rhvv%2BYXsliGXOTKICEAROeQCVRZszqCQCpEIZGVE%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBSRXerF0eFeSWRripTgTkc]JWMm7iQQUaDfg67Y7%2BF8Rhvv%2BYXsliGX0TkICEAowleDPMFmFwVZmGNshK9¢%3D
http://oneocsp.microsoft. com/ocsp/MFQwU]EQME4wTDA]BgUngMCGgUAEBRBq81UG1MnDOVNqufOSSE76]uZwQUGIPEM9fcnwycdpoKptTfhéZeW04CE7MAACowMwDng)3gIQAAAAAKJA%3D

http://ocsp.globalsign.com, ingrootr45/MFEwTzBNMEswSTAJBgUrDgMCGgUABBQVFZP5vqhCrtRNSSWf40Rn6NM 11AQUHWC%2FR0AK%2FHg5t6W 0Q9IWULVOIjsCEHeIDgOhtwj4VKsGeh
DZBEc%3D

http://ocsp.globalsign.com/gsgccr45codesignca2020/ MEOWSzB]MEcwRTA]BgUrDgMCGgUABBTLUA3ygnKW%2F7xuSx%2F09F%2BhHVUEUQQU2rONwCSQo2t30wygWd0hZ2R2C3gCDFZND7mML
NACIZY02Q%3D%3D

http://ocsp.globalsign.com/rootr3/MFEwTzBNMEswSTA]BgUrDgMCGgUABBT1nGh%2F]BjWKnkPdZIzB1bgheHBwQUj%2FBLf6guRSSUTVD6Y5qL3uLdG7w CEHgDGEFclpBz28Bu060qVQU%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTAJBgUrDgMCGgUABBSAUQYBMq2awn1Rh6Doh%2FsBYgFV7gQUA9SQNVbRTLmSKPiGxvDI7I90VUCEAbY2QTVWENG900vp1QifsQ%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBSAUQYBMq2awn1Rh6Doh%2FsBYgFV7gQUA95QNVbRTLIM8KPiGxvDI7I90VUCEAfy81yHqHeveu%2FpR5k1]b0%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBTfls%2BLiDtGwQO9XEB1Yeq%2BtX%2BBgQQU7Nfjgt/xXWRM3y5nP%2Be6mK4cDO8CEAitQLJg0pxMn17Ngb2Trtk%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTA]BgUrDgMCGgUABBQ500tx%2Fh0Zt1%2Bz8SiPI7wEWVxDIQQUTiJUIBiV5uNu5g%2F6%2BrkS7QYXjzkCEA77fIR%2B3w%2FxBpruV2lte6A%3D
http://ocsp.digicert.com/MFEwTzBNMEswSTAJBgUrDgMCGgUABBQ500tx%2Fh0Zt1%2Bz8SiPI7wEWVXDIQQUTiJUIBiV5uNu5g%2F6%2BrkS7QYXjzkCEApD qVCbATUVIZV57HITulA%3D
http://ctldl.windowsupdate.com/msdownload/update/v3/static/trustedr/en/pinrulesstl.cab

WinHttp Cache entries deleted: 27

: -URLCache command FAILED: 0x80070103 (WIN32/HTTP: 259 ERROR_NO_MORE_ITEMS)

CertUtil: Zadna dal$i data nejsou k dispozici.

2023-11-07 14:27:30,77 Done.

2023-11-07 14:27:30,77 Launch job 'Clean Internet Explorer"...

2023-11-07 14:27:31,66 Done.

2023-11-07 14:27:31,66 Launch job 'TempFileCleanup'...

Stamng temp file cleanup

Cleanmg USER temp files...
Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Caches\cversions.1.db
Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Caches\cversions.3.db
Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Caches\{311B3FF8-B905-4D30-88C9-B63C603DA134}.3.ver0x0000000000000001.db
Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379E91F}.3.ver0x000000000000000c.db
Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Caches\{3DA71D5A-20CC-432F-A115-DFE92379E91F}.3.ver0x000000000000000e.db
Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000002.db
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Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000003.db
Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_1280.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_16.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_1920.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_256.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_2560.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_32.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_48.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_768.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_96.db

Deleted file - C:\Users\vboxuser\AppData\Local\Microsoft\Windows\Explorer\iconcache_custom_stream.db
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Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\ud.b36519bf.svg

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\unverified.3e563384.svg

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\warning_circle.f03flac1.svg

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\warning_circle_dark.b4231eac.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\warning_triangle.07b323b5.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\welcome_page_coin_logos.0d4e909e.webp
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\yat.4ca801f0.svg

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\img\icons\icon_512.png

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1292.c5178ec1.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1360.025400ca.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1385.65836de8.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1433.eb7b2a73.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1645.bcbaf41b.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\173.fa037303.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1755.4c5cb5ad.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1758.d3b113e2.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1811.4bf22f5e.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1898.b5668999.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1913.a4b2ecfb.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1941.9¢166280.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\1965.dd2c2447.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\2084.86475033.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\2161.7817011e.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\2201.306fc905.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\2438.24c16d3d.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\246.5114059c.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\2463.940f943d.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\2756.4210856f.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3010.a42dfb40.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3084.7599b224.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3272.34988dea.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3285.e4d9e404.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\332.db7b7740.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3624.f14d66f0.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3679.6f9ac6f7.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3723.e2205fa9.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3855.0940fb02.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\3876.80008ba4.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\4103.7ca837e1.js

Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\4319.7ec1fcc2.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\4404.d23dfdcd.js

Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\4451.2e060230.js
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Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\4564.4643d7f2.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\4800.06dd74ff.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\4853.61da4d96.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5035.0c7847af.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5062.a4cc597d.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5100.05f3071c.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5133.77db4db7.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5257.b6d1dbd4.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5291.ca8ebe18.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5319.f5dab04c.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5371.f5c473a2.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5439.83eb580c.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\5493.310c9191.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6084.ec181a64.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6086.af1a035d.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6192.1eb117b1.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\ 6222.f481d6f0.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6287.b44f1462.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6334.385bc947.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6411.fd98065e.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6434.81d049bf.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6501.a929cb9b.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6662.d26{5c77.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6822.025820c4.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\6827.2cf8af01.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\7058.59c5aac3.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\7227.ff72a521.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\ 7349.0b22f6cd.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\ 7465.59bcc958.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\7566.555cf9b5.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\7584.23bf14e1.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\7662.93265589.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\ 7839.c500e2e9.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\8513.11acab08.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\8599.fb53ee8d.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\8724.1fcd6ee7 js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\8851.307c937e.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\8929.215ed5f3.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\8933.2a9e0471.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\8977.d28bbe76.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9212.d7a52796.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9309.c1c64e05.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9477.290f91ee.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9600.a462bed6.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9702.ea0a3a5b.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9703.2ae4849b.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9857.ff9284dc.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\9858.3bf83207.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\app.83494ebb.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\CRX_INSTALL\js\chunk-vendors.39ed5e34.js
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_1511211183\ CRX_INSTALL\opera-services\cashback.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\web3\dispatcher.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\web3\provider.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\web3\provider.js.LICENSE.txt
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1511211183\CRX_INSTALL\ _locales\en\messages.json
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1627050902\baab8ef4-43b2-4400-8fad-2318903771ba.tmp
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1627050902\ CRX_INSTALL\ history-tags.json
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1627050902\ CRX_INSTALL\main.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1627050902\ CRX_INSTALL\manifest.json
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1627050902\ CRX_INSTALL\startpage_test_function.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_1627050902\CRX_INSTALL\targeted_sd_section.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\9d11db89-3e29-4924-83b3-212a853b885b.tmp
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\0246e88ab3b60542f582.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\046461fc1a778fe43d99.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\Oeebbdfb27d542c486ce.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\119f3e8d7e064a605fa9.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\13a27524bd914f383b14.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\1b3b83dac50be6b9c503.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\ 1e1c0e29b79b49a6ff4d.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\212532323374ae2448ec.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\2b1d5bea6b59d7df7543.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\2d0dbf42750207f78ffa.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\35f1c167ca2db828deac.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\36c7b8b5ca8e5fb1c18c.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\3732873d6bcc644421fa.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\3dcbef40ef1b04e21951.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\44d85d37cal6b0b3a224.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\519414858d6d3c29c8¢7.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\5d1a909f3c0b18e897f0.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\637f22f6137db0081579.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\6e912113b807d9defcf7.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\70eba12308e7984fd14b.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\7120b68615ebe4b28075.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\75bd363a076f7029be1d.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\763c3b026deaf11f0f62.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\ 7be90d1afea9e1266308.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\823d989847c2950d3b26.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\8b1e2eeb08e4775da979.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\9abe40fc417dcd471d7d.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\a51e03c27e5ae6ba4c04.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\a6ea629634c3a0842004.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\aa9f6c109f0b3947dac2.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\ae085df80c1e2592528f.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\ae7f5d2b09428c3c1222.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\aria.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\b2ad8477497f8fc95224.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\b3baca6de20012788f7d.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\ba5622550ada9b5ff2cd.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\background_worker.js
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\d6554a0acccOfc7dada5.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\d7a6c05ale25e642f6ab.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\d8c997123e645906d03c.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\e357c7e21fb8a2224b04.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\e563de5c65c7d63f04e7.ttf
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\e5dc591367f544aac02d.svg
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\f192f471ala8ea34754a.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\f2b98fe9fec84abf11de.svg
Deleted file - C:\Users\vboxuser\AppData\Local\ Temp\scoped_dir8028_62178650\CRX_INSTALL\manifest.json
Deleted file - C:\Users\vboxuser\AppData\Local\Temp\scoped_dir8028_62178650\CRX_INSTALL\prompt.js

Done.

Cleaning SYSTEM temp files...
Deleted file - C:\Windows\ TEMP\mbamiservice.log
Deleted file - C:\Windows\ TEMP\MBAMSERVICE.LOG
Deleted file - C:\Windows\TEMP\mb_errors999.log
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Deleted file - C:\Windows\TEMP\MpCmdRun.log
Done.

2023-11-07 14:27:32,10 TempFileCleanup v1.2.2-TRON, finished. Executed as VMTESTINGENVIRO\vboxuser

Cleanup complete.

Log saved at: C:\logs\tron\tron.log

2023-11-07 14:27:32,10 Done.

2023-11-07 14:27:32,12 Launch job 'CCleaner"...

2023-11-07 14:27:32,12 ! SKIP_COOKIE_CLEANUP (-scc) set to yes. Preserving ALL cookies.
2023-11-07 14:30:44,01 Done.

2023-11-07 14:30:44,02 Launch job 'Clean duplicate files from Download folders'...

Error: No files matched 'C:\Users\C:\Users\vboxuser\AppData\Local\ Temp\userlist.txt\Downloads\**'
No files to process

2023-11-07 14:30:44,02 Done.

2023-11-07 14:30:44,02 Launch job 'USB Device Cleanup'...

DriveCleanup V1.6.3 (x64)

Uninstalls non present USB hubs, USB storage devices, Disks, COROMs, Floppies, storage volumes and WPD devices
and deletes their registry items

Freeware by Uwe Sieber - www.uwe-sieber.de

removing volume 'STORAGE\VOLUMESNAPSHOT\HARDDISKVOLUMESNAPSHOT1"'

0K

removing volume 'STORAGE\VOLUMESNAPSHOT\HARDDISKVOLUMESNAPSHOT2'

0K

Removed 0 USB devices

Removed 0 USB hubs

Removed 0 Disk devices

Removed 0 CDROM devices

Removed 0 Floppy devices

Removed 2 Storage volumes

Removed 0 WPD devices

Removed 0 Items from registry

2023-11-07 14:30:45,09 Done.

2023-11-07 14:30:45,09 Launch job 'Clear Windows event logs'...

2023-11-07 14:30:45,09  Saving logs to "C:\logs\tron\backups" first...

No Instance(s) Available.

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\\System32\\Winevt\\Logs\\Application.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\\System32\\Winevt\\Logs\\HardwareEvents.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\ \Internet Explorer.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\\System32\\Winevt\\Logs\\Key Management Service.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\\System32\\Winevt\\Logs\ \Parameters.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile. Name="C:\\Windows\ \System32\\Winevt\\Logs\ \Security.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\ \State.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _ PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\ \System.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _ PARAMETERS

ReturnValue = 80;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\ \Windows PowerShell.evtx")->BackupEventlog()
Method execution successful.

Out Parameters:

instance of _ PARAMETERS

ReturnValue = 80;

b

2023-11-07 14:30:45,66  Backups done, now clearing...

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\ \Application.evtx")->cleareventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 0;
Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\ \HardwareEvents.evtx")->cleareventlog()
Method execution successful.
Out Parameters:

instance of _PARAMETERS

ReturnValue = 0;
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Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile. Name="C:\\Windows\\System32\\Winevt\\Logs\ \Internet Explorer.evtx")->cleareventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 0;

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile. Name="C:\\Windows\\System32\\Winevt\\Logs\\Key Management Service.evtx")->cleareventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 0;

b

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\ \Logs\ \Parameters.evtx")->cleareventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 0;

b

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name:
Method execution successful.

Out Parameters:

instance of _PARAMETERS

'C:\\Windows\ \System32\\Winevt\\Logs\ \Security.evtx")->cleareventlog()

ReturnValue = 0;

b

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\ \State.evtx")->cleareventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 0;

b3

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name:
Method execution successful.

Out Parameters:

instance of _PARAMETERS

C:\\Windows\\System32\\Winevt\\Logs\\System.evtx")->cleareventlog()

ReturnValue = 0;

g

Executing (\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_NTEventlogFile.Name="C:\\Windows\ \System32\\Winevt\\Logs\\Windows PowerShell.evtx")->cleareventlog()
Method execution successful.

Out Parameters:

instance of _PARAMETERS

ReturnValue = 0;
2023-11-07 14:30:45,76 Done.
2023-11-07 14:30:45,76 Launch job 'Clear Windows Update cache'...
Operace byla dokoncena Lspesne.
Sluzba Windows Update nen” spustena.
Dals” n povedu zsk te pr'kazem NET HELPMSG 3521.
Spousten” sluzby Windows Update.
Sluzba Windows Update byla Lspesne spustena.
2023-11-07 14:30:47,80 Done.
2023-11-07 14:30:47,80 Launch job 'Reset BranchCache'...
The following command was not found: branchcache show status all.
The following command was not found: branchcache flush.
2023-11-07 14:30:47,93 Done.
2023-11-07 14:30:47,93 Launch job 'Windows Disk Cleanup'...
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
2023-11-07 14:31:15,73 stage_1_tempclean complete.
2023-11-07 14:31:15,73 | SKIP_DEBLOAT (-sdb) set, skipping Stage 2...
2023-11-07 14:31:15,73 stage_3_disinfect begin...
2023-11-07 14:31:15,74 Launch job 'Install Malwarebytes Anti-Malware'...
Zastavov n” sluzby Malwarebytes Service.
Sluzba Malwarebytes Service byla Lspesne zastavena.
stage_3_disinfect\mbam\AeConfig.json
stage_3_disinfect\mbam\ArwControllerConfig.json
stage_3_disinfect\mbam\CleanControllerConfig.json
stage_3_disinfect\mbam\CloudConfig.json
stage_3_disinfect\mbam\LicenseConfig.json
stage_3_disinfect\mbam\MbamClientConfig.json
stage_3_disinfect\mbam\MwacControllerConfig.json
stage_3_disinfect\mbam\PoliciesConfig.json
stage_3_disinfect\mbam\RtpConfig.json
stage_3_disinfect\mbam\ScanConfig.json
stage_3_disinfect\mbam\SpConfigFile.json
stage_3_disinfect\mbam\TelemCtrlConfig.json
stage_3_disinfect\mbam\telemetry.json
stage_3_disinfect\mbam\UpdateControllerConfig.json

14 file(s) copied.

2023-11-07 14:31:32,67 Loading bundled definitions package...
2023-11-07 14:32:07.176 Log opened. (Time zone: UTC+01:00)
2023-11-07 14:32:07.176 Setup version: Inno Setup version 5.5.6 (a)
2023-11-07 14:32:07.176 Original Setup EXE: C:\Users\vboxuser\Desktop\tron\resources\stage_3_disinfect\mbam\mbam2-rules.exe
2023-11-07 14:32:07.176 Setup command line: /SL5="$702CC,10937194,56832,C:\Users\vt Desktop\tron\resources\stage_3_disinfect\mbam\mbam2-rules.exe" /sp- /verysilent
/suppressmsgboxes /log="C:\logs\tron\raw_logs\mbam_rules_install.log" /norestart
2023-11-07 14:32:07.176 Windows version: 10.0.19045 (NT platform: Yes)
2023-11-07 14:32:07.176 64-bit Windows: Yes
2023-11-07 14:32:07.176 Processor architecture: x64
2023-11-07 14:32:07.176 User privileges: Administrative
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2023-11-07 14:32:07.176
2023-11-07 14:32:07.176
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.239
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.286
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07.301
2023-11-07 14:32:07,31

2023-11-07 14:32:07,33

2023-11-07 14
2023-11-07 14
2023-11-07 14:32:18,41
2023-11-07 14:32:18,41
2023-11-07 14:35:09,26
2023-11-07 14:35:09,26
2023-11-07 14:35:09,28

1 file(s) copied.

d'»22023-11-07 13:35:09.332

2023-11-07 13:35:09.332
2023-11-07 13:35:09.332
2023-11-07 13:35:09.332
2023-11-07 13:35:09.332
2023-11-07 13:35:19.941
2023-11-07 13
2023-11-07 13
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941

64-bit install mode: No

Created temporary directory: C:\Users\vboxuser\AppData\Local\Temp\is-QCDRE.tmp
Starting the installation process.

Creating directory: C:\Program Files (x86)\Malwarebytes Anti-Malware

-- File entry --

Dest filename: C:\ProgramData\ Malwarebytes\Malwarebytes Anti-Malware\rules.ref

Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\rules.ref
-- File entry --

Dest filename: C:\ProgramData\ Malwarebytes\Malwarebytes Anti-Malware\actions.ref
Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\actions.ref
-- File entry --

Dest filename: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\swissarmy.ref
Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\swissarmy.ref
-- File entry --

Dest filename: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\domains.ref
Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\domains.ref
-- File entry --

Dest filename: C:\ProgramData\ Malwarebytes\Malwarebytes Anti-Malware\ips.ref

Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\ips.ref
-- File entry --

Dest filename: C:\ProgramData\ Malwarebytes\Malwarebytes Anti-Malware\akadomains.ref
Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\akadomains.ref
-- File entry --

Dest filename: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\akaips.ref
Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\akaips.ref
-- File entry --

Dest filename: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\Configuration\manifest.conf
Time stamp of our file: 2019-10-17 09:00:56.000

Dest file exists.

Time stamp of existing file: 2019-10-17 09:00:56.000

Version of our file: (none)

Version of existing file: (none)

Installing the file.

Successfully installed the file.

Setting permissions on file: C:\ProgramData\Malwarebytes\Malwarebytes Anti-Malware\Configuration\manifest.conf

Installation process succeeded.

Need to restart Windows? No

Deinitializing Setup.

Log closed.

Done.

Launch job 'Malwarebytes AdwCleaner"...
Tool-specific log will be saved to "C:\logs\tron\raw_logs\AdwCleaner"
Done.

Launch job 'Kaspersky Virus Removal Tool"...

Tool-specific log will be saved to "C:\logs\tron\raw_logs\Reports"
Done.

Launch job 'Sophos Virus Removal Tool' (slow, be patient)...

Scan output REDUCED by default (use -v to show full output)...

Sophos Virus Removal Tool version 2.9.0

Copyright (c) 2009-2021 Sophos Limited. All rights reserved.

You can safely ignore "could not open” errors during this portion

Windows version 6.2 SP 0.0 build 9200 SM=0x300 PT=0x1 WOW64

Log file path: C:\ProgramData\Sophos\Sophos Virus Removal Tool\Logs\SophosVirusRemovalTool.log
Option all = no

Option recurse = yes

Option archive = no

Option service
Option confirm = yes

Option sxl = yes

Option max-data-age = 35

Option EnableSafeClean = no

Couldn't apply option 'EnableSafeClean’ to the detection engine [0xa004020c].
Option vdl-logging = yes

Component SVRTcli.exe version 2.9.0
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2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.941
2023-11-07 13:35:19.957
2023-11-07 13:35:19.957
2023-11-07 13:35:19.957
2023-11-07 13
2023-11-07 13
2023-11-07 13:35:19.957
2023-11-07 13:35:19.957
2023-11-07 13:35:19.957
2023-11-07 13:35:19.957
2023-11-07 13:36:49.202
2023-11-07 13:36:50.624
2023-11-07 13:38:03.265
2023-11-07 13:38:15.842
2023-11-07 13:38:15.842
2023-11-07 13:38:15.842
2023-11-07 13:38:15.842
2023-11-07 13:38:15.842
2023-11-07 13
2023-11-07 13
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:38:15.858
2023-11-07 13:40:38.496
2023-11-07 13:40:38.496
2023-11-07 13:40:39.574
2023-11-07 13
2023-11-07 13
2023-11-07 13:46:07.480

Component control.dll version 2.9.0

Component SVRTservice.exe version 2.9.0
Component engine\osdp.dll version 1.44.1.2561
Component engine\veex.dll version 3.86.1.2561
Component engine\savi.dll version 9.0.31.2561
Component rkdisk.dll version 1.5.33.1

Version info: ~ Product version 2.9.0

Versioninfo:  Detection engine 3.86.1
Versioninfo:  Detectiondata 5.95

Version info: ~ Build date 8/30/2022
Versioninfo:  Data files added 857

Version info:  Last successful update
Could not open C:\Boot\BCD
Could not open C:\pagefile.sys
Could not open C:\swapfile.sys
Could not open C:\Users\vboxuser\AppData\Local\Microsoft\WindowsApps\GameBarElevatedFT_Alias.exe

Could not open C: \Users\vboxuser\AppDam\Local\Mlcrosoft\WmdowsApps\MedlaPlayer exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\Wi Apps\Micre D Applnstaller_8wekyb3d8bbwe\python.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\WindowsApps\Microsoft. DesktopAppInstaller 8wekyb3d8bbwe\python3.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\Wind Apps\Micre D nstaller_8wekyb3d8bbwe\WindowsPackageManagerServer.exe
Could not open C: \Users\vboxuser\AppDam\Local\Mlcrosoft\WmdowsApps\Mlcrosoft DesktopApplInstaller_8wekyb3d8bbwe\winget.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\Wi ,,,; Micr icrosoftEdge_8wekyb3d8bbwe\MicrosoftEdge.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\Wind Apps\Micr .SkypeApp_kzf8qxf38zg5c\Skype.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\Wind Apps\Micr boxGamingOverlay_8wekyb3d8bbwe\GameBarElevatedFT_Alias.exe
Could not open C:\Users\vboxuser\AppData\Local\Microsoft\Wind Apps\Micre VA ic_8wekyb3d8bbwe\MediaPlayer.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\WindowsApps\MicrosoftEdge.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\WindowsApps\python.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\WindowsApps\python3.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\WindowsApps\Skype.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\Wind Apps\WindowsPackag gerServer.exe

Could not open C:\Users\vboxuser\AppData\Local\Microsoft\WindowsApps\winget.exe

Could not open C:\Windows\System32\catroot2\{127D0A1D-4EF2-11D1-8608-00C04FC295EE}\catdb

Could not open C:\Windows\System32\catroot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\ catdb

Could not open C:\Windows\System32\config\BBI

Error level 0

Scan completed.

(not yet updated)

[SC] OpenService FAILED 1060:

Zadan sluzba nen” nainstalovan sluzba.

2023-11-07 14:46:07,49 Done.

2023-11-07 14:46:07,49 stage_3_disinfect complete.
2023-11-07 14:46:07,57 stage_4_repair begin...

2023-11-07 14:46:07,59 Cleaning up orphaned MSI cache files...

MsiZaplnfo: Performing operations for user S-1-5-21-1612337995-798698995-356962622-1000
Removing orphaned cached files.

No product data was found.

2023-11-07 14:46:07,62 Done.

2023-11-07 14
2023-11-07 14

07,62 Launch job 'DISM Windows image check'...
54,53 DISM: No image corruption detected.

2023-11-07 14:47:54,53 Compiling DISM logs into main Tron log...

d'»22023-11-07 11:00:32, Info

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

DISM PID=8372 TID=1272 Scratch directory set to 'C:\Users\vboxuser\AppData\Local\Temp\'. - CDISMManager::put_ScratchDir
DISM PID=8372 TID=1272 DismCore.dll version: 10.0.19041.3570 - CDISMManager::FinalConstruct
DISM Initialized Panther logging at C:\logs\tron\raw_| logs\dlsm check.log
DISM PID=8372 TID=1272 loaded the I at "C:\Windows\system32\Dism" - CDIS] g oadL
DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log
DISM DISM Provider Store: PID=8372 TID=1272 Found and Initialized the DISM Logger. - CDISMProviderStore::Internal_InitializeLogger
DISM DISM Provider Store: PID=8372 TID=1272 Failed to get and initialize the PE Provider. Continuing by assuming that itis not a WinPE image. -

CDISMProviderStore::Final_OnConnect

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11
2023-11-07 11
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

DISM DISM Provider Store: PID=8372 TID=1272 Finished initializing the Provider Map. - CDISMProviderStore::Final_OnConnect
DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

DISM DISM Manager: PID=8372 TID=1272 Successfully created the local image session and provider store. - CDISM!
DISM DISM.EXE:

DISM DISM.EXE: <----- Starting Dism.exe session ----- >

DISM DISM.EXE:

DISM DISM.EXE: Host machine information: OS Version=10.0.19045, Running architecture=amd 64, Number of processors=8

DISM DISM.EXE: Dism.exe version: 10.0.19041.3570

DISM DISM.EXE: Executing command line: dism /Online /NoRestart /Cleanup-Image /ScanHealth /Logpath:"C:\logs\tron\raw_logs\dism_check.log"
DISM DISM Provider Store: PID=8372 TID=1272 Connecting to the provider located at C:\Windows\system32\Dism\FolderProvider.dIl. -

ger::Createl

CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

DISM DISM Manager: PID=8372 TID=1272 physical location path: C:\ - CDISMM: Cr
DISM DISM Manager: PID=8372 TID=1272 Event name for current DISM session is Global\{B5FDD2EF-38EB-4B4C-9DC6-452A05D72DBE} -

CDISMManager::CheckSessionAndLock

2023-11-07 11:00:32, Info

DISM DISM Manager: PID=8372 TID=1272 Create session event 0x248 for current DISM session and event name is Global\{B5FDD2EF-38EB-4B4C-9DC6-

452A05D72DBE} - CDISMManager::CheckSessionAndLock

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
17A893AE434B" - CDIS!

DISM DISM Manager: PID=8372 TID=1272 Copying DISM from "C:\Windows\System32\Dism" - CDISM ::Createl omLocation
DISM DISM Manager: PlD 8372 TID=1272 Successfully loaded the I ion at "C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

DISM DISM Image Session: PID=8952 TID=1128 Instantiating the Provider Store. - CDISMImageSession::get_ProviderStore
DISM DISM Provider Store: PID=8952 TID=1128 Initializing a provider store for the IMAGE session type. - CDISMProviderStore::Final_OnConnect
DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-

17A893AE434B\0SProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

17A893AE434B\LogProvider.dll. -

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

2023-11-07 11:00:32, Warning
17A893AE434B\PEProvider.dll. - CDISMProviderStore::

2023-11-07 11:00:32, Info

DISM DISM 0S Provider: PID=8952 TID=1128 Defaulting SystemPath to C:\ - CDISMOSServiceManager::Final_OnConnect
DISM DISM 0S Provider: PID=8952 TID=1128 Defaulting Windows folder to C:\Windows - CDISMOSServiceManager::Final_OnConnect
DISM DISM Provider Store: PID=8952 TID=1128 Attempting to initialize the logger from the Image Session. - CDISMProviderStore::Final_OnConnect
DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
CDISMProviderStore::Internal_LoadProvider
DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log
DISM DISM Provider Store: PID=8952 TID=1128 Found and Initialized the DISM Logger. - CDISMProviderStore::Internal_InitializeLogger
DISM DISM Provider Store: PID=8952 TID=1128 Failed to load the provider: C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
nternal_GetProvider(hr:0x8007007¢)
DISM DISM Provider Store: PID=8952 TID=1128 Failed to get and initialize the PE Provider. Continuing by assuming that it is not a WinPE image. -

CDISMProviderStore::Final_OnConnect

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

DISM DISM Provider Store: PID=8952 TID=1128 Finished initializing the Provider Map. - CDISMProviderStore::Final_OnConnect

DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

DISM DISM Manager: PID=8372 TID=1272 Image session successfully loaded from the temporary location: C:\Users\vboxuser\AppData\Local\Temp\0642C76F-

3739-4CC0-B278-17A893AE434B - CDISMManager::CreatelmageSession

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

DISM DISM.EXE: Target image information: OS Version=10.0.19045.3570, Image architecture=amd64
DISM DISM.EXE: Image session version: 10.0.19041.3570
DISM DISM Provider Store: PID=8952 TID=1128 Getting the collection of providers from an image provider store type. -

CDISMProviderStore::GetProviderCollection

2023-11-07 11:00:32, Info

DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-

17A893AE434B\CbsProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info

DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -

CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info

CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-

servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND

2023-11-07 11:00:32, Info

CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-

servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info
2023-11-07 11:00:32, Info

DISM DISM 0S Provider: PID=8952 TID=1128 Determined System directory to be C:\Windows\System32 - CDISMOSServiceManager::get_SystemDirectory
DISM DISM Package Manager: PID=8952 TID=1128 Finished initializing the CbsConUI Handler. - CCbsConUIHandler::Initialize
CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-

servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND
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2023-11-07 11:00:32, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

2023-11-07 11:00:32, Info DISM DISM Package Manager: PID=8952 TID=1128 CBS is being initialized for online use. More information about CBS actions can be located at:
%windir%\logs\cbs\cbs.log - CDISMPackageManager::Initialize

2023-11-07 11:00:32, Info DISM DISM Package Manager: PID=8952 TID=1128 Loaded servicing stack for online use only. - CDISMPack +:CreateCl

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\MsiProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\IntlProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\1BSProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\DmiProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 11:00:32, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND

2023-11-07 11:00:32, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

2023-11-07 11:00:32, Info DISM DISM Driver Manager: PID=8952 TID=1128 Further logs for driver related operations can be found in the target operating system at
%WINDIR%\inf\setupapi.offline.log - CDriverManager::Initialize

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\UnattendProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\SmiProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Warning DISM DISM Provider Store: PID=8952 TID=1128 Failed to load the provider: C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\EmbeddedProvider.dll. - CDISMProviderStore::Internal_GetProvider(hr:0x8007007¢)

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\AppxProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\ProvProvider.dll. - CDISMProviderStore:Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\AssocProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\ GenericProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\OfflineSetupProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\SysprepProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\ TransmogProvider.dll. - CDISMProviderStor ternal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Transmog Provider: PID=8952 TID=1128 Current image session is [ONLINE] - CTransmogManager::GetMode

2023-11-07 11:00:32, Info DISM DISM Transmog Provider: PID=8952 TID=1128 Audit Mode: [No] - CTransmogManager::Initialize

2023-11-07 11:00:32, Info DISM DISM Transmog Provider: PI 952 TID=1128 GetProductType: ProductType = [WinNT] - CTransmogManager::GetProductType

2023-11-07 11:00:32, Info DISM DISM Transmog Provider: PID=8952 TID=1128 Product Type: [WinNT] - CTransmogManager::Initialize

2023-11-07 11:00:32, Info DISM DISM Transmog Provider: PID=8952 TID=1128 Product Type ServerNT : [No] - CTransmogManager::Initialize

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\0642C76F-3739-4CC0-B278-
17A893AE434B\SetupPlatformProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM Provider Store: PID=8952 TID=1128 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 11:00:32, Info DISM DISM.EXE: Got the collection of providers. Now enumerating them to build the command table.

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: DISM Log Provider

2023-11-07 11
2023-11-07 11

DISM DISM.EXE: Attempting to add the commands from provider: OSServices
DISM DISM.EXE: Attempting to add the commands from provider: DISM Package Manager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: DISM Package Manager.
2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: MsiManager

2023-11-07 11 32, Info DISM DISM.EXE: Succesfully registered commands for the provider: MsiManager.
2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: IntIManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: IntIManager.
2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: IBSManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: DriverManager
2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: DriverManager.
2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: DISM Unattend Manager
2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: DISM Unattend Manager.
2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: SmiManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: AppxManager

2023-11-07 11
2023-11-07 11

DISM DISM.EXE: Succesfully registered commands for the provider: AppxManager.
DISM DISM.EXE: Attempting to add the commands from provider: ProvManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: ProvManager.

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: AssocManager

2023-11-07 11 32, Info DISM DISM.EXE: Succesfully registered commands for the provider: AssocManager.

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: GenericManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: GenericManager.

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: OfflineSetupManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: OfflineSetupManager.

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: SysprepManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: SysprepManager.

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: Edition Manager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: Edition Manager.

2023-11-07 11:00:32, Info DISM DISM.EXE: Attempting to add the commands from provider: SetupPlatformManager

2023-11-07 11:00:32, Info DISM DISM.EXE: Succesfully registered commands for the provider: SetupPlatformManager.

2023-11-07 11:00:32, Info DISM DISM Package Manager: PID=8952 TID=1128 Processing the top level command token(cleanup-image). -
CPackageManagerCLIHandler::Private_ValidateCmdLine

2023-11-07 11:00:32, Info DISM DISM Package Manager: PID=8952 TID=1128 Attempting to route to appropriate d handler. - CPackag gerCLIHandler::ExecuteCmdLine
2023-11-07 11:00:32, Info DISM DISM Package Manager: PID=8952 TID=1128 Routing the command... - CPackageManagerCLIHandler::ExecuteCmdLine
2023-11-07 11:00:32, Info DISM DISM Package Manager: PID=8952 TID=1128 CBS session options=0x100! - CDISMPackageManager::Internal_Finalize
2023-11-07 11:03:49, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND

2023-11-07 11:03:49, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-

servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS
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2023-11-07 11:03:49, Info DISM DISM Package Manager: PID=8952 TID=1128 Loaded servicing stack for online use only. - CDISMP. g ger::CreateCl

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -
CDISMProviderStore::Final_OnDisconnect

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -
CDISMProviderStore::Final_OnDisconnect

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Found the PE Provider. Waiting to finalize it until all other providers are unloaded. -
CDISMProviderStore::Final_OnDisconnect

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(DISM Package Manager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Package Manager: PID=8952 TID=1128 Finalizing CBS core. - CDISMPackageManager::Finalize

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: DISM Package Manager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(MsiManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TI 128 Disconnecting Provider: MsiManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(IntiManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: IntIManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(IBSManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Di: ing Provider: IB ger - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(DriverManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: DriverManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(DISM Unattend Manager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: DISM Unattend Manager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11 DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(SmiManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11 DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: SmiManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TI 128 Finalizing the servicing provider(AppxManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: AppxManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(ProvManager) - CDISMProviderSto: nternal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TI 128 Disconnecting Provider: ProvManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(AssocManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Di ing Provider: A - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(GenericManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: GenericManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(OfflineSetupManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: OfflineSetupManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(SysprepManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: SysprepManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11
2023-11-07 11

DISM DISM Provider Store: PID=8952 TID=1128 Finalizing the servicing provider(Edition Manager) - CDISMProviderStore::Internal_DisconnectProvider
DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: Edition Manager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TI 128 Finalizing the servicing provider(SetupPlatformManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Disconnecting Provider: SetupPlatformManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Releasing the local reference to OSServices. - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TI 128 Disconnecting Provider: OSServices - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8952 TID=1128 Releasing the local reference to DISMLogger. Stop logging. - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11:03:49, Info DISM DISM Manager: PID=8372 TID=1272 Closing session event handle 0x248 - CD ionEntry

2023-11-07 11:03:49, Info DISM DISM.EXE: Image session has been closed. Reboot required=no.

2023-11-07 11:03:49, Info DISM DISM.EXE:

2023-11-07 11:03:49, Info DISM DISM.EXE: <----- Ending Dism.exe session ----- >

2023-11-07 11:03:49, Info DISM DISM.EXE:

2023-11-07 11:03:49, Info DISM DISM Provider Store: PID=8372 TID=1272 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -

CDISMProviderStore::Final_OnDisconnect
2023-11-07 11:03: DISM DISM Provider Store: PID=8372 TID=1272 Disconnecting Provider: FolderManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 11 DISM DISM Provider Store: PID=8372 TID=1272 Releasing the local reference to DISMLogger. Stop logging. - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 14:46:07, Info DISM PID=2816 TID=1748 Scratch directory set to 'C:\Users\vboxuser\AppData\Local\Temp\'". - CDISMManager::put_ScratchDir

2023-11-07 14:46:07, Info DISM PI 816 TID=1748 DismCore.dll version: 10.0.19041.3570 - CDISMManager::FinalConstruct

2023-11-07 14:46:07, Info DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

2023-11-07 14:46:07, Info DISM PID=2816 TID=1748 loaded the I ion at "C:\Windows\system32\Dism" - CDIS] g oadL

2023-11-07 14:46:07, Info DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=2816 TID=1748 Found and Initialized the DISM Logger. - CDISMProviderStore::Internal_InitializeLogger

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=2816 TID=1748 Failed to get and initialize the PE Provider. Continuing by assuming that it is not a WinPE image. -
CDISMProviderStore::Final_OnConnect

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=2816 TID=1748 Finished initializing the Provider Map. - CDISMProviderStore::Final_OnConnect

2023-11-07 14:46:07, Info DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

2023-11-07 14:46:07, Info DISM DISM Manager: PID=2816 TID=1748 Successfully created the local image session and provider store. - CDISM! ger::CreateLocall

2023-11-07 14:46:07, Info DISM DISM.EXE:

2023-11-07 14:46:07, Info DISM DISM.EXE: <----- Starting Dism.exe session ----- >

2023-11-07 14:46:07, Info DISM DISM.EXE:

2023-11-07 14:46:07, Info DISM DISM.EXE: Host machine information: OS Version=10.0.19045, Running architecture=amd64, Number of processors=8

2023-11-07 14:46:07, Info DISM DISM.EXE: Dism.exe version: 10.0.19041.3570

2023-11-07 14:46:07, Info DISM DISM.EXE: Executing command line: dism /Online /NoRestart /Cleanup-Image /ScanHealth /Logpath:"C:\logs\tron\raw_logs\dism_checklog"
2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=2816 TID=1748 Connecting to the provider located at C:\Windows\system32\Dism\FolderProvider.dIl. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Manager: PID=2816 TID=1748 physical location path: C:\ - CD 2:Createl

2023-11-07 14:46:07, Info DISM DISM Manager: PID=2816 TID=1748 Event name for current DISM session is Globa]\{CAC6A17D -8C18-403C-B52D-26E5D187667A} -
CDISMManager::CheckSessionAndLock

2023-11-07 14:46:07, Info DISM DISM Manager: PID=2816 TID=1748 Create session event 0x22c for current DISM session and event name is Global\{CAC6A17D-8C18-403C-B52D-
26E5D187667A} - CDI ger::Check ionAndLock

2023-11-07 14:46:07, Info DISM DISM Manager: PID=2816 TID=1748 Copying DISM from "C:\Windows\System32\Dism" - CDISMManager::CreatelmageSessionFromLocation
2023-11-07 14:46:07, Info DISM DISM Manager: PID=2816 TID=1748 loaded the I ion at "C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1" - CD! Load i

2023-11-07 14:46:07, Info DISM DISM Image Session: PID=1944 TID=2748 Instantiating the Provider Store. - CDISMImageSession::get_ProviderStore

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Initializing a provider store for the IMAGE session type. - CDISMProviderStore::Final_OnConnect
2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\0SProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM 0S Provider: PID=1944 TID=2748 Defaulting SystemPath to C:\ - CDISMOSServiceManager::Final_OnConnect

2023-11-07 14:46:07, Info DISM DISM 0S Provider: PID=1944 TID=2748 Defaulting Windows folder to C:\Windows - CDISMOSServiceManager::Final_OnConnect

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Attempting to initialize the logger from the Image Session. - CDISMProviderStore::Final_OnConnect
2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\LogProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Found and Initialized the DISM Logger. - CDISMProviderStore::Internal_InitializeLogger

2023-11-07 14:46:07, Warning DISM DISM Provider Store: PID=1944 TID=2748 Failed to load the provider: C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\PEProvider.dll. - CDISMProviderStore::Internal_GetProvider(hr:0x8007007¢)

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Failed to get and initialize the PE Provider. Continuing by assuming that it is not a WinPE image. -
CDISMProviderStore::Final_OnConnect

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Finished initializing the Provider Map. - CDISMProviderStore::Final_OnConnect

2023-11-07 14:46:07, Info DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

2023-11-07 14:46:07, Info DISM Initialized Panther logging at C:\logs\tron\raw_logs\dism_check.log

2023-11-07 14:46:07, Info DISM DISM Manager: PID=2816 TID=1748 Image session successfully loaded from the temporary location: C:\Users\vboxuser\AppData\Local\Temp\72DE162D-
2081-4532-A386-004B1ACEAEF1 - CDISMManager::CreateImageSession

2023-11-07 14:46:07, Info DISM DISM.EXE: Target image information: OS Version=10.0.19045.3570, Image architecture=amd64

2023-11-07 14:46:07, Info DISM DISM.EXE: Image session version: 10.0.19041.3570

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Getting the collection of providers from an image provider store type. -
CDISMProviderStore::GetProviderCollection

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\CbsProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND

2023-11-07 14:46:07, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad36435_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

2023-11-07 14:46:07, Info DISM DISM OS Provider: PID=1944 TID=2748 Determined System directory to be C:\Windows\System32 - CDISMOSServiceManager::get_SystemDirectory
2023-11-07 14:46:07, Info DISM DISM Package Manager: PID=1944 TID=2748 Finished initializing the CbsConUI Handler. - CCbsConUIHandler::Initialize

2023-11-07 14:46:07, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-

servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND
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2023-11-07 14:46:07, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

2023-11-07 14:46:07, Info DISM DISM Package Manager: PID=1944 TID=2748 CBS is being initialized for online use. More information about CBS actions can be located at:
%windir%\logs\cbs\cbs.log - CDISMPackageManager::Initialize

2023-11-07 14:46:07, Info DISM DISM Package Manager: PID=1944 TID=2748 Loaded servicing stack for online use only. - CDISMPack +:CreateCl

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\MsiProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\IntlProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\IBSProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\DmiProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:46:07, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND

2023-11-07 14:46:07, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

2023-11-07 14:46:07, Info DISM DISM Driver Manager: PID=1944 TID=2748 Further logs for driver related operations can be found in the target operating system at
%WINDIR%\inf\setupapi.offline.log - CDriverManager::Initialize

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\UnattendProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\SmiProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Warning DISM DISM Provider Store: PID=1944 TID=2748 Failed to load the provider: C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\EmbeddedProvider.dll. - CDISMProviderStore::Internal_GetProvider(hr:0x8007007¢)

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\AppxProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\ProvProvider.dll. - CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\AssocProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\GenericProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\OfflineSetupProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\SysprepProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\TransmogProvider.dll. - CDISMProviderStor: ternal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Transmog Provider: PID=1944 TID=2748 Current image session is [ONLINE] - CTransmogManager::GetMode

2023-11-07 14:46:07, Info DISM DISM Transmog Provider: PID=1944 TID=2748 Audit Mode: [No] - CTransmogManager::Initialize

2023-11-07 14:46:07, Info DISM DISM Transmog Provider: PI 944 TID=2748 GetProductType: ProductType = [WinNT] - CTransmogManager::GetProductType

2023-11-07 14:46:07, Info DISM DISM Transmog Provider: PID=1944 TID=2748 Product Type: [WinNT] - CTransmogManager::Initialize

2023-11-07 14:46:07, Info DISM DISM Transmog Provider: PID=1944 TID=2748 Product Type ServerNT : [No] - CTransmogManager::Initialize

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\72DE162D-2081-4532-A386-
004B1ACEAEF1\SetupPlatformProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM Provider Store: PID=1944 TID=2748 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:46:07, Info DISM DISM.EXE: Got the collection of providers. Now enumerating them to build the command table.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: DISM Log Provider

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: OSServices

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: DISM Package Manager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: DISM Package Manager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: MsiManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: MsiManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: IntIManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: IntIManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: IBSManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: DriverManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: DriverManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: DISM Unattend Manager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: DISM Unattend Manager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: SmiManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: AppxManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: AppxManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: ProvManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: ProvManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: AssocManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: AssocManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: GenericManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: GenericManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: OfflineSetupManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: OfflineSetupManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: SysprepManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: SysprepManager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: Edition Manager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: Edition Manager.

2023-11-07 14:46:07, Info DISM DISM.EXE: Attempting to add the commands from provider: SetupPlatformManager

2023-11-07 14:46:07, Info DISM DISM.EXE: Succesfully registered commands for the provider: SetupPlatformManager.

2023-11-07 14:46:07, Info DISM DISM Package Manager: PID=1944 TID=2748 Processing the top level command token(cleanup-image). -
CPackageManagerCLIHandler::Private_ValidateCmdLine

2023-11-07 14:46:07, Info DISM DISM Package Manager: PID=1944 TID=2748 Attempting to route to appropriate d handler. - CPackag gerCLIHandler::ExecuteCmdLine
2023-11-07 14:46:07, Info DISM DISM Package Manager: PID=1944 TID=2748 Routing the command... - CPackageManagerCLIHandler::ExecuteCmdLine

2023-11-07 14:46:07, Info DISM DISM Package Manager: PID=1944 TID=2748 CBS session options=0x100! - CDISMPackageManager::Internal_Finalize

2023-11-07 14:47:54, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND

2023-11-07 14:47:54, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-

servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

88



2023-11-07 14:47:54, Info
2023-11-07 14:47:54, Info
CDISMProviderStore::Final_OnDisconnect
2023-11-07 14:47:54, Info
CDISMProviderStore::Final_OnDisconnect
2023-11-07 14:47:54, Info
CDISMProviderStore::Final_OnDisconnect
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14 DISM
2023-11-07 14 DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14 DISM
2023-11-07 14 DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM
2023-11-07 14:47:54, Info DISM

DISM DISM Package Manager: PID=1944 TID=2748 Loaded servicing stack for online use only. - CDISMP: g
DISM DISM Provider Store: PID=1944 TID=2748 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -

DISM Provider Store:

+:CreateCt

DISM DISM Provider Store: PID=1944 TID=2748 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -

DISM DISM Provider Store: PID=1944 TID=2748 Found the PE Provider. Waiting to finalize it until all other providers are unloaded. -

PID=1944 TID=2748 Finalizing the servicing provider(DISM Package Manager) - CDISMProviderStore::Internal_DisconnectProvider

DISM Package Manager: PID=1944 TID=2748 Finalizing CBS core. - CDISMPackageManager::Finalize

DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:
DISM Provider Store:

PID=1944 TID=2748 Disconnecting Provider: DISM Package Manager - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Finalizing the servicing provider(MsiManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: MsiManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(IntiManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: IntIManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(IBSManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Di ing Provider: IB ger - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(DriverManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: DriverManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(DISM Unattend Manager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: DISM Unattend Manager - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Finalizing the servicing provider(SmiManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: SmiManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TI 748 Finalizing the servicing provider(AppxManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: AppxManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(ProvManager) - CDISMProviderSto: nternal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: ProvManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(AssocManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Di: ing Provider: A - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(GenericManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: GenericManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(OfflineSetupManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: OfflineSetupManager - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Finalizing the servicing provider(SysprepManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: SysprepManager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Finalizing the servicing provider(Edition Manager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: Edition Manager - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TI 748 Finalizing the servicing provider(SetupPlatformManager) - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Disconnecting Provider: SetupPlatformManager - CDISMProviderStore::Internal_DisconnectProvider
PID=1944 TID=2748 Releasing the local reference to OSServices. - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TI 748 Disconnecting Provider: OSServices - CDISMProviderStore::Internal_DisconnectProvider

PID=1944 TID=2748 Releasing the local reference to DISMLogger. Stop logging. - CDISMProviderStore::Internal_DisconnectProvider

DISM Manager: PID=2816 TID=1748 Closing session event handle 0x22c - CDISMManager::CleanuplmageSessionEntry

2023-11-07 14:47:54, Info DISM DISM.EXE: Image session has been closed. Reboot required=no.

2023-11-07 14:47:54, Info DISM DISM.EXE:

2023-11-07 14:47:54, Info DISM DISM.EXE: <----- Ending Dism.exe session ----- >

2023-11-07 14:47:54, Info DISM DISM.EXE:

2023-11-07 14:47:54, Info DISM DISM Provider Store: PID=2816 TID=1748 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -

CDISMProviderStore::Final_OnDisconnect
2023-11-07 14:47:54, Info
2023-11-07 14:47:54, Info
2023-11-07 14:47:54,53 Done.

DISM DISM Provider Store: PID=2816 TID=1748 Disconnecting Provider: FolderManager - CDISMProviderStore::Internal_DisconnectProvider
DISM DISM Provider Store: PID=2816 TID=1748 Releasing the local reference to DISMLogger. Stop logging. - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 14:47:54,53 Launch job 'System File Checker"...
S1

2023-11-07 14

55, Info

C:

2023-11-07 14:47:55, Info cs1
2023-11-07 14:47:55, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14 cs1
2023-11-07 14: cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:56, Info cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14 cs1
2023-11-07 14: cs1
2023-11-07 14:47:57, Info cs1
2023-11-07 14:47:57, Info cslI
2023-11-07 14:47:57, Info cslI
2023-11-07 14:47:58, Info cs1
2023-11-07 14:47:58, Info cslI
2023-11-07 14:47:58, Info cs1
2023-11-07 14:47:59, Info cslI
2023-11-07 14:47:59, Info cs1
2023-11-07 14:47:59, Info cslI
2023-11-07 14:47:59, Info cslI
2023-11-07 14:47:59, Info cs1
2023-11-07 14:47:59, Info cslI
2023-11-07 14:48:01, Info cs1
2023-11-07 14:48:01, Info cslI
2023-11-07 14:48:01, Info cs1
2023-11-07 14:48:03, Info cslI
2023-11-07 14:48:03, Info cslI
2023-11-07 14:48:03, Info cs1
2023-11-07 14:48:09, Info cslI
2023-11-07 14:48:09, Info cs1
2023-11-07 14:48:09, Info cslI
2023-11-07 14:48:12, Info cs1
2023-11-07 14:48:12, Info cs1
2023-11-07 14:48:12, Info cslI
2023-11-07 14:48:13, Info cs1
2023-11-07 14:48:13, Info cslI
2023-11-07 14:48:13, Info cs1
2023-11-07 14:48:13, Info cslI
2023-11-07 14:48:13, Info cs1
2023-11-07 14:48:13, Info cs1
2023-11-07 14:48:13, Info cslI
2023-11-07 14:48:13, Info cs1
2023-11-07 14:48:13, Info cslI
2023-11-07 14:48:14, Info cs1
2023-11-07 14:48:14, Info cslI
2023-11-07 14:48:14, Info cslI

00000008 [SR] Verifying 100 components

00000009 [SR] Beginning Verify and Repair transaction
0000000a [SR] Verify complete

0000000b [SR] Verifying 100 components

0000000c [SR] Beginning Verify and Repair transaction
0000000d [SR] Verify complete

0000000e [SR] Verifying 100 components

0000000f [SR] Beginning Verify and Repair transaction
00000010 [SR] Verify complete

00000011 [SR] Verifying 100 components

00000012 [SR] Beginning Verify and Repair transaction
00000013 [SR] Verify complete

00000014 [SR] Verifying 100 components

00000015 [SR] Beginning Verify and Repair transaction
00000016 [SR] Verify complete

00000017 [SR] Verifying 100 components

00000018 [SR] Beginning Verify and Repair transaction
00000019 [SR] Verify complete

0000001a [SR] Verifying 100 components

0000001b [SR] Beginning Verify and Repair transaction
0000001c [SR] Verify complete

0000001d [SR] Verifying 100 components

0000001e [SR] Beginning Verify and Repair transaction
0000001f [SR] Verify complete

00000020 [SR] Verifying 100 components

00000021 [SR] Beginning Verify and Repair transaction
00000022 [SR] Verify complete

00000023 [SR] Verifying 100 components

00000024 [SR] Beginning Verify and Repair transaction
00000025 [SR] Verify complete

00000026 [SR] Verifying 100 components

00000027 [SR] Beginning Verify and Repair transaction
00000028 [SR] Verify complete

00000029 [SR] Verifying 100 components

0000002a [SR] Beginning Verify and Repair transaction
0000002b [SR] Verify complete

0000002c [SR] Verifying 100 components

0000002d [SR] Beginning Verify and Repair transaction
0000002e [SR] Verify complete

0000002f [SR] Verifying 100 components

00000030 [SR] Beginning Verify and Repair transaction
00000031 [SR] Verify complete

00000032 [SR] Verifying 100 components

00000033 [SR] Beginning Verify and Repair transaction
00000034 [SR] Verify complete

00000035 [SR] Verifying 100 components

00000036 [SR] Beginning Verify and Repair transaction
00000037 [SR] Verify complete

00000038 [SR] Verifying 100 components

00000039 [SR] Beginning Verify and Repair transaction
0000003a [SR] Verify complete

0000003b [SR] Verifying 100 components

0000003c [SR] Beginning Verify and Repair transaction
0000003d [SR] Verify complete

0000003e [SR] Verifying 100 components

0000003f [SR] Beginning Verify and Repair transaction
00000040 [SR] Verify complete

00000041 [SR] Verifying 100 components

00000042 [SR] Beginning Verify and Repair transaction
00000043 [SR] Verify complete

00000044 [SR] Verifying 100 components

00000045 [SR] Beginning Verify and Repair transaction
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2023-11-07 14:48:14, Info
2023-11-07 14:48:14, Info
2023-11-07 14:48:14, Info
2023-11-07 14:48:15, Info
2023-11-07 14:48:15, Info
2023-11-07 14:48:15, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:15, Info
2023-11-07 14:48:16, Info
2023-11-07 14:48:16, Info
2023-11-07 14:48:16, Info
2023-11-07 14:48:17, Info
2023-11-07 14:48:17, Info
2023-11-07 14:48:17, Info
2023-11-07 14:48:17, Info
2023-11-07 14:48:17, Info
2023-11-07 14:48:17, Info
2023-11-07 14:48:17, Info
2023-11-07 14:48:18, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:18, Info
2023-11-07 14:48:18, Info
2023-11-07 14:48:19, Info
2023-11-07 14:48:19, Info
2023-11-07 14:48:19, Info
2023-11-07 14:48:19, Info
2023-11-07 14:48:19, Info
2023-11-07 14:48:19, Info
2023-11-07 14:48:20, Info
2023-11-07 14:48:20, Info
2023-11-07 14:48:20, Info
2023-11-07 14:48:20, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:21, Info
2023-11-07 14:48:21, Info
2023-11-07 14:48:21, Info
2023-11-07 14:48:21, Info
2023-11-07 14:48:21, Info
2023-11-07 14:48:21, Info
2023-11-07 14:48:22, Info
2023-11-07 14:48:22, Info
2023-11-07 14:48:22, Info
2023-11-07 14:48:22, Info
2023-11-07 14:48:22, Info
2023-11-07 14:48:22, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:22, Info
2023-11-07 14:48:23, Info
2023-11-07 14:48:23, Info
2023-11-07 14:48:23, Info
2023-11-07 14:48:23, Info
2023-11-07 14:48:23, Info
2023-11-07 14:48:23, Info
2023-11-07 14:48:24, Info
2023-11-07 14:48:24, Info
2023-11-07 14:48:24, Info
2023-11-07 14:48:24, Info
2023-11-07 14:48:24, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:25, Info
2023-11-07 14:48:25, Info
2023-11-07 14:48:26, Info
2023-11-07 14:48:26, Info
2023-11-07 14:48:26, Info
2023-11-07 14:48:27, Info
2023-11-07 14:48:27, Info
2023-11-07 14:48:27, Info
2023-11-07 14:48:28, Info
2023-11-07 14:48:28, Info
2023-11-07 14:48:28, Info
2023-11-07 14:48:29, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:29, Info
2023-11-07 14:48:30, Info
2023-11-07 14:48:30, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14:48:31, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:32, Info
2023-11-07 14:48:32, Info
2023-11-07 14:48:32, Info
2023-11-07 14:48:32, Info
2023-11-07 14:48:33, Info
2023-11-07 14:48:33, Info
2023-11-07 14:48:33, Info
2023-11-07 14:48:34, Info
2023-11-07 14:48:34, Info
2023-11-07 14:48:34, Info
2023-11-07 14:48:34, Info
2023-11-07 14:48:35, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:35, Info
2023-11-07 14:48:35, Info
2023-11-07 14:48:35, Info
2023-11-07 14:48:35, Info
2023-11-07 14:48:35, Info
2023-11-07 14:48:36, Info
2023-11-07 14:48:36, Info
2023-11-07 14:48:36, Info

cslI
cslI
cs1
cslI
cs1
cslI
cs1
cslI
cslI
cs1
cslI
cs1
cslI
cs1
cs1
cslI
cs1
cslI
cs1
cslI
cs1
cs1
cslI
cs1
cslI
cs1
cs1
cslI
cslI
cs1
cslI
cs1
cslI
cs1
cs1
csI
cs1
cslI
cs1
cslI
cs1
cs1
cslI
cs1
cslI
cs1
cslI
cslI
cs1
cslI
cs1
cslI
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cs1
cslI
cslI
cs1
cslI
cs1
cslI
cs1
cslI
cslI
cs1
cslI
cs1
cslI
cs1
cslI
cslI
cs1
cslI
cs1
cslI
cs1
cs1
cslI
cs1
cslI
cs1
cslI
cs1
cs1
cslI
cs1
cslI
cs1
cslI
cslI

00000046 [SR] Verify complete

00000047 [SR] Verifying 100 components

00000048 [SR] Beginning Verify and Repair transaction
00000049 [SR] Verify complete

0000004a [SR] Verifying 100 components

0000004b [SR] Beginning Verify and Repair transaction
0000004c [SR] Verify complete

0000004d [SR] Verifying 100 components

0000004e [SR] Beginning Verify and Repair transaction
0000004f [SR] Verify complete

00000050 [SR] Verifying 100 components

00000051 [SR] Beginning Verify and Repair transaction
00000052 [SR] Verify complete

00000053 [SR] Verifying 100 components

00000054 [SR] Beginning Verify and Repair transaction
00000055 [SR] Verify complete

00000056 [SR] Verifying 100 components

00000057 [SR] Beginning Verify and Repair transaction
00000058 [SR] Verify complete

00000059 [SR] Verifying 100 components

0000005a [SR] Beginning Verify and Repair transaction
0000005b [SR] Verify complete

0000005c [SR] Verifying 100 components

0000005d [SR] Beginning Verify and Repair transaction
0000005e [SR] Verify complete

0000005f [SR] Verifying 100 components

00000060 [SR] Beginning Verify and Repair transaction
00000061 [SR] Verify complete

00000062 [SR] Verifying 100 components

00000063 [SR] Beginning Verify and Repair transaction
00000064 [SR] Verify complete

00000065 [SR] Verifying 100 components

00000066 [SR] Beginning Verify and Repair transaction
00000067 [SR] Verify complete

00000068 [SR] Verifying 100 components

00000069 [SR] Beginning Verify and Repair transaction
0000006a [SR] Verify complete

0000006b [SR] Verifying 100 components

0000006¢ [SR] Beginning Verify and Repair transaction
0000006d [SR] Verify complete

0000006e [SR] Verifying 100 components

0000006f [SR] Beginning Verify and Repair transaction
00000070 [SR] Verify complete

00000071 [SR] Verifying 100 components

00000072 [SR] Beginning Verify and Repair transaction
00000073 [SR] Verify complete

00000074 [SR] Verifying 100 components

00000075 [SR] Beginning Verify and Repair transaction
00000076 [SR] Verify complete

00000077 [SR] Verifying 100 components

00000078 [SR] Beginning Verify and Repair transaction
00000079 [SR] Verify complete

0000007a [SR] Verifying 100 components

0000007b [SR] Beginning Verify and Repair transaction
0000007c¢ [SR] Verify complete

0000007d [SR] Verifying 100 components

0000007e [SR] Beginning Verify and Repair transaction
0000007f [SR] Verify complete

00000080 [SR] Verifying 100 components

00000081 [SR] Beginning Verify and Repair transaction
00000082 [SR] Verify complete

00000083 [SR] Verifying 100 components

00000084 [SR] Beginning Verify and Repair transaction
00000085 [SR] Verify complete

00000086 [SR] Verifying 100 components

00000087 [SR] Beginning Verify and Repair transaction
00000088 [SR] Verify complete

00000089 [SR] Verifying 100 components

0000008a [SR] Beginning Verify and Repair transaction
0000008e [SR] Verify complete

0000008f [SR] Verifying 100 components

00000090 [SR] Beginning Verify and Repair transaction
00000091 [SR] Verify complete

00000092 [SR] Verifying 100 components

00000093 [SR] Beginning Verify and Repair transaction
00000094 [SR] Verify complete

00000095 [SR] Verifying 100 components

00000096 [SR] Beginning Verify and Repair transaction
00000097 [SR] Verify complete

00000098 [SR] Verifying 100 components

00000099 [SR] Beginning Verify and Repair transaction
0000009b [SR] Verify complete

0000009c [SR] Verifying 100 components

0000009d [SR] Beginning Verify and Repair transaction
0000009e [SR] Verify complete

0000009f [SR] Verifying 100 components

000000a0 [SR] Beginning Verify and Repair transaction
000000a1 [SR] Verify complete

000000a2 [SR] Verifying 100 components

000000a3 [SR] Beginning Verify and Repair transaction
000000a4 [SR] Verify complete

000000a5 [SR] Verifying 100 components

000000a6 [SR] Beginning Verify and Repair transaction
000000a7 [SR] Verify complete

000000a8 [SR] Verifying 100 components

000000a9 [SR] Beginning Verify and Repair transaction
000000aa [SR] Verify complete

000000ab [SR] Verifying 100 components

000000ac [SR] Beginning Verify and Repair transaction
000000ad [SR] Verify complete

000000ae [SR] Verifying 100 components

000000af [SR] Beginning Verify and Repair transaction
000000b0 [SR] Verify complete

000000b1 [SR] Verifying 100 components

000000b2 [SR] Beginning Verify and Repair transaction
000000b3 [SR] Verify complete

000000b4 [SR] Verifying 100 components

000000b5 [SR] Beginning Verify and Repair transaction
000000b6 [SR] Verify complete

000000b7 [SR] Verifying 100 components

000000b8 [SR] Beginning Verify and Repair transaction
000000b9 [SR] Verify complete

000000ba [SR] Verifying 100 components

000000bb [SR] Beginning Verify and Repair transaction
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2023-11-07 14:48:36, Info
2023-11-07 14:48:37, Info
2023-11-07 14:48:37, Info
2023-11-07 14:48:37, Info
2023-11-07 14:48:37, Info
2023-11-07 14:48:37, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:38, Info
2023-11-07 14:48:39, Info
2023-11-07 14:48:39, Info
2023-11-07 14:48:39, Info
2023-11-07 14:48:39, Info
2023-11-07 14:48:39, Info
2023-11-07 14:48:39, Info
2023-11-07 14:48:40, Info
2023-11-07 14:48:40, Info
2023-11-07 14:48:40, Info
2023-11-07 14:48:40, Info
2023-11-07 14:48:40, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:41, Info
2023-11-07 14:48:41, Info
2023-11-07 14:48:42, Info
2023-11-07 14:48:42, Info
2023-11-07 14:48:42, Info
2023-11-07 14:48:42, Info
2023-11-07 14:48:42, Info
2023-11-07 14:48:42, Info
2023-11-07 14:48:43, Info
2023-11-07 14:48:43, Info
2023-11-07 14:48:43, Info
2023-11-07 14:48:43, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:44, Info
2023-11-07 14:48:44, Info
2023-11-07 14:48:44, Info
2023-11-07 14:48:44, Info
2023-11-07 14:48:44, Info
2023-11-07 14:48:44, Info
2023-11-07 14:48:44, Info
2023-11-07 14:48:45, Info
2023-11-07 14:48:45, Info
2023-11-07 14:48:45, Info
2023-11-07 14:48:45, Info
2023-11-07 14:48:45, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:45, Info
2023-11-07 14:48:46, Info
2023-11-07 14:48:46, Info
2023-11-07 14:48:46, Info
2023-11-07 14:48:47, Info
2023-11-07 14:48:47, Info
2023-11-07 14:48:47, Info
2023-11-07 14:48:47, Info
2023-11-07 14:48:47, Info
2023-11-07 14:48:47, Info
2023-11-07 14:48:48, Info
2023-11-07 14:48:48, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:49, Info
2023-11-07 14:48:49, Info
2023-11-07 14:48:49, Info
2023-11-07 14:48:49, Info
2023-11-07 14:48:49, Info
2023-11-07 14:48:50, Info
2023-11-07 14:48:50, Info
2023-11-07 14:48:50, Info
2023-11-07 14:48:51, Info
2023-11-07 14:48:51, Info
2023-11-07 14:48:51, Info
2023-11-07 14:48:51, Info
2023-11-07 14
2023-11-07 14:
2023-11-07 14:48:52, Info
2023-11-07 14:48:52, Info
2023-11-07 14:48:52, Info
2023-11-07 14:48:53, Info
2023-11-07 14:48:53, Info
2023-11-07 14:48:53, Info
2023-11-07 14:48:53, Info
2023-11-07 14:48:53, Info
2023-11-07 14:48:53, Info
2023-11-07 14:48:54, Info
2023-11-07 14:48:54, Info
2023-11-07 14:48:54, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:55, Info
2023-11-07 14:48:55, Info
2023-11-07 14:48:55, Info
2023-11-07 14:48:55, Info
2023-11-07 14:48:56, Info
2023-11-07 14:48:56, Info
2023-11-07 14:48:56, Info
2023-11-07 14:48:56, Info
2023-11-07 14:48:56, Info
2023-11-07 14:48:56, Info
2023-11-07 14:48:57, Info
2023-11-07 14:48:57, Info
2023-11-07 14
2023-11-07 14
2023-11-07 14:48:57, Info
2023-11-07 14:48:57, Info
2023-11-07 14:48:58, Info
2023-11-07 14:48:58, Info
2023-11-07 14:48:58, Info
2023-11-07 14:48:59, Info
2023-11-07 14:48:59, Info
2023-11-07 14:48:59, Info
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000000bc [SR] Verify complete

000000bd [SR] Verifying 100 components

000000be [SR] Beginning Verify and Repair transaction
000000bf [SR] Verify complete

000000c0 [SR] Verifying 100 components

000000c1 [SR] Beginning Verify and Repair transaction
000000c2 [SR] Verify complete

000000c3 [SR] Verifying 100 components

000000c4 [SR] Beginning Verify and Repair transaction
000000c5 [SR] Verify complete

000000c6 [SR] Verifying 100 components

000000c7 [SR] Beginning Verify and Repair transaction
000000c8 [SR] Verify complete

000000c9 [SR] Verifying 100 components

000000ca [SR] Beginning Verify and Repair transaction
000000cb [SR] Verify complete

000000cc [SR] Verifying 100 components

000000cd [SR] Beginning Verify and Repair transaction
000000ce [SR] Verify complete

000000cf [SR] Verifying 100 components

000000d0 [SR] Beginning Verify and Repair transaction
000000d1 [SR] Verify complete

000000d2 [SR] Verifying 100 components

000000d3 [SR] Beginning Verify and Repair transaction
000000d4 [SR] Verify complete

000000d5 [SR] Verifying 100 components

000000d6 [SR] Beginning Verify and Repair transaction
000000d7 [SR] Verify complete

000000d8 [SR] Verifying 100 components

000000d9 [SR] Beginning Verify and Repair transaction
000000da [SR] Verify complete

000000db [SR] Verifying 100 components

000000dc [SR] Beginning Verify and Repair transaction
000000dd [SR] Verify complete

000000de [SR] Verifying 100 components

000000df [SR] Beginning Verify and Repair transaction
000000e0 [SR] Verify complete

000000e1 [SR] Verifying 100 components

000000e2 [SR] Beginning Verify and Repair transaction
000000e3 [SR] Verify complete

000000e4 [SR] Verifying 100 components

000000e5 [SR] Beginning Verify and Repair transaction
000000e6 [SR] Verify complete

000000e7 [SR] Verifying 100 components

000000e8 [SR] Beginning Verify and Repair transaction
000000e9 [SR] Verify complete

000000ea [SR] Verifying 100 components

000000eb [SR] Beginning Verify and Repair transaction
000000ec [SR] Verify complete

000000ed [SR] Verifying 100 components

000000ee [SR] Beginning Verify and Repair transaction
000000ef [SR] Verify complete

000000f0 [SR] Verifying 100 components

000000f1 [SR] Beginning Verify and Repair transaction
000000f2 [SR] Verify complete

000000f3 [SR] Verifying 100 components

000000f4 [SR] Beginning Verify and Repair transaction
000000f5 [SR] Verify complete

000000f6 [SR] Verifying 100 components

000000f7 [SR] Beginning Verify and Repair transaction
000000f8 [SR] Verify complete

000000f9 [SR] Verifying 100 components

000000fa [SR] Beginning Verify and Repair transaction
000000fb [SR] Verify complete

000000fc [SR] Verifying 100 components

000000fd [SR] Beginning Verify and Repair transaction
000000fe [SR] Verify complete

000000ff [SR] Verifying 100 components

00000100 [SR] Beginning Verify and Repair transaction
00000104 [SR] Verify complete

00000105 [SR] Verifying 100 components

00000106 [SR] Beginning Verify and Repair transaction
00000107 [SR] Verify complete

00000108 [SR] Verifying 100 components

00000109 [SR] Beginning Verify and Repair transaction
0000010a [SR] Verify complete

0000010b [SR] Verifying 100 components

0000010c [SR] Beginning Verify and Repair transaction
0000010d [SR] Verify complete

0000010e [SR] Verifying 100 components

0000010f [SR] Beginning Verify and Repair transaction
00000110 [SR] Verify complete

00000111 [SR] Verifying 100 components

00000112 [SR] Beginning Verify and Repair transaction
00000113 [SR] Verify complete

00000114 [SR] Verifying 100 components

00000115 [SR] Beginning Verify and Repair transaction
00000116 [SR] Verify complete

00000117 [SR] Verifying 100 components

00000118 [SR] Beginning Verify and Repair transaction
00000119 [SR] Verify complete

0000011a [SR] Verifying 100 components

0000011b [SR] Beginning Verify and Repair transaction
0000011d [SR] Verify complete

0000011e [SR] Verifying 100 components

0000011f [SR] Beginning Verify and Repair transaction
00000120 [SR] Verify complete

00000121 [SR] Verifying 100 components

00000122 [SR] Beginning Verify and Repair transaction
00000123 [SR] Verify complete

00000124 [SR] Verifying 100 components

00000125 [SR] Beginning Verify and Repair transaction
00000126 [SR] Verify complete

00000127 [SR] Verifying 100 components

00000128 [SR] Beginning Verify and Repair transaction
00000129 [SR] Verify complete

0000012a [SR] Verifying 100 components

0000012b [SR] Beginning Verify and Repair transaction
0000012c [SR] Verify complete

0000012d [SR] Verifying 100 components

0000012e [SR] Beginning Verify and Repair transaction
0000012f [SR] Verify complete

00000130 [SR] Verifying 100 components

00000131 [SR] Beginning Verify and Repair transaction
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2023-11-07 14:48:59, Info
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2023-11-07 14:49:03, Info
2023-11-07 14:49:03, Info
2023-11-07 14:49:04, Info
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2023-11-07 14:49:09, Info
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00000132 [SR] Verify complete

00000133 [SR] Verifying 100 components

00000134 [SR] Beginning Verify and Repair transaction
00000135 [SR] Verify complete

00000136 [SR] Verifying 100 components

00000137 [SR] Beginning Verify and Repair transaction
00000138 [SR] Verify complete

00000139 [SR] Verifying 100 components

0000013a [SR] Beginning Verify and Repair transaction
0000013b [SR] Verify complete

0000013c [SR] Verifying 100 components

0000013d [SR] Beginning Verify and Repair transaction
0000013e [SR] Verify complete

0000013f [SR] Verifying 100 components

00000140 [SR] Beginning Verify and Repair transaction
00000141 [SR] Verify complete

00000142 [SR] Verifying 100 components

00000143 [SR] Beginning Verify and Repair transaction
00000144 [SR] Verify complete

00000145 [SR] Verifying 100 components

00000146 [SR] Beginning Verify and Repair transaction
00000147 [SR] Verify complete

00000148 [SR] Verifying 100 components

00000149 [SR] Beginning Verify and Repair transaction
0000014a [SR] Verify complete

0000014b [SR] Verifying 100 components

0000014c [SR] Beginning Verify and Repair transaction
0000014d [SR] Verify complete

0000014e [SR] Verifying 100 components

0000014f [SR] Beginning Verify and Repair transaction
00000150 [SR] Verify complete

00000151 [SR] Verifying 100 components

00000152 [SR] Beginning Verify and Repair transaction
00000153 [SR] Verify complete

00000154 [SR] Verifying 100 components

00000155 [SR] Beginning Verify and Repair transaction
00000156 [SR] Verify complete

00000157 [SR] Verifying 100 components

00000158 [SR] Beginning Verify and Repair transaction
00000159 [SR] Verify complete

0000015a [SR] Verifying 100 components

0000015b [SR] Beginning Verify and Repair transaction
0000015c [SR] Verify complete

0000015d [SR] Verifying 100 components

0000015e [SR] Beginning Verify and Repair transaction
0000015f [SR] Verify complete

00000160 [SR] Verifying 100 components

00000161 [SR] Beginning Verify and Repair transaction
00000162 [SR] Verify complete

00000163 [SR] Verifying 100 components

00000164 [SR] Beginning Verify and Repair transaction
00000165 [SR] Verify complete

00000166 [SR] Verifying 100 components

00000167 [SR] Beginning Verify and Repair transaction
00000168 [SR] Verify complete

00000169 [SR] Verifying 100 components

0000016a [SR] Beginning Verify and Repair transaction
0000016b [SR] Verify complete

0000016c [SR] Verifying 100 components

0000016d [SR] Beginning Verify and Repair transaction
0000016e [SR] Verify complete

0000016f [SR] Verifying 100 components

00000170 [SR] Beginning Verify and Repair transaction
00000171 [SR] Verify complete

00000172 [SR] Verifying 100 components

00000173 [SR] Beginning Verify and Repair transaction
00000174 [SR] Verify complete

00000175 [SR] Verifying 100 components

00000176 [SR] Beginning Verify and Repair transaction
00000177 [SR] Verify complete

00000178 [SR] Verifying 100 components

00000179 [SR] Beginning Verify and Repair transaction
0000017a [SR] Verify complete

0000017b [SR] Verifying 100 components

0000017c [SR] Beginning Verify and Repair transaction
0000017d [SR] Verify complete

0000017e [SR] Verifying 100 components

0000017f [SR] Beginning Verify and Repair transaction
00000180 [SR] Verify complete

00000181 [SR] Verifying 100 components

00000182 [SR] Beginning Verify and Repair transaction
00000183 [SR] Verify complete

00000184 [SR] Verifying 100 components

00000185 [SR] Beginning Verify and Repair transaction
00000186 [SR] Verify complete

00000187 [SR] Verifying 100 components

00000188 [SR] Beginning Verify and Repair transaction
00000189 [SR] Verify complete

0000018a [SR] Verifying 100 components

0000018b [SR] Beginning Verify and Repair transaction
0000018f [SR] Verify complete

00000190 [SR] Verifying 100 components

00000191 [SR] Beginning Verify and Repair transaction
00000192 [SR] Verify complete

00000193 [SR] Verifying 100 components

00000194 [SR] Beginning Verify and Repair transaction
00000195 [SR] Verify complete

00000196 [SR] Verifying 100 components

00000197 [SR] Beginning Verify and Repair transaction
00000198 [SR] Verify complete

00000199 [SR] Verifying 100 components

0000019a [SR] Beginning Verify and Repair transaction
0000019b [SR] Verify complete

0000019c [SR] Verifying 100 components

0000019d [SR] Beginning Verify and Repair transaction
0000019e [SR] Verify complete

0000019f [SR] Verifying 100 components

000001a0 [SR] Beginning Verify and Repair transaction
000001a1 [SR] Verify complete

000001a2 [SR] Verifying 100 components

000001a3 [SR] Beginning Verify and Repair transaction
000001a4 [SR] Verify complete

000001a5 [SR] Verifying 100 components

000001a6 [SR] Beginning Verify and Repair transaction
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CS1
CS1
cst
CS1
cst
CS1
cst
cst
CSI
cst
CSI
cst
Done.

000001a7 [SR] Verify complete

000001a8 [SR] Verifying 100 components

000001a9 [SR] Beginning Verify and Repair transaction
000001aa [SR] Verify complete

000001ab [SR] Verifying 100 components

000001ac [SR] Beginning Verify and Repair transaction
000001ad [SR] Verify complete

000001ae [SR] Verifying 100 components

000001af [SR] Beginning Verify and Repair transaction
000001b0 [SR] Verify complete

000001b1 [SR] Verifying 100 components

000001b2 [SR] Beginning Verify and Repair transaction
000001b3 [SR] Verify complete

000001b4 [SR] Verifying 100 components

000001b5 [SR] Beginning Verify and Repair transaction
000001b6 [SR] Verify complete

000001b7 [SR] Verifying 100 components

000001b8 [SR] Beginning Verify and Repair transaction
000001b9 [SR] Verify complete

000001ba [SR] Verifying 100 components

000001bb [SR] Beginning Verify and Repair transaction
000001bc [SR] Verify complete

000001bd [SR] Verifying 100 components

000001be [SR] Beginning Verify and Repair transaction
000001c3 [SR] Verify complete

000001c4 [SR] Verifying 100 components

000001c5 [SR] Beginning Verify and Repair transaction
000001c6 [SR] Verify complete

000001c7 [SR] Verifying 100 components

000001c8 [SR] Beginning Verify and Repair transaction
0000019 [SR] Verify complete

000001ca [SR] Verifying 100 components

000001cb [SR] Beginning Verify and Repair transaction
000001cc [SR] Verify complete

000001cd [SR] Verifying 100 components

000001ce [SR] Beginning Verify and Repair transaction
000001cf [SR] Verify complete

000001d0 [SR] Verifying 100 components

000001d1 [SR] Beginning Verify and Repair transaction
000001d2 [SR] Verify complete

000001d3 [SR] Verifying 100 components

000001d4 [SR] Beginning Verify and Repair transaction
000001d5 [SR] Verify complete

000001d6 [SR] Verifying 100 components

000001d7 [SR] Beginning Verify and Repair transaction
000001d8 [SR] Verify complete

000001d9 [SR] Verifying 100 components

000001da [SR] Beginning Verify and Repair transaction
000001db [SR] Verify complete

000001dc [SR] Verifying 100 components

000001dd [SR] Beginning Verify and Repair transaction
000001de [SR] Verify complete

000001df [SR] Verifying 100 components

000001e0 [SR] Beginning Verify and Repair transaction
000001e1 [SR] Verify complete

000001e2 [SR] Verifying 100 components

000001e3 [SR] Beginning Verify and Repair transaction
000001e4 [SR] Verify complete

000001e5 [SR] Verifying 100 components

000001e6 [SR] Beginning Verify and Repair transaction
000001e7 [SR] Verify complete

000001e8 [SR] Verifying 100 components

000001e9 [SR] Beginning Verify and Repair transaction
000001ea [SR] Verify complete

000001eb [SR] Verifying 100 components

000001ec [SR] Beginning Verify and Repair transaction
000001ed [SR] Verify complete

000001ee [SR] Verifying 100 components

000001ef [SR] Beginning Verify and Repair transaction
000001f0 [SR] Verify complete

000001f1 [SR] Verifying 100 components

000001f2 [SR] Beginning Verify and Repair transaction
000001f3 [SR] Verify complete

000001f4 [SR] Verifying 100 components

000001f5 [SR] Beginning Verify and Repair transaction
000001f6 [SR] Verify complete

000001f7 [SR] Verifying 100 components

000001f8 [SR] Beginning Verify and Repair transaction
000001f9 [SR] Verify complete

000001fa [SR] Verifying 75 components

000001fb [SR] Beginning Verify and Repair transaction
000001fc [SR] Verify complete

000001fd [SR] Repairing 0 components

000001fe [SR] Beginning Verify and Repair transaction
000001ff [SR] Repair complete

Launch job 'chkdsk'...
Checking C: for errors...
No errors found on C:. Skipping full chkdsk at next reboot.

Done.

SKIP_TELEMETRY_REMOVAL (-str) set. Disabling instead of removing.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
ERROR: Prstup byl odepren.

ERROR: Pr’stup byl odepren.

Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Operace byla dokoncena Lspesne.
Launch job 'Disable silent installation of 3rd-party apps'...

Done.

Launch job 'Disable NVIDIA telemetry'...

Done.

Launch job 'Network repair’...

Successfully flushed the DNS Resolver Cache.
Ok.

Sucessfully reset the Winsock Catalog.
You must restart the computer in order to complete the reset.

2023-11-07 14:49:53,69

Done.
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2023-11-07 14:49:53,69 Launch job 'Repair file extensions'...
2023-11-07 14:49:53,74 Done.

2023-11-07 14:49:53,74 stage_4 repair complete.
2023-11-07 14:49:53,86 stage_5_patch begin...
2023-11-07 14:49:56,41 7-Zip detected, updatin,
2023-11-07 14:49:56,41 Launch job 'Update 7-Zip'...
2023-11-07 14:49:57,58 Done.

2023-11-07 14:49:57,59 Updating Windows Defender...

Signature update started. .

ERROR: Signature Update falled with hr=80240022

CmdTool: Failed with hr = 0x80240022. Check C:\Users\vboxuser\AppData\Local\Temp\MpCmdRun.log for more information
2023-11-07 14:50:01,30 Done.

2023-11-07 14:50:01,31 ! SKIP_WINDOWS_UPDATES (-swu) set. Skipping all Windows Update methods.

2023-11-07 14:50:01,31 Launch job 'DISM base reset'...

d'»22023-11-07 14:50:01, Info DISM PID=1088 TID=3120 Scratch directory set to 'C:\Users\vboxuser\AppData\Local\Temp\'. - CDISMManager::put_ScratchDir

2023-11-07 14:50:01, Info DISM PID=1088 TID=3120 DismCore.dll version: 10.0.19041.3570 - CDISMManager::FinalConstruct

2023-11-07 14:50:01, Info DISM Initialized Panther logging at C:\logs\tron\dism_base_reset.log

2023-11-07 14:50:01, Info DISM PID=1088 TID=3120 Successfully loaded the ImageSession at "C:\Windows\system32\Dism" - CD! g oadLocal

2023-11-07 14:50:01, Info DISM Initialized Panther logging at C:\logs\tron\dism_base_reset.log

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=1088 TID=3120 Found and Initialized the DISM Logger. - CDISMProviderStore::Internal_InitializeLogger

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=1088 TID=3120 Failed to get and initialize the PE Provider. Continuing by assuming that it is not a WinPE image. -
CDISMProviderStore::Final_OnConnect

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=1088 TID=3120 Finished initializing the Provider Map. - CDISMProviderStore::Final_OnConnect

2023-11-07 14:50:01, Info DISM Initialized Panther logging at C:\logs\tron\dism_base_reset.log

2023-11-07 14:50:01, Info DISM DISM Manager: PID=1088 TID=3120 Successfully created the local image session and provider store. - CDISMManager::CreateLocallmageSession
2023-11-07 14:50:01, Info DISM DISM.EXE:

2023-11-07 14:50:01, Info DISM DISM.EXE: <----- Starting Dism.exe session ----- >

2023-11-07 14:50:01, Info DISM DISM.EXE:

2023-11-07 14:50:01, Info DISM DISM.EXE: Host machine information: OS Version=10.0.19045, Running architecture=amd 64, Number of processors=8

2023-11-07 14:50:01, Info DISM DISM.EXE: Dism.exe version: 10.0.19041.3570

2023-11-07 14:50:01, Info DISM DISM.EXE: Executing command line: Dism /online /Cleanup-Image /StartComponentCleanup /ResetBase /Logpath:"C:\logs\tron\dism_base_reset.log"
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=1088 TID=3120 Connecting to the provider located at C:\Windows\system32\Dism\FolderProvider.dIl. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Manager: PID=1088 TID=3120 physical location path: C:\ - CD

2023-11-07 14 DISM DISM Manager: PID=1088 TID=3120 Event name for current DISM session is Global\(GDCD13BE -8793-47F9-B344-6702F2EE9AB7} -
CDISMManager::CheckSessionAndLock

2023-11-07 14:50:01, Info DISM DISM Manager: PID=1088 TID=3120 Create session event 0x220 for current DISM session and event name is Global\{6DCD13BE-8793-47F9-B344-
6702F2EE9AB7} - CD! heck ionAndLock
2023-11-07 14:50:01, Info DISM DISM Manager: PID=1088 TID=3120 Copying DISM from "C:\Windows\System32\Dism" - CDISMManager::CreatelmageSessionFromLocation

DISM DISM Manager: PID=1088 TID=3120 lly loaded the I ion at "C:\Users\vboxuser\AppData\ Local\ Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A" - CDISMManager::Load i
2023-11-07 14:50:01, Info DISM DISM Image Session: PID=3432 TID=2440 Instantiating the Provider Store. - CDISMImageSession::get_ProviderStore
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Initializing a provider store for the IMAGE session type. - CDISMProviderStore::Final_OnConnect
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\0SProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM 0S Provider: PID=3432 TID=2440 Defaulting SystemPath to C:\ - CDISMOSServiceManage! nal_OnConnect
2023-11-07 14:50:01, Info DISM DISM 0S Provider: PID=3432 TID=2440 Defaulting Windows folder to C:\Windows - CDISMOSServiceManager::Final_OnConnect
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Attempting to initialize the logger from the Image Session. - CDISMProviderStore::Final_OnConnect
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\LogProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM Initialized Panther logging at C:\logs\tron\dism_base_reset.log
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Found and Initialized the DISM Logger. - CDISMProviderStore::Internal_InitializeLogger
2023-11-07 14:50:01, Warning DISM DISM Provider Store: PID=3432 TID=2440 Failed to load the provider: C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\PEProvider.dll. - CDISMProviderStore::Internal_GetProvider(hr:0x8007007¢)
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Failed to get and initialize the PE Provider. Continuing by assuming that it is not a WinPE image. -
CDISMProviderStore::Final_OnConnect
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finished initializing the Provider Map. - CDISMProviderStore::Final_OnConnect
2023-11-07 14:50:01, Info DISM Initialized Panther logging at C:\logs\tron\dism_base_reset.log
2023-11-07 14:50:01, Info DISM Initialized Panther logging at C:\logs\tron\dism_base_reset.log
2023-11-07 14:50:01, Info DISM DISM Manager: PID=1088 TID=3120 Image session successfully loaded from the temporary location: C:\Users\vboxuser\AppData\Local\Temp\27321D39-
47C8-4A86-AD29-CO0BEBEC602A - CDISMManager::CreatelmageSession
2023-11-07 14:50:01, Info DISM DISM.EXE: Target image information: OS Version=10.0.19045.3570, Image architecture=amd64
2023-11-07 14:50:01, Info DISM DISM.EXE: Image session version: 10.0.19041.3570
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Getting the collection of providers from an image provider store type. -
CDISMProviderStore::GetProviderCollection
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\CbsProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info CSI 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND
2023-11-07 14:50:01, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS
2023-11-07 14:50:01, Info DISM DISM 0S Provider: PID=3432 TID=2440 Determined System directory to be C:\Windows\System32 - CDISMOSServiceManager::get_SystemDirectory
2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 Finished initializing the CbsConUI Handler. - CCbsConUIHandler::Initialize
2023-11-07 14:50:01, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND
2023-11-07 14:50:01, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS
2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 CBS is being initialized for online use. More information about CBS actions can be located at:
%windir%\logs\cbs\cbs.log - CDISMPackageManager::Initialize
2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 Loaded servicing stack for online use only. - CDISMPackag +:CreateCl
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C: \Users\vboxuser\AppData\Local\Temp\Z7321D39 -47C8-4A86-AD29-
CO0BEBEC602A\MsiProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\IntlProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\IBSProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
CO0BEBEC602A\DmiProvider.dll. - CDISMProviderStore:Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND
2023-11-07 14:50:01, Info CSI' 00000002 Shim considered [1:123]"\??\ C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad36435_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS
2023-11-07 14:50:01, Info DISM DISM Driver Manager: PID=3432 TID=2440 Further logs for driver related operations can be found in the target operating system at
%WINDIR%\inf\setupapi.offline.log - CDriverManager::Initialize
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\UnattendProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\SmiProvider.dll. - CDISMProviderStore::Internal_LoadProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider
2023-11-07 14:50:01, Warning DISM DISM Provider Store: PID=3432 TID=2440 Failed to load the provider: C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-

COOBEBEC602A\EmbeddedProvider.dll. - CDISMProviderStore::Internal_GetProvider(hr:0x8007007¢)
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2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\AppxProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\ProvProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\AssocProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\GenericProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\OfflineSetupProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\SysprepProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\TransmogProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore:Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Transmog Provider: PID=3432 TID=2440 Current image session is [ONLINE] - CTransmogManager::GetMode

2023-11-07 14:50:01, Info DISM DISM Transmog Provider: PID=3432 TID=2440 Audit Mode: [No] - CTransmogManager::Initialize

2023-11-07 14:50:01, Info DISM DISM Transmog Provider: PID=3432 TID=2440 GetProductType: ProductType = [WinNT] - CTransmogManager::GetProductType

2023-11-07 14:50:01, Info DISM DISM Transmog Provider: PID=3432 TID=2440 Product Type: [WinNT] - CTransmogManager::Initialize

2023-11-07 14:50:01, Info DISM DISM Transmog Provider: PID=3432 TID=2440 Product Type ServerNT : [No] - CTransmogManager::Initialize

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Connecting to the provider located at C:\Users\vboxuser\AppData\Local\Temp\27321D39-47C8-4A86-AD29-
COOBEBEC602A\SetupPlatformProvider.dll. - CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Encountered a servicing provider, performing additional servicing initializations. -
CDISMProviderStore::Internal_LoadProvider

2023-11-07 14:50:01, Info DISM DISM.EXE: Got the collection of providers. Now enumerating them to build the command table.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: DISM Log Provider

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: OSServices

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: DISM Package Manager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: DISM Package Manager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: MsiManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: MsiManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: IntIManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: IntIManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: IBSManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: DriverManager

2023-11-07 14
2023-11-07 14

DISM DISM.EXE: Succesfully registered commands for the provider: DriverManager.
DISM DISM.EXE: Attempting to add the commands from provider: DISM Unattend Manager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: DISM Unattend Manager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: SmiManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: AppxManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: AppxManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: ProvManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: ProvManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: AssocManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: AssocManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: GenericManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: GenericManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: OfflineSetupManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: OfflineSetupManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: SysprepManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: SysprepManager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: Edition Manager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: Edition Manager.

2023-11-07 14:50:01, Info DISM DISM.EXE: Attempting to add the commands from provider: SetupPlatformManager

2023-11-07 14:50:01, Info DISM DISM.EXE: Succesfully registered commands for the provider: SetupPlatformManager.

2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 Processing the top level command token(cleanup-image). -
CPackageManagerCLIHandler::Private_ValidateCmdLine

2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 Attempting to route to appropriate d handler. - CP gerCLIHandler::ExecuteCmdLine
2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 Routing the command... - CPackageManagerCLIHandler::ExecuteCmdLine

2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 CBS session options=0x10400100! - CDISMPackageManager::Internal_Finalize

2023-11-07 14:50:01, Info CSI' 00000001 Shim considered [1:126]"\??\C:\Windows\Servicing\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_OBJECT_PATH_NOT_FOUND

2023-11-07 14:50:01, Info CSI' 00000002 Shim considered [1:123]"\??\C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.19041.3562_none_7e0523f67c93b82a\wcp.dll' : got STATUS_SUCCESS

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -
CDISMProviderStore::Final_OnDisconnect

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -
CDISMProviderStore::Final_OnDisconnect

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Found the PE Provider. Waiting to finalize it until all other providers are unloaded. -
CDISMProviderStore::Final_OnDisconnect

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(DISM Package Manager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Package Manager: PID=3432 TID=2440 Finalizing CBS core. - CDISMPackageManager::Finalize

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: DISM Package Manager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(MsiManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Di: ing Provider: Msi ger - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(IntIManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Di ing Provider: Intl ger - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(IBSManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14: 01, Info DISM DISM Provider Store: PID=3432 TID=2440 Di ing Provider: IBSManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(DriverManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: DriverManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(DISM Unattend Manager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: DISM Unattend Manager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(SmiManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Di: ing Provider: Smi - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(AppxManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Di: ing Provider: App: - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(ProvManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: ProvManager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(AssocManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Di: ing Provider: A: Manager - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(GenericManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: GenericManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TI 440 Finalizing the servicing provider(OfflineSetupManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Di ing Provider: OfflineSet: - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: ternal_DisconnectProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: 440 Disconnecting Provider: SysprepManager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(Edition Manager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: Edition Manager - CDISMProviderStore::Internal_DisconnectProvider

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Finalizing the servicing provider(SetupPlatformManager) - CDISMProviderStore::Internal_DisconnectProvider
2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: SetupPlatformManager - CDISMProviderStore::Internal_DisconnectProvider
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2023-11-07 14:50:01, Info
2023-11-07 14:50:01, Info
2023-11-07 14:50:01, Info

DISM
DISM
DISM

DISM Provider Store: PID=3432 TID=2440 Releasing the local reference to OSServices. - CDISMProviderStore::Internal_DisconnectProvider
DISM Provider Store: PID=3432 TID=2440 Disconnecting Provider: OSServices - CDISMProviderStore::Internal_DisconnectProvider
DISM Provider Store: PID=3432 TID=2440 Releasing the local reference to DISMLogger. Stop logging. - CDISMProvlderStore :Internal_DisconnectProvider

2023-11-07 14:50:01, Info DISM DISM Manager: PID=1088 TID=3120 Closing session event handle 0x220 - CD
2023-11-07 14:50:01, Info DISM DISM.EXE: Image session has been closed. Reboot required=no.
2023-11-07 14:50:01, Info DISM DISM.EXE:

2023-11-07 14
2023-11-07 14

DISM DISM.EXE: <----- Ending Dism.exe session ----- >
DISM DISM.EXE:

2023-11-07 14:50:01, Info DISM DISM Provider Store: PID=1088 TID=3120 Found the OSServices. Waiting to finalize it until all other providers are unloaded. -

CDISMProviderStore::Final_OnDisconnect
2023-11-07 14:50:01, Info
2023-11-07 14:50:01, Info
2023-11-07 14:50:01,77 Done.
2023-11-07 14:50:01,78 stage_5_patch complete.

2023-11-07 14:50:01,78 stage_6_optimize begin...

2023-11-07 14:50:01,78 Resetting page file settings to Windows defaults...

Updating property(s) of "\\VMTESTINGENVIRO\ROOT\CIMV2:Win32_ComputerSystem.Name="VMTESTINGENVIRO""
Property(s) update successful.

2023-11-07 14:50:01,81 Done.

2023-11-07 14:50:01,83 Launch job 'ngen .NET compilation'...

Microsoft (R) CLR Native Image Generator - Version 4.8.9093.0

Copyright (c) Microsoft Corporation. All rights reserved.

All compilation targets are up to date.

2023-11-07 14:50:01,84 Done.

2023-11-07 14:50:01,84 Virtual Machine detected. Skipping defrag of C:.

2023-11-07 14:50:01,84 stage_6_optimize complete.

2023-11-07 14:50:01,86 stage_7_wrap-up begin...

2023-11-07 14:50:01,86 ! PRESERVE_POWER_SCHEME (-p) set to "yes", skipping power settings reset.

2023-11-07 14:50:01,86 Calculating post-run results for summary logs...

2023-11-07 14:50:17,51 Done. Summary logs are at "C:\logs\tron\summary_logs\"

2023-11-07 14:50:17,51 Saving misc logs to "C:\logs\tron\raw_logs\"...

2023-11-07 14:50:17,51 Done.

2023-11-07 14:50:17,51 Uninstalling Malwarebytes...

2023-11-07 14:50:17,51 Done.

2023-11-07 14:50:17,53 stage_7_wrap-up complete.

2023-11-07 14:50:17,53 ! SKIP_CUSTOM_SCRIPTS (-scs) set to "yes", skipping...

2023-11-07 14:50:17,54 Doing miscellaneous clean up...

2023-11-07 14:50:17,56 Done.

2023-11-07 14:50:17,57 TRON RUN COMPLETE. Use \resources\stage_9_manual_tools if further action is required.
2023-11-07 14:50:17,57 Auto-reboot (-r) not selected. Reboot as soon as possible.

2023-11-07 14:50:17,64 ! WARNINGS were detected (yes_check_update_skipped). Recommend reviewing the log file.

Tron v12.0.6 (2023-10-17) complete
Windows 10 Home (AMD64)
Executed as VMTESTINGENVIRO\vboxuser on VMTESTINGENVIRO
Command-line switches:
Time zone: Stredn” Evropa (bezny cas)
Safe Mode: yes NETWORK
Logfile: C:\logs\tron\tron.log
Warnings detected?: yes_check_update_skipped
Debug logs uploaded?: no
Free space before Tron run: 39 MB
Free space after Tron run: 41 MB
Disk space reclaimed: 2 MB *
*If you see negative disk space don't panic. Due to how some of Tron's
functions work, actual space reclaimed will not be visible until after
areboot.
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DISM DISM Provider Store: PID=1088 TID=3120 Disconnecting Provider: FolderManager - CDISMProviderStore::Internal_DisconnectProvider
DISM DISM Provider Store: PID=1088 TID=3120 Releasing the local reference to DISMLogger. Stop logging. - CDISMProviderStore::Internal_DisconnectProvider
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