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Big Data and its Security Challenges

Abstract

In this study I have proposed work consisted of four entities including Trusted Center
(TC), Data Owner (DO), Data User (DU), and Cloud Server (CS). The data stored in the cloud
is always prone to attack mainly due to the anonymous, virtual, shared, replicated, multi-node
storage, and execution. Unauthorized access or manipulation leads to data theft or data loss.
Big Data outsourcing from data owners to the cloud is in three phases as follows:
Authentication, Compression and Encryption. The volume of data in the globe is increasing
with each day. The application of the internet, smartphones, and social networking sites has
resulted in an increase in data. Big Data consists of data sources that are both vast and
complicated. Petabytes and Exabytes are the most common data sizes. Regular protection and
security processes are deficient and therefore unfit to adjust to the quick colossal measure of
information in such a muddled registering climate because of the inborn information volume
and qualities of Big Data, specifically speed, volume, and an assortment related with enormous

scope public clouds and the Internet of Things (IoT).

Large-scale information management and analysis tools that go beyond the capabilities of
conventional data processing tools are referred to as Big Data analytics. Large Data design is
distributive in nature, increasing to huge number of information and handling hubs. Among
these a huge number of hubs, the information gets parcelled, imitated and dispersed for strong
calculation, and in light of execution reasons, information is likewise portioned into classes.
Highlights like auto-tiering, continuous handling and gushing of information have been
significant patterns in large information examination. The review gives practical arrangements
created from cutting edge innovations like information respectability, cryptography and
validation, information examination, and blockchain, featuring their connected certifiable
application for Big Data security and the issues they go up against. My analysis in this paper
provides an example of how Big Data may be secured. This work would clear the way for

future scholarly investigations into this basic area of information security.

Keywords: Big Data, Big Data Security, Big Data Security challenges, Data Hacks, Data theft,
Big Data Analysis



Velka data a jejich bezpe¢nostni vyzvy

Abstraktni

V této studii jsem navrhl praci sestavajici ze Ctyt entit véetné Trusted Center (TC), Data Owner
(DO), Data User (DU) a Cloud Server (CS). Data ulozena v cloudu jsou vzdy nachylna k utoku
predevsim kvuli anonymnimu, virtualnimu, sdilenému, replikovanému, viceuzlovému ulozisti
a provadeéni. Neopravnény pfistup nebo manipulace vede ke kradezi nebo ztraté dat.
Outsourcing velkych dat od vlastniki dat do cloudu probiha ve tfech nasledujicich fazich:
ovefovani, komprese a Sifrovani. Objem dat na svété se kazdym dnem zvySuje. Aplikace
internetu, chytrych telefont a socialnich siti ma za nasledek narast dat. Velka data se skladaji
z datovych zdroju, které jsou rozsahlé a komplikované. Nejbézn€jsi velikosti dat jsou petabajty
a exabajty. Pravidelné procesy ochrany a zabezpeCeni jsou nedostate¢né, a proto se nehodi
pfizptsobit rychlému kolosalnimu mnozstvi informaci v tak zmateném registrujicim klimatu
kvuli vrozenému objemu informaci a kvalitam velkych dat, konkrétné€ rychlosti, objemu a

sortimentu spojeného s obrovskym rozsahem vetejnosti. cloudy a internet véci (IoT).

Rozsahlé nastroje pro spravu a analyzu informaci, které presahuji moznosti konvenénich
nastroju pro zpracovani dat, se oznacuji jako analytika velkych dat. Navrh velkych dat je svou
povahou distributivni a zvySuje se na obrovské mnozstvi informacnich a manipulacnich center.
Mezi témito obrovskymi centry jsou informace rozdeleny, napodobovany a rozptyleny pro
silny vypocet a ve svétle divodi provedeni jsou informace rovnéz rozdéleny do tfid.
Nejvyznamnéjsi prvky, jako je automatické vrstveni, nepfetrzité zpracovani a proudéni
informaci, byly vyznamnymi vzory pfi rozsadhlém zkouméni informaci. Recenze poskytuje
prakticka opatieni vytvorena na zakladé Spickovych inovaci, jako je davéryhodnost informaci,
kryptografie a ovéfovani, zkouméni informaci a blockchain, vcetn€ jejich pfipojené
certifikovatelné aplikace pro zabezpeceni velkych dat a problému, se kterymi se setkavaji.
Moje analyza v tomto ¢lanku poskytuje priklad toho, jak 1ze zabezpecit velka data. Tato prace

by uvolnila cestu pro budouci védecka zkoumani této zakladni oblasti informacni bezpecnosti.

Kli¢ova slova: Big Data, Big Data Security, Big Data Security vyzvy, Data Hacks, Kradeze
dat, Big Data Analysis
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1. INTRODUCTION

1.1 Overview

John Mashey popularised the term Big Data, which has been in usage since the 1990s. Big Data
often consists of data sets that are too large for frequently used software tools to capture, curate,
manage, and process in a reasonable amount of time. The concept of "Big Data" is already
nearly ubiquitous in our daily lives. The phrase "Big Data refers to a wide variety of huge data
sets that are nearly hard to manage and analyse using standard data management methods - not
just because of their size, but also because of their intricacy. Big Data may be observed in
economics and banking, where a huge quantity of stock market, financing, digital and onsite
buying information travels via computer networks nearly every day, where it is then collected
and kept for managing inventory, consumption patterns, and financial markets. An increasing
number of organizations are employing the innovation to collect and manage Exabyte’s of data,
such as site logs, click stream data, and media platforms material, in order to acquire a deeper
understanding of their consumers and their organization. As a result, information categorization
is becoming increasingly important. A majority of software companies have already been
developing Big Data apps and services with the goal of bringing the potential of data analysis
to the consumers (Adnan, N.A.N. and Ariffin, S., 2018).

Numerous research investigations have revealed multiple advantages of Big Data technologies.
Related literature evaluations on Big Data security, on the other hand, show that hostile hackers
pursuing large data are on the climb. In the Big Data world, the primary challenges and
strategies around security threats and personal privacy have yet to be thoroughly investigated.
These problems inspire new inventions and research efforts to uncover unresolved concerns
that will lead the way for future research and practise. In order to fully comprehend Big Data's
fundamental concepts, security concerns, and possible methods, this research first explores its
many facets. Also, it deals with the security and privacy issues that Big Data is facing in real
world problems and how to mitigate and control the risks related to Big Data through current

and upcoming technology (Alhanahnah et al., 2018).

Unstructured data is the major focus of the Big Data philosophy, which also includes semi-
structured and structured data. As of 2012, the "scale" of Big Data ranged from a few dozen

gigabytes to many zettabytes of data, making it a shifting target. To extract insights from



diverse, complex, and enormously scaled data sets, Big Data necessitates a collection of
approaches and technologies with various forms of integration.

Some organisations modify it by adding "variety," "veracity," and several other "Vs"; this
revision is contested by some industry leaders. The "3 Vs," "4Vs," and "5Vs" were common
names for the Big Data Vs. They highlighted the volume, variety, velocity, veracity, and value
of Big Data. Big Data frequently includes variation as an additional quality. (Sahafizadeh and

Nematbakhsh. 2015)

As the meaning of enormous information has been laid out in the past segment, it is currently
essential to represent its attributes. Huge information is recognized by its attributes from
conventional advances. Three key huge information highlights, volume, variety, and velocity
are generally eluded as 3Vs. It developed from 3V to 7V and added esteem, inconstancy,
intricacy, furthermore, veracity (Ding et al., 2017).

e Information Volume: In large information, the word huge is a direct result of the
gigantic size of enormous information that alludes to the immense amount and extent
of information that is created consistently, moment, hour and day in our computerized
world. Virtual entertainment, monetary foundations, clinical establishments,
government organizations, sensors, logs which create terabytes of information
consistently. Large information size is in the request for Terabytes (TB), Petabytes
(PB), Zettabytes (ZB) and Exabytes, separately.

e Information Velocity: Velocity in large information is an idea that arrangements with
the information speed from various sources and the rate at which it is totalled and
communicated. It likewise alludes to the speed at which the information should be
handled to fulfil the interest. Large Data examination's goal is to handle the information
progressively to match their creation rate as it is produced.

e Information Variety: Data blast caused unrest in the sorts of information designs. The
assortment of information alludes to the different sorts of information put away, broke
down, and utilized. There is no predefined Big Data structure; it is completely not quite
the same as customary information. It very well may be organized (for instance,
exchange information, calculation sheets, interface data sets), semi-organized (for
instance, web server logs and XML) and unstructured (for model, posts via web-based

entertainment, sound, video, pictures).



e Information Veracity: Veracity alludes to the unwavering quality and consistency of
the information being investigated and portrays whether information is substantial for
examination. The separating of experiences cannot be founded on huge volumes of
information that isn't definite or legitimate. Since all information created and consumed
into the large information stage isn't depend ably ensured to contain clean information.

e Information Value: Value alludes to the nature of put away information and tests the
significance of information for navigation. It is the main component of any enormous
information-based application since it empowers valuable business data to be produced.
The whole information contained in the data set isn't valuable for everybody and
consequently it is critical to separate the helpful piece of the data set.

e Information Visualisation: Data the executives in an association, especially from
assorted sources, is an extremely confounded task. The information must be connected,
associated, and related with different sources to comprehend the data that should be
conveyed. Information intricacy delineates the trouble of managing different
information sources, i.e., interfacing, cleaning, and changing them prior to handling,

e Information Variability: notwithstanding the rising information speeds and
assortments, information streams with occasional pinnacles can be profoundly
conflicting. Information changeability alludes to the different information stream rate
with various pinnacles and conflicting information speed. (Agrawal, D., Budak, C. and

El Abbadi, A, 2011).

1.2 Big Data Application

The utilization of Big Data applications increments over the long haul because of the simple
administration of tremendous amounts of information. It uncovers data and information about
purchasers, providers, what's more, other business partners, markets and exercises, the
underlying drivers of difficulties and costs, and the potential dangers that the organization
might confront. This multitude of realities and bits of knowledge would be covered up in any
case. It can determine forecasts of future patterns and open doors through newfound way of
behaving and designs, which will improve functional and strategic decision-production so as
to speed, quality, and importance. Large information permits information to be utilized actually
for business benefit and value creation. Enormous information examination is progressively

being utilized both by people in general and confidential areas (Fan et al., 2015).



1.3 Challenges of Big Data

The assortment, combination, handling, and examination of Big Data makes a few difficulties
in different fields. The large information investigation incorporates a scope of stages, including
information handling and assortment, data extraction and cleaning, information mix, collection,
and portrayal. Challenges like heterogeneity, scale, practicality, intricacy, and security are
presented in every one of these stages. These different challenges and problems associated with
bringing this technology and adapting it must be addressed. In this section, I present various

challenges of Big Data.

1.3.1 Data Storage & Access Issues

When new storage devices were invented, the amount of data which can be stored expanded.
Vast quantities of data are produced, generated by everyone connected to digital devices which
creates the need for enormous storage. Also, stored data should be available to access in the
correct format at any time so that analysis can be carried out. Cloud storage is the solution to
this problem where multiple servers are used to achieve ample storage in the distributed mode

and to have high storage capacity remotely.

1.3.2 Management Issues

The data sources vary by size, format, and collection method. Big Data management means
maintaining data integrity, transparency, control, access, and documentation of massive data
sets. Resolving access, use, update, governance, and reference problems have proved to be
significant obstacles. In the event of any failure, large clusters in clouds must be managed
effectively (Ghosh, N., Ghosh, S K. and Das, S.K., 2014).

e Scale: In Big Data, data volume grows at a very fast pace while computing resources
speed is static; volume is scaling faster than computational resources. The challenge is
to manage large and quickly increasing data volume with existing resources. The
management of increasing volumes of data is not possible with traditional software
tools. Also, there exists the problem of data retrieval & analysis due to the constraint of
scalability and data complexity. To process these data, new innovative methods or
techniques are required.

e Fault Tolerance: Since the advent of emerging technology such as cloud computing and

Big Data, it is often expected that the damage done will be within appropriate limits if



1.3.3

the failure happens, rather than beginning the whole process from scratch. Fault-tolerant
computation, involving complex algorithms, is extremely difficult. It is simply
impossible to design machines or software that are fool-proof, 100% reliable, and
tolerant to a fault. Therefore, the key goal is to reduce the risk of failure to an

“acceptable” level.

Processing Issues

Big Data also faces problems with processing. Therefore, improved parallel processing and

modern computational algorithms are required to provide rapid information and efficient

processing of big (Goh, E.J., 2003).

Heterogeneity and Incompleteness: Big Data analysis has difficulties both because of
its large scale and mixed data that are available based on different patterns in data
collected. Multiple sources produce organized, nearly fully, and unstructured and semi
- structured. They have no set structure and are quite dynamic. When experimenting
with Big Data technology, working with this varied data essence is a significant
problem. The handling of such different data formats is also very time consuming and
expensive. Therefore, before the analysis, the data must be carefully organized. This
transformation of data into a standardized form for subsequent review is a significant
challenge in Big Data mining. Moreover, deficient information makes vulnerabilities
during information examination that should be overseen during the review (Ateniese et
al., 2006).

Timeliness: As the size of informational collections to be broke down builds, handling
can take more time. In any case, in certain conditions, the results of the examination are
required right away; for instance, in the event that a transfer via Mastercard is thought
to be deceitful, it is ideally fundamental for the exchange platform to forestall the
transaction before it is concluded. It won't be allowed to properly analyse a user's
shopping history in real-time. Therefore, it is important to develop preliminary results
in advance so that a quick conclusion may be reached with just a tiny amount of
additional calculation using fresh information.

Data quality: In general, Big Data are aimed at storing reliable data, not having
incredibly large, meaningless data to obtain better results and conclusions. That poses
numerous questions, such as how to ensure that the data is valid, how much data will

suffice for decision making, and whether the data stored is reliable or not, etc. Usually,



a good process can make poor decisions if it is based on bad data. But due to the volume,
it is not practical to validate each data item. New approaches are needed to qualify and

validate data.

1.3.4 Security

Security is one of the main pressing concerns in the data innovation industry. Large information
gives tremendous benefits and chances to end-clients, yet it is likewise answerable for the
issues of safety. It contains large volumes of private data; maintaining high-security standards
is critical. The data will have to be authenticated, encrypted, and authorized. There are many
challenges in managing security in a wide range of data. Another significant issue is data
privacy and one that is growing in the sense of Big Data. Effectively handling privacy is both
a technological and a sociological challenge that must be tackled simultaneously from all sides
to fulfil Big Data’s promise. To solve this security and privacy issue, precise techniques and

suitable algorithms must be established to improve data protection (Herodotou et al., 2011).

According to the Big Data Working Group of the Cloud Security Alliance organisation,
infrastructure security, data privacy, data management, and integrity and reactive security are
the main four different components of Big Data security. The International Organization for
Standardization used this breakdown of Big Data security into four main topics to develop a

security standard for Big Data.

Data
Management

Infrastructure
Security

Big Data
Security
Challenges

Data
Privacy

Integrity and
Reactive Security

Figure 1 The principal obstacles to Big Data Security (Moreno, Serrano et al. 2016)

Every new disruptive technology introduces fresh problems. In the context of Big Data, these
problems involve not just the quantity or diversity of data but also the quality, privacy, and

security of the data. The privacy and security of Big Data will be the main topics of this essay.
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Big Data not only enlarges the scope of the privacy and security concerns that are addressed in
traditional security management, but also generates new ones that require a different
methodology of approach. More restrictions are required to address these issues as
organisations and governments keep and analyse more data. As a result, ensuring Big Data is
secured has emerged as one of the most significant obstacles that could hinder the development
of technology, without sufficient security guarantees. Thus, a huge responsibility comes with

Big Data to garner the necessary degree of trust.



2. OBJECTIVE AND METHODOLOGY

Big Data is a topic of more and more interest in the world. All companies, big and small, need
to be at least aware and ready to adopt Big Data for commercial reasons (if they have not
already done it). However, like any new technology, Big Data also has its own issues. The
biggest issues are related to security and privacy. People are producing more data and
companies are storing more customer data and using them for new Big Data analytics for
business reasons. This means there is more data than before which is at the risk of being
accessed by unauthorised people, stolen or abused. From the literature review, I believe that
security is the biggest problem with Big Data so I have focused on that and the solutions in

literature.

The objective of this literature is: To research and find out the different types of security issues

with Big Data and some of the solutions.

The methodology is: to study a large amount of Big Data research papers and understand the
security and privacy problems and their common solutions. After this, I will also extend one of
the solutions in the next section to find an efficient way to encrypt information for protection

in Big Data system.

The outcome of this thesis will be to create an overview of Big Data security and privacy issues
in the literature and to make one practical recommendation for using a more efficient

encryption system. This is discussed in detail in the next system.



3. LITERATURE REVIEW

3.1 Introduction

This section reviews the literature on Big Data, with a focus on the security challenges and
suggested solutions. The review will go into some detail on cloud computing-based solutions
since these are common in many papers, and it provides the infrastructure to put some other
solutions into action. First, there will be an overview of security issues most commonly found
in Big Data, then a brief description of different solutions. Then, I will discuss some of the
cloud computing solutions which are the most popular ones. Finally, I will write about some
unique techniques and software used to overcome Big Data security challenges. This software
will be discussed in detail in my solution in this thesis. The final section of this literature review

will summarise the relevant key points for discussion in the following sections.

3.2 What is Big Data?

Throughout the last several decades, Big Data has been increasingly popular in virtually every
industrial sector, and tremendous work has gone into developing new approaches for Big Data
analytics. While many businesses recognise the importance of Big Data analytics, organisations
are still in the early stages of realising its benefits because they must redesign their business
operations and architectures in order to accommodate the enormous and rapidly increasing

volume of data that is being generated (Venkatraman, S. and Venkatraman, R., 2019).

As a result of the proliferation of Big Data, the way data is managed and used is evolving,
Healthcare, traffic management, finance, retail, education, and a number of other industries are
among the uses. As a result of this tendency, businesses are become more flexible and open.
Unavoidably, new data types will result in new problems. This research aims to raise awareness
of significant Big Data issues. This article will discuss a wide range of Big Data-related issues.
The topics addressed include defining Big Data and going over the many standards used to
describe it. Velocity, volume, and variety the three Vs of Big Data are all included in this

categorization (Bhandari, R., Hans, V. and Ahuja, N.J., 2016).

Big Data is a group of data sets that are so numerous and intricate that they become challenging
to process using typical data processing software or readily available database management

tools. Capture, curation, storage, search, sharing, transfer, analysis, and visualisation are among



the difficulties. Big Data is a term used to describe novel database administration and analytical
techniques created for the analysis, storing, and manipulation of big or complicated data sets.
Big Data investments can be made in people (such as data scientists) as well as in business and
technological solutions, such as database management systems (such as Hadoop,
IBM/Netezza), analytics and visualisation tools (such as Revolution R), or text-processing and
real-time streaming options. Big Data is also used to describe datasets that are too large to be
captured, stored, managed, and analysed by conventional database software tools. The size of
a dataset required to qualify as Big Data is not specifically defined. In order to manage the Big
Data phenomenon, new technology must be implemented. Big Data technologies are described
by IDC as a new generation of tools and architectures that enable rapid data capture, discovery,
and analysis in order to cheaply extract value from very large amounts of a variety of data. Big
Data is data that can be processed more quickly than by traditional database systems. The data
does not match the structures of the current database architectures because it is too large, moves
too quickly, or both. There must be a different method of processing these facts in order to

extract value from them.

Big Data Infrastructure is dispersed in design, with the potential to expand to millions of data
and computing units. The data in a Big Data platform is split, duplicated, and dispersed over
thousands of servers. Data is split into two types for performance reasons: hot data and cold
data, resulting in a useful aspect of Big Data architecture known as auto—tearing (Eldawy, A

Levandoski, J. and Lars