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B R N O U N I V E R S I T Y O F T E C H N O L O G Y 

A b s t r a c t 

Faculty of Electr ical E n g i n e e r i n g a n d C o m m u n i c a t i o n 

Doctor of P h i l o s o p h y 

Distance Protection Design Using Digital Input Data 

b y Ing. K i n a n W a n n o u s 

I E C 61850-9-2 specifies that the t ransmiss ion of s a m p l e d measured values ( S M V s ) 
over an Ethernet n e t w o r k , u s i n g s a m p l e d values generated b y m e r g i n g units of IEDs 
or i n d i v i d u a l m e r g i n g units , ins trument transformers [3]. 

The i m p l e m e n t a t i o n of I E C 61850-9-2 depends o n the dataset specifications such 
as t ime s y n c h r o n i z a t i o n , sample counts, a n d in terva l t ime. 

The dissertat ion is focused o n protect ion a lgor i thms a n d analyses the impact of I E C 
61850-9-2LE o n p h y s i c a l protections w i t h (analog-digital) i n p u t data of voltage a n d 
current. W i t h the increased interact ion between p h y s i c a l devices a n d c o m m u n i c a ­
t ion components , the test proposes a c o m m u n i c a t i o n analysis for a substat ion w i t h 
the convent ional m e t h o d (analog input) a n d d i g i t a l m e t h o d based o n the I E C 61850 
s tandard. The thesis analyses the m e r g i n g uni t ' s funct ions for relays u s i n g I E C 
61850-9-2LE. The p r o p o s e d m e t h o d defines the s a m p l e d measured values source 
a n d analysis of the traffic. 

Further, the thesis deals w i t h the p r o g r a m m i n g of protect ion f u n c t i o n a lgor i thms i n 
M a t l a b . The m o d e l evaluated the h a r m o n i c s impact o n d i g i t a l relays a n d the impact 
of current transformer saturat ion o n distance protect ion. 

In the e n d , the thesis deals w i t h the assessment of the benefits of I E C 61850-9-2LE 
u s i n g a n e u r a l ne twork . 



v i 

The last chapter focuses o n a real-t ime a p p l i c a t i o n that subscribes the data stream 
c o m i n g f r o m a substat ion near the protect ion laboratory i n B r n o U n i v e r s i t y of Tech­
nology. I E C 61850-9-2 L E S M V s are used to transmit the traffic to a u n i v e r s i t y lab­
oratory w i t h 16 k m of fiber optic cable. The a p p l i c a t i o n b u i l t u s i n g M a t l a b a n d can 
read the traffic f r o m the ethernet port , the traffic d e c o d e d a n d convert f r o m A S C I I to 
the d e c i m a l n u m b e r s then d r a w the current a n d voltage values . The a p p l i c a t i o n de­
v e l o p e d w i t h o u t u s i n g any need for a d d i t i o n a l h a r d w a r e , the requirements are the 
ethernet por t RJ45 f r o m the station a n d pc that is r u n n i n g M a t l a b . The benefits a n d 
features of the appl i ca t ion , easy to use, abi l i ty to i m p l e m e n t a l l the distance protec­
t ion funct ions , ca lculat ion of the R M S values of the voltage a n d current, h a r m o n i c 
d is tor t ion , the h a r m o n i c components w i t h F T T analysis , distance protect ion charac­
teristics a n d fault impedance calculat ion. A l l calculat ions i m p l e m e n t e d i n real-t ime, 
moreover, i n this chapter i n c l u d e sensi t ivi ty analysis of the M a t l a b m o d e l i n p r e v i ­
ous chapters. Distance protect ion funct ions discussed i n this thesis u s e d the offl ine 
m o d e l of M a t l a b or captured w i t h C o m t r a d e format files. 

K e y w o r d s : 

S a m p l e d Values , I E C 61850-9-2, overcurrent protect ion, , distance relay, protec­
t ion relay, mat lab , m e r g i n g uni t , G O O S E , Ethernet, SVScout , de lay t ime, I E D , t ime 
synchroniza t ion , machine learn ing , R O C s , S i m u l i n k , O m i c r o n C M C 256plus, p o w e r 
quality, enerlyzer, comtrade. 
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Chapter 1 

INTRODUCTION 

The n u m e r i c a l relay is a focal concept of the p o w e r system a u t o m a t i o n for protect­
i n g the e q u i p m e n t a n d l i m i t i n g the damage. The Thesis explains the s ignal p r o ­
cessing of p o w e r qual i ty disturbances u s i n g M A T L A B 2016, M a t h W o r k s , N a t i c k , 
M A , U S A ) S i m u l i n k , especial ly the p o w e r qual i ty impact o n the measurements of 
the p o w e r system quantit ies ; the test s imulates the f u n c t i o n of protect ion i n p o w e r 
systems i n terms of ca lculat ing the current a n d voltage values of short circuits a n d 
their faults. P o w e r system automat io n has several levels to integrate be tween the 
p o w e r substations a n d the substat ion s u p e r v i s o r y system ( S C A D A ) . The I E C 61850 
s tandard helps d i g i t i z e substations as part of equipment to device c o m m u n i c a t i o n 
that is needed for protect ion, control , m o n i t o r i n g a n d measurement funct ions . The 
most recent part of the I E C 61850 c o m m u n i c a t i o n protoco l is the I E C 61850-9-2 part 
for the t ransmiss ion of s a m p l e d values SV. This s tandard appl ies to electronic cur­
rent transformers voltage w i t h d i g i t a l output , m e r g i n g units - M U s - a n d a n intel ­
l igent electronic device s u c h as protect ion devices, f ie ld controllers a n d energy me­
ters. The I E C 61850 s tandard unites the structure, requirements , a n d c o m m u n i c a t i o n 
specifications that can be i m p l e m e n t e d d u r i n g shar ing of data a m o n g IEDs , the first 
announcement of the cooperat ion a n d creates a p l a t f o r m between the substat ion a u ­
tomat ion system (SAS) a n d the substations (IEC 61850 2003) [69]. The challenges 
to i m p l e m e n t i n g the I E C 61850 are process ing a huge a m o u n t of real t ime data a n d 
replac ing some parts of substations to create a better env i ronment to i m p l e m e n t I E C 
61850. The use of I E C 61850 as the basis for smart gr ids inc ludes the use of merg­
i n g units ( M U s ) a n d d e p l o y m e n t of relays based o n microprocessors . I E C 61850 
s tandard defines c o m m u n i c a t i o n protoco l for intel l igent electronic devices at electri­
cal substations. It describes i n I E C 61850-9-2 s a m p l e d values a n d h o w to d ig i ta l ize 
measurements . Transferr ing data i n d i g i t a l format is used for the protect ion a n d 
m o n i t o r i n g appl i ca t ion . The challenge n o w a d a y s is shar ing the current a n d vol t ­
age measurements i n substations a n d uses it for m o n i t o r i n g a n d protect ion appl i ca ­
t ion. D u e to the fact that current a n d voltage transformers are able to convert the 
analog signals to d i g i t a l format. The I E C 61850 s tandard for substat ion authorizes 
the c o m b i n a t i o n of a l l control , protect ion a n d m o n i t o r i n g funct ions b y one protocol , 
n o w a d a y s , a l l manufacturers realize the importance a n d the need to merge the c o m ­
munica t ions of a l l I E D s i n a substat ion, n u m e r o u s I E D s can control c o m m a n d s at 
h i g h speed a n d share data. This coordinated control can par t ly e l iminate the need 
for w i r i n g i n a substat ion. M a n y uti l i t ies have already established systems of i n ­
terconnected IEDs , w h i c h make I E D s measurements avai lable to use for centra l ized 
substat ion a n d control , w h i l s t , the majori ty of data i n I E D s is left uncol lected due to 
the t radi t ional techniques were des igned to s u p p o r t S C A D A . I E C 61850 w a s created 
to be a n internat ional ly s t a n d a r d i z e d m e t h o d of c o m m u n i c a t i o n s a n d integrat ion 
w i t h goals of s u p p o r t i n g systems b u i l t f r o m m u l t i v e n d o r I E D s n e t w o r k e d together 
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to p e r f o r m protect ion, m o n i t o r i n g , automat ion , meter ing , a n d control [68]. A m i c r o ­
processor p r o v i d e s the abi l i ty to process large a m o u n t of i n f o r m a t i o n a n d to make 
the t r i p p i n g dec i s ion t r ip , another impor tant a p p l i c a t i o n of permanent p o w e r q u a l ­
i ty m o n i t o r i n g is a d i s t r i b u t i o n p o w e r qua l i ty recorder ( D P Q R ) i n the d i g i t a l relay 
that can be u s e d to define the measurements of events w h i c h occurred i n the p o w e r 
system s u c h as internal/external fault d iagnosis , fault measurements , zero current 
sequences a n d disturbance recording . The hierarchy structure of p o w e r system a u ­
tomat ion contains electrical protect ion, control , measurement , m o n i t o r i n g a n d data 
communica t ions . The p o w e r system a u t o m a t i o n is a system that is integrated into 
the v a r i o u s components connected to the p o w e r ne twork . The n u m e r i c a l relay is a 
focal concept of the p o w e r system a u t o m a t i o n to protect the equipment a n d l i m i t the 
damage. The system's components have better c o m m u n i c a t i o n w i t h each other; the 
i n f o r m a t i o n is exchanged v i a dozens of c o m m u n i c a t i o n protocols ; the concept can 
be characterized b y o n l y one sensor obta in ing a n d col lect ing i n f o r m a t i o n f r o m the 
n e t w o r k instead of a sensor per each component i n the p o w e r system. The p o w e r 
system a u t o m a t i o n has several levels to integrate into the p o w e r substations a n d the 
substat ion s u p e r v i s o r y system ( S C A D A ) . They i n c l u d e S a m p l e d Values (SV) a n d 
Gener ic Object O r i e n t e d Substat ion Event ( G O O S E ) protocols w h i c h are m a p p e d d i ­
rectly to the Data L i n k layer for reduced protoco l overhead hence increased perfor­
mance; a n d Gener ic Substat ion State Event (GSSE) protocol w h i c h features its o w n 
custom protocol m a p p i n g [75]. I E C 61850-9-2, process b u s is de f ined as s tandard: 

• I E C 61850-9-2 s tandard for c o m m u n i c a t i o n n e t w o r k s a n d systems i n substa­
tions, part 9-2: "Specif ic C o m m u n i c a t i o n Service M a p p i n g (SCSM) - S a m p l e d 
values over I S O / I E C 8802-3" [71]. 

• Implementa t ion G u i d e l i n e for d i g i t a l Interface to ins trument transformers us­
i n g I E C 61850-9-2 to facilitate i m p l e m e n t a t i o n a n d enable interoperabil i ty, the 
U C A International Users G r o u p created a gu ide l ine that defines a n appl i ca t ion 
prof i le of I E C 61850-9-2, w h i c h C o m m o n l y referred to as I E C 61850-9-2LE for 
" l i g h t e d i t i o n " [69]. 
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Chapter 2 

THE STATE OF THE ART 

2.1 QUADRILATERAL RELAY A L G O R I T H M A N D PROTEC­
TION 

Since quadr i la tera l characteristics are d i scont inuous , its characteristics cannot be 
generated b y electromechanical relays devices. The abi l i ty to detect s ignif icant resis­
tance associated w i t h the restrict ion is important . The abi l i ty to closely enclose the 
desired t r ip area results i n a more secure appl i ca t ion . Q u a d r i l a t e r a l elements w i t h 
p l a i n reactance reach l ines can introduce reach error p r o b l e m s for resistive earth 
faults where the angle of total fault current differs f r o m the angle of the current mea­
sured b y the relay. Th is is the case w h e r e the local a n d remote source voltage vectors 
are phase shif ted w i t h respect to each other d u e to pre fault p o w e r f low. P o l y g o n a l 
impedance characteristics are h i g h l y f lexible i n terms of fault impedance coverage 
for b o t h phase a n d earth faults [ 6 6 ] . 
The a l g o r i t h m of distance relay general ly requires current a n d voltage i n p u t s ig­
nals , namely , h a r m o n i c m a g n i t u d e a n d phase of three voltages a n d currents signals 
each, zero sequence m a g n i t u d e a n d phase current to obta in phase quantit ies. In this 
w o r k , a l l the signals are obta ined a n d taken samples of s ignals n a m e l y three phase to 
g r o u n d voltages a n d three phase currents [ 1 2 ] . M o d e r n distance relays offer q u a d r i ­
lateral characteristic, w h o s e resistive a n d reactive reach can be set independent ly . 
Therefore, it p r o v i d e s better resistive coverage than any m h o type characteristic for 
short l ines. This is especial ly true for earth fault impedance measurement , where the 
arc resistances a n d fault resistance to earth contribute to the highest va lues of fault 
resistance [ 6 6 ] . 

F I G U R E 2 . 1 : Quadrilateral characteristic [66] 
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R E L A Y C H A R A C T E R I S T I C S A N D I M P E D A N C E D I A G R A M 

Since uti l i t ies need to keep a l l the settings of the relays f r o m different types a n d var­
ious manufacturers i n a database, they need to overcome these differences. Th ings 
get further compl ica ted w h e n the distance relays settings need to be coordinated 
w i t h other relays i n front or b e h i n d t h e m or w h e n the distance characteristics have 
to be tested to evaluate the relay performance or to analyze its operat ion. In these 
cases, k n o w i n g the settings is not sufficient, further k n o w l e d g e of the behavior of 
relay performance m a y be required as w e l l [26]. Q u a d r i l a t e r a l relay is u s u a l l y set 
to three zones to protect a n d cover the t ransmiss ion l ine. Three zones quadr i la tera l 
characteristics used to protect the t ransmiss ion l ine are s h o w n i n f igure 2.1 a n d f ig ­
ure 2.2. 
A n i m p o r t a n t feature of distance protect ion is its inherent remote b a c k u p funct ion­
ality. The overreaching zones operate w i t h set t ime delays that are coordinated w i t h 
remote protect ion devices. For this p u r p o s e , a g r a d i n g t ime of the back u p stages is 
required to ensure that selectivity is m a i n t a i n e d d u r i n g n o r m a l protect ion operat ion 
w h i l e t ime de lay b a c k u p protect ion operates i n the case that a breaker fails to oper­
ate d u r i n g a fault . 

_st = grading time 

distance 

F I G U R E 2 . 2 : Graded distance zones 

This characteristic is p r o v i d e d b y m o d e r n distance relays, a n d their resistive a n d 
reactive reach can be adjusted independent ly . Its resistive coverage is better than 
for any m h o type characteristic for short l ines. The impedance characteristic of most 
d i g i t a l a n d n u m e r i c a l distance protections w i t h this characteristic can be set w i t h 
respect to the impedance of the l o a d or the arc. The quadr i la tera l characteristic is 
the most appropriate for the earth fault impedance measurement , where the arc re­
sistances a n d fault resistance to earth increase the values of fault resistance. 

2.1.1 T E S T I N G O F M U L T I F U N C T I O N A L D I S T A N C E P R O T E C T I O N 
D E V I C E S 

The funct ions i n the distance relay have a h ierarchy that needs to be considered for 
the testing of the device. First of a l l , the secondary currents a n d voltages, w h i c h 
are a p p l i e d to the distance protect ion relay, are f i l tered a n d processed i n the analog 
i n p u t m o d u l e a n d they p r o v i d e instantaneous s a m p l e d values to the internal d i g i t a l 
data b u s of the I E D . These s a m p l e d values , w h i c h can be l o g g e d w h e n an abnor­
m a l system c o n d i t i o n , are detected or u s e d to calculate v a r i o u s measurements (e.g. 
current a n d voltage phasors or s u p e r i m p o s e d components) a n d they can be used b y 
different protect ion funct ions [22] a n d as s h o w n i n f igure 2.3. 
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The outputs of the measurement elements become the inputs to a protect ion or other 

F I G U R E 2 . 3 : Developed Distance Protection 

funct iona l elements of the device. E a c h basic protect ion element operates based o n 
specific measured va lue i.e. phase or sequence current, voltage, a n d frequency. M e a ­
surements of active, reactive a n d apparent p o w e r or p o w e r factor are often avai lable 
f r o m the relays w h e n they are required i n the substat ion a u t o m a t i o n system [40] a n d 
as s h o w n i n f igure 2.4. 

F I G U R E 2 . 4 : Communication of Relay Protection 

2.1.2 D I S T A N C E T O F A U L T L O C A T I O N 

A n y t ransmiss ion l ine of electrical energy is character ized b y its resistance a n d reac­
tance per uni t length , i n other w o r d s , its total impedance is p r o p o r t i o n a l to its length 
distance. W h e n a fault occurs, the distance to fault locat ion is c o m p u t e d b y the fault 
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locators w h i c h are integrated w i t h the distance relays. These fault locators execute 
the measurement w h e n the current passes b y zero. This proper ty helps t h e m to e l i m ­
inate not o n l y the inf luence of the fault resistance b u t also one of the l ine resistance. 
The instantaneous voltage does not d e p e n d o n l ine a n d fault resistances b u t o n l y o n 
the l ine inductance as s h o w n b y the equations (2.1) a n d (2.2) 

u(t) = (RL + RF)-i(t) + LL^ (2.1) 

For (t)= 0 then w e have 

u(t) = L L | (2.2) 

F A U L T R E S I S T A N C E 

W h e n a phase to phase or phase to earth fault occurs i n the l ine , a c c o m p a n i e d b y 
the p r o d u c t i o n of the arc, there w i l l be generated i n the l ine a n e w impedance RF 

w i t h a resistive character w h i c h is i n series w i t h the l ine impedance . RF is k n o w n as 
fault resistance or arc resistance. In case the system is s u p p l i e d f r o m one e n d (single 
ended infeed), the distance protect ion located o n the source side w i l l correctly mea­
sure the fault distance because, according to the equat ion (2.6), the fault resistance RF 

affects o n l y the real part of impedance w h i l e the reactance depends o n the distance 
measurement , remains the same as d iscussed previous ly . In case the l ine is s u p p l i e d 
f r o m b o t h ends (double e n d e d infeed) a n d the fault w i t h arc occurs be tween the t w o 
sources (see f igure 2.5), then there w i l l be voltage d r o p caused b y the short c ircuit 
current f r o m the other side infeed t h r o u g h the fault resistance w h i c h has the same 
effect as an a d d i t i o n a l source a n d increases the measured fault resistance. A c c o r d i n g 
to the equations (2.3), (2.4), (2.12) a n d (2.5). 

UA = IA-ZL + {IA + l B ) • RF 

UA = 1A-(ZL + RF)+1B-RF 

(2.3) 

(2.4) 

ZA = ^ = ZL + RF + ^ • RF  

ŽA=ŽL+RF-{1 + ^-) 

(2.5) 

(2.6) 

500 MVA 
Network 

• 
Line 1 Line 2 Line 3 

) jl t.... J r 
\ F 

I I 
F 

F I G U R E 2.5: One line diagram of power system model 
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T A B L E 2.1: IEC 61850-9-2 standard 

Area IEC 61850-9-2 standard Guideline IEC 61850-9-2 LE 

Sampling rate Free parameter 80 samples for protection 
and measurement applications 256 samples 
for power quality 

Content of dataset Configurable 3 phases current + neutral current 
values and quality 3 phases voltage 
+ neutral voltage values and quality 

Time synchronization Not defined Optical pulse per second (1PPS) 

2.2 IEC 61850-9-2 STANDARD 

2.2.1 S A M P L E D V A L U E S ( S V s ) 

• Enables shar ing of va lues a n d measurements a m o n g IEDs . 

• Transmiss ion of s a m p l e d analog (especially U/I) a n d d i g i t a l va lues f r o m p r i ­
m a r y technology over the Ethernet ne twork . 

• Data are sent i n cont inuous data stream a n d packet (data l i n k layer). 

• Interface electronic device that enables d i g i t a l c o m m u n i c a t i o n over a n Ethernet 
n e t w o r k u s i n g S a m p l e d M e a s u r e d Values . 

• P r o v i d i n g t ime-coherent S M V w i t h m u l t i p l e analog values a n d digi t izes t h e m 
according to I E C 61850-9-2. 

• I E D = M e r g i n g U n i t i n U G D . 

Sampled 
Measured Values 

F I G U R E 2.6: sampled values (SVs) [81] 

M e r g i n g uni ts are connected to the secondary sides of the current a n d voltage trans­
formers a n d p u b l i s h the voltage a n d current va lues as s a m p l e d values (SV) Ethernet 
packets as s h o w n i n f igure 2.6. D i g i t a l i z e d analog data is transferred b y Fiber O p t i c 
cables to rece iv ing protect ion relays (IEDs) v i a I E C 61850 process bus , a packet of 
data inc ludes s a m p l e d values , G O O S E messages a n d prec i s ion t ime protocol . IEDs 
are connected to process bus b y Ethernet switches. I E C 61850 s tandard uses Ethernet 
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T A B L E 2.2: DataSet members 

Sampled values 

11 sampled value 
12 sampled value 
13 sampled value 
10 sampled value 
U l sampled value 
U2 sampled value 
U3 sampled value 
U0 sampled value 

Quality attribute 

11 quality attribute 
12 quality attribute 
13 quality attribute 
10 quality attribute 
U l quality attribute 
U2 quality attribute 
U3 quality attribute 
UO quality attribute 

T A B L E 2.3: Calculation Of communication bandwidth 

Maximum amount of SMV Single and PRP redundant HSR redundant 

50 H z system 
60 H z system 
Two S M V publishers 

9 
8 
SMV=12.3 Mb/s 
GOOSE+MMS=87.7 Mb/s 

4 
4 
SMV=12.3 Mb/s 
GOOSE+MMS=37.7 Mb/s 

as the p h y s i c a l c o m m u n i c a t i o n layer, the s a m p l e d values are transferred v i a a v a i l ­
able c o m m u n i c a t i o n b a n d w i d t h of Ethernet. The t ransmiss ion speed is 100 M b i t per 
second (100Mb/s) a n d l ight e d i t i o n of this s tandard for M V appl icat ions determines 
two specific s a m p l i n g rates: 

• 80 samples per p e r i o d for protect ion appl icat ions , samples can be transferred 
u s i n g Ethernet. 

• 256 samples per p e r i o d for meter ing appl icat ions . 

S a m p l e d M e a s u r e d Va lue message is d u p l i c a t e d w i t h i n T d e p e n d i n g o n sample rate 
(SmpRate) a n d n u m b e r of A S D U s (samples) per message ( N o A S D U ) [81] as s h o w n 
i n f igure 2.7. 

1 
T = (2.7) 

SmpRate x NoASDU K ' 

S a m p l i n g rate for 80 samples per cycle: 

/ i = 80 x 5 0 H z = 4kHz => T = = 250/« (2.8) 

f2 = 80 x 6 0 H z = 4.8kHz => T = - —— = 208us (2.9) 
J 4.8kHz r 

Data v o l u m e broadcasted b y one I E D : 
E a c h I E D S M V frame inc ludes 160B=1280b 

5 0 H z x 80 x 1280b = 5.12Mb/s (2.10) 

A c c o r d i n g to the n e t w o r k traffic s tandard is r e c o m m e n d e d to keep 50 M b / s re­
served for M M S telegram between IEDs , S C A D A system a n d G O O S E messages a n d 
50 M b / s ethernet capacity is u s e d for S M V data shar ing . 

Th is part describes the exper imenta l measurement p r o v i d e d o n the test setup i n 
the laboratory of protect ion relays at the B r n o U n i v e r s i t y of Technology. P C M 6 0 0 



9 

Merging Umf 
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t i t 

F I G U R E 2.7: Merging unit and S M V s [81] 

F I G U R E 2.8: IEC 61850-9-2, Process bus Data Exchange SmpRate = 
4kHz 

is a tool p r o v i d i n g control a n d configure A B B I E D s , it is a n adapted tool w i t h I E C 
61850 s tandard , w h i c h enables data exchange a n d p r o v i d e s efficient funct ional i ty 
for a p p l i c a t i o n conf igurat ion . P C M 6 0 0 offers data transfer be tween IEDs . The set­
tings i n P C M 6 0 0 offer a v i e w a n d m o d i f y I E D parameters. These parameters can be 
exported a n d i m p o r t e d i n X R I O format or other formats [70]. C o n f i g u r i n g Process 
bus to share voltage i n f o r m a t i o n between t w o I E D s (REF615 o u t g o i n g feeder a n d 
REF615 i n c o m i n g feeder) is s u m m a r i z e d i n the f o l l o w i n g steps: 

• In this test, the process bus c o m m u n i c a t i o n enables voltage shar ing between 
I E D s as ( S M V - S a m p l e d M e a s u r e d Values) . D i g i t a l va lues of current a n d vol t ­
age transfer over an Ethernet n e t w o r k as s h o w n i n f igure 2.8. 

• S M V S E N D E R f u n c t i o n b lock s h o u l d be a d d e d to enable a n d active s e n d i n g 
s a m p l e d values according to I E C 61850 s tandard as s h o w n i n f igure 2.11. The 
c o m m u n i c a t i o n channel is established a n d REF615 sender starts s e n d i n g the 
voltage as s a m p l e d values (80 samples per cycle). 

• In P C M 6 0 0 , a n e w project is created for t w o feeder relays REF615 ( incoming 
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a n d outgoing) . I E C 61850 C o n f i g u r a t i o n Tool offers C l i e n t Server C o m m u n i c a ­
t ion a n d matr ix of avai lable I E D s w h i c h are connected to the s w i t c h . O n e p r o ­
tection relay s h o u l d be selected to be Sender protect ion relay. The S M V A E N -
D E R f u n c t i o n b lock p r o v i d e s share the s a m p l e d values f r o m sender protect ion 
relay as process b u s sender. 

«1 Ethernet 
Station and Process bus (IEC 61850-©-1.9-2LE) 

Receiver \ t Sender 

• 

i m 

T 0 "^3 I 
5 

<Z) J 

F I G U R E 2.9: REF615 Outgoing feeder - REF615 incoming feeder 

T A B L E 2.4: Settings for sampled values communication 

Protection Relays IP Address Subnet Technical Key 

REF615 
REF615 

172.16.2.2 255.255.0.0 A B B J 1 K 0 2 A 1 
172.16.2.1 255.255.0.0 A B B J 1 K 0 4 A 1 

In the REF615 receiver protect ion r e l a y I E C 61850 C o n f i g u r a t i o n Tool is used 
to establish the c o m m u n i c a t i o n between t w o IEDs . A s s h o w n i n f igure 2.10 a n d 
figure 2.11 Process Bus c o m m u n i c a t i o n a n d C o n t r o l B lock Attr ibutes . S a m p l e d Va lue 
C o n t r o l B lock (SvCB) attributes: 

• A P P I D - u n i q u e S v I D i n n e t w o r k 
Reserved va lue range is f r o m 0x4000 to 0x7FFF 
Defaul t va lue is 0x400 based o n U C A 9-2LE 

• M A C address 
The u n i q u e M u l t i c a s t address per S v C B is r e c o m m e n d e d . 
The mult icast address range is f r o m 01-0C-CD-04-00-00 to 01-0C-CD-04-01-FF. 
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F I G U R E 2.10: Process Bus and Control Block Attributes 
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F I G U R E 2.11: S M V S E N D E R function block i n PCM600 Application 
Configuration 

S V C o n t r o l b lock n a m e 

This b lock is created automatical ly , technical key. 

DataSet de f in i t ion 

W h e n S M V S E N D E R f u n c t i o n b lock is a d d e d the DataSet generated automat i ­
cally. 
V L A N I D 
Value range according to I E C 61850-90-4) is f r o m 0xBB8 (3000) to 0 x D B 7 (3511). 
The default va lue is 0x000. 

V L A N p r i o r i t y 
The default va lue is 4 as per I E C 61850-9-2 (value range 0 . . . 7). 
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2.2.2 T E S T S E T U P W I T H O M I C R O N 

O m i c r o n C M C 256 is a tester device that can test I E D s funct ional i ty a n d offers the 
I E C 61850 c o m m u n i c a t i o n s ( G O O S E messages a n d s a m p l e d values) . Three phase 
voltage a n d current then transfer these signals to relay protect ion over ethernet net­
w o r k [70], addi t iona l ly , 3x F T P cables terminated w i t h the RJ45 connector can be 
used a n d t C M L I B R E F 6 x x is a n interface adapter for connect ing A B B protect ion re­
lays w i t h sensor inputs (e.g. REF615 or REF601) . 
A n a l o g u e s ignal : 

• 
3 x 7 (150m V for 50Hz system) (2.11) 

3 x U (IVfor 20kV system) (2.12) 

I E C 61850 testing tools enables different test set to ver i fy the I E C 61850 a n d c o m m u ­
nicat ion. SVScout p r o v i d e s the v i s i b i l i t y to measure a n d m o n i t o r the s a m p l e d v a l ­
ues for the substat ion engineer, addi t iona l ly , the SVScout software p r o v i d e s m e r g i n g 
uni t testing b y c o m p a r i n g t w o S V streams, more precisely, SVScout makes s a m p l e d 
values v is ib le a n d s h o w s detai led values of the p r i m a r y voltages a n d currents. O n e 
impor tant feature of SVScout is the ab i l i ty to make a c o m p a r i s o n between differ­
ent S V streams, it inc ludes the R M S values a n d phase angles w h i c h d i s p l a y e d i n 
a phasor d i a g r a m a n d a measurement table. C M C 2 5 6 p r o v i d e s some interfaces to 
test of process bus I E C 61850-9-2. It s imulates current a n d voltage sensors b y u s i n g 
R o g o w s k i coi ls for current measurements a n d a voltage d i v i d e r for voltage mea­
surements. The o u t p u t of the sensor is connected to the ethernet ports i n the I E D 
device, the I E D p r o v i d e s interface that s h o w i n g the measurements of power , p o w e r 
factor, voltages, a n d currents. M o r e o v e r , this I E D shares the voltage measurements 
w i t h the receiver I E D that is connected to s w i t c h a n d ethernet. the c o m m u n i c a t i o n 
between t w o I E D s according to the s tandard is based o n M A C addresses (media ac­
cess control address), it means the source I E D have to k n o w the M A C address of the 
dest inat ion I E D , otherwise , the data packets c o u l d be lost i n the n e t w o r k a n d the 
measurement cannot reach the f ina l dest inat ion, the mac address of any device is 
u n i q u e a n d every I E D has h is o w n M A C address. Some tools a n d software p r o v i d e 
the poss ib i l i ty to s h o w a n d analyze the data packet w h i c h is sent over the ne twork , 
Wireshark software offers the o p t i o n to s h o w the packet content a n d i n f o r m a t i o n 
about the source, dest inat ion, va lues of voltage a n d current i n the H e x a d e c i m a l sys­
tem [74]. SVScout s a m p l e d values are the p l a t f o r m that can compare the o u t p u t of 
m e r g i n g uni ts a n d establish recording the w a v e s as C o m t r a d e format , however , es­
t imated delay t ime of s e n d i n g a n d rece iv ing S M V has been measured as s h o w n i n 
f igure 2.12. There are a few parameters can define the delay t ime of S M V : 

• The n u m b e r of h o p s i n ne tworks . 

• Internal a p p l i c a t i o n de lay of protect ion. 

• Store a n d f o r w a r d latency. 

• Q u e u e latency: queue latency calculated w h e n the por t has started to send a 
f u l l s i z e d frame (1500 bytes) before S M V frame a n d the s w i t c h has been con­
f igured to pr ior i t i ze S M V . 

• Theoret ical m a x delay. 
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F I G U R E 2 . 1 2 : C M C 2 5 6 connected to publisher relay / Testing of Pro­
cess bus 

• R e c o m m e n d e d m a x delay setting. 

A s m e n t i o n e d p r e v i o u s l y there are several parameters to be considered i n order to 
calculate the t ime of de lay for the s a m p l e d values , where the protect ion delay is 
about 1.25 to 6.25 m s d e p e n d i n g o n the de lay characteristics of the s a m p l e d values 
[75]. W i r e s h a r k software tends to focus o n n e t w o r k traffic f l o w rather than j u d g i n g 
packet content. It moni tors the n e t w o r k traffic w i t h the avai lable protocols i n the 
n e t w o r k s as w e l l as the s a m p l e d values conta in details of source a n d dest inat ion, it 
s h o w s each packet of measurement separately i n A S C I I [73]. 

2.3 SUMMARY 

This chapter describes the s tandard I E C 61850 w h i c h is a c o m m u n i c a t i o n protoco l 
for electrical devices u s e d i n substations. Th is uses the s a m p l e d values a n d G O O S E 
protocols w h i c h are m a p p e d direct ly to the data l i n k layer for reduced protocol over­
head. In this chapter, I E C 61850 s tandard is discussed i n c l u d i n g parameters for sam­
p l e d rate of analogue values , configurable for content of dataset. 
s a m p l e d values are impor tant i n electrical parameters they are benef ic ial i n s u c h a 
w a y that they enable shar ing of values , t ransmit s a m p l e d analogue a n d d i g i t a l v a l ­
ues, s e n d i n g of data i n data l i n k layers, interference a n d p r o v i d i n g t ime coherent 
S M V . The s a m p l i n g rates are def ined i n this chapter as the t ransmiss ion speed is 100 
M b / s so 80 samples per p e r i o d for protect ion appl i ca t ion . 
Testing of m u l t i f u n c t i o n a l distance protect ion devices is also discussed i n this chap­
ter. The measurement of active, reactive a n d apparent p o w e r or p o w e r factor are 
often avai lable f r o m the relays w h e n they are required i n the substat ion automat ion 
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system. A n o t h e r technique is exp la ined here w h i c h is quadr i la tera l relay a l g o r i t h m 
a n d protect ion. It inc ludes the ca lculat ion of b a n d w i d t h . The a l g o r i t h m of distance 
relay required i n p u t signals w h i c h are h a r m o n i c m a g n i t u d e , phase of three voltage 
a n d current signals each, zero sequence m a g n i t u d e a n d phase current to measure 
phase quantit ies . 
Re lay characteristics a n d impedance d i a g r a m p l a y a n impor tant role i n m e a s u r i n g 
the values of electrical parameters. Distance relay has a feature of inherent remote 
back u p functionali ty. Its resistive coverage is better than any m h o type character­
istic for short l ines. The quadr i la tera l characteristic is the most appropriate for the 
earth fault impedance measurement w h i l e the p o l y g o n a l impedance characteristics 
are h i g h l y f lexible i n terms of fault impedance coverage for b o t h phase a n d earth 
faults. O m i c r o n is a testing device used for the testing of I E D s funct ional i ty a n d 
offers the I E C 61850 c o m m u n i c a t i o n . The delay t ime of S M V can be def ined b y the 
n u m b e r of hops i n a n e t w o r k , internal a p p l i c a t i o n delay of protect ion, store a n d for­
w a r d latency, theoretical m a x i m u m delay, r e c o m m e n d e d m a x delay setting a n d a 
n e w t e r m n a m e d queue latency. The queue latency is def ined as w h e n the por t has 
started to send a f u l l s ized frame before S M V frame a n d s w i t c h has been conf igured 
to pr ior i t i ze S M V . A n o t h e r precaut ion is impor tant to reduce error w h i c h is n e t w o r k 
packet analysis to m a k e safe the packet traffic. 
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Chapter 3 

THE AIMS OF THE 
DISSERTATION 

The objectives of the dissertat ion are as f o l l o w s : 

• D e f i n i n g the protect ion f u n c t i o n a lgor i thms. 

• Crea t ing a S i m u l i n k m o d e l for distance relay protect ion w h i c h can define the 
fault type , fault impedance a n d total h a r m o n i c d is tor t ion . 

• E v a l u a t i o n of h a r m o n i c impact o n the d i g i t a l relays a n d c o m p a r i n g the protec­
t ion m o d e l w i t h a p h y s i c a l d i g i t a l relay. 

• Testing the m e r g i n g units of the d i g i t a l relay a n d O m i c r o n device i n the lab­
oratory a n d compare the funct ions a n d t i m i n g analysis . B y u s i n g n e u r a l net 
pattern recognit ion, w e c o u l d f i n d the re lat ion between the i n p u t s (number of 
s a m p l e s / m s — i n t e r v a l t ime between the packets) a n d the source of the data. 

• D e v e l o p i n g real t ime a p p l i c a t i o n that subscribes the data stream c o m i n g f r o m 
a station near protect ion laboratory i n B r n o U n i v e r s i t y of Technology. I E C 
61850-9-2 L E S M s are u s e d to transmit the traffic to univers i ty laboratory w i t h 
16 k m of fiber optic cable . The a p p l i c a t i o n b u i l t u s i n g M A T L A B a n d can read 
the traffic f r o m the ethernet port , the traffic d e c o d e d a n d convert f r o m A S C I I 
to the d e c i m a l n u m b e r s then d r a w the current a n d voltage values . The a p p l i ­
cat ion d e v e l o p e d w i t h o u t u s i n g any need for a d d i t i o n a l h a r d w a r e . 
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Chapter 4 

THE IMPACT OF CURRENT 
TRANSFORMER SATURATION 
O N THE DISTANCE 
PROTECTION 

The distance protect ion relay calculates the voltage a n d current at the relay locat ion 
a n d evaluates the ratio be tween these quantit ies. Distance relays are w i d e l y u s e d 
o n t ransmiss ion a n d even d i s t r i b u t i o n systems. C u r r e n t transformers (CT) are the 
v e r y i m p o r t a n t part of the p o w e r system protect ion. The m a i n p u r p o s e of a C T is 
to t ransform the p r i m a r y current i n a h i g h voltage p o w e r system to s ingle leve l that 
can be h a n d l e d b y delicate electronic device . This chapter deals w i t h the inf luence 
of C T saturat ion o n distance d i g i t a l relay. Saturat ion of the C T is evaluated for fault 
close to the relay locat ion. 

4.1 THE EXCITATION CURVE OF CTS 

The electrical p o w e r system has m a n y elements w h i c h are impor tant to ensure se­
cur i ty a n d protect ion of the system. The current transformer is a device w h i c h is 
connected to the p o w e r system a n d is used to p r o d u c e l o w current that is possible 
to use i n protect ion devices. The current transformer has t w o parts (pr imary a n d 
secondary). The p r i m a r y side has few co i l turns a n d the secondary s ide has a large 
co i l turns. Th is structure is u s e d to obta in l o w current o n the secondary s ide; the 
current w h i c h is p r o d u c e d i n secondary side is u s e d for several funct ions i n p o w e r 
system s u c h as meter ing a n d protect ion, therefore, the o u t p u t current of the current 
transformer becomes the i n p u t for the protect ion device , however , the ratio between 
the p r i m a r y w i n d i n g a n d the secondary w i n d i n g have caused the current saturat ion 
d u r i n g faults w h i c h occurs i n the t ransmiss ion l ine. In this case, the relay w h i c h is 
connected to the current transformer cannot r e s p o n d or t r ip i n r ight w a y [47]. The 
current transformer is u s e d for different funct ions as w a s m e n t i o n e d above (meter­
i n g a n d protection), however , the l eve l of accuracy depends o n the operat ion type. 
There is a re lat ionship between the accuracy of the C T a n d rated current a n d the 
g o o d accuracy is impor tant for meter ing [77]. 

4.1.1 C H A R A C T E R I S T I C S O F C U R R E N T T R A N S F O R M E R 

The current transformer p r i m a r y w i n d i n g is connected i n series w i t h the device i n 
w h i c h the current is to be measured. Since current transformer is f u n d a m e n t a l l y 
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a transformer, it transmits the current f r o m the p r i m a r y to the secondary s ide, i n ­
versely p r o p o r t i o n a l to the turns so as (4.1): 

Ip = nxls (4.1) 

where n is the ratio of turns be tween the secondary a n d p r i m a r y w i n d i n g . 
The equat ion (4.1) explains the n o r m a l transformer w i t h a different n u m b e r of w i n d ­
ings be tween the p r i m a r y a n d secondary side. F igure 4.1 explains the equivalent 
circuit for a current transformer. Reactance Xm explains the m a g n e t i z i n g current; 
the secondary current w h i c h is generated i n secondary side is d i v i d e d into internal 
current a n d m a g n e t i z i n g current. C u r r e n t Is represents the internal w i n d i n g current. 

F I G U R E 4.1: Equivalent circuit for a current transformer [52] 

4.1.2 S A T U R A T I O N T E S T 

The current transformer can be tested as connected the secondary side to the voltage 
source then measured the current w h i c h p r o d u c e d o n the secondary s ide, t ak ing into 
considerat ion that the p r i m a r y side remains o p e n w i t h o u t l o a d d u r i n g the test. The 
voltage increased g r a d u a l l y w i t h m e a s u r i n g the current u n t i l reach to the saturat ion 
point w h i c h is started w h e n the voltage increased 10 % a n d the secondary current 
increased 50%. A f t e r this po in t , any s m a l l increase i n voltage has resulted i n large 
increases i n current that s u p p o s e d to m e a n the saturat ion started [45]. Thane test 
starts w i t h decreased the voltage va lue g r a d u a l l y a n d w r i t i n g the current va lue for 
a l l vol tage values u n t i l the voltage va lue becomes at the e n d is equal zero to make 
sure that core. D e m a g n e t i z a t i o n after that w e can d r a w the magnetic curve [46] [55]. 

4.1.3 A C S A T U R A T I O N 

The alternative current h a d resulted i n p r o d u c i n g the alternative magnetic f lux . The 
f lux is p r o p o r t i o n a l to the secondary current, consequently, w h e n the current i n ­
creased, the f lux increased too as s h o w n i n f igure 4.2. The saturat ion has appeared 
w h e n the current increased to the h i g h va lue (faults), then the f lux increased to the 
h i g h va lue w h i c h the i r o n core not able to af ford this f lux [49] [52]. This equat ion 
explains the re lat ionship between the different parameters w h i c h create the current 
saturat ion curve a n d the specific d o m a i n that is a l l o w e d for the current transformer 
to w o r k w i t h o u t saturat ion , however , there are details about the ratio be tween i n ­
ductance a n d resistance w h i c h is major parameter to define the saturat ion curve , i n 
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F I G U R E 4.2: Secondary excitation curve 

T A B L E 4.1: Excitation curve values [55] 

V e(volt) le (amper) Z e(ohm) 

3 0.001 3000 
7.5 0.002 3750 
12.53 0.003 4167 
18 0.004 4500 
60 0.01 6000 
150 0.02 7500 
200 0.025 8065 
300 0.05 6000 
400 0.2 2000 
447 1 447 
486 10 49 

general , the current transformer has m a x i m u m fault current w h i c h can be a p p l i e d 
i n protect ion w i t h o u t saturat ion after this m a x i m u m va lue the current saturat ion 
appears [50] [51]. 

Bs-N-A-co=^-IfZB (4.2) 

M o v i n g to the equat ion to e x p l a i n h o w w e can a v o i d the current saturat ion i n the 
current transformer b y observ ing the ratio be tween the major parameters If fault 
current, the ratio of reactance a n d resistance a n d current transformer b u r d e n . In 
equat ion (4.3) w e assumed that the voltage is 20 t imes be tween p r i m a r y a n d sec­
ondary : 

20 > (| + i ) . / / . z B (4.3) 

where If is the fault current i n current transformer; Z g is the b u r d e n impedance 
a n d X/R is the ratio of reactance a n d resistance. 
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lprim/400(A) V2(V) 

0.2 0.25 0.3 0.35 0.4 0 45 0.5 0.55 0 6 
Time( sj 

F I G U R E 4.3: Secondary current of transformer w i t h C T saturation 

4.2 POWER SYSTEM A N D CT TRANSFORMER BY SIMULINK 

The m o d e l consists of t w o sources, 100 k m transmiss ion l ine a n d l o a d , current trans­
former b l o c k w h i c h inc ludes the inf luence of current saturat ion o n p o w e r system 
a n d distance protect ion [56]. 

This chapter expla ins the impact of C T saturat ion o n the distance protect ion. A s 
w e m e n t i o n e d above the p o w e r system s i m u l a t i o n contains first of a l l the source 
then the C T block . Inside this b lock there is current transformer also the saturat ion 
parameters for this specific system. A f t e r the C T b lock the current s ignal is m o v e d 
to the distance protect ion b lock w h i c h uses this s ignal w i t h m a n y funct ions start ing 
f r o m the filter, s a m p l e d values a n d discrete fourier transformer [56]. The current 
w a v e f o r m as s h o w n i n f igure 4.3 i l lustrates fault current a n d heal thy phase currents. 
The fault w a s started f r o m 0.2s a n d at 0.5s the phase A current comes back to steady 
state. 

D I S T A N C E P R O T E C T I O N B L O C K 

The distance protect ion is des igned to detect the faults w h i c h occur i n the transmis­
s ion l ine . The distance relay d i v i d e s the t ransmiss ion l ine impedance to the zones, 
every zone covers part of the l ine [60]. The a l g o r i t h m is u s e d i n the distance protec­
t ion as s h o w n i n eq (4.4). This a l g o r i t h m calculates the impedance of single phase 
fault , however , the saturat ion impact o n the protect ion a l g o r i t h m h a d resulted o n 
calculat ion of the fault impedance [57]. 
F igure 4.3 expla ins the secondary current u n d e r the impact of the current saturat ion. 
C u r r e n t w a v e f o r m is used i n protect ion b lock w i t h s ignal processing. 
Single phase fault can be calculated as: 

- VA 

Z s h = = — = - (4.4) 

where 
V'A a n d I A are voltage a n d current phase respectively. 
Io is zero sequence current. 
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Z3=3.2I 
4t = grading time 

time \ Z2=2jr t3=il.4s 
i 

distance 

F I G U R E 4.4: Grading time of relay zones 

k is a res idual compensat ion factor. 

This chapter presents the w a y to s imulate the inf luence of C T saturat ion o n a 
distance protect ion relay b y u s i n g the M A T L A B / S i m u l i n k for the quadr i la tera l type 
distance protect ion relay. O n another h a n d , there c o u l d be s t u d y of the effects of 
C T saturat ion o n a distance relay characteristic. The setting for zone 1 a n d zone 
2 are based o n l ine length. The distance protect ion is des igned to d i v i d e the h i g h 
voltage t ransmiss ion l ine to the zones, each zone contains part of the h i g h voltage 
t ransmiss ion l ine , a n d the zone 1 is set to 80 percent of the first part of l ine. The 
setting of the distance protect ion considers the l ine impedance w h i c h is the major 
parameter to d e s i g n this protect ion. The setting of Z o n e 2, Z o n e 3 etc. D e p e n d s o n 
the length of other parts of the l ine. In the s i m u l a t e d example Z o n e 2 is set to 120 
percent of the first part of l ine . Z o n e 3 is set to cover 240 percent of the first part 
of the l ine. The distance protect ion b lock w h i c h is created i n M A T L A B / S i m u l i n k 
inc ludes some funct ions of the s ignal process ing s u c h as m e n t i o n e d above [60] as 
s h o w n i n f igure 4.5. 

The s i m u l a t i o n results are presented for fault i n phase A . Time deve lopment of 
impedance measured a n d calculated b y relay is i n f igure 4.6 a n d f igure 4.7. The 
results for the r e m a i n i n g faults can also be d e t e r m i n e d u s i n g the f o r m u l a (4.4). It 
presents h o w the distance protect ion has detected the fault w i t h current saturation. 

F igure 4.6 a n d figure 4.7 s h o w the three zones of the des igned distance p r o ­
tection w h i c h cover different parts of t ransmiss ion l ine u n d e r study. The f igure 
4.6 explains where the fault occurs w i t h o u t impact of current saturat ion ( from the 
S i m u l i n k w i t h o u t C T block) . The result fault impedance is 9 ohms . It means the 
fault occurred i n the first zone. The figure 4.7 s h o w s the fault impedance u n d e r the 
impact of current saturat ion (as m e n t i o n e d above that the first b lock is s i m u l a t e d the 
current transformer) . C u r r e n t saturat ion h a d resulted i n a n error i n the calculated 
fault impedance , M o r e o v e r ; there is a n error of the a l g o r i t h m w h i c h is used to calcu­
late the fault impedance . D u e to this error, the distance protect ion is not w o r k i n g as 
it s h o u l d . Discrete Four ier Transform (DFT) is used to obta in m a g n i t u d e a n d phase 
components i n the t ime d o m a i n of i n p u t s ignal . The Four ie r b lock can p r o g r a m e d to 
calculate the m a g n i t u d e a n d phase of the f u n d a m e n t a l , the D C component a n d any 
h a r m o n i c component of the i n p u t s ignal . A s s h o w n i n f igure 4.8 green l ine it 's the 
impedance w i t h o u t saturat ion a n d b lack one the impedance w i t h saturation. 
The Four ie r b lock is used to extract the f u n d a m e n t a l frequency components f r o m the 
dis torted fault s ignals b y e l i m i n a t i n g d e c a y i n g D C components . F igure 4.9 shows 
the m a g n i t u d e w a v e f o r m obtained for current s ignal w i t h / o u t saturation. The b r o w n 
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l ine is the current w i t h o u t saturat ion a n d the b lack one w i t h saturation. 

The distance protect ion c o u l d be i m p a c t e d b y the saturat ion of current trans­
former ; especial ly t r i p p i n g t ime c o u l d d e l a y because the a l g o r i t h m w h i c h is used 
for ca lcula t ion of the fault impedance i n the protect ion relay. This a l g o r i t h m is us­
i n g b o t h current a n d voltage signals . The saturat ion effect i n current has result i n a 
fai lure of the calculat ion. Th is error c o u l d lead to the p r o b l e m s i n funct ions of the 
protect ion. So the distance element is u n d e r reach a n d has s lower operat ion t ime 
a n d C T saturat ion increases the measured impedance i n the distance element. 

4.2.1 S Y S T E M M O D E L 

The m o d e l consists of a synchronous machine (generator) 500 M V A operat ing at 20 
k V l ine to l ine ra t ing voltage, 500 M V A transformer connected D / Y , p r i m a r y 20 k V , 
secondary 400 k V , three phase 400 k V , 50 H z p o w e r system a n d 150 k m transmiss ion 
l ine are splatted to three 50 k m l ines connected between three buses as s h o w n i n 
f igure 4.5. 

F I G U R E 4 . 5 : The power system model i n Matlab simulation 

S H O R T C I R C U I T O F A S Y N C H R O N O U S M A C H I N E 

For m o d e l i n g the synchronous machine there is u s e d the b lock f r o m S i m P o w e r Sys­
tems l ibrary. Th is m o d e l has t w o i n p u t ports for S i m u l i n k interface b locks Pm,Vf, 
one o u t p u t por t m for S i m u l i n k interface b locks a n d three ports A, B, C for interface 
w i t h m o d e l e d p o w e r system [61]. 

U n d e r steady state short c ircuit condi t ions , the armature reaction of a synchronous 
generator produces a d e m a g n e t i z i n g f lux. In terms of a c ircuit , this effect is m o d e l e d 
as a reactance i n series w i t h the i n d u c e d electromagnetic f i e ld . This reactance, w h e n 
c o m b i n e d w i t h the leakage reactance of the machine , is ca l led synchronous reac­
tance. The i n d e x d denotes the direct axis. Since the armature reactance is s m a l l it 
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FIGURE 4.7: Secondary current of transformer wi th C T saturation 

can be neglected. The steady state short c ircuit m o d e l of a synchronous machine 
[65][61] is s h o w n i n f o r m u l a (4.5). 

X"d = X1 + ± + l + ^ (4.5) 
L Xa Xf Xiw J 

It is ca l led the subtransient reactance of the machine . The reactance effective af­
ter the d a m p e r w i n d i n g currents have d i e d out, ( s h o w n i n f o r m u l a (4.6)). 

K = X1 + T X 1 T T (4.6) 
ixa "T" xf\ 

It is ca l led the transient reactance. O f course, the reactance u n d e r steady state con­
di t ions is the synchronous reactance. O b v i o u s l y is X " ^ <X'^ <X^. The machine thus 
offers a t ime v a r y i n g reactance w h i c h changes f r o m X"& to X' & a n d f ina l ly to X^. 
W h e n the fault occurs, the A C component of current j u m p s to a v e r y large va lue , 
but the total current cannot change instant ly since the series inductance of the m a ­
chine w i l l prevent this f r o m h a p p e n i n g . The transient D C component of current is 
just large e n o u g h s u c h that the s u m of the A C a n d D C components just after the 
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F I G U R E 4.9: Current signal magnitude from F F T 

fault equals the A C current just before the fault [60]. 

T A B L E 4.2: Generator parameters 

Mag Value Mag Value 

Sfi 5 0 0 M V A X i 0.17 p u 
u „ 2 2 k V R s 

0.01 p u 
p 500 p u V 0.87 s 
x d 2.2 p u id" 0.03 s 

0.305 X / ' 0.21 p u 
2.0 p u 0.23 p u 

Since the instantaneous values of current at the m o m e n t of the fault are different 
i n each phase, the m a g n i t u d e of D C components w i l l be different i n different phases. 
These D C components decay fa i r ly quick ly , but they i n i t i a l l y average about (50- 60%) 
of the A C current f l o w at the m o m e n t after the fault occurs. The total i n i t i a l current 
is therefore typ ica l ly 1.5 or 1.6 t imes the A C component alone. 
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4.2.2 T H R E E P H A S E F A U L T I N Q U A D R I L A T E R A L D I S T A N C E R E L A Y 

Tradit ional ly , the distance relay zones have been set according to s i m p l e rules. The 
nontrad i t iona l opt ions can be g r o u p e d according to their conceptual basics: based 
o n expert systems, mathemat ica l o p t i m i z a t i o n , adapt ive protect ion or probabi l is t ic 
methods [59, 60]. The f ina l stage of the m o d e l is to deve lop the quadr i la tera l charac­
teristics of the distance relay. Th is step helps to u n d e r s t a n d a n d f igure out h o w the 
distance relay w o r k s . Three phase faults were set at distance 35 k m , 70 k m , a n d 110 
k m to check the behavior of quadr i la tera l characteristics distance relay of this type 
of near to generator fault . The most impor tant t h i n g to excess distance protect ion 
to clear faults i m m e d i a t e l y w h i c h can reduce the negative inf luence of the fault o n 
the substat ion devices. A n a l o g i n p u t m o d u l e is a filter a n d processes the secondary 
currents a n d voltages w h i c h suppl ies distance protect ion relay then analog i n p u t 
m o d u l e p r o v i d e s i m m e d i a t e s a m p l e d values to the internal d i g i t a l bus . A f t e r that 
inputs of protect ion can be taken f r o m outputs of the measurement elements [39]. 
Q u a d r i l a t e r a l characteristics w i t h their avai labi l i t ies to be increased o n l y i n one d i ­
rect ion (R or X ) are used to overcome the p r o b l e m of h i g h resistance fault . For each 
stage of distance relay, the characteristics can be extended o n l y i n R d i rec t ion w i t h a 
f ixed X setting [67]. 

• The cr i ter ion u s e d for zone 1 reactive reach. The first cr i ter ion states that zone 
1 o n l y has to operate for faults o n the l ine since this zone is instantaneous. 
Z o n e 1 s h o u l d not operate for faults at the remote bus , b y selectivity. Z o n e 1 
reactive reach (XR1) w i l l be set to 80% of the reactance of the protected l ine 
(XL+): XR1= 8 0 % X L + . 

• The cr i ter ion u s e d for zone 2 reactive reach. It w i l l be considered that the 
m a i n objective of zone 2 is to cover the sector of the l ine that is not covered 
b y the zone 1. Th is i m p l i e s that the reactive reach s h o u l d be set to cover more 
than 100% of the protected l ine impedance , i n order to guaranty sensi t ivi ty for 
internal faults. 

• The cr i ter ion u s e d for zone 3 reactive reach. It w i l l be assumed that the m a i n 
objective of zone 3 is to operate as b a c k u p protect ion for faults i n adjacent 
l ines, however , selectivity be tween zones 3 of different l ines w i l l have p r i o r i t y 
because zone 3 is the faster b a c k u p funct ion . 

4.3 SUMMARY 

This chapter describes the impact of the current transformer saturat ion o n the dis ­
tance relay, the m o d e l des igned i n M a t l a b S i m u l i n k . The test inc ludes a p p l y fault 
a n d d r a w the fault locus o n the quadr i la tera l relay characteristics. The three-phase 
fault set i n distance 35km, 70km, 100 k m , The distance protect ion des igned to d i v i d e 
the h i g h voltage t ransmiss ion l ine to the zones, each zone contains part of the h i g h 
voltage t ransmiss ion l ine , a n d the zone 1 set to 80 percent of the first part of the 
l ine . The setting of the distance protect ion considers the l ine impedance w h i c h is the 
major parameter to d e s i g n this protect ion. 
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Chapter 5 

EVALUATION OF HARMONICS 
IMPACT O N DIGITAL RELAYS 

This chapter presents the concept of the impact of h a r m o n i c d is tor t ion o n a d i g i ­
tal protect ion relay. The a i m is to v e r i f y a n d determine the reasons of a m a l t r i p or 
fai lure to t r ip the protect ion relays, the suggested s o l u t i o n of the h a r m o n i c distor­
t ion is exp la ined b y a mathemat ica l m o d e l i n the M A T L A B S i m u l i n k p r o g r a m m i n g 
environment . The d i g i t a l relays have been tested u n d e r h a r m o n i c distort ions i n or­
der to v e r i f y the f u n c t i o n of the relay's a l g o r i t h m u n d e r a b n o r m a l condi t ions . The 
c o m p a r i s o n between the protect ion relay a l g o r i t h m u n d e r a b n o r m a l condi t ions a n d 
a mathemat ica l m o d e l i n the M A T L A B S i m u l i n k p r o g r a m m i n g envi ronment based 
o n injected h a r m o n i c s of h i g h values is p r o v i d e d . The test is separated into differ­
ent levels , the first leve l is based o n the h a r m o n i c effect of a n i n d i v i d u a l h a r m o n i c 
a n d m i x e d harmonics . The test inc ludes the effect of the h a r m o n i c s i n the locat ion 
of the fault p o i n t into distance protect ion zones. Th is chapter is a n e w p r o p o s a l i n 
the s ignal process ing of p o w e r qual i ty disturbances u s i n g M A T L A B S i m u l i n k a n d 
the p o w e r qua l i ty impact o n the measurements of the p o w e r system quantit ies , the 
test s imulates the f u n c t i o n of protect ion i n p o w e r systems i n terms of ca lculat ing the 
current a n d voltage values of short circuits a n d their faults. The chapter inc ludes 
several tests: frequency var ia t ions a n d d e c o m p o s i t i o n of voltage w a v e f o r m s w i t h 
Four ie r transforms (model) a n d c o m m e r c i a l relay, the effect of the p o w e r factor o n 
the locat ion of fault points , the re lat ion between the t r i p p i n g t ime a n d the total har­
m o n i c d is tor t ion ( T H D ) levels i n a c o m m e r c i a l relay, a n d a c o m p a r i s o n of the T H D 
capture be tween the c o m m e r c i a l relay a n d the m o d e l . 

5.1 INTRODUCTION 

In electrical engineer ing, the protect ive relay is a relay device des igned to t r ip a 
circuit breaker w h e n a fault is detected a n d has the abi l i ty to measure the p o w e r 
system quantit ies t h r o u g h the internal logic of a microprocessor. D i g i t a l relays have 
become more efficient a n d funct iona l , especial ly for each of the f o l l o w i n g processes: 
the d i g i t a l relay features accurate methods to calculate the voltage, current measure­
ments , a n d other electrical quantit ies , a n d has become a c o m m u n i c a t i o n s tandard 
for electrical Substat ion A u t o m a t i o n Systems (SAS). D i g i t a l relays i n c l u d e m u l t i p r o -
tection funct ions s u c h as distance protect ion, overcurrent protect ion, u n d e r voltage 
protect ion, etc. In a d d i t i o n , there are m a n y measurements that can be done u s i n g the 
microprocessor, such as internal/external fault d iagnosis , fault measurements , zero 
current sequences, a n d disturbance recording . A d d i t i o n a l funct ions of the d i g i t a l 
relays, s u c h as m o n i t o r i n g , meter ing , setting groups , fault recorder c o m m u n i c a t i o n , 



28 

a n d reports, have no direct re lat ion to the protective elements. The hierarchy struc­
ture of p o w e r system a u t o m a t i o n comprises a n electrical protect ion relay, control , 
measurement , m o n i t o r i n g , a n d data communica t ions . P o w e r system automat ion 
is a system that is integrated into the var ious components connected to the p o w e r 
ne twork . The n u m e r i c a l relay is a focal concept of the p o w e r system automat ion for 
protect ing the equipment a n d l i m i t i n g the damage. The system's components have 
better c o m m u n i c a t i o n w i t h each other; the i n f o r m a t i o n is exchanged v i a dozens of 
c o m m u n i c a t i o n protocols , this concept can be character ized b y the fact that one sen­
sor is e n o u g h to obta in a n d collect i n f o r m a t i o n t h r o u g h the n e t w o r k instead of a 
sensor per component i n the p o w e r system. P o w e r system a u t o m a t i o n has several 
levels to integrate be tween the p o w e r substations a n d the substat ion s u p e r v i s o r y 
system ( S C A D A ) . It defines b o t h the i n f o r m a t i o n m o d e l a n d services u s e d for c o m ­
m u n i c a t i o n be tween the Intell igent Electronic Devices (IEDs) i n a substat ion. Some 
studies presented the pract ical test of the h a r m o n i c inf luence o n electromechanical 
a n d microprocessor relays, the test i m p l e m e n t e d the current s ignal a c c o m p a n i e d b y 
the total h a r m o n i c d i s tor t ion o n relays, these studies f o u n d that the m i x e d h a r m o n ­
ics inf luence is m i n o r o n the protect ive relays, conversely, the inf luence of p u r e s ig­
n a l above the f u n d a m e n t a l frequency f o u n d a s ignif icant effect o n protect ion relays 
f u n c t i o n [21-25]. The eva luat ion inf luence of the p o w e r qual i ty o n the proact ive re­
lays presented u s i n g the s i m u l a t i o n models ( M a t h c a d software) [26-29], these s tud­
ies focused o n the advantages a n d distances of the relay a l g o r i t h m . The h a r m o n i c 
distort ions i n the p o w e r system a n d the associated prob lems caused b y nonl inear 
loads were br ie f ly discussed. A r e v i e w related to v a r i o u s methodologies for detect­
i n g a n d m e a s u r i n g h a r m o n i c s based o n this r e v i e w of a n e w h y b r i d m e t h o d for de­
tecting a n d m e a s u r i n g h a r m o n i c s is i n t r o d u c e d i n these references [30-31]. F e w s tud­
ies explore the research associated w i t h q u a n t i f y i n g the cost of re l iabi l i ty a n d p o w e r 
quality. Var ious p o w e r qua l i ty disturbances are invest igated a n d possible methods 
of q u a n t i f y i n g b o t h the effect a n d cost are presented [33-35], moreover , it a ims at 
a n a l y z i n g a n d p r o b i n g the influences of h a r m o n i c s to dif ferential relays. It analyzes 
a n d compares the mathematic models w h i c h are constructed b y u s i n g E M T P a n d 
the test results [36,37]. It presents the impact of the fault i n the p o w e r l ine based o n 
the short c ircuit a n d a b n o r m a l c o n d i t i o n , c o m p a r i n g the fault t r i p p i n g t ime o n the 
distance relay w i t h t w o s i m u l a t i o n scenarios d e v e l o p e d u s i n g the M A T L A B e n v i r o n ­
ment [38]. This chapter explains the s ignal process ing of p o w e r qua l i ty disturbances 
u s i n g M A T L A B 2016, M a t h W o r k s , N a t i c k , M A , U S A ) S i m u l i n k , especial ly the p o w e r 
qual i ty impact o n the measurements of the p o w e r system quantit ies ; the test s i m u ­
lates the f u n c t i o n of protect ion i n p o w e r systems i n terms of ca lculat ing the current 
a n d voltage values of short circuits a n d their faults. The m o d e l inc ludes a n u m b e r of 
b locks that process the signals for the current a n d voltage c o m i n g f r o m the s imulator 
side. First , the current a n d voltage signals are f i l tered t h r o u g h a l o w p a s s filter w h i c h 
removes the h i g h frequency components f r o m these signals . A f t e r the passage of the 
signals t h r o u g h the filter, there is the second level that converts the analog signals 
into d i g i t a l s ignals t h r o u g h the process ing s ignal w i t h i n four stages. The first stage 
is the s a m p l i n g process of the o r i g i n a l s ignal , t ak ing into account the s a m p l i n g fre­
quency w h i c h is de termined to be 80 samples/cycle according to I E C s tandard 61850 
(4000 H z per second for systems operat ing at 50 H z frequency). For this b lock , the 
i n p u t signals are analog a n d pulse generator signals . The s ignal is then inserted into 
a quant izer that converts the s i n u s o i d a l s ignal into a d i g i t a l s ignal . M e a n w h i l e , the 
s ignal is f i l tered t h r o u g h a d i g i t a l filter. The parameters of this fi lter are adjusted 
to m a t c h the p r e v i o u s filter. The last stage is the ca lculat ion relat ing to the s ignal 
itself, w h i c h inc ludes the a m p l i t u d e angle u s i n g the Four ie r t ransformat ion or an 
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arms calculat ion. The m o d e l characteristics are calculated f r o m the parameters of 
the component w i t h the intent ion to protect the relay, s u c h as the t ransmiss ion l ine , 
the transformer, a n d the generator, etc. 

5.2 IMPACT OF HARMONICS O N PROTECTION RELAYS 

The m a i n reasons to s t u d y p o w e r qua l i ty as f o l l o w s : 

• Intelligent electrical devices (IED) have become more accurate i n p o w e r q u a l ­
i ty measurements a n d less tolerant w i t h h igher frequency components than 
the n o m i n a l frequency of these devices. The major r isk of h a r m o n i c s i n p o w e r 
systems is m a l o p e r a t i o n of the protective relays a n d the thermoelectric effect 
accompanied b y these harmonics . 

The reason to s t u d y the impact of harmonics o n protect ive relays is the existence 
of h a r m o n i c s i n current a n d voltage s ignals w h i c h can cause a m a l t r i p of the relay 
w h e n n o fault happens or the system fails to t r ip w h e n there is a fault i n the p o w e r 
system, especial ly w h e n a h a r m o n i c can be not iced d u r i n g a faul ty performance. The 
relay a l g o r i t h m is a n i m p o r t a n t factor to define the h a r m o n i c impact . There is a dif ­
ference between the h igher va lues of relay t r i p p i n g thresholds a n d the l o w e r values 
of n o r m a l operat ion. A large difference w i l l cause a h igher r isk of fai lure to t r ip a n d 
malopera t ion . The p o w e r systems quantit ies are converted to the d i g i t a l f o r m that 
p r o v i d e s easy i m p l e m e n t a t i o n of d i g i t a l process ing s ignal (DPS) a n d analysis the 
p o w e r quality. U s u a l l y , the h a r m o n i c can be d e t e r m i n e d b y the l o a d characteristics; 
moreover , the h a r m o n i c i n the current has a more intense impact than the h a r m o n i c 
i n the voltage. In the p o w e r system, the h a r m o n i c s m i g h t reduce the p o w e r qua l i ty 
a n d cause a n u m b e r of prob lems , s u c h as over loads i n d i s t r i b u t i o n systems because 
of a n increase i n the r m s current v a l u e , a n d h a r m o n i c s can also cause a shorter lifes­
p a n of generators, transformers, motors , a n d other p o w e r system components . O n 
the other h a n d , the sensitive loads can be affected b y h a r m o n i c d is tor t ion . 

5.2.1 H A R M O N I C P H E N O M E N A 

The total h a r m o n i c d i s tor t ion ( T H D ) can be def ined as a percentage of the r m s of the 
f u n d a m e n t a l component . 

(5.1) 

Where In \ is the a m p l i t u d e of the h a r m o n i c component of order h (i.e., the hth 
harmonic) a n d Irms are the values of a l l the harmonics that can be represented as: 

(5 .2 ) 

This subsequently leads to the f o r m u l a : 

(5 .3 ) 
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The total p o w e r factor: 

PF = (5.4) 
Vltrmsx h,rmsx ^ / l + ( 2 ^ ) 2 

The percentage voltage total h a r m o n i c d i s tor t ion is: 

T H D v = J x 1 0 0 { 5 5 ) 

y 'rms 

where Vih,rms) is the a m p l i t u d e of the h a r m o n i c component of order h (i.e., the htk 
a n d Vrms are the values of a l l the h a r m o n i c s that can be represented as: 

Vrms — ? ^ Vfijms (5-6) 
V k=l 

The c o u n c i l of E u r o p e a n energy regulators uses the t e r m qua l i ty of service i n elec­
tricity s u p p l y w h i c h considers three d i m e n s i o n s [27]: 

• C o m m e r c i a l qual i ty : related to the re lat ionship between the n e t w o r k c o m p a n y 
a n d the customer. 

• Voltage qua l i ty is def ined b y enumerat ion . It inc ludes the f o l l o w i n g dis tur­
bances: the voltage m a g n i t u d e , frequency a n d voltage var ia t ion . 

• C o n t i n u i t y of s u p p l y concerns l o n g a n d short interrupt ions . 

The I E C (International Electrotechnical C o m m i s s i o n ) is an organiza t ion for stan­
d a r d i z a t i o n c o m p r i s i n g a l l na t ional electrotechnical committees. 
There are three E u r o p e a n standards d e f i n i n g the l i m i t a t i o n of h a r m o n i c currents i n ­
jected to the p o w e r system. They define the l i m i t s of the h a r m o n i c component of the 
i n p u t current w h i c h m a y be p r o d u c e d b y the equipment : 

• I E C 61000-3-2:2014 Electromagnetic c o m p a t i b i l i t y ( E M C ) - Part 3-2: - L i m i t s 
for h a r m o n i c current emissions (equipment i n p u t current < 16 A per phase). 
Th is s tandard is appl icable to the electrical equipment w h i c h required a n i n p u t 
current u p to 16 A . 

• I E C 61000-4-7: Testing a n d measurement techniques - Genera l gu ide o n har­
monics a n d interharmonics measurements a n d ins t rumentat ion , for p o w e r s u p ­
p l y systems a n d e q u i p m e n t connected thereto. The n e w requirement l a u n c h e d 
for m e a s u r i n g h a r m o n i c s h o u l d get 10 cycles of the f u n d a m e n t a l current. F u r ­
thermore, n o gap a n d n o o v e r l a p p i n g between the successive m e a s u r i n g w i n ­
d o w s are a l l o w e d . 

• I E E E 519: The s tandard p r o v i d e s l imitat ions for a h a r m o n i c d i s tor t ion (a l i m ­
i ta t ion o n the h a r m o n i c voltage d i s tor t ion p r o v i d e d b y the d is t r ibutor to the 
customers, a l i m i t a t i o n o n the h a r m o n i c current d i s tor t ion s u p e r i m p o s e d to 
the system b y a customer) . 

• I n d i v i d u a l Voltage D i s t o r t i o n l i m i t s for the b u s voltage level 69 k V a n d b e l o w 
s h o u l d be not exceed b y 3 % a n d the total voltage d i s tor t ion T H D s h o u l d be 
not exceed b y 5%. M o r e o v e r , according to I E E E 519, there are more condi t ions 
w i t h regard to the effects of h a r m o n i c s o n protect ive relays (electromechanical , 
static a n d d i g i t a l relays). 
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• It is i m p o r t a n t to bear i n m i n d that the impact of the p o w e r qua l i ty o n the 
protect ion relays can cause incorrect tr ips a n d relay malopera t ion , w h i l e an 
incorrect t r i p p i n g t ime occurrence depends o n the p o w e r frequency variat ions 
a n d h a r m o n i c d i s tor t ion [24]. 

5.3 DESCRIPTION OF MATHEMATICAL M O D E L 

The m o d e l is a suggested m e t h o d of process ing the voltage a n d current signals s i m i ­
lar to the process that takes place i n relays, precisely for the frequency var ia t ions a n d 
the n u m b e r of samples per cycle. To ensure the v a l i d i t y of the test for this m o d e l , a 
c o m p a r i s o n w a s m a d e between the o u t p u t of the m o d e l a n d the o u t p u t of the p h y s ­
ica l relay located i n the laboratory. The s imula tor generated signals for the voltage 
a n d current of a s ingle phase fault (a short circuit) w i t h the a c c o m p a n y i n g of these 
signals. These signals have been sent to the p h y s i c a l relay a n d have been recorded 
a n d changed the format to C o m t r a d e ( C o m m o n Format for Transient D ata Exchange 
for p o w e r systems); after that the signals have been sent to the m o d e l ; as s h o w n i n 
f igure 5.1. 

Omicron 

F I G U R E 5 . 1 : The test structure 

C o m t r a d e is a file format for status data related to a transient p o w e r system a n d 
s tor ing signals. In a d d i t i o n to b locks that s imulate these p h y s i c a l elements, the 
m o d e l also contains a d i s p l a y a n d ca lcula t ion b locks for graphic representation of 
the results of s i m u l a t e d scenarios. The m o d e l presents the s i m u l a t i o n a n d m o d e l ­
i n g of c o m m u n i c a t i o n based d i g i t a l relay u s i n g M A T L A B , the m o d e l tested under 
a b n o r m a l condi t ions (short circuit) a n d u n d e r v a r i o u s fault types, the parameters 
of the d e r i v e d m o d e l is based o n the p h y s i c a l relay as s h o w n i n f igure 5.6 w h i c h 



32 

presents the characteristic zones of distance relay des igned i n the M A T L A B e n v i ­
ronment . The behavior of the m o d e l can be m o n i t o r e d a n d c o m p a r e d w i t h the real 
protect ion relay b y u s i n g the ener lyzer i n o m i c r o n w h i c h can able to record voltage 
a n d current signals. The m o d e l reads the recorded signals b y u s i n g C o m t r a d e reader 
a n d the m o d e l offers the analysis of s ignals as s h o w n i n f igure 5.2. 

F I G U R E 5.2: M o d e l for current/voltage signal processing (DSP) 

The m o d e l w a s m a d e i n the M A T L A B S i m u l i n k p r o g r a m m i n g envi ronment (fig­
ure 5.2) u s i n g elements of the S i m P o w e r Systems l ibrary. The first step is to get 
the current a n d voltage signals f r o m the current a n d voltage transformer sides a n d 
a p p l y some funct ions to them. The d i g i t a l process ing s ignal is the process of m o d i f y ­
i n g a s ignal to i m p r o v e the performance of the r e l a y to e l iminate the h i g h frequency 
components , a n d to a v o i d the p h e n o m e n o n of the a l ias ing f r o m a fault s ignal ; l o w 
pass ant ia l ias ing analog filters w i t h suitable cutoff frequency are used. H o l d i n g a n d 
s a m p l i n g the s ignal is the second b l o c k of the s ignal process w h i c h converts the ana­
l o g s ignal to the sample . The quant izer converts the s m o o t h s ignal into a stair step 
output . Fast fourier t ransform (FFT) is a faster v e r s i o n of the discrete fourier trans­
f o r m (DFT) w h i c h is used to f i n d the f u n d a m e n t a l frequency a n d h igher frequencies 
contained i n the i n p u t s ignal [26,27]. 

5.3.1 T H E L O W P A S S F I L T E R B L O C K 

The l o w pass filter b lock can filter every channel of the i n p u t s ignal separately us­
i n g the g i v e n d e s i g n specif icat ion as s h o w n table 5.1. A deta i led descr ip t ion a n d 
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the possibi l i t ies of d e t e r m i n i n g equivalent parameters are t h o r o u g h l y discussed i n 
[29,39]. 

T A B L E 5.1: Parameters of low pass filter block 

Parameter Value 

Passband edge frequency (Hz) 6000 
Stopband edge frequency (Hz) 12000 
M a x i m u m passband ripple (dB) 0.1 
M i n i m u m stopband attenuation (dB) 80 
Input sample rate (Hz) 28000* 

^Sampling frequency (3kHz,9kHz,28kHz) 

The o u t p u t s ignal f r o m the Fini te Impulse Response (FIR) filter can be descr ibed 
b y E q u a t i o n (1): 

N 
y[n] = box[n] + b\x[n — 1] + ... + b^x[n — N] = Y^bix[n — i] (5.7) 

J=0 

Where : 
x[n] is the i n p u t s ignal , 
y[n] is the o u t p u t s ignal , 
N is the filter order, an N t h order filter has (N+l ) terms o n the r ight h a n d side, 
b, is the va lue of the i m p u l s e response at the ith instant for 0 < i <N of an N t h order 
FIR filter. 

5.3.2 S A M P L E A N D H O L D 

The sample a n d h o l d b lock gets the i n p u t s ignal w h e n it receives a trigger event at 
the tr igger port . The b l o c k h o l d s the o u t p u t s ignal u n t i l the next t r igger ing event 
occurs. 

• W h e n the trigger i n p u t rises f r o m a negative va lue to a pos i t ive va lue , the b lock 
starts to acquire the i n p u t s ignal . 

• W h e n the trigger i n p u t d r o p s f r o m a pos i t ive va lue to a negative v a l u e , the 
b lock starts to acquire the i n p u t s ignal . 

5.3.3 P U L S E G E N E R A T O R 

The pulse generator b lock is the trigger i n p u t of the sample a n d h o l d b lock . It gener­
ates square w a v e pulses at regular intervals . The b lock w a v e f o r m parameters (am­
p l i t u d e , pulse w i d t h , p e r i o d , a n d phase delay) determine the shape of the o u t p u t 
w a v e f o r m . 

5.3.4 F O U R I E R B L O C K 

The fourier b lock offers the ca lculat ion the a m p l i t u d e a n d phase of the i n p u t s ignal 
(current a n d voltage), total h a r m o n i c d is tor t ion . The b l o c k offers analysis of the 
s ignal components as a percentage of the f u n d a m e n t a l s ignal . 

• Recal l that a s ignal/(0 can be expressed b y a Four ie r series of the f o r m : 
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/ ( O = y + E anCOs(nwt) + bnsin(nwt) (5.8) 
n=l 

where n represents the rank of the harmonics , (n = 1 corresponds to the f u n ­
damenta l component) . The m a g n i t u d e a n d phase of the selected h a r m o n i c 
component are calculated b y these equations: 

Hn • 2 / 4 + K (5.9) 

where 

K 

1/ 
i J t - T 

i J t - T 

/ i : F u n d a m e n t a l frequency. 

f(t)cos(nwt)dt 

f(t)sin(nwt)dt 

1 

(5.10) 

(5.11) 

(5.12) 

5.3.5 P H A S E L O C K E D L O O P ( P L L ) S Y S T E M 

This b lock is u s e d to synchronize a var iable frequency s i n u s o i d a l s ignal . M e a n w h i l e , 
this m o d e l is used to determine the frequency a n d the f u n d a m e n t a l component of 
the s ignal phase angle w h i c h can be u s e d to track the frequency a n d phase of the s i ­
n u s o i d a l s ignal b y u s i n g an internal frequency oscillator. The contro l system changes 
the internal frequency to keep the phase difference set to 0, as s h o w n i n f igure 5.3. 
The m o d e l discusses t w o cases of P o w e r Frequency var iat ions w h e n the p o w e r fre-
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F I G U R E 5 . 3 : Phase locked loop (PLL) system 

quency g r a d u a l l y increases f r o m 50 H z to 52 H z a n d returns to the n o r m a l frequency 
after a p e r i o d of t ime; see f igure 5.4. The m o d e l compares the convent iona l w a y of 
calculat ing the frequency v a r i a t i o n a n d the p r o p o s e d w a y u s i n g a c losed circuit . The 
p r o p o s e d m e t h o d is to track the frequency a n d a m p l i t u d e of the i n p u t w a v e b y us­
i n g the frequency oscillator. In f igure 5.5, i n contrast, the frequency decreases b y 2 
H z g r a d u a l l y to 48 H z . 
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FIGURE 5.4: Frequency variation measurements between 50 and 52 
H z 

FIGURE 5.5: Frequency variation measurements between 48 and 
50Hz 

5.4 RELAY REPORT A N D SIMULINK RESULT 

Faul t points were u s e d i n the tests, a n d a single phase w i t h the g r o u n d (SLG) was 
chosen; the fault po ints were i n c l u d e d i n the h a r m o n i c components . The points 
were located near the border of zone 1 a n d zone 2. The characteristic zones of the 
distance relay a n d the chosen points can be seen i n f igure 5.6. A s it is k n o w n , most 
d i g i t a l relays use quadr i la tera l characteristics due to the m a n y advantages w h i c h 
those characteristics can p r o v i d e . The conf igurat ion a n d settings of the relay s h o u l d 
be done i n the first place; after that, expor t ing of these settings to C M C 256 is i m ­
portant to evaluate the relay funct ions. C M C 256 p r o v i d e s different p la t forms to 
test the relay w i t h its zones setting, t ransmiss ion l ine parameters, a n d t ime delay. 
M o r e o v e r , a n a d v a n c e d distance test d i s p l a y s the a m p l i t u d e a n d phase of the three 
phase currents a n d voltages d e t e r m i n e d b y the fault type a n d the fault locat ion [31]. 
The distance relay is a u n i v e r s a l short c ircuit protect ion. Its m o d e of operat ion is 
based o n the measurement a n d eva luat ion of the short c ircuit impedance w h i c h , i n 
the classic case, is p r o p o r t i o n a l to the distance to the fault . Its t r i p p i n g t ime is ap­
p r o x i m a t e l y one to t w o cycles (20 to 40 m s at 50 H z ) i n the first zone for faults w i t h i n 
the first 80 percent to 90 percent of the length. In the second zone, the t r i p p i n g t ime 
depends o n the settings w h i c h are u s u a l l y 300-500 m s [40]. The parameters of the 
d e r i v e d m o d e l are based o n the p h y s i c a l relay, as s h o w n i n f igure 5.6, w h i c h presents 
the characteristic zones of distance relay des igned i n the M A T L A B environment . 
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F I G U R E 5.6: Characteristic zones of distance relay and fault points 

T H E T E S T I N G C O N D I T I O N S 

A h a r m o n i c s test a l l o w s for creating a voltage a n d current signals w i t h three states: 
pres ignal refers to the s ignal w i t h the f u n d a m e n t a l frequency a n d pres ignal t ime can 
be d e t e r m i n e d according to the test condi t ions , s ignal refers to the s ignal accompa­
n i e d b y the h a r m o n i c components , post s ignal refers to the s ignal w i t h the f u n d a ­
menta l frequency as s h o w n i n table 5.2. H a r m o n i c can be a d d e d to the voltage a n d 
current signals i n d i v i d u a l l y or m i x e d . The test offers the file export as C o m t r a d e for­
mat a n d playback . The dis torted voltage a n d the current w a v e f o r m can be c o m p o s e d 

T A B L E 5.2: Harmonic testing conditions Omicron 

Voltage Current Signal Definition Trigger Condition Harmonic Input 

vA 1A Pres ignal t ime A c t i v e h i g h % of f u n d a m e n t a l 
VB h s ignal A c t i v e l o w A b s o l u t e 
Vc Ic Posts ignal 

M e a s u r e d t r ip t ime 

of h a r m o n i c components , however , the dis torted w a v e f o r m can be d e c o m p o s e d into 
a f u n d a m e n t a l s i n u s o i d a l w a v e f o r m at n o m i n a l a n d h a r m o n i c frequencies. The de­
c o m p o s i t i o n of d is tor ted w a v e f o r m s can be done b y Four ier t ransform, as s h o w n i n 
f igure 5.7. A n eva luat ion of the relay f u n c t i o n a n d harmonics impact can be done i n 
this test. The test is d i v i d e d into different levels. The first leve l is based o n the har­
m o n i c effect of m i x e d h a r m o n i c s a n d i n d i v i d u a l harmonics . B o t h are used to test the 
protect ion operat ion a n d the S i m u l i n k m o d e l , cons ider ing that protect ion is I E D a n d 
M A T L A B is a S i m u l i n k m o d e l . F igure 5.7 s h o w s three m i x e d h a r m o n i c s (2nd, 4th, 
6th) of the f u n d a m e n t a l s ignal . The discrete Four ie r t ransform is u s e d to calculate 
the T H D i n the M A T L A B m o d e l . The D F T Spec t rum of a one cycle (20 ms) voltage 
s ignal w a s taken, a p p l y i n g the D F T to the first 20 m s of s a m p l e d s ignal results i n the 
l ine spec t rum at discrete frequencies 50,100,150 H z , etc. F igure 5.7 s h o w s the m a g ­
ni tude values of the h a r m o n i c s b y u s i n g equat ion (5.8). The f igure s h o w s that the 
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50 H z component dominates ; it is a lready vis ib le f r o m the o r i g i n a l s ignal . The vol t ­
age s ignal contains s ignif icant components at even h a r m o n i c s of 100, 200, a n d 300 
H z . F igure 5.8 s h o w s d e c o m p o s e d voltage w a v e f o r m w i t h h a r m o n i c distort ions of 
three h a r m o n i c s (3rd, 5th, 7th) u s i n g the Four ier t rans form/ M A T L A B w i n d o w . The 
h a r m o n i c analysis w a s tested a n d measured u s i n g a M A T L A B m o d e l . The test was 
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FIGURE 5.7: Decomposed voltage waveform wi th Fourier trans­
forms/ M A T L A B window 
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FIGURE 5.8: Decomposed voltage waveform wi th Fourier trans­
forms/ M A T L A B window 

conducted at f ive different fault po ints a n d a total h a r m o n i c d is tor t ion w a s a d d e d 
to each of these tests. The total h a r m o n i c d i s tor t ion o n the current w a v e a d d e d at 
t w o points (the a r r o w direc t ion up) is ca l led an overreach, a n d the total h a r m o n i c 
d is tor t ion w a s a d d e d to the voltage w a v e at three points , as s h o w n i n f igure 5.9. 
The total h a r m o n i c d i s tor t ion w a s a d d e d as a percentage of the f u n d a m e n t a l s ignal 
as f o l l o w s : 10%, 20%, 30%, 40%, a n d 50%, a n d w a s colored i n the f o l l o w i n g colors, 
respectively (violet, b lue , y e l l o w , red , a n d green). Overreach a n d underreach of p r o -
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F I G U R E 5.9: Quadrilateral characteristic and measured fault 
impedance locus 

tection relays are c o m m o n problems i n p o w e r systems; they cause a m a l o p e r a t i o n of 
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the protect ion relays a n d it is imposs ib le to detect the fault i n the correct zone . The 
overreach of the p o i n t of the fault can cause the protect ion relay to send a m a l t r i p 
s ignal , w h i c h means that the relay instead of a t r ip i n a d e l a y e d t ime zone 2 w i l l send 
the t r i p p i n g s ignal i n zone 1, w h i c h is not des ired. A h a r m o n i c d i s tor t ion can change 
the p o w e r factor w h i c h leads to a change i n the measured impedance l o w e r than the 
actual va lue . The overreach can be not iced f r o m a dis torted voltage w a v e f o r m , as 
s h o w n i n f igure 5.9, due to the l a g g i n g p o w e r factor. Converse ly , a n underreach of 
the po in t of fault can cause the change of protect ion relay a n d the dec i s ion to send a 
m a l t r i p s ignal ; it means that the relay instead of a t r ip at a d e l a y e d t ime zone 1 w i l l 
send a t r i p p i n g s ignal at zone 2, w h i c h is not des ired, as s h o w n i n f igure 5.9. 
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F I G U R E 5.10: Voltage waveforms during single phase fault ( I E D ) 

A h a r m o n i c d is tor t ion can change the p o w e r factor, w h i c h leads to a change 
i n the measured impedance h igher than the actual va lue . The underreach can be 
not iced f r o m a dis tor ted voltage w a v e f o r m , as s h o w n i n f igure 5.9, due to the l e a d i n g 
p o w e r factor. The overreach of the distance relays s h o u l d be a v o i d e d m o s t l y i n the 
first zone. The test can i l lustrate h a r m o n i c d is tor t ion . A single phase fault operat ion 
of a distance d i g i t a l relay w a s a p p l i e d a n d , as a result, the relay made a malopera t ion 
decis ion. The analysis has been s u m m a r i z e d f r o m the integral disturbance recorder 
i n the relay that has a n area of memory . The relay can store a l l events i n a disturbance 
recorder. F igure 5.10 s h o w s a single phase to earth fault o n the t ransmiss ion l ine i n a 
p o w e r system w i t h a h i g h h a r m o n i c content. It is a s s u m e d that three h a r m o n i c s (3rd, 
5th, a n d 7th) exist. The distance protect ion relay s h o w s the instantaneous va lue of 
the three phase voltage w i t h a h i g h h a r m o n i c content once a s ingle phase w i t h earth 
occurs. 

5.5 DISTANCE RELAY: TRIPPING TIME VS. T H D LEVEL 

Based o n p r e v i o u s reports [41,42], the total h a r m o n i c d is tor t ion w a s measured at 30 
different g r i d s i n the C z e c h R e p u b l i c at different intervals . The measurements a n d 
eva luat ion of the h a r m o n i c l eve l were m a d e b y the E . O N D i s t r i b u t i o n i n the C z e c h 
R e p u b l i c , operated b y the c o m p a n y E . O N C z e c h R e p u b l i c . M o r e than 1000 M W of 
d is t r ibuted energy sources (DES) are connected to this n e t w o r k , m a i n l y f r o m p h o ­
tovoltaic (PV) sources. A c c o r d i n g to the total h a r m o n i c s of the measured points i n 
gr ids , the distance relay w a s tested. Its m o d e of operat ion is based o n the measure­
ment a n d eva luat ion of the short c ircuit impedance w h i c h i n the classic case is p r o ­
p o r t i o n a l to the distance to the fault . This test explains h o w a different m a g n i t u d e 
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of the total h a r m o n i c d i s tor t ion can inf luence the relay's operat ion a n d the t r i p p i n g 
t ime of most d i g i t a l protect ion relays used. A fault w a s located at zone 1 near the 
border zone 1 - 2 border (as s h o w n i n f igure 5 . 1 1 : the t r i p p i n g t ime for fault w i t h o u t 
d is tor t ion w a s 2 3 m s (average of 1 0 measurements) ; the tests were p e r f o r m e d w i t h 
zone 1 t r i p p i n g t ime set to 0 m s a n d zone 2 t r i p p i n g t ime set to 1 0 0 0 ms. It is pos­
sible to see h o w the h a r m o n i c d i s tor t ion can affect the distance relay's accuracy a n d 
assessment of w h e r e the fault took place. D u r i n g h a r m o n i c d is tor t ion , a p o r t i o n of 
the current is m i s s i n g so an excessively large impedance is measured. In our mea­
surements o n the distance protect ion, the zone reach is reduced. It is acceptable for 
near faults because the distance to the zone l i m i t is l o n g [ 3 3 , 3 6 ] . For faults close to 
the zone l i m i t , a n underreach is not permi t ted ; the relay w i l l t r ip i n the second zone 
w i t h a t ime de lay [ 3 1 ] . 

F igure 5 . 1 1 s h o w s the relat ion be tween the t r i p p i n g t ime a n d the T H D of the vol t -

1 J 1 4 i t > * t 1» 11 12 n 14 11 1« lí I* ±fl ." il li U 21 ii .•• U 

miiui i 
FIGURE 5 . 1 1 : Distance relay: tripping time (seconds) vs T H D level of 

grids 

age. In this test, the T H D does not exceed 4 . 5 percent. N o t e that the t r i p p i n g t ime 
for the distance protect ion varies according to the a d d e d h a r m o n i c va lue . 

F igure 5 . 1 2 presents the h a r m o n i c inf luence o n the t r i p p i n g t ime of the p h y s i c a l 
distance relay, where the current a n d voltage signals conta in h a r m o n i c s at a h i g h 
level . The test w a s repeated f ive t imes a n d the average t r i p p i n g t ime is presented. 
The type of fault is a single phase w i t h the g r o u n d a n d t r i p p i n g t ime w i t h o u t a d d e d 
harmonics of 1 s. The r m s current a n d r m s voltage s h o u l d be constant d u r i n g the 
test. F o r example , w h e n the voltage a n d current signals conta in the second har­
m o n i c , the t r i p p i n g t ime of the distance protect ion is not constant, a n d the t r i p p i n g 
t ime starts to change f r o m 1 s to 1 .6 s, m e a n i n g that the relay a l g o r i t h m calculated 
the impedance i n the t h i r d zone w h e n the h a r m o n i c leve l w a s 1 0 - 4 0 percent of the 
current a n d voltage signals. M o r e o v e r , w h e n the h a r m o n i c l eve l w a s 5 0 percent of 
the current a n d voltage signals , the t r i p p i n g t ime is changed to 3 s a n d the distance 
protect ion dec i s ion w r o n g l y calculated the fault i n zone 4 . 
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FIGURE 5.12: Distance relay: tripping time (seconds) vs % T H D level 

5.6 COMPARISON OF TOTAL H A R M O N I C MEASUREMENT 
BETWEEN PHYSICAL RELAY A N D M O D E L 

The test i n v o l v e s a ca lculat ion of per formance indicators concerning the leve l of har­
monics t h r o u g h a c o m m e r c i a l relay. This chapter contains a large n u m b e r of mea­
surements. The in terva l i n the relay is 10 cycles i n a 50 H z system according to 
I E C 61000-4-30 a n d the m o d e l . The h a r m o n i c s were a d d e d as the percentage of the 
current a n d voltage signals . 

5.6.1 T H E T E S T I N G C O N D I T I O N S 

To achieve a c o m p a r i s o n between the T H D i n the c o m m e r c i a l relay a n d the m o d e l , 
E n e r L y z e r is used to control the m e a s u r i n g features of the C M C test sets. It runs 
as a standalone test m o d u l e . It has four modes of operat ion: a mul t imeter m o d e , a 
transient recording m o d e , a h a r m o n i c analysis m o d e , a n d a t rend recording m o d e . 
It calculates the h a r m o n i c analysis of a l l conf igured inputs (up to 64 harmonics) a n d 
d isp lays it i n a bar g r a p h a n d i n a tabular format. 

5.6.2 T O T A L H A R M O N I C D I S T O R T I O N D E T E C T I O N I N P H Y S I C A L 
R E L A Y A N D M A T L A B M O D E L 

T h r o u g h the test, the results s h o w that the c o m m e r c i a l relay of the h a r m o n i c capture 
ratio is l o w e r than the o r i g i n a l h a r m o n i c va lue . The total h a r m o n i c d i s tor t ion is 10%, 
20%, 30%, 40%, a n d 50% of the current s ignal according to the relay report. F igure 
5.13 s h o w s the h a r m o n i c measurements i n a c o m m e r c i a l relay. The second, t h i r d , 
a n d f o u r t h h a r m o n i c s were a d d e d as w e l l as the three h a r m o n i c s c o m b i n e d (2nd, 
4th, 6th) a n d were a d d e d to the 3rd , 5th, a n d 7th harmonics . We can conc lude that 
the c o m m e r c i a l relay measures the T H D w i t h a difference of u p to 35%, especial ly 
w h e n there are three harmonics c o m b i n e d i n the i n p u t s ignal , as s h o w n i n f igure 
5.13. The d i g i t a l relays start f u n c t i o n w h e n a b n o r m a l condi t ions occurred as faults. 
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T A B L E 5.3: The error of calculation T H D for commercial relay 

T H D 10% 20% 30% 40% 50% 

2 n d h a r m o n i c 2.04 3.62 3.45 3.62 3.52 
3 r d h a r m o n i c 7.526 9.89 10.29 10.19 10.13 
4 t h h a r m o n i c 9.89 20.48 20.48 14.28 20.48 
2 n d + 4 t h + 6 t h h a r m o n i c s 17.56 21.95 21.95 21.58 21.65 
3 r d + S ^ ^ h a r m o n i c s 21.95 35.13 34.53 34.22 34.77 

A b n o r m a l events are accompanied b y h a r m o n i c s w h i c h are c o m b i n e d w i t h the cur­
rent a n d voltage signals. 
F igure 5.13 s h o w s the measurement of T H D i n a c o m m e r c i a l relay. A h a r m o n i c mea-

F I G U R E 5.13: Commercial relay measurement of T H D 

surement evaluates the error of ca lculat ion, a n d the ca lculat ion m e t h o d descr ibed 
above appl ies to the steady state fault condit ions . The measurements of the t h i r d 
h a r m o n i c s h o w e d that the error of ca lcula t ion i n the c o m m e r c i a l relay increased ac­
c o r d i n g to the h a r m o n i c percentage of the s ignal . The error of the ca lculat ion of the 
t h i r d h a r m o n i c is ca. 7% w h e n the percentage of h a r m o n i c is 0-10%. A f t e r that, the 
error of the ca lcula t ion of the t h i r d h a r m o n i c is s tabi l ized to 10% w h e n the percent­
age of h a r m o n i c is 10-50%. The highest error of the ca lculat ion of the T H D can be 
f o u n d i n m i x e d harmonics , as s h o w n i n Table 5.3 a n d Table 5.4. 
The T H D for m i x e d 3rd , 5th, a n d 7th harmonics is ca. 10-20% w h e n the h a r m o n i c 
content is 0-10%. A f t e r that, the error of the ca lcula t ion of T H D for m i x e d 3 r d , 5th, 
a n d 7th h a r m o n i c s are s tabi l ized to 33% w h e n the percentage of h a r m o n i c is 10-50%. 

F igure 5.14 s h o w s the measurement of T H D i n the m o d e l . The h a r m o n i c mea­
surements evaluate the error of calculat ion. The measurements of the t h i r d h a r m o n i c 
s h o w that the error of the ca lculat ion i n the m o d e l is increasing according to the har­
m o n i c percentage of the s ignal a n d the error of the ca lcula t ion of the t h i r d h a r m o n i c 
is ca. 1 % w h e n the h a r m o n i c percentage is 0-10%. A f t e r that, the error of the cal­
cula t ion of the t h i r d h a r m o n i c is s tabi l ized to 2 % w h e n the h a r m o n i c percentage is 
10-50%. The highest error i n the ca lcula t ion of T H D can be f o u n d i n m i x e d har­
monics , as s h o w n i n f igure 5.14 a n d i n table 5.4; the T H D for the 3rd + 5th + 7th 
harmonics is a r o u n d 1-2% w h e n the h a r m o n i c percentage is 0-10%. A f t e r that, the 
error i n the ca lcula t ion of the T H D for the 3rd + 5th + 7th harmonics is s tabi l ized to 
3 % w h e n the h a r m o n i c percentage is 10-50%. 
Because the m o d e l implements the voltage a n d current s ignals , it is able to measure 

higher T H D than the p h y s i c a l relay, as s h o w n i n f igure 5.14. The m o d e l captures 
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F I G U R E 5.14: M o d e l measurements of T H D 

T A B L E 5.4: The error of calculation T H D for M A T L A B model 

T H D 10% 20% 30% 40% 50% 

2 n d h a r m o n i c 1 1.52 1.69 2.04 2.04 
3 r d h a r m o n i c 2.045 2.38 2.74 2.827 3.092 
4 t h h a r m o n i c 1.01 1.522 2.739 3.359 3.519 
2 n d + 4 t h + 6 t h h a r m o n i c s 4.16 4.712 4.89 5.26 5.932 
3 r d + 5 A + 7 * r u i r m o n i c s 5.266 5.263 6 6.1 6.38 

harmonics w i t h the accuracy of 90-95%. In the case of the i n d i v i d u a l harmonics , 
however , the p h y s i c a l relay captures w i t h accuracy of 80-85%, as s h o w n i n f igure 
15.13. S imi lar ly , m i x e d harmonics are inserted i n the p h y s i c a l relay a c c o m p a n i e d b y 
the fault current a n d voltage signals. The p h y s i c a l relay captures m i x e d harmonics 
w i t h accuracy of 65-70%, however , the m o d e l captures m i x e d h a r m o n i c s w i t h accu­
racy of 85-90%, as s h o w n i n f igure 5.13 a n d f igure 5.14. 
The m o d e l p r o v i d e s a filter to reduce the h a r m o n i c d is tor t ion ; this fi lter is b u i l t u p 
f r o m passive R L C components . Their va lues are c o m p u t e d u s i n g the specif ied n o m ­
i n a l reactive p o w e r , t u n i n g frequency, a n d qual i ty factor. The filter has been i m ­
plemented to mitigate the total h a r m o n i c d is tor t ion of the current a n d voltage. In 
case of a n a b n o r m a l c o n d i t i o n (a short circuit) , the s i m u l a t i o n i m p l e m e n t s a fault (a 
single phase w i t h the ground) f r o m 0.1 to 0.15 s. Converse ly , the steady state has 
been i m p l e m e n t e d d u r i n g the p e r i o d f r o m (0 to 0.1) s a n d (0.15 to 0.2) s. D u r i n g 
the i m p l e m e n t a t i o n of the s i m u l a t i o n , the delay to start the ca lculat ion at the v e r y 
b e g i n n i n g takes 0.02 s or 1 cycle. The steady state of the m o d e l takes place under 
n o r m a l operat ion a n d the ca lculat ion of voltage total h a r m o n i c d i s tor t ion (VTHD) 
a n d current total h a r m o n i c d i s tor t ion (ITHD) are i m p l e m e n t e d . A b n o r m a l operat ion 
begins at 0.1 s a n d lasts for 0.05 s (2.5 cycles), w h i c h is accompanied b y increasing 
the fault current a n d decreasing the voltage. 

F igure 5.15 s h o w s the c o m p u t e d total h a r m o n i c d i s tor t ion ( T H D ) of the current 
s ignal . 

The T H D is def ined as the r m s va lue of the total h a r m o n i c content of the s ignal 
d i v i d e d b y the r m s va lue of its f u n d a m e n t a l s ignal . For example , for currents, the 
T H D is def ined as: 
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F I G U R E 5.16: Compare % T H D of voltage calculation using T H D filter 
and without T H D filter 

THD = — (5.13) 
h 

IH = ^//f+ l f + ... + J* (5.14) 

In: r m s va lue of the h a r m o n i c n 
Ip: r m s va lue of the f u n d a m e n t a l current 

In f igure 5.15, w h e n the s i m u l a t i o n per forms a n o r m a l c o n d i t i o n , the ITHD has de­
creased accordingly b y 1% to 2 % w h e n the filter has been i m p l e m e n t e d , d u r i n g the 
short c ircuit the ITHD has decreased accordingly b y 0.4% to 1.7%. In f igure 5.18, 
w h e n the s i m u l a t i o n w a s r u n u n d e r n o r m a l condi t ions , the VTHD decreased accord­
i n g l y b y 5 % to 7%. W h e n a filter w a s i m p l e m e n t e d d u r i n g the short c ircuit , the VTHD 
decreased accordingly b y 2 % to 5%. 

5.7 SUMMARY 

This chapter explains part of the d i g i t a l s ignal process ing i n a p o w e r system. M o r e ­
over, the chapter p r o v i d e s different methods to compare the relay a l g o r i t h m w h i c h 
can be u s e d i n a p o w e r system based o n the impact of h a r m o n i c s once they are 
injected i n h i g h values . The i m p l e m e n t a t i o n of the test requires a n a l y z i n g the oc­
currence of events i n the p o w e r system. E a c h event conta ined i n the i n p u t signals 
can be i m p o r t e d to M A T L A B v i a a C o m t r a d e reader w h i c h reads the selected event. 
D i g i t a l relays are l i m i t e d because they can o n l y r e s p o n d to changes i n the m a g n i t u d e 
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of the f u n d a m e n t a l current or voltage. R e g a r d i n g overcurrent relays, a l o w level of 
h a r m o n i c d i s tor t ion m a y not affect their operat ion , however , concerning distance 
relays, w h i l e the relay's ab i l i ty to f i n d faults a w a y f r o m zone 's l i m i t m a y s t i l l be re l i ­
able, w h e n it comes to faults located near the l i m i t of the zone , there is a poss ib i l i ty 
for the distance relay to be m i s g u i d e d as to the locat ion of the fault . 
Protective relays i m p l e m e n t different techniques to measure the current a n d voltage. 
The microprocessor relays use a d i g i t a l filter to take out the f u n d a m e n t a l component . 
F i l t e r ing techniques were d e v e l o p e d to accommodate a w i d e var ie ty of h a r m o n i c i n ­
fluences. A n t i a l i a s i n g p r o v i d e s the abi l i ty to remove the frequencies h igher than the 
N y q u i s t frequency; filter techniques s h o u l d be i m p l e m e n t e d to reduce the h a r m o n i c 
leve l f r o m the p o w e r system measurements . The T H D filter i m p l e m e n t e d i n this 
chapter can mitigate the T H D of the current a n d voltage. The calculat ions of the 
T H D d u r i n g a b n o r m a l a n d n o r m a l condi t ions s h o w e d that the voltage harmonics 
were reduced b y 2 - 5 % a n d the current h a r m o n i c s were reduced b y 0.4-1.7%. 
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Chapter 6 

ANALYSIS OF IEC 61850-9-2LE 
MEASURED VALUES USING A 
NEURAL NETWORK 

Process b u s c o m m u n i c a t i o n has an impor tant role to d ig i ta l ize substations. The I E C 
61850-9-2 s tandard specifies the requirements to transmit d i g i t a l data over Ethernet 
ne tworks . The chapter analyses the impact of I E C 61850-9-2LE o n p h y s i c a l protec­
tions w i t h (analog-digital) i n p u t data of voltage a n d current. W i t h the increased 
interact ion between p h y s i c a l devices a n d c o m m u n i c a t i o n components , the test p r o ­
poses a c o m m u n i c a t i o n analysis for a substat ion w i t h the convent iona l m e t h o d (ana­
l o g input) a n d d i g i t a l m e t h o d based o n the I E C 61850 s tandard. The use of I E C 61850 
as the basis for smart gr ids inc ludes the use of m e r g i n g units ( M U s ) a n d d e p l o y m e n t 
of relays based o n microprocessors . The chapter analyses the m e r g i n g uni t ' s func­
tions for relays u s i n g I E C 61850-9-2LE. The p r o p o s e d m e t h o d defines the s a m p l e d 
values source a n d analysis of the traffic. B y u s i n g n e u r a l net pattern recogni t ion 
that solves the pattern recogni t ion p r o b l e m , a re lat ion between the inputs (number 
of s a m p l e s / m s — i n t e r v a l t ime between the packets) a n d the source of the data is 
f o u n d . The benefit of this a p p r o a c h is to reduce the t ime to test the m e r g i n g uni t b y 
getting the feedback f r o m the m e r g i n g uni t a n d u s i n g the n e u r a l n e t w o r k to get the 
data structure of the p u b l i s h e r I E D . Tests examine the G O O S E message a n d perfor­
mance u s i n g the I E C s tandard based o n a n e t w o r k traffic perspective. 

6.1 INTRODUCTION 

Substations i n energy systems use intel l igent electronic devices (IEDs) that can share 
data i n realt ime, i n order to use a n d share these data q u i c k l y a n d efficiently a m o n g 
the substat ion devices [1]. Shar ing data m u s t be s tandardized as a c o m m u n i c a t i o n 
s tandard. The I E C 61850 s tandard unites the structure, requirements , a n d c o m ­
m u n i c a t i o n specifications that can be i m p l e m e n t e d d u r i n g shar ing of data a m o n g 
I E D s , the first announcement of the cooperat ion a n d creates a p l a t f o r m between 
the substat ion a u t o m a t i o n system (SAS) a n d the substations (IEC 61850 2003) [2]. 
I E C 61850-9-2 specifies that the t ransmiss ion of s a m p l e d values (SVs) over a n Ether­
net n e t w o r k is located i n the second layer (Ethernet layer) i n a n OSI system, u s i n g 
s a m p l e d values generated b y m e r g i n g units of I E D s or ins trument transformers [3]. 
The i m p l e m e n t a t i o n of I E C 61850-9-2 depends o n the dataset specif ications such as 
(time s y n c h r o n i z a t i o n , sample counts, a n d in terva l t ime). F o u r currents a n d voltages 
are i n c l u d e d into the I E C 68150-9-2 packets. Some studies have presented pract ical 
implementa t ions of I E C 61850 that i n c l u d e d a large n u m b e r of I E D s ; these studies 
explored the challenges c o m i n g f r o m this technical e v o l u t i o n a n d used e q u i p m e n t 
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f r o m m u l t i p l e v e n d o r s to achieve interoperabil i ty. The references ci ted b e l o w dis ­
cuss the requirements of interoperable d i s t r ibuted funct ions a n d d i s t i n g u i s h the dif ­
ferences be tween M V a n d H V substations regarding I E C 61850 i m p l e m e n t a t i o n [4,5]. 
Reference [6] proposes solut ions to integrate I E C 61850 c o m m u n i c a t i o n w i t h the me­
ters a n d their c o m m u n i c a t i o n interfaces. This w o r k i m p l e m e n t e d a complete smart 
g r i d rea l ized o n the basis of I E C standards. A s further discussed i n this w o r k , the 
n u m b e r of integrated units that can be u s e d for m o n i t o r i n g a n d control purposes i n 
the p o w e r system is quite s m a l l , a n d that means that there is also need for d e v e l o p e d 
techniques for data h a n d l i n g to achieve realize smart d i s t r i b u t i o n [7]. Research w o r k 
has been presented i n [8] a n a l y z i n g the var ious c o m m u n i c a t i o n s opt ions for scalable 
d e p l o y m e n t of smart g r i d services. A s stated i n [8], the authors used the software 
def ined u t i l i t y (SDU) concept to obta in automated management of the smart g r i d . 
Reference [9] focused o n the c o m m u n i c a t i o n s capabil i t ies i n t radi t iona l protections 
w i t h the ab i l i ty to use other technologies l ike W i F i a n d 3 G for s ignal c o m m u n i c a ­
t ion i n real t ime. Several research articles [10,11] have p r o p o s e d methods to deve lop 
self h e a l i n g funct ional i ty i n smart g r i d s u s i n g I E C 61850. Reference [12] p r o p o s e d a 
laboratory test b e d for c o m p a r i n g the performance of d i g i t a l , h y b r i d a n d t radi t iona l 
substations. The exper iment focused o n the h a r d i n the l o o p test w i t h t radi t iona l 
current a n d voltage operated protect ion relays a n d w i t h s a m p l e d values according 
to I E C 61850-9-2LE. The c o m p a r i s o n f o u n d that the relay protect ion f u n c t i o n per­
formance is v e r y s imi lar to that of classical substations, w i t h the advantage of the 
data t ransmiss ion i n d i g i t a l f o r m . Reference [13] focused o n the conf igurat ion of 
I E C 61850 G O O S E service for easy i m p l e m e n t a t i o n w i t h electric protect ion systems; 
the authors p r o p o s e d a n a l g o r i t h m to achieve f u l l i m p l e m e n t a t i o n of the I E C 61850 
instead of the h a r d w i r e d n e t w o r k connect ion. Reference [14] focused o n the rel ia­
b i l i ty analysis of the cyber p h y s i c a l interface matr ix ( C P I M ) methodology. The test 
calculated the impact of the p h y s i c a l device fai lure a n d the c o m m u n i c a t i o n devices 
failures. This chapter contains the f o l l o w i n g sections: 

• Section 2: T ime s y n c h r o n i z a t i o n over a process bus . Th is section contains the 
test structure w i t h the devices used d u r i n g the test. It contains the G P S p a r a m ­
eters a n d i n i t i a l test of the s ignal w h i c h generated f r o m the G P S . 

• Section 3: The I E C 61850 s a m p l e d values testing. Th is section contains the sam­
p l e d values test w i t h the O M I C R O N device a n d the test structure a n d s a m p l e d 
values direct ions. 

• Section 4: The t i m i n g analysis of s a m p l e d values streams. This section contains 
the result of the measurement of the O M I C R O N m e r g i n g uni t a n d p h y s i c a l 
relays. ( C M C publ isher , I E D p u b l i s h e r 2x I E D subscriber) w h e n t ime synchro­
n i z a t i o n is a p p l i e d . 

• Section 5: Gener ic Object O r i e n t e d Substat ion Events ( G O O S E ) . A G O O S E tr ip 
s ignal is sent f r o m the publ i sher I E D to the subscriber I E D . This test f o u n d 
that w h e n the G O O S E message is sent to the receiver I E D ( t r ipping signal) , the 
s ignal is d u p l i c a t e d four t imes w i t h a size of 147 bytes per packet, the average 
in terva l t ime between the packets w a s pract ica l ly constant f r o m the first to the 
f o u r t h packets (278 ^s) a n d the average in terva l be tween the f o u r t h a n d the 
f i f th packet w a s 102 ms. 

• Section 6: M a c h i n e learning . B y machine learn ing , w e f o u n d a l i n k between 
t w o parameters (number of samples/ms - in terva l time) a n d used to deter­
m i n e the publ isher . The inputs a n d the target p r o v i d e d to the n e t w o r k a n d the 
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a l g o r i t h m breaks u p the data for test sets ( training 7 0 % — v a l i d a t i o n 15%—test­
i n g 15%), the best v a l i d a t i o n w a s i n epoch 23. 

6.2 IMPACT OF IEC 61850 O N SUBSTATION OPERATIONS 

The m a i n goals to i m p l e m e n t I E C 61850 s tandard [15] are as f o l l o w s : 

• Increase the p o w e r quali ty, r e d u c i n g the copper wires that are p l u g g e d into the 
I E D s a n d a c h e i v i n g faster response to short c ircuit faults. 

• The I E C 61850 s tandard p r o v i d e s the interoperabi l i ty be tween I E D s f r o m v a r i ­
ous manufacturers a n d offers a f r i e n d l y conf igurat ion that can be i m p l e m e n t e d 
at a site w i t h o u t external support . 

• R e d u c i n g the cost of operat ion a n d maintenance i n the substations. 

• This s tandard p r o v i d e s secure a n d fast data t ransmiss ion a m o n g I E D s a n d sub­
station devices. 

• The I E C 61850 funct ional i ty is f lexible a n d easy to i m p l e m e n t b y u s i n g the tools 
properly . 

The challenges to i m p l e m e n t i n g the I E C 61850 [15] are process ing a huge a m o u n t of 
real t ime data a n d replac ing some parts of substations to create a better env i ronment 
to i m p l e m e n t I E C 61850. The I E C 61850 structure inc ludes 14 parts , as s h o w n i n 
f igure 6.1. The I E C 61850 s tandard offers a data m o d e l that can replace the p h y s i c a l 
devices b y the log ica l devices. In this w a y I E C 61850 is able to v i r t u a l i z e to a l l devices 
i n the p o w e r system. E a c h logica l device (LD) has logica l nodes (LNs) that p ro v ide s 
the funct ions of the devices. These funct ions are ca l led " d i s t r i b u t e d f u n c t i o n s " i n 
S A S , a n d the three m a i n rules to i m p l e m e n t the d is t r ibuted funct ions are: 

• The I E C 61850 conf igurat ion s h o u l d f o l l o w the performance requirements. 

• The c o m m u n i c a t i o n interface be tween I E D s a n d the system s h o u l d f o l l o w the 
I E C 61850 standards c o m m u n i c a t i o n fundamenta ls . 

• Establ ish the c o m m u n i c a t i o n s be tween devices b y m e a n transfer data between 
I E D s a n d the p o w e r system a m o n g the S A S . 

The structure of the data m o d e l i n the I E C 61850 s tandard is v i r t u a l (data object, 
log ica l device , log ica l node) , a l t h o u g h , it represents real data that are u s e d b y the 
energy system (moni tor ing , protect ion a n d auto mat io n systems) [11]. I E C 61850 
offers var ious features that cover a l l aspects of the substations measurements , as 
f o l l o w s [11]: 

• Data character izat ion s u c h as s a m p l i n g frequency, s a m p l i n g counts, a n d t ime 
synchroniza t ion . 

• C o m m u n i c a t i o n specif icat ion that can be s u m m a r i z e d as a generic object o r i ­
ented substat ion event ( G O O S E ) , m a n u f a c t u r i n g message specif icat ion ( M M S ) , 
S M V , a n d Ethernet c o m m u n i c a t i o n . 

• The data structures a n d data object services. 

A c c o r d i n g to the specif icat ion of the I E C 61850 can be s u m m a r i z e d as f o l l o w s : 
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• D e f i n i t i o n a n d determine h o w to access the structure for the data's abstract 
c o m m u n i c a t i o n services interface (ACSI) a n d the conf igurat ion of the c o m m u ­
nica t ion s o l u t i o n a n d compat ible protocols . 

• S t a n d a r d i z i n g the o u t p u t data f r o m I E D s a n d categories the shar ing of data 
between G O O S E a n d S M V orders. 

• The I E D s a n d n e t w o r k c o m m u n i c a t i o n s are i m p l e m e n t e d u s i n g extendable 
M a r k u p L a n g u a g e ( X M L ) . 
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F I G U R E 6 . 1 : I E C 6 1 8 5 0 structure 

6.3 THE IEC 61850 INFORMATION SYSTEM 

L o g i c a l nodes (LNs) are the most impor tant part of the I E C 61850 hierarchical m o d e l . 
This m o d e l is des igned to p r o v i d e the w a y for i m p l e m e n t a t i o n the interoperabi l i ty 
a m o n g I E D s w i t h i n the p o w e r system, the m o d e l represents the actual devices i n 
the p o w e r system as logica l devices L D s ) that are p l u g g e d into logica l nodes. The 
p h y s i c a l devices conta in d i s t r ibuted funct ions that are responsible for exchanging 
data; each L N is l i n k e d w i t h a f u n c t i o n i n the p h y s i c a l device [4]. The data m o d e l 
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explains the hierarchy of I E C 61850, the d e f i n i t i o n of the log ica l device a n d server is 
specif ied b y the administrator . D e p e n d i n g o n the data m o d e l structure, the data of 
substat ion operat ions can be assigned to one of these log ica l nodes , for instance, the 
measurements f u n c t i o n g r o u p begins w i t h " M " a n d the protect ion f u n c t i o n g r o u p 
begins w i t h " P " . In f igure 6.2 f r o m left to r ight , the device name is the first part a n d 
the logic node ( L N ) is the second part , the attribute that represents a f u n c t i o n is the 
t h i r d part , " s t " represents the status attributes, " P o s " represents the p o s i t i o n of the 
circuit breaker a n d " V a l " represents the va lue of the status. 

Data 

A t t r i b u t e 

1 

RelayREF61s| JXCBRI f [JtVal 

L o g i c a l N o t • 

L o g i c a l D e v i c e 

F I G U R E 6 . 2 : I E C 6 1 8 5 0 Object Name Structure 

6.4 TIME SYNCHRONIZATION OVER A PROCESS BUS 

Time s y n c h r o n i z a t i o n is a n impor tant element i n s a m p l e d va lue appl icat ions due 
to the p r o b l e m s that can be caused i n case the t ime s y n c h r o n i z a t i o n is lost due to 
phase shifts, m a l o p e r a t i o n or w r o n g t r i p p i n g . In the laboratory d u r i n g i m p l e m e n t a ­
t ion the S M V I E D s conf igurat ion , the t ime s y n c h r o n i z a t i o n can be done b y the IEDs-
publ isher . In this w a y the IED-subscr iber w i l l f o l l o w a n d get the same phase error 
l i m i t . In case of u s i n g several m e r g i n g uni ts connected together a n d shar ing data 
a m o n g the p o w e r system, the t ime source according to I E C 61869 is required. This 
t ime source w i l l be a g l o b a l area clock, however , a local area c lock cannot match the 
t ime i n the g loba l area clock. There are v a r i o u s methods that can be i m p l e m e n t e d 
to achieve the t ime s y n c h r o n i z a t i o n i n the w h o l e testing system a n d between the 
m e r g i n g uni ts s u c h as master slave architecture for c lock d i s t r i b u t i o n (IEEE 1588) 
prec is ion t ime protoco l (PTP). I E E E 1588 is u s e d to achieve the t ime synchroniza ­
t ion because the I E D s are adaptable to this m e t h o d a n d offered h i g h accuracy t ime 
synchroniza t ion . A c c o r d i n g to I E C 61869, the G P S or t ime source is shar ing the t ime 
over the process b u s side b y side w i t h s a m p l e d values . The conf igurat ion of the t ime 
s y n c h r o n i z a t i o n of I E D s is s h o w n i n f igure 6.3. In IEDs , t ime s y n c h r o n i z a t i o n is en­
abled b y u s i n g s y n c h source ( IEEE 1588—slave), IED-subscr iber (figure 6.3) s h o w s a 
s y n c h accuracy of 23 ns. M o r e precisely, the s a m p l e d values a n d P T P are u s i n g the 
same. 

M o r e precisely, the s a m p l e d values a n d P T P are u s i n g the same n e t w o r k cable, 
however , a cut i n the Ethernet cable can cause S M V a n d P T P transfer fai lure. The re­
la t ion be tween s a m p l e d values a n d t ime s y n c h r o n i z a t i o n is ca l led S m p S y n c h . This 
attribute is a n indicator of t ime source loss, moreover, S m p S y n c h gives details about 
the t ime source (GPS) a n d the s a m p l e d values sources ( IED-publ isher) . Table 6.1 p r o ­
v ides the settings of the G P S data a n d the t i m i n g accuracy that are used to achieve 
the t ime s y n c h r o n i z a t i o n i n our n e t w o r k [4]. 



50 

F I G U R E 6.3 : The ful l scheme of testing the I E C 6 1 8 5 0 ( S M V - G O O S E ) 

T A B L E 6 . 1 : G P S data sheet and timing protocols 

V,(volt) I e (amper) Z e(ohm) 

3 0.001 3000 
7.5 0.002 3750 
12.53 0.003 4167 
18 0.004 4500 
60 0.01 6000 
150 0.02 7500 
200 0.025 8065 
300 0.05 6000 
400 0.2 2000 
447 1 447 
486 10 49 

P T P C L O C K T Y P E S I N T I M E S Y N C H R O N I Z A T I O N 

The t ime s y n c h r o n i z e d is required to get more accurate measurements a n d i m p l e ­
ment the Peer to Peer (PTP) protocol . G r a n d m a s t e r is s y n c h r o n i z e d w i t h a n external 
source s u c h as a C M G P S 588 (GPS) contro l led t ime reference. The synchroniza t ion 
uni t is an antenna integrated G P S that w o r k s as P T P grandmaster c lock according 
to I E E E 1588. O r d i n a r y clock reads can be p e r f o r m e d f r o m I E D s or C M C 256 p l u s . 
This test requires a n a d v a n c e d Ethernet s w i t c h (Hirschmann) . Table 6.2 lists the G P S 
status a n d the t i m i n g protocol that w a s i m p l e m e n t e d d u r i n g the experiments (the 
s y n c h in terva l be tween t w o s y n c h r o n i z e d messages is 1 s, a n d a n n o u n c i n g the t ime­
out a n d l o s i n g the t ime s y n c h r o n i z a t i o n takes 3 s. 

The G P S sends three messages to synchronize the devices (announce message, 
s y n c h message a n d f o l l o w u p message) a n d it dupl icates t h e m each second, i n order 
to keep a l l I E D s s y n c h r o n i z e d as s h o w n i n f igure 6.4 a n d f igure 6.5. 

6.5 THE IEC 61850 SAMPLED VALUES TESTING 

The test inc ludes three stages. The first one sends s a m p l e d values f r o m one I E D to 
another (publisher to subscriber). A n O m i c r o n C M C 256 p l u s is u s e d to generate 



51 

T A B L E 6.2: P T P time synchronization and settings 

CMCGPS 588 CMCGPS 588) Time Interval Time Interval 

GPS Locked Sync interval 1 s 
PTP Master Announce interval I s 
N T P Synchronized Announce receipt timeout 3 s 
Satellites usable 4 Peer mean path delay 85 ns 

F I G U R E 6.4: The measured interval time between synchronization an­
nouncement messages 
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F I G U R E 6.5: The measured interval time between announcement 
messages—follow up messages—synch messages of synchronization. 

analog voltage a n d current s ignals , the signals are transferred to the C M L I B A to 
send it u s i n g Ethernet cables to the I E D port ( IED-publ isher) . A s connect ion b o x for 
l o w level s ignals a C M L I B A is u s e d for connect ing the l o w s ignal outputs of a C M C 
for measurement or contro l l ing purposes . The C M L I B A set (VEHZ1105) inc ludes 
the C M L I B A box (VEHZ1101) a n d the 16 pole L E M O cable ( V E H K 0 0 0 3 ) [16]. A s 
s h o w n i n f igure 6.6 a n d table 6.3. 

http://U4J41-U-L.t-l.-L*!�
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F I G U R E 6.6: C M L I B A Hardware Configuration 

T A B L E 6.3: C M L I B A Hardware Configuration 

Linear Voltage Sensor Rogowski Current Sensor 

Nominalvol tageofOMICRON 2 V Nominalvol tageofOMICRON 150 m V 
OutputSystemchannels L to L OutputSystemchannels L to L out 4-6 

M i n Frequency 0 H z M i n Frequency 0 H z 
M a x Frequency 1 k H z M a x Frequency 395 H z 

The analog s ignal is converted to a d i g i t a l s ignal i n the I E D ( A / D converter) . 
The I E D - p u b l i s h e r publ i shes the s a m p l e d va lue s ignal according to the s tandard 
I E C 61850 w i t h 80 samples/cycle i n a 50 H z system. The subscriber I E D is rece iv ing 
the d i g i t a l s ignal S M V a n d reacts according to the s ignal a n d the conf igurat ion of 
the I E D . SVScout software is used to v i s u a l i z e s a m p l e d values a n d subscribes to the 
S M V streams f r o m m u l t i p l e m e r g i n g units a n d s h o w s the w a v e f o r m s . A n O m i c r o n 
C M C 256 s imula tor is used to s imulate the current transformer (CT) a n d voltage 
transformer (VT) signals as s h o w n i n f igure 6.7 [10]. 

S A M P L E D V A L U E S T E S T 

The s a m p l e d values test can be i m p l e m e n t e d to s imulate the m e r g i n g uni t of the 
IED-publ i sher . The conf igurat ion of the test is required to i m p o r t the substat ion 
conf igurat ion language (SCL) file of the p u b l i s h e r I E D , moreover , the s a m p l e d v a l ­
ues test tests the I E C 61850 9-2 L E process bus . It is able to generate u p to three 
s a m p l e d values streams i n the test set. In order to p u b l i s h the s a m p l e d values it 
is i m p o r t a n t to set the analog voltages a n d currents generated at the voltage a n d 
current outputs of the test set. 

S V S C O U T S O F T W A R E 

This is a too l for v i s u a l i z i n g the I E C 61850 s a m p l e d values ; it p r o v i d e s the p o s s i b i l ­
i ty to test the d i g i t a l protect ion that is w o r k i n g w i t h I E C 61850 s a m p l e d values as 
s h o w n i n f igure 6.8. It used to receive, v i e w , process a n d save s a m p l e d values to the 
i m p l e m e n t a t i o n g u i d e l i n e of the U C A International Users G r o u p I E C 61869-9 stan­
d a r d . The data packets can be obta ined f r o m m a n y sources at the same t ime a n d the 
t i m i n g analysis for those data streams c o u l d be p e r f o r m e d . 
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F I G U R E 6.8: Omicron sampled values test configuration 

6.6 THE TIMING ANALYSIS OF SAMPLED VALUES STREAMS 

In order to unders tand the data acquis i t ion of s a m p l e d values , the c o m p a r i s o n of 
s a m p l e d values be tween I E D _ M U a n d C M C _ M U w i t h no t ime s y n c h r o n i z a t i o n of 
the C M C 256, the measurements of the m e r g i n g uni t are i m p l e m e n t e d i n the lab­
oratory, the C M C 256 is conf igured to p u b l i s h the s a m p l e d values to s imulate the 
m e r g i n g uni t of the I E D m e r g i n g uni t b y i m p o r t i n g the S C L file of the IED-publ i sher , 
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thus, the C M C O m i c r o n p r o v i d e s the abi l i ty to p u b l i s h the s a m p l e d values a n d the 
c o m p a r i s o n w i t h the I E D m e r g i n g unite of fer ing a w a y to analyze the t ime as s h o w n 
i n f igure 6.9. The in terva l be tween t w o packets can be calculated as T = 1 /4000 = 250 
ms , more than that, the delay t ime is accompanied b y the in terva l as s h o w n i n table 
6.4. The I E D - p u b l i s h e r publ ishes the s a m p l e d values a n d the t ime s y n c h r o n i z e d as 
the local c lock (master clock) of the p u b l i s h e r I E D [8]. 

T A B L E 6 . 4 : Time display and time references 

Frame Size [bytes] Round Trip Latency [/̂ s] 

128 241 
256 292 
512 426 

1280 645 

T I M E D I S P L A Y A N D T I M E R E F E R E N C E S 

Time d i s p l a y formats i n Wireshark can be exp la ined according to the f o l l o w i n g steps: 

• W h i l e packets are captured, each packet is t imestamped. E a c h capture file 
inc ludes these t imestamps w h i c h is i m p o r t a n t for later analysis . 

• A c c o r d i n g to R F C 2544 testing methodology, R F C 2544 requires the s tandard 
frame sizes (128, 256, 512, a n d 1280) bytes. 

Brno U n i v e r s i t y of Technology p e r f o r m e d tests to measure the r o u n d t r i p latency 
o n the fiber optic cable (Ethernet transmission) [17], f i n d i n g the f o l l o w i n g results: 
F igure 6.10 presents the n u m b e r of packet per m i l l i s e c o n d . The f igure s h o w s the 
c o m p a r i s o n between the m e r g i n g units of the I E D a n d C M C , the n u m b e r of packets 
is p r o x i m i t y a r o u n d four packets for each m e r g i n g units , w i t h some h i g h n u m b e r of 
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packets for the I E D - p u b l i s h e r a n d a l o w n u m b e r of packets for the I E D publ isher . 
The C M C h o l d s t i l l the n u m b e r of packets to four packets per ms. Exper iments of­
fer the poss ib i l i ty to make a c o m p a r i s o n between t w o m e r g i n g units , the p h y s i c a l 
relay m e r g i n g uni t a n d the s i m u l a t e d m e r g i n g uni t ( C M C ) . The f igure s h o w s that 
regression of the samples is 230 ^s i n case of t ime s y n c h r o n i z a t i o n a p p l i e d to b o t h 
m e r g i n g units . The s i m u l a t e d m e r g i n g uni t s h o w s a constant in terva l of t ime be­
tween the packets as s h o w n i n the f igure, however , the m e r g i n g uni t of a p h y s i c a l 
I E D i n 4000 samples s h o w e d that the in terva l t ime is not constant, the sender I E D 
sends packets w i t h 126 bytes length a n d the subscriber I E D sends packets w i t h 122 
bytes length. 
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F I G U R E 6.10: The calculation of time duration to publish the sampled 
values. The C M C publisher sends packets wi th interval 250 and 
IED-72 follows by sending packets to keep the system synchronized 

F igure 6.11 s h o w s the S M V packets be tween the p u b l i s h e r a n d subscriber of 
p h y s i c a l relays, the regression of the in terva l t ime is a r o u n d 240 }is, the current a n d 
voltage signals are p l u g g e d i n the I E D , the p u b l i s h e r converted t h e m to a d i g i t a l 
f o r m a n d sent t h e m to the IED-subscr iber [9]. 

In f igure 6.12, C M C is the p u b l i s h e r of S M V that is s y n c h r o n i z e d b y the g loba l 
c lock (GPS), IED-72 is the receiver or subscriber of the S M V s , according to the mea­
surements the publ i sher is s e n d i n g the packets a n d wai t s for the subscriber to send a 
conf i rmat ion of acceptance of the packets w h i c h explains w h y there are s m a l l de lay 
times f r o m the publ i sher i n this case [18]. 

In order to make the s t u d y clear, Wireshark w a s u s e d to capture the s a m p l e d 
values streams a n d packet de lay t ime or the t ime between t w o f o l l o w i n g streams 
calculated i n t w o cases, the first one w h e n t w o I E D s are connected a n d are a n I E D -
publ i sher a n d IED-subscr iber w i t h t ime synchroniza t ion . The second case is w h e n 
the C M C O m i c r o n 256 p l u s m e r g i n g uni t is connected t h r o u g h the Ethernet s w i t c h 
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F I G U R E 6.11: The interval time + delay time i n usee between pub­
lisher/subscriber IEDs. 

F I G U R E 6.12: The interval time + delay time i n }isec between pub­
lisher/subscriber ( C M C and IED-72) 

to the IED-subscriber . The difference be tween n o s y n c h r o n i z a t i o n a n d s y n c h r o n i z e d 
t ime is that the I E D s start to synchronize w i t h the master g r a n d clock (GPS). The 
sample count is a n i m p o r t a n t parameter to determine a n d v i e w the l i n k s between 
the s y n c h r o n i z a t i o n t ime a n d the s a m p l e d va lue measurements . In order to exp la in 
a n d v e r i f y the sample count, the measurement is i m p l e m e n t e d w i t h different cases, 
first w i t h the S M V f r o m m e r g i n g units of I E D w i t h o u t t ime s y n c h r o n i z a t i o n , second 
w i t h the S M V f r o m I E D m e r g i n g units w i t h t ime synchroniza t ion . The t h i r d count 
is the S M V f r o m the C M C O m i c r o n m e r g i n g uni t w i t h o u t the t ime synchroniza t ion ; 
the f o u r t h count is the S M V f r o m the m e r g i n g uni t of the C M C O m i c r o n w i t h t ime 
synchronizat ion . The last count is the count of the samples va lues of the m e r g i n g 
uni t of C M C O m i c r o n a n d I E D i n para l l e l w i t h t ime s y n c h r o n i z a t i o n as s h o w n i n 
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T A B L E 6.5: P T P time synchronization and settings 

IEC 61850 -9-2 50 H z System 60 H z System 
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figure 6.13. 
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F I G U R E 6.13: Number of packets per ms for I E D p u b l i s h e r / C M C M U 

The S M V packets f r o m different sources can be a n a l y z e d b y u s i n g the Wireshark 
software w h i c h is the too l used to capture the n e t w o r k traffic. S M V streams of merg­
i n g uni ts of I E D s or the C M C O m i c r o n can be m o n i t o r e d a n d analyses can be done 
to measure the in terva l t ime between different packets f r o m the m e r g i n g uni ts a n d 
eventual ly W i r e s h a r k offers the w a y to s h o w the d r o p p e d or lost packets. F igure 6.7 
offers a d i a g r a m or schematic of a test, where the O m i c r o n C M C acts as a current 
a n d voltage source (CT transformer sensor, V T transformer sensor), t w o I E D s are 
connected a n d is conf igured to be a publ i sher of s a m p l e d values a n d the second I E D 
is a S M V subscriber, a n e t w o r k capture tool (Wireshark, SVScout) , C M C O m i c r o n 
m e r g i n g uni t , eventual ly u s i n g G P S t ime s y n c h r o n i z a t i o n as s h o w n i n F igure 3. The 
I E C 61850-9-2 s tandard determines the s a m p l e d frequency w h i c h is based o n the 
p o w e r system frequency that according to the I E C 61850 s tandard is 4 k H z for a 50 
H z system, or 4.8 k H z for a 60 H z one. For one uni t stream, the in terva l between 
one packet a n d the f o l l o w i n g packet is be tween (200 to 250 ^s). SVScout is the 
tool w h i c h is u s e d i n the graphica l d i s p l a y that a l l o w s one to v e r i f y the p u b l i s h e d 
measured values a n d compare the samples f r o m other m e r g i n g units . The SVScout 
enabl ing the w a y to compare the streams f r o m m e r g i n g uni ts a n d save the report i n 
comtrade format. The delay of packets can be caused b y m a n y reasons: lack of n u ­
mer ica l prec is ion , m e r g i n g uni t accuracy a n d sample count rate [19]. The calculat ion 
of c o m m u n i c a t i o n capacity s h o w n i n table 6.5. 
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A v a i l a b l e c o m m u n i c a t i o n capacity for t w o S M V publ i shers i n a para l l e l r e d u n ­
dancy protoco l (PRP) n e t w o r k [19] is g i v e n b y : 

SMV = 12.3 Mb/s (6.1) 

GOOSE + MMS = 87.7 Mb Is (6.2) 

A v a i l a b l e c o m m u n i c a t i o n capacity for t w o S M V publ i shers i n a h i g h - a v a i l a b i l i t y 
seamless r e d u n d a n c y (HSR) n e t w o r k [13] is: 

SMV = 12.3 Mb/s (6.3) 

GOOSE + MMS = 37.7 Mb/s (6.4) 

6.7 GENERIC OBJECT ORIENTED SUBSTATION EVENTS 
(GOOSE) 

I E C 61850 G O O S E , w i t h its fast transfer characteristics w i t h i n a n e t w o r k e n v i r o n ­
ment (<3 m s as de f ined b y the standard) , is n o w b e i n g w i d e l y used for protect ion 
purposes i n place of convent iona l dedicated w i r i n g . A s descr ibed, this br ings great 
benefits to the user since the needed dedicated w i r i n g can be reduced. The test p r o ­
v ides the abi l i ty to i m p l e m e n t the I E C 61850 s tandard ( S M V , G O O S E ) . The s a m p l e d 
values a n d G O O S E message p u b l i s h e d a n d the G O O S E tr ip s ignal is sent f r o m the 
publ i sher I E D to the subscriber I E D . F igure 6.14 s h o w s the subscriber interface be­
fore s e n d i n g the G O O S E message (trip signal) a n d f igure 6.14 s h o w s the t r ip s ignal 
sent a n d the i n p u t changed to true. In order to capture the G O O S E message that w a s 
sent f r o m one I E D to another, w e use the I E D Scout software that p r o v i d e s the sniffer 
for G O O S E messages a n d p r o v i d e s the interface to m o n i t o r the s ignal status. P C M 
600 is the tool u s e d to configure the protect ion relay a n d a d d d i g i t a l data transfer 
funct ions. The P C M 600 p r o v i d e s the w a y to start the I E C 61850 c o m m u n i c a t i o n s 
t h r o u g h process b u s c o m m u n i c a t i o n or G O O S E . 

The I E D Scout tool p r o v i d e s the abi l i ty to m a p the G O O S E message a n d the 
dataset of a l l the I E D s i n the n e t w o r k , i n order to i m p l e m e n t interoperabi l i ty be­
tween the devices o n S A S . F igure 15 s h o w s the IEDScout tool a n d the dataset of the 
I E D s that are part of the conf igurat ion (publisher, subscriber) a n d the interface of 
this tool i m p o r t s the C o n f i g u r e d I E D D e s c r i p t i o n (CID) file a n d l i n k e d the I E D s ac­
c o r d i n g to the conf igurat ion as s h o w n i n f igure 6.15. The G O O S E message measure­
ments s h o w that the same packet is d u p l i c a t e d f ive t imes w i t h a length of 147 bytes 
per message, the in terva l be tween G O O S E messages is not constant, conversely, the 
interva l begins to be longer than the first in terva l be tween the first a n d second packet 
of G O O S E messages, as s h o w n i n f igure 6.16. The interva l starts at 278 ^s a n d the 
last in terva l ends at 102.66 mi l l i seconds , a n d the same t h i n g occurs for four different 
G O O S E messages. Eventual ly , the G O O S E messages have been r e m o v e d f r o m the 
n e t w o r k a n d the n e t w o r k protoco l analyzer. The conf igurat ion of G O O S E c o m m u ­
nicat ion is i m p l e m e n t e d i n the subscriber a n d p u b l i s h e r I E D s , the G O O S E message 
is sent f r o m p u b l i s h e r to subscriber once the voltage or current is h igher than the 
l i m i t [20]. 
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GOOSE Subscriptions 

File 

B G GcQJRef LABKlKOWaOOMNOSGOSscbCSE 
DsWac 01:0c:cd:01:00:00 
Go!D LABKlK01A2LD0jlLN0.gcb6SE 
AppD 0x0001 
DatSet LABK1K01A2LD0MNOSG5E 
SWun 13 
SqNum H 

• Dab 
B LABK1K01A2L... {[0000000000000].False} 

IABK1K01... [0000000000000] 
LABK1K01... Fate 

P Goose Header 
EntryTmet (u07/ L6/20 L8_0S:00:31.907, [00011010J) 
Test F 
NdsCorri F 
Conffiev 1 
Hold 11000 
Remaring 1293 

B Network 
SfcHx 00:21:cl:00:63:3f 
DslMac 01:0c:cd:01:00:00 
VIAND VlANTAGnotavafebleornvakd 
VLANPro VLANTAGnotavatabfeorini/aM 

B G SoCBRsf 
DstMac 
GoID 
Apptt) 
DatSet 
StNum 
SqNum 

a Data 
0 LA6KK01A2L.. 

LABK1K01... 
IA8K1K01... 

B Goose Header 
EntryTmet 
Test 
NdsCotn 
Confftev 
Hold 
Remanng 

B Network 
Srtflac 
OstMac 
'.IAN ID 
VLANPrio 

LASK1K0 U2LD0/ILN0SGO SgcbGSE 
01:0c:cd:01:00:00 
LABKlX01A2LDO/UNO.gcbGSE 
0x0001 
LASK1X01A1D0 A.IN056SE 
14 
4 

{[OCOraXXXXXJCOJ.True} 
[00CW00000000] 
True 

(u07/16/2018_08:02:54.792,[00010111]) 
F 

F 

1 
11000 
9183 

00:21:d:00:63:3f 
01:0ced:0W»:O0 
VLAN TAG not avaiaWe or nvabd 
VLAN TAG not avaiable or nvatd 

F I G U R E 6.14: The ful l scheme of testing the IEC 61850 (SMV-GOOSE). 
(a) Shows the mapping of a G O O S E message wi th the dataset details. 
It shows the tripping signal is false before increasing the current and 
overcurrent function of IED takes action, (b) shows changing of the 
status to true, which means the G O O S E message (tripping signal) is 

sent to the subscriber. 

\U lEDScout 
File Actions Options Help 

£ 5 Open SO. • QsaveSCL ^ Discovei » ^ Check Model (t^ SirruJations @ Subscriptions (^Messages Conliguie 

TEMPLATE: HD_A_dd 

L̂ ] SCll LABKlK01Al:IED_A.Cld 

<B Address 172.16.200.6 

* C Data 

Q GOOSE 

@ LABKlK01A2LD0MN0GO.9CbGSE 

+ DS Datasets 

Q_$ti TEMPLATE :KD_B.cid 

- Address 172.16.200.6 

+ ™ Data 

* G GOOSE 

* RP Buffered Reports 

+ SV Sampled Values 

+ O S Datasets 

F I G U R E 6.15: The structure of IED SCL and G O O S E mapping 
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N - r e p e t i t t o n 

GOOSE1 GOOSE2 GOOSE3 GOOSE4 

^ — G O O S E 1 ^ — G O O S E 2 ^ — G O O S E 3 ^ — G O O S E 4 ^ — G O O S E S 

F I G U R E 6 . 1 6 : G O O S E Messages duplicities for five different G O O S E 
messages, n-repetition 

6.8 MACHINE LEARNING 

M a c h i n e l earn ing techniques are used for p o w e r quant i ty analysis a n d dec is ion 
m a k i n g tasks (accurate forecasting, c o m p a r i n g different machine l earn ing techniques) 
The data descr ip t ion of the m o d e l can be s u m m a r i z e d b y the I E D m e r g i n g uni t a n d 
C M C m e r g i n g uni t . A Substat ion C o n f i g u r a t i o n Language (SCL) file is exported 
f r o m the I E D - p u b l i s h e r to C M C , the data set of the m o d e l contains t w o parameters 
( interval t ime between packets, the n u m b e r of packets per ms) , the goal is to f i n d 
the l i n k be tween the n u m b e r of samples a n d in terva l t ime a n d determine w h i c h 
m e r g i n g u n i t is s e n d i n g the S M V a n d h e l p the subscriber I E D to f igure out the cor­
rect sender of s a m p l e d values . The parameters of b o t h m e r g i n g units are captured 
b y the n e t w o r k protoco l analysis ; i n f igure 6.17 a n d i n table 6.6 data prepara t ion is 
a d d e d to s h o w the l i n k be tween the i n p u t parameters a n d the sender of s a m p l e d 
values. The m a i n goal of this test w a s to determine the source of the s a m p l e d values 
streams. 

T A B L E 6 . 6 : Data preparation and input array size 

Input Target_Output 

Parameter IED_Publisher C M C _ Simulated IED_Subscriber 
4000 1 (4000 1) IED 
Number of samples per ms 4000 1 4000 1 C M C 

A few points not iced d u r i n g the test of s a m p l e d values : 

• IED-subscr iber took t ime to determine the p u b l i s h e r m e r g i n g uni t , a n d a de lay 
t ime to recognize the p u b l i s h e r side. Pract ical i m p l e m e n t a t i o n s h o w e d that the 
s i m u l a t e d m e r g i n g uni t of the I E D c o u l d not subscribe immediate ly . 

• The n u m b e r of samples is the first i n p u t parameter for data preparat ion ; each 
m e r g i n g uni t inc ludes a n u m b e r of samples per second. 

• Interval t ime between packets used i n this test is the second i n p u t parameter 
for data preparat ion . 
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F I G U R E 6 . 1 7 : Data preparation of parameters 

• Measurement of the m e r g i n g units s h o w e d that the q u i c k response of the merg­
i n g uni t subscriber is i m p o r t a n t i n I E C 61850. The data l i n k layer (layer 2) is 
a l o w e r l eve l address ing structure to be used between e n d systems a n d con­
cerned w i t h f o r w a r d i n g packets based o n layer address ing scheme a n d the 
M A C address of the dest inat ion. 

• The in terva l t ime a n d the n u m b e r of samples are parameters u s e d as inputs 
for this test, u s i n g relay protect ion m e r g i n g uni t a n d C M C m e r g i n g u n i t data 
to feed the t r a i n i n g set a n d test set. 

• B y u s i n g n e u r a l net pattern recogni t ion , w e c o u l d f i n d the relat ion between 
the inputs (number of s a m p l e s / m s — i n t e r v a l t ime between the packets) a n d 
the source of the data. 

• B y u s i n g this technique, technicians can save t ime a n d ensure they are testing 
the correct m e r g i n g uni t . 

• A c c o r d i n g to our test the subscriber protect ion relay takes t ime to r e s p o n d to 
the n e w traffic of s a m p l e d values . 

The o r i g i n a l dataset w a s d i v i d e d into test a n d v a l i d a t i o n sets. W i t h these settings, 
the i n p u t vectors a n d targets vectors are r a n d o m l y d i v i d e d into three sets as f o l l o w s : 

• The t r a i n i n g set is 70%. 

• The v a l i d a t i o n set is 15% to p r o v e that the n e t w o r k stops t r a i n i n g before over-
f i t t ing. 

• The testing set is 15% a n d is u s e d as an independent test of n e t w o r k general­
i z a t i o n [6]. 

A t w o layers f e e d f o r w a r d n e t w o r k is i n c l u d e d i n the s tandard n e t w o r k that is u s e d 
for pattern recognit ion, w i t h a s i g m o i d transfer f u n c t i o n i n the h i d d e n layer a n d a 
softmax transfer f u n c t i o n i n the output layer. M A T L A B uses 10 h i d d e n neurons as 
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the default set, a n d the n u m b e r of o u t p u t neurons is set to 2. Table 6.7 s h o w s the 
n u m b e r of samples for each m e r g i n g uni t a n d the test spl i t of the i n p u t samples into 
t ra in ing a n d test sets accordingly. 

T A B L E 6.7: Training set and test set 

Training Set Test Set 

Value C o u n t Precent Value C o u n t Precent 
C M C 2379 49.55% C M C 1621 50.66% 
I E D 2422 50.4% I E D 1579 49.34% 

Figure 6.18 s h o w s the best v a l i d a t i o n performance of the ne twork . The plot is 
used to obta in a p l o t of t r a i n i n g record error va lues against the n u m b e r of t r a i n i n g 
epochs, eventually, the error of t ra in ing decreases after more epochs a n d retra ining, 
a n d the best performance is taken f r o m the epoch (epoch 23) w i t h the lowest v a l i d a ­
t ion error. 

Best Validation Performance Is 0.15731 at epoch 23 

- . 0 
*l Ira in 
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F I G U R E 6.18: The best validation performance at epoch 23, validation 
error at the lowest point 

F igure 6.19 s h o w s the test performance of the n e t w o r k ( i n p u t — h i d d e n n e t w o r k s — o u t p u t ) , 
a n d contains a l l of the i n f o r m a t i o n related to the t ra in ing of the ne twork . The struc­
ture keeps track of several var iables d u r i n g the course of t ra in ing , s u c h as the va lue 
of the performance funct ion , a n d the m a g n i t u d e of the gradient . The best v a l i d a t i o n 
indicates the i terat ion at w h i c h performance reached a m i n i m u m . 

6.9 SUMMARY 

This chapter is a l l about the analysis of I E C 61850-9-2LE measured va lue u s i n g a nat­
u r a l ne twork . In the substat ion devices the data is b e i n g u s e d for m u l t i p l e purposes 
a n d this data can be measured t h r o u g h intel l igent electronic devices. This chapter 
is d i v i d e d into m u l t i p l e sections i n c l u d i n g t ime s y n c h r o n i z a t i o n section, s a m p l e d 
values section, t i m i n g analysis of s a m p l e d values streams section, G O O S E (generic 
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Training ROC Validation ROC 

FIGURE 6.19: The receiver operation characteristic curve (a) shows 
the training R O C that is exploring the tradeoff between true positives 
and false positives, this curve is a metric used to examine the qual­
ity classifier, (b) represents the validation R O C , (c) represents the test 

R O C , (d) represents the A l l R O C 

object or iented substat ion events) section a n d the last is machine l earn ing section. 

The m a i n goals to i m p l e m e n t I E C 61850 are to increase p o w e r quali ty, reduce 
the copper w i r e , p r o v i d i n g the interoperabil i ty, r e d u c i n g the cost of operat ion a n d 
maintenance, secure a n d fast data t ransmiss ion a n d flexible functionali ty. To cre­
ate a better env i ronment to i m p l e m e n t I E C some parts of the substat ion s h o u l d be 
replaced as w e l l as to make the huge a m o u n t of real t ime data process ing easier. 
To i m p l e m e n t the d i s t r i b u t i o n f u n c t i o n there are three rules to f o l l o w first of a l l is 
the I E C conf igura t ion s h o u l d f o l l o w the performance requirements , the c o m m u n i ­
cat ion interface be tween I E D s a n d the system s h o u l d f o l l o w the I E C 61850 s tandard 
c o m m u n i c a t i o n fundamenta ls a n d the last one is that the establishment of c o m m u n i ­
cat ion between devices b y m e a n transfer data be tween I E D s a n d the p o w e r system 
a m o n g the S A S . There are some features offered b y I E C 61850 w h i c h inc ludes the 
data characterizat ion, c o m m u n i c a t i o n specifications a n d the most i m p o r t a n t is the 
data structures a n d the data objects' services. 
The specifications of I E C 61850 can be s u m m a r i z e d as the d e f i n i t i o n a n d determine 
h o w to access the data structure, s t a n d a r d i z i n g the o u t p u t data categorized the shar­
i n g of data a n d the c o m m u n i c a t i o n i m p l e m e n t a t i o n of I E D a n d n e t w o r k b y u s i n g 
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extendable M a r k u p L a n g u a g e ( X M L ) . Th is chapter also explains i n deta i l the I E C 
61850 i n f o r m a t i o n system. There are four m a i n object structures w h i c h are Data , 
A t t r i b u t e , L o g i c a l N o d e s a n d L o g i c a l Devices . The t ime s y n c h r o n i z a t i o n is an i m ­
portant element i n s a m p l e d va lue appl icat ions due to the p r o b l e m that can be caused 
i n case of t ime s y n c h r o n i z a t i o n is lost. The re lat ion between the t ime s y n c h r o n i z a ­
t ion a n d s a m p l e d values is ca l led S m p S y n c h . It gives details about the t ime source 
(GPS) a n d the s a m p l e d values source ( IED publ isher ) . 
Peer to peer (PTP) protocol is also exp la ined i n this chapter, this is actual ly def ined 
as the t ime s y n c h r o n i z e d is required to get more accurate measurements a n d i m ­
plement P T P protocol . The G P S sends three massages to synchronize the devices 
these are announce message, s y n c h message a n d f o l l o w u p message. The I E C 61850 
inc ludes three stages for s a m p l e d va lue testing. First is to send s a m p l e d measured 
values , second is to convert analogue into d i g i t a l a n d the t h i r d one is to check the 
values i n the software n a m e d SVScout . S i m u l a t i o n of the m e r g i n g units of the I E D 
publ i sher is the m a i n task p e r f o r m e d for s a m p l e d va lue testing. The software is 
used for the v i s u a l i z a t i o n of s a m p l e d values . It can receive, v i e w , process a n d save 
s a m p l e d values . 

Th is chapter examines the I E C 61850-9-2 s tandard based o n the s a m p l e d mea­
sured values . It p r o v i d e s different methods to compare the t i m i n g analysis between 
the m e r g i n g uni t of p h y s i c a l protect ion relay (IED) that converts the current a n d 
voltage signals f r o m the convent iona l transformers into a d i g i t a l s ignal a n d shares 
it w i t h s a m p l i n g frequency (4000 samples/second) a n d the s i m u l a t e d m e r g i n g uni t 
of an O m i c r o n 256 C M C that is used to p u b l i s h S M V to the p h y s i c a l relay ( IED-
subscriber). The i m p l e m e n t a t i o n a n d conf igurat ion of the test requires t w o I E D s 
are appl icable to s e n d i n g a n d rece iv ing S M V a n d G O O S E messages according to 
s tandard I E C 61850. M o d e r n I E D s are able to p u b l i s h four current signals a n d four 
voltage signals a n d share the voltage i n the p o w e r system. G P S is u s e d to synchro­
nize the t ime a n d keep a l l the devices i n the same t ime a n d w i t h o u t phase offset. In 
summary , w e can conc lude the f o l l o w i n g f r o m the experiments above: 

• The IED-subscr iber starts to send s a m p l e d measured values once the g loba l 
c lock is a p p l i e d (GPS-t ime synchronizat ion) , conversely, IED-subscr iber does 
not send or p u b l i s h S M V once the internal c lock is a p p l i e d f r o m the publ i sher 
I E D . 

• The in terva l t ime between the samples is 250 according to the I E C 61850 
s tandard, a n d the n e t w o r k analysis tool s h o w s that four M A C addresses are 
avai lable , i n this case ( C M C - p u b l i s h e r , I E D - p u b l i s h e r - 2x IED-Subscriber) w i t h 
t ime s y n c h r o n i z a t i o n is a p p l i e d , however , the in terva l t ime is a r o u n d 240 /̂ s 
w i t h the local c lock of the p u b l i s h e r I E D or C M C m e r g i n g uni t , a n d the in terva l 
t ime is a r o u n d 230 w i t h the g loba l c lock (GPS) a p p l i e d . 

• The n u m b e r of samples per m i l l i s e c o n d of I E D - p u b l i s h e r : the n u m b e r of pack­
ets is not constant, the range w a s be tween 3 to 5 packets/ms, w h i l e w i t h C M C -
publ i sher : the n u m b e r of packets is a lmost constant at 5 packets/ms. 

• G O O S E message conf igurat ion is i m p l e m e n t e d to the I E D s (sender-receiver), 
the G O O S E message is sent to the receiver I E D ( t r ipping signal) , the s ignal 
is d u p l i c a t e d four times w i t h a size of 147 bytes per packet, the average i n ­
terval t ime between the packets w a s pract ica l ly constant f r o m the first to the 
f o u r t h packets (278 ^s) a n d the average in terva l be tween the f o u r t h a n d the 
f i f th packet w a s 102 mi l l i seconds . 



65 

• IED-subscr iber is subscr ib ing the S M V f r o m the I E D - p u b l i s h e r a n d C M C - p u b l i s h e r 
equally, IED-subscr iber is unable to recognize w h o is the publ i sher of the S M V 
(IED or C M C ) due to the fact the C M C - p u b l i s h e r has the same dataset as the 
I E D - p u b l i s h e r (that is , i n fact, w h a t h a p p e n e d w h e n C M C - p u b l i s h e r w a s s i m ­
u l a t i n g the IED-publ i sher ) . Wherefore , a m o d e l is a p p l i e d to predict i f the I E D -
subscriber w o u l d recognize w h i c h m e r g i n g uni t is s e n d i n g the s a m p l e d values 
based o n different attributes, to i m p l e m e n t the approach , t ra in a classifier us­
i n g different models a n d measure the accuracy a n d compare mode ls , u s i n g the 
classifier for pred ic t ion . The prepara t ion data inc ludes t w o parameters ( n u m ­
ber of samples/ms - in terva l t ime between the packets) for each p u b l i s h e r of 
S M V (IED or C M C ) . B y u s i n g n e u r a l net pat tern recogni t ion that solves the 
pattern recogni t ion p r o b l e m u s i n g t w o layer feed n e t w o r k s (nprtool) , the i n ­
puts a n d the target p r o v i d e d to the n e t w o r k a n d the a l g o r i t h m break u p the 
data into test sets ( training 70%- v a l i d a t i o n 15%- testing 15%), a n d the best 
v a l i d a t i o n w a s i n the 23rd epoch. 

• This m e t h o d can be used for o p t i m i z a t i o n of testing procedures i n substations 
where I E C 61850-9-2LE are i m p l e m e n t e d . This m e t h o d can be used for shorter 
test preparat ion , to l o w e r the cost a n d he lp s u p p o r t research projects since it 
a l l o w s one to i m p l e m e n t better p l a t f o r m a n d services as w e l l as to integrate 
different c o m m u n i c a t i o n protocols w h e n necessary. 
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Chapter 7 

IEC 61850 9-2 LE SAMPLED 
VALUES TOOL USING MATLAB 
SOFTWARE 

This chapter focuses o n a real t ime a p p l i c a t i o n that subscribes the data stream c o m ­
i n g f r o m a stat ion near protect ion laboratory i n B r n o U n v e r s i t y of Technology. I E C 
61850-9-2 L E S M V s are used to transmit the traffic to u n i v e r s i t y laboratory w i t h 16 
k m of fiber optic cable. The a p p l i c a t i o n b u i l t u s i n g M A T L A B a n d can read the traffic 
f r o m the ethernet port , the traffic d e c o d e d a n d convert f r o m A S C I I to the d e c i m a l 
n u m b e r s then d r a w the current a n d voltage values . The a p p l i c a t i o n d e v e l o p e d w i t h ­
out u s i n g any need for a d d i t i o n a l h a r d w a r e , the requirements are the ethernet por t 
RJ45 f r o m the stat ion a n d pc that is r u n n i n g M A T L A B . The benefits a n d features of 
the appl i ca t ion , easy to use, abi l i ty to i m p l e m e n t some the distance protect ion func­
tions, ca lculat ion the R M S values of the voltage a n d current, h a r m o n i c d is tor t ion , 
the h a r m o n i c components w i t h F T T analysis , distance protect ion characteristics a n d 
fault impedance calculat ion. A l l calculations i m p l e m e n t e d i n real t ime, moreover, 
i n this chapter i n c l u d e sensi t ivi ty analysis of M A T L A B m o d e l i n p r e v i o u s chapters. 
Distance protect ion funct ions w h i c h discussed i n this thesis u s e d the off l ine m o d e l 
of M A T L A B or captured w i t h C o m t r a d e format files. In this chapter w i l l evaluate 
the protect ion funct ions w i t h real t ime stream f r o m the substat ion, the appl i ca t ion 
inc ludes the f o l l o w i n g features: 

• Instances of voltage a n d current measurement . 

• H a r m o n i c components . 

• Fault detect ion a n d fault i m p d a n c e calculations. 

• M h o characteristics p l o t for each type of faults. 

7.1 MODELING DISTRIBUTION LINE 

The d i s t r i b u t i o n l ine parameters are u s e d i n M A T L A B equations for the protect ion 
funct ions i n real t ime. The d i s t r i b u t i o n l ine 22 k V goes t h r o u g h 9 facilities. E a c h stop 
has a p o w e r transformer as s h o w n i n f igure 7.1. The length of the d i s t r i b u t i o n f r o m 
point 1 to p o i n t 2 is 4 k m a n d the l ine parameters for the d i s t r i b u t i o n l ine f o u n d i n 
table 7.1. 
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F I G U R E 7 .1 : Model ing Distribution Line and Distance Relay 

T A B L E 7 .1 : Data preparation and input array size 

No.of core(mm2) 1x240/25 

C o n d u c t o r shape R M 
C o n d u c t o r (mm) 18.1 
Thickness(mm) 5.5 
Diameter (mm) 30.4 

7.2 BUILDING GRAPHICAL USER INTERFACE 

The f ina l stage of the project is to deve lop the G U I for the f in i shed m o d e l . A f t e r 
completed , this G U I w i l l become a n educat ional tool for the students i n enhanc ing 
their u n d e r s t a n d i n g of distance relay characteristic. This G U I w a s d e v e l o p e d u s i n g 
M A T L A B w h i c h inc ludes the funct ions h a r m o n i c d i s tor t ion of the received s a m p l e d 
values traffic f r o m substat ion u s i n g FTT, voltage a n d current R M S , i n o u t p u t ses­
s ion d i v i d e d into fault detect ion (line to g r o u n d fault , a l ine to l ine fault). The tool 
inc ludes the impedance ca lculat ion according to the I E C 61850 9-2 L E s u c h as l ine p a ­
rameters (tx l ine length , pos i t ive sequence resistance, pos i t ive sequence inductance) 
a n d impedance plots for each fault type. 

http://lB.uo
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7.2.1 H A R M O N I C D I S T O R T I O N 

This tool inc ludes the funct ions that w e discussed i n the p r e v i o u s chapter i n this d is ­
sertation, first f u n c t i o n h a r m o n i c d i s tor t ion a n d h a r m o n i c components of the current 
a n d voltage signals i n real t ime, the difference be tween the s t u d y i n chapter 5 a n d 
this chapter is that the traffic is i n real t ime a n d w i t h a real s ignal f r o m a p h y s i c a l 
substation. In this chapter, w e used the equations s i m i l a r to the S i m u l i n k m o d e l i n 
chapter 5 for the h a r m o n i c components . The ca lculat ion of h a r m o n i c components 
u s e d Welch 's m e t h o d w h i c h based o n the concept of u s i n g p e r i o d o g r a m spec t rum 
estimates, w h i c h are the result of conver t ing a s ignal f r o m the t ime d o m a i n to the 
frequency d o m a i n . It reduces noise i n the est imated p o w e r spectra i n exchange for 
r e d u c i n g the frequency resolut ion. D u e to the noise caused b y imperfect a n d finite 
data, the noise reduct ion f r o m Welch 's m e t h o d is often desired. 

THDi = '/n°=iW«f x 1 0 0 ( 7 1 ) 

V lh,rms 

THDV = (/^% Vh'™° x 100 (7.2) 

I„ = ^ / j f + J 2 + . . . + J 2 (7 .3 ) 

IN: r m s va lue of the h a r m o n i c n 
IF'- r m s va lue of the f u n d a m e n t a l current 

7.2.2 R E L A Y C H A R A C T E R I S T I C S A N D I M P E D A N C E D I A G R A M 

L i n e measurement of pos i t ive , negative a n d zero sequence parameters of d i s t r i b u ­
t ion l ines w i t h s ingle inductance used to calculate the fault impedance . In f igure 7.2, 
w e can get the f o l l o w i n g equat ion based o n the voltage a n d current vectors s h o w n 
as above. 

Č 7 

i r i r 

a 

' b 

- A A / V 
7 

-AA/v-

H 

- A W 

T7 

F I G U R E 7 . 2 : The equivalent circuit for single circuit lines 
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For single circuit : 

( Ma \ / Zflfl Zab Zac \ / l a \ 

Ub = Zab Zbb zFc 7b (7.4) 
Uc ) \ Z a c Z b c Z c c J \ J c J 

Zaa, Zbb/ Z C c is the va lue of self impedance of three phase respectively. Z f l j , = Z& a / 

Z f l C = Z C f l , Z j , c = Z c j , is the m u t u a l impedance be tween a,b,c phase. (7.4) can be 
s i m p l i f i e d as: 

Uabc = Zabc x Iabc (7.5) 

7.2.3 D E S C R I P T I O N O F T H E T O O L 

It is impor tant to evaluate a n d test I E C 61850 s tandard i n real t ime, the real t ime 
s imulator is expensive a n d it is not avai lable i n every substat ion, therefore, the need 
for a cheaper s o l u t i o n came to cheap a n d affordable a p p l i c a t i o n w i t h easy instal ­
la t ion a n d flexible features, n o w a d a y s , engineers are u s i n g these appl icat ions for 
the i n d u s t r y a n d educat ional purposes . The real t ime s imulator c o m m o n l y u s e d for 
closed l o o p testing of protect ion devices [78]. 

1. L a u n c h the tool b y double c l i c k i n g the file (SVReceiver.exe). 

2. Set the i n p u t parameters: 

(a) I N P U T Genera l : Here set the ( A p p I D ) a n d the ( N e t w o r k A d a p t e r ) f ields. 
The A p p I D m u s t be i n hexadec imal a n d m u s t m a t c h exactly that of the 
source data stream. O t h e r w i s e , n o stream w i l l be decoded . To select the 
r ight N I C mac address f r o m the ( N e t w o r k A d a p t e r ) d r o p d o w n m e n u , 
first, p h y s i c a l l y connect the source ethernet cable. W h e n y o u are sure 
that there's connectivity, then c l ick the (Refresh) b u t t o n next to the (Net­
w o r k A d a p t e r ) i n p u t f ie ld . A t this po in t , the d r o p d o w n m e n u w i l l be 
p o p u l a t e d w i t h the mac addresses of a l l ins ta l led N I C s b o t h active a n d 
inact ive. We can select the M A C w h i c h matches the N I C to w h i c h the 
source ethernet cable is connected. 

(b) I N P U T — L i n e Parameters: O n this tab, set the values of the respective 
f ields. A p a r t f r o m (Dis t r ibut ion L i n e L e n g t h , Z o n e 1, Z o n e 2), the values 
of the rest of the f ields are obta ined f r o m the specifications d o c u m e n t of 
the target p o w e r l ine. (Dis t r ibut ion L i n e Length) is the target protected 
l ine length. (Zone 1 , Z o n e 2) are protect ion settings. 

(c) O U T P U T 

i . F A U L T D E T E C T I O N : W h e n the too l is r u n n i n g a n d it detects a fault , 
the indicator(s) l ight u p according to the type of fault detected. The 
D E A (Differential E q u a t i o n A l g o r i t h m ) is the a l g o r i t h m chosen for 
this funct ional i ty , a n d it is i m p l e m e n t e d direct ly i n the c — c o m p i l e d 
(svsubscriber.exe) file. 

i i . R M S V A L U E S ( M E A S U R E M E N T S ) : H e r e the R M S values of the mea­
sured instantaneous voltages a n d currents are d i s p l a y e d i n real t ime. 

i i i . I N S T A N T A N E O U S M E A S U R E M E N T S : The d e c o d e d instantaneous 
voltage a n d current va lues are g r a p h i c a l l y d i s p l a y e d i n real t ime. 

iv. I M P E D A N C E C A L C U L A T I O N P L O T S : The L i n e to g r o u n d a n d L i n e 
to L i n e impedance , calculated i n real t ime, are d i s p l a y e d graphical ly . 

file:///ZacZbcZccJ/JcJ
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v. H A R M O N I C S T H D : Here the calculated total h a r m o n i c d is tor t ion 
( T H D ) a n d h a r m o n i c contents of the voltage a n d current are d is ­
p l a y e d i n real t ime. 

3. C l i c k the (Run) b u t t o n to start r u n n i n g the tool . A s it runs , the post processed 
source p a y l o a d is d i s p l a y e d i n real t ime. 

4. To e n d the current r u n n i n g session, just c l ick the (Stop) but ton . 

5. If for any reason the source stream is disconnected f r o m the tool w h i l e it i n 
(Run) m o d e , the tool goes into the (idle) m o d e where the too l is automat ica l ly 
paused after about 1 m i n u t e of i d l e stream activity. W h e n the stream is re­
stored, y o u can then c l ick (Run) once more to unpause the tool as s h o w n i n 
f igure 7.3 a n d f igure 7.4. 

sv_reeeivei running... 3 Confirmation of receive the slreams 
SyncIionizing v.-• I! = the data source. 

INSTANTANEOUS MEASUREMENTS IMPEDANCE CALCULATION PLOTS 

SPtotSofl.V r„i™tt 

1 Choose the network adapter (mac addres; 
NETWORK ADAPTER. . . . . - - -F-CS-C4» 

OUTPUT 

FAULT DETECTION 

L I N E - T O - G R O U N D . 

Raceiver synchronized! 
ar Plats 

ED 

JO 

£ . 20 
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RUN 

JO 
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f J Q 1 0 

1 20 
STOP 

-40 
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N E U T R A L : 
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FIGURE 7.3: Instantaneous current and voltage measurements cur­
rent and voltage harmonics. 

In s u m m a r y : The tool is d e v e l o p e d u s i n g M A T L A B code to read a n d subscribe 
the s a m p l e d values f r o m a substat ion near B r n o U n i v e r s i t y of Technology according 
to I E C 61850 9-2 s tandard. The challenges for d e v e l o p i n g this tool are the capabi l i ty 
to process the s a m p l e d values i n real t ime, it has funct ions (protection characteris­
tics, fault detect ion, a n d h a r m o n i c components) . 

7.2.4 D Y N A M I C M H O D I S T A N C E C H A R A C T E R I S T I C I M P E D A N C E 

M h o distance elements cont inue to be p o p u l a r for t ransmiss ion a n d d i s t r i b u t i o n p r o ­
tection. The technology used i n the protect ion relay is gett ing d e v e l o p e d f r o m coils 
to microprocessors . The f u n d a m e n t a l p r in c ip le s of the m h o distance element s t i l l ex­
ist. Microprocessor relays require a n efficient m e t h o d for d e t e r m i n i n g if a measured 
impedance is ins ide the m h o operat ing characteristic. W e u s e d equat ion 7.6 i n order 
to calculate measured impedance to the l ine angle a n d c o rre sp o n din g n u m b e r l ine 
for (a) fault w i t h i n reach p o i n t (b) a n external fault as s h o w n i n f igure 7.5. 
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F I G U R E 7.4: Instantaneous current and voltage measurements- Cur­

rent and voltage harmonics 

F I G U R E 7.5: Impedance mapped to line angle 

_ MZ-Z] 
K<?[1ZQ Z -Z] 

Z : The relay calculates the impedance Z b y u s i n g the measured voltage a n d cur­
rent phasors at each process ing in terva l 
Z : C a l c u l a t e d Impedance according to E u l e r ' s f o r m u l a [79] 
HQz- L i n e impedance angle. 
Variety parameters can inf luence the d y n a m i c m h o behavior for example : sys tem 
parameters, l o a d f low, fault type, a n d the relay a l g o r i t h m . Rea l t ime transient s i m u ­
lations are r e c o m m e n d e d for series compensated l ines appl icat ions . 
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7.2.5 I M P E D A N C E C A L C U L A T I O N A L G O R I T H M F O R M I C R O P R O ­
C E S S O R 

This part explains the used a l g o r i t h m to calculate the impedance of a t ransmiss ion 
l ine fault i n the too l , the impedance is calculated u s i n g the dif ferent ia l equat ion algo­
r i t h m ( D E A ) f r o m s a m p l e d data. D E A is a n alternative m e t h o d to Four ier t ransform 
that can be u s e d to estimate a n d calculate the fault locat ion a n d fault impedance . 
For a f u l l y transposed l ine it can be assumed that Lac = Lbc. H e n c e , the last t e r m i n 
the p r e v i o u s expression vanishes , g i v i n g : 

Va - Vb = xRa(Ia - k f j + x(La - U ) [ ( ( § ) + ( £ ^ ) ^ ] ) ( 7 . 7 ) 

For a s y m m e t r i c l ine , (Lb - Lab)/(La - Lab) a n d (Rb/Ra) w i l l be equal to 1 a n d the 
above equat ion reduces to: 

Va-Vb = %Ra(ia ~ h) + x{La - Ubf^ ^ ~ (7-8) 

The advantage of this m e t h o d that achieves accurate a n d efficiency at l o w e r voltages, 
the dif ferential equat ion a l g o r i t h m p r o v i d e s f lex ib i l i ty to present the electrical values 
a n d s impl i f ies the d e s i g n of the n u m e r i c a l relay. 

7.2.6 F A U L T D E T E C T I O N A N D I M P E D A N C E C A L C U L A T I O N S 

E v a l u a t i o n of the too l d u r i n g the fault , the substation's s a m p l e d values streams are 
heal thy a n d faults are l i m i t e d to occur, the best w a y to test the tool is s i m u l a t e d 
streams that create faults. F igure 7.6 s h o w s the generated voltage a n d current s ig­
nals , to place a fault a n d test the tool w i t h a s ingle phase w i t h a g r o u n d fault. A s 
s h o w n i n the f igure, the phase 1 voltage d r o p p e d . 
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F I G U R E 7 .6 : Sampled values sender 

The next step is testing the f u n c t i o n of the tool w h e n a fault occurs, d u e to 
the fault does not h a p p e n frequently i n the protected d i s t r i b u t i o n l ine u n d e r study. 
Therefore, the tool tested d u r i n g the fault condi t ions b y u s i n g streams c o m i n g f r o m 
another source. 
In f igure 7.7 presents the tool u s i n g d e v e l o p e d G U I for M h o type distance protect ion 
relay. B y u s i n g G U I , it can s t u d y the effect of parameters change o n distance relay 
characteristics s u c h as the effect of fault locat ion a n d fault resistance, the f igure 
s h o w s fault impedance for phase A to g r o u n d , a n d the l ine to g r o u n d fault detection 
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FIGURE 7 . 7 : S L G (phase A) impedance inside outside the zoneV, I 
R M S during the fault and fault detection alarm ( S L G ) 

shows a red a larm. The impedance for phases B a n d C are s h o w i n g outside the zone; 
therefore, the distance protect ion w i l l not send a t r ip s ignal . R M S values s h o w the 
three-phase values for the voltage a n d current. 
In f igure 7.8 presents the tool u s i n g d e v e l o p e d G U I for M h o type distance protect ion 
relay. B y u s i n g G U I , it can s t u d y the effect of parameters change o n distance relay 
characteristics s u c h as the effect of fault locat ion a n d fault resistance, the f igure 
shows fault impedance for l ine to l ine ( A to B) a n d the l ine to g r o u n d fault detection 
shows a red a l a r m (figure 7.9). 
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7.3 Harmonic Classification Using FFT Spectrum 

The w a v e analyzer measures the a m p l i t u d e of each h a r m o n i c component . It can be 
either a frequency d o m a i n type, u s i n g selective filters or a s p e c t r u m analyzer, or a 
t ime d o m a i n type u s i n g d i g i t a l c o m p u t a t i o n to der ive the discrete Four ier t ransform. 
H a r m o n i c d is tor t ion : H a r m o n i c s can be u n d e r s t o o d as different frequency per iodic 
components that are s u p e r i m p o s e d o n the m a i n frequency w a v e f o r m . In p o w e r sys­
tems, exist ing h a r m o n i c s are a most ly o d d integer m u l t i p l e of the p o w e r frequency. 
The 3rd , 5th, 9th, 7th, 11th, a n d 13th orders can be ident i f ied as the most c o m m o n 
harmonics . In a d d i t i o n to these c o m m o n harmonics , it is possible to face s ignal c o m ­
ponents that are not integer m u l t i p l e s of the f u n d a m e n t a l . S u c h components are 
cal led " i n t e r - h a r m o n i c s " a n d they are u s u a l l y encountered w h i l e d e a l i n g w i t h n o n -
per iodic signals, t h r o u g h the test, the result s h o w s the h a r m o n i c capture ratio f r o m 
the current a n d voltage w a v e f o r m . 

F F T is used to convert t i m e - d o m a i n w a v e f o r m into their frequency components . 
W h e n the w a v e f o r m is p e r i o d i c a l , the Four ie r series can be used to calculate the m a g ­
ni tudes a n d phases of the f u n d a m e n t a l a n d it 's H a r m o n i c components . H a r m o n i c 
d is tor t ion is characterized b y the h a r m o n i c spec t rum of the voltage or current s ignal 
obtained b y a p p l y i n g the Four ie r t ransform. The s p e c t r u m of the dis torted s ignal ob­
tained w i t h p o w e r system frequency as - E v e n h a r m o n i c component , o d d h a r m o n i c 
component , inter h a r m o n i c component , a n d sub-harmonic component a n d noise. 
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H a r m o n i c detect ion a n d m i t i g a t i o n is a n impor tant task i n the p o w e r system. 
This session presents deta i led p o w e r qua l i ty prob lems , harmonics , a n d their types, 
causes of h a r m o n i c s , effects, a n d solut ions . It proposes the F F T m e t h o d of h a r m o n ­
ics analysis w h i c h is most use fu l to classify h a r m o n i c s i n o d d , even, noise, inter 
harmonics , sub-harmonics , etc. F igure 7.11 explains the T H D calculat ion u s i n g the 
F F T spect rum. 

F I G U R E 7.11: Current and voltage harmonics 

7.4 CONCLUSIONS 

This chapter describes the too l of distance relay u s i n g M a t l a b package. Inside the 
tool , s ingle l ine to g r o u n d (SLG) a n d double l ine faults chose to be the fault type 
a n d M h o type distance characteristic chose to be the protect ion scheme. A graphica l 
user interface (GUI) created u s i n g a G U I package ins ide M a t l a b for the d e v e l o p e d 
tool . U s i n g the s a m p l e d values f r o m real substat ion a n d analysis i n real-t ime. The 
tool d e v e l o p e d w i t h o u t u s i n g any need for a d d i t i o n a l h a r d w a r e , the requirements 
are the ethernet por t RJ45 f r o m the substat ion a n d p c that is r u n n i n g M A T L A B . The 
benefits a n d features of the tool , easy to use, ab i l i ty to i m p l e m e n t some the distance 
protect ion funct ions, R M S ca lcula t ion values of the voltage a n d current, h a r m o n i c 
d is tor t ion , the h a r m o n i c components w i t h F T T analysis , distance protect ion charac­
teristics a n d fault impedance calculat ion. 
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Chapter 8 

CONCLUSIONS 

• A t the b e g i n n i n g of the dissertat ion, there is a n o v e r v i e w of the d e v e l o p m e n t of 
electrical protections f r o m basic e lectromechanical protections to m o d e r n d i g ­
i tal protections. The i n t r o d u c t i o n focused o n the quadr i la tera l relay a l g o r i t h m 
a n d i m p r o v e m e n t of the relay funct ions. The n e w measurement m e t h o d uses 
sensors to measure current a n d voltage i n the p o w e r system a n d the o u t p u t 
s ignal is a l o w voltage w h i c h transmits t h r o u g h the n e t w o r k over the ethernet 
cable. 

• The m a i n a i m of the thesis is to create a m o d e l that s imulates the distance 
protect ion f u n c t i o n a n d a l g o r i t h m u s i n g a d i g i t a l o u t p u t f r o m the current a n d 
voltage sensors. The dissertat ion exp la ined the w a y s to i m p l e m e n t I E C 61850 
o n p h y s i c a l protect ions w i t h (analog-digital) i n p u t data of voltage a n d cur­
rent. W i t h the increased interact ion between p h y s i c a l devices a n d c o m m u n i c a ­
t ion components , the test proposes a c o m m u n i c a t i o n analysis for a substat ion 
w i t h the convent iona l m e t h o d (analog input) a n d d i g i t a l m e t h o d based o n the 
I E C 61850 s tandard. M o r e o v e r , it analyses the m e r g i n g uni t ' s funct ions for re­
lays u s i n g I E C 61850-9-2LE. The p r o p o s e d m e t h o d defines the s a m p l e d values 
source a n d analysis of the traffic. 

• Chapter 5 presents the concept of the impact of h a r m o n i c d is tor t ion o n a d i g i ­
tal protect ion relay. The a i m is to v e r i f y a n d determine the reasons of a m a l t r i p 
or fai lure to t r ip the protect ion relays; the suggested s o l u t i o n of the h a r m o n i c 
d is tor t ion is exp la ined b y a mathemat ica l m o d e l i n the M A T L A B S i m u l i n k p r o ­
g r a m m i n g environment . The d i g i t a l relays have been tested u n d e r h a r m o n i c 
distort ions i n order to v e r i f y the f u n c t i o n of the relay's a l g o r i t h m u n d e r abnor­
m a l condi t ions . The c o m p a r i s o n between the protect ion relay a l g o r i t h m u n ­
der a b n o r m a l condi t ions a n d a mathemat ica l m o d e l i n the M A T L A B S i m u l i n k 
p r o g r a m m i n g envi ronment based o n injected h a r m o n i c s of h i g h values is p r o ­
v i d e d . 

• In chapter 6, b y u s i n g n e u r a l net pattern recogni t ion that solves the pattern 
recogni t ion p r o b l e m , a relat ion between the inputs (number of samples/interva l 
t ime between the packets) a n d the source of the data is f o u n d . The benefit of 
this a p p r o a c h is to reduce the t ime to test the m e r g i n g uni t b y gett ing the feed­
back f r o m the m e r g i n g uni t a n d u s i n g the n e u r a l n e t w o r k to get the data struc­
ture of the publ i sher I E D . Tests examine the G O O S E message a n d performance 
u s i n g the I E C s tandard based o n a n e t w o r k traffic perspective. 

• In chapter 7 has a theoretical descr ip t ion of protect ion a lgor i thms a n d their 
p r o g r a m m i n g i n the M A T L A B environment .The too l a n d practice tests p r o ­
v i d e a n e w a p p r o a c h to a p p l y i n g d i g i t a l current a n d voltage i n p u t s o n distance 
protect ion. The result of the dissertat ion s h o w s n e w possibi l i t ies of protect ion 
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of d i s t r i b u t i o n devices u s i n g the I E C 61850 s tandard. It demonstrates the pos­
s ib i l i ty of the des igned m o d e l for real use, whether for the w h o l e substat ion 
or groups of panels . The too l p r o v i d e s the quadr i la tera l relay characteristics, 
determines the fault type, calculates the fault impedance a n d total h a r m o n i c 
dis tor t ion. In this chapter, w e d e v e l o p e d a tool that can read the currents a n d 
voltages traffic stream i n real t ime according to I E C 61850 s a m p l e d values (80 
samples/second), this tool can get the current a n d voltage values f r o m the l ive 
stream a n d r u n it i n M A T L A B for a d d i t i o n a l analysis . The tool is d i v i d e d to 3 
stages: 
First stage, d e v i s i n g a means of c a p t u r i n g the Ethernet packets f r o m the con­
nected L A N n e t w o r k adapter of the host computer . A f t e r some researches, w e 
preferred to use t-shark ( w h i c h is a c o m m a n d l i n e equivalent of Wireshark) . 
The second stage develops a M A T L A B interface or code to i m p o r t the captured 
data into the M A T L A B environment . 
The t h i r d stage develops a M A T L A B G U I to house the d i s p l a y a n d process ing 
features for the captured data packets. It can capture l ive packets direct ly f r o m 
the specif ied ethernet port . In the other m o d e , it can record the captured pack­
ets to Pcap file. 
Th is tool gives the poss ib i l i ty to a d v a n c e d analysis of the d i g i t a l process ing 
signals , such as FFT, h a r m o n i c d is tor t ion , fault type, a n d fault locat ion calcu­
lat ion. It des igned to i m p l e m e n t for the distance protect ion gett ing the s ignal 
of the current a n d voltage s ignal f r o m the stat ion near the u n i v e r s i t y ( M e d -
l a n k y station), where m e r g i n g units insta l led for the currents a n d voltages a n d 
transmit the signals to the protect ion lab, the tool p r o v i d e s the possibi l i t ies for 
a d d i t i o n a l analysis of the signals u s i n g M A T L A B l ibraries. 

THE CONTRIBUTIONS OF THIS DISSERTATION 

The dissertat ion contains theoretical descr ip t ion of a lgor i thms a n d their p r o g r a m ­
m i n g i n the M a t l a b deve lopment environment . The result of the dissertat ion s h o w s 
n e w possibi l i t ies of d i s t r i b u t i o n protect ion devices u s i n g the IEC61850 s tandard. In 
the too l , the p r o g r a m m e d distance protect ion funct ions can determine the R M S v a l ­
ues of the voltage a n d current, decode a n d the streams i n real-t ime a n d analyze the 
streams according to IEC61850 s tandard, It verif ies the d i s t r i b u t i o n l ine u n d e r the 
test (line length , voltage leve l , a n d other parameters). 
The machine l earn ing u s e d for the o p t i m i z a t i o n of testing procedures i n substations 
where I E C 61850-9-2LE is i m p l e m e n t e d . This m e t h o d can be used for shorter test 
preparat ion to l o w e r the cost a n d h e l p s u p p o r t research projects since it a l l o w s one 
to i m p l e m e n t better p l a t f o r m a n d services as w e l l as to integrate different c o m m u ­
nicat ion protocols w h e n it 's necessary. 
The p r o p o s e d too l a lready d e p l o y e d i n real h igh-vol tage substat ion a n d the d i g i t a l -
i z e d data f r o m IEC6185-9-2 S V transmitted v i a ethernet to protect ion laboratory. 
We explore the appl i cab i l i ty of our m e t h o d to evaluate real-t ime streams i n real-t ime 
transmitted over packet-based ne tworks . We selected seven i m p o r t a n t parameters 
that have the most impact o n the d i s t r i b u t i o n l ine . These parameters are l ine length, 
l ine resistance, l ine conductor , overa l l outer, a n d zone 1,2. 
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SUMMARY OF RECOMMENDATIONS A N D PROPOSAL FOR 
FURTHER ACTION 

We can ident i fy the f o l l o w i n g steps that s h o u l d be taken to deve lop the tool usage 
a n d i m p l e m e n t the funct ions presented i n this dissertat ion: 

• A n a l y z i n g the captured data a n d compare the measured values d u r i n g the 
a b n o r m a l condi t ions . 

• The rout ine test s h o u l d be carr ied out to ensure the integri ty of the relay scheme 
as faul ty protective devices m a y also constitute fault a n d thus affect the i n ­
tegrity of the protect ion scheme a n d m a y lead to loss of s u p p l y of electrical 
energy. 

• Identify reliable sources of inputs data a n d create easy access to inputs . 

• In this approach , it is possible to further i m p r o v e the protect ion a lgor i thms 
a n d w o r k o n the p r i n c i p l e of distance protect ion funct ions. 
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