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ABSTRACT

The thesis focuses on the implementation of compliance with the TISAX standard in a
company operating in the automotive industry. The first part presents the theoretical
basis for the issue, the second part analyses the current state of the art. This is followed
by the design part, where the actual implementation as well as the financial evaluation

using the ROSI model is included.
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ABSTRAKT

Diplomova prace se vénuje implementaci shody se standardem TISAX ve spolecnosti
pusobici v automobilovém pramyslu. Jeji prvni ¢ast uvadi teoreticky podklad pro danou
problematiku, druhd potom analyzuje soucasny stav. Nasleduje navrhova cast, kde je

zahrnuta samotnd implementace i finan¢ni zhodnoceni pomoci ROSI modelu.

KLICOVA SLOVA

TISAX, ISMS, automobilovy pramysl, bezpe¢nost informaci, audit.



ROZSIRENY ABSTRAKT

UvVoD

V dnesni digitalni dob¢, kdy ma bezpecnost informaci kli¢ovy vyznam, se spolecnosti v
automobilovém prumyslu stale vice zamé&iuji na zavadéni standardu a certifikaci, které
zaruCuji bezpeCnost a daveérnost vymény informaci. Jednim z téchto standardi je
TISAX (Trusted Information Security Assessment Exchange), ktery predstavuje
zakladni pilit pro zajiSténi bezpecnosti informaci v dodavatelském fetézci

automobilového pramyslu.

Rozvoj informacni bezpecnosti v automobilovém pramyslu odrazi technologicky
pokrok v oboru. S tim, jak se vozidla a vyrobni procesy stavaji chytfejSimi a
propojenéjsimi, se zaméteni primyslu na kybernetickou bezpecnost stale zintenziviiuje,
coz vyzaduje neustalé inovace a prizptsobovani, aby byla zajiSténa ochrana pted

vyvijejici se fadou kybernetickych hrozeb.

Tato diplomova price se zaméfuje na implementaci certifikace TISAX ve vybrané
spole€nosti, kterd je jiz certifikovana dle standardu IATF (International Automotive
Task Force) a celi potieb¢ zlepsit svou informacni bezpecnost v souladu s aktualnimi
oborovymi standardy a pozadavky zékaznikl. Spolecnost se zavazala k neustalému
zlepSovani a zvySovani kvality svych produkt, coz zahrnuje dodrzovani piisnych

norem a standardd souvisejicich s informac¢ni bezpec¢nosti.

POPIS RESENI A ZAVER

Implementace TISAX standardu do spole¢nosti mize byt nezbytnym krokem z diivodu
rostoucich pozadavkli zdkaznikl na zajiSténi bezpecnosti informaci v automobilovém
primyslu. Zavedenim standardu lze dosdhnout vysoké urovné bezpecnosti informaci a

posilit postaveni spolec¢nosti jako ditvéryhodného partnera v automobilovém primyslu.

Dipolmova prace poskytuje uceleny pohled na proces zavadéni TISAX standardu v
praxi s dirazem na kli¢ovou roli fizeni rizik a bezpecnosti dodavatelského fetézce.
Poznatky ziskané z této prace mohou slouzit jako cennd doporuceni pro organizace,

které také chtéji projit procesem certifikace.



V teoretické Casti je nastinéna stru¢na historie bezpe¢nosti informaci v automotive
prumyslu, zékladni terminologie a standardy, jejichz pochopeni je v ramci TISAX
klicové. V ramci teoretické Casti této prace je dilezité zminit také zasadni oblasti jako je

fizeni rizik a dodavatelsky fetézec.

Analytickd ¢ast je zaméfena na popis organizace a jeji charakteristiky. Zavedeni
robustniho systému ISMS a ucinné strategie fizeni rizik byly zdiraznény jako zékladni

prvky, které jsou klicové pro sladéni s pozadavky TISAX.

Prakticka cast prace zahrnuje process implementace TISAX ve vybrané spole¢nosti.
Tento proces zacind piipravou a pokracuje registraci na ENX portale, jejiz soucasti je
zvazeni poctu lokaci a rozsahu posouzeni. Nasledné je provedena Gap analyza jako
prvni posouzeni, ktera odhalila tii malé nedostatky v soucasnych postupech, kvuli
kterym spolecnost doCasné obdrzela temporary label na 9 mésicii. B€hem této doby
musi spole¢nost zavést ndpravna opatieni stanovend v planu napravnych opatieni.
Navrhované opatfeni v ramci tohoto planu byly vyvozeny na zdkladé¢ Gap analyzy a
konzultaci s odborniky. Zahrnuji naptiklad dodatek NDA ke smlouvdm zaméstanct
nebo odstranéni piistupu neopravnénych osob do serverovny spole¢nosti. Uspéiné
zavedeni téchto opatieni predstavuje pro spolecnost krok smérem k uspéSnému a

efektivnimu zavedeni TISAX standardu do praxe.

V posledni ¢asti prace jsou srhnuty vysledky posouzeni a vyhody zavedeni standardu
TISAX do spole¢nosti. V navaznosti na to bylo provedeno finan¢ni zhodnoceni pomoci
modelu ROSI, ve kterém byly stanoveny piimé a nepiimé ndklady spolecné s
vyc€islenymi uSetfenymi ndaklady. Vyhodnoceni poskytuje pochopeni potencialnich
finan¢nich uspor. Vysledek zhodnoceni implementace TISAX do popisované
spolecnosti se pravdépodobné nebude shodovat s vysledkem u jinych spolecnosti,
jelikoZ naklady se li$i v zavislosti na vyspé€losti zavedeného systému dané spolecnosti,
poctu lokalit nebo vybéru certifikacniho organu, ktery provadi audit. Ve vysledku ROSI
modelu lze vidét, Ze investovat do zavedeni bezpe€nostnich standardil jako je TISAX se

vyplati, jelikoZ jeho vysledek navratnosti je velmi pozitivni.
Mezi vyhody zavedeni syst¢ému TISAX do spolecnosti patii posileni strategické
hodnoty tim, Ze snizuje bezpe¢nostni rizika a posiluje divéru mezi partnery. Dale se k

nim fadi vysokd troven zabezpeceni dat, vyhnuti se vysokym ndkladim na mozné



odstavky vyroby a pokutdm za porusSeni predpisii na ochranu dat, pfedchazeni mozné
ztraté zakaznika ¢i nutnosti zakaznickych auditt (jak ze strany organizace, tak ze strany

zakaznika).

Nakonec je vhodné zminit, ze GspéSna implementace TISAX standardu zavisi na
podpoie vedeni spole¢nosti, zapojeni zaméstnancii a udrzovani oteviené komunikace s
externimi partnery a zdkazniky. Dal$i dilezitou ¢asti je komplexni fizeni rizik a dobfte
zavedeny ramec ISMS, jez jsou nezbytné¢ pro UspéSné splnéni standardi TISAX,
zajisténi ucinné ochrany informacnich aktiv a zéarovenn budovani divéry v celém

dodavatelském fetézci.
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INTRODUCTION

In today's digital era, where information security is of key importance, companies in the
automotive industry are increasingly focusing on implementing standards and
certifications that guarantee the security and confidentiality of information exchange.
One of these standards is TISAX (Trusted Information Security Assessment Exchange),
which represents a basic pillar for ensuring information security in the supply chain of

the automotive industry.

The development of information security in the automotive industry mirrors the
technological advancements within the field. As vehicles and manufacturing processes
become smarter and more connected, the industry’s focus on cybersecurity continues to
intensify, requiring ongoing innovation and adaptation to safeguard against an evolving

array of cyber threats.

This diploma thesis focuses on the implementation of TISAX certification in a selected
company, which is already certified according to the IATF (International Automotive
Task Force) standard and faces the need to improve its information security in
accordance with current industry standards and customer requirements. The company is
committed to continuous improvement and enhancement of the quality of its products,
which includes compliance with strict norms and standards related to information

security.
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1 PURPOSE OF THESIS

1.1 Goals of Thesis

The aim of this work is to provide a comprehensive view of the process of
implementing TISAX certification in practice, including overcoming challenges,
identifying key areas, and developing strategies to ensure information security in
accordance with TISAX requirements. The work also examines the impact of TISAX
certification implementation on the company's position in the commercial vehicle

manufacturing industry and its reputation as a trusted partner.

1.2 Reason for Introducing TISAX

As a company operating within the automotive industry, you might find yourself in a
scenario where your business partner requests TISAX certification to ensure the secure
exchange of confidential information they hold. It's understandable that no
manufacturing company would want its confidential information to be accessed by
competitors. TISAX certification serves as both a guarantee and validation that the

information is sufficiently protected.

As part of this work, individual steps and procedures leading to the successful
introduction of TISAX certification are evaluated and recommendations are proposed
for other companies in the automotive industry that decide on a similar certification

process and improvement of information security in their operations.
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2 THEORETICAL BASIS

2.1 Information Security in Automotive Industry

The automotive industry has undergone a profound transformation over the past few
decades, not just in terms of technological innovations but also in the critical area of
information security. This transformation reflects the broader digital revolution that has
influenced across industries worldwide. As vehicles evolve from purely mechanical
devices to complex integrated systems that combine hardware, software, and
connectivity, the imperative for robust information security measures has become

increasingly urgent. [1] [2]

The history and development of Information Security in the automotive industry is a
critical area, particularly as vehicles and manufacturing processes become increasingly
connected and digitized. This progression can be outlined through several key phases,
reflecting the industry's response to emerging challenges and the integration of

advanced technologies. [1] [2]

[) Current Trends: Al and loT
Security

Early Awareness and Basic L Integration of Connected () Advent of Autonomous and
Controls (Pre-2000s) Technologies (2010s) Electric Vehicles

* Protecting designs = Developing connected vehicles * Introducing autonomous vehicles
« Securing facilities « Establishing cybersecurity » Protecting software and charging

l Regulatory Developments

o Utilizing Al technologies
» Safeguarding of loT systems
protocols

l Rise of Networked Systems lFocus on Vehicle-to-

(2000s) Everything (V2X) and Global Standards
« Implementation of ERP Communication = Enforcing UNECE standards
« Enhancing IT security » Enabling vehicle communication * Appling ISO/SAE guidelines

» Securing data exchange

Figure 1 Evolution of Information Security in Automotive Industry [own elaboration]
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2.1.1 Early Awareness and Basic Controls (Pre-2000s)

Initially, information security in the automotive industry was mostly concerned with
safeguarding proprietary design and manufacturing data from industrial espionage.
Security measures during this period were elementary, generally focusing on physical
security and basic IT controls. The industry's reliance on isolated systems meant that
cybersecurity has not yet a significant focus. [3] [4]

2.1.2 Rise of Networked Systems (2000s)

As automotive manufacturers began to incorporate networked computers extensively
into their operations for design, manufacturing, and supply chain management, the need
for more sophisticated cybersecurity measures increased. The adoption of technologies
such as Enterprise Resource Planning (ERP) systems and the introduction of more
comprehensive IT networks necessitated stronger access controls, data encryption, and

incident response strategies. [5] [6]

2.1.3 Integration of Connected Technologies (2010s)

The introduction of connected cars marked a pivotal shift in information security needs.
Vehicles began to feature built-in connectivity for navigation, in-car entertainment, and
system diagnostics, which opened new avenues for potential cyber threats. This period
manufacturers started to implement more advanced cybersecurity measures, focusing on

securing both the vehicles and the networks they connected to. [7]

2.1.4 Focus on Vehicle-to-Everything (V2X) Communication

With the advancement of Vehicle-to-Everything (V2X) communication, cars started to
interact with other vehicles, infrastructure, and pedestrian devices. This broader
connectivity required an integrated approach to security, including not only the vehicles
themselves but also the infrastructures they interact with. Automotive cybersecurity
standards began to evolve, with organizations like SAE International (Society of
Automotive Engineers) developing guidelines such as SAE J3061, the first automotive-
specific cybersecurity standard. [3] [8]
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2.1.5 Advent of Autonomous and Electric Vehicles

The development of autonomous and electric vehicles brought new complexities to
automotive cybersecurity. Autonomous vehicles, relying heavily on sensors and real-
time data for navigation and decision-making, posed unique security challenges that
required robust protections against tampering and hacking. Electric vehicles also
introduced new considerations, such as securing charging infrastructure and protecting

battery management systems from cyberattacks. [7] [9] [10]

2.1.6 Regulatory Developments and Global Standards

As threats have evolved, so too have the regulatory frameworks governing automotive
cybersecurity. Organizations and governments worldwide have started to implement
more stringent regulations. For example, the UN Economic Commission for Europe
(UNECE) WP.29 regulation mandates cybersecurity and software update management
systems for new vehicle types. Similarly, the ISO/SAE 21434 standard was established

to provide a global benchmark for automotive cybersecurity risk management. [11] [12]

2.1.7 Current Trends: Al and 10T Security

Today, the integration of Artificial Intelligence (Al) and the Internet of Things (loT) in
automotive technologies further complicates the cybersecurity landscape. The
automotive industry is increasingly using Al to enhance vehicle functionalities and 10T
devices to improve the interconnectedness of vehicle systems. These advancements
necessitate cutting-edge cybersecurity solutions, including Al-driven threat detection
systems and comprehensive 10T security strategies. [13]

2.2 Terminology and Fundamental Topics

2.2.1 Information, data, knowledge

Data, information, and knowledge are closely related concepts, but they have distinct

meanings.

Data are basic facts that may be in the form of numbers, texts, or measurements, and
which may not have direct meaning in themselves, but may be processed or analyzed to
obtain information. [14] [15]
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Information is interpreted data about any object that provides meaning and context to
enable decision-making or provide a deeper understanding of a situation or
phenomenon. [14] [15]

Knowledge is the highest level in this hierarchy defined as the use of examining
available information through experiences and other already acquired knowledge.
Thanks to this, it is possible to draw useful insights from the information analyzed in

this way, which can be applied in further decision-making processes. [15]

DATA INFORMATION KNOWLEDGE
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Figure 2 Data, Information and Knowledge Relation [16]

2.2.2 Information Security

It is a set of measures and methodologies aimed at protecting data and information
systems against unauthorized access, misuse, loss or damage and ensuring the integrity,
confidentiality and availability of information. An appropriate set of measures are
selected through the risk management process and managed through the ISMS. These
measures include policies, processes, procedures, organizational structures, software
and hardware to ensure the protection of identified information assets. It is essential that
these measures are specified, implemented, monitored, reviewed and refined where
necessary to meet specific information security objectives as well as the organization’s
business objectives. [16] [17]
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2.2.3 Information Security Management System (ISMS)

An ISMS is a strategic framework based on the principle of continuous improvement
that provides organizations with a structured approach to protecting their information. It
includes policies, procedures and controls designed to minimize risks to information
assets and ensure compliance with legal and business requirements, as well as internal
standards and policies. This framework is based on a plan-do-check-act (PDCA)
approach that ensures adaptability and accountability at all levels of the organization. Its
goal is not only to protect information, but also to increase the trust of customers and

partners in the protection mechanisms of the organization. [16]

2.2.4 Information Security Triad

The information security triad comprises three core principles: confidentiality, integrity,
and availability (CIA), which form the cornerstone of effective information security

practices, aiming to secure assets from various threats and risks. [18] [19]

Confidentiality

The Information
Security
Triad

Availability

Figure 3 Cyber Security Triad [39]

Confidentiality is a fundamental principle that ensures sensitive information is
protected from unauthorized access, use, or disclosure. Only authorized users and
processes should have access to data, ensuring that sensitive information remains

private and secure. [19] [20]
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Integrity refers to the trustworthiness and completeness of data. Data should be
maintained in a correct state, preventing unauthorized modifications, and ensuring that

it is accurate, authentic, and reliable. [19] [20]

Availability refers to the ability of authorized users to access data and systems when
needed. This means that data and systems should be available to authorized users
without interruption. [19] [20]

2.2.5 Asset, Threat and Vulnerability

Asset is a resource of value that an organization aims to protect and has value. Tangible
assets are physical assets that can be seen and touched, while intangible assets are non-
physical and cannot be touched. Examples of tangible assets include computers or
buildings, while intangible assets include a company's strategy, customer records or
financial records. [14] [21]

Threats are anything that can exploit a vulnerability to obtain, damage, or destroy an
asset. They can be natural, unintentional, or intentional, and include burglars, hackers,

malware, and human error. [14] [22] [23]

Vulnerabilities are weaknesses or gaps in a security program that can be exploited by
threats to gain unauthorized access to an asset. They can be intrinsic (within the asset)
or extrinsic (outside the asset), and include software bugs, malfunctioning hardware,

and user actions that make a device susceptible to malware infection. [14] [23]

Vulnerability
Internal factors
“potential harm®

Threat

External factors
“the will to harm*

Threat exploits
vulnerabilities and
damages the asset

Asset
Protected value

Figure 4 Threat, Vulnerability and Asset Relation [14][own elaboration]
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2.2.6 Risk

Risk according to the standards of information security is the possibility of a threat
exploiting a vulnerability to cause harm to an asset. It is a combination of the likelihood

of an event occurring and the impact it would have on the asset if it did occur. [14] [20]

2.2.7 Audit

An audit is a systematic, independent, and documented process for obtaining audit
evidence and evaluating it objectively to determine whether the procedures or
requirements are fulfilled. [14] [20]

2.2.8 Compliance

Compliance in the context of information security refers to the process of adhering to
industry-specific laws, rules, and standards to ensure the confidentiality, integrity, and

availability of information. [24] [25]

2.3 Risk Management

Risk management is a process that involves the identification, analysis and application

of strategies to reduce and control potential risks that could affect the organization. [14]

Risk assessment and risk management in the context of ISMS can be divided into
several key stages (figure 5). This entire process is supported by relevant standards such
as ISO/IEC 27005 and ISO 31000, which provide a framework and guidelines for
effective risk management in the area of information security. However, the

organization may also use its own methodology, this way is commonly used in practice.

Setting the Risk analysis
context

Risk

management Risk

assessment

Figure 5 Risk Management Phases [14][own elaboration]
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[14]

The risk management process is iterative and requires regular reviews and updates of
risk analysis and risk management. This includes evaluating the effectiveness of
implemented security measures and any adjustments to security policy or emergency
plans. [14]

2.3.1 Risk Assessment

Risk assessment is a critical component of an ISMS. In this subchapter are described the
main phases of risk assessment. ISMS risk management is defined in the ISO/IEC
27005 standard, in which the ISMS risk assessment process is described as following

picture (figure 6). Risk identification and risk estimation together form the risk analysis.

Each of these phases is essential for effective and systematic risk management within an

Risk Identification

ISMS. [14] [26]

Risk Evaluation

Risk Estimation

Figure 6 Risk Assessment Process [30][own elaboration]

2.3.1.1 Risk Analysis

The risk analysis process begins with identifying vulnerabilities and assessing threats.

This results in an estimate of the risk level for each combination of asset and threat.

There are different approaches to risk analysis, including rough, informal (pragmatic),
combined and detailed analysis, which allow organizations to choose the method best

suited to their specific needs. [14]

Risk analysis is a key element of the information security management process and

consists of several important phases.
Stage 1: Asset Assessment

This phase includes the identification and classification of all assets that are important

to the organization. Assets are evaluated based on their importance to the organization's
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information systems and may include hardware devices, software products, information

data, and services provided through information systems. [14] [26]

Each asset is rated for its confidentiality, integrity and availability. Asset rating involves
assigning a value on a scale of 1 to 5 for each of the criteria, which allows the total
weight of the asset to be calculated. [14] [26]

Stage 2: Threat and Vulnerability Assessment

In this phase, the potential threats to each asset and the vulnerabilities that the threats

can exploit are identified.

Threats can include technical failure, malware attacks, physical damage or human error
and are categorized by how they affect different aspects of assets such as operating
systems, applications, databases and network infrastructure. Vulnerability refers to

weaknesses in asset protection that can be exploited. [14] [26]

Assessment for both threat and vulnerability again use the scale of 1 to 5 (5 is the most
likelihood of threat). [14]

Stage 3: Risk Rate Calculation

Based on the assessment of assets, threats and vulnerabilities, the risk level is
calculated. The level of risk is expressed as the following formula (2.1.1). This
calculation makes it possible to quantify the risk and makes it easier to decide on

priorities in risk management. [14] [26]

Risk = Threat x Asset x Vulnerability (2.1.1)

Phase 4: Selection and Implementation of Security Measures

Based on the calculation of the risk level, suitable measures for risk management are
subsequently determined. These measures may involve technical, organizational or
personnel changes and could be divided into different areas of security, including IT
security, communication security, personnel security, administrative security and

physical security. [14] [26]
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The choice of measures depends on the effectiveness of risk reduction options and the
economic aspects of their implementation. The goal is to achieve an acceptable level of
risk for the organization. [14] [26]

2.3.1.2 Evaluation of Risk Impact

After analyzing the risks, it's important to identify which ones could cause the most
damage. Considering the likelihood of the event and the impact it could have on the
organization's information assets, this process allows to determine the hazards that

require immediate attention and control to avert potential security breaches. [14] [26]

A risk evaluation matrix is often used to visualize the risk assessment results, which
helps to prioritize risks, enabling organizations to focus on the most critical risks that
require treatment. [14] [26]

2.3.1.3 Creation a Risk Treatment Plan

After identification of risks, it is important to manage them. For that purpose, serves a
Risk Treatment Plan, which specifies the controls to be implemented, responsible

persons, planned deadlines and required resources. [14] [26]
Risk can be treated by four ways:

a) Transferring — sharing risk to a third party (e.g. outsourcing).

b) Avoiding — avoiding the actions that cause the risk (e.g. not using technology or
process that poses high risk).

c) Mitigation — taking actions that reduce the risk is the most common approach,
typically involves implementing controls from Annex A of ISO 27001.

d) Acceptance — appropriate for low-impact risks or risks that meets the acceptable

level.

2.3.1.4 Monitoring, Revision and Internal Auditing

Monitoring and reviewing risk management is essential for organizations to assess the
effectiveness of risk management strategies, identify areas for improvement, ensure
compliance with regulations, and mitigate emerging risks. Methods include internal
audits, external audits, and risk assessments, with benefits such as early risk

identification, compliance assurance, and improved risk management strategies. [26]
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2.4 Information Security Standards

There are several key standards in the field of information security that define standards
for protecting information and IT infrastructure. These standards are designed to help
organizations protect themselves from threats and ensure compliance with legal and

regulatory requirements. Here is a list of standards relevant to this thesis.

2.4.1 1SO/IEC 27001:2022

ISO/IEC 27001 is an international standard for Information Security Management
Systems (ISMS), which helps organizations protect their information through adequate
risk assessment and the implementation of effective security measures. It utilizes a
process approach for the implementation, operation, monitoring, review, maintenance,
and improvement of the information security management system. The catalog of safety
measures is contained in Annex A of the standard. [14] [27] [28]

2.4.2 1SO/IEC 27002:2022

ISO 27002 serves as a supporting standard to 1ISO 27001 and provides guidance on how
to perform information security controls. It acts as a code of practice for information
security management and makes several recommendations for the implementation of
the controls specified in 1SO 27001. [14] [28] [29]

The latest edition of 1SO 27002, released in 2022, updates the previous 2013 version
and is synchronized with the latest version of ISO 27001. This updated version
emphasizes a risk-based information security management strategy and highlights the
critical role of identifying and managing risks associated with an organization's
information assets. [14] [28] [29]

ISO 27002 contains an extensive list of security measures that organizations can take to
strengthen the security of their information systems. The standard provides advice on
risk management, security policies, information security organization, asset
management, human resources, physical security, communications, systems access,

acquisition, development, operations, incident response and compliance. [14] [28] [29]
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2.4.3 ISO/IEC 27005:2022

ISO/IEC 27005 is a standard providing recommendations for managing information
security risks within an organization. It aligns with the principles outlined in ISO/IEC
27001 and ISO/IEC 27002 and is structured to effectively support the implementation
of information security through a risk management framework. This standard does not
prescribe a specific methodology for managing information security risks but allows
organizations to select an approach that best fits their needs, considering factors such as
the scope of the ISMS, risk management context, and industry sector. ISO/IEC 27005 is
suitable for all types of organizations, including commercial companies, government
organizations, and non-profit organizations, intending to manage risks that could

compromise the security of their information. [14] [30]

244 NIS?2

NIS Directive 2 is an update of the original Network and Information Security (NIS)
Directive from 2016, which was adopted by the EU to increase cyber resilience across
Member States. NIS 2 aims to strengthen cybersecurity across various sectors,
impacting both public and private entities. The Directive emphasizes the need to raise
the level of cybersecurity and introduces stricter obligations for incident reporting, risk

assessment and measurement of security impacts. [31] [32]

National Cyber and Information Security Agency of Czech Republic (NUKIB) will
draft the text of the new Cybersecurity Act and eight related decrees at the end of
January 2023. The NUKIB has proposed not to go down the route of amending the
current law, but a completely new law. [31] [32]

2025

2020 The obligation of new
entities to comply with the
requirements of NIS2 and
the new Cyber Law

First draft of directive

2022

Publication of the final
version of the NIS 2
Directive

October 2024

The amended
Cybersecurity Law

Figure 7 NIS 2 Publication in Czech Republic [31] [32][own elaboration]
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2.5 TISAX (Trusted Information Security Assessment Exchange)

TISAX is an exchange mechanism of information security assessment in automotive. It
represents a unique scheme for evaluation that has been specifically developed for the
automotive sector by the German Automotive Industry Association. Its main objective
is to ensure that all stakeholders - from manufacturers to suppliers - adhere to uniform
standards for the protection of sensitive information. Company that is TISAX certified
confirms that the information security management system meets defined security levels

and enables the sharing of assessment results on a specialized platform. [33] [34] [35]
Table 1 Key Terms [own elaboration]
Key terms

European Network
ENX Exchange

Association

Association of European vehicle manufacturers, suppliers and

automotive organizations

Trusted Information A standard for trusted information security assessment in the
TISAX® Security Assessment automotive industry, based on the requirements of the VDA
eXchange ISA

Verband der ) o
VDA N ] German Automotive Industry Association
Automobilindustrie

A defined set of requirements for information and physical
security solutions based on ISO/IEC 27001, ISO/IEC 27002
and ISO/IEC 2717 in the area of information security

VDA VDA Information
ISA Security Assessment

2.5.1 Origin and Meaning of TISAX

Standards created independently of a specific industry are generally conceived as a
universal solution and are therefore not adapted to the specific needs of, for example,
automotive companies. The automotive industry has created associations whose aim
was, among other things, to improve and define standards corresponding to its specific
needs. One of these associations is the "Verband der Automobilindustrie” (VDA).
Within the information security working group, members of the automotive industry

concluded that they share similar needs and that it is appropriate to modify existing

28



information security management standards to better reflect the specific conditions of

the automotive environment. [36]

The joint efforts of members of the automotive industry led to the creation of a
questionnaire that contains the widely recognized information security requirements of
the automotive industry. This process is referred to as Information Security Assessment
(ISA). While some companies use the ISA only for internal purposes, others use it to
assess the level of information security management of their suppliers. It can be used in
a business relationship, for example, only as a self-assessment, or complete audit

processes including physical on-site audits are required. [36]

With the growing awareness of the need to manage information security and the
widening adoption of ISA as an information security assessment tool, more and more
suppliers have encountered similar requirements from various business partners. These
partners often applied different standards and had different interpretations, leading to
repeated verifications and repeated audits by suppliers.

With the increasing number of requests from partners to demonstrate the level of
information security management, complaints from suppliers about constant
requirements to demonstrate compliance with security standards have also increased.
Manually filling in extensive tables and time-consuming teleconferences during

repeated evaluations caused a significant burden on employees.

To increase the efficiency of this process, it was suggested that reports and audit
findings could be shared between different partners. Along these lines, OEMs (Original
Equipment Manufacturers) and members of the ENX working group, responsible for
maintaining ISA, listened to their suppliers’ complaints and proposed a new approach
called TISAX. [33]

2.5.2 Structure and Requirements of TISAX Certification

Every company that would like to demonstrate compliance with TISAX must follow the
specific steps in process to achieve it. The TISAX process usually begins with one of
the partners requesting that the other partner demonstrate a defined level of information

security management according to the ISA standards. [36]
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Content of following subchapters will be described in more detail in the practical part of
the thesis.

2.5.2.1 Levels of Assessment

TISAX certification consists of three assessment levels: Level 1, Level 2, and Level 3,
corresponding to different levels of protection - from normal to high or very high. Level
1 involves a self-assessment using a questionnaire, while Level 2 and Level 3 require
involvement from an external auditor. Level 3 also includes an on-site visit by the
auditor. [36]

2.5.2.2 Implementation Process

Simplified, the process of implementing TISAX includes three main steps that company
should fulfill (figure 8). [36]

1. l” 2. 3.
Registration Assessment

Exchange

Figure 8 TISAX Implementation Process [own elaboration]

In a first step organization must register on the TISAX portal to initiate the assessment

process and understand the requirements. [36]

The second step includes completing a self-assessment questionnaire, regardless of the
chosen assessment level and subsequently audit performed by the auditor in case of
Level 2 or 3. [36]

Final phase involves exchanging results with confirmation that an organization’s
information security system complies with the security requirements outlined in TISAX
VDA ISA questionnaire. [36]

2.6 Supply Chain

TISAX plays a very important role in contributing to information security within the
supply chain in automotive industry. It enables mutual acceptance of information

security assessments in the automotive industry, ensuring the secure sharing of sensitive
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information among partner companies. In the context of the supply chain, TISAX
certification is essential for all organizations doing business with major players in the
German automotive industry. It is a globally recognized standard that applies to

automotive suppliers and service providers processing sensitive information.

Important components within the TISAX and automotive supply chain are NDAs and
SLAs, which are described in following subchapters.

2.6.1 NDA

An NDA, or Non-Disclosure Agreement, is a basic contractual tool used to protect
sensitive information during business relationships. This agreement specifies the
information that the parties wish to keep confidential, and binds the parties involved to
keep certain sensitive information confidential for a specified period of time. In the
context of TISAX and supply chains in the IT and automotive industries, the NDA plays
a key role in mentioning confidential information related to technology, security
measures and business practices, which helps prevent the leakage of critical data and

ensures compliance with relevant security standards. [20] [37]

2.6.2 SLA

An SLA defines the contractual relationship between an IT service provider and an IT
service purchaser, specifying the scope, level and quality of services to be provided. It
includes clauses on time availability, price, speed of problem resolution and other
aspects of service. As part of TISAX and supply chain management, the SLA ensures
that all components and services delivered meet specified security standards and are
delivered in accordance with quality and timeliness requirements, which is essential to
maintaining the integrity and security of information systems in vehicles and the wider

automotive industry. [20] [37]

2.6.3 Supply Chain Attack

Supply chain attacks pose a serious threat to the security and integrity of enterprise
information systems, especially in highly regulated industries such as the automotive
industry. These attacks are insidious in that they exploit the trust between companies
and their suppliers and can lead to a wide range of security incidents, from the leakage

of sensitive information to the complete paralysis of production processes. [38]
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2.6.3.1 Example of a Major Attack

In March 2022, the automotive manufacturer Toyota experienced a major disruption to
its production in Japan following a cyberattack on one of its suppliers, Kojima
Industries, which led to the shutdown of 28 production lines and a production outage of

approximately 13 000 vehicles. [38]

2.6.3.2 Risks of Inadequate Protection

Attacks on the supply chain can have drastic consequences not only for the primarily
attacked organization, but also for the entire network of connected entities.
Vulnerabilities in one link in the supply chain can be exploited to attack others, often

with devastating results. [38]

2.7 ROSI (Return on Security Investment) model

The Return on Security Investment (ROSI) model is a financial metric used to estimate
the effectiveness and value of security investments by comparing the cost of these
investments to the financial benefits derived from avoiding security incidents. ROSI is
especially relevant in the context of information security, where it helps organizations

justify and optimize their spending on security measures. [20]

TISAX (Trusted Information Security Assessment Exchange) provides a standardized
approach to information security tailored to the automotive industry, yet the economic

implications of its adoption are not immediately apparent.

2.7.1 Costs

TISAX is site-oriented and the prices of the individual components of the
implementation costs vary considerably as the number of sites increases. This thesis

deals with only one site, so will focus on costs for one site.

2.7.1.1 Direct Costs

This section discusses costs of preparing for TISAX assessment such as consultancy
fees, staff training and internal audit. Also, it is not forgotten the cost of the certification

process itself and any necessary follow-up audits.
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a) Assessment Fee: This is a fee paid to accredited TISAX assessment providers
for conducting the formal evaluation of your IT and data security practices.

b) Consultancy Fees: Organizations can hire external consultants to help prepare
for the TISAX assessment. These consultants offer expertise in aligning the
organization’s practices with the required standards, which includes gap
analysis, implementation guidance, and preparation for the assessment.

¢) Training Costs: Employee training is crucial for compliance with TISAX
standards. This may include training on data protection, secure data handling
and understanding cybersecurity risks.

d) Security Software and Tools: Investments in security software, such as
antivirus programs, firewalls and other cybersecurity technologies, are often
necessary to meet the strict security requirements set by TISAX.

e) Hardware Upgrades: Implementing TISAX standards might require upgrading
existing hardware or purchasing new hardware to support advanced security
measures. This could include secure servers, enhanced network equipment, or
specialized devices for monitoring and controlling access.

f) Documentation and Policy Development: Developing, updating, and
maintaining documentation such as security policies, incident response plans,
and compliance reports can involve significant effort.

g) Audit and Compliance Management Costs: Costs associated with internal
audits, compliance management systems, and ongoing monitoring of compliance
status are critical to ensure that the organization remains within the required

standards over time.

2.7.1.2 Indirect Costs

Indirect costs include, for example time spent by internal staff in preparing and
maintaining TISAX standards or possible operational disruptions during the

implementation of necessary security measures.

a) Employee Time and Productivity Loss: Significant amounts of employee time
may be required for activities related to achieving and maintaining TISAX
compliance. This includes time spent in training, participating in audits, and

adjusting to new security processes. The productivity loss during these activities,
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especially if it diverts staff from their regular duties, can be a substantial indirect
cost.

b) Opportunity Costs: Focusing resources, including management attention and
financial capital, on TISAX compliance can mean these resources are not
available for other potentially profitable projects. This diversion can lead to
missed opportunities elsewhere in the organization.

¢) Maintenance of Security Systems: Beyond the initial purchase and installation
of security software and hardware, ongoing maintenance and updates are
required to ensure these systems continue to meet TISAX standards. While part
of these costs can be considered direct, the associated time and effort to manage
these updates contribute to indirect costs.

d) Long-Term Monitoring and Compliance: Continuous monitoring to ensure
compliance with TISAX standards involves indirect costs related to the time and
tools needed for ongoing evaluation and reporting. This continuous oversight is

crucial but can draw resources away from other areas.
2.7.2 Benefits

2.7.2.1 Avoided Costs

In avoided costs are included estimated potential financial impact of security breaches,
that TISAX certification helps to prevent. All these following points can be covered in

SLE (Single Loss Expectancy) while calculating the ROSI model result.

a) Reducing the Incidence of Loss of Confidential Information: This means the
loss or misuse of sensitive data such as production plans, vehicle designs,
customer information and other confidential company information, which could
lead to direct financial losses and loss of competitive advantage. TISAX
compliance improves an organization's security controls and significantly
reduces the risk of data breaches. Costs avoided here include legal fees, fines,
remediation costs and compensation payments that would otherwise be incurred
in the event of a breach.

b) Avoiding of Regulatory Penalties: By adhering to the strict security standards

required by TISAX, an organization can avoid penalties associated with non-
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compliance with industry regulations, such as GDPR for data protection within
the EU.

¢) Reduced Risk of Shutdown: Increased security measures can minimize the risk
of security incidents that cause production or business interruptions. Avoiding
these incidents means less shutdown, which in turn avoids costs associated with
lost productivity, revenue, orders or expenses for missed delivery deadlines.

d) Avoiding Loss of Customer: Avoiding the loss of customers is crucial for
maintaining the financial stability and growth potential of a business. In the
context of information security and compliance, such as with TISAX in the
automotive industry, maintaining robust security measures can significantly
reduce the risk of losing customers due to breaches that may damage trust and
reputation. In context of this thesis, the TISAX certification was retrieved from
the side of customer.

e) Reduced incident management costs: Better preparedness to deal with security
incidents - a by-product of obtaining TISAX certification - can lead to reduced
incident management costs. This may include the cost of data recovery,
reinforcement of security measures, and the potential cost of training staff to
better understand security threats and how to counter them.

f) Avoiding Customer Audits: Elimination of the probability of audits need from
the customer’s or company’s side. This saves time and money by eliminating the
need to complete extensive documentation in the form of Excel files or doing

audit at supplier.

2.7.2.2 Operational Benefits

By benefits may be considered gaining business opportunities by being compliant with
industry security standards required by potential automotive partners and suppliers or

improved security posture leading to enhanced trust from clients and partners.

a) Enhanced Market Access: TISAX certification is often a prerequisite for doing
business within the automotive industry, particularly in Europe where it is
recognized by major automotive manufacturers and suppliers. Certification can

therefore open doors to new business opportunities and markets.
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b) Improved Customer Trust and Satisfaction: By demonstrating compliance
with recognized security standards, an organization can enhance its reputation,
thereby attracting or retaining customers who cling about data security.

c) Increased Employee Awareness and Engagement: The training associated
with TISAX compliance increase cybersecurity awareness among employees,
which can lead to better compliance with security policies and procedures across
the board.

d) Long-term Cost Savings: Although the initial setup for TISAX certification
involves some investment, the long-term benefits include continuous
improvement of security practices, which can reduce costs over time associated

with less efficient or outdated security measures.

2.7.3 Evaluation

The ROSI can be calculated using the following formula (2.1.2). [20]

Monetary Loss Reduction — Cost of Investment
ROSI = ( )

2.2.2
Cost of Investment ( )

where:
MLR (Monetary Loss Reduction)

The MLR represents the monetary loss reduction, which expresses how much the
potential losses can be reduced due to the implemented safety measures. MLR is

calculated as:
MLR = ALE X MR (2.3)

where MR (Mitigation Ratio) is a reduction ratio that expresses the effectiveness of

safety measures in percentage. [20]
SLE (Single Loss Expectancy)

The SLE represents the single loss expectancy and is the result of an estimate of the

potential financial loss in the event of a security incident. It is calculated as:
SLE = asset value X exposure factor (2.4)

The exposure factor is a percentage of the extent of the loss of an asset in the event of
an incident. [20]
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ARO (Annual Rate of Occurrence)

ARO is the annual occurrence rate, which indicates the probability with which a

security incident can happen in a year. [20]

ALE (Annual Loss Expectancy)

ALE is the annual loss expectancy, which is calculated by multiplying SLE and ARO:
ALE = SLE X ARO (2.5)

This value represents the expected annual financial loss due to security incidents. [20]
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3 CURRENT STATE ANALYSIS

This section essentially serves as a foundation for understanding the context in which
TISAX certification is being implemented. It helps to comprehend the unique
characteristics and challenges faced by the organization, providing a baseline for

assessing the impact of TISAX implementation.

3.1 Characteristics of the Researched Organization

In order to grasp the meaning of the TISAX certification implementation discussed in
this thesis, it is needed to describe the fundamental aspects of the organization. This
includes gaining insights into its organizational structure, industry-specific standards,

and its current operational landscape.

3.1.1 ldentification of the Organization

The company is a development partner for European commercial vehicle manufacturers

and their leading supplier, occupying a leading position in individual sectors.

The company is divided into three business units, with different product ranges:

* Business unit focused on production of pressure vessels

* Business unit focused on metal components for the automotive and utility industry
* Business unit focused on connecting rods and camshafts for passenger cars

The first business unit is focused primarily on the production of pressure vessels, which
are an important element of the brake system of commercial vehicles. Compressed air

that opens and closes the brakes is stored in these containers.

This unit has two production plants located in Germany and in the Czech Republic.
With a market share exceeding 80%, the production plants are among the largest
manufacturers of pressure vessels (air tanks) in Europe. They produce about 1000

different types of air tanks, either from steel, aluminum or stainless steel.

3.1.2 Customers

Commercial Vehicle Manufacturers: VVolvo, Renault, MAN, Scania, Tatra, lveco.
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Manufacturers of Cargo Trailers: Schwarzmiiller, Wielton, Schmitz, Fliegl.

Manufacturers of Brake Systems: Haldex, Knorr-Bremse, WABCO.

3.1.3 Specifics of the Industry and Production Process

The company is fulfilling the requirements outlined in the IATF 16949 standard, that is
an addition of standard ISO 9001 for quality management systems within the
automotive sector. The aim of this standard is to create a quality management system
that will continuously improve, emphasizing defect prevention and reducing variability

and losses in the supply chain.

Air tanks undergo a meticulous design, manufacturing, and assessment process in
accordance with Czech legislation, specifically Law No. 90/2016 Coll., about
conformity assessment of designated products for market placement, and Government
Regulation No. 119/2016 Coll., on conformity assessment of simple pressure vessels
when they are placed on the market. The company's production portfolio is
characterized by two primary types of air tanks: simple pressure vessels and stable

pressure equipment, each governed by distinct directives.

3.2 Description of the Current State in Company

This section provides an overview of company's prevailing operations and processes,
focusing on its esteemed role in air tank production. While respecting the confidentiality

of sensitive information, this segment encapsulates the following key aspects:

3.2.1 Market Position and Customer Relationships

Company holds a distinguished market position as a premier provider of pressure
vessels within the European commercial vehicle industry. With a steadfast commitment
to quality and innovation, the company has cultivated enduring relationships with key
customers, including renowned European commercial vehicle manufacturers and
suppliers. These relationships underscore company's role in the supply chain and its

commitment to meeting the evolving needs of its clients.
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3.2.2 Production Facilities Overview

The facilities' capacities and capabilities are customized to meet the various demands of
the commercial vehicle industry, facilitating the production of a broad spectrum of air
tank variants. This strategic infrastructure enables to uphold its reputation as a leading

manufacturer in Europe's automotive landscape.

3.2.3 Quality Control Measures and Adherence to Standards

The company follows consistently to industry-leading standards, including the IATF
(International Automotive Task Force) certification. For this company IATF
certification means proactive stance in ensuring operational proficiency and product
quality. Quality control measures are integrated into the production workflow, ensuring
that each air tank meets challenging standards of performance, durability, and safety.

The organization also has an integrated management system (IMS) in place, which
includes IATF 16949, ISO 14001, ISO/IEC 27001 and ISO 45001. The organization
also meets many technical and product standards such as SAE J10, AD 2000, CSN EN
286-1 and CSN EN 286-2.

The company is dedicated to continual improvement and elevating product quality.
However, amidst its commitment to progress, company faces the needs to align with
evolving industry standards and customer requirements. As a certified IATF-compliant
entity, the company's customers need follow also TISAX (Trusted Information Security
Assessment Exchange) certification—a testament to the growing emphasis on

information security within the automotive supply chain.

3.2.4 ISMS Principle

Operating in alignment with the Deming cycle principle, ISMS in this company follows
the PDCA (Plan-Do-Check-Act) methodology. This system integrates standards such as
TISAX and ISO, forming a unified structure wherein TISAX aligns with ISO, and ISO
embodies the PDCA cycle. Following is described the PDCA cycle within ISMS in

more detail.
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Define objectives, assess risks, and establish
procedures.

Implement controls, train
employees, and deploy
technologies.

Take corrective PD ( 1
A

actions, update
policies, and
communicate
improvements.

Monitor performance, conduct audits, and review
incidents.

Figure 9 PDCA - ISMS Principle [own elaboration]

Plan

The first step includes defining the scope, objectives, and policies. Next, it is essential
to identify the relevant legal, regulatory, and contractual requirements. Conducting a
risk assessment and establishing risk treatment plans follow this step. Developing
procedures for incident management, business continuity, and compliance, and

assigning roles, responsibilities, and accountability are also crucial in this phase.

Do

The implementation phase involves putting ISMS policies, procedures, and controls into
action. This includes providing training and awareness programs for employees and
deploying security technologies and tools to protect information assets. Company also
conducts testing and exercises to evaluate security controls and incident response

procedures, while documenting all implementation activities for future audits.

Check
To ensure the effectiveness of the ISMS, monitoring KPIs and metrics is essential.
Internal audits and assessments are conducted to ensure compliance, and security

incidents and vulnerabilities are reviewed to identify areas for improvement. Evaluating
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the effectiveness of risk management processes and soliciting feedback from
stakeholders further contributes to continuous improvement.

Act

In final phase is company taking corrective and preventive actions to address non-
conformities and vulnerabilities. Based on lessons learned, ISMS policies, procedures,
and controls are updated. Communicating these changes and improvements to
stakeholders and allocating the necessary resources for implementation are the

concluding steps in maintaining an ISMS certification.

3.25 Risk Management

In relation to Information Security Management Systems (ISMS) risk management
involves identifying, analyzing, and evaluating risks that impact the confidentiality,
integrity, and availability of information assets. Process of risk analysis is a key
component of ISMS and is required by standards like 1ISO 27001.

Organization has established and is maintaining information security risk management
that includes risk acceptance and assessment criteria, ensuring assessments are

consistent and valid.

Risk analysis in this company includes assigning risks to owners, determining risk
levels, assessing potential consequences, and evaluating the likelihood of risks
occurring. Once risks are evaluated, they must be managed according to a documented

risk management plan.

In company is defined process of managing risks according to the following (figure 10):

Identification and Threat identification Vulnerability
evaluation of assets and assessment assessment

ISMS risk
management
decisions

Calculation of risk
level

Figure 10 Risk Management Process [own elaboration]
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3.2.5.1 Asset Management

Assets are both intangible and tangible, have value to the company and are therefore
required to be protected. This is especially true in the combination of asset and
information security. Assets are identified and described through Excel sheet tagged and
named according to company’s standard. Assets are subsequently transcribed into the

ISMS risk scorecard, rated and further managed.

3.2.5.2 Risk Acceptance Criteria

This chapter focuses on the risk acceptability criteria, which allows an organization to
determine what risk is still acceptable and when action is needed. To simplify the
decision-making process, a risk assessment table is presented that categorizes the

different types of risk according to their calculated value.
The table (table 2) contains the following:

e Risk level identifies the likelihood of the risk occurring and its normal
frequency.

e Risk value in numerical scale.

e Risk impact provides an overview of the potential consequences for the
organization if the risk occurs.

e Response suggests strategies for mitigating or eliminating the risk.

Table 2 Risk Acceptance Criteria [own elaboration]

Unacceptable Existential hardship to Immediate response, elimination
risk liquidation within 3 months
71-90  Adverse risk $er|_o_us inconvenience, Resplutlon within '6 months,
significant financial loss increased monitoring
51-70 Moderate Difficulty and financial Resolution within 1 month,
risk loss monitoring
Acceptable  Negligible impact, possible Included in monitoring and
risk escalation control system

25-30 Negl_lglble Negligible impact Under review as part of risk
risk assessment
No . .
0-24 significant Will not happen Under review as part of the risk
- assessment
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3.2.5.3 Risk Assessment Criteria

This chapter focuses on the risk assessment criteria that are essential for identifying and

classifying risks according to their impact on key aspects.
Asset Assessment

Asset assessment is a key process that enables an organization to fully understand the
value of its underlying assets.

The table (table 3) categorizes these criteria:

¢ Confidentiality - highlights the potential loss of information confidentiality.
e Availability - highlights the ability to access information resources that are

necessary for normal operational operations.

e Integrity - includes preserving the accuracy and completeness of data and

information systems.

Table 3 Risk Assessment Criteria [own elaboration]

Value Confidentiality Availability Integrity
1 Public Unimportant Irrelevant
2 Non-public Occurren;:reocs;;rr:]ssignificant Of little significance
3 Controlled access Important — problems Emergence of asset

problems

Important — emergence of

4 Uncontrolled access
problems

Disposal of asset

5 Confidential Indispensable Impairment of asset

The value of asset is calculated as following formula (3.1).

Confidentiality + Availability + Integrit
Asset =( Y 3 y grity) (3.1)

Threat Likelihood and Vulnerability Level

In this subchapter is described how company identify and categorize potential threats
and vulnerabilities that could negatively impact its operations. This chapter focuses on
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the criteria for risk identification and presents a structured approach to assessing risks

using a table (table 4), which includes:

e Value - reflects the significance of the risk to the organization in the context of
potential loss or damage.

e Likelihood of the threat occurring - provides an estimate of how often the risk
may be realized.

e Vulnerability level - assesses the level of susceptibility of systems or processes
to the identified threats.

Table 4 Threat Criteria [own elaboration]

“T” The likelihood of the threat

Value aceurring “V” Vulnerability level
1 Less than annually Negligible
2 Annually Minor limitation
3 Monthly Functional limitation
4 Weekly Disable
5 Daily Destruction

Risk ldentification

Risk identification is an essential step in the risk management process that enables
organizations to identify, analyze, and assess potential threats to their operations and
assets. Here is a methodology for calculating the level of risk, where the key element is

the following formula (3.1):

Risk measure = Asset value x Threat probability x Vulnerability measure (3.2

3.2.5.4 Risk Analysis

The organization's risk analysis process is based on reports that are the output of the

identified risk assessment and, among other things, identify following.

45



Risk Distribution by Level of Risk Acceptance

Based on this report, the ISMS team prepares a set of measures to reduce or eliminate
risks, which is presented to the company's management. Based on these, the latter will

take the necessary measures to ensure information security.
Relation of Assets to the Size of the Identified Risk and the Level of Acceptance

Based on this input, recommendations are made for the management of assets in terms

of their performance, protection, maintenance and monitoring system.

Comparison of the Effectiveness of the Measures Taken from the Previous Risk

Assessment

Comparing the level of identified risks with previous assessments shows the
effectiveness and efficiency of the measures taken and implemented. This information
is important for assessing the technique of taking and implementing measures and their
economic return. Another area where the findings can be implemented is the company's
training and education system.

Analysis as an Input for Decision-Making by the Management of Company

The outputs and analyses following the risk assessment are used as important inputs for
the decision-making of the management in the areas of building infrastructure and
process management that will respect the requirements for information security and data

protection.
Technical Support for Risk Analysis in Excel

The risk analysis is performed in an application processed in the MS Excel product
environment, using the Excel table. The quality of the outputs is directly proportional to

the quality of the assessments conducted and data captured.

3.2.5.5 System of Measures and Risk Treatment

Risk management is addressed by a whole system of measures at the level of corrective

actions, preventive actions, tasks or projects.

The basic approach for risk management is following.
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1) Risk mitigation - this is about reducing the possibility of risks or eliminating
their impact, taking action, etc. Risk reduction measures and their action is a
planned process that is documented in Risk Management Plan.

2) Conscious acceptance of the risk - the risk does not have a fatal impact if it
occurs and acts, its elimination would be costly or difficult to achieve.

3) Avoidance of risk - the area of risk is removed from processes, processes are
designed differently, external services are used that are not risky, etc.

4) Risk transfer (sharing) - e.g. agreement with a customer, insurance of risk

damage, etc.

3.2.5.6 Risk Implementation System and Mitigation Measures

The risk implementation system and measures resulting from the identified risks ensure

that risks are addressed used by following:
Corrective Actions

This is a managed process that follows the PDCA principle. A detailed description,
including controlled records, is provided in internal standard Nonconformance

Management and Corrective Action.
Preventive Actions

Preventive Actions follow a similar process to Corrective Actions. However, they are
used to address unwanted conditions before they occur. They can be initiated by
customer requests and alerts, identification of new threats in the digital space, changes

in legislation, etc.
Tasks

Tasks are mainly used for partial solutions within Corrective Actions or in case of

smaller required solutions that can be implemented in a short time.
Projects and Planned Actions

Projects are long-term activities that lead to large-scale changes in the company's
processes and infrastructure in use. The planning of projects and actions is documented

through Risk Management Plan.
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3.2.5.7 Declaration of Applicability

The applicability statement is the output of an assessment of the risks and the scope of

existing and future measures to address them.

The applicability statement is a controlled document that defines, whether the area is
implemented and what measures are used to make the ISMS area beneficial for
information risk management. The aim is to ensure continuity with the requirements of
ISO 27001 and Annex "A".

3.2.5.8 Risk Management Plan

The Risk Management Plan is maintained through the document ISMS Objectives, the
CA Book, the ISMS Project records, the Incident and Resolution records and the Risk
Management Plan record.

3.2.5.9 Agreement of Process Owners to Identified Risks

When measures to address identified risks are defined and agreed, the personnel
involved are invited to participate in the definition of the measures at the time the
measures are developed. The process owners usually become the responsible person for

the implementation of the measures.

3.2.5.10 Acceptance of Residual Risks

Residual risks, i.e., risk level V and VI, or risks that management has decided not to
address, are identified and a banded document is made of their acceptance under
Management Review of ISMS. While these risks are not addressed by an active
measure or project, they must be recorded, reassessed in subsequent risk assessments,
and reviewed within ISMS to provide assurance that these risks are not becoming more

significant risks.

3.2.5.11 Documented Risk Management Information

The documentation of information (documented information) is addressed according to
the rules set out within the ISMS. Where specified, documented and controlled records

must be maintained.
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3.2.5.12 Evaluation Example

For an example will be presented the evaluation process of one selected asset of the
company.
Asset: MES (Manufacturing Execution System)

Table 5 Asset Assessment [own elaboration]

Evaluation aspect Value
Confidentiality 4
Integrity 4
Availability 4
Weight of asset 4

Threat: theft of data/information/records

Table 6 Threat Assessment [own elaboration]

Evaluation aspect Result
Threat group unauthorized activity
The likelihood of threat 2

Vulnerability

Table 7 Vulnerability Assessment [own elaboration]

Evaluation aspect Result
Vulnerability group disable
Vulnerability value 4
Value of the risk
R = asset x threat x vulnerability = 4x2x4 = 32 (3.3

The result of risk value is 32, which means acceptable risk with negligible impact and

possibility of escalation.
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The figure below (figure 11) shows a matrix from Excel sheet which company uses,
where the MES asset is also evaluated for other threats such as failure of maintenance or
data backup. In the assets line, all the remaining assets of the company are then listed

and subsequently evaluated.

(7))
-
L
A
< 3
E
o
a
o
(]
[N}
=
Asset value "A" 4.0
Th reats ||‘|'|| HVI‘ n RI‘
Theft of data/information/records 2 4 32
Destruction of assets by fire / natural disaster / climate effect 3 2 24
Failure to perform maintenance 2 4 32
GDPR Personal Data Leakage 3 2 24
Action of malicious SW / malware 2 4 32
Failed/incorrect data backup 3 4 48

Figure 11 Risk Matrix - Asset Evaluation [internal]
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4 IMPLEMENTATION OF TISAX

The TISAX process typically starts with request of customer or partner of the company
that it should provide a defined level of information security management according to

the requirements of the “Information Security Assessment” (ISA).

As was said, the process of implementing TISAX includes three main steps that
company should fulfill. Nevertheless, this chapter discusses in more detail the entire
process of implementing TISAX which takes more than these three main steps — as

shown in picture (figure 12).

Plan & prepare

Registration

First assessment

Implementantion of corrective actions

Final assessment

Figure 12 TISAX Implementation Process Steps [own elaboration]
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4.1 Planning and Preparation for Certification

The first step in process of TISAX implementation involves thoroughly understanding
the TISAX requirements and criteria. This includes reviewing the TISAX standard,
understanding the scope of certification, and identifying applicable security

requirements.

At this very first step should organization consider the need of contacting external
company (as organization concerned in this thesis did), which provides complete
guidance in process of TISAX implementation. This may help to speed up the process if

it’s really needed.

The other steps that should be taken are considering signing contracts with
organization’s TISAX audit provider and with ENX Association which covers mutual
relationships between organizations and customers and defines the rights and duties for
both sides. These are needed for next process step — registration.

4.2 Registration

After familiarizing the process and requirements of the TISAX, company needs to
initiate the registration process on the official TISAX website enx.com. There company
provides essential details of organization and documentation required for registration,
including company information, contact details, industry affiliations and mainly

assessment level (AL).

On the main website can be found two possibilities for registration (picture below). The
first one serves for registration to a TISAX exchange process and the second is network
for the secure exchange of critical development, purchasing and production control data.
It is recommended to do whole process (from basic registration to assessment scope) at
one time. The company becomes a participant after registration. Information needed for

registration are:

name of the company, including DUNS number,

the exact name of the location that will be mentioned in TISAX scope,

email address,

assessment level (AL),
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e account number from which will be paid the ENX fee.

WELCOME TO ENX ASSOCIATION

TISAX

TISAX for the of
enterprises and allows racognitor ults among the participants. Ifyou

b 7
o oger e 1
- 2R IR et I P S T
g - % e “ % e

AVL RECEIVES ENX VEHICLE CYBERSECURITY LABEL

20231212 53

N - Infroducing Vehicia Cybersscurity (VCS) Audit

Figure 13 ENX Portal [33]

4.2.1 Location

Next task is defining location. If company operates on a smaller scale (one location), the
task is relatively simple - adding location to the rating range. If company is larger, it

may be considered including more than one location in the evaluation.

Here are several advantages of a single location:

e One evaluation report, one result and one expiration date.

e Evaluation costs can be reduced because the TISAX audit provider only must

assess central processes, procedures and resources once.

More locations included may have these pitfalls:

e All locations must have the same assessment objectives.

e The results of the assessment will only be available after the TISAX audit
provider has assessed all locations. This may be a problem if the assessment
results are needed urgently.

e The outcome of the assessment depends on all sites undergoing the assessment,

that means if one location fails, the assessment result will not be positive.

When filling in the site description (scope location), it is needed:
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e the name of the location,

e DUNS (Data Universal Numbering System) number,

¢ location type (for example, leased, owned, shared space or data center),
e total number of employees at the location,

e number of IT staff,

e number of IT security employees,

e number of security employees.

4.2.2 Assessment Scope

A key phase of the first step within TISAX is defining control areas and assigning them
to a certain assessment level (Assessment level - AL). It is important to note that the
assessment level only describes the way in which the certification audit of organization
is conducted, but not the requirements that are placed on the organization. In order to
identify the appropriate requirements, it is necessary to determine the assessment

objectives, which gives the information about assessment scope.

It is possible to choose one of two following options for description of assessment

Scope:

1. Standard scope — sufficient for most participants
2. Custom scope — possibility of standard scope extension to include additional
activities that are not part of the standard scope (e.g. data center services). However,
it is possible that in this case the assessment will take place without achieving the
TISAX label, i.e. verifying that you meet the TISAX requirements. Also, there are
next two possible ways of custom scope:
a. Custom extended scope

b. Full custom scope

The table below gives the specifications of each level, with three levels - AL1 to AL3. It
is always recommended to consult the appropriate assessment level with the partner.
The partner's purchasing or sales department is usually the authority for the correct
choice.
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Table 8 Assessment Level Specifics [own elaboration]

Assessment method AL 1 AL 2 AL 3
Self-assessment Yes Yes Yes
Evidence No Plausibility check ~ Thorough verification
On-site inspection No At your request Yes
Interviews No At your request Yes

4221 AL1

Level AL1 is intended for internal self-assessment only. In this level an auditor checks
only for the existence of a completed self-assessment, and it is not required to have
further evidence. Results of AL 1 have a low trust level, that is why it is not used in
TISAX.

4222 AL?2

ALZ2 rating is in place to ensure sufficient protection and availability of information. In
this case an auditor checks plausibility on self-assessment by checking the evidence and
conducting an interview with the person in charge information security. This may be

done by personal or remote meeting.

4223 AL3

In contrast to assessment level 2, level 3 requirements are verified in a real
environment. An auditor examines documents and evidence, observe local conditions
etc. To illustrate: AL2 may include a screenshot of an antivirus program, while AL3
may include antivirus checks on an active device, including setup, verification, updates,
management, etc. In the case of information processing in prototype and pre-series

mode, it is necessary to choose a variant at the AL3 level.
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The aforementioned assessment objectives map to these criteria catalogues (table 9).

Described company has the objective number 1, so its assessment level is AL 2.

Table 9 Mapping Objectives [own elaboration]

No. Assessment objective ISA criteria catalogue(s) Assessment level (AL)
Information with high . )
1. ) Information Security AL 2
protection
Information with very high . )
2. ) Information Security AL 3
protection
3. Confidential Information Security AL 2
4. Strictly confidential Information Security AL 3
5. High availability Information Security AL 2
6. Very high availability Information Security AL 3
Prototype parts and _
1. Prototype Protection AL 3
components
8. Prototype vehicles Prototype Protection AL 3
0. Test vehicles Prototype Protection AL 3
10. Prototypes during events Prototype Protection AL 3
) Information Security Data
11. Data protection ) AL 2
Protection
) ) Information Security Data
12. Special data protection AL 3

Protection
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4.3 GAP Analysis as First Assessment

The purpose of analysis is to consider the organization's current information security
practices against the TISAX requirements. This helps identify areas where the
organization needs to improve to meet the certification standards. The first evaluation
and completion of the VDA ISA questionnaire are pivotal milestones in the TISAX
certification journey. This chapter delineates the assessment process and the

significance of the VDA ISA form in evaluating information security measures.

4.3.1 VDA ISA Form

The VDA ISA questionnaire, used to assess information security according to TISAX,
includes 8 main areas in which questions are asked about different parts of the
company’s ISMS. These areas are described in detail in the following sections. The
VDA ISA questionnaire contains the requirements of the normative standard ISO/IEC
27001 extended by the requirements of TISAX, but also corresponds to the
requirements of the ISO/IEC 27002 standard, which provides recommendations for

measures in the implementation of ISMS.

The VDA ISA (Information Security Assessment) has evolved through different
versions, each introducing changes and enhancements to the assessment criteria.
Evolution process was addressed to changing cybersecurity threats and industry needs.
Each version introduces new controls, requirements, and focuses to ensure the
protection of sensitive information. Following is a summary of the last versions and

their key differences.

4.3.1.1 VDA ISA Version 4

The fourth version of the VDA ISA catalog focused primarily on the "confidentiality"
of information within organizations in the automotive industry. This version
emphasized protecting sensitive data and trade secrets, with a strong focus on

confidentiality as the main security objective.

4.3.1.2 VDA ISA Version 5

Version 5 of the VDA ISA catalog introduced significant changes, including a

restructuring of controls according to subject areas and minor adjustments in numbering
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and assignments. Additional requirements were included, particularly related to
prototype protection, and the module "Connection of third parties” was released in this

version.

4.3.1.3 VDA ISA Version 6

The latest version, VDA ISA Version 6, is valid as of April 1,2024. Introduces
significant changes and innovations to the assessment criteria. A major shift in ISA 6 is
the addition of the "Awvailability” label alongside "Confidentiality” to ensure the
availability of IT resources and operational technology, reflecting the increasing
importance of uninterrupted production processes and system availability. The new
version refers to other standards and frameworks such as ISO/IEC 27001:2022,
ISA/IEC 62443-2, NIST Cyber Security Framework, and the BSI Baseline Protection to

leverage synergies and enhance information security measures.

Since the company’s TISAX assessment started before first of April, this thesis will
deal with the VDA ISA questionnaire Version 5.

The individual chapters of the VDA ISA questionnaire therefore focus on specific areas
of the ISMS and ask questions that need to be answered in the assessment, with
reference to the relevant regulations or procedures. Each of these responses is rated on a
scale of 0 to 5 according to the level of maturity, where 0 means no requirements in

place and 5 means full implementation of the requirement.

ISA questionnaire contains 3 main criteria (table 10):

Table 10 VDA ISA Main Criteria [own elaboration]

1. Information security
2. Prototype protection
3. Data protection

Each of these criteria have own excel sheet. In each of these are fields that need to be
filled when conducting a self-assessment (table 11):
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Table 11 VDA ISA Mandatory Fields Filling [own elaboration]

Form field Purpose Mandatory?

Implementation Briefly description of what was implemented Yes

description (Column F) to address this control question in company.

Reference documentation = Which documents prove the implementation. Yes
(Column G)

Findings/Results Findings where a gap exists between what No
(Column H) should be and what is.

There are also more optional columns supporting self-assessment:

e Measures/Recommendations (Column R)
e Date of assessment (Column S)

e Date of completion (Column T)

e Responsible department (Column U)

e Contact (Column V)

4.3.2 Model of Maturity Level

Maturity level assessment is performed based on the maturity level model. This model

distinguishes 6 basic levels (table 12).

Table 12 Maturity Levels [own elaboration]

Incomplete
Performed
Managed
Established
Predictable
Optimizing

During assessment, the maturity level of the process must be objectively demonstrated.
This demonstration takes place through outputs from control processes, statements from

process owners and involved workers, or other suitable means.
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Figure 14 Radar Chart of Maturity Levels [own elaboration]

4.3.2.1 Level0

Incomplete level means, that the questioned process doesn’t achieve the basic goals or
is not at all implemented in the company. In this case of level are documented

information about systematical fulfilling of process basic goals vanishing or none.

4.3.2.2 Levell

Once the process has undergone assessment of performed level, it indicates its existence

but may lack sufficient documentation.

4.3.2.3 Level 2

Process documentation and implementation evidence are available. Process

performance is planned and followed.

4324 Level3

At maturity level 3 are evaluated routine processes. This level is considered standard
within the VDA ISA questionnaire. Overall, at least 60 of the 74 assessed areas are
required to reach maturity level three. Especially in the area for handling prototypes, all

requirements must be at least at this level of maturity.
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At the established level are dependencies documented, and evidence shows sustained

use over time. Requirements for this level include:

e defined standard process,

e determined sequence and interaction with other processes,

e identified competencies and roles,

e identified infrastructure and work environment requirements,

e and determined methods for monitoring process effectiveness.

To achieve this level of maturity, it is necessary to have, among other things, described
process documentation, a process plan, quality records, rules/policies and standards, as
well as processed records of implementation and risk dependencies.

4.3.25 Level4

This level is the maximum required level in VDA ISA questionnaire. Level 4 as a
predictable level is described as follows: an established process is followed, monitored

for effectiveness, and key performance indicators are defined.
Key activities at this level involve:

e establishing process information requirements,

e deriving process measurement objectives,

e setting quantitative objectives for process performance,
e identifying measurement characteristics and frequency,

e and collecting, analyzing, and reporting measurement results.

As can be seen the difference between level 4 and level 3 is mainly focused on

monitoring, reporting and predicting the process behavior.

Furthermore, along with the existing documentation required for the previous maturity
level, plans for active process control, measurement, and process improvement are
added.

43.2.6 Level5

The highest level of the maturity level is level 5 — optimizing. It makes high demands

not only for a process as itself, but also to workers, who perform or manage this
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process. Process at his level is described as a predictable with continual improvement.
Improvement is actively advanced with dedicated resources.

This level includes activities such as:

e defining process improvement objectives,

e analyzing data for process performance variations,

e identifying options for best practices and innovation,

e establishing implementation strategies for process improvement objectives,

e and assessing the impact of proposed changes on process objectives.

Added to the documentation requirements are plans for continuous improvement and

measurement, which should include appropriate details for this level.

4.3.3 1S Policies and Organization (1)

The first section of the VDA ISA questionnaire is divided into 6 sections, which are
further divided into subsections. In summary, the first section of the questionnaire deals
with general aspects of ISMS. Subsequently, individual sections with their requirements

will be described in more detail and practical examples will be given.

Following chapters are described as the structure below (figure 15):

Maturity
assessment
VDA ISAS
o VDA ISA
objectives question
srequirements number
Example of Corrective
reference actions
documentation or defining

its implementation

Figure 15 Structure of First Assessment [own elaboration]
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4.3.3.1 1S Policies and Organization Information Security Policies (1.1)

As an objective for the first area is stated at least one information security policy. It

includes following requirements:

e Established and documented information security requirements tailored to its
objectives.
e Developed and disseminated a policy outlining objectives and the importance of

information security within the organization.

As an illustrative example for these requirements of IS Policies and Organization
Information Security Policies, the ISMS manual can be used to document a company's
ISMS in accordance with the requirements of ISO/IEC 27001 Information Security
Management System and TISAX requirements. The information security management
system covers all situations where information and data may be leaked, misused or lost,
whether intentionally or unintentionally, internally or externally, and includes
information or data internal to the company or information and data of partners,

customers and other third parties that is confidential.
Evaluation

VDA ISA 1.1.1: The requirements are described in organization’s internal standards
related to ISMS and Integrated Management System (IMS). Both systems are

implemented across organizations departments and operations.

Table 13 VDA ISA 1.1.1 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.3.2 Organization of Information Security (1.2)

Organization of Information Security is divided into four main sections which

objectives and requirements are described as following.

1. Integrating information security into organizational strategy - the role of ISMS

in sustainable management:
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the ISMS is established with defined scope and requirements,

commissioned and approved by organizational management,

equipped with monitoring and control mechanisms,

determined applicable controls, and subject to regular effectiveness reviews

by management.

2. Clear responsibilities within the organization:

Information security responsibilities are clearly defined with qualified
employees, necessary resources, and known contact persons established both

internally and externally with relevant business partners.

3. Integrating Security Requirements Across All Projects:

security in projects classification,
documentation of classification procedures,
implementation of security measures,

early risk assessment.

4. Clarifying responsibilities in information security (collaboration with external IT

service providers):

identified services and IT services utilized,

determined relevant security requirements,

defined responsible parties for implementation,

specified mechanisms for shared responsibilities,

ensured the fulfillment of respective responsibilities by the responsible

organization.

One of the documentations that fulfils the requirements of this criteria is a guideline that

describes information security standards. In this directive, the objective is to design,

implement and monitor an effective set of information security measures to minimize

the risks to the availability, confidentiality and integrity of the data that the company

produces and processes.

Availability here means ensuring the processes and information necessary to achieve

corporate objectives and meet legal requirements. The established rules are mandatory

for all employees (full-time or part-time), contractors, third-party workers and other

users who have access to company data and information. The standards cover
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information in any form, including hardware, software, business applications, support
systems, data stored on computers and servers, data transmitted over a network, printed,
written on paper, scanned, stored on portable media (e.g. CDs, DVDs, USB drives,
tapes), spoken in conversations or transmitted over the telephone. The document is

reviewed at least annually or when major process changes occur.
Evaluation

VDA ISA 1.2.2: Not all information security responsibilities are assigned and qualified
for their task.

Table 14 VDA ISA 1.2.2 Evaluation [own elaboration]

Maturity level: 2

Qualified and assigned
Corrective actions: responsibilities for information

security

4.3.3.3 Asset Management (1.3)

1. ldentifying information assets (including supporting assets, such as IT systems
and the employees who work with them):
e identification of important information assets and assignment of responsible
persons,
e catalog of the relevant information assets,
e aperson responsible for information and supporting assets is assigned.

2. Introducing adequate protective measures and information assets classifying
(based on security objectives - CIA) to determine protection:
e A consistent scheme for classifying information assets according to
confidentiality is available.
e ldentified information assets are evaluated and assigned to the existing
scheme.
e Specifications for the handling of support assets are established and
implemented according to the classification of information assets.
3. The risks of using low-cost or free external IT services - compromising

information security:
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e Use of external IT services only after assessment and implementation of
information security requirements.
e Risk assessment of external IT services is available.

e Consideration of legal, regulatory and contractual requirements.

As the internal standard Planning of ISMS describes, assets are identified and described
via systemic document, where are also evaluated threats and risks connected to these

assets.
Evaluation

VDA ISA 1.3.1: Information assets of critical value to the organization are identified
and recorded in document. A person responsible for these information assets is assigned

and recorded in the same document.

Table 15 VDA ISA 1.3.1 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.3.4 1S risk management (1.4)

Obijective of this chapter is information security risk management focused on early
detection, assessment and resolution of risks. This ensures the introduction of adequate
measures to protect information assets. An organization's information security risk
management should be as simple as possible for efficiency. Requirements are

following:

e Regular risk assessment intervals and response to incidents.
e Information security risks are properly assessed and documented.
e Responsible person (risk owner) is assigned to each information security risk

- responsible for assessing and managing information security risks.

A good example for compliance is the systemic record of the risk management plan,
which contains a list of actions including associated activities and potential threats. It is

recommended not to forget, for example, the nature of the measures, the date of
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implementation, approval and review of the status of the solution. Subsequently, it is
advisable to write down the person responsible for the measures and set a deadline for

their review.
Evaluation

VDA ISA 1.4.1: Risk assessments are carried out both at regular intervals (1x12
months) and in response to events (e.g. Critical Security incident). Information security
risks are assessed in a suitable manner according to probability of occurrence and
potential damage. Information risks are documented, and risk owner is assigned to each
threat. A procedure to identify, assess and address information security risks within the
organization is described in Risk Management Plan system document. Criteria for the
assessment and handling of information security risks exist (internal standard Planning
ISMS).

Table 16 VDA ISA 1.4.1 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.3.5 Assessments (1.5)
Assessments chapter is divided in two sections.

1. Regular review for effective information security:
e Policy compliance is verified throughout the organization.
e Policies and procedures are regularly revised.
e Determination and implementation of corrective measures.
e Regular verification of compliance with information security requirements
(e.g. technical specifications).
e Results are recorded and stored.
2. Ensuring objectivity in ISMS assessments:
e Information security checks are carried out by an independent and competent
authority at regular intervals and in case of significant changes.

67



e Measures to correct potential deviations are identified and implemented.

Fulfillment of the chapter evaluation requirement was ensured by the ISMS monitoring
plan files and the ISMS audit minutes. The ISMS monitoring plan includes the areas or
attributes to be monitored, the method and specified regular intervals for their
monitoring, the responsible person, and the appropriate response to any problems.
Within the internal audit minutes, it is possible to observe both the questions asked on
the sub-chapters, the audit findings and the possible notation of non-conformities or
recommendations, as well as the overall result of the audit with the audit team.

Evaluation

VDA ISA 1.5.1: Observation of policies is verified throughout the organization by
internal audits and KPI. Information security policies and procedures are reviewed at
regular intervals (1x12 months). Nonconformities are reported to management.
Compliance with information security requirements is verified at regular intervals. The

results of the conducted reviews are recorded (system document).

Table 17 VDA ISA 1.5.1 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.3.6 Incident management (1.6)

Incident management discusses the organized processing of information security events

aims at limiting potential damage and preventing recurrence.

e Technical and organizational measures are established.

e Procedures are defined for traceability in the event of information security
incidents or vulnerabilities.

e Events and vulnerabilities are assessed and documented.

e Adequate response to information security events and vulnerabilities is

provided.
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e The IS breach response strategy includes escalation procedures, measures
and communication with internal and external authorities, and decisions to

prosecute cybercriminal attacks.

While assessing this criterium, it is possible to be shown the record of security incidents

in the ticketing tool or standard described before named information security standards.
Evaluation

VDA ISA 1.6.1: A definition for information security events and vulnerabilities is
established, which includes both security events and security incidents. Procedures for
reporting and recording these events and vulnerabilities have been defined and are
implemented through email. Information security incidents are reported using both

email and an Excel table.

Table 18 VDA ISA 1.6.1 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.4 Human Resources (2)
Section 2 related to human resources is further divided into four subsections.

1. Competent, reliable, and trustworthy employees:
e Determined sensitive work fields and jobs.

e Determined requirements for employees concerning respect to their job
profiles.
e Verified identity of potential employees.
2. Employees commit to compliance with the policies:
e Duty of confidentiality.
e Obligation to comply with information security principles.
3. Information security is internalized and practiced as a natural part of employee’s
work:
e Trained and made aware employees.

4. Risk of working outside of the specified security zones:

69



e Requirements for teleworking established. The following aspects are
considered:
- Safe handling of information and access to it (in electronic and paper form)
regarding protection needs and contractual requirements applicable to private
(e.g. working from home) and public environments (e.g. when traveling).
- Behavior in privacy.
- Behavior in public.
- Measures to protect against theft (e.g. in a public environment).

e The organization's network is accessed through a secure connection (e.g.

VPN) and strong authentication.

As an appropriate example is a concept for awarenesses and training of employees.

Main themes:

e Information security Policy

e Reporting of information incidents

e Reaction of malware

e Password policy

e Compliance issues of information security

o NDA requirements

e The training is for all employees. The concept has been approved by the CEO.
Training is carried out at regular intervals (1x12 months). Participation in

training and awareness measures are documented.
Evaluation:

VDA ISA 2.1.2: During the assessment process was noted that most of employees

haven’t signed NDAs.

Table 19 VDA ISA 2.1.2 Evaluation [own elaboration]

Maturity level: 2

] ] All employees get an NDA
Corrective actions:
contract amendment.
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4.3.5 Physical Security and Business Continuity (3)

Other important aspects that the organization must manage in detail include the security

of the organization's environment and premises.
This criterium is divided into four sections:

1. Security zones:
e Security zone concept including protective measures.
e Implemented protective measures.
e The code of conduct for security zones is known to all persons involved.
2. Exceptional situations:
e Identified and recorded possible exceptional situations.
e ldentified and recorded potentially endangered infrastructure components
(IT systems, access points etc.).
o Identified and implemented measures for limiting the impact of threats.
3. Handling assets:
e Determined and fulfilled requirements for handling of supporting assets (e.g.
transport, storage, loss...).
4. Mobile IT devices and mobile data storage devices:
e Determined requirements.
e Considered aspects of encryption, access protection (e.g. PIN, password),

marking.

Interesting implementation could be setting of security zones, which are described as

follows:
Security zones

For maximum data and technology protection at the organization, security features are
implemented in the form of dividing individual perimeters into security zones. The

principle of assigning access to individual zones is based on the need-to-know principle.
White zone

The white zone includes all areas of the organization that are not subject to any form of
protection other than the security provided by the facility manager. Typically, these are

public areas of the organization, such as the reception and meeting room for visitors.
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Yellow Zone

The yellow zone indicates areas of the organization where secondary assets of the
organization may be located. Access to these areas is only allowed to employees of the
organization based on their job responsibilities and "need to know". Third party
employees may only enter the Yellow Zone when accompanied by a responsible
employee of the organization. The level of access is defined by keys.

Purple Zone
The purple zone is reserved for Cargo.
Red Zone

The Red Zone represents the highest level of protection and includes TPV's own
premises and prototype workshops, where primary technologies and customer data are
located. Access to the Red Zone is controlled by a system key. Only strictly selected
employees of the organization have access to these areas, and only for the time
necessary to carry out the relevant activity. Third parties may enter the red zone only on
an exceptional basis, always accompanied by a responsible employee of the
organization and after thorough training. This training must be recorded and the third

party's visit to the red zone must be logged.
Evaluation:

VDA ISA 3.1.1: Although access to the server room is well defined, access is allowed

to non-expert personnel.

Table 20 VDA ISA 3.1.1 Evaluation [own elaboration]

Maturity level: 2

Access review - Removing access from all
] ] unauthorized persons and leaving access
Corrective actions: )
only to persons authorized by the IT

department

4.3.6 ldentity and Access Management (4)

Identity management is divided into three sections which are described below.
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1. Identification means:

Determined and fulfilled requirements for identification means over the
entire lifecycle.
Considered aspects of creation, handover, return and destruction, validity

periods, traceability and handling of loss.

2. User access to network services, IT systems and IT applications:

Selection based on a risk assessment.
Consideration of potential attack scenarios.

Compliance of the authentication procedure with the current state of the art.

3. Accounts and login information:

User accounts are uniquely created, modified, and deleted to maintain
personalized access.

Use of collective accounts is restricted to ensure traceability of actions where
necessary.

User accounts are promptly disabled after the user leaves the organization to
secure access.

Specifications are set for password quality, such as minimum length and

character types, to enhance security.

Shortly the Access management is described as follows.

1. Access rights:

Determined and fulfilled requirements.
Considered procedure for application, verification and approval.
Verification at regular intervals of access rights of accounts also within IT

systems of customers.

Identity and Access management is detailed in internal standard Information Security

Standards, which was described before (chapter Organization of IS 1.2). Part of this

standard is for example chapter dedicated separately for Access management, which

contains subchapters about organization’s access control requirements, user access

management and control, user responsibilities, access control to systems and

applications. An appropriate example of access management is Use of secret

authentication information, where the following rules are set:
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The password must not be stored on the computer in an unprotected form.

The password must not be displayed on the computer, asterisks must be shown.
The user must not place the written form of the password content on or near the
hardware or other accessible locations.

The user must not disclose passwords or other security access and identification
data to any other person.

The user must use passwords for software security that are no shorter than 15
characters in length, contain at least one capital letter and a number or a special
character (e.g. .,*;! etc.), unless this is excluded by the operating system or
application being used.

In the case of the use of a password, the user is fully responsible for the use of

the software through his/her account and password.

Evaluation

VDA ISA 4.1.2: Every user has own name and password. The procedure for users is

based on principle need to know and least privileges. For standard users is valid 15

characters, contains min. one uppercase letter and a number, for privilege password is

valid 15 characters, full complexity.

4.3.7

Table 21 VDA ISA 4.1.2 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

IT Security / Cyber Security (5)

IT Security/Cyber Security topic is divided into two sections.

1.

2.

Cryptographic procedures:

e All used cryptographic methods meet the current security standards required
for their applications.

e The legal parameters for the use of cryptography are taken into account.

Protection of information during transfer:
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e Identified and documented network services used for transferring
information.

e Defined and implemented policies and procedures according to requirements
for the use of network services.

e Implemented measures for the protection of transferred contents against

unauthorized access.

Operations security contains seven sections, each described below.

1.

Changes:

e Determined and applied information security requirements for changes to the
organization, business processes and IT systems.

Separation of development and testing environments:

e Subjected IT systems to risk assessment in order to determine the necessity
of their separation into development, testing and operational systems.

e Implemented segmentation based on the results of risk analysis.

Protection of IT systems against malware:

e Determined requirements for protection against malware.

o Defined and implemented technical and organizational measures for
protection against malware.

Event logs:

e Information security and logging requirements are established and met for
event logs, system administrators, and user activities.

e IT systems are evaluated for necessary logging, including when using
external services.

e Event logs are regularly reviewed for compliance and anomalies within legal
and organizational limits.

Vulnerabilities:

o Affected systems and software are identified, evaluated, and vulnerabilities
are mitigated.

e Gathered and evaluated information on technical vulnerabilities for the IT
systems.

Technical check of IT systems:
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e Determined requirements for auditing IT systems.
e Specified scope of the system audit in a timely manner.
e Audit results are stored in a traceable manner and reported to management.
e Measures derived from the results.
7. Network:
e Determined and fulfilled requirements for the management and control of
networks.

e Determined and fulfilled requirements regarding network segmentation.
Third and last part of IT Security / Cyber Security topic is a System acquisitions.

1. Evaluating information security in new and upgraded IT systems:
e Identified and considered information security requirements for designing,
developing, acquiring, extending, and modifying IT systems,
e system approval tests are carried out under consideration of the information
security requirements.
2. Requirements for network services:
e Determined and fulfilled requirements regarding the information security of
network services,
e requirements are agreed in the form of SLAs,
e adequate redundancy solutions are implemented.
3. Return and removal of information assets from external IT services:
e Defined and implemented procedure for return and secure removal of
information assets.
4. Protection of information in shared external IT services:
o Effective segregation (e.g. segregation of clients) prevents access to own

information by unauthorized users of other organizations.

The organization describes the approach and rules of IT security / Cyber security in the
Information Security Standards directive. As an example, the organization describes

how protection against Malware is ensured:

e Antivirus Sentinel One is used in the organization.
e Users are prohibited from using software other than that provided to them by

the IT service provider.
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Users have local admin privileges disabled on their workstations; they
cannot intervene in the system.

Information assets that can be attacked by malware (typically PC, laptops,
Server, PDA, etc.) must be configured so that it is not possible to install
unauthorized software.

Unnecessary network services are turned off.

Evaluation

VDA ISA 5.2.5: Potentially affected IT systems and software are identified, assessed

and any vulnerabilities are addressed during regularly patches for company equipment.

Vulnerability management is established on manually principles. The list of keys assets

for Patch management is based on Risk analysis. Organization make Penetration test

once per 12 months.

Table 22 VDA ISA 5.2.5 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.8 Supplier Relationship (6)

The supplier relationship criteria are presented in two segments as follows.

1. Information security among contractors and cooperation partners:

Risk assessments and contractual agreements ensure an appropriate level of
information security with contractors and partners.
Compliance with these contracts is verified, and client agreements are

extended to these parties where relevant.

2. Assessing contractual agreements on non-disclosure in information exchange:

Non-disclosure requirements are established and met.

All relevant parties are informed about non-disclosure agreement (NDA)
procedures before sharing sensitive information.

NDAs are signed prior to information disclosure, and their use and

procedures are regularly reviewed.
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As part of the implementation, the company has created a list of suppliers, which is
recorded in an Excel table. The evaluation of these suppliers is based on four criteria:

compliance with NDA (non-disclosure agreement),

ISMS/TISAX (Information Security Management Systems),

terms and conditions,

complaints.

For the first three criteria, it is assessed whether confirmation has been received from
suppliers that they meet information security requirements. If a supplier fails to provide
the necessary confirmation, the Cybersecurity Committee must decide on further action

with that supplier.

In terms of complaint ratings, the organization applies a scale of 1 (best) to 5 (worst) to
assess the level of satisfaction with the services provided. If a supplier is rated lowest,
the Cybersecurity Committee shall analyze the reasons for the low score.

Evaluation

VDA ISA 6.1.1: Suppliers and cooperation partners are subjected to a risk assessment
regarding information security. An appropriate level of information security is ensured
by contractual agreements with suppliers and cooperation partners. Suppliers and
cooperation partners are contractually obliged to also pass on any requirements

regarding an appropriate level of information security also to their subcontractors.

Table 23 VDA ISA 6.1.1 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.9 Compliance (7)
The Compliance criteria categorization follows structure below.

1. Compliance with regulatory and contractual provisions:
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e Legal, regulatory, and contractual provisions relevant to information security
are regularly reviewed.

e Policies to ensure compliance are defined, implemented, and communicated
to responsible parties.

2. Personal data protection:

e Legal and contractual requirements for handling personally identifiable data
are established and known to relevant personnel.

e These are incorporated into the information security management system

along with defined compliance regulations.

The organization has implemented several key measures to ensure compliance and
security. A comprehensive register of legal requirements and planning measures has
been prepared to guide operations. Intellectual property protection is systematically
addressed through contractual agreements in each employment and supply contract.
Additionally, records are securely stored on internal servers and backed up regularly;
access to these records is strictly controlled by access rights. The organization also
follows a detailed shredding and archiving procedure, which clearly defines the storage

duration for all documentation.
Evaluation

VSA ISA 7.1.2: The organization has implemented a personal data protection policy,
which is in accordance with Regulation No. 2016/679 of the European Parliament and

of the Council of 27 April 2016 on the protection of individuals.

Table 24 VDA ISA 7.1.2 Evaluation [own elaboration]

Maturity level: 3

Corrective actions: None

4.3.10 Prototype Protection (8)

The company has not implemented these criteria because it is not working with

prototypes but is preparing to do so in the future. Therefore, only a description of the
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content, requirements and an example implementation will be given below without

subsequent evaluation.

Prototype protection covers vehicles, components, and parts that are deemed to require

protection but have not yet been publicly disclosed or adequately published by the

original equipment manufacturer (OEM). The OEM department in charge of

commissioning is responsible for determining the need for protection for these vehicles,

components, and parts. The minimum standards for prototype protection for the high

and very high protection classes must adhere to the VDA ISA guidelines.

4.3.10.1 Physical and Environmental Security

1.

© N o O

Necessary prototype protection measures must be applied and implemented at
the properties and facilities of suppliers, development partners, and service
providers.

Prevented unauthorized access to properties where protected vehicles,
components, or parts are manufactured, processed, or stored.

Unauthorized access to buildings and security areas where protected vehicles,
components, or parts are manufactured, processed, or stored must be prevented.
Ensure that unauthorized viewing of protected vehicles, components, or parts is
prevented.

Securing access points to protected manufacturing areas.

Monitoring and alarm processing for secure manufacturing premises.

Ensuring documented security for protected manufacturing areas.

Ensuring client-specific know-how protection through segregation.

4.3.10.2 Organizational Requirements

Ensured secure information transmission with external organizations.

Ensured subcontractors meet minimum requirements for prototype protection.
Employees must gain the necessary skills in trainings and awareness seminars to
securely handle protected prototypes.

Ensured all project members are aware of and adhere to security classifications

and requirements as the project progresses.
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5. A process is established to prevent unauthorized access to areas where protected

vehicles, components, or parts are manufactured, processed, or stored.
Defined regulations for recording images of protected vehicles, components, or
parts to prevent unauthorized creation or transmission of such images.
Defined a process for using mobile video and photography devices in security
areas where protected vehicles, components, or parts are handled, ensuring

prevention of unauthorized image creation or transmission.

4.3.10.3 Handling of Vehicles, Components and Parts

1.

Protected transported vehicles, components, and parts from unauthorized
viewing, image recording, and access.
Ensured vehicles, components, and parts requiring protection are secured against

unauthorized viewing, photography, and access when parked/stored.

4.3.10.4 Requirements for Trial Vehicles

1.

Ensured all project members know and follow camouflage regulations to
adequately protect trial vehicle visibility.

Observed customer-defined protective measures to maintain secure operations
on test and trial grounds.

Ensured knowledge and adherence to customer requirements for operating

protected trial vehicles on public roads.

4.3.10.5 Requirements for Events and Shootings

1.

Ensured knowledge of customer-specific security requirements for presentations
and events involving protected vehicles, components, or parts.
Ensured awareness of customer-specific security requirements for film and

photo shoots involving protected vehicles, components, or parts.

Prototype protection includes vehicles, parts and components that are classified as

requiring protection that have not yet been presented to the public and/or disclosed in an

appropriate form by the manufacturer.

The Business Office is responsible for classifying the protection needs of vehicles,

components and parts. The minimum protection requirements for prototypes for the
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High and Very High protection classes shall be applied in accordance with the VDA
ISA.

The VDA ISA catalogue defines the following general protection classes for companies

depending on the potential damage:

Table 25 General Protection Classes [internal]

Class of protection Description

Normal The potential for harm is low, limited in time and affects one
company.

High Potential for harm is high, long term, even unlimited, affecting one
company.

Very high Potential for damage is very high, threatens the existence of the

company, affects multiple companies.

During the development process, special protection of the innovative design is required.
As regards these processes, special attention should be paid to risk analysis, the
implementation of effective safeguards and the monitoring of the effectiveness of the
safeguards. Appropriate procedures must be used and documented to ensure that

everything is done in compliance.

4.3.11 Summary of Evaluation

Summary of evaluation contains table with all the evaluation made in this thesis. It can
be seen that 3 minor nonconformities were found (table 26). For each is also stated
corresponding corrective action which are also stated in CAP (Corrective Action Plan).
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Table 26 Summary Evaluation Table [own elaboration]

Chapter VDA ISA Maturity level Corrective actions
IS Policies and
Organization
) ) 111 3 None
Information Security
policies (1.1)
Trained and assigned
Organization of IS (1.2) 122 2 responsibilities for
information security
Asset management (1.3) 131 3 None
IS risk management (1.4) 141 3 None
Assessments (1.5) 151 & None
Incident management
16.1 3 None
(1.6)
All employees get an
Human resources (2) 2.1.2 2 NDA contract
amendment.
Access review -
Removing access from all
Physical Security and T . unauthorized persons and
Business Continuity (3) o leaving access only to
persons authorized by the
IT department
Identity and Access
41.2 3 None
Management (4)
IT Security / Cyber
) 525 3 None
Security (5)
Supplier Relationship (6) 6.1.1 3 None
Compliance (7) 7.1.2 3 None

Prototype protection (8)
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4.4 Implementation of Corrective Actions

During the assessment were identified 3 minor nonconformities that led to an
insufficient level of maturity, which prevented the successful completion of the TISAX
audit. After the Corrective Action Plan (CAP) with chosen measures was drafted. The
period allowed for completing corrective actions after a TISAX assessment is nine
months from the Closing Meeting, which is the final meeting of the Initial Assessment.
During this period, the organization obtains the so-called temporary label which lasts 9
months. The temporary label is possible to get only in case of minimum 2,7 maturity
score and on the base of elaborated CAP, without any principal nonconformities which
would mean maturity level 0 or 1. If the corrective actions are not completed within this

timeframe, the assessment process must start again from the beginning.

Table 27 Suggested Corrective Actions [own elaboration]

Not all information security Assigned and trained
responsibilities are assigned  responsibilities for information
and qualified for their task. security.

During the assessment process

was noted that most of All employees get an NDA
employees haven’t signed contract amendment.
NDA:s.

Access review - Removing
Although access to the server .
) _ ) access from all unauthorized
room is well defined, access is )
persons and leaving access
allowed to non-expert )
only to persons authorized by
personnel
the IT department
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4.5 Final Assessment

After identification of the weaknesses and implementing all the corrective actions, is
coming up the final assessment. At this stage of assessment are reviewed only sections
that did not reach the required level of maturity during the first evaluation. Since this
company has the temporary label, the final assessment should be done within the 9-
month period, but it is recommended not to leave it to the last minute and to arrange the

final evaluation in advance.

The table below (table 28) shows the requirements which haven't been fulfilled and

proof of corrective actions implementation.

Table 28 Evidence of Corrective Actions [own elaboration]

Assigned documentation, job description and
proof of training (certification)

Proof of NDAs — signed NDAs

Proof of removed access from all unauthorized
persons and access only of IT department

4.6 Audit

While for the ISO framework are inherent annual audits, conversely TISAX audits
occur on a triennial basis, maintaining synchronization with ISMS objectives. Despite
not being a normative document itself, ISMS encompasses 1SO and TISAX as integral
subsets within its overarching framework.

Audit TISAX is carried out by an external company (certifying authority), which is
approved by both VDA and ENX. Participant can choose from the list of audit
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providers, which is available at official ENX website. Participant had an option for
example from certifying authorities such as TUV SUD Management Service GmbH,
TUV NORD CER GmbH, or Bureau Veritas Services. After choosing the subject, who
is going to carry out an audit, the company arranges the date of the audit and sends

VDA ISA questionary for assessment to auditor from selected certified authority.

There are two options how the audit would be done, distributed by AL 2 and AL3. The
main difference between the audit of AL 2 and AL 3 is that the AL 2 is held via
teleconference meeting and the evidence is sent forward (e.g. print screen of Active
Directory, picture of the door with knob etc.). In case of AL 3 the audit is done
physically on site during which is all the evidence checked (e.g. physical control of

physical security).

Basically, the auditor studies the VDA ISA questionnaire and verify its findings with
the selected organization. The organization must also provide evidence of

implementation the corrective actions in the form of documented information.

If auditor identifies that the selected organization’s approach to the requirement under

review is not in compliance, two types of non-compliance are distinguished:
1) Minor non-conformance.

This type of non-compliance doesn't undermine the overall effectiveness of the existing
information security management system and doesn't pose a significant security risk.

These are accidental errors or minor flaws in implementation.
2) Major non-conformance.

This type of finding is more serious and raises concerns about the overall effectiveness
of the existing information security management system or poses a significant security
risk. These could involve systemic non-conformities or substantial implementation

deficiencies that lead to critical data and information security risks.

If one major non-conformance is identified, the audit conclusion is that organization is
not in compliance with TISAX requirements and is not obtaining the TISAX label.
Changing such a rating is only possible by setting appropriate corrective actions that are
approved by the audit service provider. Thereafter, the overall audit conclusion may be

changed, and company can get a so-called TISAX temporary mark.
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After the non-conformities have been settled, the auditor prepares a final report
containing the result of the TISAX assessment, which can take three states:

1) In compliance with TISAX requirements (organization obtains TISAX label).

2) In compliance with TISAX requirements with minor deviations (organization obtains
temporary TISAX label).

3) Non-compliance with TISAX requirements (the process of TISAX implementation

needs to start from the beginning again).

4.7 Implementation and Results Sharing

The main purpose of the TISAX assessment is to disclose the results of the assessment
to other TISAX participants and to share the outcome of the assessment with partner(s).
The decision to disclose and share the result of assessment can be made either during
the registration process or any time afterwards. The company can also decide for itself

whether the results reveal to all partners and in what detail.

If it is needed to reassure partner about the ongoing registration or preparation for the
audit, it is possible to contact the TISAX Certification Body - Audit Provider who can
issue a confirmation (after signing the contract) when the actual audit will take place.
This certificate can then be sent to the partner as proof that the company has already

received the audit date and is in the process of preparing for the audit.
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5 EVALUATION AND BENEFIT OF THESIS

This chapter aims to critically evaluate the findings and outcomes of implementing the

TISAX framework within the context of the organization described in this thesis.

The benefits that the implementation of TISAX has brought to the organization include:

Specialization in the Automotive Industry - includes the ability to securely
handle prototypes.

Free Choice of Audit Provider - TISAX creates competition among audit
providers and allows a joint recognition of assessment results between TISAX
participants.

Standardization of Security Requirements - companies in the automotive
industry apply uniform security standards across their supply chain.

Simplifying Assessment and Certification - suppliers can demonstrate their
ability to protect sensitive information through a recognized certification that is
acceptable to all major automotive manufacturers.

Improving Trust and Transparency - implementation strengthens trust between
car manufacturers and their suppliers. Suppliers that are TISAX certified are
perceived as more reliable and safer partners.

Mitigation of Security Risks - Systematic assessments and regular reviews
ensure that all stakeholders continuously update and improve their security
protocols.

High Level of Data Security - which is key to protecting sensitive information.
Avoiding Possible Customer Loss - in case customer requires TISAX
certification.

Elimination of the Need for Customer Audits - both from side of organization
and customer, leading to savings in both financial and time resources.

New Automotive Contracts - expanding the company's business opportunities.
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5.1 Results

This chapter clearly illustrates the partial results of the practical part of this thesis. The
thesis follows the whole implementation process, and its most comprehensive part was
the GAP analysis or the first assessment of the currently implemented metrics and
guidelines related to ISMS in the company. This part is based on the principle of the
VDA ISA questionnaire and shows the most practical approach to proceeding with self-
assessment. Each criterion of this questionnaire is described with its objectives and
requirements, then an example of reference document or its implementation is given and
finally the current state is evaluated using the maturity model. The evaluation consists
of a brief description of the implementation and corrective actions are then identified in

case of non-compliance.

This analysis resulted in three minor non-conformities and the corrective actions
identified in the CAP. From the chart below (figure 16), it can be seen in which parts
has the company gaps. In order to meet the requirements and obtain TISAX certification
these gaps had to be effectively addressed. Despite these challenges, the organization
obtained temporary TISAX label, because the final score of assessment was 2,93 and
organization has submitted a CAP.

1.1 Information Security Policies
8.5 Prototypte Protection - Requirements for

events and shootings (na)
8.4 Prototypte Protection - Requirements for
trial vehicles (na)

1.2 Organization of Information Security

1.3. Asset Management

8.3 Prototypte Protection - Handling of

1.4.15 Risk M t
vehicles, components and parts (na) 15 anagemen

8.2 Prototypte Protection - Organizational

1.5 Assessments
Requirements (na)

8.1 Prototypte Protection - Physical and
Environmental Security (na)

1.6 Incident Management

7.1 Compliance 2.1 Human Resources

6.1 Supplier Relationships 3.1 Physical Security and Business Continuity

5.3 System acquisitions, requirement

4.1 Identity M t
management and development entity Managemen

5.2 Operations Security 4.2 Access Management

5.1 Cryptography

OResult [ Target maturity level

Figure 16 Weak Areas - Radar Chart [internal]
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5.2 Economic Cost Analysis

This chapter presents a detailed economic evaluation of implementing TISAX
certification within the automotive sector, utilizing the Return on Security Investment
(ROSI) model as the analytical framework, because it is one of the elements of the basic
managerial perception of security issues. The commitment to enhance an organization’s
security posture through TISAX certification necessitates financial investments, that's
why it is important to quantify the potential financial returns relative to these
investments. This model not only aids in justifying the economic feasibility of TISAX
certification but also enhances the understanding of its strategic value within the realm

of information security investments in the automotive industry.

5.2.1 Evaluation

The following tables lists the direct costs, indirect costs and avoided costs that were
associated with the implementation of TISAX in the company related to this diploma
thesis. Some of the items have only estimated amounts and the rest were applied in this
company but may vary depending on various factors such as the size of the company or

the choice of external entities.

5.2.1.1 Investment Costs

Not all items from the list in the theoretical part of the thesis were included in the
investment costs for the ROSI calculation, as the company had already implemented
most of the possible changes needed to comply with the TISAX standard. This means,
for example, software or hardware upgrades. Therefore, these items will no longer be
counted. Only costs that are known or that the author has estimated from own
experience in implementing TISAX in the company under consideration are quantified.
Other items in the table (training, maintenance of security systems, etc.) are based on

this fact and therefore represent a lower value than would be expected.
Direct Costs

Registration fee includes payment required to initiate the TISAX assessment process.

Company paid 405 € for registration on the ENX portal.
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Consultancy may be needed in some companies. As the company decided to hire
external expert to advise and ensure all standards are met before the audit, paid also this
service for 2 000 €.

Certification audit (AL 2) fee includes conducting the Level 2 audit, which is necessary
for compliance verification by the certifying body. Company paid 4 000 € for
certification audit.

Annual audit cost includes maintenance of the system and ensuring ongoing compliance
with the TISAX standards. Company hired external auditor for this task and is paying
600 € per year.

Training expenses are related to training staff on compliance and security procedures.
Also contain cost of specific training for responsibilities in Cybersecurity Committee,

who don’t yet have sufficient knowledge to carry out their tasks.
Indirect Costs

Documentation and policy development includes time and resources spent by creating
and updating documentation and policies to meet TISAX requirements. Due to hiring
external advisor for consultancy, this task took a lot less time. This time was estimated

as 3 man-days, while 1 man-day in this case has 7,5 working hours.

Employee time means the hours that employees dedicate to implementing and
maintaining TISAX standards, which are not billed directly but represent a significant

part of the compliance cost. This time was estimated as 15 man-days per one year.

Maintenance of security systems includes ongoing costs involved in keeping security
systems up to date to prevent breaches and ensure compliance. Estimated time for this

task are 10 man-days.

Long term monitoring and compliance includes resources allocated to continually
monitor the compliance status and adapt to new regulatory changes or updates in

TISAX standards. Estimated duration of this task was 7 man-days per year.
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Table 29 Direct and Indirect Costs [own elaboration]

Registration fee (ENX portal) 405
Consultancy (implementation of TISAX) 2 000
Certification audit (AL 2) 4 000

8 605
Annual audit - system maintenance (external i
auditor)

- 13 925
Training 1 600
Documentation and policy development (3 MD) 456
Employee time (15 MD) 2 280

5320
Maintenance of security systems (10 MD) 1520
Long term monitoring and compliance (7 MD) 1064

5.2.1.2 Avoided Costs

As it is very difficult to express the monetary value of the benefits (listed in chapter
2.7.1.2 Benefits) in the company covered by the thesis, these components will not be

taken into account in the following calculations.

Avoided costs include three main examples that a company can avoid by implementing
the TISAX standard.

1. Loss of confidential information and incident costs are quantified for 2 million
euros based on the fact, that for small businesses (under 500 employees), the
average cost of a data breach was 2,742 million euros in 2021. The company
discussed in this thesis has no experience with such an incident, so the amount
has been rounded to 2 million euros in table below.

2. The General Data Protection Regulation (GDPR) imposes fines for violations to
ensure data protection. The fines can be substantial, with the maximum fine
being up to 20 million euros or 4% of the company's worldwide annual turnover

from the preceding financial year. In specific cases, fines can reach up to 1,2
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billion euros, as could be seen in the case of Meta (formerly Facebook), which
was fined by the Irish Data Protection Commission (DPC) for continuous and
large-scale violations of GDPR regulations. Violations of data protection
regulations fine was set up in this example as 10 million euros.

3. As the thesis addresses a manufacturing company in automotive industry, the
shutdown is a very important component of following table. In case of incident
there would be a substantial loss of revenue. One minute of shutdown in this
company costs approximately 120 euros, so as it is three-shift operation with

7,5 hours working time, it would be 162 000 euros per one day of shutdown.

Table 30 Avoided Costs [own elaboration]

Violations of data protection regulations fine 10 000 000
Loss of confidential information and incident costs 2 000 000

Shutdown (1 day) 162 000

5.2.1.3 ROSI model

The table below illustrates the Return on Security Investment (ROSI) percentages based
on varying Mitigation Ratios (MR) between 10% and 50% and Annual Rate of
Occurrence (ARO) expressing one incident in one year. For the evaluation and
calculation of the ROSI model were used amounts mentioned in the previous tables (the
total investment costs 13 925 € from table 29 and SLE from table 30).

Table 31 ROSI [own elaboration]

7081 % 1336 % 16 %
14263 % 2773 % 133 %
21444 % 4209 % 249 %
28625 % 5645 % 365 %
35807 % 7081 % 482 %
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As Mitigation Ratio rises (table 31) so do the percentage of ROSI from 7 081% at ARO
1 to 35807% in case of violations of data protection regulations fine (10 000 000 €
SLE), indicating substantial returns even at the lowest mitigation ratio, due to reduced
potential losses. Even in case of shutdown (162 000 € SLE) is the percentage raising
from 16 % to 482 %.

This table demonstrates that increasing the mitigation ratio directly correlates with
significantly higher returns. Therefore, investing in measures that reduce the impact of
potential security breaches results in exponential returns on investment, justifying the

costs associated with compliance and security upgrades.
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CONSLUSION

The implementation of the TISAX standard in the company may be a necessary step
due to the increasing demands of customers to ensure the security of information in the
automotive industry. The introduction of the standard can achieve a high level of
information security and ensure the company's position as a trusted partner in the

automotive industry.

The diploma thesis provides a comprehensive view of the process of implementing
TISAX in practice with an emphasis on the key role of risk management and supply
chain security. The findings gained from this work can serve as valuable

recommendations for an organization that needs to go through the certification process.

The theoretical part outlined a brief history of information security in the automotive
industry, basic terminology and standards, which are key within TISAX. Within the
theoretical part of this work, it was also important to mention a fundamental area such

as risk and supply chain management.

The analytical part is focused on the description of the organization and its
characteristics. The implementation of a robust ISMS system and an effective risk
management strategy were highlighted as essential elements that are key to align with

TISAX requirements.

The practical part of the work includes the process implementation of TISAX in the
selected company. This process begins with preparation and continues with registration
on the ENX portals, which includes consideration of the number of locations and the
scope of the assessment. Subsequently, a Gap Analysis was carried out as a first
assessment and revealed three small nonconformities in the current procedures, due to
which the company temporarily received a temporary label for nine months. During this
time, the company must implement the corrective measures set out in the CAP. The
proposed measures within the Corrective Action Plan were developed on the basis of
this analysis and consultations with experts. They include, for example, adding NDAs to

employee contracts or removing unauthorized access to the company's server room. The
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successful implementation of these measures represents for the company a step towards

the successful and effective implementation of the TISAX standard in practice.

The last part of the work summarizes the results of the assessment and the benefits of
introducing the TISAX standard into the company. Following this, a financial
evaluation was carried out using the ROSI model, in which direct and indirect costs
were determined together with calculated avoided costs. The evaluation provides an
understanding of the potential financial savings. The result of evaluating the
implementation of TISAX in the described company is unlikely to match with the result
of other companies, since the costs differ depending on the maturity of the established
system of the company, on the number of locations or on the certification body that
performs the audit. In the result of the ROSI model can be seen that investing in the
implementation of security standards such as TISAX is worthwhile, because its return

result is very positive.

The benefits of introducing the TISAX system to a company include enhancing
strategic value by reducing security risks and strengthening trust between partners.
Furthermore, the benefits include a high level of data security, avoiding high costs for
possible production shutdowns and fines for violating data protection regulations,
preventing possible customer losses or lower customer audits (both from the

organization and from the customer).

Finally, it important to mention that the successful implementation of the TISAX
standard depends on the appropriate support of the company's management, the
involvement of employees and the maintenance of open communication with external
partners and customers. Other important components are comprehensive risk
management and a well-established ISMS framework, which are necessary to
successfully meet TISAX standards, ensure effective protection of information assets

while building trust throughout the supply chain.
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GLOSSARY

Acronym
Al

AL

ALE
ARO
CAP
CCTA
CEO
CIA
Coll.
CRAMM
CSN
DUNS
e.g.

EN

ENX
ERP

etc.

EU

GmbH

IATF

IEC

Meaning

Artificial Intelligence

Assessment Level

Annualized Loss Expectancy

Annual Rate of Occurrence

Corrective Action Plan

Central Computer and Telecommunications Agency (UK)
Chief Executive Officer

Confidentiality, Integrity, Availability
Collection of Law

CCTA Risk Analysis and Management Method
Ceska statni norma (Czech National Standards)
Data Universal Numbering System

Exempli Gratia (Latin for "for example™)
European Norm

European Network Exchange

Enterprise Resource Planning

Et Cetera (Latin for "and other things")
European Union

Gesellschaft mit beschrinkter Haftung (German for "Company with limited
liability")

International Automotive Task Force
International Electrotechnical Commission

Id Est (Latin for "that is" or "in other words")
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loT Internet of Things

ISMS Information Security Management System
ISO International Organization for Standardization
IT Information Technology

KPI Key Performance Indicator

MES Manufacturing Execution System

MLR Monetary Loss Reduction

MR Mitigation Ratio

NA or N/A  Not Applicable

NDA Non-Disclosure Agreement

NIS National Institute of Standards

NIST National Institute of Standards and Technology

No. Number

NUKIB Narodni Gfad pro kybernetickou a informacni bezpecnost (Czech National Cyber

and Information Security Agency)

OEM Original Equipment Manufacturer

PC Personal Computer

PDA Personal Digital Assistant

PDCA Plan-Do-Check-Act

PIN Personal Identification Number

ROSI Return on Security Investment

SAE Society of Automotive Engineers

SLA Service-Level Agreement

SLE Single Loss Expectancy

TISAX Trusted Information Security Assessment Exchange
TPV Third-Party Verification

TUV Technischer Uberwachungsverein (Technical Inspection Association - Northern
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NORD Germany)

TUV SUD  Technischer Uberwachungsverein (Technical Inspection Association - Southern

Germany)

UNECE United Nations Economic Commission for Europe

V2X Vehicle-to-Everything

VDA Verband der Automobilindustrie (German Association of the Automotive
Industry)

VDA ISA VDA Information Security Assessment

VPN Virtual Private Network
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