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Abstract

The aim of this thesis is to design an RFID reader for the 13.56 MHz band and to compile
a control program. In the first part, the work is aimed at getting acquainted with the
principle of operation of RFID and NFC technologies, together with the related
international standard, and at getting familiarized with the various transceivers available
to operate these technologies. Because the transceiver for the further evaluation is clearly
specified in the assignment, their comparison serves a purely informational purpose. In
the practical part, the task is to design and revive a prototype RFID reader. The base of
the project is a reader board carrying out RFID communication, audiovisual response,
and connection to an OLED display. This board is connected to a microcontroller, which
controls the whole device. Another part of the project is set of different antennas that can
be connected to the reader board and replaced at any time. The manufactured antennas
are subject to a testing of how two different tuning methods affect their operation. The
maximum reading distance, success of the performed readings and value of the electrical
current that is a result of the calibration process are being tested. The output of the thesis
is an RFID reader with a control program.
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Abstrakt

Cielom tejto prace je navrhnit RFID citacku pre pasmo 13.56 MHz a zostavit’ k nej
riadiaci program. V prvej Casti je najskor praca smerovand k obozndmeniu sa s principom
fungovania technolégii RFID a NFC, spolu s tym savisiacimi medzinarodnymi
Standardami a k oboznameniu sa s roznymi dostupnymi ¢ipmi na obsluhu tychto
technologii. Ked'ze Cip s ktorym sa bude pokracovat’ je jasne zadany v navode, ich
porovnanie slizi Cisto oboznamovaciemu uUcelu. V praktickej ¢asti je uloha navrhnat
a ozivit prototyp RFID ¢itacky. Zakladom je doska sprostredkuvajuca RFID komunikaciu,
audiovizualnu odozvu a pripojenie k OLED displeju. Tato doska je pripojena na
mikrokontrolér na ktory riadi celé ovladanie zariadenia. Sucast'ou projektu je aj set roznych
antén, ktoré je mozné na dosku pripojit’ a zaroven ich vymienat. Vyrobené antény su
podrobené testovaniu ako dve rozdielne metédy ladenia ovplyvnia ich chod. Testuju sa
maximalna vzdialenost’ Citania, Gspech prevedenych ¢itani a hodnota pradu, ktord sa vznesie
pri kalibraénom procese. Vystupom prace je RFID ¢ita¢ s riadiacim programom.
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Rozsireny abstrakt

Technoldgia RFID sa v poslednych rokoch stala neodlucitenou sucastou nasho
sveta. Vd’aka rychlo sa vyvijajiceho oblasti technologii sa tato technologia stale zlepsSuje,
¢o ma za dosledok, ze stale viac a viac sa vyuziva nie len na identifikaciu osdb ale aj
inych predmetov a ich detekciu. Jej hlavnou vyhodou je bezkontaktnost’ a v porovnani
s Ciarovymi koédmi netreba vyvinat' usilie na vizualnu identifik&ciu prostrednictvom
skenovania kodu.

Systémy RFID funguji na principe indukénej vézby. Vsetko o je potrebné na
uspesnu  identifikaciu je, aby sa transpondér (nosi¢ informéacie) dostal do
elektromagnetického pol'a ¢itacky, ktoré nielen ze prenesie data radiovymi vinami, ale
sluzi aj ako napéjanie transpondéru. Vo vel'kom mnozstve pripadov su transpondéry bez
samostatného napdajania — pasivne, ateda potrebuju dodanie energie na ich funkciu.
V momente, ked’ sa transpondér priblizi k ¢itacke, zoberie si energiu pre napajanie svojho
mikroCipu z vytvorené¢ho pol’a, a informaciu, ktora mikrocCip v sebe nosi, vysle naspat’.
Citacka tuto informaciu preéita a postupuje podla d’alej preddefinovanych krokov.
Vyuzivanie prenosu radiovymi vlnami naznacuje, Ze oba transpondér aj Citacka musia
mat’ v sebe zabudovanu anténu, ktord je naladend na rovnaku pracovnu frekvenciu.

Kvoli réznorodému vyuzitiu a fyzikalnym principom sa RFID systémy delia na
kategorie podla frekvencie na ktorej sU prevadzkované. Rozne frekvencie maja totiz
rozne vzdialenosti &itania s teoretické rychlosti prenosu. VIny s kratsou vinovou dizkou
budu prendsat’ informécie rychlejSie, a vd’aka ich va¢Siemu povolenému prenosovému
vykonu intenzity pol’a, budu ich ¢itacie vzdialenosti vacsie.

Medzinarodné Standardy boli vymyslené na to aby si zjednotilo a zjednodusilo
pouzivanie rovnakych technoldgii naprie¢ celym svetom. Preto aj technoldgia RFID,
vd’aka svojej réznorodosti podlieha urcitym Standardom. Medzi najviac zauZivane
v oblasti identifikacie osob patri Standard ISO/IEC 14443. Vo svojich 4 castiach
pojedndva hlavne o fyzickej charakteristike, vysokofrekven¢nom vykonovom a
signdlovom  rozhrani, inicializacii a proti koliznom procese, a 0 prenosovych
protokoloch. Z tohto Standardu potom vychadza obchodna znacka MIFARE zalozena
firmou NXP, ktord obsahuje rad integrovanych obvodov pracujucich podl'a niektorych
Casti Standardu ISO/IEC 14443.

Tato praca sa zaobera navrhom RFID c¢itacky pre pasmo 13.56 MHz, ktorée
podlieha vysSie spomenutému Standardu. Medzi najpouZzivanejSie integrované obvody
sliziace ako vysiela¢-prijima¢ v tomto pasme patria: CR95HF, TRF7970A a PN532.
Z ich teoretického porovnania vyplyva, ze spomenuté obvody su porovnatel'ne podobné,



len s malymi rozdielmi. Pre pouzitie zékladnych funkcii v nich prakticky rozdiel nie je
a vyber je na pouzivatelovi. AvSak, pri pouziti zlozitej$ich funkcii moze nastat’ situacia,
Ze iba jeden z menovanych obvodov bude dant funkciu podporovat’. V takom pripade je
nutné si dokladne prestudovat’ ich sprievodné listy a vybrat’ si na zaklade aplikacie na
ktoru budu pouzité.

V ramci praktickej ¢asti som sa zabyval navrhom prototypu RFID ¢itacky pre uz
spominané pasmo 13,56 MHz. Ako vysielac¢-prijimac bolo zadané pouzitie integrovaného
obvodu CR95HF of firmy STMicroelectronics. Schéma zapojenia a doska plosnych
spojov bola navrhnuta v programe Eagle. Pri navrhu som dodrziaval navrhové postupy
zadané Skolskou dielnou. Vo vécsine pripadov je pouzitd Sirka vodivej cesty 0,4 mm
a navitanymi dierami Sirky 1 mm. Doska obsahuje aj dve LED diddy a bzuc¢iak na
audiovizualnu signalizéciu stavu ¢itania. Sucast'ou projektu je set Siestich roznych antén,
ktoré su vymenitel'né a je mozné ich pouzit' s doskou ¢itacky. Antény boli navrhnuté
v dvoch rozmeroch a kazdy rozmer obsahuje tri rézne kombinacie poctu zavinov na
anténnej cievke, ¢o ma za nasledok rozne hodnoty induk¢nosti jednotlivych antén.
Antény boli podrobené ladeniu dvoma réznymi spdsobmi a to ladenie na z&klade software
poskytovaného od STMicroelectronics. V rdmci druhej metody ladenia boli jednotlive
antény pripojené na sietovy analyzator Agilent a nasledne boli menené hodnoty
kondenzatorov na doladenie.

Pre dany projekt bol nasledne vytvoreny riadiaci program, na sprostredkovanie
RFID komunikacie aovladanie CR95HF. Riadiaci program obsahuje niekolko
dolezitych  funkcii, ktoré ovplyviiuju ako komunikacia prebieha. Funkcia
uart_process command ¢akd na jeden z prikazov od uZivatel'a, ktory ma tym padom plnt
kontrolu nad ovladanim ¢ipu CRO95HF. Bez ziadneho zadaného prikazu Cip ostava
V poslednom zndmom stave okrem stavu ,.tag detection* (detekcia transpondéru) je €ip
ne¢inny. Daldimi délezitymi funkciami st zéapis a ¢itanie sprav, ktoré prebiehaju medzi
vytvorenou doskou s integrovanym obvodom a transpondérom. CR95HF po precitani
prijatych dat, nasledne data dalej posiela prostrednictvom rozhrania UART do
nasledujuceho zariadenia a taktiez na OLED displej ktory je pripojeny na vyrobent
dosku. Ako zaklad na ovladanie zariadenia je pouzity mikrokontrolér STM32F030.

Celé zariadenie bolo podrobené dokladnému testovaniu funkénosti dosky Citacky
a jednotlivych antén. Porovnané boli hlavne vysledky maximalnej ¢itacej vzdialenosti
a uspesnost’ ¢itani pre oba spdsoby doladenia antén. Z vysledkov je zrejmé, ze software-
ové ladenie poskytuje dobré vysledky o sa tyka Citacej vzdialenosti ale porovnani
s ladenim na sietovom analyzatore je uspeSnost’ Citani slabd, ¢o robi cita¢ prakticky
nepouzitelny. Ladenie sietovym analyzatorom teda vyrazne pomohlo uspesnosti ¢itani.
Vystupom diplomovej prace je literarna resers na tému RFID pre 13,56 MHz a RFID
¢itacka schopna citat’ ISO/IEC 14443 — A a ISO/IEC 15693 transpondéry. K citacke je
set vymeniteI'nych antén a riadiaci program, ktory ¢itacku obsluhuje.
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1.INTRODUCTION

Throughout history, there have been various instances in which RFID systems
contributed to society. During World War 1., aircrafts were identified by airmen utilizing
radio waves. Subsequently, in 1973, the first passive transponder with memory was
created and patented by Mario Cardullo — [1]. This is considered to be the first true
ancestor of modern RFID. Although, the abbreviation we use and know today was not
mentioned until the year of 1983, associated with the patent granted to Charles Walton —
[2]. As the name of the technology hints, RFID is carried over radio waves. These waves
carry the information from the reader to the transponder and back, making the technology
contactless. Thus, the process of identification became much easier, transforming
scanning barcodes to contactless identification of the object / animal / person via invisible
radio waves; ensuing a more effortless process. In recent years, automatic identification
procedures have become extremely popular in many service industries, distribution
logistics, and manufacturing companies, all with the help of RFID systems. With the
ability to read the transponder up to 15 meters, this technology can be used virtually
anywhere, making the RFID market one of the fastest growing markets in radio
technology.

The topic | chose as my master’s thesis is titled: RFID Reader for 13.56 MHz
Band. The main goals given to me by my supervisor are as follows: “Study and describe
the communication protocols used in the 13.56 MHz band. Design a prototype reader
based on the CR95HF with a set of different antennas. Create firmware with a user
interface on the display. Measure max. reading distance of the created antennas, check
the distance degradation and tuning options if the antenna is in close proximity to a metal
object. Document the adjustment procedures used and the measurement results in detail.”

To begin, my plan is to research and collect copious amounts of information
pertaining to the topic, and summarize it within my thesis. With this information obtained,
I will begin to create the control program for the CR95HF transceiver. Within that
program, my main goal is to read the unique identifier of transponders based on the
ISO/IEC 14443 A and Mifare Classic as well as ISO/IEC 15693. The information from
the transponder will be transferred to the computer over UART and also displayed on the
OLED display. For the hardware components, | plan to work with the basic STM32
microcontroller - STM32F030 and design my own board, which contains the earlier
mentioned transceiver. The aim of my master’s thesis is to build a working prototype of
a RFID reader and test out multiple antennas matched to 13.56 MHz frequency,
ultimately, being able to compare their different reading ranges and influence of
interference. After prototype is built, I plan on tuning the antennas with network analyzer
and test the reading ranges of each antenna.



2.RFID TECHNOLOGY

The abbreviation RFID stands for radio frequency identification, which can be
described as carrying identification information about a person, object etc. over radio
waves. According to Lehpamer, “This technology is fundamentally based on wireless
communication, which makes use of radio waves, which is ultimately part of an
electromagnetic spectrum. A basic RFID system is made up two components: the
transponder (tag) and reader. The transponder is always located on the person or object
which is being identified while the reader’s location depends on the design of the system
is located in the area where the identification is made. The essential requirement of the
RFID system is to transfer data stored in a transponder to a reader across a wireless air
interface. A two-way communication process is required to do this, and it requires a radio
carrier signal suitably modified (modulated) to carry the data” [3]. An excellent example
of this system is an ID card which is used to get into a building. The ID card is a
transponder, while the reader is the device on the wall that you need to bring your card

closer to.
Antenna Antenna

N/

Tag Reader

Host Computer

Application API
software '

Figure 2.1: RFID System Components — [5]

As [4] says, the transponder is the actual data-carrying device of an RFID system.
Typically, it consists of a coupling element and an electronic microchip. When the
transponder is not within the interrogation zone of a reader, it is completely passive,
because it does not usually have its own battery to provide needed power. The transponder
is only activated when the activation power is supplied while it is within the interrogation
zone of a reader. Power is supplied through the coupling unit, as well as the timing pulse
and data. Finkenzeller states, “Reader typically contains a radio frequency module
(transmitter and receiver), a control unit, and a coupling element to the transponder. In
addition, many readers are fitted with an additional communication interface (RS
232/485, etc.) to enable them to forward the data received from the transponder to another
system (PC, microcontroller)” [4]. The architecture of the RFID system can be seen on
Figure 2.1.



As [4] expresses, capacity of data RFID transponders can normally carry ranges
from a few bytes to several kilobytes. Although, so-called 1-bit transponders are an
special exception. In this case, stored data is exactly 1 bit, which is plenty to signal two
states to the reader. One is considered to be a “transponder in the detection range” and
the other is considered to be a “transponder outside the detection range”. This kind of
system is perfectly suitable for simple monitoring or signaling functions. 1-bit systems
are commonly used in shops and businesses to protect goods from being stolen. They will
signal the transponder in the detection range to the readers at the exit if someone is trying
to steal the goods. Therefore, the transponder must be removed or deactivated after the
goods are paid for. Lehpamer says, “There are many other potential applications for more
advanced RFID technologies. The most obvious one is a more robust replacement of
barcodes as mentioned before, however innovative companies are regularly finding new
applications for the enhanced range, capacity, and read/write capability” [3]. Readers can
be different sizes which is a big advantage for this technology.

Described by [4], one of the most innovative functions of RFID systems is the
possibility of reading/writing data to the transponder. In a simpler system, such as the
transponder’s data record, a number is typically incorporated when the chip is
manufactured, and cannot be changed afterwards. In writeable transponders, one gains a
possibility to write data directly to the transponder at any given moment. This process is
done by a reader, and can be done multiple times. There are three main procedures to
store the data. First procedure, the most dominant, is where data is stored in the
inductively coupled RFID systems EEPROM (electrically erasable programmable read-
only memory). However, EEPROM have a disadvantage of limited number of write
cycles and high-power consumption during the writing operation. The second system is
named FRAM (ferromagnetic random-access memory) has power consumption lower
than EEPROM s by a factor of 100 and writing time typically 1000 times lower. The third
and final storage system, which is particularly common in microwave applications, is
SRAM (static random-access memory). SRAMs have incredibly fast write cycles;
however, an uninterruptible power supply from battery is required for data retention.
According to Lehpamer, “RFID systems themselves can achieve high levels of
complexity, from 1-bit systems to having incorporated memory, which allows for data
processing capabilities that include communication encryption, and protocols.” [3]

As previously mentioned, another important feature of RFID system is the power
supply in transponders. According to the [4], this feature splits transponders into two
categories: passive and active. The more commonly used, passive transponders do not
have their own power supply. Therefore, the lack of power required for the operation of
this particular transponder is drawn from the electromagnetic field of reader. On the other
hand, active transponders have a battery inside of them, which provides all, or part of the



power required for the operation. Consequently, that electromagnetic field on the reader
must be much weaker. This condition can substantially increase the communication range
if the transponder is capable of detecting the weaker reader signal. Yet even an active
RFID transponder is not able to generate high frequency signal on its own but can only
modulate the reader’s field in order to transmit data to the reader.

2.1 Frequencies and ranges of RFID systems

The most important differentiation criteria for RFID systems are the operating
frequency of the reader, the physical coupling method, and the range of the system.
Spectrum of frequencies, where RFID systems could operate is quite wide, ranging from
125 kHz longwave to 5,8 GHz in the microwave range. This spectrum is an unlicensed
spectrum space, referred to as ISM, but the exact frequencies that constitute ISM may
vary, depending on the regulations in different countries. The frequency bands must be
selected carefully for applications because each one has its own advantages and
disadvantages. The achievable range of the communication could vary from millimeters
up to 100 meters, as is possible due to newest systems in microwave frequency range. As
seen on the Table 1, the lower the frequency of the system is means shorter the
communication range is.

Commonly Communication Allowed field
Band used Type of tag range strength
frequency Typical Max. transmission power
125-134,2 .
LF KHz Passive 20cm 100cm 72 dB pA/m max.
Pasei
HF 13.56 MHz ?SSIVE. 10cm 1.5m 60 dB pA/m max.
Semi-passive
433 MHz Active 3m 10m 10-100 mw
HF i
U 860 and 915 Actl_ve am 15m 0.1-4 W
MHz Passive
Microwave 24and 5.8 ACtI_Ve 3m 30m 0,5-4 W
GHz Passive

Table 1: Categorizations of RFID tags by frequency - [5]

According to [6], which talks more about the frequency bands and will be used as
a reference in this whole chapter, the low frequency range (LF) systems have low energy,
which means they transmit data more slowly and their range is limited to a couple
centimeters. The theoretical maximum of LF range is up to 100 centimeters but in real-
life applications it is hardly possible. However, even though LF have a smaller range than
higher frequencies they are more tolerant of obstacles, even moderately tolerant of small
amounts of ferrous metal in the way. This means that LF tags can be easily read while



attached to objects containing water, animal tissue, metal, wood, and liquids. By using
near-field inductive coupling to obtain power and communicate, LF have the lowest data
transfer rate among all the RFID frequencies and usually store a small amount of data.
LF tags are used in access control, asset tracking, animal identification, automotive
control (vehicle immobilizers) and healthcare. As website RFID4u states “The
automotive industry is the largest user of them. For example, in an automobile vehicle
immobilizer system, an LF tag is embedded inside the ignition key. When that key is used
to start the car, an RFID interrogator placed around the key slot reads the tag ID. If the
tag ID is correct, the car can be started. If the ID is incorrect or no tag is found, the car
cannot start.” [6]

In theory, the high frequency range (HF) is considered to be all frequencies from
3 to 30 MHz but only the frequency of 13.56 MHz is used in the RFID applications. This
frequency is now used worldwide for various RFID systems with the same power level.
Like the LF tags, they also use near-field inductive coupling to obtain power and to
communicate. The range of communication is again very similar to LF tags, but the
theoretical maximum is a bit higher, ranging about 150 centimeters. Because of a shorter
wavelength and having more energy, the read speed is much faster as well as having
higher data rate compared to LF tags and could also store up to 4 Kb of data. HF RFID
systems are used in a wide variety of applications including ticketing, contactless
payments, tracking library books, patient flow tracking and general data transfer
applications. Due to simple antenna design, HF tags are the cheaper option on the market.
Price and absence of restrictions on the use of the HF frequency makes the HF tags the
most widely used tags around the world.

In the ultra-high frequency spectrum (UHF), which ranges from 300 to 1000 MHz,
only two frequency ranges are used for RFID applications and those are 433 MHz and
860-960 MHz. Up until this point, all of tags previously mentioned were passive tags but
with the 433 MHz frequency, active tags are finally making the appearance. The 860-960
MHz range is used mostly for passive and semi-passive tags which use far-field radiative
coupling, or backscatter coupling. With an even shorter wavelength comes even faster
read speed and bigger communication range. With UHF tags, it is possible to
communicate with the reader in ranges up to 15 meters with the typical range being
around 2-3 meters. While this might look like a big advantage over smaller frequency
systems, it also has a lot of disadvantages. The UHF tags cannot be easily read while
attached to objects containing water and animal tissues because water absorbs very short
UHF waves. Another disadvantage happens when attached to metal objects, because they
easily get detuned and will not read properly. To improve their performance, UHF tags
must be separated from the metal objects or objects with liquid.



There is a technology that allows RFID applications to work at the microwave
frequency spectrum especially at 2,4 GHz and 5,8 GHz. Essentially, these systems work
very similarly to the UHF systems with a range that could get up 30 meters, with typical
ranges reaching around 3-5 meters. The highest range is possible to achieve with active
transponders, because unlike the passive transponders, they use their own transmitter to
communicate.

2.2 Physical and operating principles

The vast majority of RFID systems operate according to the principle of inductive
coupling. Therefore, understanding the physical principles of magnetic phenomena is
required. This chapter will analyze the magnetic field from the point of view of RFID.

2.2.1 Physical principles

As stated in [4], the read/write devices of inductively coupled RFID systems use
short cylindrical coils or conductor loops as antennas to generate the magnetic alternating
field. The magnitude of the magnetic field is described by the magnetic field strength —
H. If one compares measurements in the center of the coil with measurement moved away
along the coil axis (x-axis), one can observe that when moved away from the center,
strength of field H will decrease, as the distance of x increases.

Also described by [4], a magnetic field and thus a magnetic flux ® (the surface
integral of the normal component of the magnetic field flux density B passing through
that surface) will be generated around every conductor. This will be particularly intense
if the conductor is in the form of loop (coil). Normally there are multiple N conduction
loops in the same area with the same current flowing through them. Each of the loops
contribute the same proportion of @ to the total flux :

Y=y dy=N- -®d®=N-u-H-A (2.1)

Described by Finkenzeller, as visible on Figure 2.2, “if a second conductor loop 2

(area A2) is located in the vicinity of conductor loop 1 (area Al), through which a current
is flowing. then this will be subject to a proportion of the total magnetic flux @ flowing
through Al. The two circuits are connected by this partial flux or coupling flux. The
mutual inductance M»: of the conductor loop 2 in relation to conductor loop 1 is defined

as the ratio of the partial flux y21 enclosed by conductor loop 2, to the current 11 in
conductor loop 1.” [4]



Total flux  W,(/y)

Figure 2.2: The definition of mutual inductance by the coupling of two coils — [4]

According to [4], described by Faraday’s Law, any change to the magnetic flux
generates an electric field. A Voltage is induced in the conductor loop of the transponder
by time varying flux in the conductor loop of the RFID reader due to mutual inductance.
This voltage is used to provide the power to the microchip of the passive tag. To
significantly improve the efficiency of the circuit, a capacitor C is connected in parallel

with the coil L to form parallel resonant circuit with resonant frequency:
1

f= 2n\L-C
For LF transponders, chip capacitor is connected in parallel with the coil L to achieve the
required resonant frequency. For HF transponders, typically the required capacitance is
so low that it is provided be the input capacitance of the data carrier together with the
parasitic capacitance of the coil.

2.2)

While passive tags obtain their power supply from the voltage uz, which is
converted into direct current using a low loss bridge rectifier and then smoothed, active
tags incorporate their own battery to provide the power supply to the data carrier. In these
transponders, the voltage u: is generally only required as a ‘wake up’ signal. As soon as
the certain limit of voltage uy is exceeds, tag switches into operating mode. After the
transaction of the data with the reader, the transponder returns to its power saving mode
— described in [4].

2.2.2 Operating principles

As the reference [4], this chapter is inspired from states, in contrast to 1-bit
transponders, more advanced transponders have data storage capacity between a few
bytes and 100 kilobytes. All this stored data needs to be transferred and it takes place
according to one of two main procedures: full-duplex and half-duplex (Figure 2.3). “At
frequencies below 30 MHz, half-duplex (HDX) is most often used with the load
modulation procedure, either with or without a subcarrier, which involves very simple
circuitry. The full-duplex (FDX) includes procedures in which data is transmitted from



the transponder at a fraction of the frequency of the reader (subharmonic), or at a
completely independent (enharmonic) frequency.” [4]

Load modulation that was previously mentioned in HDX procedure works on the
principle of transformer-type coupling (the distance between the coils cannot exceed A/2n
=0,16)1). When a resonant transponder is brought within the magnetic alternating field of
the reader, it draws the energy from that magnetic field. The resulting feedback of the
transponder on the reader’s antenna can be interpreted as transformed impedance Zr.
Change of voltage at the reader’s antenna is caused by switching a load resistor on and
off at the transponder’s antenna, thus the change of the impedance Z. This has the effect
of an amplitude modulation of the voltage UL at the reader’s antenna coil. When data is
transferred from the transponder to the reader, the timing with which the load resistor is
switched on and off is controlled by that data. To reconstruct the data after the transfer,
the voltage at the reader’s antenna must be rectified. This represents the demodulation of
an amplitude modulated signal.

Procedure:
FDX:
Energy transfer:  ——————— —————————
downlink: m_-:
uplink:
HDX:
Energy transfer:
downlink: m
uplink:
SEQ:
Energy transfer: [ — [ |
downlink: _“-J’—hj’_x_
uplink:

t
Figure 2.3: Comparison of Full-duplex and Half-duplex procedure — [4]

Caused by the weak coupling between the reader antenna and the transponder
antenna, the voltage changes at the antenna of the reader that carry the useful signal are
smaller by orders of magnitude than the output voltage of the reader. As Finkenzeller
states, “If the load resistor in the transponder is switched on and off at a very high
elementary frequency fs, then two spectral lines are created at a distance of + fs around
the transmission frequency of the reader freaper, Which can be easily detected. In the
terminology of radio technology, the new elementary frequency is called a subcarrier.



Data transfer is by ASK, FSK or PSK modulation of the subcarrier in time with the data
flow. This represents an amplitude modulation of the subcarrier.” [4]

As visible on the Figure 2.4, load modulation with a subcarrier creates two
subcarrier modulation sidebands around the main operating frequency. These sidebands
can be separated from the significantly stronger signal of the reader by bandpass filtering
on one of the two frequencies freaper * fs. Once the subcarrier has been amplified, the
signal is then simple to demodulate. The actual information is carried in the sidebands of
the two subcarrier sidebands. Load modulation with subcarriers is mainly used in the
frequency range 13.56 MHz. Typical subcarrier frequencies are 212 kHz, 424 kHz (e.g.
ISO/IEC 15 693) and 848 kHz (e.g. ISO/IEC 14443), see [4].

fr=13.560 MHz

0dB T -
\ Carrier signal of the reader,

measured at the antenna coil

Modulation product by

load modulation with subcarrier
/

13.348 MHz 13.772 MHz

-80dB +
L (¢ ¢

Signal

fs =212 kHz
Figure 2.4: Load Modulation with Subcarrier — [4]

2.3 Security of RFID systems

Finkenzeller in [4] states that as well as any other telecommunication and
information technology system, RFID systems are also vulnerable, with the biggest threat
being the potential risk of being spied on or manipulated. In general, attacks may be
directed at the transponder, reader, or RF interface between the transponder and the
reader. They can be grouped into four attack types — according to the [4]:

e Spying out: The attacker tries to obtain unauthorized access to information and
data of the active and passive file.

o Deception: The attacker tries to feed incorrect information into the RFID system
in order to deceive the active party, i.e. the RFID system operator, or the passive
party, i.e. the user of the RFID system.

e Denial of service: This kind of attack affects the availability of functions of the
RFID system.

e Protection of privacy: The attacker considers the RFID system to be a threat to
the privacy and tries to protect themselves with attacks on the RFID system.



When it comes to RFID systems, attacks on transponders are generally the easiest
to perform. The most frequent attacks are a permanent destruction where the attacker
destroys the antenna or microchip, so the transponder does not work anymore, or
shielding where the attacker uses metal surfaces in order to shield a transponder from a
reader’s electromagnetic radiation. Both attacks could be done in a very effective way in
just a matter of seconds. More advanced attacks on transponders are called spoofing and
cloning, where the attacker has their own active reader, which activates the transit of the
serial number of the transponder. With the knowledge of the serial number, the attacker
can now build a transponder and clone the same serial number on it.

Reading from a long
distance DOS

( N

Data

Manipulation
RF interface Reader

Destruction K Transponder

J

) ] Interfering Eavesdropping
\ ‘ signal
Detachment S = '

‘ Carrier object

Figure 2.5: Overview of basic attacks on RFID systems - [4]

An attacker could also take an different approach and attack the RF interface. As
all the communication is carried out via electromagnetic waves and the attacker does not
require any physical access to the reader or transponder, this attack approach becomes
very attractive. Another example is eavesdropping, in which the attacker intercepts a
signal between a reader and transponder. In order to receive useful signals, radio receivers
only need an antenna output voltage that is an order of magnitude lower. This generates
probable cause that some communication may become compromised from a much greater
distance.

Another simple method of attack is jamming, where data transfer becomes
interrupted by an interfering signal. In order to be able to superimpose a reader’s strong
carrier signal distance, transmission power and antenna gain, or antenna diameter, have
to correspond to at least the reader that is used. Ultimately, it is much easier for an attacker
to focus on weak modulation sidebands that are generated by the transponder’s load
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modulation, which transmits data from transponder to reader. An additional attack is
called a relay attack, where the attacker can intentionally extend the range between the
reader and transponder by insinuating a transmission device (relay). Two different
components that are linked via radio communication are required to successfully carry
out a relay attack. One component receives the reader’s signals and generates a load
modulation in order to communicate to the reader (simulating a transponder) which is
located close to the reader. The second component consists of a transmitter which supplies
a transponder with the power required for its normal operation as well as demodulates a
load modulation of the transponder (simulating a reader) which is located close to the
transponder. For details, see [4].

2.3.1 Protection

With so many possible threats and attacks on RFID systems, such as ticketing and
payment systems, they require a certain level of protection. It is necessary to protect and
defend themselves by cryptographic measures. For example, mutual authentication
between the reader and transponder is based upon the principle of a three-pass mutual
authentication. In this procedure, described by Finkenzeller in [4], all transponders and
receivers which are included in the system are in possession of the same secret
cryptological key K. Random numbers Ra and Rg are generated and sent out. Using a
secret key, key algorithm, and random numbers, tokens 1 and 2 are made and sent from
the transponder to the reader and vice versa. Tokens are than decrypted and numbers R’a
and R’g are compared with previously transmitted Raand Re. If both correspond, then the
reader is satisfied that the common key has been proven. The transponder and reader have
thus ascertained that they belong to the same system and communication is legitimized.
A significant improvement on the authentication procedure described can be achieved by
securing each transponder with a different cryptological key. A key Ky is calculated using
a cryptological algorithm and master key. Each transponder thus receives a key linked to
its own ID number and the master key.

Finkenzeller states, “cryptological procedures are used to protect against both
passive and active attacks. To achieve this, the transmitted data may be encrypted prior
to transmission so that a potential attacker can no longer draw conclusions about the
actual content of the message. The transmission data is transformed into cipher data using
a secret key K and a cryptographical algorithm. Without knowing the encryption
algorithm and the secret key K a potential attacker is unable to interpret the recorded data.
If each character is individually encrypted prior to transmission, the procedure is known
as sequential ciphering (or stream ciphering).* [4]
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Figure 2.6: Communication process with data encryption — [4]

2.4 Standardization

Standardization is the process of implementing and developing technical
standards based on the consensus of different parties that include firms, users, interest
groups, standards organizations, and governments. The development of standards is the
responsibility of the technical committee of standardization institutes (ANSI — USA, DIN
— Germany). I1ISO — International organization for standardization, is a union, which
consist of numerous committees, working groups, and regularly contributes to the
development of RFID. There are various groups of standards which discuss RFID
systems, but the most important group of ISO standards for this research is contactless
smart cards. Information about both standards in this chapter are mainly based on [4].

2.4.1 1SO/IEC 14443 Type A and B

Standard ISO/IEC 14443, also called ‘Identification cards — Proximity integrated
circuit cards’ mainly talks about the operating method and parameters of contactless smart
cards. Those are contactless proximity-coupling smart cards with an estimated range of
7 to 15 cm, such as those used in the field of ticketing and access cards. According to [4],
the standard comprises the following parts:

e Part 1: Physical characteristics.

e Part 2: Radio frequency power and signal interface.
e Part 3: Initialization and anti-collision

e Part 4: Transmission protocols

2.4.1.1 Physical characteristics

“First part of the standard defines the mechanical properties of the smart cards.
The dimensions correspond with the values specified in ISO/IEC 7810, i.e. 85.72 x 54.03
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x 0.76 mm = tolerances. Furthermore, this part of the standard also includes notes on the
testing of the dynamic bending stress and dynamic torsion stress, plus irradiation with
UV, X-ray and electromagnetic radiation.” [4]

2.4.1.2 Radio frequency interface

At a frequency of 13.56 MHz, magnetic alternating field of a reader providing the
power required for operation of inductively coupled proximity cards. The range in which
the magnetic field generated by the reader must be is 1.5 A/m <H < 7.5 A/m. Described
by Finkenzeller, ,,Unfortunately, it was not possible to come to agreement for the common
communication interface in the development of this standard. For this reason, two
completely different procedures for the data transfer between reader and proximity-
coupling smart card have found a place in ISO/IEC 14443 — Type A and Type B* [4].
Comparison of both types is described as follows:

PCD - PICC TYPE A TYPEB
Modulation ASK 100% ASK 10%
Bit coding Modified Miller code NRZ code

At bit level (start-of-frame, | 1 start and 1 stop bit per

—
Synchronization end-of-frame marks) byte

Baud rate 106 kBd 106 kBd
Table 2: Data transfer from reader to transponder — [4]

PICC > PCD TYPE A TYPE B
Load modulation with Load modulation with
Modulation subcarrier 847 kHz, ASK | subcarrier 847 kHz, BPSK
modulated modulated
Bit coding Manchester code NRZ code
1 bit frame
Synchronization synchronization (start-of- 1 start and 1 stop bit per
frame, end-of-frame byte
marks)
Baud rate 106 kBd 106 kBd

Table 3: Data transfer from transponder to reader — [4]

2.4.1.3 Initialization and Anti-collision

When a desired proximity-coupling smart card enters the interrogation field of a
reader, then a communication must be established between the reader and smart card.
Although, the fact that the reader may already be in communication with another card
because there may be more than one smart card within the same area must be considered.
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Therefore, part three of the standard describes the structure of the protocol frames from
the basic elements (data bit, start-of-frame and end-of-frame marks) to the anti-collision
procedure used for the selection of an individual card. Since different modulation
procedure for Type A and Type B also requires a different frame structure and anti-
collision procedure there is a difference, which is described at [4].

2.4.1.4 Transmission Protocols

Fourth part of the standard describes the situation after the relationship between
the reader and a smart card has been established, thus commands for reading, writing and
the processing of data can be sent to the card. Mainly, it goes over the structure of the
data protocol and the processing of transmission errors, so that data can be transferred
seamlessly. In the Type A card, additional information must be transferred that serve for
the configuration of the protocol because card and reader may have different properties.
In Type B card, this information is transferred during the anti-collision process (ATQB)
so in this case, the protocol can be immediately started.

2.4.2 Mifare classic

As official website [7] describes, MIFARE® is NXP’s well-known brand for a
wide range of contactless IC products with a typical read/write distance of 10 cm used in
more than 40 different applications worldwide. MIFARE products comply with the
international standard ISO/IEC 14443, which is used in more than 80% of all contactless
smart cards today. Within the MIFARE product families, backward compatibility ensures
that the existing infrastructure can be smoothly upgraded to high security and feature
levels. MIFARE Classic® is s series of contactless smart card IC chips operating in the
13.56 MHZ frequency range with read/write capability. It makes use of a proprietary
protocol compliant to parts 1-3 of ISO/IEC 14443 Type A, and NXP proprietary security
protocol for authentication and ciphering.

The MIFARE Classic can be made in two variants: 1K or 4K. According to [8],
the 1K variant offers 1,024 bytes of data storage, which is split into 16 sectors. Each
sector is protected by two different programmable keys, called A and B, to allow
operations such as reading, writing, increasing value blocks. The 4K variant offers 4,096
bytes split into 40 sectors, of which 32 are same size as in the 1K variant and 8 that are
quadruple size sectors. The very first 16 bytes are typically read only and contain the
serial number of the card and certain other manufacturer data. Also, in both IC variants,
different 16 bytes per sector are reserved for the keys A and B and access conditions.
These 16 bytes than cannot normally be used for user data. That brings the net storage
capacity of these cards down to 752 bytes for MIFARE Classic with 1K memory and
3,440 bytes for MIFARE Classic with 4K memory. -+90.
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2.4.3 1ISO/IEC 15693

The standard ISO/IEC 15693 also called ‘Identification cards — contactless
integrated circuit cards — Vicinity Cards’ mainly talks about the functioning and operating
parameters of contactless vicinity-coupling smart cards. These are smart cards with
estimated range of up to 1 m. Cheap memory modules with simple state machines are
typically used in the data carriers used in these smart cards. The standard, according to
the [4] is made up of the following parts:

e Part 1: Physical characteristics
e Part 2: Air interface and initialization
e Part 3: Anti-collision and transmission protocol

2.4.3.1 Physical characteristics

“Part 1 of the standard defines the mechanical properties of proximity-coupling
smart cards. The dimensions of the smart card correspond with those specified in ISO/IEC
7810, i.e. 85.72 x 54.03 x 0.76 mm = tolerances. Furthermore, this part of the standard
includes additional notes for the testing, which is same as ISO/IEC 14443.” [4]

2.4.3.2 Air interface and initialization

Operating frequency generated by reader to transfer power is again 13.56 MHz.
This time the range in which the magnetic field generated by the reader must be in 115
mA/m<H<7.5 A/m. Thus, it is automatically the case for the interrogation field strength
of a proximity-coupling smart card which is Hmin < 115 mA/m.

According to [4] vicinity cards use both 10% ASK and 100% ASK modulation
for the data transfer from a reader to a smart card. Regardless of the earlier mentioned
type of modulation, one of two different coding procedures can be used: a ‘1 of 256’ code
or a ‘1 of 4’ code. Vicinity smart cards must support both modulation and coding
procedures at the same time. For example, 10% ASK modulation combined with a 1 of
256’ coding should be preferred in the use of long-distance mode. Full exploitation of the
acceptable magnetic field strength for the power supply of the card is allowed by the
lower field strength of the modulation sidebands in comparison to the field strength of the
13.56 MHz carrier signal in this combination. By contrast, 100% ASK modulation
combined with a ‘1 of 4’ coding in readers should be preferred in the use with reduced
range or even shielded readers.
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3.NEAR-FIELD COMMUNICATIONS (NFC)

Near-field communication is a wireless data interface between devices, similar to
Infrared or the well-known Bluetooth which has several characteristics that are of interest
in relation to RFID systems. NFC describes a technology which can be used for
contactless exchange of data over short distances. According to Finkenzeller, “Data
transmission between two NFC interfaces utilizes high-frequency magnetic alternating
fields in the frequency range of 13.56 MHz. The maximum communication range typical
for NFC data transmission is 20 cm because the respective communication counterpart is
located in the near-field of the transmitter antenna, therefore, the communication is called
near-field communication.” [4]

For communication between two NFC devices, each NFC interface is assigned a
different function, one being an NFC initiator and other being an NFC target.
Communication is always introduced by the NFC initiator who also controls the data
exchanges. The target device is the one that responds to the request from the initiator and
accepts the communication with the initiator to happen. In addition, NFC communication
is divided between two different modes of operation: the active and the passive mode.

3.1 Modes of operation

e Passive mode:

Both described by the [9], in the passive mode of operation, only one NFC device
generates a RF field. In this sense, it is active and always plays the role of initiator. The
other device is passive, and it always plays the role of target. The initiator induces a
magnetic alternating field for transmitting data to the target. The field’s amplitude is
modulated in line with the pulse of the data to be transmitted (ASK modulation).
However, after having transmitted a data block, the field is not interrupted, but continues
to be emitted in an unmodulated way. The NFC target is now able to transmit data to the
NFC initiator by generating a load modulation.

e Active mode

In the active mode of operation, both NFC devices generate a RF electromagnetic
field. One of the NFC interfaces activates its transmitter and thus works as the initiator.
The high-frequency current that flows in the antenna induces an alternating magnetic field
H which spreads around the antenna loop. Part of the induced magnetic field moves
through the antenna loop of the other NFC interface which is located close by. A voltage
U is then induced in the antenna loop and can be detected by the receiver of the other
NFC interface. If the NFC interface receives signals and the corresponding commands of
an initiator, the NFC interface automatically adopts the roll of a target. Each side transmits
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data using an ASK (amplitude shift keying) modulation scheme. Compared to passive
mode, larger operating distances, up to 1 m and High data transfer rates, up to 6.78 Mbit/s
are reached.

Active Mode
H-field 13.56 MHz

NFC-Device NFC-Device
Transmit Receive

Data
NFC-Device NFC-Device
Receive Transmit
- Data
Passive Mode - Reader Emulation RFID-Transponder
ISO 14443
NFC-Device
= Data
Passive Mode - Card Emulation RFID-Reader
NFC-Device
ISO 14443
¢
Data =

Figure 3.1: Overview of NFC modes of operation — [4]

3.2 NFC tag types

The NFC Forum defines four types of NFC tags. An additional fifth type is related
with NFC-V technology and has just recently been included in the Forum specifications.
These NFC tag type formats are based on ISO/IEC 14443 Types A and B and Sony
FeliCa, which conforms to ISO 18092. There are many design and manufacturing
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considerations to be taken into account for NFC tags. They are intended to be
manufactured for very low cost in very large quantities, while maintaining their
performance. From the definitions of the different NFC tag types, as can be seen on Table
4, type 1 and 2 tags are very different to type 3 and 4 tags. It is expected that there is likely
to be very little overlap in applications of Tag types 1 / 2 and types 3 / 4. According to
the [9]:

e TagTypel

The type-1 tag is compliant with ISO/IEC 14443A specification. It is read-write
capable, and it may be user-configurable to read-only mode. The memory size ranges
from 93 bytes to 2 Kbytes and the communication speed or data rate is of 106 kbit/s.
Type-1 tag does not support anti-collision mechanism.

e Tag Type2

The type-2 tag is compliant with ISO/IEC 14443A specification. It is read-write-
capable, and it may be user-configurable to read-only mode. The memory size ranges
from 48 bytes to 2 Kbytes and the communication speed or data rate is of 106 kbit/s.
Type-2 tag supports anti-collision mechanism.

e Tag T Type3

The type-3 tag is compliant with ISO/IEC 18092 and JIS X 6319-4 standards,
except for encryption and authentication which are not supported. Even if featuring a read
/ write capability, a tag of type 3 can be set to read-only mode. Specific service equipment
may be used to enable re-writing of type-3 tag data in the field. Type-3 tag contains two
Kbytes of memory. The data rate is 212 kbit/s or 424 kbit/s. Type-3 tag supports anti-
collision mechanism.

e Tag Type4

Type-4 tag complies with both A and B versions of ISO/IEC 14443 standard. The
type-4 tag is factory-set to read-only mode and specific service equipment is required for
updating its data. Type-4 tag contains up to 32 Kbytes of memory, supports 106 kbit/s,
212 kbit/s and 424 kbit/s data rates, as well as the anti-collision mechanism.

e Tag Type5

Type-5 tag (NFC-V) has recently been adopted by NFC Forum specification. It
relies on ISO/IEC 15693 standard, contains more than 64 Kbytes of memory, supports
26.48 kbit/s data rate, and has anti-collision mechanism.
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Property Type 1 Type 2 Type 3 Type 4 Type 5
ISO/IEC ISO/IEC
Standard ISO/IEC ISO/IEC 18092 14443A ISO/IEC
14443A 14443A JIS X 6319-4 ISO/IEC 15693
FELICIA 14443B
Memory 96 to 2 Kbytes 48 to 2 Kbytes 2 Kbytes 32 Khytes 64 Kbytes
. 106 kbit/s
Data rate 106 kbit/s 106 kbit/s i;i tg:zz 212 kbit/s ifnf/i
424 kbit/s
. Read, Re-write | Read, Re-write Read: Re- Read, Re-write Readj Re-
Capability Read-only Read-only write Read-only write
Read-only Read-only
Anti-collision No Yes Yes Yes Yes
Notes Slmple,.cost Higher cost, Vicinity
effective complex area

Table 4: Overview of NFC tag types —[9]

3.3 Data transfer

Similarly, to the NFC Tag types, [9] also talks about data transfer. To ensure data
transfer between the NFC initiator and target, data signaling, and data coding are used.
Different types of NFC (NFC-A,NFC-B, NFC-V) may use different techniques or values.
Tables 5 and 6 below give a summary of different data transfer diagrams.

PCD - PICC NFC-A NFC-B NFC-V
Frequency 13.56 MHz 13.56 MHz 13.56 MHz
Data sianalin 100% ASK 10% ASK 10% or 100% ASK
g g Modulation Modulation Modulation
Bit coding Modified Miller NRZ 1/4 PPM or 1/256 PPM
Data rate 106 kbit/s typ. 106 kbit/s typ. 26.48 kbit/s or
up to 424 kbit/s up to 424 kbit/s 1.65 kbit/s

Table 5: Data transfer from reader to transponder — [9]

STMicroelectronics describes, “The goal of the data signaling is to reliably
distinguish binary states. The goal of data coding is to organize binary states in a way to
form a binary data stream of logical ones and zeros that can be reliably interpreted by the
data receiving side. For data signaling, techniques like direct and indirect RF field
modulation are used. For binary data stream, bit-coding into ones and zeros is done using
know data coding methods.” [9]
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PICC - PCD NFC-A NFC-B NFC-V
ASK load ASK load ASK load modulation,
Data signaling | modulation, OOK | modulation, BPSK OOK/FSK
of sub-carrier of sub-carrier of sub-carrier
Sub-carrier 848 kHz 848 kHz 424/848 kHz
Bit coding Manchester NRZ Manchester
Data rate 106 kbit/s typ. 106 kbit/s typ. OOK: 6.62 / 26.48 kbit/s
up to 424 kbit/s up to 424 kbit/s FSK: 6.67 / 26.69 kbit/s

Table 6: Data transfer from transponder to reader — [9]

3.4 Standardization of NFC

As well as RFID technology, NFC follows worldwide accepted standards issued
by International organization for standardization (ISO), which should every designer
follow.

3.4.1 ISO/IEC 18092 or ECMA-340 (NFCIP-1)

According to the [9], this standard defines communication modes for NFC
interface and protocol (NFCIP-1), using inductive-coupled devices operating at the center
frequency of 13.56 MHz, for interconnection of computer peripherals. ISO/IEC 18092
also defines the active and passive operating modes of NFCIP-1 to set up a
communication network using NFC devices for networked products and for consumer
equipment.

In particular, it specifies modulation schemes, coding, transfer speeds and frame
format of the RF interface. It also describes initialization schemes and conditions required
for data anti-collision control during the initialization, as well as transport protocol
including protocol activation and data exchange methods. ISO/IEC 18092 is aligned with
ISO/IEC 13157-1:2010 (NFCIP-1 security services and protocol) and conforms with
ISO/IEC 14443-2, 1ISO/IEC 14443-3, and ISO/IEC 14443-4, as well as with ISO/IEC
15693-1, ISO/IEC 15693-2, and ISO/IEC 15693-3.

3.4.2 ISO/IEC 21481 or ECMA-352 (NFCIP-2)

Described in the [10], this Standard specifies the communication mode selection
mechanism, designed not to disturb any ongoing communication at 13.56 MHz, for
devices implementing ECMA-340, ISO/IEC 14443 or ISO/IEC 15693. This Standard
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requires implementations to enter the selected communication mode as specified in the
respective standard. The communication mode specifications, however, are outside the
scope of this Standard.

The NFCIP-2 Standard specifies the mechanism to detect and select one
communication mode out of those three possible communication modes. Furthermore,
NFCIP-2 requires that subsequent behavior be as specified in the standard specifying the
selected communication mode.

In the following Figure 3.2, it is possible to see the map of all NFC related
standards, tag types, data transfer modes etc. NFC forum defined tags make individual
columns, where it is possible to see which international standards it uses in different layers
like physical characteristics, anti-collision protocols etc. It is a nice summary made by ST
that shows, all the connections in the NFC technology and discrediting possible questions
about what type of standard is certain tag type uses.

Application
layer

I
NFC Forum -
| [ [ [ |
Application
protocal NDEF record
Frerf] |
. Proprietary RFID tag
Protocol T"@ Prt:lpr;t:lry attatgnt | | 'SO A13443 IS0 ;1443 FELICA ST28B o assl
pro prot protocol ICODE
I | I I [
Initializati : : ‘ : JIS X 6219-4 : S0 |
ninalizatnon . C
Anti-collision :ﬁlg’.‘f’" 1SO 14443 A-3 / 1SO 18092 '50;;443 and 15693 | 0
Protocol activation I1SO 18092 3
T T i I
| | |
ISO 14443 1SO 18092 1SO 18092
RF 1SO 14443 A-2 / 1SO 18092 ot ECMA 340 ISO 15693-2
T T i T
I i 1
Physical 1SO 14443 A1/ 1SO 18092 IS0 14443 ||| 150 18092 NFCIP-1 SO 15693-1
characteristics B-1
NFC-A NFC-B NFC-F p2p NFC-V
[7] NFC Forum specification \—1 | | | | | | | |

D Vendor-specific proprietary protocol
|:| International standard

Figure 3.2: Map of NFC-related standards and specifications [9]
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4. TRANSCEIVERS FOR 13.56 MHZ BAND

A transceiver is a device that is able to both transmit and receive information
through a transmission medium. It is a combination of a transmitter and a receiver, hence
the name transceiver. In this chapter, we will go over the three most common transceivers
used in the 13.56 MHz frequency band for RFID/NFC applications. They are all made by
different brands, so we are able to compare their main characteristics.

4.1 CR95HF — STMicroelectronics

According to the datasheet [11], the CR95HF is an integrated transceiver IC for
contactless applications from ST. It embeds the Analog Front End for 13.56 MHz Air
Interface. The CR95HF manages the frame coding and decoding in Reader mode for
standard applications such as NFC, proximity and vicinity standards. This transceiver
supports ISO/IEC 14443 A and B, ISO/IEC 15693 (single or double subcarrier) and
ISO/IEC 18092 protocols. It supports reader and writer mode for ISO/IEC 14443-3 Type
A and B cards and tags, ISO/IEC 15693, and ISO/IEC 18000-3M1 tags and NFC Forum
tag types 1, 2, 3 and 4. It features Optimized power management and Tag Detection mode
as its key hardware features. It is housed in 32-pin VFQFPN (5 x 5 mm) ECOPACK
package. Communication interfaces with a Host Controller supported by this transceiver
are SPl and UART.

4.2 TRF7970A — Texas Instruments

Described in the datasheet [12], the TRF7970A device is an integrated analog
front end and multiprotocol data-framing device by Texas Instruments made for a 13.56-
MHz NFC/RFID system supporting all three NFC operation modes — reader/writer, peer-
to-peer, and card emulation according to ISO/IEC 14443 A and B, Sony FeliCa, ISO/IEC
15693, NFCIP-1 (ISO/IEC 18092), and NFCIP-2 (ISO/IEC 21481). Built-in
programming options make the device suitable for a wide range of applications for NFC,
proximity, and vicinity identification systems. The TRF7970A device supports data rates
up to 848 kbps with all framing and synchronization tasks for the 1SO protocols onboard.
It also supports reader and writer mode for NFC Forum tag types 1, 2, 3, 4, and 5. Other
standards and even custom protocols can be implemented by using one of the direct
modes the device offers. These direct modes let the user fully control and gain access to
the raw subcarrier data or the unframed, but already ISO-formatted, data and the
associated clock signal. It is housed in 32-pin QFN (5 x 5 mm) package. Communication
interfaces with a Host Controller supported by this transceiver is only SPI.
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4.3 PN532 — NXP

According to [13], the PN532 is a highly integrated transceiver module for
contactless communication at 13.56 MHz based on the 80C51 microcontroller core by
NXP. It supports 6 different operating modes: ISO/IEC 14443A/MIFARE Reader/Writer,
FeliCa Reader/Writer, ISO/IEC 14443B Reader/Writer, ISO/IEC 14443A/MIFARE Card
MIFARE Classic 1K or MIFARE Classic 4K card emulation mode, FeliCa Card
emulation and ISO/IEC 18092, ECMA 340 Peer-to-Peer. The PN532 implements a
demodulator and decoder for signals from ISO/IEC 14443A/MIFARE compatible cards
and transponders, FeliCa coded signals and MIFARE Classic 1K or MIFARE Classic 4K
cards. It also handles the complete ISO/IEC 14443A framing and error detection. The
PN532 transceiver can be connected to an external antenna for Reader/Writer or
Card/PICC modes, without any additional active component. It is housed in 40-pin
HVQFN (6x6 mm) package. Communication interfaces with a Host Controller supported
by this transceiver are 12C, SPIl and UART.

CR95HF TRF7970A PN532
ISO/IEC 14443 A/B ISO/IEC 14443 A/B
Supported SO/NEC SA SO/NEC SA ISO/IEC 14443 A/B
standards ISO/IEC 15693, ISO/IEC 15693, ISO/IEC 18092
ISO/IEC 18092 ISO/IEC 18092
Supported NFC 1,2,3,4 1,2,3,4,5 1,2,3,4
forum types
Package 32-pin VFQFPN 32-pin QFN 40-pin HVQFN
Communication UART, SPI SPI UART, SPI, 12C
interfaces
. . Custom protocol -
Unique features Tag detection mode . . I12C communication
implementation

Table 7: Comparison table of different transceivers and their main characteristics

In conclusion, as also indicated on Table 7, it is plausible that transceivers from
different companies do not showcase major differences. Each of the transceivers have
something extra which makes it unique in comparison to the other two. Thus, it ultimately
comes down to the application, in which the transceiver will be used. For example, if the
need for the communication is 12C, only the PN532 integrated circuit is capable of doing
so. But, if custom protocols need to be implemented, then the TRF7970A integrated
circuit is the best candidate out of these three. In the case of CR95HF, this model has a
tag detection mode which is unique among these three transceivers. This concept of
varying utilities for each transceiver can become continuous, as stated above each
possesses the ability to hold individualistic tendencies.
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5. TESTING OF TRANSCEIVER CRY95HF

Out of the three transceivers mentioned earlier, the aim of this thesis is to focus
on integrated circuit CR95HF made by STMicroelectronics. This particular company is
known for making microcontrollers, discovery kits, and various separately sold integrated
circuits. The CR95HF integrated circuit is part of their ST25-NFC family, which contains
many other Kits and parts that are made for the NFC technology. During semestral project,
microcontroller STM32F030, with expansion board X-NUCLEO-NFC03 was chosen to
test out the functions of the integrated circuit. Most importantly, testing programing
capabilities of the transceiver and its functionality. Because of this decision, a code that
will read an UID of the transponder and send it over the communication interface to the
host computer must be made. Same program will be used later, and built upon in master’s
thesis section.

5.1 Microcontroller and expansion board

The center of the setup used for testing is made by microcontroller STM32F030.
This particular microcontroller is made with 64 pin Arduino style connectors. It is a base
line MCU with Arm Cortex-MO core clocked at 48 MHz, high-speed embedded 64 Kb of
flash memory, 8 Kb of SRAM and an extensive range of enhanced peripherals and
inputs/outputs. The main purpose of the MCU in this setup is to redirect the
communication between the host computer and transceiver and back. Since the MCU is
connected to the host computer, it will receive the input commands and send them to the
CR95HF integrated circuit which is processed; then, a response is sent back to the MCU
which then sends it to the host computer. It also provides power to the expansion board,
controls the output commands of when the LEDs should light up, and stores the code that
is executed when the command from user comes.

Expansion board X-NUCLEO-NFCO03 is the board that contains the CR95HF
integrated circuit and an antenna. It is in charge of the NFC part in this setup and could
read and write tags, decode the messages contained in the tags, and send the information
further. It contains output pins for UART and SPI communications and four LEDs that
could be programmed to light up when there is a new reading of the transponder. Size of
the antenna is 47 mm x 34 mm, designed with inductance of roughly 1.15 uH. Parameters
of this antenna make it a good compromise between reading distance and communication
with various I1SO standards.
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Figure 5.1: Hardware setup

5.2 Conclusion of testing

In the Figure 5.1, it is possible the see the setup used for testing the functions of
CR95HF transceiver. The possible reading distance of the Expansion board X-NUCLEO-
NFCO03 and its antenna, maximum reading distance achieved was approximately 20.7
millimeters when using school ISIC card based on Mifare Classic and ISO/IEC 14443A
standards. As for programming capabilities, programming interface called
STM32CubelDE made by STMicroelectronics was used. This interface makes working
with their products more straightforward. In this interface, one can specifically pick on a
microcontroller board in which the project will be made, thus it will automatically set up
the program to work with the picked board. Sample firmware for demonstration and
operation of reading RFID tags based on ISO/IEC 14443 standard was successfully made.
This program will be built upon and described in its own chapter later.
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6. CONNECTION DESIGN

The following topic describes the connection design for the wiring diagram and
printed circuit board made in this project. It will go over the design and describe the
creative process of designing it. For the construction of the wiring diagram, and later on
designing the printed circuit board layout, primarily a program Eagle made by Autodesk
was used.

The general idea behind creating the reader was to create a Arduino Shield like
board equipped with a Arduino style connectors and designed with multiple different
antennas, which could be easily exchanged. The information that the reader receives from
the RFID tag would then be visible on a small display and as well as sent over UART to
the user’s computer to be displayed in serial terminal. Along with this, multiple LEDs
and buzzer are implemented to create a visible and audible response of tag detection.

UART Power

« >

PC . DISPLAY

Power
L

hﬂ(:LJ Power

UART

<SP READER LX)

GPIO ANTENNAS

A

Figure 6.1: Hierarchical schematic design

In Figure 6.1, shown above, is it possible to observe a hierarchical schematic
design for project. It contains all of the necessary blocks used in the design.

6.1 Microcontroller

The MCU block represents the microcontroller board. Any microcontroller board
could be used, but the boards with classic Arduino Uno style connectors have an
advantage, as the designed reader board could simply and easily be connected on top of
them. For the purpose of this project, development board NUCLEO-FO30R8 with the
microcontroller STM32F030 made by the STMicroelectronics was chosen (This board
was previously used in Chapter 5 for testing purposes).
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6.2 Display

To ensure that a user can view the basic information about the RFID tag, without
constantly having to use a computer, it was decided to implement a small display. For
this purpose, a 1.54" OLED display with the resolution of 128x64 and 12C connectivity
was used. This display works on a SSD1309, single-chip CMOS OLED/PLED driver
with controller for organic light emitting diode dot-matrix graphic display system. [15]

6.3 Antennas

As mentioned before, all antennas are going to differ and be interchangeable. As
a result of different parameters, each antenna will have its own and unique inductance
value, therefore, each antenna will have its own impedance matching circuitry. Figure 6.2
shows the basic schematic design of all the antenna boards. It is shown that each board
contains six capacitors, which allows for the purpose of impedance matching. Note, that
not all six capacitors necessarily have to be used, but this design serves the purpose of
matching the calculated values with the real world components.

—® ¢ \ 4 . 4
C12
4
o I
52 C13 L(ANT)
S C16 | C17 | R15
JP7 Cl4
—9 4 \ 4 L
C15

Figure 6.2: Schematic of antenna board

6.4 Reader board

The center and most important part in designing the prototype of the RFID reader
is a Arduino shield like board, containing all of the necessary components that will carry
out the RFID communication. For this purpose, as stated in the previous chapters, the
transceiver CR95HF made by STMuicroelectronics is used. The schematic of this board
can be seen on the next page (Figure 6.3). It contains Arduino style connectors through
which the reader board is powered, provides necessary communication interfaces for both
CR95HF and display and also provides connections to GP1O pins (General purpose input
output) on the microcontroller. All LEDs as well as buzzer and button are connected to
the GPIO pins that can be programmed to toggle their outputs according to application.
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Figure 6.3: Schematic of reader board



6.5 Printed Circuit Board layout for Reader board

Printed circuit board or PCB was also designed in the Eagle, which is made by
Autodesk. It is a two layer circuit board designed to use mostly surface-mount technology
(SMT) components. Both TOP and BOTTOM layers have spilled copper over them to
serve as a ground plate (GND). Trace width used in the majority of the conductive traces
was 0.4 mm. Drill holes, used as a via between the layers, have radius of 1. mm. The board
follows design rules stated by electromechanics workshop at UREL, The Faculty of
Electrical Engineering and Communication at Brno University of Technology. The final
layout of Reader board PCB can be seen in Figure 6.4. The size of the reader board is
58 x 54 mm.
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Figure 6.4: PCB layout of Reader board
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6.6 Printed Circuit Board layout for Antenna boards

For the purpose of this project, it was decided that six different antennas were
going to be made. The ultimate goal was to compare how different sizes and shapes, as
well as the inductance of the antenna influence the reading distance. Therefore, two
different sizes of antennas, each with three different inductance values were designed.
List of variations is as follows:

Size Turns
47 mm X 34 mm 2
47 mm X 34 mm
47 mm X 34 mm
60 mm x 18 mm
60 mm x 18 mm
60 mm x 18 mm 6
Table 8: Antenna variations

AN B>

In designing the printed circuit board, other properties, which are to be same
across all of the boards, have to be established as well. The width of conductive trace was
designed to be 1 mm and the spacing between the conductive traces set to 0.4 mm, also
following the design rules stated by the electromechanical workshop. Places for passive
components are than designed according to the schematic described in a chapter 6.3. The
board variation with size 48 mm x 34 mm and 4 turns of conductive trace was designed
according to the antenna used in a expansion board X-NUCLEO-NFCO03, previously used
for the testing of the CR95HF transceiver. Ultimately, it will be possible to compare the
antenna design included in a commercially sold device, with its alternatives. Figure 6.5
showcases all of the different PCB layouts for antenna boards.

& i
= 3 5

Figure 6.5: PCB layout of Antenna boards
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The final assembled boards are shown in the Figures 6.6 and 6.7 below:

Figure 6.7: Reader board a) without, b) with OLED display
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7. ANTENNA TUNING FOR RFID READER

Transceivers are a crucial part of the RFID reader, but they would never work
without an antenna sending and receiving the actual information over the electromagnetic
fields it creates. Rather than utilizing a random antenna, it must be specifically designed
and tuned for the frequency (13.56 MHz) and targeted application. This chapter will go
over the designing and tunning of the right antenna for the NFC/RFID application. For
tunning, two different methods are going to be used: STMicroelectronics provided
software and tunning by network analyzer.

According to [16], when designing an RFID antenna, the engineer must carefully
consider the placement of the coil within the final mechanical encasement and ensure that
the antenna coil is kept away from all conductors. Any conductor within close proximity
to the antenna coil has a dampening effect on the antenna, which changes inductance and
affects the tuning of the antenna by causing the center frequency to drift away from 13.56
MHz. Thus, it might reduce the range performance for the antenna and could potentially
make the RFID tags unreadable. NXP in [17] mentions that adding a ferrite sheet near the
antenna allows to shield the antenna against the influence of the conductor. To reach a
proper shielding, the ferrite sheet must, at minimum, fully cover the antenna’s surface.

The next step is to determinate the shape of the antenna, length, width, trace width,
and number of turns. All of these parameters have influence on the coil inductance. Once
all of the parameters determined, it is possible to calculate the theoretical inductance of
the antenna. There are various online calculators that could be used to make this
calculation, such as [18] made by ST, shown in Figure 7.1.

Geometry A =

Turns a Antenna Antenna
Antenna Length mm €3 Length Mdth
Antenna Width MM @ ks
Conductor e o
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Spacing mm €3
Thickness I:I pm
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Thickness I:I mm
Relative Electrical Permittivity (er) I:I

Substrate
Thickness

Antenna Results

Segmentation Mode: Vertical

Segments: 16 "Il

: —|
Equivalent Inductance: 932.95 nH ~——I
@13.56 Mhz

Figure 7.1: eDesign suite
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All of the physical properties of antennas used in this project were established in
chapter 6.6. As far as calculated inductances of each antenna, Table 9 establishes the
values provided by eDesign suite calculator [18].

Size Turns Inductance
60 mm x 18 mm 2 357.66 nH
60 mm x 18 mm 4 932.95 nH
60 mm x 18 mm 6 1.38 pH
47 mm X 34 mm 2 426.68 nH
47 mm X 34 mm 4 1.22 pH
47 mm x 34 mm 6 2.1 pH

Table 9: Inductance values for antenna variations

7.1 Low pass filter

It is recommended to use is a low pass filter in the antenna circuitry, as
demonstrated as the green part of the Figure 7.2. Described in datasheet [18], this is a
second order low-pass filter (EMI filter), and its goal is to attenuate the frequencies above
the cut-off frequency of the filter, effectively reducing interferences. Usually, the cut-off
frequency of the EMI filter is chosen above 14-15 MHz. In this project, passive
components with these values were used, Lo = 560nH and Co = 180pF. Therefore, cut-off

frequency will be:

fi= ——— = ! = 15.9 MHz 7.1)

2y Lo*Co 2n-\/(560n-2)'(—1820p)

It is worth mentioning that the inductors were replaced by ferrite bead EMI
suppressors. Its impedance at 13.56 MHz is 560 nH in series with 3 Q, and above 200
MHz it behaves as a pure resistor to suppress spurious emissions.

Impedance matching circuit
Low pass

Rx path attenuator

RX1

X1

CRO5HF

TX2

N
RX2 u Antenna

Figure 7.2: CR95HF tuning circuit with an EMI filter — [19]
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7.2 Impedance matching

Mentioned in [17], it is required to determine the antenna electrical equivalent
(represented by the orange part of the Figure 7.2). To get the serial equivalent circuit of
the antenna, two parameters must be established. Inductance (mainly defined by the
number of turns of the antenna), and resistance (mainly defined by the diameter and length
of the antenna wires). In some cases, it is required to establish capacitance as well (mainly
defined by the distance of antenna wires from each other and number of turns).

The Q factor of the antenna depends on its inductance value and series impedance,
measuring the selectivity of the antenna. If the Q factor is too high, the antenna may
become too selective which can result in the narrowing bandwidth of the resonance. In
case the measured antenna quality factor is above the recommended value, Rq resistors
in series can be used to damp it.

The blue part within the Figure 7.2 is called the impedance matching circuit. The
capacitors C11, C12 and C2 are calculated so that the tuning circuit input impedance
(Zin2) matches the complex conjugate output impedance of the new RF generator, which
is made of the transceiver and its EMI filter at the operating frequency of 13.56MHz. As
seen in Figure 7.3, matching criteria in this case is Zin2 = Zout_EMI.

-

RX1

X1
CR95HF

RX2

—

Figure 7.3: Impedance matching with an EMI filter — [19]

Antenna

7.3 Matching circuit determined by software

The company STMicroelectronics provides a free software called ST25R95 EMI
a filter calculation tool on their website [20]. This software calculates the values of
impedance matching circuit, specifically the values of capacitors C11 = C12 and C2
according to the input values provided by the designer. In the Figure 7.4, it is possible to
observe how does the user interface is seen. Used correctly, this provides information
about the Low-pass filter, reader antenna parameters and the program calculate the
capacitor values. This software is simple to use and provides the designer with fast and
fairly accurate information about the matching circuitry, that is required to be used.
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Antenna circuit
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fres EMI Sl T filter to initial values and Tuning circuit

ResetValues | 1 sop.g7 Magnitude| Phase® €11/€12/€2 to calculated values.
4500 | 000

Figure 7.4: Calculator of impedance matching circuit in ST25R95 EMI filter
calculation tool

The program also provides the information on antennas reflection coefficient
displayed on the Smith Chart. Figure 7.5 shows just that.

ST25R95 Antenna circuit tuning: Smith Chart

& 1356 MHz

o 13 and 14.12 MHzMHz

s Ref] Coeff{(f) —7Zin=50 +jX

—Zin=40+ X

Zin=30 +jX

Zin=20 +jX Zin=20 +jX

Figure 7.5: Smith Chart drawn by ST25R95 EMI filter calculation tool
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After feeding the parameters for all six antennas used in this project, the ST25R95
EMI filter calculation tool determined these results for C11 = C12 and C2 respectively,
visible in Table 10. It is important to bear in mind that all of these values are purely
theoretically calculated with various software calculators. Real world values could differ
and components with the closest values will be used for testing.

Size Inductance Cl1=C12 C2
60 mm x 18 mm /2 357.66 nH 69.7 pF 339.2 pF
60 mm x 18 mm/ 4 932.95nH 49.9 pF 107.1 pF
60 mm x 18 mm /6 1.38 pH 48 pF 57.3 pF
47mmx34mm/2 426.68 nH 63.5 pF 285.2 pF
47 mm x 34 mm / 4 1.22 pH 48.7 pF 79.1 pF
47mmx34mm/6 2.1 uH 47.4 pF 32 pF

Table 10: Values of impedance matching circuitry calculated by software

7.4 Matching circuit determined by measurements with
network analyzer

The second option of how to match the output impedance with the impedance of
the antenna is to measure the parameters with the Agilent E5S071C Network Analyzer.
The network analyzer should provide the information about antennas’ inductance, as well
as real and imaginary components of the antenna coil and also the reflection coefficient.
This way, it is possible to obtain real parameters of each antenna specifically and compare
them with calculated values.

In the beginning, the Agilent E5071C Network Analyzer must be calibrated to
guarantee the integrity of the results. Calibration is done with Agilent N4433A electronic
calibration module, which is connected to the port used for measurements. After
connecting the calibration module, the option of ECal and then 1-port calibration is
chosen. With now calibrated device, it is time to calibrate the port with an extension cable.
For calibration of the port with port extension, it is required to run the calibration process
with open and short circuit at the end. With all calibrations completed, the device is ready
to be used. The first important measurement is to determinate the resistance and
inductance of each antenna (Ra and La in the Figure 7.3). These values were previously
calculated with eDesign suite. In the Figure 7.6, the measurement for antenna 60x18/6 is
visible. The measurement was carried out on the frequency of 1 MHz with the resulting
inductance of 1.54 pH and resulting resistance of 838 m2. This process must be repeated
for all the antennas. Results of the measurements are displayed in the Table 11.
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Figure 7.6: Measurement of resistance and inductance

. i Inductance - Inductance -
Size Turns | Resistance

measured calculated
60 X 18 mm 2 430 mQ 414 nH 357.66 nH
60 x 18 mm 4 670 mQ 1.04 pH 932.95 nH
60 x 18 mm 6 830 mQ2 1.54 pH 1.38 pH
47 X 34 mm 2 440 mQ 474 nH 426.68 nH
47 x 34 mm 4 670 m€Q 1.29 pH 1.22 pH
47 x 34 mm 6 840 mQ2 2.15 uH 2.1 pH

Table 11: Real properties of antennas

After establishing the parameters of the antennas, it is possible to procede to the
tunning part. The connection position in which the network analyzer was connected can
be seen in the Figure 7.7. When tunning the antenna circuit, it is crucial to consider all
the componenets included in the antenna circiut (EMI filter + matching circuitry) and also
the true length of the conductive traces. Therefore, the network analyzer device is
connected all the way after the inductors from EMI filter. With that being said, it is
possible to start preforming the return loss measurement in order to obtain the results of
antennas’ tunning frequency and impedance magnitude.
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Figure 7.7: Connection points for network analyzer measurements

Generally, when tuning RFID antennas with a similar layout, the designer must
consider these changes in order to get a well-tuned antenna:

1. Increasing or decreasing the capacitors in series (C12, C13, C14, C15 in
the Figure 6.6) will adjust the impedance magnitude. Decreasing the
values will lower the return loss and make the circle in the Smith chart
smaller. Increasing the values will cause the scenario to go vice versa.

2. Increasing or decreasing the capacitors in parallel (C16, C17 in the Figure
6.6) will adjust the tunning frequency. Increasing the values will reduce
the frequency and vice versa.

Antennas used in this project are assembled with the matching circuitry from
calculations made earlier. The assumption and hypothesis that software calculators were
not going to be far off from the reality is confirmed after performing the measurement on
all of the antennas. It is observed that the common defect on all of the antennas is a slightly
higher tunning frequency than desired 13.56 MHz. Therefore, on all of the antennas,
capacitors in parallel must be slightly increased to reach the best results. The ideal results
should look somewhat similar to ones in the Figure 7.8 representing tuned 47x34 / 6 turns
antenna.
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Figure 7.8: Results a) Return loss measurement, b) Smith chart antenna matching

of tuned 47x34/6 antenna
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The final list of the used matching capacitors values can be seen in the Table 12.
The pictures of all return loss measurements and Smith charts can be seen in the Appendix
B and C. The results of the measurements on the network analyzer are very similar to the
ones determined by the software, even with the influence of parasite capacitance created
by conductive traces taken into the consideration. Therefore, it is undeniable that software
nowadays provides a safe and fast option to obtaining the reasonable results within
antennas matching circuitry. However, it is not always as precise as measurements made
on the real product, so if the best results are necessary, tunning must be performed.
“Precise tuning is most important when creating an antenna with high Q factor for
ISO/IEC 15693 tags, as the sidebands are cut off if the bandwidth is too narrow and the
center frequency is off tuned, and that cutoff results in poor performance.” [17]

Size Inductance Cl1=C12 C2
60 mm x 18 mm / 2 357.66 nH 56 pF 345 pF
60 mm x 18 mm / 4 932.95nH 47 pF 112 pF
60 mm x 18 mm / 6 1.38 uH 47 pF 66 pF
47mmx34mm/2 426.68 nH 56 pF 292 pF
47mmx34mm/4 1.22 pH 47 pF 85.3 pF
47 mm x 34 mm/ 6 2.1 puH 47 pF 38.6 pF

Table 12: Final capacitor values determined by tunning on the network analyzer

7.5 Detuning caused by conductor

Well-tuned antennas should have the minimal return loss magnitude on the desired
frequency, similar to the Figure 7.8 a), having its lowest point exactly at 13.56 MHz.
However, any conductor near to the proximity of well-tuned antenna will detune it. When
moving the conductor towards the antenna, it will slowly decrease the inductance of the
antenna coil (eddy current on the metal plate) and therefore shift the minimum return loss
(resonant frequency) upwards. Figure 7.9 demonstrates the effect of the conductor on the
60x18/2 antenna. The marker shows the position of desired 13.56 MHz on both a) and b).
Since the minimum of return loss moved towards 14.56 MHz, the marker on the Smith
Diagram moved away from the center point (point of impedance matched). Detuning the
antenna with the conductor will lead to an overall worse performance, loss of reading
distance and more frequent errors in communication. These problems could be removed
by tuning the antenna with the conductor in its field. As it is known that the frequency
shifted upwards, increase in parallel capacitors should push it back downwards.
Depending on how far the frequency has shifted, an increase of capacitance must be
chosen adequately. This way, it is possible to bring back the center frequency back to the
chosen value.
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Figure 7.9: Results a) Return loss measurement, b) Smith chart antenna matchin
of antenna detuned by metal

Conductors within proximity of the antenna also lowers the Q-factor of coil
resulting in the loss of reading range. To a small extent, this could be eliminated by
decreasing the capacitors in series, yet the antenna will never reach the potential it has
without the metal close by. Hence, the designer must always consider the presence of
conductors close to the antenna.

As an example of how conductors effect the antennas performance, observe the
results of the reading range using the ISO/IEC 15693 transponder (for full comparison,
please visit chapter 9 — Testing of the reader). A single reading toggled through the
manual operation of the reader was able to read the transponder at the maximum distance:
around 69.8 millimeters. However, when a metal plate was placed close to the antenna
(Figure 7.10), the reader was only able to detect the transponder at the maximum distance
of approximately 30.5 millimeters. This is a loss of 57% from the possible maximum
reading range. If the antenna was to be tuned with the metal plate next to the antenna, it
is possible to regain some of that maximum reading distance back.

Figure 7.10: Testing of antenna with metal plate in proximity
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8. FIRMWARE

In the previous chapters, the hardware component of this project was established.
Consequently, one must now establish the software part of the project. In order for the
RFID reader to work properly, a program has to be made for controlling the functions.
As mentioned in chapter 5.2 (Conclusion of testing), programming interface
STM32CubelDE was used. Ultimately, there is an option to make a project using HAL
libraries (This option was used in the making of this project), which enables the designer
to set inputs/outputs, differing peripherals, and other properties via graphical interface
(Pinout view) while automatically updating the code after the changes were made. This
feature could be seen in figure 8.1. For example, when the UART needs to be configured,
the tab in the Pinout & Configuration menu can be used. This tab brings up a UART
configuration menu with basic parameters such as baud rate, which can be changed in any
given moment. When change happens, a code in the main file will be automatically
updated with the given properties. Inside the code of the main file, one can also find
multiple spaces labeled the USER CODE which could not be changed by the automatic
updates of HAL libraries and will always stay the way user writes them. Because of this,
the user needs to be extremely cautious to only write their code in these spaces, otherwise
it will be deleted or overwritten by the automatic update. This is not the only way to
program ST’s microcontrollers but for the purpose of this project, STM32CubelDE is the
easiest and most efficient way to utilize the program. The program is written in the C
programming language as it is the default when it comes to programming hardware.

put
p

L 12C1_SDA
L I2C1_SCL

L GPIO_Outpu

=k GPIO_Out

PB2
PBB

B1 [Blue PushButton] |FlEhER]
RCC_OSC3Z_IN [FEAENE TMS

RCC_OSC32_0UuT |Eehist]

RCC_OSC_IN [Flail.
RCC_OSC_OUT |PFA-.. | USARTI_RX
oy USART1_TX
FCO 2 GPIO_Output

FG1

P2

PC3 GPIO_Output

STM32F030R8Tx

USART_TX

- «
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USART_RX
2 [Green Led]

GPI0_Cut

Figure 8.1: Graphical inte_rface of STM32CubelDE, pinout view
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The program consists of a main file, which incorporates a source file with
functions for operating the display, a source file containing the declaration of fonts for
display and a source file with functions for operating the reader.

8.1 Communication interfaces

In the beginning, both UART 1 and 2 should be inspected, to ensure the correct
properties for the communication are set. Since the main communication between
computer and CR95HF is carried out by UART, it will be described first. UART 1 is set
to a baud rate of 57600 Bits/s with word length of 8 bits, no parity and 2 stop bits. UART
2 in the other hand, is set to a baud rate of 38400 Bits/s with word length of 8 bits, no
parity and 1 stop bits.

Secondly, the communication with display is carried out by 12C interface. More
precisely, data which is set to be displayed on the OLED display is sent via SDA wire.
For timing configuration, 1°C speed mode is set to Fast mode with the frequency speed at
400 kHz.

8.2 Display

The library used for controlling the OLED screen made by Alexander Lutsai is
available at his GitHub repository: https://github.com/SL-RU/stm32libs. With this
library, is it possible to display characters (or string made out of regular characters), scroll
through the screen in any direction, invert the colors of individual pixels and draw a line,
rectangle, triangle, circle, and desired bitmap. For using the bitmap function, hexadecimal
code with instructions for each pixel has to be saved in the program directory.

Part of the library also contains a file with fonts of 3 different sizes: 7x10, 11x18
and 16x26 pixel with a sets of basic characters. Each character has its information about
each pixel stored in a hexadecimal code, similar to the bitmaps. Example of the code that
will print “RFID SCANNER” on the display in the 11x18 pixels font:

SSD1306_Init (); // initialize the display
SSD1306_GotoXY (45,10); // go to x=45, y=10
SSD1306_Puts ("RFID", &Font_11x18, 1); // print RFID
SSD1306_GotoXY (30, 30); // go to x=30, y=30

SSD1306_Puts ("SCANNER", &Font_11x18, 1); // print SCANNER
SSD1306_UpdateScreen(); // update screen

Each function, which is changing the information displayed on the display is
storing the information about each individual pixel in the internal RAM. After each set of
changes, function UpdateScreen must be called, which toggles the pixel inversion stored
inside the internal RAM.
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8.3 Reader source file

On the top of reader source file called cr95hf.c, are multiple #define for variables
which will be used throughout the file. After the declaration of variables, there are 3
functions which take care of the reading and writing into the UART buffers. The
aforementioned functions allow the communication between the host computer and
extension board to be possible as they write the values in the UART 1 buffer connecting
the microcontroller and expansion boards from what the user types on their computer and
sends into the UART 2. Ultimately, the functions read the responses from the CR95HF
in UART 1 and send the messages into the UART 2 for the user to see on their screen.

8.3.1 Operating modes

The CR95HF has 2 operating modes: Idle and Active. In Active state, the CR95HF
communicates actively with a tag or an external MCU. Idle state (wait for event) includes
two low consumption states: Hibernate and Tag Detector. Following the operating modes,
the wake-up function (low pulse on the IRQin pin) is then established as is shown in the
Figure 8.2. This wakes up the transceiver from the idle state. On the other hand, to send
the IC into an idle state, another function could be deployed. This function has a set of
bytes that are sent to the I1C, and depending on the values set in those bytes, the CR95HF
can pick between the two idle states. If the third byte is set to 0x08, the IC switches into

hibernate mode, while if the third byte is OXOA it switches into Tag detector mode.
i WAIT FOR EVENT
SUPPLY OFF

POWER UP HIBERNATE SLDEEETPE’CFT'SED TAG DETECTOR
Y/
0 J \7

WAKE IDLE
upP CODE

ACTIVE

CARD EMULATION READER

PROTOCOL
SELECT

PROTOCOL
SELECT

Figure 8.2: CR95HF initialization and operating state change — [11]
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8.3.2 Initializations

The next part of the code includes initializations of different standards for the
CR95HF. According to the data sheet — [11], program have to send specific bytes
(command) to the CR95HF, which will recognize from the bytes what standard will be
used in the next reading (different standards have different reading procedures, therefore
they need to be initialized specifically). There are 2 or 3 commands sent to the transceiver
one by one and after each of them, the program has to wait for the positive response from
CR95HF before sending the next command. The first command is the protocol select.
The byte composure is as follows: first byte is the command code (protocol select = 0x02),
second byte is the length of the data being sent, and third byte on is the data. For example,
cmd_init1[] = {@x02, 0x02, 0x02, oxee} is the command to select ISO/IEC 14443
Type A tag with 106 Kbps transmission and reception rates and 86/90 time interval. After
the CR95HF successfully selects the protocol from the command, it will send a 0x00
(positive) response. The second command is usually for improving the RF performance.
Adjusting the Modulation Index and Receiver Gain parameters helps improve application
behavior. For this purpose, command Write register (WrReg with the code 0x09) is used.
In the datasheet, a table for each standard with a default, recommended and possible
values is presented, allowing the user to optimize for their application. For the ISO/IEC
14443 Type A standard, there is an extra third command that adjusts the synchronization
between the digital and analog inputs by fine-tuning the Timer Window (TimerW) value.
This is done for improving frame reception for the tags.

REQA ] —
Proprietary ATQA
frames and
protocol

NO

Bit frame
anti-collision

]
suppotred? @]
‘_ . I
YES Anti-collision loop B
> e
w
>

MIFARE uID + SAK

protocol
NO YES
ISO 14443-4
PCD =0 PICC

Figure 8.3: Principle of card activation sequence of ISO/IEC 14443A —[14]
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8.3.3 Reading algorithms

After the initializations are carried out successfully, the reader is in its active mode
and it is ready to read the tags. The next two functions allow for the reading of the tag to
occur for both ISO/IEC 14443A and ISO/ IEC15693 standards. Similarly, as different
protocols had different initializations, tags based on different protocols also require a
various ways to read the UID and data. Based on the first standard (ISO/IEC 14443A), to
read the tag, it first needs to be selected. This process is defined as card activation
sequence in the standard. This card activation process is shown in the Figure 8.3.

8.3.3.1 Anti-collision loop of ISO/IEC 14443 Type A standard

In the beginning, the reader sends a REQA (Request command, type A) to which
the transponder responds with a ATQA (Answer to request, type A). The content of the
ATQA could be ignored in a real application, even though it suggests the length of the
UID; and indicates that the tag supports the anti-collision scheme. After the reader
receives the ATQA, the anti-collision loop can be started. This process is shown in Figure
8.4. The loop begins by the reader sending an anti-collision request number one, allowing
the transponder to reply with either all four bytes of its UID or with a cascade byte
followed up by three bytes of its UID. With a cascade byte being the first byte of the
response (value 0x88 is used by ISO/IEC 14443 A standard), the reader can determine
the length of the received UID information.

Anti-collision loop

Anti-collision L1 _
: UID0-UID3 or CT+UIDO-UID2

| Select

1 Select Acknowledge (SAK)
<

w
O
Anti-collision L2 K
UID complete? &
: UID3-UID6 or CT+UID3-UID5 3
YES Select >
\_ Select Acknowledge (SAK
~
A 4
UID & SAK OPTIONAL
Anti-collision L3
PCD PICC

Figure 8.4: Principle of anti-collision loop — [14]

46



After the reader receives the response, it will send a select tag command. The tag
will respond with the SAK (Select acknowledge) which contains various strategic
information segments for the reader. Two bits are exceptionally important, and need to
be investigated by the reader. These bits are third and sixth. The third bit showcases if the
UID is (value = 0) or is not (value= 1) complete. The sixth bit displays if the tag is
compliant with the ISO/IEC 14443-4 section (value = 1) or if it is compliant with other
protocol (value = 0), as Figure 8.3 suggests.

For example, the SAK value of single Mifare classic card is 0x08. When this
hexadecimal value is converted into binary (0000 1000), it is possible to notice both the
third and sixth bits are 0, which reveals that the UID is complete, and it is compliant with
Mifare protocol. Values for other Mifare tags can be found in [14]. If the third bit of the
SAK turns out to be 1, the reader then sends anticollision request number two and the
whole process repeats. If the third bit of SAK in the second Anticollision request is still
1, a third anticollision request must follow, and an UID will be 10 bytes. This, however,
is very rarely used and most of the tags are either 4 or 7 bytes long.

8.3.3.2 Reading of ISO/IEC 15693 tag

In comparison to the much more complicated process of the anti-collision loop
mentioned earlier, reading of ISO/IEC 15693 standard based tags is much easier. After
initialization of the standard, all that is needed to receive an UID of the tag is to send a
request to read inventory slot via SendRecv command.

8.3.4 Sending commands

Commands sent to the tag by the reader are called Send Receive commands
(SendRecv) and their command code is 0x04. This command sends data to a tag and then
waits for the reception of the reply. After the command code byte and length byte, data
sent to the tag varies for each request or message sent by the reader for the tag it is
communicating with. For example:

const uint8 t cmd_reql5[] = {0x04, 0x03, Ox26, Ox01, 0x00};
cr95write(cmd_reql5, sizeof(cmd_reql5));

command will send a earlier mentioned request to read a inventory - 1 slot of the tag with
uplink properties being 100% ASK, ¥ coding and downlink properties being high data
rate and single sub-carrier. Composition of these commands and various related
information and examples can be found in the datasheet either in the description of the
commands or in the Appendix D — Examples [11].
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8.3.5 UART Commands

Multiple approaches to control the actions of the reader can be implemented. One
example of this approach is a reader reading in an endless loop with a pre-set delay; the
second example being pre-programmed commands which will be sent to the reader for
execution. For the development phase, the second option makes more sense as it is easier
to debug each step of the program individually. The function uart_process_command was
designed to serve such purpose. It reads the user’s input into the UART 2 and executes
any command assigned to the input. Here is the list of all the inputs and their commands:

e ON -> Initializes UART 1, sends the wakeup command and turns on the LED.
e OFF - Deinitializes UART 1 and turns off the LED.

e ECHO - Verifies the possibility of communication.

e IDN - Requests short information about the CR95HF and its revision.

e INIT(standard) - Initializes the standard of user’s choice.

e READ(standard) - Reads the UID of the tag .

e CALIBRATE - Turns on the Tag detection calibration procedure.

e |IDLE - Sets the reader into Idle state.

e WAKEUP - Sends the wakeup command to the reader.

e AUTO > Sets the reader into Tag detection state.

| COM?7 38400 bps, 8N1, no handshake

an

RFID OM

WAKELIP sent

init14

Initiation of 14 yes yes yes
read

ATOA=0400280000
UJIDCL1=0ED4FE C1 35230000
SEL1 Response = 08 B6 DD 08 00 00
UID = E 4FE C1

read

ATOA=440028 0000

JID CL1=8802A4E1 CF 280000
Collision detected, longer UID!
SEL1 Response =24 D8 36 08 00 00
UID CLZ = B1 40 96 B0 D7 28 00 00
SELZ Response =20FC 70 08 00 00
UID=2A4E1B14096 B0

Figure 8.5: Communication with the CR95HF provided by serial terminal

An example of the communication with the CR95HF can be seen in Figure 8.5.
The user has full control of what is happening with the reader and could easily
demonstrate the functions of the reader with pre-programmed commands. Entering the
earlier mentioned inputs will carry out the desired command and displays the information
as a response. It is worth mentioning that the final program will work with any serial
terminal after setting up the right properties.
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8.4 Tag detection calibration

According to the [11], when the transceiver CR95HF is set to the tag detection
mode, it regularly emits RF bursts and measures the current in antenna (Iprive). When
transponder enters the readers field, it modifies the antenna loading characteristics and
induces a change in Iprive. This new value must be compared to the reference value
established during the tag detection calibration process. (Note that values are converted
to digital representation via 6-bit DAC.) This enables the transceiver to decide whether
the tag has entered or not the field of reader. The calibration process must be done without
any tag in the proximity of the reader in order to establish the correct reference value. The
reference value (DacDataRef) will be reused to define the tag detection parameters
(DacDataL and DacDataH).

During the process of calibration, DacDataL value is set to 0x00 and DacDataH
value is changed by the program from its maximum (OxFE) to the minimum (0x00). The
outcome of the calibration is a DacDataRef which correlates with DacDataH for which
the wake-up event switches from time-out to tag detect. In the beginning, program forces
the wake-up event to be both tag detect and time-out to test out proper the functionality:

uint8_t cmd_cal[] = { ox07, OxOE, 0x03, OxAl, 0Ox00, OxF8, Ox01l, 0x18, 0Ox00,
0x20, Ox60, Ox60, 0x00, 0x00, Ox3F, 0x01 };

cmd_cal[13] = ox@0; //wake-up event (data[@]) must equal tag detect (0x02)
cr95write(cmd_cal, sizeof(cmd_cal));

printf("CAL #0 0x%02x %c, result 0x%02x\n", cmd_cal[13], (cr95read(data, &len)
== 0x00) ? 'y' : 'n', data[e]);

cmd_cal[13] = OxFC; //wake-up event (data[@]) must equal time-out (©x01)
cr95write(cmd_cal, sizeof(cmd_cal));

printf("CAL #1 0x%02x %c, result 0x%02x\n", cmd_cal[13], (cr95read(data, &len)

== 0x00) ? 'y' : 'n', data[@]);

After the first two test calls, the program will start to decrease the DacDataH value
until it reaches wake-up event to tag detect. Once it is reached, the value will be increased
to find the precise point of the change. Steps for decreasing/increasing are as follows: -
0x80, +/-0x40, +/-0x20, +/-0x10, +/-0x8, +/-0x4, -0x4 (1 DAC step equals 0x04,
therefore it is the smallest change in calibration). Observe the code for one iteration of
the calibration:

if (data[@] == 0x01) cmd_cal[13] -= 0x40; else cmd_cal[13] += 0x49;
cr95write(cmd_cal, sizeof(cmd_cal));

At the end of the calibration procedure, corresponding DacDataH is stored as a
reference value DacDataRef. To avoid too much of sensitivity, [11] recommends using
guard band of 0x08 for the DacDataL. and DacDataH used in the idle command.

DacDatalL = DacDataRef — Guard and DacDataH = DacDataRef + Guard
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8.5 Modes of reader operation

After powering up the device, the application can work in two modes: Manual
operation and Automatic operation. These modes can also be switched by pressing a
button. In manual operation, the reader is solely operated by the uart_process_command
function. In this mode, the reader waits for each command made by the user to be
executed. It is also ideal for debugging and testing of the functionalities possible within
the CR95HF.

In automatic operation, the reader operates according to preset commands. Most
of the commercially sold RFID readers usually work on their own without any input from
the user needed. Therefore, in automatic operation, after powering up the device and
running through the echo command to make sure communication is established, the
reader goes directly into the tag detection mode. The preset commands are as follows:

uart_process_command(“on”);
HAL_Delay(5000);
uart_process_command(“echo”);
uart_process_command(“auto”);

It is also worth mentioning, that the serial terminal does not have to be used at all
in this case. This is possible due to the reader being in the tag detection mode, which
operates on its own, and also having a display showing the data which would be normally
shown in the terminal. Due to the size of the display, it does not show all of the data, but
works more like a conventional reader only showing the most important information (UID
or Error). Another possibility is to have LEDs show the outcome of the reading (Green =
successful reading, Red = error) or a buzzer signaling the reading process was carried out.

8.6 Source codes

The entire application with all of its source codes, libraries and other files is
available at GitHub repository https://github.com/MichalObs97/RFID_CR95HF VUT/.
This program is a free software: you can redistribute it and/or modify it under the terms
of the GNU General Public license as published by the Free Software Foundation, either
version 3 of the License, or any later version.
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9. TESTING OF THE READER

After designing and assembling the RFID reader together, it is required to test out
the functionality, tag detection calibration and read ranges of the antennas. As the test of
the functionality is fairly simple, this chapter will focus mainly on comparing the read
ranges of antennas and tag detection calibration procedure. As mentioned in chapters 6
and 7, part of this project is to have multiple antennas in order to compare how different
parameters influence the reading ability of the antenna. Therefore, two different sets of
experiments (antennas tuned by ST software and network analyzer) were performed,
assuring that the wider scope of comparisons is included.

In theory, antennas with higher inductance values offer a wide band matching,
which is supposed to be an improvement for communication. Along with this, higher
inductance is caused by more turns of the conductive trace, and more turns allows for a
better coupling factor with the transponder. Contrarily, antennas with lower inductance
offer a much narrower band in combination with large Q factor. The generated field
becomes higher, in part to much lower impedance; therefore, the reading distance should
be higher, and the transponders based on ISO/IEC 15693 should theoretically work better.

9.1 Antennas tuned by software

Testing of the antennas tuned by ST software mentioned in chapter 7.3.

9.1.1 Comparison of reading ranges using different
transponders

In the Experiment number 1, comparison between antennas using 5 different
transponders, based on different standard and technologies was carried out. The
transponders used in experiment 1 were:

1. ISIC School card — Mifare Classic 1k, NFC-A
Bank Card — Mifare Classic 1k, IsoDep, NFC-A
Bank Card — Mifare Plus, IdoDep, NFC-A
Circle tag — Mifare Classic EV1

ISO/IEC 15693 tag — NFC-V

o bk N

The first transponder is a basic Mifare classic school card, similar to other access
cards used throughout the world. Alternatively, the next two card transponders, are bank
cards used for contactless payments with one being Mifare classic and other being Mifare
Plus. The next transponder used in this experiment is circle tag normally used as a access
key to an apartment building. In this case, the size and shape of the transponder is different
to the cards used earlier, therefore comparing how different shaped and sized tags work

o1



with different shaped and sized antennas. The last transponder is ST25TV-eSEAL, a tag
based on ISO/IEC 15693 standard and NFC Forum type 5.

The diversity of using various shapes, standards and technologies will serve as a
strong indication for testing the maximum possible reading range of antennas in various
scenarios. The reader was set in tag detection mode, which automatically detects the
presence of the transponder in its field. For each combination of transponder and antenna
individually, 2 sets of 10 measurements were performed. For each set, the maximum
reading distance was recorded (distance obtained by using electronic digital caliper) and
then averaged with the value from the second set. Results of the experiment 1 are as
follows in the Table 13.

Size ISIC — Bank — Bank — Circle —
mm]/ | Inductance Mifare Mifare NXP Mifare ISO 15693
classic 4B classic 7B | Mifare Plus classic tag [mm]
turns
[mm] [mm] [mm] [mm]
60x18 /2 | 357.66 nH 21.8 18.6 18.7 9.3 26.6
60x18/4 | 932.95 nH 15 13.7 14.5 6 20
60x18/6 | 1.38 uH 11.9 12 11.9 4.3 15.7
47x34 /2 | 426.68 nH 21.3 18.2 18.9 9.8 26.8
A47x34 1 4 1.22 pH 17.9 18.1 18.5 8.2 26.9
47x34 16 2.1 uH 15.4 14.2 16.8 7.1 24.3

Table 13: Comparison of maximum reading distances using different transponders

From the results of experiment 1, is it possible to determine that the ISIC school
card was in most cases detected slightly earlier than other two bank cards. Although the
bank cards were detected slightly later than school card, the reading process was
successful in almost 100% cases with only 4 out of 240 readings resulting in error. This
cannot be said about the school card rate of success. While both 6 turns antennas were
approximately 95% successful in their readings at the maximum distance, the other two
47x34 antennas were successful in only 50% of the cases and other two 60x18 antennas
were only successful a meekly 10% of the time. The 47x34/4 antenna started to work
reliably with almost a 100% success rate at around 15.5 millimeters and the 47x34/2
antenna at around 18 millimeters. This loss of 1/7 from maximum reading distance to
have reliably working antenna is a fair tradeoff. The remaining two 60x18 antennas were
not so generous with their tradeoffs. They both started to work with almost 100% success
rate at around 6 millimeters and were very dependent on rotation and position of the
transponder. The circle transponder had in comparison to other transponders had a much
lower maximum reading range. The success rate of every antenna was 100% when the
tag was as close as 5 millimeters. With ranges over 5 millimeters, the success rate went
down with inductance, as also shown with the school card.
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It is important to note that in all of the test cases regarding ISO/IEC 14443A tag,
REQA and ATQA went through successfully. Later, in the cases resulting in error, the
problem occurred solely inside the anti-collision loop. That proves that even tags which
were not successful in the whole communication process were at least detected and
acknowledged by the reader. Since tags based on ISO/IEC 15693 do not have to go
through the process of anti-collision, the success rate of readings was 100% throughout
all of their test cases. Also worth mentioning is that the maximum reading distance was
approximately 5 millimeters more than the best ISO/IEC 14443A tag, which is a
significant improvement.
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Figure 9.1: Comparison of maximum reading distances using different
transponders

Another observation from the experiment is that, while antennas with 6 turns were
successful in completing the communication procedures, they were slightly more
inconsistent in keeping the maximum distance on the same value. While other antennas
started to work in all 20 measurement around same value, antennas with 6 turns differed
in some cases as much as 1 millimeter.

9.1.2 Testing of the Tag detection calibration procedure

As described in chapter 8.4, tag detection calibration determinates the reference
Iorive value for current in the antenna without any tag in proximity. This value is
represented by the DacDataRef variable in the program, which is calculated in the
calibrate command of the uart_process_command function. This value could differ for
each antenna, so in the Table 14, it is possible to see the results for each antenna,
respectively. For each antenna, a calibration procedure was performed 10 times to ensure
the repetition aspect of the experiment.
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X_
Antenna | NUCLEO-
NFCO03

A47x34 1 | 47x34 ] | 47x34 [ | 60x18/ | 60x18/ | 60x18/
2turns | 4turns | 6turns | 2turns | 4turns | 6turns

Reference

0x80 0x44 0x74 0x74 Ox4c 0x5c¢ 0x5c¢
value

Table 14: Reference values from calibration procedure

Out of 10 repetitions, X-NUCLEO-NFCO03 and antennas with 2 turns kept the
same reference value throughout all of them. In the case of remaining antennas, they
shifted the reference value as one step of DAC (+/- 0x04) in 1 or 2 out of 10
measurements. This occasional shift does not have any effect in real use of the reader
because of guard band (4 steps of DAC wide) mentioned earlier. Another observation
visible from the results is that antennas with lower inductance have also lower reference
values, meaning lower Iprive needed to trigger the wake-up event to tag detect.

9.2 Antennas tuned by network analyzer

Testing of the antennas tuned by network analyzer mentioned in chapter 7.4.

9.2.1 Comparison of reading ranges using different
transponders

The second set of experiments is fundamentally the same as the previous set with
the only difference between the sets being the calibration of antennas. In the first set of
experiments, antennas used were based solely on software calculations. In this set of
experiments, antennas were measured on a network analyzer to ensure that performance
of the antenna is at its finest. The goal was to compare how much the software calculator
can match values that are measured and tuned on the actual antenna. The results of the
second set of experiments are as follow:

Size ISIC — Bank — Bank — Circle —
mm]/ | inductance Mifare Mifare NXP Mifare ISO 15693
classic 4B classic 7B | Mifare Plus classic tag [mm]
turns
[mm] [mm] [mm] [mm]
60x18 /2 414 nH 22.5 20.8 20.7 11.3 32.6
60x18/4 | 1.04 pH 17.6 15.8 15.5 7.3 24.3
60x18/6 | 1.53 uH 14.1 13.8 13.9 6.2 18.6
47x34 | 2 474 nH 29.3 24.6 24.9 12.9 36.7
47x34/4 | 1.29 uH 24.5 22.1 22.8 11.2 34.5
47x34/6 | 2.15pH 22.3 19.2 19.0 104 32.2
Table 15: Second comparison of maximum reading distances using different
transponders
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The results show a small improvement in the reading range on all of the 60x18
antennas and decent improvement on all of the 47x34 antennas. However, not only did
the reading range improved, but the biggest improvement happened in the success rate of
readings. Previously, the school card in combination with antennas 60x18/2 and 60x18/4
worked only at 10% of the times. After tuning antennas on the network analyzer, the
success rate jumped to approximately 85%. The same occurred with the rest of the
transponders that only worked 50% of the times before the tuning and went up to 95%
after the tuning. As far as usability of the reader, raising the success rate of reading is the
most important improvement, because the anti-collision process goes fully through.
Without tuning, it would be fatal error, that would make the reader practically unusable.
Improvement in reading range is not very substantial when it comes to the everyday use
of the RFID reader and the user would hardly notice any difference.

COMPARISON OF MAXIMUM READING
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Figure 9.2: Second comparison of maximum reading distances using different
transponders

9.2.2 Testing of the Tag detection calibration procedure

Another experiment was executed to notice the changes in the tag detection
calibration process. It is possible to observe that tuning also influenced the DacDataRef
value converted from Iprive. Full results are displayed in the Table 16.

X-
Antenna | NUCLEO- ‘;7313;;18/ Tt’f;;‘s/ ‘gt)l‘f;;‘s/ E;Otﬁis/ iotﬁﬁs/ E;Ozjlris/
NFCO03
Reference 080 ox6C | ox7C 0x7C/ 060 0x78 0x78
value 0x80

Table 16: Reference values from calibration procedure after the antenna tuning
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The results of the second experiment indicate the fact that each antenna’s
hexadecimal value raised couple of DAC steps. When comparing all 6 of the antennas, it
Is clear to see that lower inductance antennas still have a smaller number than the rest of
them. Also worth mentioning is the fact that apart from the 47x34/6 antenna which kept
switching between values 0x7C and 0x80 with 50% chance of each, other antennas did
not move a single DAC step and kept the same values throughout all 10 measurements
this time. That is again an significant improvement and with the combination of guard
band will make the antennas more stable.

9.3 Test results

It is safe to say that tuning the antennas to the best possible result will greatly
improve their usability. While software tuning provided a decent working solution with
decent reading range, tuning the resonant frequency closer to the desired 13.56 MHz
proved to make the antennas more stable with slight reading range improvement.

Table 17 shows the impact, network analyzer tuning had on the results in
comparison to the tunning by software calculators. It is worth mentioning that the change
in reading range for 43x34 antennas might appear as a notable change, however the
improvements were realistically in the range of 6-8 millimeters, which is negligible
change for real life application. The biggest difference between the results for the tuning
procedures was in the repeatability and success of communication. As mentioned before,
this change has an enormous impact on the final product making it a stable, reliable
device. For a commercially sold products like RFID door openers, school card readers
etc., it is a must to be able to read the transponders consistently. When a customer places
their card/key into the reader’s field, they will not be bother about the millimeters change
in reading range, but if the reading fails multiple times before first successful reading, he
will most likely look for another more stable option. Therefore, the designer should
always consider tuning the antennas with the network analyzer.

60x18/ | 6Ox18/ | 6Ox18/ | 47x34/ | 47x34/ | 47x34/
Antenna

2 turns 4 turns 6 turns 2 turns 4 turns 6 turns
—
Changein | ioee | 41006 | +11.6% | +11.3% | +57% | +2.4%
inductance
Change in
reading | +32% | +17.3% | +185% | +39% | +36.9% | +44.8%
range
Change i
ange I 1 1558500 | 15-585% | 95-595% | 50>95% | 50>95% | 95->95%
success rate

Table 17: Comparison on how tuning by the network analyzer affected the results.
Change in success rate and reading range are from testing of 1SIC school card
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10. CONCLUSION

The topic of my master’s thesis was the RFID Reader for 13.56 MHz Band. My
focus was to describe the general problematics of RFID and NFC technology. To begin,
I introduced the RFID technology, while describing the basics, physical and operating
principles, frequencies on which the usual systems work, and went over the standards
ISO/IEC 14443 Type A/B and ISO/IEC 15693, which set the worldwide standards used
in this technology.

Secondly, | described the technology of NFC, as it is in relation with RFID. It
operates on similar physical and operating principles, the same frequency as HF RFID
systems and NFC tags are able to interact with the RFID readers. Near field
communication tags can be divided into multiple categories, depending on its data
transfer, mode of operation, or according to the NFC forum (non-profit association). All
of these categories are described in the theoretical part of my thesis. There are also new
standards for specifically this technology, and those are ISO/IEC 18092 or ECMA-340
(NFCIP-1) and ISO/IEC 21481 or ECMA-352 (NFCIP-2).

The following chapter describes the transceiver integrated circuits made by three
different companies (ST, NXP, Texas Instruments). This chapter goes over their main
features and characteristics to compare three of the most used ICs on the market. The
comparation reveals that these transceivers are very similar with just small differences,
which could make them unique and separate them from the competition for some specific
applications.

For the practical part of semestral project, | first tested the CR95HF transceiver
integrated on expansion board X-NUCLEO-NFCO03. This is an already working education
board for users to get to know the functions of the transceiver. | have designed a program
that could read the UID of the basic ISO/IEC 14443 A tags and Mifare classic tags, with
the anti-collision process up to 7 byte UID.

For my master’s thesis project, | designed a working prototype of a RFID reader
board, which connects on top of any microcontroller with Arduino connectors. It contains
the transceiver, OLED display, 2 signaling LED’s, buzzer for audible signaling, and a
button to switch between the working modes and passive components required for
operation. On the bottom of the reader is a connector for interchangeable antennas. I
designed 6 different antennas (2 different sizes, each having 3 different inductance value)
to be able to compare them in different scenarios and how different tuning procedures
affects them.
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| took the control program made for the semestral project and built upon it. |
tweaked the program to fit my reader board and added the option to choose from manual
or automatic operation of the reader. | have also added support to read transponders based
on ISO/IEC 15693, added support for OLED display and moved all functions that control
the CR95HF into its own library file.

With the boards assembled and the control program running, | have performed a
calculations of matching circuits trough the software provided by STMicroelectronics and
afterwards tested the functionality of each antenna. Eventually, | tuned the antennas on
Agilent E5071C Network Analyzer and tested the tested the functionality of each antenna
again.

In a conclusion, transponders with antennas which size and shape are comparable
to the antennas on reader are recognized in greater distance (for example school card was
detected at maximum distance of 29.3 mm while circle key tag only 12.9 mm with the
same reader antenna). Another observation | made was that the software solution for
impedance matching is not far from reality and provides usable results in the case of
reading distance and debugging the functionality. However, in case of the repeatability,
software solution lacks a significant amount behind tuning on network analyzer. While
difference in the reading distance is negligible, antennas tuned on the network analyzer
were successful in more than 90% of their readings overall, which a significant
improvement to previous dismal 50%, in some cases even 10% recorded with software
solution.

Different scenarios happen when inserting a conductor in the proximity of the
reader. Because antennas’ inductance is lowering, resonant frequency shifts upwards and
even a perfectly tuned antenna will get detuned. Therefore, it is recommended to avoid
any conductors in the proximity of an antenna, or in case it is necessary to use the
conductor close by, as the antenna must be tuned in the environment it will later be used
in.
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Abbreviations:
FEKT
VUT
RFID
NFC
uiD
UART
SPI
HDX
FDX
EEPROM
FRAM
LF
HF
UHF
ISO
IEC
EMI

MCU
GPIO
LED
OLED
SAK
DAC

Symbols:

U
I
f
L
C

Fakulta elektrotechniky a komunikaénich technologii
Vysoké uceni technické v Brné

Radio frequency identification

Near field communications

Unique identifier

Universal Asynchronous Receiver/Transmitter
Serial Peripheral Interface

Half duplex

Full duplex

Electrically erasable programmable read-only memory
Ferroelectric random-access memory

Low frequency

High frequency

Ultra-high frequency

International Organization for Standardization
International Electrotechnical Commission
Electromagnetic interference

Integrated Circuit

Microcontroller unit

General purpose input output

Light emitting diode

Organic light emitting diode

Select acknowledgement

Digital to analog converter

Voltage [V]
Current [A]
Frequency [Hz]
Inductance [H]
Capacitance [F]
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Appendix B — Return loss of tuned antennas
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Appendix C — Smith charts of tuned antennas
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Appendix D — OLED display interface

a) Home screen b) Executing Echo Command

-

’ > : r!r. LA ) > 4 & R - - e
® . cowe =@®

RFID  ECHO
SCANNER COMMAND
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c) Executing IDN Command d) Calibration process
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e) Transponder with 4B long UID f) Transponder with 7B long UID
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g) Error occurred during reading
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h) manual operation
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