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Blockchain in the Pharmaceutical Industry

Abstract

The importance of pharmaceutical companies is undeniable in the world we live in.
Pharmaceutical companies do extensive work in clinical research, drug development and in
increasing market access. Pharmaceutical companies spend billions of dollars each year on
a quest to solve humanity’s biggest health issues. The advancement in the technology that
pharmaceutical companies have collectively brought to our world has increased the
longevity of humans and animals alike, and at the same time has improved quality of life

and alleviated suffering.

As with every other industry, pharmaceutical companies and their supply chains have a
complex and high stakes relationship. The pharmaceutical supply chain often involves
multiple stakeholders that contribute from the raw material sourcing to the packaging and
shipping of the end product to the patient in need. Supply chain suffers from an archaic way
of records keeping where data is oftentimes centralized and there is no easy way of verifying
the veracity of records in a reasonable amount of time. Cold chains, which are effectively
supply chains that need to adhere to a regulated temperature, suffer from this issue in
particular because there needs to be a way to keep temperature records throughout the

lifecycle of a certain product or material.

This thesis aims to show a way to solve one of the most persistent issues in healthcare in
general which is the blood cold chain. The current ways of making sure that the blood needed
by a patient is actually safe to use are outdated because there is a risk of falsification
associated to them. The thesis presents a better way to handle the blood cold chain by using
blockchain technology to design an application that would solve most of the issues

associated with the current way of working.
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healthcare



Blockchain v farmaceutickych spole¢nosti

Abstrakt

Vyznam farmaceutickych spoleCnosti je ve svété, ve kterém zijeme, nepopiratelny.
Farmaceutické spolecnosti odvadeji rozsahlou praci v oblasti klinického vyzkumu, vyvoje
1€kt a pii zvySovani piistupu na trh. Farmaceutické spole¢nosti utraceji kazdy rok miliardy
dolarti na hledani feSeni nejvétSich zdravotnich problému lidstva. Pokrok v technologii,
kterou farmaceutické spolecnosti spolecné pfinesly do naseho svéta, zvysil dlouhovékost lidi

1 zvifat a zaroven zlep$il kvalitu zivota a zmirnil utrpeni.

Stejné jako v kazdém jiném odvétvi maji farmaceutické spolecnosti a jejich dodavatelské
fetézce komplexni a vysoce sazkové vztahy. Farmaceuticky dodavatelsky fetézec Casto
zahrnuje vice zucCastnénych stran, které prispivaji od ziskavani surovin az po baleni a
prepravu kone¢ného produktu pacientovi v nouzi. Dodavatelsky fetézec trpi archaickym
zpusobem vedeni zaznamu, kdy jsou data Casto centralizovana a neexistuje snadny zpusob,
jak oveéfit pravdivost zaznami v rozumném cCase. Chladirenské fetézce, coz jsou ve
skute¢nosti dodavatelské fetézce, které musi dodrzovat regulovanou teplotu, trpi timto
problémem zejména proto, ze musi existovat zpusob, jak uchovavat teplotni zaznamy po

celou dobu zivotniho cyklu urcitého produktu nebo materialu.

Tato prace si klade za cil ukazat zplisob, jak vyfeSit jeden z nejtrvalejSich probléma ve
zdravotnictvi obecn€, kterym je zmrazovaci fetézec krve. Soucasné zpusoby, jak zajistit, aby
krev potfebna pro pacienty byla skute¢né bezpecna, jsou zastaralé, protoze je s nimi spojeno
riziko padélani. Prace predstavuje lepsi zpusob, jak se vyporadat se studenym fetézcem
pomoci technologie blockchain k navrhu aplikace, ktera by vyfeSila vétSinu problému

spojenych se sou¢asnym zpusobem prace.

Klicova slova: Blockchain, u¢etni kniha, dodavatelsky fetézec, sledovatelnost, Ethereum,

design, schéma, zdravotnictvi
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Introduction

The healthcare industry is critical to humanity’s wellbeing and longevity of life. To
ensure that we survive and thrive in this world, constant innovations in the healthcare space
are needed. New viruses such as Ebola and COVID-19 have shown the cracks in our
healthcare system, and it would be naive to assume that these would be the only healthcare

disasters we will face in our lifetimes.

Pharmaceutical companies are on the forefront of the effort to ensure that we stay
ahead of the curve in the quest for better and longer lives. They spend billions of dollars per
year for clinical research as well as trials in trying out new combinations for new drugs and
treatments. As with any other critical industry it faces many challenges in their effort to

become more efficient and leaner.

One of these challenges is in the space of supply chain management. Some of the
practices in supply chain are not up to date with what the modern pharmaceutical world
requires. In this thesis, the blood cold chain is selected as a showcase to exemplify the
benefits that the healthcare industry as a whole can get from using innovative technology to

drive for more value.

The technology raised in this thesis is Blockchain. Blockchain is a distributed ledger
technology where several actors on its network have the right to view and approve changes
made on the network in real time. This technology makes forging and falsifying data
extremely difficult, if not impossible. The technology is discussed in more detail throughout

the thesis and an application based on it is designed.
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Objectives and Methodology

1.1 Objectives

The main objective for this thesis is to find out the potential capabilities of using
blockchain technologies in solving supply chain issues in the pharmaceutical industry. The
focus will be on finding benefits of using a decentralized ledger approach instead of the

traditional and centralized model.
The partial objectives of the thesis are such as the following:

e to design an application that utilizes blockchain technology to facilitate supply
chain issues in the pharmaceutical industry,
e to conduct a risk analysis of the development of such an application,

e to evaluate the proposed solution and make recommendations.

1.2 Methodology

The methodology will include investigating literature written about current supply
chain management technologies to make comparisons between current centralized
technologies and potential blockchain based technologies in the supply chain space. It will
include designing the requirement and functional specifications needed to build such an
application. It will also create use case diagrams and employ the use of Universal Modelling
Language (UML). Entity relationship diagrams (ERDs) will also be used to map the relations
between the different data classes and entities. Questionnaires and interviews with business
process owners will be employed to find out what they would want the application to

encompass and what actual problems it would solve for them.
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3. Literature Review

3.1. Blockchain

Even though the principles underpinning Distributed Ledger Technology have been around
for a long time, Blockchain is a relatively new notion in computing. Large chunks of stone
known as "Rai" stones were the money of choice thousands of years ago on the
Micronesian island of Yap. The Yapese people used these stones as everyday payment as
early as 1000 BC, when they weighed up to 3600 kg and stood 12 feet tall. While rai were
not exactly cash, their worth is arbitrary and dependent on both real and perceived features,
as is the case with other traditional and modern things. (Fitzpatrick, 2019)The difficulty
with utilizing such massive things as cash was, of course, their immovability. To

circumvent this problem the Yapese people had to employ the use of ledgers.

According to (Blockchain and Democracy, 2019) the cost of each stone was determined by
the amount of work required to chisel and move it. Even if a stone's ownership is shifted,
the stones will stay in the same location. There would be no disagreements about who
owned what because the agreement as to who owned what was valid via the memory of the

local communities.

3.1.1. History of blockchain

The potential use of blockchain in computing was proposed by a white paper put forward

by a person only known as Satoshi Nakamoto in 2008 whose real identity is not known to
this day as the person (or group) has never stepped up publicly and taken credit for his/her
work. (Berentsen, et al., 2018)

The most critical issue with the Blockchain is trust. Instead of depending on trusted third-
party entities to enable transactions, Blockchain network participants rely on the
Blockchain network itself. (A Taxonomy of Blockchain-Based Systems for Architecture
Design , 2017)The interactions between the network's nodes guarantee that trust is

established.
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According to (Angelis, et al., 2019) the various types of blockchain technology and

applications are divided into four stages.

Blockchain 1.0 is primarily concerned with transactions, namely the usage of
cryptocurrencies in cash-related applications such as currency transfer, remittance, and
digital payment systems. Bitcoin, a decentralized digital money, is the most well-known
example. Bitcoin is a decentralized system that leverages peer-to-peer transactions with no

central authority to enforce regulations.

Blockchain 2.0 is a development of the original Blockchain. Privacy, smart contracts, and
the introduction of non-native asset blockchain tokens and capabilities are all covered.
Ethereum is a well-known example of a platform that supports smart contracts, but there
are several other options, including the IBM-Maersk blockchain for global shipping and

the trade finance blockchain consortium we.trade.

Blockchain 3.0 broadens the scope of the blockchain to include decentralized applications
(dApp). A decentralized application (dApp) is made up of back-end code that operates on a
peer-to-peer network that connects consumers and suppliers directly. This open-source
software platform uses cryptographic tokens to construct decentralized blockchains. For
example, a well-established distributed ledger might serve as a platform for application
developers to conduct their business. Flexible, transparent, distributed, robust, and with a
clear rewarded structure, the dApps are developed. The ability to create decentralized

storage and decentralized compute allows dApps to scale more easily.

Similarly, the most recent and still-developing blockchain iteration—Blockchain 4.0—
offers tremendous value potential. This entails combining artificial intelligence (AI) with
blockchain technologies, which are on opposite ends of the technological spectrum. To
represent uncertainty, Al uses probabilistic theory. It's always changing, and the algorithms

are designed to predict — or make assumptions about — reality.
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For the uninitiated, several concepts in blockchain might be puzzling, thus there is a need
to define them. The term "ledger" refers to a book in which transactions are recorded. As a
result, a "distributed ledger" is essentially a collection or network of ledgers that are

geographically dispersed that keep and append the same entries.

3.1.2. Security in blockchain

The blockchain's security is ensured by a specialized information technology. Each time a
new transaction is added to a blockchain, a digital imprint known as a hash is added to the
chain. After adding a new block to an existing blockchain, a new hash is generated using
the prior chain, previous hashes, and the new block, making modifying old transactions
very difficult, as the old hashes can be reconstructed with a probability extremely near to
zero from purposefully modified data. The computation of the hash values necessitates the
participation of some labor or other resources from the participants, who must be paid for
their efforts. Without motivation, it's possible that no one will look after the blockchain's
upkeep. The method of compensation makes a substantial difference in various

applications. (Blockchain and Democracy, 2019)

In a money driven blockchain network, compensation may be based on a number of
factors. The blockchain consensus might use a number of protocols to establish how

compensations are generated for the various entities participating in hash mining.
A few instances of these protocols may be seen below:

Proof of Stake (PoS) is a methodology for achieving distributed consensus on a blockchain
network. The validator of transactions in PoS-based blockchains is chosen based on wealth
or another interest in the blockchain ("the stake"). Whereas in Proof of Work (PoW) to
validate transactions and produce new blocks, the algorithm of proof-of-work-based
blockchains performs computationally intensive mathematical operations (i.e. mining). The

miner's success is determined on their computing resources and chance.
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Proof of Elapsed Time (PoET) is a popular technique for blockchain networks in which
players fight for mining rights. The node in the network is obliged to wait for a randomly
set time period, and the first node to fulfill the allotted waiting time gets the new block,
based on random drawings, where every node has an equal chance of receiving mining

rights (Frankenfield, 2022)

Proof of Capacity (PoC) is a technique that allows the mining devices in the network to
decide mining rights based on their available hard drive capacity. The greater the amount

of accessible disk space, the more likely a node will be granted mining rights (Scott, 2018)

Proof of Burn (PoB): This method operates on the idea of letting nodes who participate in
the verification of transactions to "burn" or "destroy" virtual currency tokens, granting
them the right to write blocks in proportion to the amount of money burned. Burning a coin

includes sending it to a publicly accessible address where it cannot be recovered (2018)

Proof of Activity (PoA) is a mix of Proof of Work (PoW) and Proof of Stake (PoS). The
mining process in PoA begins as a conventional PoW method, with several miners
competing for higher processing power to discover a new block. The system switches to
POS when a new block is discovered (mined), with the newly discovered block comprising

merely a header and the miner's reward address. (Blockchain and Democracy, 2019)

Blockchains are distributed (i.e., without a single repository) and typically decentralized
digital ledgers that are tamper obvious and resistant to tampering (i.e., a bank, company, or
government). At their most basic level, they allow a group of users to record transactions
in a shared ledger within that group, with the result that no transaction can be modified
once it has been published, as long as the blockchain network is operational. (Yaga, et al.,

2018)
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3.1.3. Blockchain and Trustless Systems

In a trustless system, there is always the possibility that one of the other players would

behave maliciously, and the system is built to function well in such an environment.

A trustless system functions without the necessity for the system's components to be
trusted. A computerized transaction system as an IT application — such as money transfer —
is traditionally based on the fact that the transaction source, the communication
infrastructure and all of its elements and networks, as well as the people who work on the
system and all of the organizations involved, are all trustworthy. In this sense, reliability
indicates that the risk of purposeful or random errors is acceptable to the consumers. Either
the potential consequence of an incident is insignificant, or the likelihood of it occurring is

low, or a third party, such as an insurance company, reimburses the damage.

In the case of cryptocurrencies, a blockchain system is a distributed trust system rather
than a trustless one. Participants must trust a number of parties: transaction validators, the
quality of the cryptographic techniques used, platform developers who maintain and
enhance the code, and platform users. However, because confidence is spread, no single

party can be trusted (Blockchain and Democracy, 2019)
3.1.4. Categorizations of blockchain

We may categorize blockchains based on their permission system, for example. We may
divide blockchain networks into permissioned and permissionless blockchain networks
based on who has the power to publish new blocks. Permissioned blockchain networks are
used in "closed circle" groupings where the participants on the network must be controlled.
Permissionless blockchain networks are those in which no restrictions on who can

participate apply.
3.1.4.1. Permissionless blockchain networks

Permissionless blockchain networks are distributed ledger systems that allow anybody to

publish blocks without the requirement for permission from anyone. Permissionless
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blockchain systems are frequently open-source software that anybody may download for
free. Because everyone has the ability to publish blocks, anyone can read the blockchain
and conduct transactions on it (through including those transactions within published
blocks). Within a permissionless blockchain network, every blockchain network user can
read and write to the ledger. Because permissionless blockchain networks are available to
everyone, malevolent individuals may try to manipulate the system by publishing blocks in

an unauthorized manner. (Yaga, et al., 2018)

3.1.4.2. Permissioned blockchain networks

Permissioned blockchain networks are those in which users who publish blocks must be
approved by a third party. It is feasible to control read access and who may issue
transactions since the blockchain is maintained by only authorized users. Permissioned
blockchain networks can either enable anybody to read the blockchain or only allow
authorized persons to read it. They may also let anybody submit transactions for inclusion
on the blockchain, or they may limit access to just approved individuals. Open source or
closed source software can be used to create and manage permissioned blockchain

networks (Yaga, et al., 2018)
3.1.5. Components on a blockchain network

o Hash functions, transactions, asymmetric-key cryptography, addresses,
ledgers, and blocks are the major components of a blockchain component.
Each network component is explained in further depth below.

o Functions that have a hash value
Hashing is a way of calculating a somewhat unique output (called a
message digest, or simply digest) given an input of practically any size
using a cryptographic hash function (e.g., a file, text, or image). Individuals
can separately take input data, hash that data, and obtain the identical
output, showing that the data hasn't changed. Even the tiniest modification
in the input (such as a single bit) results in an entirely different output

digest.
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e Transactions
A transaction represents an interaction between parties. With
cryptocurrencies, for example, a transaction represents a transfer of the
cryptocurrency between blockchain network users. For business-to-business
scenarios, a transaction could be a way of recording activities occurring on
digital or physical assets. Figure 1 shows a notional example of a
cryptocurrency transaction. Each block in a blockchain can contain zero or
more transactions. For some blockchain implementations, a constant supply
of new blocks (even with zero transactions) is critical to maintain the
security of the blockchain network; by having a constant supply of new
blocks being published, it prevents malicious users from ever “catching up”

and manufacturing a longer, altered blockchain.

o Asymmetric-Key Cryptography
Asymmetric-key cryptography makes use of a public key and a private key
that are mathematically linked to each other. The process' security is not
jeopardized by making the public key public, but the data's cryptographic
protection requires keeping the private key concealed. Despite the fact that
the two keys are linked, the private key cannot be properly determined just
by knowing the public key. Data can be encrypted using a private key,
which can then be decoded using the public key. Another method is to
encrypt with a public key and then decode with a private key.

e Addresses
Some blockchain networks utilize an address, which is a short alphanumeric
string of characters produced from the blockchain network user's public key
using a cryptographic hash function, as well as some other data (e.g.,
version number, checksums). Addresses are often used as the "to" and

"from" endpoints in a transaction in most blockchain systems. Addresses are
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not private and are shorter than public keys. Creating a public key, applying
a cryptographic hash function to it, then translating the hash to text is one
way to produce an address.

e Ledgers
A ledger is a collection of transactions. Throughout history, pen and paper
ledgers have been used to keep track of the exchange of goods and services.
In modern times, ledgers have been stored digitally, often in large databases
owned and operated by a centralized trusted third party (i.e., the owner of
the ledger) on behalf of a community of users. These ledgers with
centralized ownership can be implemented in a centralized or distributed
fashion (i.e., just one server or a coordinating cluster of servers).

e Blocks
Blockchain network users submit candidate transactions to the blockchain
network via software (desktop applications, smartphone applications, digital
wallets, web services, etc.). The software sends these transactions to a node
or nodes within the blockchain network. The chosen nodes may be non-
publishing full nodes as well as publishing nodes. The submitted
transactions are then propagated to the other nodes in the network, but this
by itself does not place the transaction in the blockchain. For many
blockchain implementations, once a pending transaction has been
distributed to nodes, it must then wait in a queue until it is added to the

blockchain by a publishing node.

After putting all of these pieces together on a blockchain network, the next step is to link
the blocks together. Blocks are chained together if they contain the hash information from
the previous block's header. If a block is added to the chain that does not include this

information, it will change the network's whole makeup.
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Figure 1 Generic Chain of Blocks ( (Yaga, et al., 2018)

3.1.6. Applications of blockchain technology in real world situations

According to (Blockchain in Logistics and Supply Chain: A Lean Approach for Designing
Real-World Use Cases, 2018) for financial applications, blockchain has emerged as a
major platform. Nonetheless, in recent years, academics and practitioners' emphasis has
shifted to the application of Blockchain technology to other fields. With the establishment
of numerous start-ups and the entrance of the Blockchain into the agenda of governments
and enterprises, Supply Chain and Logistic support are the issues paying increasing

emphasis towards Blockchain in this respect.

However recently blockchain applications in agribusiness and fresh produce have attracted
a lot of attention. The rationale behind this is the necessity of integrity and immutability of
data in such applications, as well as the engagement of multiple actors and the expenses
associated with the need to provide proof for various rules and unique incidents, such as

food poisoning.
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3.2. Pharmaceutical Industry

Pharmaceuticals are a group of emergent organic compounds that have contributed to
enhance our quality of life. The pharmaceutical industry is responsible for the
development, production, and marketing of branded and generic pharmaceuticals.
(Pharmaceuticals Market, Consumption Trends and Disease Incidence Are Not Driving the

Pharmaceutical Research on Water and Wastewater, 2021)

Pharmaceutical industry is one of the most research-intensive sectors in the world,
producing a steady stream of innovative medications that save lives and improve quality of
life. (J. Culyer, et al., 2000) The sector has already made major contributions to patient
well-being. Europeans today might expect to live up to 30 years longer than their

forefathers did a century ago. (Associations, 2020)

A pharmaceutical manufacturer is a company that carries out operations such as
production, packaging, testing, repackaging, labelling and/or relabeling of pharmaceuticals

(WHO, 2010)

Top 20 pharmaceutical companies worldwide based on prescription drug market share in

2019 and 2026* (Light blue = 2019 Blue black = 2026) (Statista, 2021)
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Roche

5.5%

Johnson & Johnson

MNovartis

5.3%

Merck & Co

AbbVie

Pfizer

Bristol-Myers Squibb

Sanofi

AstraZeneca

Glaxo5mithKline

Figure 1 Drug market share of the top 20 Pharmaceutical companies

As far as most people are concerned, the Pharmaceutical Industry consists of a small
number of very large multinational corporations with household names such as
AstraZeneca, GlaxoSmithKline (GSK), Eli Lilly, Merck, Novartis, Roche and Pfizer. (The
Pharmaceutical Industry and the Future of Drug Development, 2016)

The supply chain is a linked set of operations that deals with the planning, coordination,
and management of materials, components, and completed items from supplier to client.
Traditionally, material flow has been examined exclusively from an operational standpoint.

(Integrating the Supply Chain, 1989)

Because pharmaceutical operations are particularly sensitive to quality and time bound,
logistics is recognized as a critical component of the sector. Pharmaceuticals require

temperature-controlled storage and transportation, as well as stringent regulatory oversight.
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The industry has given logistics increasing importance throughout time by focusing on
supply chain and logistic level operations such as getting the product to the end-customer
at the right time, in the correct place, in a secure condition, and at a competitive operating
cost.

The interdependency between relevant process and product attributes is required due to the
complexity of the pharmaceutical supply chain. Based on product stability, product history,
packaging information, and the transport mechanism employed, pharmaceutical items are
sent in such a way that they should not be negatively impacted by environmental

conditions. (Bigoniya, 2012)

Based on the questionnaire responses form the survey conducted among employees of a
selected Pharmaceutical company, the main issues related to the pharmaceutical supply

chain are below. (See Appendix 2)

1. Issues related to Counterfeiting

2. Unfavorable reaction of the drug to the patients

3. Issues rose due to entities of supply chain operations

4. Manufacturing issues like mixing incorrect input raw materials, or cross contamination
due to manufacturing more than one drug in the same facility, or improper labeling of
the final product

5. Retailer’s issues including improper temperature controls and handling

6. Transportation issues caused by mishandling, improper temperature controls, and the
use of improper shipping mode

7. Storing and warehousing issues such as using improper temperature controls, improper

handling in the warehouse and mixing products with raw materials.

3.2.1. The Pharmaceutical Industry and Blockchain

Blockchain technology has a lot of applications within the pharmaceutical industry and its
supply chain system. The technology is used in pharmaceutical supply chains to improve

several common shortcomings within the industry. According to (Blockchain Technology
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in Pharmaceutical Industry to Prevent Counterfeit Drugs, 2018) the purposes stated below

are the main ones:

e Increased trust and transparency — the ability for manufacturers and customers alike
to be able to track the changes that are happening throughout the lifecycle of the
product. The manufacturing body will be able to see when and how their products
were received by their customers. The customers in turn would be able to see that
the products that they are receiving were made by trustworthy manufacturers and

that there were no dishonest methods involved in developing the product.

o Improved traceability — when a product has been manufactured then it is registered
on the blockchain, and this would give the parties involved the ability to trace the
product’s lifecycle from beginning to end. Manufacturers of pharmaceuticals will
be able to monitor the route of their goods at any moment, from conception to

completion.

e More visibility and privacy - Visibility and privacy are frequently directly opposed,
and obtaining one often necessitates sacrificing the other. Blockchain is the ideal
solution for the exchange that can ensure the originality of information that is made
available to the public while maintaining an entity's private data hidden but without

violating privacy.

e Better security - Blockchain is widely regarded as being one of the world's most
reliable ledger systems. Blockchain is an immutable database, which means that
information recorded on it cannot be removed or updated once it has been saved. A
permissioned blockchain will be utilized in the proposed model, which is more
reliable than a public blockchain since only authorized players will be allowed

access to upload data towards the blockchain.

o Database for better insights - The impact of medications on the patient will be
documented, and physicians will be able to use this information to recommend the

appropriate dose to a patient in the long term. This sort of record keeping was not
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secure using traditional databases, putting individuals' confidentiality at danger.
However, utilizing blockchain, a patient's data may be preserved without having to

provide their personal information.

3.2.2. Successful implementations of blockchain the pharmaceutical industry

Blockchain technology has been used in several industries where modernization was
critical to ensuring success. The industries in which blockchain has been used include the
financial, technology, manufacturing, shipping, automotive and energy sectors. We can
take a closer look at the successful use cases of blockchain in the pharmaceutical industry

to gain a better understanding of what the technology is capable of.

One potent example can be the study discussed on (Kim, et al., 2018) where the authors
argued that the technology could help modernize the blood cold chain system. The current
system (centralized blood cold chain) makes it hard to accurately estimate the amount of
blood stored at each distribution center. It also creates longer reaction times to emergencies
as the whereabouts and quantities of each blood type. Thus, the study proposes a
blockchain based blood cold chain storage system where the technology generates a record
for each unit. The tamper-proof nature of blockchain makes it impossible to counterfeit any
records and therefore the information on the system will be verified by all actors within the
network. The old model had the “blood bank™, hospitals, ambulances, blood service
headquarters and the inspection centers working on a non-organized manner. One actor
could make changes to the collective status and the other actors might not be aware of the
changes made. This would lead to incorrect estimations of the quantity and type of blood
s