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Abstract

This bachelor thesis focuses on the coexistence between LoRa and Bluetooth
technologies in the unlicensed 2.4 GHz ISM band. The thesis consists from two
main parts, namely theoretical and experimental. The theoretical part describes
the physical layer and defines coexistence scenarios between both systems. The
experimental part is intended to the design and realization of measuring testbed
to measure different coexistence scenarios, which may occur between LoRa and
Bluetooth systems, in the 2.4 GHz ISM band, including the processing of measured
data. Finally, based on the results obtained from measurements, a laboratory task is
proposed for educational purposes for course mobile communication taught at BUT

university.

Keywords
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Abstrakt

Bakalarska prace je zamérena na koexistenci LoRa a Bluetooth technologii v
bezlicenénim 2.4 GHz ISM pasmu. Prace se sklada ze dvou hlavnich ¢asti, jmen-
ovité teoretické a experimentalni. Ve své teoretické ¢asti se vénuje popisu fyzické
vrstvy obou systémil a definuje koexistencni scénare, které mohou mezi obéma sys-
témy nastat. V experimentalni Casti je navrzen a zrealizovan mérici testbed pro
meéreni koexistenc¢nich scénait, které mohou nastat mezi LoRa a Bluetooth systémy
v 2.4 GHz ISM pasmu vcéetné nasledného zpracovani namérenych dat. Na zaveér je
navrhnuta laboratorni tloha a zalozena na experimentéalni c¢asti diplomové prace,
ktera slouzi pro edukativni tcely pro kurz mobilnich komunikaci vyucovany na uni-
verzité VUT.

Klicova slova

LoRa, Bluetooth, LPWAN, WPAN, koexistence bezdratovych systémii, inter-
ference, ISM, 2.4 GHz, PER.



Rozsitreny abstrakt

V soucasné dobé muzeme sledovat rostouci trend Low Power Wide Area Net-
work (LPWAN) siti. V roce 2018 bylo aktivnich 223 miliénti zafizenich operujicich
v této siti a do konce roku 2023 se ocekava nartst na 1.9 miliard aktivnich za-
fizeni [1, 2]. LPWAN sité se vyznacuji nizkymi naroky na energetickou spotfebu
(az desitky let na jedno nabiti baterie), velkym dosahem (desitky kilometri) a
nizsimi prenosovymi rychlostmi (jednotky az stovky Kb/s). Zafizeni operujici v
LPWAN siti je tak svymi vlastnostmi vhodné pro Internet-Of-Things (IoT) scénéare.
[oT umoznuje uzivatelim vzdalené automatizovat realné procesy jako automati-
zace doméacnosti, ode¢itani dat z riznych senzorti, monitorovani zivotnich funkei,
zabezpeceni objektt atd.[3, 4].

Long Range (LoRa) je jednim z ¢lent z rychle rostouci LPWAN sité. Puvodné
byla navrzena pro sub-GHz pasmo. V soucasnosti vSsak umoznuje vyuzivat i be-
zlicenéni 2.4 GHz Industrial Scientific and Medicin (ISM) pasmo bez omezujicich
pozadavkl na duty cycle. Toto pasmo je hojné vyuzivano technologiemi jako Blue-
tooth a WiFi. V porovnani s LoRa ma Bluetooth vyssi prenosové rychlosti, na
druhou stranu vyssi spotfebu a dosah v jednotkach az desitkdch metra [5, 6, 7].

Jak bylo zminéno vyse, LoRa a Bluetooth mohou vyuzivat stejného radiového
spektra, coz muze zpusobit ruseni a znemoznit tak provoz téchto technologié ve
spolecném RF pasmu. Z tohoto divodu je nutné se vénovat koexistenénim scénaitim,
které mohou mezi jednotlivymi systémy nastat. Tato prace se zabyva pouze koexis-
tenci mezi technologiemi Bluetooth a LoRa v 2.4 GHz ISM pasmu. Za tic¢elem méteni
koexistenc¢nich scénarii, které mohou nastat mezi LoRa a Bluetooth technologiemi
byla navrhnuta metodika méreni a realizovan mérici testbed. Vysledky méreni jsou

nasledné komentovany v experimentdlni ¢asti bakalarské préce.
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Introduction

Nowadays, interest for Low Power Area Network (LPWAN) is rapidly increas-
ing. In 2018, 223 million active devices worked in LPWAN, and by 2023 the number
should increase to 1.9 billion (Fig. 1)[1, 2]. LPWAN is characterized by low power
consumption of end devices (up to decades per battery charge), long range (tens of
kilometers), and low data rates (units up to hundreds of Kb/s). Devices operating
in LPWAN are suitable for the Internet Of Things (IoT) scenarios. IoT allows users
to remotely automate real-life processes, such as home automatization, collecting
data from sensors, medicine, and security [3, 4, 5].

Long Range (LoRa) is a member of the LPWAN family. It was initially de-
signed for the sub-GHz band. Nowadays, LoRa also supports the 2.4 GHz Industrial,
Scientific and Medical (ISM) bands [6]. This Radio Frequency (RF) band is widely
used by many technologies, such as Bluetooth, Wi-Fi and LoRa. Bluetooth is a
member of the Personal Area Network (PAN). In comparison with LoRa, Bluetooth
has higher transmission speed, but on the other hand, consumes more power and
can send data over significantly shorter distances. Because LoRa and Bluetooth
can share the same RF band, problems with coexistence may occur. It can lead to
interferences between these systems. Therefore it is essential to explore the coex-
istence scenarios of these technologies. In this thesis, only the coexistence between
Bluetooth and LoRa in the 2.4 GHz ISM band is discussed. In order to measure
the coexistence scenarios that may occur between LoRa and Bluetooth technolo-
gies, a measurement methodology and measuring testbed were implemented. The

measurement results are commented in the experimental part of the thesis.

8 T T T T
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Fig. 1: Market situation of mobile networks (taken from [1])
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1 LoRa Technology

1.1 LoRa Introduction

LoRa is a member of the LPWAN family (see fig. 1.1). This network is
intended for the transmission of small data packets (0.3kbps up to 50kbps) over
long distances (tens of kilometers) at low power (units of A). Thanks to its lower

power consumption, this network is suitable for battery-powered [oT devices [4].

Sbes ) LAN WAN
o @
L@ Wi G))E] ite 9
K o =
cellular 3G 2
Mbps =
(¥
PAN
o €3 Bluetooth’
3 GP THREAD LPWAN
- @ zigbee = 3‘5;33
E — N D LoRa ' sigfox LTE-(X) @ we-ior
im 10m 100m 1km 10km+
DISTANCE »

Fig. 1.1: LPWAN classification by power vs distance (taken from [5])

1.2 LoRaWAN

The LoRaWAN protocol defines network architecture for devices that use LoRa
to communicate. LoRa is then just a designation of the PHY (see fig. 1.2). This
network uses a star topology (see fig. 1.3). LoRaWAN is composed of end-nodes
that communicate with the Gateway. A single end-node can send data to the mul-
tiple Gateways at the same time. From the Gateway, data are sent (via 3G/Eth-
ernet/Backhaul) to the network server, which provides all the necessary work, such
as security acts, network management, and acknowledgment. The last parts of Lo-
RaWAN are application servers that usually represent personal laptops or other
devices capable of internet connection, where the data is processed. In all steps, the
transmission can be done in both directions [7].

The end node devices are divided into three classes, namely: A, B, and C.
Class A is powered by batteries and opens two small downlink windows only after

each uplink. In other words, the device can download data only after sending some

11



data. After data transfer, the device activates a sleep mode, in which LoRa can
achieve low power consumption (units of pA).

Class B works in the same way as Class A, but also, it opens a downlink
window in scheduled time intervals. Class C has a downlink window open all the
time. In other words, the device is listing continuously for a signal. By doing that,
it consumes more power. In this thesis, only Class A devices will be discussed [4, 7].

Application
L leRawAN'wAC | .

(MAC)

LoRa® Modulation _
Physical Layer
PHY)

contiecr [N ICEEEN KUY TN I

Fig. 1.2: Structure of LoRa systems (taken from [8])

Concentrator Network apgllcallon
End Nodes IGateway Server erver

e~
3G/
Ethernet
Backhaul

LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload
AES Secured Payload

Fig. 1.3: LoRaWAN (taken from [7])
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BW, together with the Spreading Factor (SF), determines the symbol period Ty
4, 10]:

Ts = —— 1.1
B (1.1)

1.3.3 Spreading factor

The Spreading Factor (SF) represents the number of bits in a single chirp.

Single chirp is then divided into 25%

Symbol Rate R, and R..

chips. SF can also be written as a ratio of

9SF _ &
Rs

For the implementation of LoRa wireless communication, we can select values of

(1.2)

SF from 5 to 12. SF affects the receiver’s sensitivity. Higher SF improves the
receiver’s sensitivity and lowers the data rate (see fig. 1.7, where the symbol period
is rising together with SF'). LoRa can run in mode, where SF is automatically set

by a network server or by gateways. This option can improve power consumption
(10, 11].

fo+ BW/2 Effect of SF/on frequency
pd
e
S
e
p
e
//
5 e
g - /
8 /
= B p4
//
///
-
/ —sF=7
g ¥
iy —SF =10
I SF =11
f -BW/2 L L | L 1 | L 1 T |
© 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

normalized to Tsymb of SF 11

Fig. 1.7: Relationship between SF and symbol rate

1.3.4 Coding Rate

The CR defines the level of Forward Error Correction (FEC). This technique
adds redundant (parity) bits to the transmission to avoid (recover) errors. LoRa
supports CRs, namely: CR 4/5, 4/6, 4/7 and 4/8. The value of CR represents the

proportion of transmitted bits that carry information to all transferred bits. With
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higher CR, we achieve more reliable transmission. On the other hand, we need to
transmit more bits to send the same message. Bit rate can be calculated using the
following formula [4, 10]:

BW

bitrate = SF - oSF CR (1.3)

1.4 Frequency bands and channels

LoRa was initially designed for the sub-GHz bands. In the sub-GHz bands,
LoRa occupies different channels in different countries and regions. Each supported
region has its ,frequency plan‘. For example, Czech Republic has a frequency plan
EU863-870. This plan fully specifies the LoRa parameters [9]. Nowadays, LoRa can
also operate in the 2.4 GHz ISM band. In the 2.4 GHz ISM band, LoRa parameters
slightly differ from the sub-GHz bands (see Table 1.1).

Tab. 1.1: LoRa, available Bandwidth and spreading factor settings accord-
ing to RF band

EU863-870 US902-928 ISM 2.4 GHz
BW [kHz] | SF | BW [kHz] | SF BW [kHz] SF
125,250 | 7-12 | 125,500 | 7-10 | 200, 400, 800, 1600 | 5-12

1.5 LoRa frame

LoRa has an explicit and implicit option for its frame. The LoRa frame con-
sists of three parts: preamble, header and payload (fig. 1.8). In explicit frame, the
preamble usually consists of 8 upchirps and 2+1/4 of downchirp. The header con-
tains information abouth payload length, CR and Cyclic Redundancy Check (CRC)
of the header. The payload carries transmitted message with length up to 255 bits
and can be optionally followed by the 16 bit CRC.

Preamble Header Payload
Explicit and Implicit Explicit only Explicit and Implicit Optional
sequence of 2+1/4 Payload Payload Payload
upchirps downchirp Length C R C RC up to 255 bytes CRC
10.25 up to 65 539.25 CR = 4/8 CR = 4/5, 4/6, 4/7 or 4/8
symbols

Fig. 1.8: Lora Frame
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The implicit frame has the preamble, followed by a payload without a header.
For successful transmission, the receiver and transmitter must have the same set-
tings. The total number of symbols can be calculated by eq. 1.4, where DE (0 or
2) is slow data rate optimization, PL is payload length, H (0 or 20) is the header,
CRC (0 or 16), and SF (5 up to 12) and CR (1 up to 4) [13].

. 8-PL—-4-SF+8+4+CRC+H
ns = 8 + max <cezl<< 1. (SF— DE) -(CR+4)> ,0>> (1.4)

17



2 Bluetooth

2.1 Bluetooth Introduction

Bluetooth is a member of Wireless Personal Area Network (WPAN), which
is defined by a working group 802.15 (802.15.1, especially for Bluetooth) of the
Institute of Electrical and Electronics Engineers (IEEE). This network is used to
transfer data over short distances (tens of meters) between personal (local) devices
wirelessly. In comparison with LPWAN, WPAN has very low (or none) requirements
for network infrastructure, because devices can be connected directly without need

of gateways [14].

2.2 Piconet and Scatternet

The Piconet protocol defines network architecture for devices that uses Blue-
tooth to communicate. This network provides a point-to-point or point-to-multipoint
connection. In single Piconet, only one of the devices acts as the master and others
as the slaves. However, slaves can participate in different Piconets, and also masters

can participate as slaves in different Piconets. If Piconets has common devices, the

Piconet Scatternet

network is called Scatternet [14].

Fig. 2.1: Piconet and Scatternet



2.3 Bluetooth PHY

2.3.1 Bluetooth Modulation

Bluetooth modulation is based on Frequency Hopping Spread Spectrum (FHSS)
and Gaussian Frequency Shift Keying (GFSK) modulation. GFSK is a form of Con-
tinuous Phase Frequency Shift Keying (CPFSK) modulation derived from Binary
Frequency Shift Keying (BFSK). Parameters for all following figures in Bluetooth
section were selected for demonstration purposes, because time-domain modulated

signal with real modulation parameters would be difficult to see.

BFSK

BFSK is a type of digital FM modulation, where the message is encoded into

two discrete frequencies. The time-domain signal can be described as follows:
t(s) = Amp - cos(2r f(t) - t) (2.1)

Assume that the input message D(n) is a regular n—bit sequence of HIGH and LOW
levels, where each bit has time duration T}, and assign f; and f5 to the logical LOW
and HIGH level of D(n), respectively. Therefore, frequency becomes a function
of D(n). Usually, frequencies f; and f; are symmetrical according to the center

frequency f.. Therefore, the modulation index is defined as: I, = Af/f., where
Af=fa—fi.

Im'fc

f(D(n)):if D(n)=HIGH, f = fl= fc— — s(t) = Amp - cos(2m fy - t)

if D(n)=LOW,f=f2= fc+ Im2. Je — s(t) = Amp - cos(2m fy - t)
(2.2)
Therefore,
s(t) = Amp - cos(2w f(D(n)) - t) (2.3)

In fig. 2.2 we can see the discontinuities of the signal phase whenever D(n) changes

its value. This can cause problems during the signal amplification process.

CPFSK

To solve problems with discontinuities, we need to correct the phase of signal.

There are several methods to do this. For example, assume that we want to find

19



Discontinuous phase FSK, fc = 100 Hz, 1, = 0.5, b = 90 bit/s, fs = 10000 Hz

1 I T I
——modulated signal
——message
0.5
0
-0.5
) | |
0 0.05 0.1 0.15 0.2
time [s]
05 Single sided amplitude spectrum of discontinuous phase FSK, message = rand 1000 bits
- T T T T T T T
0.4 -
=03 .
o2t -
01+ ‘ ‘\ =
I\
() bbbt s o r.W‘ ‘W‘&“‘wﬂ“W«Wr’~M*WM~WM';W.‘WJ/MW«V-JJMWM ot AN sl i
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Fig. 2.2: BFSK modulation: time domain signal and its spectrum

1
phase shift ¢7, in time 7, = —, where f; is bit rate [15].

o
cos(2r f(D(1)) - Tp) = cos(2mf(D(2)) - T + ¢1,)
cos(2nfy - Ty) = cos(2m fo - Ty, + ¢1,) (2.4)

e, =211y (f1 — f2)
If we try to find pop, in time 27}, we will need to add the previous phase o7,
cos(2mf(D(2)) - 2T, + o1,) = cos(2n f(D(3)) - 2T + o)
cos(2m fy - 2T}, + r1,) = cos(2n fy - 2Ty, + wory) (2.5)
o, = 21214 (f2 — f1) + o1,

In general, phase correction can be evaluate as:

p(n) Z;QW(f(D(n)) —f(Dn+1))-n-Tp+ o, (2.6)

where k = number of bits, ¢y = initial phase

Note that ¢(n) was calculated only for discrete times n - T}, because we work with
discrete frequencies. If the frequency changes continuously in time, the sum becomes
an integral (eq. 2.7)

plt) = [ @r(F(D) — F(D(E+d0) 1)t + o) 27)
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Because CPFSK modulation is used in digital systems, the dt is approximately
Ts =1/ fs, where T and f, are sampling period and sampling frequency, respectively.
D(n) is message sampled by time intervals T;. Therefore, we can finally evaluate

phase correction [15]:

M) =

127T(f(D(n'TS)) _f(D(n'Ts+Ts)) 'n'Ts+9007 (28)

where k = number of bits - f

p(n) =

3
Il

And time domain phase corrected signal:

s(n-Ts) =cos2rf(D(n-Ty)) -n-Ts + p(n)) (2.9)

Continuous phase FSK, fc = 100 Hz, | = 0.5, fb = 90 bit/s, fs = 10000 Hz
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Fig. 2.3: CPFSK modulation time domain and spectrum
GFSK

GFSK uses a similar concept as CPFSK to achieve a continuous phase signal.
The only difference is that the input signal is firstly filtered by a Gaussian filter,
whose transfer function and impulse response can be seen in Figure 2.4, and then
modulated (see fig. 2.5). The purpose of filtering is to make the spectrum of the

signal narrower. Gaussian filter is used for its well-behaved time-domain impulse
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response h(n). The transfer function of the Gaussian filter is represented by eq.
2.10, where f_s4p is the cut off frequency [15].

H(f) = Age™ @ . g7sm
_ In(2) (2.10)
2(27Tf_3d3)2

and impulse response is a bell shaped function.

h(n ): 5 —([(t—t0)]

(2.11)
8= \/ ch BT,

where roll off factor BT = filter Bandwidth - T,. The convolution of h(n) and
D(n) returns the time domain filtered signal. Filtered signal filt(n) is a continuous
signal sampled by fs, therefore equation 2.8 is used for phase corrections. After
some corrections, we end with this formula for time domain signal (see fig. 2.5) [15].

2Tb7T 1 m Tb fllt )
s(n) = Agcos |21 fe-n + Z (2.12)
Transfer function of Gaussian filter, normalized B , ,, = 1.0
1 \ \ \ \ |
% 05~ g o 1
0 — | | | | | P
4 -3 2 1 0 1 2 4
normalized frequency f/fb
Impulse response, roll of factor BT = 0.5, Tb =10 ms
T = T 1 T
0.6 - _— ~__ |
To4l rd N _
EO _— \\\
0.2 - — -
0 IR e \ ! \ I \ 1
-0.01 -0.008 -0.006 -0.004 -0.002 0 0.002 0.004 0.006 0.008 0.01
time [s]
Filtered signal, message = random 20 bits roll of factor BT = 0.5, T, =10 ms
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time [s]

Fig. 2.4: Gaussian filter: Transfer function, impulse response and filtered
input message

22



GFSK, fc = 100 Hz, Im = 0.5, fb = 90 bit/s, fs = 10000 Hz
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Fig. 2.5: GFSK modulation time domain and spectrum
FHSS

FHSS modulation distributes f. to the appropriate channels in a pseudo ran-

dom pattern(see fig. 2.6).

FHSS, fc = 100 Hz, Im = 0.5, fb = 90 bit/s, fs = 10000 Hz, channel pattern ratio = 0.1 fc
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Fig. 2.6: FHSS modulation time domain, spectrum and frequency pattern
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This method helps to avoid coexistence with other technologies in the 2.4GHz ISM
band and at the same time improves transmission security. If a Bluetooth device
detects interference in one of the channels, it automatically tries to avoid these

channels by changing the pattern.

2.3.2 Modulation parameters

Bluetooth can operate in Basic Rate (BR) or Enhanced data rate (EDR) mode.
In this thesis, all measurements are related to the basic rate mode.

BR mode uses GFSK modulation with BW of 1 MHz, modulation index I,
between 0.28 and 0.35, BT of Gaussian filter 0.5, data rate = 1 Mbps, and frequency
hopping at the nominal rate of 1600 hops/s. In addition, the minimum frequency
deviation should not be lower than 115kHz. This mode is designed for devices that
need to continuously communicate with each other, such as wireless headphones and
hands-free.

The EDR mode uses two types of PSK modulation, the 7/4-DQPSK or SDPSK,
and achieves data rates of 2 Mbps and 3 Mbps, respectively [14, 16].

2.4 Frequency bands and channels

Bluetooth operates in 2.4 GHz ISM band and can occupy 79 RF channels in
the following pattern:
fo=2402 + k MHz, (2.13)

where k = 0,1,2,...,78, f. is the center frequency of channel and each channel has
BW of 1 MHz.
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3 Coexistence Scenarios

Since LoRa and Bluetooth can operate in the same 2.4 GHz ISM band, they
can also share the same RF channel. In this thesis, the following types of coexis-
tence scenarios are considered: Co-Channel Coexistence Scenario (CSSS), In-Band
Coexistence Scenario (INCS), Adjacent Channel Coexistence scenario (ACCS), and
Out-Band Coexistence Scenario (OBCS).

In CSSS, both systems work with the same carrier frequency. This scenario
is potentially the worst from the view of interferences because most power of the
interferer signal is concentred around the carrier frequency.

On the other hand, in ACCS and INCS signals have different carrier frequen-
cies, but coexistence occurs because their bands overlap each other. In our case, the
main parameter of ACCS and INCS is the frequency offset Af, which defines the
offset between the carrier frequency of the interfering (unwanted) Bluetooth signal
and the carrier frequency of the wanted LoRa signal. In general, the larger the Af,
the less likely systems will interfere each other.

OBCS presents a case with non-overlapping RF spectrums. To avoid interfer-
ences between two signals, that has their spectrums close to each other, we define a
Guard Band (GB) as an unused part of the radio spectrum between RF bands [4].

Co-Channel Coexistence Scenario (CSSS)

In-Band Coexistence Scenario (INCS)

e ™\ —— Bluetooth Ve N\ ——Bluetooth

— / \ ILoRa — / \ IlLoRa
S / u = /
m / m
= | =
@ 3
g 3
[o% | [o%
© © | ‘
c \ c \
g) ’r‘ \\ g) ’f \\

B fc — frequency [GHz] ) fcfc+ Af — frequency [GHz]

Adjacent Channel Coexistence scenario (ACCS) Out-Band Coexistence Scenario (OBCS)
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Fig. 3.1: Coexistence scenarios

As an example of coexistence (see fig. 3.2), We suppose that the Bluetooth
signal is transmitted in channel 2. Next, the LoRa signal has BW of 400 kHz and f.
equals to 2403 MHz. Because both systems share the same f., they are in a CSSS.
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Bluetooth BW Guard Band BW

Signal power [dBm]

2400 2402 (CH1) 2403 (CH2) fc LoRa 2480 2483
frequency [MHz]

Fig. 3.2: Possible coexistence of LoRa and Bluetooth systems in the 2.4 GHz
ISM band

If we increase the f. of LoRa up to the 2403.7MHz (Af up to (BWg +
BWiora)/2 = 0.7 M Hz), systems will have no longer the same f, and move from
CSSS into INCS and ACCS. In these scenarios interference may occur, because
spectra of the systems overlap each other. By further increasing the f., systems
achieve case of OBCS, in which the systems have GB between each other and should

not interfere.
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4 Measurement methodology

4.1 Measured parameters

Measurement of Protection Ratio (PR) is one of the methods to define im-
munity of a wireless communication system to interference caused by other wireless
communication system. In our case, PR is calculated as the ratio of C'/I for Packet
Error Rate (PER) of 10 %, where C' is the power of the LoRa signal and [ is the
power of the Bluetooth signal. PER represents the ratio of incorrectly received data
packets and the number of all received packets expressed in percents, where the
value of 10 % represents the ,threshold® of reliable transmission for LoRa systems
[4]. However, to get a better idea of the system’s immunity, it is advisable to mea-
sure the dependence of the PR on Af. C' and I are measured in dBm, therefore PR
can be calculated as:

PR[dB]=C—1 (4.1)

4.2 Measurement testbed

The measurement of coexistence scenarios between LoRa and Bluetooth sys-
tems was performed for various combinations of parameters SF and BW (see Table 4.1)
of the LoRa system, where these parameters have the most significant effect on the

result of measurements.

Tab. 4.1: Measured combinations of LoRa PHY

BW 200 BW 400 BW 800 BW 1600
SF | CR | C[dBm] | SF | CR | C [dBm] | SF | CR | C [dBm] | SF | CR | C [dBm]
5 [4/5| -65 5 14/5|  -65 5 14/5| 65 5 [4/5|  -75
6 [4/5| -65 6 |4/5| -65 6 |4/5| -65 6 [4/5| -75
8 [4/5| -65 8 [4/5| -65 8 |4/5| 65 8 [4/5| -75
10 |4/5| -65 |10 |4/5| -65 |10 |4/5| -65 |10 |4/5| -75
12 |4/5| 65 |12 |4/5| -65 |12 |4/5| -65 |12 |4/5| -75

The LoRa signal (C) was generated by using SK-iM282A module and individ-
ual physical layer parameters were set using WiMoD LR studio. The output power
of the TX signal was set to the lowest possible level (-18dBm). Next, the LoRa
signal was attenuated to the level (see table 4.1) in order to achieve PER = 10% for
the highest possible A f with the limited maximum power (-5dBm) of the Bluetooth
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signal (1) generated with the help of R&S SMU200A arbitrary signal generator. Fi-
nally, both signals were combined in a Wilkinson power combiner/splitter and split
into two signal paths. First one leads to the Rx LoRa module and second one to the
R&S FSQ Spectrum Analyzer. The purpose of the Rx LoRa module was to measure
PER, and the purpose of the spectrum analyzer was to reliably measure the output

power of C' and [ signals (fig. 4.1).

Bluetooth (up to -5 dBm)

R&S SMU200A
Arbitrary RF signal (RP-SMA cable) R&S FSQ
generator Spectrum analyzer
Y
A
LoRa (-18 to 8 dBm) Attenuator Wilkinson Power Mixed signal
(RP-SMA cable)’ (optional) (RP-SMA cablef Combiner/Splitter
(RP-SMA cable)
Y
Tx LoRa module pC Rx LoRa module
Development kit [« > < > i
o oo (USB cable) WIMOD LR Studio (USB cable) D AT

Fig. 4.1: Block diagram and photo of measurement testbed
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The measurement process was performed in the following steps:

1. Setup LoRa signal C' using WiMOD LR studio (SF, BW, CR, f.). The pro-
posed output power levels of attenuated output power of Tx LoRa module
can be found in the table 4.1. Proposed output power levels are measured by
the FSQ spectrum analyzer. Because the test, performed by the WiMOD LR
studio, uses bidirectional communication between the Tx and Rx modules, it
is necessary to disconnect the Rx module when the power level of Tx module
is measured. This signal remains unchanged during the measurement of one
combination of parameters from the table 4.1.

2. Setup Bluetooth signal I using R&S SMU 200A generator. The proposed
initial output power is at least 10 dB lower than the LoRa power level. The
output power of Bluetooth signal is measured by an R&S FSQ, while both
LoRa modules are disconnected.

3. Adjust the power level of Bluetooth signal I to achieve a required condition
of 10% PER for LoRa reliable communication. Measure the output power of
the Bluetooth signal in the same way as was described in step 3.

4. PR (C/I) parameter is calculated from steps 2 and 4 using equation 4.1

5. Repeat steps 1 to 5 varying frequency offset Af (starting from Af = 0). The
step Afs.ep is different for each BW of LoRa signal and is discussed in the
experimental part.

Each step of measurement is related to the different combination of LoRa
PHY parameters. However, the center frequency f. of LoRa remains constant for
all measurements (2.47 GHz). Therefore, the frequency offset depends only on the

center frequency of the Bluetooth signal.
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4.3 Hardware and Software description

4.3.1 LoRa SK-IM282A module and WiMOD LR studio

LoRa modules SK-iM282A (fig. 4.2) are long-range modules produced by
Semtech company designed to operate in the 2.4 GHz band. These modules can
communicate directly with each other without the need of gateways. Modules can be
controlled by the Windows app, called WiMOD LR Studio, developed by SEMTECH
company. This program offers Graphical User Interface (GUI), where a user can set
and monitor several parameters of LoRa system. The communication between LoRa
modules and WiMOD LR studio is based on a USB interface. SK-iM282A modules
must be firstly correctly configured (shorting onboard pins with jumpers) according
to the datasheet. After all necessary configurations, SK-iM282A modules can be
connected via USB cables to the PC, and software should automatically detect the

modules.

Fig. 4.2: LoRa SK-IM282A module

GUI has vertical and horizontal bars for more straightforward navigation in the
program (see fig. 4.3). We can enter into three sections in the vertical navigation bar,
namely: Radio Services, Configuration, and Extras. In the Configuration section,

the PHY parameters can be configured according to the Table. 4.2.
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Tab. 4.2: Available parameters in WiMOD LR Studio

Parameter Description

RF Carrier Frequency | 2402 000 143 Hz up to 2479 999 939 Hz
with step approx. 198 Hz

Modulation LoRa, FLRC, GFSK

BW (LoRa) 200 kHz, 400 kHz, 800 kHz, 1600 kHz
SF 5up to 12

CR 4/5 up to 4/8

Output power -18 dBm up to 8 dBm

DaaLnksarvice  SensorApp  packetsnffer  RemotContdl  Deveestatus b

horizontal NAVBAR

Tk Stats_ = Link Satus

Downink Uoink
[~ransmitted packets 20 2014
Received Packets 2014 2009

- P packet Ermor Rete 021% 017 %
- rsst <9 dbm <9 48m

Number of RF Packets - CECTE Ava. 3551 5197 cBm -51.23 dBm
nfinite Test & Enbled B 10d e

K Radio Services

Q@ Configuration
"

RSSICata &

> Open Loa Fle

Fig. 4.3: WiMOD LR Studio GUI

We can start a test in the Radio Services section and open a link between the
two LoRa modules. WiMOD LR studio ensures automatical measurement of Packet
Error Rate and Received Signal Strength Indicator (RSSI) and print their value in
the link status (see fig. 4.3). RSSI is an estimated power level that the device is
receiving from another device. According to the radio settings, one device is marked
as local, and the other as a peer device. Transmission from a local to a peer device
is called ‘downlink’ while transmission from a peer to a local device is called ‘uplink’.
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4.3.2 R&S SMU200A

The R&S SMU200A is a two-channel (A and B channels) arbitrary RF signal
generator with an option to upload or create custom signals. Channel A is capable of
generating a signal in a frequency range from 100 kHz up to 6 GHz. Channel B has

a frequency range only up to 3 GHz. The maximum output power of the generator
is 5 dBm.

4.3.3 R&S FSQ

R&S FSQ is a signal analyzer, which is capable of RF signal measurement up
to 8 GHz. It has a feature to measure power levels in a selected RF channel. In
this thesis, this device is used to display RF spectrums of Bluetooth and LoRa (or
mixed) signals and to measure their power.
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5 Experimental measurements

This chapter presents the results of the experimental measurements, which
are described in previous section. Measurements were performed for different com-
binations of LoRa PHY parameters (see table 4.1). For each of combination of
parameters, the dependence of PR on Af was measured. Results are represented
in a graphical form and discussed in the following subsections. The combinations
of parameters are chosen to cover the extremes that may occur in the measured
coexistence scenarios, while SF = 5 and SF = 12 for the given BW of LoRa signal
are considered as extremes. The measured PR dependencies on Af for other SFs
should stay between these extremes.

The maximum value of the reached A f,,. varies depending on the limited
output power of the Bluetooth signal generator and the combination of PHY pa-
rameters of the LoRa system. From the maximum reached Af,,,., the minimum
step between individual A fs is derived, to compromise, between the time complex-
ity and the resolution of measurements. For each BW of the LoRa system, the RF
spectra of the measured signals (Bluetooth and LoRa) for individual extremes (SF
= 5 and SF = 12) at Af = 0 and Af,,., are shown in the relevant figures. All
spectra were measured by a R&S FSQ spectrum analyzer (BW = 4 MHz, VBW =
3MHz, SWT = 12s) and processed offline in MATLAB.

For all measurements a Bluetooth BR signal, with the following PHY layer

parameters, was used:

Tab. 5.1: Bluetooth PHY parameters

Modulation | BT of Gaussian filter | BW FHSS
GFSK 0.5 1 MHz | disabled

In order to set the required Af, the Bluetooth Basic Rate signal (hereinafter
referred as the Bluetooth) was generated without FHSS modulation.

Parameter PER was measured using WiMOD LR studio and SK-IM282 LoRa
modules, where the evaluation took place after 100 sent packets, each with a length of
15 bytes. Such a small number of packets was chosen to speed up the measurement.
Due to the small number of packets, it was not possible to accurately determine the
PR at PER = 10%. Therefore, a PER value of 10 & 5% was tolerated for the I

signal power level adjustments.
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5.1 LoRa: BW = 200kHz

This section is dedicated to the measurement of coexistence scenarios for the

following combination of LoRa and Bluetooth PHY parameters.

Tab. 5.2: Parameters of LoRa and Bluetooth PHY

LoRa Bluetooth
modulation | BW [kHz] SF C [dBm] | CR | f. [GHz] | modulation | BW [MHz] | Symbol Rate
LoRa (CSS) 200 5,6,8,10,12 -65 4/5 | 247 GFSK 1 IMsym/s

The maximum A f,,.. that was achieved during the measurement was 700 kHz
with A fsep of 100kHz. It implies that the measurement includes CSSS and INCS.
In the Fig. 5.1 the individual dependencies of PR (C/I) on Af for different SFs can
be seen. In general, the lower the PR, the more resistant the system is. Therefore,
it can be concluded that LoRa is the most resistant to interference at SF = 12 and
the lowest resistance against interferences has at SF=5. This corresponds with the
assumption, which implies that with higher SF the receiver has higher sensitivity.

If we calculate the PR at Af = 0, we obtain information about the immunity
of LoRa system in the CSSS. As an example, consider SF = 12, where PR =-26.7dB
was measured at Af = 0. That means, it is it is possible to reliably receive a LoRa
signal with approximately 470x lower power than an interfering Bluetooth signal at
the same fc. For comparison, consider the same example, but with SF = 5. For this
SF, PR = -17.72dB was measured, therefore 52 times weaker LoRa signal can be
reliably received. It seems that SF has no significant effect on the shape of obtained
curves and affects only the amplitude of measured PRs.

In the case of scenario INCS (Af > 0). There is decreasing tendency of PR
over Af, which implies more robustness of the LoRa system against interference.
It corresponds to the fact that with increasing A f, the spectral overlap decreases.
Therefore it is necessary to increase the power of the interfering signal I to increase
the side lobes of the spectrum to compensate mentioned reduction of the spectral
overlap. Furthermore, according to eq. 4.1, the increase of I reduces the PR.
This phenomenon is evident in fig. 5.2, where the measured spectra of Bluetooth
and LoRa for SF = 5 and SF = 12 can be seen. The figure shows spectra of
Bluetooth and LoRa signals at Af = 0 and the Bluetooth signal at the maximum
measured A f,... The displayed spectra respect the measured signal power levels.
The displayed LoRa spectrum has a "special" character. This is caused by the
bidirectional communication between the LoRa modules, where Tx module opens

an Rx window after each sent packet, in which it does not transmit.
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Fig. 5.2: Spectra of Bluetooth and LoRa signals at Af = 0 and A fae

Tx power is measured with help of a spectrum analyzer, which has too short

SWT (12s) in order to speed up the measurement. Therefore spectrum analyzer

samples the signal, even when the Rx window is open and does not receive any signal.

The difference in the spectrum for SF = 12 and SF = 5 is caused by differences

between Tx and Rx window times. If a large SWT (hundreds of seconds) was set,

the spectrum would become continuous.
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5.2 LoRa: BW = 400kHz

This measurement is similar to the previous one. In both cases, a combination
of parameters, in which the LoRa has at least two times lower BW than Bluetooth.
It can be understood as broadband interference caused by Bluetooth. Therefore
LoRa behaves similarly for this and previous measurements. The measurement was
performed for the same combination of parameters as in previous measurements
except for the LoRa BW ,which was changed to 400 kHz.

For the selected bandwidth 400 kHz, the maximum Af,,,. 750 kHz was mea-
sured with a step Afy.p of 150kHz. Since Afg,, is similar to the previous mea-
surement, it is possible to compare graphs of both measurements. The following
fig. 5.4 shows the dependencies of PR on Af for SF = 5 and SF = 12 for both
measurements (BW 200 and 400). And in fig. 5.3 all measured combinations for
LoRa BW 400 are shown.

Fig. 5.4 shows that for CSSS the combination with BW 400 kHz is surprisingly
more resistant against interference, which contradicts the theoretical assumptions,
where the sensitivity of the Rx module should decrease with higher bandwidth. The
behavior in INCS is also interesting, because after exceeding Af approximately at
120kHz for SF = 5 and 20kHz for SF = 12, the combination with BW 200 seems
to be more robust. From Af = 300 kHz, the combination with BW = 200 kHz has
a better PR compared to BW = 400 kHz by 3dB for SF = 5 and 4 dB for SF = 12.
Similarly, as in previous measurements, there is an overview of the measured spectra
in fig. 5.5.
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Fig. 5.3: LoRa BW400 C/I for various SF
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5.3 LoRa: BW = 800kHz

This section is dedicated to the measurement of coexistence scenarios for the

following combination of LoRa and Bluetooth PHY parameters.

Tab. 5.3: Parameters of LoRa and Bluetooth PHY

LoRa Bluetooth
modulation | BW [kHz] SF C [dBm] | CR | f. [GHz] | modulation | BW [MHz] | Symbol Rate
LoRa (CSS) 800 5,6,8,10,12 -65 4/5 | 247 GFSK 1 IMsym/s

In this measurement, LoRa and Bluetooth have a comparable bandwidth. Dur-
ing the measurement, the maximum Af,,.. = 1 MHz was reached with the step of
200kHz. We can see that in this scenario, PR remains almost independent of Af up
to approximately 400 kHz. After exceeding this value, PR begins to decrease with
a slope of approximately 9dB/200 kHz.

In INCS, PR = -14.66dB for SF = 5 and PR = -26.55dB for SF = 12 were
measured. As in previous measurements, SF does not significantly affect the shape

of the dependencies and only affects their amplitude.

SF=5

-SF=6

50 I ! L I ! I | I I
0 100 200 300 400 500 600 700 800 900 1000

offset A f [kHz]

Fig. 5.6: LoRa BW800 C/I for various SF
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Fig. 5.7: Spectra of Bluetooth and LoRa signals at Af = 0 and Afnae

5.4 LoRa: BW = 1600 kHz

The parameters for the PHY layer of LoRa and Bluetooth signals were set

according to table 5.4. In this measurement, the lower Tx power level of the LoRa

module was set than in the previous measurements in order to reach a higher maxi-

mum A f,,... By reducing the Tx power level, the shape of the Bluetooth signal will

also change slightly, because the side lobes are reduced as well. It leads to a minor

change in the measured PR. However, before the measurement, the reference PR

values for several SFs were also measured at LoRa output power of -65dBm. The

difference between the results is smaller than 0.5dB, so the effect of Tx power level

on PR can be neglected.

Tab. 5.4: Parameters of LoRa and Bluetooth PHY

LoRa Bluetooth
modulation | BW [kHz] SF C [dBm] | CR | f. [GHz] | modulation | BW [MHz] | Symbol Rate
LoRa (CSS) 1600 5,6,8,10,12 -75 4/5 | 247 GFSK 1 IMsym/s

Compared to Bluetooth signal, LoRa has larger BW, which can be observed

in fig. 5.9. Therefore, the interference caused by the Bluetooth signal can be under-

stood as narrowband interference. The maximum A f,,.. = 2400 kH z was achieved
with a step of 400 kHz. Therefore CSSS, INCS and ACSS were achieved.
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If we look at the shape of measured dependencies, PR remains almost constant
up to about Af = 400kHz. Between Af = 400kHz and Af = 1600 kHz PR de-
creases approximately by 18 dB. Therefore, the immunity of the LoRa system against
Bluetooth interference increases approximately 63 times. From Af = 1600 kH z the
PR decrease slows down, and the immunity of the LoRa system increases only

slightly.
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Fig. 5.9: Spectra of Bluetooth and LoRa signals at Af = 0 and A fae
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5.5 Summary of the results

This section is dedicated to the main differences between the coexistence sce-
narios presented in sections 5.1 to 5.4.

In Figs. 5.1, 5.3, 5.6 and 5.8, we can see that in the CSSS, the distribution
of SFs is not uniform. For the BW 200 kHz and 400kHz, the effect of SF on PR
has a growing trend. In other words, the PR differences APR = 1.7dB between
SF = 5 and SF 8 and APR = 6.2dB between SF = 8 and SF = 12 were measured
respectively. On the other hand, the effect of SF on PR for LoRa BW 800 has a
decreasing trend. For BW 1600, the effect of SF on the measured PR is less relevant
than for other BWs, where the PR difference between SF = 5 and SF = 12 is only
2.72dB. In the following table, in the column APR, the difference of PR (APR)
related to the reference value of SF = 5 for all BWs is shown. In the last line (SF
= 12 - SF = 5) we can see the maximum change that can be achieved by changing
SE.

Tab. 5.5: Comparison of the SFs effect on PR for individual LoRa BWs

APR[dB]

ASF | BW 200 | BW 400 | BW 800 | BW 1600
SF6-SF5 | -0.65 | -0.55 | -3.55 -0.65
SF8-SF5 | -1.73 | -179 | -8.96 -1.49
SF10-SF5 | -517 | -517 | -10.37 | -1.89
SF12-SF5 | -804 | -811 | -11.89 | -2.72

In order to compare individual results with each other, SF = 5 and SF = 12
for all BWs are shown in Figure 5.10. These values of SF = 5 and SF = 12 were
chosen because they represent limit values, and the results for the other SFs lie
between these extremes. For Fig. 5.10, fixed values of the X and Y axes are chosen
to highlight the differences between measured combinations. If we compare the
PR for individual BWs for SF = 5 in CSSS, we can see that the highest immunity
against interference is achieved for BW = 1600 kHz, where the PR = -23.88 dB was
measured. On the other hand, LoRa is the most vulnerable to Bluetooth for the
BW = 800 kHz, where both systems have similar BWs.
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Comparison of all BWs, SF = 12
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Fig. 5.10: Comparison of all BWs for SF = 5 and SF = 12

In the CSSS for SF = 12, PR around 26.7 dB was measured for all BWs.
Fig. 5.10 also shows the effect of A f on PR. In general, the narrower the LoRa BW,
the faster the PR decreases over Af.
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5.6 Comparison with related works

Compared to other studies, a comparison of the results with application note:
Bluetooth Immunity of LoRa at 2.4 GHz from SEMTECH [17] could probably be
the most relevant. The study uses a very similar methodology and evaluation of
C/I at PER = 10% as in our case. The main difference is that the SEMTECH adds
the measurement of coexistence between Bluetooth EDR (7/4-DQPSK and 8-DPSK
modulation). Furthermore, SEMTECH extends the measurement of Out-Band coex-
istence scenarios, which we did not achieve due to technical possibilities. SEMTECH
includes measurements only for combinations of LoRa PHY (SF = 6 and 12 and
BW = 200kHz and 1600kHz). In both theses, SF, BW and Af a similar effect on
the immunity of the LoRa system to Bluetooth interference can be observed.

There are works dealing with the coexistence between LoRa and Wi-Fi [4, 18],
which adds measurements of the immunity of LoRa against OFDM (BPSK and
64QAM) modulations. The results show that, as in our work, the immunity of
the LoRa system against Wi-Fi increases with increasing SF and Af. However,
LoRa immunity against Wi-Fi behaves differently when the LoRa BW changes. The
main difference is that, while increasing the LoRa BW, the shape of the measured
dependencies does not change significantly and only the immunity of LoRa against
Wi-Fi decreases. This is probably caused because Wi-Fi has significantly higher
bandwidth than LoRa even at the highest LoRa bandwidth (1600kHz), therefore
interference in all cases has broadband character. On the other hand, the coexistence
between LoRa and Bluetooth changes from broadband to narrowband interference
character according to the LoRa BW, and the results caused by changing LoRa BW

cannot be compared.
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Conclusion

The bachelor thesis aimed to define and measure coexistence scenarios between
LoRa and Bluetooth in the ISM band 2.4 GHz. The theoretical part describes the
PHY layers of LoRa and Bluetooth systems. In order to experimentally measure the
immunity of the LoRa system to Bluetooth in defined coexistence scenarios, a mea-
surement testbed was designed. The results of an experimental part are presented
in the graphical form of dependencies of PR on offset. The measured results are
commented in detail in the experimental part of the thesis and then compared with
existing works on similar topics. The measured results show that SF, BW, and delta
f can affect the LoRa system’s immunity. Finally, a laboratory was created (written
in the Czech language), which will be used for educational purposes for BPC-MKO
course taught at BUT university.

The challenging part of the the thesis was the workflow with the WiMOD
LR studio software, which was used to set up LoRa PHY and measure PER. This
software does not allow measuring PER during one-directional communication be-
tween RX and TX LoRa modules. Another disadvantage of this software is that
it only measures PER (does not support BER measurements), which in combina-
tion with the transmission speed of the LoRa system significantly slows down the
measurement. This problem is discussed in more detail in the experimental part.

This thesis bases the ground for future research of coexistence between LoRa
and Bluetooth in the 2.4 GHz band. The LoRa system allows setting different com-
binations of PHY (e.g. FLRC and GFSK modulation), which were not measured in
this work due to time and technical reasons. Also, other types of Bluetooth than
BR (e.g. EDR and BLE) could be used. Furthermore, only Co-Channel, In-band
and adjacent coexistence scenarios were achieved. The Out-Band scenario was not
achieved due to the limited power of the R&S SMU 200A generator, which was
used to generate the Bluetooth signal. Due to the time complexity, it would be

appropriate to automate the measurement.
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Koexistence LoRa a Bluetooth v pasmu 2,4 GHz MPC-MKO
Laboratorni tloha ¢. 1

Zadani

1. Seznamte se obsluhou vektorového signalového generdtoru SMU 200A a signédlového analyzitoru FSP firmy
Rohde & Schwarz (déle R&S)

2. Vygenerujte LoRa signdl definovanych parametri na SK-iM282A LoRa modulech a pomoc{ WIMoD LR Studia
provedte test rddiového spojeni

3. Pomoci generdtoru R&S SMU 200A vygenerujte Bluetooth signal
4. Zmérte koexistencni scénate mezi LoRa a Bluetooth systémy v ISM pasmu 2,4 GHz

5. Vypracujte prehlednou zpravu o méreni

Teoreticky tuvod

Laboratorn{ tloha se zabyvd méfenim koexisten¢nich scéndiu mezi Long Range (LoRa) a Bluetooth v bezlicenénim
Industrial Scientific and Medicin (ISM) pdsmu 2,4 GHz .

LoRa

LoRa je ¢lenem rodiny Low Power Wide Area Network (LPWAN). Tato sif je urena pro pfenos malého
mnozstvi dat (0,3 kbps az 50kbps) na velké vzddlenosti (desitky kilometru), pfi vyuzit{ co nejmensiho vykonu (Obr.
1). Diky témto vlastnostem je technologie LoRa vhodnd pro bateriové napédjend IoT zafizeni.

o (AN WaN

| S o
QCFLE | ppplte =
f Cellular 3G E
Mbps | O
PAN &
o €3 Bluetooth’ _
% @) THREAD | LPWAN
+ 72 zigbee 1 [ | 35‘5)
g o @ @ LoRa 'slgﬁ:x LTE-(X) @ ne-ioT

im 10m 100m 1km 10km+

DISTANCE —

Obréazek 1: zarazeni siti WPAN a LPWAN

LoRa vyuzivd modulaci zaloZzenou na Chirp Spread Spectrum (CSS). Tato modulace vyuzivéd tzv. chirp
jako nosny signdl a zprdva je pak obsazena v jednotlivych frekvenénich skocich (Obr. 2). Takto modulovany
signél je odolny proti Dopplerové efektu, vicecestnému &ifeni, umoziiuje lokalizaci a je vSeobecné velmi odolny vuéi
interferencim.



0.

U‘I

(t

-0.5

u

\H
! H\‘
”‘ ‘U‘ w HHH

|
i

|

Il

N

0.5 1 1.5
normalized to Tsymb

f +BW/2

Cc
>
[}
b5
g .
Qo

f -BW/2 \ L \ | I

¢ 0 05 1 1.5 2 25 3

normalized to Tsymb

Obrézek 2: CSS modulace s(t) nahote a f(t) dole

Na rozdil od tradi¢niho sub-GHz pasma, pro které byla LoRa prvotné navrzena, nemda v 2,4 GHz pasmu
pozadavky na duty cycle. Dadle nabiz rozsifenou volbu Spreading Factoru (5 az 12) a nové sitky pdsma BW
(200 kHz, 400kHz, 800kHz, 1600kHz). Prdvé volba SF a (BW) ovliviiuje odolnost LoRa systému vuéi ruseni.
Obecné plati, ze pfi vyssim SF je pfijimac schopen dekédovat vice zasumély signal, kde pro SF = 5 lze dekddovat
signédl o SNR pfiiblizné -3 dB a pro SF = 12 muze SNR nabyvat hodnot kolem -20 dB. ZvySeni hodnoty SF sebou vsak
nese i nevyhody v podobé snizeni datového toku. Naopak zvySovanim sitky pasma je mozné dosdhnout prenosovych
rychlosti za cenu snizené citlivosti pfijimace.

Bluetooth

Bluetooth je provozovén v bezlicenénim 2,4 GHz pdsmu a je ¢lenem (Wireless Personal Area Network) WPAN, ktera
je definovdna pracovni skupinou IEEE 802.15.1. Tato sit je uréena pro pfenos dat na kratké vzdalenosti (desitky
metru) s vy$sim datovym tokem (jednotky az desitky Mb/s) nez je tomu u LPWAN. Dals{ specifickou vlastnost{
WPAN je, ze pro svou funkci nepotiebuje témér zadnou infrastrukturu a lze pfendset data piimo mezi koncovymi
zat{zenimi.

V soucasné dobé existuje nékolik druht Bluetooth jako napt. Low Energy (BLE), Enhance Data Rate (EDR),
Basic Rate (BR) a dalsi. V této laboratorni tiloze je uvazovéna pravé varianta Bluetooth Basic Rate, ktery ke své
funkci vyuzivd GFSK modulaci se $itkou pdsma 1 MHz, Indexem modulace (0,28 az 0,35) a roll of faktorem Gaussova
filtru (BT = 0,5). Pfi redlném prenosu se uplatiiuje i Frequency Hopping Spread Spectrum (FHSS), ktery mén{
nosnou frekvenci pseudondhodnym zpusobem, tak aby se predeslo pifipadnym interferencim. V této laboratorni
tloze bude mit generovany Bluetooth neménnou nosnou frekvenci po celou dobu pfenosu a FHSS se tak neuplatni.

Koexistenéni scénare

Jak jiz bylo zminéno vyse, obé technologie pracuji v bezlicen¢nim 2,4 GHz ISM pasmu a muzou tak nastat scénéfe,
ve kterych budou obé technologie soucasné vyuzivat stejné frekvenéni spektrum. Na obrdzku (Obr. 3) muzeme
vidét symbolické rozlozeni jednotlivych LoRa (oranzové) a Bluetooth (modfe) kandlt. Dulezitym parametrem pii
popisu koexistenc¢nich scénaiti je frekvencni offset Ay, ktery popisuje frekvencni rozdil mezi nosnymi frekvencemi
fe jednotlivych systémii. Pravé v zavislosti na Ay lze vzdjemnou koexistenci LoRa a Bluetooth systémii rozdélit
na Ctyii scéndfe (viz. Obr. 4). V Co-Channel Coexistence Scenario (CSSS) oba systémy sdileji stejnou stredn{
frekvenci f. a dochazi tak k nejvétsimu ruseni v disledku vysokého pfekryvu spekter. Se zvySujicim se offsetem A
prechédzime postupné pres In-Band Coexistence Scenario (INCS) do Adjacent Channel Coexistence scenario (ACCS).
V téchto scénaiich dochdzi k prekryvu spekter v dusledku nenulovych sifek pasma obou systému a postrannich laloku
spekter. V Out-Band Coexistence Scenario (OBCS) dochézi bud k minimélnfmu a nebo zddnému piekryvu spekter.
Pro OBCS je dulezitym parametrem Guard Band (GB), ktery pfedstavuje nevyuzitou ¢dst spektra alokovanou za
ucelem predchézeni interferenci.
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Obréazek 4: Typy koexistenénich scénaiu



C/I Ratio

Jednim ze zpusobu, jak definovat odolnost systému vuci ruSeni jinym systémem, je zméfit ochranny pomér tzv.
Protection Ratio (PR).

PR[dB] = C[dBm)] — I[dBm), (1)

kde C znadi vykonovou uroven signdlu ruseného systému (v nasem piipadé LoRa) a I rusivého signdlu (Bluetooth)
pii Packet Error Ratio (PER) = 10%. PER oznacuje miru chybné prijatych packetu ruseného (LoRa) signdlu a
10% je stanovena mezni hodnota do které se prenos povazuje za spolehlivy. Abychom vsak ziskali §irs{ predstavu o
odolnosti systému je vhodné vychazet z zavislosti PR na Ay.

Postup méreni

Za tcelem méfeni zavislosti PR = F(Ay) byl navrzen méiici testbed. Pro generovéni a zpracovdni LoRa
signdlu jsou vyuzity dva vyvojové kity (Rx a Tx) SK-IM282A ovlddané pies UART pomoci desktopové aplikace
WiMOD LR Studio, kterd umozinuje méfit PER, SNR a nastavovat parametry fyzické vrstvy LoRa modulu. Gen-
erovani Bluetooth signalu probihd pomoci vektorového signdlového generatoru R&S SMU 200A. Oba signély jsou
pak privedeny na Wilkinsonuv slu¢ova¢. Vystup slucovace je piiveden na R&S signdlovy analyzator FSP, kde
probihd méfeni vykonu spekter signéli, a na Rx LoRa modul. Vzhledem k Setrnosti k vektorovému signalovému
generatoru R&S SMU 200A je vhodné nepiekracovat generovanou uroven signilu nad -5 dBm! Z tohoto divodu je
za Tx LoRa modul pfifazen attenuator, aby se snizila vykonové troven LoRa signélu.

Bluetooth (up to -5 dBm)

R&S SMU200A
Arbitrary RF signal (RP-SMA cable) R&S FSQ
generator Spectrum analyzer
A
LoRa (-18 to 8 dBm) Attenuator Wilkinson Power Mixed signal
(RP-SMA cable)' (optional) (RP-SMA cable)’ Combiner/Splitter
(RP-SMA cable)
Y
Tx LoRa module PC Rx LoRa module
Development kit [« > < > i
oo (USB cable) WIMOD LR Studio (USB cable) Do L

Obrazek 5: Mérici testbed

Obrazek 6: Redlné zapojeni méficiho testbedu



1. Zapojte zafizeni podle schématu na obrazku 5

2. Pomoci WiMoD LR studia (Configuration menu — Radio configuration) nastavte pro oba moduly (Rx a
Tx) ndsledujici parametry. Mezi moduly se lze pfepinat kliknutim do levého vertikdlniho navbaru na jakykoliv
parametr pozadovaného zafizeni. Pfed prepnutim na jiny modul, nezapomente nastaveni potvrdit a nahrit do
modulu stiskem tlacitka ” Write Settings to Device” (pod timto tlacitkem zaskrtnéte ”store in non-volatile memory”).
Pokud nastaveni do zafizeni nenahrajete neulozi se ani v softwaru a budete muset nastaveni zopakovat!

(7 WIMOD LR Studio

= Rado Configuration  Securty — Device Information  Real Time Clock  Module HCT Settings  Studio Settings | Horizontal NAVBAR

Radio Services Radio Settings &

Radio Mode 0: Standard Read Settings from Device Nezapomeiite nastaveni

Configuration Group Address 0x10 Write Settings to Device nahrat do moduli !

Device Address store in non-volatile mermory

Destination Group Address
Restore Factory Settings

Destination Device Address

Load Settings from Fie

Frequency Band
Save Settings to
RF Carrer Frequency - LTl s

Frequency Register Values BO3E60 (MSB, MID, LSB)

Modulation
Signal Bandwidth

Spreading

Error Coding

Transmitter Control O Listen before Tak (LBT) on/eff
Tx Power Level (——————————— EtF
LBT Threshold D e———— ¢ 70dBm >

O _Receiver off

Rx Control Pro funkénost testu musi Receiver always on
O Recewver Window (after Tx) enabled

Rx Widow Time Lo i—

Rx Packet Event

] Tx Packet Event
LED Control
[ s tndirstar O

Obrézek 7: WiMoD LR studio: Configuration

Nastaveni Parametrt pro Tx a Rx modul ve WiMOD LR studiu:
a) Radio Mode: Standard
b) Group Address: 0x10

¢) Device Address: Tato adresa slouzi k identifikaci zafizeni (podobneé jako IP adresa u TCP/IP), zde nastavte
libovolnou adresu rozdilnou pro RX a TX modul. Pro lepsi orientaci je doporuceno zvolit posledni 4 ¢isla ze
§titku na LoRa modulech

d) Destination Group Address: 0x10

e) Destination Device Address: Tato adresa urcuje kam (komu) bude zprdva odesilina. Pro TX modul zvolte
Device Address RX modulu a obracené.

f) Frequency Band: EU 2,4 GHz

g) RF Carrier Frequency: Libovolnd, doporucuje se volit celociselné frekvence pro prehlednéjsi odecitdni (napi.
2,47 GHz)

Modulation: LoRa

Bw: 400 kHz

SF: méfeni se bude opakovat pro t¥i SF (SF5, SF8 a SF12)
Error Coding : 4/5

Tx Power Level: nejnizsi mozny (- 18 dBm)

Rx Control: pro funkénost nasledné provadéného testu je nutné zvolit Rx always on, tato moznost nastavi
zafizeni do médu podobného tiidée C



n) Rx Window Time 4000 ms

0) Nezapomerite nastaveni potvrdit a nahrdt do modulu stiskem tlacitka Write Settings to Device (pod timto
tlacitkem zaskrtnéte ”store in non-volatile memory”

3. Pomoci WiMoD LR studia (Radio Services menu — Radio Link Test) provedté nastaveni testu. V této zélozce je
automatické provedeni testu, kde se vysledky testu zobrazuji v pravé ¢dsti programu v sekci Link Status (downlink
pro smér z TX do RX). V dolni ¢dsti programu je zobrazen ¢asovy prubéh hodnot RSSI, kde oznaceni peer odpovida
RX modulu a local odpovidda Tx modulu.

(7 WIMOD LR Studio

PacketSnifer ~ Remote Control  Device Status  Info

= Radio Link Test | Data Link Service  Sensor App

horizontal NAVBAR

[N .
Radio Services fest Settings & Link Status 4 L
A ink Satus
5 . | oonk e
Ce i i [ Transmitted Packets 2020 2014
Repcta s I — pga s 0a1% o7
D Extras RSSI -49 dBm -49 dém
Nurmber of RF Packets — pLE |Avg. RSST -51.97 dBm -51.23 dBm
Infinite Test Enabled SR 10d8 10d8

RSSIData 4

Discover Devices

Peer RssI Local RSt

Operation Mode  Application Mode
Radio Made Standard

Device L-Address

Frequency

Band

Modulation

Spreading

Bandwidth

Error Coding

Powier Level

pplication Mode
tandard

Log Events

Obrazek 8: WiMoD LR studio: Radio Services

Nastaveni Parametrt pro Tx a Rx modul ve WiMOD LR studiu:

a) Destination Group Address: Destination Group Address RX modulu

C

)
b) Destination Device Address: Destination Device Address RX modulu
) RF Packet size: 15 Bytes

)

Number of RF Packets: PER se ve WiMOD LR studiu pocitd prubézné ze vSech pfijatych packetu a méfeni se
resetuje po prijeti poc¢tu packetu nastavené v tomto poli Pro ¢asovou naroc¢nost méfeni zvolte nejnizsi hodnotu
(100)

[=¥

e) Infinite Test: Enabled
f) Create log files on start: nechte nezaskrtnuté

g) Test probihd po stisknuti tlac¢itka ”Start Test” z zafizeni, které je zvoleno v levém vertikdlnim navbaru do
zafizeni, které je zaddno v poli Destination Device Address, proto je nutné pred zahdjenim testu zvolit v levém
navbaru TX modul

h) Zahajte test stisknutim tla¢itka ” Start Test”



4. Nastaveni spektralniho analyzatoru a vystupniho vykonu C' LoRa modulu. Na spektralnim analyzatoru budou
méfeny spektralni vykony obou systému (LoRa i Bluetooth). Pro kazdy SF LoRa systému staci vsak vystupn{
vykon LoRa modulu C zméfit pouze jednou, protoze v prubéhu méfeni bude konstantni. Pro méfeni LoRa signédlu
je nutné odpojit RX modul z duvodu, Zze komunikace mezi LoRa moduly probihd obousmérné.

Nastaveni Parametra pro spektralni analyzator:

a) Center Frequency: stejnd jako Center Frequency LoRa modula

b) Nastaveni sitky pasma: BW — RES BW MANUAL 300kHz, BW — VIDEO BW MANUAL 3MHz

¢) SPAN: SPAN 5 MHz

)
)
)
d) Méfeni vykonu: MEAS — CHAN PWR ACP — CP/ACP: ON — CP/ACP CONFIG — CHANNEL
BANDWIDTH: 4 MHz. Ujistéte zda se méfen{ spektrum nachdz{ je uvnitf ¢ervenych car (viz Obr. 9)
Pokud tomu tak neni zopakujte nastaveni CHANNEL BANDWIDTH

e) SWT: Vzhledem k tomu, Ze md LoRa nizkou pfenosovou rychlost a modul otevird po vysildn{ zpravy Rx

okna, je nutné nastavit vyssi Sweep Time pro spravné zobrazeni a méfeni prendseného vykonu. Nastavte
SWT (SWEEP — SWT MANUAL) na 12s (pfipadné i vyss{)

f) Pomoci atenudtoru nastavte vystupni vykon LoRa modulu, tak aby byl vystupni vykon na spektrdlnim ana-
lyzatoru —65 dBm. Pii tomto kroku se ujistéte, ze méate odpojeny RX modul (odsroubovany SMA konektor
viz Obr. 10) a vypnuty vystup generdtoru. Zméteny vykon (okolo -65 dBm) bude predstavovat vykon ruseného
LoRa zafizeni C

g) Opét pfipojte Rx modul a zkontrolujte, zda probihd test ve WiMoD LR studiu

Marker 1 [T1 1

-98.41 dBa HO. OF
2.470250000 otz SV
L

CHAHHEL
BAHDUIDTH
CHAHHEL
308

CP/ACP
ABS REL
CHAN PHR

< HZ

POUER

NODE o

-64.74 dBm

Obrézek 9: Spektralni analyzator: méfeni vykonu



Obrazek 10: Odpojeni Rx modulu

5. Nastaveni Generdtoru a méfeni spektralniho vykonu Bluetooth I. Generator R&S SMU 200A umoziuje gen-
erovat Bluetooth signdl s moznosti nastaveni vystupniho vykonu a volby center frequency f.. Generator je mozné
ovladat ru¢né nebo pomoci pocitacové mysi pripojené pres USB.

Nastaveni Parametrt pro Generator:

a)

b)

Ovéite do kterého kandlu je pFipojen propojovaci koaxidlni kabel a pro tento kansl provedte nésledujici
nastaveni.

Zvolte typ modulace (viz. Obr. 11): Config — Custom digital modulation — Set acc to standart: Bluetooth
— Symbol Rate 1Msym/s — Coding off — Modulation type: 2FSK — FSK deviation: 160kHz, Filter:
GAUS(FSK), BT: 0.5

Center frequency: podle offsetu (viz tabulka 1), pro prvn{ méfen{ stejnd jako u LoRa modulu (2,47 GHz). Pfi
zméné offsetu, tudiz i center frequency je nutné pro spravné méfeni zménit i center frequency na spektralnim
analyzatoru

Vystupni vykon: v pravém hornim rohu je mozné nastavit vystupni vykon generatoru. Koleckem mysi nastavte
vykon na droveil nizsi nez =70 dBm a aktivujte vystup generatoru zatrzenim posledniho bloku v diagramu
(RF/A Mod on)

Postupné zvysujte vystupni vykon do doby, nez se hodnota PER (méfeno ve WiMOD LR studiu) bude blizit
10%. Vzhledem k malému poctu prenesenych packetu se Vam pravdépodobné nepodaii nastavit presnych
10% (hodnoty +5% jsou v pofddku) Vsimnéte si také, Ze pii zvySovan{ vykonu rusivého Bluetooth signédlu
klesdé SNR. Pro urychleni méfeni lze vyuzit prdvé hodnot SNR, kde PER = 10% pfiblizné odpovida urcité
hodnoté SNR Pro méfené SF jsou odpovidajici hodnoty SNR umistény v tabulce (tab. 1)



f) Po dosazeni PER = 10% vypnéte test (tlacitkem stop test ve WiMoD Studiu). Zméite vykon Bluetooth
signdlu na spektralnim analyzdtoru (nyni méfite pouze vykon Bluetooth signdlu, ktery mé pienosovou rychlost
1 Mbit /s miZete tak nastavit na spektrdlnim analyzétoru nizst SW'T (200ms) pro rychlejsi méfeni). Hodnotu
vykonu I zaznamenejte do tabulky

g) Opakujte mé&feni podle bodu 5.) pro frekvenéni offsety (viz tabulka) do doby, nez by pro ruseni byl potiebny
vykon generdtoru vyssi nez -5 dBm

Meéteni opakujte pro SF 5, 8 a 12, které nastavite podle bodu 2. j). Pro kazdy SF je nutné znova nastavit vystupni
vykon LoRa modulu pomoci atenudtoru na -65 dBm. Vyneste zavislosti C/I na Ay pro jednotlivé SF do
jednoho grafu a zpracujte pifehlednou zpravu z méieni.
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Obrazek 11: Generétor: screen obrazovky

Table 1: Tabulka naméfenych hodnot

BW = 400kHz] SF5, SNR at PER 10% = cca -1.5 dB | SF8, SNR at PER 10% = cca -10 dB | SF12, SNR at PER 10% = cca 20 dB

A [kHz] | f. BL [MHz] | CLoRra [dBm] | Iy [dBm| | C/I[dB] | CLora [dBm] | Ipr [dBm] | C/I[dB] | CLora [dBm] | Ipr [dBm] | C/I [dB]
0 -65 -65 -65
150 -65 -65 -65
300 -65 -65 -65
450 -65 -65 -65
600 -65 -65 -65
750 -65 -65 -65
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Koexistence LoRa a Bluetooth v pasmu 2,4 GHz MPC-MKO
Vzorové vypracovani laboratorni ilohy ¢. 1

Nameérené hodnoty a priklady vypocta

BW = 400[kHz] SF5, SNR at PER 10% = cca -1.5 dB | SF8, SNR at PER 10% = cca -10 dB | SF12, SNR at PER 10% = cca 20 dB
Ag [kHz] | f. BL [MHz] | Crora [dBm] | Ipr [dBm] | C/I [dB] | Crora [dBm] | Ipr [dBm] | C/I[dB] | Crora [dBm] | Ipz [dBm] | C/I [dB]
0 2470 -65 -45,91 -18,79 -65 44,9 -20,58 -65 37,7 -26.9
150 2470,15 -65 44,42 20,28 -65 -43,62 21,86 -65 -36,82 27,78
300 2470,3 -65 -39,6 25,1 -65 -38,5 -26,98 65 -31,64 -32,96
450 2470,45 65 -32,85 -31,85 -65 -32,02 -33,46 -65 -25 -39,6
600 2470,6 -65 -25,64 -39,06 -65 -24,03 4145 65 -18,58 -46,02
750 2470,75 -65 -18,5 -46,2 -65 - - -65 - -

C/I[dB] = C — I = —65dBm — (—45.91 dBm) = —18.79dB

15
< SF5
- - SF8
P e e *-SF12]

50 | \ \ | | ! !
0 100 200 300 400 500 600 700 800
offset A f [kHz]
Obrézek 1: Zméfené zavislosti C/I na Af pro SF 5, 8 a 12 pii LoRa BW 400 kHz
Zaver

Maximalni A fmaz, kterého se pii méfeni podafilo dosdhnout byl 750 kHz. Z toho vyplyvé, ze méfeni zahrnuje
Co-channel a In-Band koexisten¢ni scénédfe. Na obrazku vyse muzeme vidét jednotlivé zavislosti PR (C/I) na Af
nejodolnési vuéi ruseni pii SF 12 a naopak nejméné odolnd pii SF 5. Pokud vyéislime PR v Af = 0 ziskdme tak
informaci o odolnosti LoRa systému v Co-Channel scénédii. Jako pifiklad uvazujme SF 12, ktery ma pii Af = 0
PR = -26.9dB. Pokud piejdeme do Inband koexisten¢niho scéndre (Af > 0). Vidime, Ze s rostoucim Af klesa
PR, coz oznacuje rostouci odolnost LoRa systému. To je zptisobeno, tim, ze s rostoucim A f dochézi k zmenseni
prekryvu spekter. Vzhledem k sifce pdsma LoRa (BW = 400kHz) a Bluetooth (BW = 1MHz) lze uvazovat, ze
ruSeni mé Sirokopdsmovy charakter.
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