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Risk analysis for intermittent water supply systems

Abstract

Intermitted Water Supply strategy is implemented commonly in some
developing countries nowadays in order to minimize the water scarcity
problems. Unstable hydraulic conditions in the distribution system, Ilow
pressure, high risk of water contamination, wasting water, rising costs paid by
consumers and water providers, failures and problems with consumption
metering and inconvenience to consumers are some of the consequences.

Risk Analysis Methodology is developed to handle with intermittent water
supply systems in developing countries conditions that include undesired
events identification; risk estimation and risk evaluation and reduction plan, the
catalogue list of potential undesired events (UE) which may occur in these
types of systems have been also developed using the HAZard and OPerability
technique (HAZOP).

The developed methodology is implemented and tested in this research on one
of the potential undesired events UE _ Low operational pressure
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Abstrakt

Systémy s pferusovanou dodavkou vody jsou dnes bézné realizovany
v nékterych rozvojovych zemich a to zdlvodu minimalizace problému
zpUsobenych nedostatkem vody. Proménlivé hydraulické podminky
v distribu¢nich systémech, nizké tlaky, vysoké riziko kontaminace, plytvani
vodou, narlst cen, které plati spotiebitelé a poskytovatelé vody, poruchy a
problémy pfi méfeni spotfeby vody a nepfijemnosti pro spotrebitele s tim
spojené, to jsou nékteré dlsledky provozovani takovychto systému. Za pouziti
Studie nebezpeCi a provozuschopnosti HAZOP (HAZard and OPerability
technique) byla vyvinuta metodika rizikové analyzy pro systémy s prerusovanou
dodavkou vody a byl vytvoren katalogovy seznam potencialnich nezadoucich
stavll (NS), které mohou nastat v systému tohoto typu. V této praci je také
popsano pouziti rozvinuté metodiky a Analyzy stromu poruchovych stavi FTA
(Fault Tree Analysis), ktera je pouzita k analyze pravdépodobnosti a dusledk
véetné ohodnoceni stupné rizika s nejistotou pro jeden z nezadoucich stavu
NS_Nizky provozni tlak

VUT, 2014 4



Risk analysis for intermittent water supply systems

TABLE OF CONTENT

1 INTRODUCTION ...ttt e e e
1.1 Statement of the problem.............. 8
1.2  Objectives of the thesis. ... 10
1.3 TheSiS OULIING .. ..o e 12

2  THE STATE OF THE ART ..ttt
2.1 Overview of Intermittent Water Supply (IWS)...........ooooiii 13
2.2  Overview of Risk Analysis Projects and techniques:................ccccccccieiieiennn. 19
221 Water Risk Analysis Projects ........ccooeveviiiiiiiiiiiiice e 19
222 Hazard identification techniques ............ccccoooi 23
223 Risk Estimation techniques.............oi 26

3 BASIC STRUCTURE OF THE METHODOLOGY .....ccviiiiiiiiciiiiiiiiie e
3.1 Description of studied IWS system ............cccccco 34
3.1.1 Household water storage tanks ... 35
3.1.2 Level Control ValVes ............uuviiiiiiii e 38
3.13 Household water pumping System ..............ooviiiiiiiiiniieee 41
3.2 Risk Analysis Methodology for IWS systems ................cccooiiiiiiiiini 42
3.2.1 Hard data...........ooooiiiiiii e 44
3.2.2 Complex Risk Analysis Methodology .............cccccooiiiiiiiiiii 45
3.2.3  Simple Risk Analysis Methodology .............ccccoiiiiiiiiiiii 46
3.3 Undesired Events identification..............c.cccoiii 47
3.3.1 Hazard Operability Analysis technique (HAZOP) implementation .......... 50
3.3.2  HAZOP dOCUMENLS......oiiiiiiiiiiiieie e 54
3.33 Undesired Events catalogue list............ccccoiii 71
3.4 Risk estimation for UE_ Low operational pressure...............cccccceevviiiiinninnnn. 72
3.41 Fault Tree analysis for UE ... 72
3.4.2 Probability analysis..............coooiiiiiiiii 84
343 RISKIBVEL.....ooiiiiiiie e 89

VUT, 2014 5



Risk analysis for intermittent water supply systems

4 CASE STUDY ...ttt ettt
4.1 System desCription ..........cooiiiiiiiii 90
411 WVatEr SOUICE .....oiiiiiiiii et 91
412 Distribution SyStem ... 91
4.2 DAta PrOCESS ....oveiiiieii it e ettt e e et 93
421 Complex Methodology outputs .............ccoooiiiiii 95
422  Simple Methodology OUIPULS..........cooiviiiiii 100
4.3 Results and diSCUSSIONS ........ooiiiiiiiiiiiiiiee e 104

5 CONCLUSION. ...ttt s e e
5.1  The findings and results of the project ... 106
5.2 Recommendations for future research................ccccooco 108

B BIBILIOGRAPH ...t

VUT, 2014 6



1 INTRODUCTION

1 INTRODUCTION

The purpose of a Water Supply System (WSS) is to make water available to customers
with at least acceptable pressure, flow, continuity and water quality.

WSS consists of the following main sub-systems:
1. Water sources, which could be
1.1 Surface water sources and/or
1.2 Ground water sources
2. Treatment plant
3. Water distribution system, which generally consists of
3.1 Main water tank (reservoir);
3.2 Transmission mains;
3.3 Pumping system;
3.4 Water supply network

Usually, drinking water supply systems are designed and operated on continuous
pattern for twenty-four hours a day and seven days a week, continuous water system
(CWS).

Any sub-system quantity failures i.e. no water is delivered to the consumers or quality
failures i.e. water is delivered but unfit for human consumption according to water
quality standards, may cause system supply failure, in developing countries frequent
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1 INTRODUCTION

interruption in water supply is acceptable while in developed countries only temporary
emergency interruption in water supply is allowed.

1.1 Statement of the problem

The available surface and ground water sources throughout the world are becoming
depleted or polluted; this problem is aggravated by the rate of increasing in
populations, rapid urbanization, and increasing in domestic, public, and industrial water
demand, the previous problems make it difficult to supply water systems with sufficient
quantity of water with acceptable quality, especially in developing countries where is no
sufficient technical, financial and/or technological ability to find out new water sources,
desalinate available sea water or to treat the available raw water.

There are two major views on how insufficient water sources problem should be
considered; the first view looks at a transfer to 24-hour supply by reducing water loss
and adding new supply sources, while the other accepts intermittent supply as a reality

(1).

In some developing countries, due to financial and technological constraints it is not
practically possible to operate water supply systems for twenty-four hours a day even if
the water is available, generally a period of eight hours or less is considered adequate
to supply, so the water utilities transfer the operation from continuous into intermittent
strategy.

Intermittent water supply (IWS) strategy is to provide water to the distribution network
less than 24 hours a day and/or less than 7 days a week, most water distribution
systems all around the world are designed and modeled with continuous supply pattern
then the water utilities may transfer it into intermittent due to the constraints and
problems that are mentioned before, IWS strategy is acceptable in most of the
developing countries and is not acceptable in the developed countries.

In IWS systems, the consumers depend on individual roof and /or ground storage tanks
to provide their daily needs of water for domestic, industrial, and other uses. This
means that the consumption of water is not necessarily provided from the network
directly, but may be provided from the storage system, in this case the consumption of
water is not restricted only by the pressure that is available in the distribution network,
but also they are restricted by the capacity of the storage tanks.
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From the hydraulic point of view, when the consumers are using the water from their
roof tanks, they are disconnected from the distribution system, and two independent
patterns can be distinguished in this case:

The first pattern is at the consumer’s tap which is actually a consumption pattern.
The second pattern is at the tank which is actually a filling pattern,

Intermittent water supply system (IWS) is a distribution system with unstable hydraulic
conditions (2),

1. The distribution network is not fully pressurized pipeline network but a network
with very low pressures,

It is a network with restricted water supply hours per day,
Inequitable distribution of the available water,
Thousands of roof tank connections,

Associated with high level of water contamination,

In case of fire, unavailable immediate supply.

Meter malfunctioning and

© N o o & 0N

Inconvenience to consumers.

Low pressure in IWS systems has high effect on the other problems, it causes meter
malfunctioning, failure in firefighting systems, water contamination and it forces the
consumers to use individual household pumping systems to be able to reach the water
during supply period.

Because of the zero or low pressure in IWS network, there are two types of backflow
that may occur. The first is back-siphon age, which occurs when the pressure drops
sufficiently to cause a vacuum effect in the pipe, which can then draw in contaminants
through leaks in the pipes or through cross-connections which are any connections
between a potable drinking water supply and a non-potable, undesirable, polluted or
contaminated source (3)
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1.2 Objectives of the thesis

A number of studies were carried out to describe IWS systems, identify and estimate
the health risks of such a kind of systems for humans, study the water quality and the
contamination problems, and to suggest approaches and combinations of software
programs to model IWS networks.

In Institute of Municipal Water Management / BUT Czech Republic, WaterRisk project
was carried out during 2006-2010; Risk Analysis methodology and software tool were
set to identify, assess, and rank the weaknesses and shortcomings of an existing water
supply system as a first step of risk management of that system, continuous water
supply systems are considered under this methodology and the intermittent water
supply was inserted as an Undesired Event (UE) in the Undesired Events list (4).

The first objective of the thesis is to develop risk analysis methodology to handle with
intermittent water supply systems in developing countries conditions that includes
undesired events identification; risk estimation, risk evaluation and reduction plan.

The second objective is to implement the developed methodology on one potential
undesired event, the studied UE in the thesis is UE_ Low operational pressure, which
was chosen because of its high effect on the other failures and problems in the system,
low pressure may occur because of the high rate of water withdraw from a limited
capacity network in a short period, so hydrodynamic operational pressure will decrease
under its designed values or because of low supplied pressure in main transmission.

¢ Undesired event (UE) identification

UEs identification considers quality, operational, technical and technological UEs that
may happen in the system and financial, healthy and social UEs that may impact the
customers;

For potential UEs identification process and catalogue list setting, the proposed
methodology employed HAZard and Operability (HAZOP) technique.

According to HAZOP technique, we divided the studied subsystem into four study
nodes, for each node we determined parameters, indicators and guide words to
prepare HAZOP documents, draw the possible scenarios and then set the potential
undesired events that may occur in the system by determining the deviations from
standard operating conditions, the documents were set depending on reading, brain
storming, discussions with experts and on academic and theoretical information.
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e Risk estimation

It is the estimation procedures of the probabilities of occurrence, the consequences
and the risk levels for each UE in the system under uncertainty

For risk estimation, Fault Tree Analysis (FTA) technique with specific criteria was
employed.

FTA's diagram displays the interrelationships between a potential top event in a system
and the causes of this event (Basic events). A properly constructed fault tree provides
a good illustration of the various combinations of (component) technical failures,
human errors, normal events, and environmental factors that may result in a critical
event for the system (5).

Fault tree should be constructed due to circumstances of the actual system instead of
being fitted to actual data, then when hard data is missing or insufficient, expert
judgments must be used (6)

We should consider entire system from source to tap during analysis because of
1. Interactions between subsystems
2. Failure maybe compensated by other subsystem

| used FTA to analyze probabilities under uncertainty and then to estimate risk level for
undesired event.

Probabilities estimation for FTA diagram were modeled and performed with Monte-
Carlo simulation in the case of available hard data, and by Dempster-Shafer theory
(evidence theory) depending on experts’ judgments and knowledge in the case of
unavailable hard data.

e Risk evaluation and Risk reduction:

It determines the acceptable risk levels and suggest measures and risk reduction
options by changing and affecting in the potential causes of the UE in two ways: hard
measures (control and mitigation) and soft measures (regulations & policies).
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1.3 Thesis outline

The thesis is organized into the following main chapters:

e State of the Art outlines the researches that carried out about IWS systems,
presents the limitations and gaps in these researches and reviews the used
methods and techniques in the thesis to analyze and estimate risk levels in WS
systems. Chapter 2

e Basic structure of the proposed methodology that presents the theoretical
foundations and principles to understand and deal with risk analysis in
intermittent water supply systems in developing countries conditions. Chapter 3

e Case Study describes the implementation of the theoretical methodology that
we detailed in chapter 3 on a simulated case study. Chapter 4

¢ Conclusions and discussions summarize research observations. Chapter 5
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2 THE STATE OF THE ART

This section presents the definition of an Intermittent Water Supply (IWS), gives an
overview of the state of the art and the history of the studies and researches that
carried out in its field.

It also outlines the most familiar water risk projects; undesired events identification
techniques, risk level estimation methods and then it gives more details about the
used techniques in this research.

2.1 Overview of Intermittent Water Supply (IWS)

Drinking water supply systems are designed and operated with continuous pattern
for twenty-four hours a day and seven days a week to cover customers water
demand, firefighting system demand, in developing countries it is not practically
possible to operate drinking water systems as a continuous pattern, due to many
reasons (7):

¢ Insufficient quantity of the water sources,

¢ Unacceptable quality of available water,

e Financial problems or

e Technical and/or technological problems in the system.

Rationing in general is the controlled distribution of scarce resources, goods, or
services. Rationing controls the size of the ration, the allowed portion of the
resources being distributed on a particular day or at a particular time, rationing of
food and water may become necessary during an emergency, such as a natural
disaster or during wars. The Federal Emergency Management Agency (FEMA) has
established guidelines for civilians on rationing food and water supplies. According
to FEMA standards (8), every person should have a minimum of one quart (1 liter)
per day of water, and more for children, nursing mothers, and the ill.
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2 THE STATE OF THE ART

The governments in developing countries have put in place an emergency strategy
because of one or more of the previous mentioned reasons, so they rationing their
energy and/or water sources, each country has its particular rationing plan
according to specific case, for example the Jordanian government reduces the
amount of water pumped to households: water would be rationed with each house
getting it once or twice a week, for three to five hours at a time.

Water rationing called Intermittent Water Supply (IWS) Fig.1. Generally, a period of
eight hours or less is considered adequate to supply the network with drinking
water.

Intermittent supply strategy can vary according to season in some countries; in
Damascus for example the frequent interruptions in water supply particularly occur
in summer.

25 [
: /

/ \

/ \

B // \
0 ¢ T T T T \ g + 4 4 + Hou rs
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>
>

Peak factor

Fig 1 IWS pattern

IWS system is a distribution system with unstable hydraulic conditions, it is not fully
pressurized pipeline network but a network with very low pressures, with restricted
water supply hours per day, thousands of roof tank connections, high possibilities of
water contamination, meter malfunctioning and inconvenience to consumers (2).

From hydraulic behavior side, continuous water distribution network is normally
‘demand-driven “network, while intermittent network is “supply-driven” and
“pressure-driven” network (1).

The complexity in intermittent supply and pressure contributes in distribution system
failures and decrease health status.

In IWS systems, the consumers depend on individual roof and /or ground storage
tanks to provide their daily needs of water for domestic uses and depend on
household pumps to meet the required pressure. During non-supply hours, pipes
are empty and polluted water enters into the pipelines at vulnerable spots then
water becomes contaminated and large doses of chlorine or other disinfectants are
required to make water safe from microbial pollution. The valves suffer wear and
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tear, inconvenient supply hours affect poor people, large size of storage is required
and so many other failures are been met (9).

We can clearly notice that the daily water supply cannot meet the daily water
demand Fig .2.

Hourly water demand:

Qn = Qn.avg " Prn
Where

Qy is the flow in a specific time (I/hour);

Prp is the hourly peak factor;

QH_avg is the average hourly flow in the water system (I/hour)

Quavg =9 M 2
where

q is the average demand rate per person (I/hour/person)

n is the number of customers (person)

In Syria for instance, the average demand rate q = 2 — 6.7 I/hour/person, and the

average daily consumption is between 50 — 160 |/day/person.

—— Demand

3549 e < Supply

Peak factor
</
N
/

Hours

Fig. 2 Daily water demand vs. Daily water supply patterns

Water demand from the network in IWS systems during supply period consists of
two amounts of water, one is to meet the consumers demand and the other is to fill
the households’ tanks, the customers meet water deficit, which is clear in the chart,
from private water sources by tanker trucks, Fig.3
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Fig. 3 Water demand from the network during supply period

In IWS systems, consumers consume water from the network Fig.3 during supply
period and from the households’ tanks Fig.4 during interruption period.

—— Consumption

s +- supply

Peak factor

Fig. 4 Daily water consumption from the household tank

So many studies were carried out to describe IWS systems, suggest methods and
approach to model this kind of systems, identify and estimate the health risks for
humans, study the water quality and the contamination problems, and to compare
Intermittent with Continuous water supply systems.

Only in developing countries, IWS strategy is acceptable while in developed
countries it is not acceptable so that it is considered as an UE that relate to
distribution system’s section in the catalogue of UEs under WaterRisk project in
Czech Republic, 2010 (4); only temporary emergency interruption in supply is
allowed.

In Latin America and the Caribbean (PAHO & WHO 2001), it is estimated that 60%
of the population is served by household connections having intermittent service.
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In Africa and Asia (WHO and UNICEF 2000), it is estimated that more than one-
third and one-half of urban water supplies, respectively, operate intermittently.

An intermittent supply has been associated with increased water use and wastage
compared with a continuous supply, wastage occurs because taps are left on owing
to inconsistency or lack of predictability of when the next water supply will arrive,
and thus each household attempts to draw a maximum quantity during supply hours
(10).

The construction of individual pumps and tanks further reduces the pressure and
supply of water available to other consumers and complicating the hydraulics of the
system (10).

A comparison between performance of water distribution systems during
intermittent versus during continuous was studied for four Indian cities during 2007,
both water modes were studied to collect data about water consumption, pressures
at various points in the network, flow rate and variation, total flow into the network
and water quality (11).

Generally we can notice that, the peak factors of demand for IWS are higher than
peak factors for CWS

Table.1. presents study’s results; there are differences in pressure, consumption,
supply and average flow (11)

Table 1 Subhash and Prakash study results (11)

WS CWs
Parameters Ghaziabad | Jaipur Nagpur Panajl | Ghaziabad | Jaipur | MNagpur | Panaji
Duration of supply—h 10 3 & S 24 24 24 24
Per capita consumption—Lped 175 174 209 120 249 193 232 158
Pressure—m of water colur 0-25 §.2-19 L.2-10 1-21 L5125 18-25 1.4-24 -4
Supply—m3/d 482.6 197.0 924.6 185.2 770.7 299.5 10930 | 2981
Average flow—m3h 48.3 65.7 57.8 a7.0 izl 125 45.5 12.4
Peak factor 615 4.38 2.00 6,40 3.06 1.66 2.02 1.98
MEW—% af total supply based on:
a) Average consumption 270 19.5 2.0 358 34.1 o 35.0 47.5
by Field study 21.0 11.0 28.0 2.4 12.0 a0 44.0 56.8
Megative for fecal coliform bacteria—% 24 73 7 a0 48 91 83 100

CWS—contimmous water supply, IWS—intermittert water supply, Lpod—litres per capita per day, WEW-norrevenue water

Moreover, continuous water systems are safer than intermittent systems in human
health field, in a sample of four different cities; all 48- 100% samples were negative
for fecal coliforms during continuous supply versus 24 — 73 % were negative during
intermittent supply (11).
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In other different Indian zones, nearly all (90-100%) samples were negative for
fecal coliforms during continuous service, while only 24-73% was negative during
intermittent supply (12).

Interrupted service has also been linked to a number of disease outbreaks in the
developing world, in Jakarta, Indonesia, poor reliability of the water supply was
most strongly associated with diarrheal illness (13).

In Beirut, a study was conducted over an eight-month period, during which samples
were collected from household tanks and drinking water taps of Beirut's network,
the study shows that IWS seriously affects water quality due to the potential suction
of non-potable water by negative pressures, biofilm detachment, and microbial re-
growth especially when static conditions occur; also it focused on storage tanks
which often encourage bacterial re-growth (14), (15).

IWS systems are unique in it, so many factors make it different from CWS systems
such as initial network charging, pressure-dependent water demand, pressure
design, application of peak factors, changing resistance coefficients, equitable
water distribution using zoning valves, leakages ...etc. so it needs different
approach for modeling.

To model IWS systems, Cabrera and Tyatchkov (1) proposed method to use known
free public domain network models, such as SWMM for modeling initial pipe
network charging and EPANET for modeling the intermittent distribution network
with roof tanks.

In other study, EPANET source code was adjusted to allow for modeling pressure
dependent demands, for dealing with low pressure and “dry pipe” situations. A
configurable tool was developed for incorporating roof tanks into the water supply
analysis and for better formulation and schematization of the system hydraulics (2)

A comparative study of existing town in northern India is presented for the design of
new water supply system using present design practices and a proposed design
method. The attempt has been made using “EPANET” software and it suggested
new method that is more practical and realistic for the design of intermittent drinking
water systems (16)

IWS's previous studies and researches lack any direct study considering risk
analysis
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2 THE STATE OF THE ART

2.2 Overview of Risk Analysis Projects and techniques:

A wide variety of different methods exists and many projects were carried out in risk
analysis in water supply field.

In the following section, several Water Risk Analysis projects; Hazard Identification
methods and Risk Estimation techniques are described:

2.2.1 Water Risk Analysis projects

2.2.1.1 WaterRisk project

WaterRisk project has been carried out by Institute of Municipal Water Management
/ BUT,; Local water supply Utility and National Institute of Public Health in Czech
Republic during 2006-2010.

The project developed Risk Analysis methodology and a software tool in the frame
of the HACCP methodology (Hazard Analysis at Critical Control Points) to achieve
high level of drinking water quality and safety, the developed methodology has
been continuously consulted with water utility operators and implemented on some
real water-supply systems with continuous supply patterns in Czech Republic (4)

In WaterRisk project, Risk Analysis methodology (RA) is defined as a systematic
pre-defined process to identify, assess, and rank the weaknesses and
shortcomings of an existing water supply system as a first step of risk management
of that system. Hazards that may either affect water quality or interrupt the service
and the undesired events that are consequences of the hazards are been specially
focused on, Risk Analysis tries to answer the following three principal questions (4)

¢ \What can go wrong? (UE)
o How likely is it? (Probability or frequency analysis)
¢ What are the consequences? (Consequence analysis)

Risk is defined as a combination of the frequency, or probability, of occurrence and
the consequence of an undesired event, that definition is expressed in the Equ.3.

R_PC 3
Where

R is the risk level,

P is the probability of occurrence of the UE,

Cc is the criticality (the consequence).
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2 THE STATE OF THE ART

According to RA methodology, water supply system should first be described,
decomposed into its components according to components catalogue, identified if it
is simple or complex system and then to be analyzed.

Hazard
Input data Catalogue of z
And
System l hazards and
description risk » C:;Z':_?:; of > Undesired
Questionnaire » u tl Events
Database of events identification
WSS * {
Risk »| Frequenc »
Influencing > ? ney Undesired Risk
Factors anaysis events > estimation
o »| Consequence I *
Vulnerability .
s analysis Rep G ) Risk
=P. is
* evaluation
Risk
Database of risk .
i reduction
reducing

Fig. 5 Generic framework of risk analysis of water supply system- WaterRisk (4)

2.21.2 Technology Enable Universal Access to safe water (TECHNEAU)

project:

TECHNEAU (2006-2010), an integrated project funded by the European
Commission, challenges the ability of traditional system and technology solutions
for drinking water supply to cope with present and future global threats and
opportunities.

TECHNEAU develops tools and methods applicable for water utilities to relate the
risk analysis methods for relevant decisions with respect to risk in the water supply
system (5)

Risk Assessment and Risk Management in TECHNEAU project is to integrate risk
assessments of the separate parts in drinking water supplies into a comprehensive
decision support framework for cost-efficient risk management in safe and
sustainable drinking water supply. The framework should be regarded as a
structure and toolbox for risk assessment and risk management in Water Safety
Plan. It should be applicable to both groundwater and surface water supply
systems, with basic as well as more complex designs. The framework should also
be applicable on both the operational and strategic levels. (5)
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Risk Analysis
Define Scope

Identify and Estimate
Rizks

Qualitative
Quantitative

Risk Evaluation
Defing tolerability criteria

Water quality
Water quantify

Analyse risk reduction

options
Ranking
Cost-efficiency
Cost-benefit

Risk Reduction/
Control

Report risks
Make decisions
Treat risks
Report residual risks
Monitor

Get new
information

Update

Develop
supporting
programmes

training,
hygiene
practices,
upgrade and
improvement,
research and
deveiopment

Document -
assure
quality

Communi-
cate

Review,
approve and
audit

Fig. 6 Generic framework of Risk Management of WSS — TECHNEAU (5)

The framework provides:

Principles for good risk management practice

The relevant set of tools necessary for performing the risk assessment and

management

Description of these tools, e.g.. TECHNEAU Hazard database, THDB; Risk
analysis methods description; TECHNEAU Risk reduction options database,

TRDB and Decision support tool

Clear examples of risk assessment applications and testing of these tools
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2 THE STATE OF THE ART

2.2.1.3 Failure Experience Improvement System (FEIS)

FEIS is a system founded by the Austrian program for security research 2012, the
purpose of it is to build cause-effect chains network for the water supply system,
analysis this network in order to support the decision-making by importance-ranking
the failures, minimizing that failures, exchange experiences ... etc.

There is a high potential to prevent future failures by failure analysis and by sharing
failure experiences with others.

FEIS flow diagram:
Sector —» Category ——» Part —»  Event (failure events).

For every failure there are some causes and effects, each effect considered as a
new failure Fig.7.

The causes ‘
\‘)\ The failure

\
\ o
The effects
/)

Fig. 7 Cause-effect chain — FEIS (17)

By this way we will have a network of cause-effect chains, in this network we can
calculate the vulnerability and determine the critical failure pathway in the water
supply infrastructure (17).
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2.2.2 Hazard identification techniques

2.2.2.1 HAZard IDentification Analysis (HAZID)

HAZID is a collection of techniques and methods to identify the hazards in the
system, such as:

1. What-If analysis:

The team asks questions beginning with “What- if’, through this questioning
process, an experienced group of personnel identifies possible hazards or accident
scenarios.

2. Checklist:

A checklist is easy to use and is a cost-effective way to identify common and
customarily recognized hazards (IEC, 1995; USDOE, 2004).

3. Crawford slip:

It is a method to collect ideas from a large group of people, depending on giving out
sets of paper slips to everyone in the group and ask them to write one idea per slip
about a specific topic.

4. Experience from the past.

2.2.2.2 HAZard OPerability Analysis technique (HAZOP)

HAZOP technique is a Process Hazard Analysis (PHA) technique used worldwide
for studying not only the hazards of a system, but also its operability problems, by
exploring the effects of any deviations from design conditions. (18); (19)

HAZOP technique was developed in the early 1970s at Imperial Chemical
Industries (ICl) in UK.

In the beginning, the studies were called operability studies, they were based on the
assumption that a problem can only arise when there is a deviation from what is
normally expected (20).

Many authors attempted to extend the HAZOP application from identifying hazards
to evaluate their impacts, HAZOP and FTA considered as the best PHA
combination of techniques to do so (21)

Bendixen (22) confirmed that HAZOP-FTA combination was the most effective way
to identify, quantify, and control risks. They believed that HAZOP is the most
versatile technique for hazard identification in new and existing facilities, and that
FTA is the most appropriate hazard-quantification technique.

Nolan (18) provided in his publication guidance to HAZOP (Hazard and Operability)
and What-If review teams associated with the petroleum, petrochemical and
chemical industries.
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Schurman and Fleger (23) proposed a novel method for incorporating analysis of
hazards introduced by human error into standard HAZOP by adding a new set of
guidewords (such as missing, mistimed) and parameters (person, information,
action) to focus on management and organizational factors that can contribute to
the risk.

Khan and Abbasi (24) have proposed an optimum HAZOP study procedure that
uses expert system and proper management of some of the key steps. This
procedure is optimal in terms of duration of study, effectiveness and reliability of the
results.

Patkai (25) considered the need for a data-management tool for aiding the HAZOP
process. He justified the tools and methods by generating more structured data,
and collecting it for additional developments. Thus, safety experts could utilize the
tool for HAZOP data-management and not only represent data intuitively, but
search for important information from the analysis.

A functional HAZOP assistant is proposed and investigated in a HAZOP study at
Technical University of Denmark-Chemical and Biochemical Engineering, functional
HAZOP methodology lends itself directly for implementation into a computer aided
reasoning tool to perform root cause and consequence analysis (26).

Executing the method relies on using guidewords (such as, no, more, less)
combined with process variables - parameters (e.g., Total and fecal coliforms, flow,
pressure) that aim to reveal deviations (such as: less pressure than, more PH than)
of the process intention or normal operation. This procedure is applied in a
particular node as a part of the system characterized for a nominal intention of the
operative parameters (27)

The guidewords and process variables should be combined in such a way that they
lead to meaningful process variable deviations. Hence, all guide words cannot be
applied to all process variables (24).

HAZOP analysis process is executed in three phases as illustrated below (28)
1. Definition Phase
e Preliminary identification of risk assessment team members,

o |dentify the assessment scope: The risk assessment team must define study
boundaries and key interfaces as well as key assumptions.

2. Preparation Phase
o |dentify and locate supporting data and information,
o |dentify the end users of the study outputs,

e Prepare project management preparations (ex: schedule of meetings,
transcribing proceedings, etc.),
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e Prepare template format for recording study outputs,
e Set HAZOP guidewords to be used during the study.
3. Examination Phase (5):

e Split the system into study nodes,

e At each study node specify a relevant set of process variables (parameters),
such as temperature, pressure, flow level, and chemical composition.

e Apply guidewords one at a time for all process parameters in order to
identify possible deviations and document the study in a worksheet.

The team leader should plan and decide the schedule, duration of review meetings,
and arrange the essential documents such as drawing plans, operating procedure;
the team leader has to decide the beginning point (scope of the study) and
boundaries of study (24).

The team members try to imagine ways in which hazards and operating problems
might arise in a network.

The performance of study is depending on many factors such as: duration of
study, proper planning and management of study schedule, team content, number
of team members, and experience of team leader and participation of team
members (24)
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2.2.2.3 Preliminary Hazard Analysis (PHA)

PHA is an inductive analysis method where the objective is to identify the hazards,
hazardous situations and events that can cause harm for a given activity, facility or
system (IEC, 1995).

2.2.2.4 TECHNEAU Hazard Database (THDB)

THDB methodology presents a comprehensive list of hazards and hazardous
events that can serve as a checklist for water utilities; it is detailed to help end-
users working in water supply system in all steps of development to carry out the
hazard identification process, by providing a catalogue with potential hazards of
technical, environmental or human origin for the entire system (29).

The database has to be generic for ease of use and at the same time be complete
for providing sufficient information (30).

According to THDB, water supply system is subdivided into 12 sub-systems, 10 of
them are physical sub-systems representing the installations, one is a non-physical
subsystem representing organizational aspects, and one is representing future
hazards.

2.2.3 Risk Estimation techniques

2.2.3.1 Failure Modes, Effects, and Criticality Analysis (FMECA)

FMECA is often the first step in a reliability analysis and involves reviewing as many
components, assemblies, and subsystems as possible to identify failure modes,
causes, and effects of such failures (31).

FMECA involves reviewing as many components, assemblies, and subsystems as
possible to identify failure modes, causes, and effects of such failures, it is usually
carried out during the design phase of a system in order to reveal weaknesses and
potential failures at an early state.

2.2.3.2 Fault Tree Analysis (FTA)

FTA is a deductive system analysis (from general to specific) to identify various
ways that a system failure or accident may occur, it is a logic diagram that displays
the interrelationships between a potential “critical” event in a system and the causes
of this event (31)

Ericson (32) provided in his paper an overview on the historical aspects of the Fault
Tree Analysis, the paper includes important developments on FTA through the
years, improvements in the process and contributions.
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FTA was originally developed in 1962 at Bell Laboratories by H.A. Watson, in
connection with a U.S. Air Force Ballistics Systems Division contract to evaluate the
Minuteman Launch Control System (32)

In 1965, Boeing and university of Washington sponsored 1st System Safety
conference where several papers were presented FTA that make it spread
worldwide, then in 1971 the nuclear power industry began using FTA in <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>