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Abstract 

In the current landscape of digital interaction, it is essential to protect web applications from 

security threats. This study dives into the complexities of designing a powerful security 

structure for a chosen web application, zeroing in on user registration and login processes 

braced against SQL injection assaults. The user begins the multi-step registration process by 

providing an email address. They then receive a one-time password (OTP) for verification. 

Consequently, the client chooses distinct colour patterns for additional authentication. The 

user then moves on to the login page, where they enter their credentials and obtain a second 

OTP for further verification. A mathematical CAPTCHA further affirms the identity of the 

user. The user confirms their chosen colour patterns once more after OTP and CAPTCHA 

verification, guaranteeing a layered authentication process. 

The study then guides users to a presentation page demonstrating SQL injection weaknesses. 

With two queries, it exhibits the possibility for corruption and the efficiency of preventive 

strategies such as parameterized unapproved queries. The following pages depict the results 

of SQL injection: one illustrates unsanctioned access aided by a basic SQL injection code, 

while the other exhibits the strength of systems sustained against such assaults. 

This nuanced process highlights the basic significance of strong security efforts in user 

authentication systems, especially in moderating SQL injection weaknesses. By incorporating 

preventive measures at different stages, including verification of OTP, parameterized queries, 

and CAPTCHA challenges, the suggested technique braces the application against possible 

threats. Moreover, it stresses the meaning of user awareness and training in perceiving and 

defeating cyber threats. This exploration offers practical information and guidelines for 

administrators, developers, and personnel involved in decision-making trusted with shielding 

web applications during evolving cybersecurity challenges. 

Keywords: Web application security, Security Strategy, Cybersecurity, Data encryption, 

Access controls, Authentication protocols, Secure coding practices, Intrusion detection 

systems, User education, Threat landscape. 
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Abstraktní 

V současném prostředí digitální interakce je nezbytné chránit webové aplikace před 

bezpečnostními hrozbami. Tato studie se ponoří do složitosti návrhu výkonné bezpečnostní 

struktury pro vybranou webovou aplikaci a zaměřuje se na procesy registrace a přihlašování 

uživatelů, které jsou chráněny před útoky SQL injection. Uživatel zahájí vícekrokový 

registrační proces zadáním e-mailové adresy. Poté obdrží jednorázové heslo (OTP) pro 

ověření. Následně si klient vybere odlišné barevné vzory pro dodatečné ověření. Uživatel 

poté přejde na přihlašovací stránku, kde zadá své přihlašovací údaje a získá druhé OTP pro 

další ověření. Matematická CAPTCHA dále potvrzuje identitu uživatele. Uživatel potvrdí své 

zvolené barevné vzory ještě jednou po ověření OTP a CAPTCHA, což zaručuje vrstvený 

proces ověřování. 

Studie pak uživatele zavede na prezentační stránku demonstrující slabiny SQL injection. Se 

dvěma dotazy ukazuje možnost korupce a účinnost preventivních strategií, jako jsou 

parametrizované neschválené dotazy. Následující stránky zobrazují výsledky SQL injection: 

jedna ilustruje nepovolený přístup pomocí základního kódu SQL injection, zatímco druhá 

ukazuje sílu systémů odolávajících takovým útokům. 

Tento nuancovaný proces zdůrazňuje základní význam silných bezpečnostních snah v 

systémech autentizace uživatelů, zejména při zmírňování slabých stránek vkládání SQL. 

Začleněním preventivních opatření v různých fázích, včetně ověření OTP, parametrizovaných 

dotazů a výzev CAPTCHA, navrhovaná technika chrání aplikaci před možnými hrozbami. 

Navíc zdůrazňuje význam informovanosti uživatelů a školení ve vnímání a potírání 

kybernetických hrozeb. Tento průzkum nabízí praktické informace a pokyny pro 

administrátory, vývojáře a zaměstnance podílející se na rozhodování, kterému důvěřuje 

ochrana webových aplikací během vyvíjejících se výzev v oblasti kybernetické bezpečnosti. 

Klíčová slova: Zabezpečení webových aplikací, Bezpečnostní strategie, Kybernetická 

bezpečnost, Šifrování dat, Řízení přístupu, Autentizační protokoly, Praktiky bezpečného 

kódování, Systémy detekce narušení, Vzdělávání uživatelů, Krajina hrozeb 
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Chapter 1: Introduction 

The thesis title, "Design of Security Strategy for Selected (Web) Application," encapsulates a 

critical exploration into the realm of safeguarding web applications against potential threats 

and vulnerabilities (Quyen and Van, 2023). In an era dominated by the digital landscape, the 

significance of robust security measures cannot be overstated, particularly in the context of 

web-based platforms that handle sensitive information. 

In today's interconnected world, web applications serve as conduits for a multitude of 

transactions and exchanges, ranging from personal data storage to financial transactions 

(Mishra and Kaushik, 2021). However, this increased reliance on web applications also 

exposes them to an array of security risks, including but not limited to unauthorized access, 

data breaches, and malicious attacks. The evolving nature of cyber threats necessitates a 

proactive and adaptive approach to security strategies, emphasizing the importance of 

designing a comprehensive framework. 

The chosen focus on a selected web application underscores the specificity and targeted 

nature of this thesis (Alshami et al., 2023). Rather than adopting a generic approach, the 

research will delve into the intricacies of a particular web application, considering its unique 

functionalities, user interactions, and potential vulnerabilities. This tailored strategy aims to 

offer insights that can be directly applied to enhance the security posture of the chosen 

application. 

The research journey will involve a meticulous examination of existing security frameworks, 

methodologies, and best practices (Oladoyinbo et al., 2023). By doing so, the thesis aims to 

contribute to the existing body of knowledge in the field of web application security. Through 

the synthesis of theoretical frameworks and practical insights, the goal is to propose a well-

defined and effective security strategy that can be implemented to fortify the selected web 

application against contemporary and future threats. 

1.1 Overview 

The thesis titled "Design of Security Strategy for Selected Web Application" involves a 

comprehensive exploration of the intricacies surrounding the cybersecurity landscape in the 

context of a specific web application. The primary objective is to formulate a robust security 

strategy that addresses potential vulnerabilities and safeguards sensitive data from various 

threats (Bandari, 2023). The research delves into the identification of potential risks and 

vulnerabilities within the selected web application, considering factors such as user 
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authentication, data encryption, and secure communication protocols. The analysis also 

encompasses a thorough examination of contemporary security standards and best practices 

relevant to web applications. The thesis explores the implementation of security measures, 

such as intrusion detection systems, firewalls, and access controls, tailored to the specific 

characteristics of the chosen web application. The study emphasizes a proactive approach to 

security, including continuous monitoring and periodic security audits. 

1.2 Research Gap 

The research on the "Design of Security Strategy for Selected (Web) Application" aims to 

address several critical gaps in the existing literature. Firstly, there is a notable dearth of 

comprehensive studies that specifically focus on the design aspects of security strategies for 

web applications (Malhotra et al., 2021). While numerous research works delve into general 

web application security, the lack of a concentrated effort on the strategic design of security 

measures is evident. Furthermore, the evolving nature of web technologies introduces novel 

challenges that demand constant adaptation of security strategies. The literature review 

reveals a gap in the exploration of how emerging technologies, such as progressive web 

applications or server less architectures, impact security design (Oztemel and Gursev, 2018). 

Understanding these implications is crucial for ensuring the resilience of security strategies 

against contemporary threats. Additionally, there is a need for research that provides a 

holistic perspective on security, considering not only technical aspects but also human 

factors.  

1.3 Aim and Objectives  

Aim: The aim of this study is to develop an effective security strategy for a selected web 

application. 

Objectives 

The main objective of this thesis is to determine the vulnerabilities and removing from the 

security design of the selected web application. The partial goals of this thesis are the 

following: 

 To explain and determine the vulnerabilities in the security design. 

 To conduct analysis by putting new solutions in the design. 

 To check the expected results of newly implemented solutions, dummy attacking. 

 Generalization of protection against vulnerabilities. 
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 Continuous testing of the system. 

1.3 Research Scope 

The research scope for the thesis titled "Design of Security Strategy for Selected (Web) 

Application" encompasses a comprehensive investigation into the various facets of web 

application security. The study will delve into the identification and analysis of potential 

vulnerabilities within the selected web application, aiming to understand the evolving threat 

landscape (Nazah et al., 2020). This includes examining common security risks such as SQL 

injection, cross-site scripting, and other vulnerabilities that may compromise data integrity, 

confidentiality, and availability. 

The research will explore contemporary security measures and technologies, evaluating their 

effectiveness in mitigating identified risks. This involves an in-depth examination of 

encryption protocols, access controls, and authentication mechanisms (El Sibai et al., 2019). 

The study will also consider the impact of emerging technologies such as cloud computing 

and Internet of Things (IoT) on the security posture of the selected web application. The 

thesis will assess regulatory frameworks and compliance requirements relevant to web 

application security, ensuring that the designed security strategy aligns with industry 

standards and legal obligations. The research scope extends to proposing a customized 

security framework tailored to the specific needs and characteristics of the selected web 

application, fostering a proactive approach to risk mitigation. 

1.4 Rationale 

The chosen topic, "Design of Security Strategy for a Selected Web Application," is crucial in 

the contemporary digital landscape. With the increasing frequency and sophistication of 

cyber threats, safeguarding web applications is imperative. This topic allows an in-depth 

exploration of various security measures, risk assessments, and implementation strategies 

tailored to a specific web application (World Health Organization, 2021). By delving into this 

area, one can address the unique challenges posed by the online environment, ensuring robust 

protection against potential vulnerabilities. Consequently, this research contributes to the 

broader understanding of web application security, fostering the development of effective 

strategies to mitigate cyber risks. 
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1.5 Methodology  

To design a security strategy for a selected web application using a qualitative approach, 

employ a methodology grounded in secondary research and interpretivism philosophy (Tracy, 

2019). Utilize reputable sources such as Google Scholar, online articles, journals, and 

newspapers to gather comprehensive insights. Begin by conducting a thorough literature 

review to understand existing security frameworks and vulnerabilities. Analyse case studies 

and real-world examples to identify best practices and pitfalls. Apply interpretivism to 

interpret the subjective nature of security challenges. Synthesize findings to formulate a 

robust security strategy, considering the evolving threat landscape. This qualitative approach 

ensures a nuanced understanding and effective design tailored to the specific context of the 

selected web application. 

1.6 Limitations 

Designing a security strategy for a web application is a complex endeavour with inherent 

limitations. Firstly, the ever-evolving landscape of cyber threats poses a significant challenge, 

as new and sophisticated attack vectors may outpace the static nature of a predefined strategy 

(Al-Doori, 2023). The need for constant updates and adaptations to emerging threats 

underscores the dynamic nature of cybersecurity. Secondly, the unpredictability of user 

behaviour introduces a human element that can be exploited through social engineering 

attacks. Despite robust technical measures, the success of security strategies is contingent 

upon user awareness and adherence to best practices, making it challenging to eliminate the 

human factor entirely. 

Resource constraints pose a practical limitation to the implementation of comprehensive 

security measures (Hughes et al., 2019). Organizations may face limitations in terms of 

budget, expertise, or technological capabilities, hindering their ability to deploy state-of-the-

art security solutions. Moreover, the reliance on third-party components introduces an 

element of vulnerability beyond direct control. While these components may enhance 

functionality, they can also become potential points of exploitation if not rigorously assessed 

for security. Achieving a delicate balance between stringent security and user experience 

presents a perpetual challenge (Distler et al., 2020). Overly complex security measures can 

impede usability, potentially leading to user frustration and resistance to adherence.   
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Chapter 2: Literature Review 

2.1 Web Application Vulnerabilities 
Vulnerabilities in a web application occur when there is an opening in the program's 

defences. Since of simple oversights like these, such as neglecting to verify or sanitise form 

inputs, utilising unpatched editions of web servers, or having weak security integrated into 

the application itself, these vulnerabilities have persisted for a long period of time (Aborujilah 

et al., 2022). These flaws are distinct from the more prevalent network and asset 

vulnerabilities. Web applications are vulnerable to these attacks because they are designed to 

facilitate communication between users located on different networks. 

It is crucial to explore beyond typical vulnerability scanners when trying to detect holes in an 

organization's application security, since there is security for web applications options created 

particularly for apps.  

2.1.2 SQL Injection Attacks 

 

Figure 1: SQL Injection Attack 

Image Source: (Alghawazi, Alghazzawi and Alarifi, 2022) 

The widespread use of Structured Query Language (SQL) for data management and 

application navigation has led to the development of techniques through which malicious 

actors may inject their own SQL instructions into databases (Alghawazi, Alghazzawi and 

Alarifi, 2022). In addition to modifying, stealing, or erasing data, these instructions may 

provide the hacker administrative privileges on the system. Structured Query Language, or 

SQL for short, is a computer language for interacting with databases. Its actual pronunciation 

is ess-cue-el, although most people just call it "sequel." SQL is widely used to handle the 
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information stored in databases on servers. These servers host vital information for websites 

and services. 

This sort of server is a prime target for a SQL injection attack, which uses malicious code to 

coerce the server into revealing data it usually would not. This is a serious issue if the server 

keeps sensitive information about the website's or app's users, including such credit card 

information, login credentials, and other personal information that might be used to steal 

money or identity. 

It is common for SQL injection attacks to succeed when a programme fails to properly 

sanitise user input by removing any code that may be interpreted as SQL (Aliero et al., 2019). 

An attacker might, for instance, visit a website and, using the site's search box, enter code 

which might cause the site's SQL server to leak every single usernames and passwords it has 

saved.  

2.1.3 Cross-Site Scripting (XSS) 

 

Figure 2 Cross-Site Scripting 

Image Source: (ALMEIDA, 2021) 

An attacker uses SQL injection to get access to a website and steal information contained on 

it, such as user passwords or financial information. A cross-site scripting assault, however, is 

aimed squarely at the visitors of the website under attack. This kind of attack is related to 

SQL injection attacks in that it involves inserting malicious code into a website or a web app 

(ALMEIDA, 2021). On the other hand, in this situation, the malicious file the hacker has 
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inserted only executes in the internet device when they access the targeted website, and it 

targets the user directly. 

Injecting malicious code into an input field is a typical method of deploying a cross-site 

scripting attack, that will be executed whenever a visitor views the infected website. If they 

write a comment on a weblog, for instance, they might potentially infect the site with 

malicious JavaScript by linking to it. 

The credibility of an online business may be severely damaged by cross-site scripting assaults 

since they put consumers' data at danger invisibly. Cross-site scripting may steal any 

confidential information a user enters into a website or application, including login 

passwords, credit card numbers, and more.  

2.1.4 Cross-Site Request Forgery (CSRF) 

 

Figure 3: Cross-Site Request Forgery 

Image Source: (Ashari et al., 2023) 

One example of a web application vulnerability is the Cross-Site Request Forgery (CSRF) 

attack, in which a user is tricked into doing an unwanted action while logged into the app 

(Ashari et al., 2023). Whenever a user is tricked into making a malicious request to a web-

based program, the programme will have already decided that the target and the computer are 

trustworthy, and thus it will carry out an action requested by the hacker. The uses for this 

range from innocuous tricks on users to the transmission of illegal funds. 

Having extensive validation procedures in place for everybody who may view pages on your 

site or app is one approach to reduce the risk of attack, particularly for social media and 
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community sites. Because of this, they will be able to confirm the user's identity by 

identifying the browsers and experience. 

As many methods as there are for a hacker to get into an app because of web software 

vulnerabilities, there are equally many ways to protect oneself from them (Babu, Raj and 

Devi, 2020). With the aid of vulnerability scanning for web - based applications technologies, 

some of the most popular apps can be tracked. One can lessen the likelihood of getting 

hacked by utilizing these scanners, which point out vulnerable spots in existing apps and 

provide guidance on how to fix them.  

2.2 Web Security Vulnerabilities and their solutions 

Unfortunately, many businesses do not start prioritising online security best practises until 

after they have already had a security incident (Calzavara et al., 2020). Companies need to 

take both preventative and reactive measures to protect the website from attacks. The goal is 

to create a sense of safety concern in the viewer. In specifically, this manual is geared at 

helping its readers avoid 10 particularly pervasive and problematic online security errors. 

2.2.1 Authentication and Authorization: A Cyber Security Primer 

 

Figure 4 Authentication and Authorization 

Image Source: (Dong et al., 2019) 

Many developers and IT specialists are confused about the difference between authorisation 

and authentication. The confusion caused by shortening both phrases to "auth" does not help 

matters. 

 Authentication — Making sure a user is who they claim to be. 

 Authorization is the process of allowing a user to enter or utilise a restricted resource 

or carry out a restricted operation. 
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To rephrase, authentication refers to verifying the identity of an individual or group, whereas 

authorisation refers to limiting the actions of a certain individual or group (Dong et al., 2019). 

Let us look at ten of the most prevalent security holes on the web. 

2.2.2 Injection Flaws 

 

Figure 5: Injection Flaws 

Image Source: (Kumar and Goyal, 2019) 

One of the most common causes of injection issues is a failure to properly filter out malicious 

data. Problems with injection can be introduced by the LDAP server, providing unedited data 

to either the database server (SQL injection), the browser, or anywhere else. Sensitive 

information might be exposed if an attacker could inject instructions into users' browsers and 

take control of them. 

Incoming data from unknown sources must be filtered by the software, preferably through a 

whitelist. Using a blacklisted for this reason is not recommended due to the complexity 

involved in configuring it properly (Kumar and Goyal, 2019). A similar argument is made 

concerning the ease with which a hacker may circumvent a blacklist. Examples of blacklists 

gone wrong may usually be found in antivirus software. Incorrect patterns will not be 

matched. 

Prevention 

To prevent injection, one should do nothing more than "simply" filter the input and think 

about whether senders may be trusted. Because they must process every information unless it 

is trustworthy, filtering is a massive task (Kumi et al., 2020). Even if they successfully filter 
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999 of the 1,000 possible inputs into the system, there is always the risk that one of the 

remaining fields will be the weak point and bring the whole thing crashing down. 

To add insult to injury, it is also risky to use Second Order SQL Injection to inject the results 

of one SQL query into another (Latchoumi, Reddy and Balamurugan, 2020). Since the 

database is reliable, it may appear reasonable. However, if the boundary is not secure, the 

information they get might have been spoofed. 

Given the difficulty of effective filtering, our framework's built-in filtering features are a safe 

bet. They have been tested extensively and shown to be effective. Using a framework may 

improve security protocols, therefore it's worth considering if they aren't already. 

2.2.3 Broken Authentication 

 

Figure 6 Broken Authentication 

Image Source: (Le et al., 2019) 

There is no guarantee that issues related to compromised authentication all have the same 

origin (Le et al., 2019). Constructing their own secure authentication key is a tall order, and 

so is not advised. Some of the many potential dangers are as follows. 

 The session ID may be leaked in the referrer header if it were included in the URL. 

 It is possible that passwords are not encrypted while being stored or sent. 

 Repetitive Session IDs may make it too simple for hackers to get access. 

 This session may be fixable. 

 It is possible for a session to be hijacked if timeouts are not set properly, HTTP is 

used (which doesn't provide SSL security), etc. 
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Prevention 

Using a platform is the simplest solution to the problem of broken authentication on the web 

(Loureiro, 2021). Be very careful and learn about all the possible problems that might occur 

if users write their own code. 

2.2.4 Cross-Site Scripting (XSS) 

An attacker gives the web app malicious JavaScript tags as input. The user's browser will 

execute this unclean input if it were returned to them (Marashdih et al., 2019). This is a 

common issue with input sanitization, which is a subset of injection errors. The goal of using 

CSS might range from just getting a client to click on a hyperlink to something significantly 

sinister. For instance, the script may be set to start on page load and then used to send the 

cookies to an attacker. 

Prevention 

Do not send any HTML tags back to the client. This would safeguard users against HTML 

injection, in which malicious code is injected into the page in plain HTML format 

(Nasereddin et al., 2021). This approach requires changing the value of all HTML entities to 

anything else. For instance, one may use the script to return the script format. Another option 

is to use regular expressions to remove HTML elements such as and >. However, this might 

be risky since certain web browsers may not recognise significantly damaged HTML. It's 

preferable to replace all characters with their escaped equivalents. 

2.2.5 Insecure Direct Object References 

 

Figure 7 Insecure Direct Object References 

Image Source: (Ovsyannikova and Sidorenko, 2022) 

This is a typical example of putting faith in user input and then having to deal with the 

security risk that comes along with it (Ovsyannikova and Sidorenko, 2022). When an internal 

item (such a file or a database key) is referenced directly, it leaves us open to attack. If 
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authorisation isn't properly checked or is broken, the attacker may supply this reference and 

get access. 

One such CGI argument is the file name (e.g., download.php?file=something.txt), which is 

read by the code and used to allow the user to download the file (Palit, Monrose and 

Polychronakis, 2019). If the coder forgot to include authorisation checks, an attacker may 

leverage this vulnerability to steal sensitive information from the PHP user's machine (e.g., 

the application code or random server data like backups). A password reset feature that 

requests user input to verify their identity is another kind of unsecured direct object reference 

vulnerability. After the victim visits the legitimate URL, the attacker might change the 

username field to read "admin" or something similar. 

Prevention 

Whitelist just the safe options when sufficient user authorisation has been carried out. By 

avoiding external storage and instead depending on data given by the client through CGI 

parameters, the risk is generally eliminated. It's a job perfectly adapted for session attributes, 

which are available in the vast majority of systems. 

2.2.6 Security Misconfiguration 

 

Figure 8 Security misconfiguration 

Image Source: (Perez-Cabo et al., 2019) 

The frequency with which they see web servers and apps that are poorly configured is high. 

 Utilizing a production environment to run a programme with debugging enabled. 

 Possessing the potentially dangerous feature of directory display activated on the 

server (Phokela et al., 2022). 

 Using antiquated programmes. 

 The process of keeping unneeded services active. 
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 Using the same password across many accounts. 

 Making details about how errors are handled available to attackers. 

Prevention 

Get a solid "build and deploy" process that can perform tests after deployment, ideally one 

that is automated (Qiu et al., 2020). Post-commit hooks are the poor man's answer to safety 

configuration errors since they prevent code with basic credentials and development items 

built in from being committed. 

2.2.7 Sensitive data exposure 

 

Figure 9: Sensitive data exposure 

Image Source: (R Shaikh, 2019) 

This cryptography and resources control flaw is a security risk on the web. Private 

information has to be encrypted while it is in motion or at rest (Rashid and Pajooh, 2019). 

Nothing will be made an exception to. Passwords and other sensitive information, such as 

credit card numbers, should be hashed and encrypted during transmission and storage. The 

crypto/hashing algorithm, of course, cannot be a slouch. AES (256 bits and higher) and RSA 

are the recommended online security protocols (2048 bits and up). 

The importance of preventing session IDs and other sensitive information from being sent in 

URLs cannot be overstated. The "secure" option must be enabled for cookies containing 

private information. 
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Prevention 

  Make use of HTTPS secured by a trusted certificate and PFS (Perfect Forward 

Secrecy). Never give up any personal information over a connection that is not 

encrypted using HTTPS. Cookies should be marked as secure. 

 Get this security hole patched up as soon as possible. Shred private information that 

won't be needed in the future (Sagrillo et al., 2023). By not storing any credit card 

information, avoid the hassle of having to be PCI compliant. Join a reputable online 

payment system like Stripe or Braintree. Confidential information must be stored 

encrypted, and passwords must be hashed using bcrypt. 

2.2.8 Missing Function Level Access Control 

 

Figure 10: Missing Function Level Access Control 

Image Source: (Sai, Buckley and Le Gear, 2019) 

This is an error that occurs if the server method was called without first obtaining the 

necessary permissions. Since the UI is generated on the server, developers often think that the 

client has no way of accessing features that are not provided by the server (Sai, Buckley and 

Le Gear, 2019). An attacker may always fabricate a request to the "hidden" feature, so it's not 

quite that easy. If the necessary capability is not readily available, that will not discourage an 

attacker. here's a special /admin control panel where the button appears only if the current 

user has admin privileges. If authorisation is lacking, an attacker may easily find and abuse 

this feature. 

Prevention 

Normally, authorisation must be carried out on the server. 
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2.2.9 Cross-Site Request Forgery (CSRF) 

A CSRF attack, also known as a confused deputy attack, occurs when an untrusted third party 

manipulates the browser into acting inappropriately on the attacker's behalf. Sites that use 

cross-site request forgery (CSRF) send requests to other sites using the user's browser, 

cookies, and session (Sarkar, 2021). The confused deputy issue arises when a user is signed 

into their bank on one tab of their browser, but another tab may be hijacked to have the 

browser abuse its credentials on the attacker's behalf. The browser acts as the agent, abusing 

its power to carry out the hacker's will. Please take this as an illustration: Alice plans to drain 

some of Todd's cash from his wallet and deposit it into her account. 

Todd's browser will interpret the snippet as a link to a picture when he revisits Alice's site. 

The image is requested through an HTTP GET request that is sent by the browser 

immediately. However, instead of loading a picture in the browser, Todd's bank is instructed 

to wire Alice $1,500. 

It should be noted that this sample not only displays the CSRF vulnerability but also shows 

how to change the server's state using an operand (safe)HTTP GET request (Sinha and 

Tripathy, 2019). It is already vulnerable due to this fact alone. For HTTP GET requests to 

work properly, they must be idempotent, indicating they cannot change the requested 

resource in any way. Never attempt to modify the server's state using a method that is not 

retriable. 

Prevention 

Put the password in a hidden form field that the outside site cannot see. That needs need to 

check the secret field. To access secure areas of certain websites, users may need to provide a 

password (Taleby et al., 2017). One thinks this is to safeguard against anyone abusing their 

abandoned sessions on shared machines. 
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2.2.10 Using Components with Known Vulnerabilities 

 

Figure 11: Using Components with Known Vulnerabilities 

Image Source: (Tariq et al., 2021) 

That is all there is to say about it in the title. This seems like a problem that would fall under 

the category of deployment or maintenance. Do some investigation and maybe even an audit 

before implementing new code (Tariq et al., 2021). Although it could be handy to use code 

from a stranger on a hosting service like GitHub, doing so might leave your website 

vulnerable to a number of threats. Third-party software (like WordPress plugins) that went 

unfixed for decades in production is a common source of sites being "owned" (i.e., 

compromised) by an outsider. 

The lesson to be learned here is that software development continues even after an app has 

been released to the public. Particularly if the programme makes use of third-party or open-

source parts, there must be documentation, testing, and strategies for maintaining and 

updating the software. 

Prevention 

 Avoid being a lazy programmer who just copies and pastes. It is important to 

thoroughly examine any new code before incorporating it into the programme, since it 

might include bugs or even be designed to do harm (Weamie, 2022). This is a 

common method in which users unknowingly open themselves up to cyber threats. 
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 Always use the most recent versions of the programmes that rely on and set a 

schedule to update them frequently. Join the product newsletter to be informed about 

any security issues. 

2.2.11 Invalidated Redirects and Forwards 

 

Figure 12: Unvalidated Redirects and Forwards 

Image Source: (Le et al., 2019) 

Yet another case of faulty input filtering. Let us pretend the destination site uses a 

redirect.php component that accepts a GET argument with a URL (Le et al., 2019). By 

changing the value of the parameter, it is possible to establish a URL on targetsite.com that 

leads to malwareinstall.com. This could appear to the visitor as targetsite.com/blahblahblah, 

which is safe to click. The user risks being sent to a virus drop page or another harmful 

website if they follow this link. The browser may be sent to 

targetsite.com/deleteprofile?confirm=1 instead. 

It is important to note that header injection, which may occur if unfiltered user information is 

inserted into an HTTP header, is a serious security risk. 

Prevention 

 Avoid using redirects, since they are seldom useful. 

 Maintain a permanent directory of appropriate redirect addresses for use as required. 

 Include the custom parameter in the whitelist. Keep in mind that this may be 

challenging. 
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2.3 Architecture of web intrusion detection system 

 

Figure 13: Architecture of web intrusion detection system 

Image Source: (Loureiro, 2021) 

Developing a unique technique to intrusion detection was necessary to identify unknown 

assaults against custom-developed software and to characterise and categorise these attacks in 

a meaningful manner (Loureiro, 2021). With this method, previously undiscovered threats 

may be uncovered by combining an event collector with an anomaly detection component. 

Moreover, the design has three additional parts: a component for aggregating anomalies, a 

component for generating anomaly signatures, and a component for inferring attack classes. 

By include them in the design, the study may create a system that takes advantage of anomaly 

detection while minimising their drawbacks. Figure depicts the architecture. 

Initial event creation and standardisation is performed by the event collector. After the events 

have been normalised, they are sent on to the anomaly detector, which checks to see whether 

they are indeed abnormal (Meneghello et al., 2019). No notification is sent out if the incident 

is considered typical. On the other side, the anomaly aggregate selected for measurement the 

event if it is deemed to be abnormal. This section compares the occurrence to a databank of 

anomalous signatures. The goal is to establish whether an occurrence is comparable to a 

known outlier. An alert is instantly created and categorised alongside other comparable alerts 

if an occurrence matches an anomalous signature. In the absence of a match, the event is sent 

to the system responsible for creating anomaly signatures. In this section, the study will 

generalise the anomaly and create a suitable "anomaly signature." Finally, the attack class 

inference part uses heuristics to try to figure out what kind of assault it is. After the 

anomalous event has been categorised, a new "anomaly signature" is added to the previous 

set, and an alert is created.  
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2.4 Anomaly Detection Systems and Generalization 

Web servers in a network are always at risk of being attacked. Therefore, protecting 

susceptible software with security measures is crucial to safeguarding a system (Phokela et 

al., 2022). Situations may be improved with the use of anomaly detection systems, which can 

learn a baseline of typical behaviour independently from a corpus of data. To then find new 

vulnerabilities, the model is use. 

 The Importance of Generalization in Anomaly Detection: Most anomaly detection 

algorithms need to generalise to accurately represent additional events outside of the initial 

data set (R Shaikh, 2019). A need exists for a repository of attacks versus web servers and 

associated applications over HTTP. As a result of generalisation, it is possible to 

automatically track the position, which speeds up the process of determining the heuristics 

necessary for an anomaly detection system to reach the accuracy necessary for usage in 

production. The absence of critical security flaws in the systems build and release is a need, 

as security is a must. There is a pressing need for more preventative steps to stave off the 

inevitable subsequent assault. 

Approaches to Securing Systems: One approach to securing the systems involves 

developing unique defences for each issue that has been spotted, such as attack signatures or 

code fixes (Sagrillo et al., 2023). However, both approaches need human analysis of every 

problem and the creation of a solution that caps the reaction time at a certain interval. Since 

attacks by self-replicating programmes may quickly proliferate, it is crucial to have 

automated procedures in place that can detect and counteract security risks as they emerge. 

Potentially, anomaly detection systems may identify new assaults without requiring human 

participation. 

Mechanisms of Anomaly Detection Systems: Anomaly detection software often mimics the 

normative patterns seen in the training data. When a system is behaving normally, it means 

that malicious actors are not exploiting it to undertake actions that contradict what the 

system's administrators have authorised. Anomalies are defined as data points that contradict 

the model. 

Machine Learning and Anomaly Detection: One way that anomaly detection systems use 

machine learning is to create a baseline model of typical activity (Sarkar, 2021). If a learning 

system wants to do more than just remember the training data, it must be able to generalise 

the data, which means it must be able to construct a set that reflects an example. Since the set 
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of examples considered the normal set is bigger than the set of instances in the empirical data, 

a generalising anomaly detection system takes input that is close to, but not exactly 

equivalent to, examples from the set of examples regarded the regular set. 

Legal input is unlimited in most anomalous detection equipment, and typical behaviours are 

unknown and may evolve over time (Sinha and Tripathy, 2019). Anomaly detection systems 

in such a scenario should only utilise a subset of available training data. A model that 

faithfully recounts typical behaviour is the holy grail of anomaly detection systems. 

2.4.1 Overgeneralize 

Attacks that are similar sufficient to the empirical data may be assessed as regular or a false 

statement in certain instances, such as when the standard set is too vast or when the algorithm 

generalises in abundant findings, reducing the system's effectiveness (Weamie, 2022). 

2.4.2 Under generalize: 

Once the normal set is uncertain or limitless, a computer that memorises the empirical data 

would need sufficient capacity for the whole set of normal, which is not feasible (Dong et al., 

2019). This would lead to an over-specialization and false-positive identification of common 

occurrences. Normal cases that are modest deviations of empirical data are often overlooked 

by a system that does a poor job of generalising. 

Proper generalisation is a necessary condition for reliable outlier identification. A system for 

detecting anomalies must be able to detect them with sufficient precision before they can be 

implemented (Kumar and Goyal, 2019). Anomaly detection accuracy may be improved by 

regulating generalisation. The model of the anomaly detection system employs the data 

representation in a way that permits differentiation between typical and unusual data 

occurrences. 

Chapter 3: Research Methodology  

In the context of designing a security strategy for a selected web application, the research 

methodology involves a systematic and scientific approach to gather, analyse, and interpret 

data for resolving questions related to this specific topic. Researchers can employ various 

research methodologies based on the nature of the research, available resources, and study 

objectives. Quantitative research can provide numerical insights into the effectiveness of 

security measures, while qualitative research can delve into user perceptions and experiences 

(Alahmadi, Axon and Martinovic, 2022). Mixed-method research can combine both 
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approaches, offering a comprehensive understanding. Experimental research may be 

employed to test specific security protocols, and case study research can provide in-depth 

insights into real-world security implementations. Choosing the most suitable research 

technique is crucial for conducting dependable, significant, and legitimate research on the 

design of a security strategy for a web application. 

 

Figure 14:Research Onion 

Image Source: (Akbar, 2016) 

3.1 Research Philosophy 

The research philosophy that guides the investigation is an essential component of the 

research technique (Fellows and Liu, 2021). These philosophical perspectives make it 

possible to select which strategy should be taken by the researcher and why doing so should 

be appropriate, which is derived from the research questions. The key assumptions are 

included in the research philosophy, which provides the researcher's perspective on how the 

world works. The research plan, as well as the methodologies used in that strategy, will be 

determined by these assumptions. The topic of research philosophy is concerned with the 

origin, nature, and progression of knowledge. A research philosophy may be defined as 

beliefs about the appropriate methods for gathering, analyzing, and applying data about 

certain phenomena (B Kumatongo, 2021). Although knowledge production may strike as 

deep, they are involved in creating acknowledge as part of the dissertation. To respond to the 

research question, and they must gather secondary and primary data and participate in data 

analysis. The conclusion the reach will represent the invention of new information. At each 

level of the research process, there is a set of presumptions about the information sources and 

the kind of knowledge being sought.  

 Positivism 
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 Pragmatism  

 Realism 

 Interpretivism 

3.1.1 Positivism philosophy 

Positivism is an approach of thought that adheres to the concept that the only reliable 

information is "factual" knowledge, which is the knowledge obtained from observation (using 

the senses), including measurement. When doing research following positivism, the 

researcher's responsibility is restricted to the collecting of data and the interpretation of that 

data objectively. The outcomes of research conducted using these sorts of investigations may 

often be seen and quantified (Rahman, 2016). The positivist worldview is predicated on 

collecting measurable data that can be analysed statistically. It has been pointed out that 

positivism, as a philosophical system, is consistent with the empiricist idea that knowledge 

originates from human experience. It is characterized by an atomistic and ontological view of 

the universe, according to which "the world is made up of separate, observable elements and 

events that interact in an observable, determined and regular manner." Additionally, in 

positivist investigations, the researcher is considered separate from the study, and the 

research itself does not account for human motivations in any way. Second, Crowther and 

Lancaster contend that positivist analysis often uses an inductive method. They say this in 

their argument.  In contrast, inductive research methodologies are often connected with a 

phenomenological philosophical orientation.  

3.1.2 Interpretivism philosophy  

Interpretivism, also known as interpretive research methodology, involves the interpretation 

of study elements, emphasizing the incorporation of human perspectives into research 

(Siponen, Soliman and Holtkamp, 2021). In this approach, researchers believe that 

understanding reality, whether given or socially constructed, is only possible through social 

constructs like language, consciousness, shared meanings, and tools. The roots of 

interpretivism lie in critiquing positivism in the social sciences, leading to a philosophy that 

places a stronger emphasis on qualitative rather than quantitative analysis. Aligned with 

idealism, interpretivism encompasses various approaches such as social constructivism, 

phenomenology, and hermeneutics, all rejecting the objectivist notion that meaning exists 

independently of consciousness. This approach underscores the significance of researchers, 

acting as social actors, acknowledging individual differences. Interpretivism studies often 
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focus on the nuanced meanings and employ diverse research methodologies to capture 

multiple facets of the subject matter. 

3.1.3 Pragmatism philosophy 

Pragmatism, a philosophical perspective positioned between positivism and interpretivism, 

emphasizes a compromise (V Braun, 2020). Prioritizing the practical application of research 

findings, pragmatists advocate for the use of diverse methodologies and strategies tailored to 

the specific research topic. Flexibility is key for researchers, who are encouraged to choose 

the most appropriate methods, considering both qualitative and quantitative data sources. The 

pragmatic school of thought recognizes that different research topics may necessitate varied 

philosophical perspectives. Therefore, the selection of a philosophical standpoint should align 

with the study's objectives and the characteristics of the phenomena under investigation. 

Justification  

Interpretivism serves as a justified philosophical approach for the research on the design of a 

security strategy for a selected web application. This philosophy is rooted in the belief that 

reality is socially constructed, emphasizing the importance of human perspectives and 

subjective meanings. In the context of designing security strategies, understanding the 

intricate web of human interactions, perceptions, and contextual meanings is paramount. 

Security strategies for web applications involve not only technical aspects but also intricate 

user behaviours, perceptions, and responses to security measures. Interpretivism allows 

researchers to delve into the subjective experiences of users, deciphering their attitudes 

towards security features and comprehending how these perceptions influence the 

effectiveness of security strategies. By recognizing that meaning is constructed through 

language, consciousness, and shared understandings, interpretivism provides a lens to explore 

the social dimensions of security practices in the digital realm. 

Moreover, the design of security strategies often requires a nuanced understanding of the 

socio-cultural context in which web applications operate. Interpretivism, with its focus on 

social constructs and shared meanings, enables researchers to uncover contextual factors that 

shape security practices. It encourages an in-depth exploration of user interactions, 

considering factors such as trust, user experience, and the cultural nuances that may impact 

the adoption of security measures. Interpretivism is justified in the study of designing security 

strategies for web applications due to its ability to capture the complex interplay of human 
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factors, social contexts, and subjective meanings, providing valuable insights for the 

development of effective and user-centric security measures. 

3.2 Research Approach  

A research approach refers to the overall method researchers employ to conduct a study and 

gather data for addressing research questions or testing hypotheses (Asenahabi, 2019). It 

involves selecting methodologies, tactics, and processes to ensure a systematic and rigorous 

examination. The choice of the research method should be guided by the nature of the 

research topic and the study's objectives. Quantitative research places a primary focus on 

numerical data and statistical analysis, while qualitative research emphasizes detailed data 

and interpretation (Mohajan, 2020). Mixed-methods research combines both approaches. 

Researchers need to consider factors such as resource availability, skills, and ethical 

considerations when determining the most suitable method. By adhering to a well-established 

research method, researchers can generate reliable and valid findings, contributing to the 

advancement of knowledge in their field. 

Additionally, it is argued that research methodology is best conceptualized as a 

comprehensive strategy and a set of methods for conducting the study. In this regard, three 

broad systems of thought can be applied to the methodology: Deductive approach, Inductive 

approach, and Abductive approach.  

3.2.1 Qualitative 

Qualitative research is a method aimed at acquiring non-numerical data to gain in-depth 

insights into a subject (Chai et al., 2021). Diverging from statistical approaches, qualitative 

research is characterized by its unstructured or semi-structured nature, focusing on the "why" 

rather than the measurement of phenomena. The emphasis lies in descriptive exploration, 

delving into opinions, perspectives, and qualities rather than quantitative metrics represented 

in graphs or charts. Qualitative data collection often involves reputed sources such as online 

journals, newspaper and articles, google scholar (Chauvette, Schick-Makaroff and Molzahn, 

2019). This method is commonly applied in market research, conducted in natural settings 

where researchers analyse subjects without interventions, trials, or control groups. By 

immersing themselves in the context, researchers can capture the richness of human 

experiences and behaviours, providing a nuanced understanding that goes beyond mere 

numerical representations. In essence, qualitative research serves as a valuable tool for 

exploring the depth and complexity of various phenomena in their natural states. 
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3.2.3 Quantitative 

Quantitative research employs techniques focused on the systematic collection of numerical 

data to measure various factors (Rahman, 2016b). This method ensures an organized and 

structured approach to data collection, contributing to unbiased and indisputable deductions. 

A prominent methodology within quantitative research is grounded theory, emphasizing the 

systematic gathering and analysis of evidence to derive insights. This method is particularly 

beneficial when researchers aim to draw broad conclusions from their study and make 

predictions about outcomes. One significant advantage of quantitative research lies in its 

capacity to gather data from a relatively extensive sample size while maintaining cost-

effectiveness. Surveys, a commonly used instrument in quantitative research, exemplify this 

efficiency. Surveys enable researchers to collect data from a large and diverse population, 

providing a statistically significant representation. The adaptability and cost-effectiveness of 

surveys make them a preferred tool, allowing researchers to reach a wide audience and 

analyse responses with efficiency. 

3.2.4 Deductive approach 

The deductive approach in research involves initiating with a broad hypothesis or principles 

and then narrowing down to gather supporting evidence, including concrete examples and 

statistical analyses (Casula, Rangarajan and Shields, 2020). This method is commonly 

employed in quantitative studies and scientific research. The systematic process begins with a 

literature search, followed by the formulation of specific hypotheses based on existing 

theories. Subsequently, a survey is planned and executed to collect necessary data, which is 

then subjected to statistical analysis. The findings drawn from this process either confirm or 

refute the initial theory. 

The deductive method ensures an organized and rigorous research process in quantitative 

studies, providing evidence-based insights and facilitating hypothesis testing (Baharmand et 

al., 2022). This approach contributes to the expansion of knowledge on a given topic. 

However, it's essential to acknowledge the limitations inherent in the deductive method, such 

as the assumption that existing theories are comprehensive and accurate, as well as the 

potential oversight of emerging events or alternative explanations. 

3.2.5 Inductive approach  

Inductive reasoning serves as a foundational research approach, commencing its investigative 

journey with specific instances or empirical data and gradually progressing towards broader 
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generalizations, intricate patterns, or the formulation of theoretical constructs. In the realm of 

qualitative research, various data collection methodologies, such as in-depth interviews, 

participant observation, and document analysis, are employed to gather rich and nuanced 

information (Hennink and Kaiser, 2022). Subsequently, the obtained findings undergo 

meticulous scrutiny to unveil discernible patterns that may hold significance for 

understanding complex phenomena. Researchers adeptly leverage these identified patterns to 

construct innovative hypotheses or refine existing ones, thereby contributing to an enhanced 

comprehension of the world around them. The inherent strength of inductive reasoning lies in 

its ability to delve into uncharted territories, facilitating the generation of testable hypotheses 

and offering profound insights into the intricacies of social processes. Frequently aligned 

with qualitative research methodologies, this approach proves particularly efficacious in 

addressing unexplored domains or supplementing incomplete explanations (Allemang et al., 

2023). It is crucial to acknowledge the inherent limitations, including reliance on smaller 

sample sizes and subjective interpretations of data, which may temper the conclusiveness and 

generalizability of inductive deductions. These challenges do not diminish the method's 

value, as inductive reasoning remains an invaluable avenue for exploration, pushing the 

boundaries of knowledge and contributing to the continuous evolution of research 

methodologies. 

Justification  

Qualitative and deductive research approaches play pivotal roles in the design of a security 

strategy for selected web applications, offering distinct perspectives that contribute to a 

comprehensive understanding and effective implementation of security measures. 

Qualitative research methodologies, such as in-depth interviews and participant observation, 

are instrumental in exploring the human and contextual aspects of web application security. 

Journals and articles in fields like cybersecurity and human-computer interaction can provide 

valuable insights into user behaviours, perceptions of security risks, and the social dynamics 

influencing security practices. Qualitative approaches allow researchers to uncover nuances 

and identify potential vulnerabilities that may not be apparent through quantitative methods 

alone. For instance, a study published in the "Journal of Cybersecurity" might delve into user 

perceptions of web application security, shedding light on user habits and behaviours that 

could impact the effectiveness of a security strategy. Additionally, articles in reputable 

cybersecurity magazines like "Cyber Défense Magazine" may offer practical insights and 
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case studies, enhancing the qualitative understanding of real-world security challenges faced 

by web applications. 

On the other hand, a deductive approach, rooted in theoretical frameworks and logical 

reasoning, can provide a structured foundation for designing a security strategy. Articles in 

academic journals focusing on cybersecurity theories and frameworks, such as the "Journal of 

Computer Security," may offer deductive insights into established principles and models for 

securing web applications. By grounding the security strategy in deductive reasoning, 

researchers can align their approach with proven theoretical concepts, enhancing the 

robustness of the proposed security measures. Furthermore, consulting reports from reputable 

cybersecurity organizations, as featured in publications like "Cybersecurity Ventures," can 

provide deductive insights into industry best practices and emerging trends. Integrating 

deductive reasoning with empirical evidence from qualitative studies strengthens the security 

strategy, ensuring a balanced and well-informed approach that addresses both theoretical 

principles and real-world complexities. 

3.3 Data Collection Method  

The term "data collection" pertains to the systematic gathering and analysis of information 

for research and validation purposes, employing diverse methods (H. R. and Aithal, 2022). 

The purpose of data collection is to investigate an issue, gaining insights into its outcomes, 

and discerning potential trends in the future. Utilizing various techniques aids in forming 

assumptions about the progression of a problem or situation that requires resolution. When 

seeking solutions, it is imperative to gather data from reliable sources to facilitate accurate 

computation and analysis. 

Data collection techniques can be broadly categorized into two groups, depending on the 

nature of the data being collected: 

 Primary Data Collection Methods 

 Secondary Data Collection Methods 

3.3.1 Primary data collection method  

Primary sources constitute data derived first-hand from direct experiences, presenting an 

unmediated perspective untainted by comparisons with secondary sources (Smallwood, 

2023). The essence of primary data lies in its direct relevance and immediate connection to 
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the subject under investigation. This unfiltered nature ensures a high level of accuracy and 

authenticity, as it reflects the raw observations and experiences of the researcher. 

Preceding data collection procedures are crucial in establishing the foundation for a study's 

purpose. Rigorous planning and methodical execution at this stage contribute to the reliability 

and relevance of the primary data collected. Researchers engage in direct interactions, 

surveys, or observations to capture the essence of the phenomenon they are studying, 

obtaining a first-hand account that holds intrinsic value. The two predominant classifications 

of primary data collection methods are quantitative and qualitative. Quantitative methods 

involve numerical data and statistical analyses, offering a structured approach to 

understanding patterns and relationships (Goldsack et al., 2020). Qualitative methods, on the 

other hand, delve into the richness of narrative data, capturing the nuances and intricacies of 

human experiences. Both classifications provide unique perspectives, enriching the research 

process and contributing to a comprehensive understanding of the study's objectives. In 

essence, primary data collection serves as the bedrock of research, ensuring a solid empirical 

foundation for subsequent analyses and interpretations. 

3.3.2 Secondary data collection method 

"Secondary data" is a term encompassing information gathered by an entity distinct from the 

organization conducting the current study or research. The acquisition of secondary data 

presents distinct advantages, being notably more straightforward and cost-effective compared 

to the collection of primary data (Nargesian, Asudeh and Jagadish, 2021). While primary data 

collection is recognized for providing authentic and unique insights, there are instances where 

organizations can derive significant benefits from incorporating secondary data and a 

qualitative approach. 

The efficiency and cost-effectiveness of secondary data collection make it an attractive option 

for researchers and organizations seeking to supplement their analyses. Utilizing re-updated 

sources such as Google Scholar, online journals, articles, and newspapers can provide a 

wealth of existing information without the need for elaborate data collection processes. This 

approach becomes particularly advantageous when seeking a broad understanding of a topic 

or when time and budget constraints necessitate a pragmatic strategy. 

Embracing a qualitative approach alongside secondary data enhances the depth of analysis, 

allowing researchers to delve into the nuances of existing information (Bryda and Costa, 

2023). This combination is particularly powerful in uncovering insights, patterns, or trends 
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that might be overlooked with a purely quantitative focus. In essence, while primary data 

collection is invaluable for its authenticity, secondary data, especially from reputable sources, 

serves as a valuable and resource-efficient complement, fostering a more comprehensive and 

nuanced understanding of the subject matter. 

Justification 

The utilization of secondary data collection methodology holds substantial justification in the 

context of designing a security strategy for a selected web application, particularly 

considering the dynamic and rapidly evolving nature of cybersecurity. Drawing from diverse 

sources such as journals, articles, newspapers, and magazines can enrich the research process 

and contribute valuable insights to the formulation of a robust security strategy. 

Firstly, the field of cybersecurity is characterized by its ever-changing landscape, with new 

threats and vulnerabilities emerging regularly. Secondary data, obtained from up-to-date 

journals and articles in reputable cybersecurity publications, enables researchers to stay 

current with the latest trends, attack vectors, and security solutions. This ensures that the 

designed security strategy is informed by the most recent and relevant information, enhancing 

its effectiveness in addressing contemporary challenges. 

Moreover, secondary data sources provide a wealth of contextual information and case 

studies from real-world security incidents. Analysing reports on past security breaches and 

successful security measures implemented in similar contexts can offer practical insights into 

effective strategies and potential pitfalls. Journals and articles focused on cybersecurity, such 

as those found in the "Journal of Cybersecurity" or reports from organizations like the 

Cybersecurity and Infrastructure Security Agency (CISA), can serve as valuable repositories 

of such information. 

Additionally, reputable newspapers and magazines often feature analyses and expert opinions 

on cybersecurity issues. Incorporating insights from trusted news sources enhances the 

comprehensiveness of the secondary data, providing a broader understanding of the socio-

political and economic factors influencing the security landscape. This contextual richness is 

crucial for tailoring a security strategy that not only addresses technical aspects but also 

aligns with the broader operational environment. 

Furthermore, the secondary data collection methodology allows for a comprehensive review 

of existing frameworks, best practices, and standards in web application security. Academic 
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journals and articles focusing on cybersecurity frameworks and standards contribute to the 

establishment of a solid theoretical foundation for the security strategy. 

3.4 Waterfall Model  

The Waterfall Model, a seminal software development methodology, is characterized by its 

linear and sequential approach, comprising distinct phases that unfold progressively (K Baha, 

2023). While traditionally associated with software development, its principles can be 

judiciously adapted to the meticulous design of a security strategy for a selected web 

application. This model's structured nature ensures a systematic and thorough approach, 

crucial for addressing the intricate and evolving landscape of cybersecurity. 

 

Figure 15: Waterfall Model 

Image Source: (Dhruv Khanna, 2024) 

Requirements Gathering: The inception of the Waterfall Model occurs with a meticulous 

exploration of the security requirements specific to the targeted web application (Thirunahari, 

2023). This phase is foundational, involving the identification of potential threats, adherence 

to compliance standards, determination of user authentication needs, and consideration of 

other vital security aspects. A comprehensive understanding of these requirements lays the 

groundwork for the subsequent phases. 

System Design: Building upon the gathered requirements, the next phase involves the 

development of a detailed system design for the security strategy (Yaacoub et al., 2020). This 

comprehensive design encompasses the architecture, security controls, encryption methods, 

and access management mechanisms. It is imperative to consider both technical and human 

factors during this stage, ensuring a holistic approach to security that addresses not only 

technological aspects but also the human elements integral to web application usage. 
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Implementation: With the system design in place, the focus shifts to the implementation 

phase (Richards, 2020). Here, the designed security strategy is put into action. This involves 

the deployment of identified security measures, including but not limited to firewalls, 

intrusion detection systems, secure coding practices, and encryption protocols. Special 

attention is given to ensuring the seamless integration of these security features into the web 

application, emphasizing a cohesive and effective implementation. 

Testing: The Waterfall Model places a significant emphasis on rigorous testing to ascertain 

the effectiveness of the implemented security measures (T Sipponen, 2022). This phase 

involves thorough vulnerability assessments, penetration testing, and simulated attacks. The 

objective is to identify and rectify potential weaknesses, ensuring that the security strategy is 

robust enough to withstand real-world threats. The testing phase is a critical juncture, 

validating the efficacy of the security measures and refining them based on the findings. 

Deployment: Upon successful testing and validation, the security strategy transitions to the 

deployment phase. Here, the security measures are made live and operational, actively 

safeguarding the web application against potential security threats. This phase marks the 

culmination of the design and implementation efforts, ensuring that the security strategy is 

ready to fulfil its protective role in a real-world environment. 

Maintenance: The Waterfall Model acknowledges the need for ongoing attention and 

adaptation through its maintenance phase. In the realm of web application security, 

continuous monitoring, updates, and improvements are paramount. This phase is essential for 

adapting to evolving threats, addressing emerging vulnerabilities, and ensuring the long-term 

efficacy of the security measures. Regular maintenance activities contribute to the resilience 

and relevance of the security strategy over time. 

3.5 Ethical Consideration  

In the design of a security strategy for a selected web application, ethical considerations are 

paramount to ensure the integrity, confidentiality, and responsible use of information. When 

gathering data from re-updated sources such as Google Scholar, online journals, articles, and 

newspapers, it is imperative to uphold ethical standards in research practices. 

The ethical responsibility involves respecting intellectual property rights. When consulting 

scholarly articles and journals from platforms like Google Scholar, researchers must adhere 

to copyright regulations and give proper attribution to authors and take papers from 2020 to 
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2023. Acknowledging the intellectual contributions of others promotes academic integrity 

and ensures that the information is used in a responsible and ethical manner. 

Privacy considerations are crucial, especially when dealing with data from online sources. 

Researchers must be vigilant in maintaining the privacy of individuals whose information 

may be cited in articles or journals. Ensuring the anonymity of data subjects and refraining 

from disclosing sensitive details is essential to uphold ethical standards. It is also important to 

be mindful of potential biases or misrepresentations in the information obtained and to report 

findings accurately. 

Additionally, the responsible use of information entails avoiding plagiarism and citing 

sources appropriately. Proper referencing of articles, journals, and other re-updated sources 

not only acknowledges the original authors but also provides transparency about the 

foundation of the research. This practice is essential for maintaining academic integrity and 

ensuring that the security strategy's design is based on credible and reliable information. 

Moreover, researchers should be conscious of potential conflicts of interest that may arise 

when consulting certain sources. Transparency in disclosing any affiliations or relationships 

that could influence the research process or findings is crucial. This ensures that the security 

strategy is developed with objectivity and impartiality, free from undue influence. in the age 

of digital information, researchers must be diligent in addressing cybersecurity and data 

protection concerns. Safeguarding the confidentiality and integrity of the data collected from 

online sources is essential. Employing secure data storage practices and ensuring compliance 

with data protection regulations contribute to the ethical foundation of the research process. 

3.5 Risk Assessment 

Risk assessment for the design of a security strategy for a selected web application involves a 

meticulous examination of potential threats, vulnerabilities, and their potential impacts (Kaur 

et al., 2020). Identifying and analysing various risk factors is crucial in formulating a robust 

security approach. This includes assessing the sensitivity of data handled by the web 

application, evaluating the potential consequences of a security breach, and understanding the 

likelihood of different types of attacks. 

Furthermore, risk assessment involves scrutinizing the web application's architecture, 

codebase, and third-party integrations for vulnerabilities. Considering the evolving nature of 

cyber threats, continuous monitoring and periodic reassessment of risks are essential (Brass 
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and Sowell, 2020). Threat modelling techniques can be employed to anticipate potential 

attack scenarios and vulnerabilities. Additionally, regulatory compliance and legal 

considerations are integral to the risk assessment, ensuring that the security strategy aligns 

with industry standards and legal requirements. A comprehensive risk assessment lays the 

foundation for the strategic implementation of preventive measures, detection mechanisms, 

and response strategies to safeguard the selected web application against a myriad of 

potential security challenges. 
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Chapter 4: Analysis and discussion  

The analysis and discussion chapter of this dissertation comprised of an extensive evaluation 

of the security design of the chosen web application. Initial strategies stressed upon 

determining and comprehending present weaknesses of the system. With a detailed analysis, 

vulnerabilities like possible entry points for attacks and weak authentication systems were 

highlighted. Further, new solutions were suggested and incorporated into the security design 

to efficiently manage these. The solutions comprised of measures including improvised user 

authentication process, enhanced data encryption strategies and the execution of intrusion 

detection systems. 

Dummy attacks were simulated to authenticate the efficiency of the newly executed 

solutions. This enabled and evaluation of the systems resilience against different kinds of 

cyber threats, involving SQL injection attacks and cross site script weaknesses. The results of 

these tests exhibited notable improvement in the overall security design of the application. 

The system demonstrated improved protection against possible threats by managing these 

identified vulnerabilities and execution of proactive security measures. Consistent testing and 

improvement guaranteed that the security system remained strong and versatile in the case of 

dynamics 

4.1 Register – form 

 

Figure 16: Registration form 

Image Source: Self-Created 
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Figure 17: Registration form 

Image Source: Self-Created 

The above image focuses on developing a robust security framework for a specific web 

application. The application appears to include essential features such as user registration and 

a security measurement system. The user registration form collects crucial information like 

name, username, mobile number, email, and password. This suggests that the application 

deals with user accounts and sensitive data, emphasizing the need for a comprehensive 

security strategy (Balapour, Nikkhah and Sabherwal, 2020). Protecting user information is 

paramount, and the design of the security strategy should encompass measures to ensure the 

confidentiality, integrity, and availability of this data. The inclusion of a Security 

Measurement System indicates a proactive approach to security. This system likely involves 

tools and mechanisms to assess the application's security posture continuously. It could 

include vulnerability assessments, penetration testing, and monitoring mechanisms. The 

thesis may explore how these measures contribute to the overall security of the web 

application and how they align with industry best practices. 

The design aspect of the security strategy implies a proactive and intentional approach to 

security implementation rather than a reactive one. This involves making informed decisions 

about encryption, access controls, authentication mechanisms, and other security controls that 

are crucial for safeguarding the application (Patwary et al., 2021). The analysis may delve 

into various security considerations, such as protection against common web application 

attacks (e.g., SQL injection, cross-site scripting), secure data transmission, and adherence to 
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security standards. Also, it could discuss the importance of keeping the application updated 

with the latest security patches and staying vigilant against emerging threats.  

Step1: This screen appears after pressing register button 

 

Figure 18: registration successfully 

Image Source: Self-Created 

The above picture focuses on the post-registration process of a web application (Margeta et 

al., 2022). The screen that appears after pressing the register button signifies the successful 

completion of the registration process, and the mention of localhost suggests that the 

application is currently in a development or testing environment. The crucial aspect here is 

the subsequent step where an OTP (One-Time Password) is sent to the user's email address 

(Naem and Supervisor, 2020). This post-registration phase is a critical juncture in the user 

journey, as it involves the transmission and verification of sensitive information. The sending 

of an OTP to the registered email adds an extra layer of security, ensuring that the registered 

user is the legitimate account owner. The design of this security feature aligns with industry 

best practices for user authentication, enhancing the overall security of the web application. 

The inclusion of OTP verification contributes to the multifactor authentication (MFA) 

approach, which is a cornerstone of a robust security strategy (GL Moepi, 2021). MFA 

significantly reduces the risk of unauthorized access by requiring users to provide multiple 

forms of identification, in this case, the combination of a password and a temporary OTP. 

This approach helps mitigate the impact of potential password compromises and enhances the 

security posture of the web application. The analysis may explore the technical aspects of 

how the OTP is generated, transmitted, and verified within the application. This could 
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involve a discussion on cryptographic techniques, secure communication protocols, and 

measures to protect against common attacks targeting authentication processes, such as replay 

attacks. Furthermore, the analysis could delve into the user experience implications of this 

security strategy. It is crucial to strike a balance between security and usability to ensure that 

users can easily complete the registration process while still adhering to high-security 

standards. 

Step 2: Now check the Email and find out OTP 

 

Figure 19: Email and find out OTP 

Image Source: Self-Created 

 

Figure 20:Verification 

Image Source: Self-Created 
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The above image extends its analysis to the next steps in the user journey after registration – 

checking the email for the OTP (One-Time Password), entering the OTP, and subsequently 

verifying it. This phase of the application's security strategy is crucial in ensuring that only 

authorized users gain access to their accounts (Lyastani, Backes and Bugiel, 2023). The 

process begins with the user checking their email, emphasizing the reliance on email as a 

secure communication channel for transmitting sensitive information. The choice of email as 

a medium aligns with common industry practices, leveraging its widespread use and inherent 

security features, such as encryption during transit. The thesis could delve into the 

considerations behind choosing email as the communication channel and the security 

measures in place to protect the integrity and confidentiality of the OTP during transmission. 

The step of entering the OTP represents a user-driven action, necessitating a seamless and 

user-friendly interface. The design of this interface should prioritize clarity and simplicity to 

ensure that users can easily locate and input the OTP (Furuberg and Øseth, 2023). The thesis 

may explore user experience considerations, such as the length of the OTP, the time window 

for its validity, and any usability challenges that users might encounter during this 

verification step. Verifying the OTP marks, the culmination of the authentication process, 

confirming the legitimacy of the user. This phase is integral to the overall security strategy, 

contributing to the establishment of a trusted user environment. The analysis might delve into 

the technical mechanisms involved in OTP verification, such as backend validation 

processes, database interactions, and measures to prevent brute-force attacks or other 

malicious activities targeting this step (AHY Mohammed, n.d.). Also, the analysis could 

consider the broader context of account recovery and security in case users encounter issues 

with OTP verification. It is essential to strike a balance between a stringent security posture 

and providing adequate support mechanisms for users who may face difficulties during this 

process.  
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Step 3: After successfully OTP verification this screen appear  

 

Figure 21:OTP Verification 

Image Source: Self-Created 

The above image depicts its analysis to the final phase of the user authentication process, 

where a screen appears after successful OTP verification (Adebayo et al., 2023). The message 

"Finish Process of Pattern for Login into Account!" suggests the implementation of a pattern-

based authentication method for accessing the user account. This phase represents an 

additional layer of security beyond traditional password-based systems. The inclusion of a 

pattern-based authentication mechanism is a contemporary approach to enhancing the 

security posture of the web application. This method typically involves users selecting a 

specific pattern, often drawn on a grid of colours or shapes, to serve as a unique identifier 

during the login process (Gieseke et al., 2021). The thesis could explore the advantages of 

pattern-based authentication, such as its resistance to traditional password-based attacks and 

its potential for improving user experience. 

The user is presented with a choice of colours, namely Green, Red, Gray, Yellow, and 

Orange, from which to select their pattern. This colour-centric pattern selection adds an 

element of personalization to the authentication process, allowing users to create a visually 

distinctive and memorable pattern. The "Submit" button indicates that the chosen pattern is a 

crucial element for subsequent logins. This pattern likely serves as an additional 

authentication factor, complementing the earlier stages of registration, email verification, and 

OTP entry. The design of this pattern-based authentication aligns with contemporary security 
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trends that emphasize the importance of diverse authentication methods to mitigate the risk of 

unauthorized access (Adebimpe et al., 2023). Furthermore, the analysis might consider the 

user experience aspects, ensuring that the process of selecting and submitting the pattern 

remains intuitive and accessible. Clear guidance and feedback during this phase contribute to 

a positive user experience while reinforcing the importance of security (Khando et al., 2021). 

The final step involves submitting the chosen pattern, marking the completion of the setup 

process. The submission process must be secure, ensuring that the selected pattern is securely 

stored and associated with the user's account. The thesis could delve into the backend 

mechanisms involved in storing and validating these patterns, exploring encryption 

techniques and measures to prevent unauthorized access or tampering. 

4.2 Login and Sign in 

 

Figure 22: Admin Sign in 

Image Source: Self-Created 

The image portrays a UI intended for an admin login or sign-in page, regularly utilized in 

web applications or stages that request regulatory privileges (Wiefling et al., 2020). The 

interface highlights input fields for the client to include their email address and password, 

which are imperative certifications expected for validation. The email address, 
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"admin@gmail.com," demonstrates this login form is for managers or significant-level 

clients. 

When chosen, the "Remember Me" choice, probably a checkbox, permits the memorable 

framework of the client's login information for future visits, improving login endeavours 

(MA Puentes, 2021). The client clicks "Login" to start validation after giving their 

qualifications and choosing "Remember Me" whenever wanted. This simple anyway 

proficient plan empowers heads too safely and effectively accesses the backend or 

authoritative region of the stage or application. 

 

Figure 23: Dashboard 

Image Source: Self-Created 

The dashboard interface shows a web application's organization part for overseeing different 

parts of the application or stage. The upper piece of the dashboard displays the application 

name "SPARTER" and gives route decisions, for example, "City," "Our Services," "Our 

Staff," "Enquiry," and "Activate Windows" (Manzoor et al., 2019). There is an idea to get to 

the settings to enact Windows, recommending that this dashboard might be related to a 

framework that has specific Windows initiation requirements. 

Situated underneath the route choices, there is a segment marked "Add Test" which contains 

fields for "Designation" and "Staff Details." This region suggests usefulness for adding or 

managing tests and comparing staff data. Beneath, there are decisions for "E Complain" and 
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"Feedback," apparently giving the capacity to deal with grumblings and input got using the 

application. 

At the lower part of the dashboard, there is a choice marked "Log Out" which permits the 

client to end the managerial meeting (JP Meier-Kolthoff, 2023). The design displays an 

efficient and proficient construction, highlighting particular names and segments assigned for 

different managerial exercises. In any case, the presence of the "Activate Windows" notice 

and the notice of localhost/labproject/admin/dashboard.php show that this connection point 

may be either a model or a testing climate, as these parts are not regularly found in a live 

creation climate. 

The dashboard offers a total point of view of the program's regulatory functionalities and is 

by all accounts explicitly worked for easy-to-understand and effective administration of 

various pieces of the application (Alothman et al., 2023). By the by, considering the presence 

of elements, for example, the Windows enactment immediate and the localhost URL, it is 

pivotal to ensure that the dashboard is fittingly set up and safeguarded before its organization 

in a live climate. 

 

Figure 24: Login Failed due to wrong Email or password 

Image Sourced: Self-created 

The image portrays a warning from a web application situated on a nearby server (localhost) 

expressing that the login endeavour was unsuccessful inferable from a wrong blend of email 

and password. The message is compact, obviously expressing to the client about the exact 

issue found while endeavouring to sign in. The client is incited to recognize the message by 

tapping the "OK" button, showing that no other activity is fundamental to the client. Web 

applications use this message to illuminate clients when validation comes up short and make 

sense of why they could not get to their records. 
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Figure 25: Student Sign Up 

Image Source: Self-created 

The image shows a student login screen with fields for email or username and password. 

Furthermore, there is a hyperlink named "Sign Up Page" which demonstrates that there is a 

chance for new clients to enlist. The consideration of the "Already have an account? Login" 

connects gives more proof, recommending that ongoing clients can sign in by utilizing their 

qualifications. 

The URL "localhost/labproject/collection/XSS/signup.php" shows that this login page is 

related to an assortment or module that arrangements with cross-site scripting (XSS), which 

is a security defect found in web applications (Rajkumar, Prakash and Vennila, 2022). The 

brief to go to settings for enactment and "Activate Windows" might be placeholders and not 

critical to the sign in page's working. The image portrays a traditional sign in screen that 

offers decisions for both signing in and enrolling, proposing the chance of a multi-step 

system for getting to the managerial functionalities of the program. 
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Figure 26: Student Log in 

Image Source: Self-created 

The image portrays a student login interface, featuring input areas for the entry of a username 

and password. The displayed URL, "localhost/labproject/collection/XSS/index.php," 

indicates that this login page is associated with a collection or module pertaining to cross-site 

scripting (XSS), which is a security vulnerability seen in web applications. The inclusion of 

the "Don't have an account? Signup" link signifies the availability of a registration option for 

students who lack an existing account (M Alajmi, 2020). The inclusion of the phrase 

"Activate Windows" and the instruction to access settings for activation are probably 

remnants or temporary elements that may not have any impact on the functionality of the 

login page. The image depicts a conventional login interface designed for students, offering 

them a user-friendly and direct means of accessing the application's functionalities. 
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Figure 27: Cross Siting Code 

Image Source: Self-created 

The image displays a portion of PHP code extracted from a file called "dashboard.php" 

within a web application project situated in the directory 

"C:\xampp\htdocs\labproject\collection\XSS\". The code begins with PHP opening tags"  

The code verifies the presence of a 'username' session variable to determine if the user is 

logged in. When the user is logged in, it retrieves user data from the 'user' table in the 

database using the username given in the session variable (Zidianakis et al., 2021). The user's 

name is thereafter exhibited on the dashboard by employing the PHP code. The code has a 

logout link that directs to a "logout.php" file, which is assumed to manage the logout feature. 

This code sample showcases a fundamental implementation of user authentication and 

session management for a dashboard page in a web application. 

Cross-Site Scripting (XSS) attacks include injecting spyware and viruses into web sites that 

are then seen by other users, making it a type of injection attack. Web application 

vulnerabilities allow attackers to insert malicious scripts into innocent users' browsers. These 

attacks are widespread and happen when online programs do not properly check or decode 

user input that is incorporated in the output they produce (Rajkumar, Prakash and Vennila, 

2022). Attackers can exploit XSS vulnerabilities to transmit malicious scripts to people who 

access compromised web pages. The browser, without awareness of the script's malicious 

intent, launches it under the assumption that it originated from a reliable source. This enables 
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the script to retrieve sensitive data saved in the browser, such as passwords or session tokens, 

and possibly alter the content of the page. 

Session hijacking 

Session hijacking, often referred to as cookie hijacking, is a technique employed by criminal 

individuals to illegally obtain access to data or services within a computer system by abusing 

a legitimate computer session or session key.  

Hijackers employ diverse strategies to achieve this, with certain methods being notably 

prevalent and efficient. Session sniffing is a technique used by attackers to monitor network 

traffic and obtain valid session tokens. Cross-site Scripting (XSS) is another way used by 

attackers to steal session cookies from unwary users by injecting malicious scripts into web 

sites (Chen et al., 2020). Session fixation is a method used by attackers to manipulate a user 

into using a session ID that the attacker has already acquired, which results in the 

compromise of the session. These strategies emphasize the significance of having strong 

security measures to safeguard against session hijacking threats. 

 

Figure 28: Preventing SQL Injection n PHP 

Image Source: Self-Created 

New Login  
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Figure 29: New Login 

Image Source: Self-Created 

The provided information seems to relate to a topic on preventing SQL injection in PHP, a 

crucial aspect of secure web development. The email address "1001@gmail.com" and the 

password "121212" appear to be example inputs for an authentication process within a PHP-

based application. 

SQL injection is a common cyber threat where attackers exploit vulnerabilities in input fields 

to inject malicious SQL code (Ahmad and Karim, 2021). In the context of preventing SQL 

injection in PHP, developers often implement secure coding practices and use parameterized 

queries or prepared statements to sanitize user inputs. These measures help thwart attempts 

by malicious users to manipulate SQL queries through input fields. 

The example email and password likely serve as placeholders, illustrating the need for secure 

handling of user inputs to prevent SQL injection (Sabelström, 2023). Robust PHP coding 

practices involve validating, sanitizing, and escaping user inputs to ensure that they cannot be 

misused to compromise the integrity of database queries. The image prompts developers to 

consider and implement secure coding practices in PHP, particularly in the context of user 

authentication, to mitigate the risk of SQL injection attacks. Properly securing user inputs is 

crucial in maintaining the confidentiality and integrity of database operations within PHP-

based web applications. 
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Figure 30:Example Query 

Image Source: Self-Created 

This is actual screen u can see that result column are empty but after login 

 

Figure 31: Result Column 

Image Source: Self-Created 



60 

 

The provided information indicates that there is an image displaying the query result of a 

system (Gusenbauer and Haddaway, 2020). In the context of database systems, a query result 

typically refers to the outcome of executing a specific database query. This image could be 

showcasing the data retrieved from a database based on a particular query. The content of the 

query result image would depend on the nature of the executed query. It could include 

information such as records, columns, or statistical summaries retrieved from the database 

(Dogucu and Çetinkaya-Rundel, 2020). Understanding and interpreting the query result is 

essential for developers, analysts, or users who need insights into the data stored in the 

system. Analysing the query result is crucial for ensuring the accuracy and relevance of the 

data retrieved. It allows stakeholders to assess whether the executed query aligns with the 

intended purpose and requirements. Moreover, query results play a vital role in decision-

making processes, providing valuable information for various applications, including 

reporting, analysis, or system debugging. 

4.3 Database 

 

Figure 32: Database  

Image Source: Self-Created 

Prioritizing Data Protection in Web Applications: A straightforward client information 

base design with fields for id, username, password, and name shows that a web application 

security strategy should focus on client information (Mohammed Abdulridha Hussain et al., 

2022). The content in the client 'Usman's password field shows SQL injection or Cross-Site 

Scripting (XSS) assaults, and this table, however simple, uncovered potential weaknesses. 

This situation features the fundamental prerequisite for solid safety efforts. 
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Implementing a Robust Security Framework: Security reviews, secure coding, and layered 

security are fundamental for a far-reaching security procedure. It is basic to utilize strong, 

generally acknowledged calculations to run delicate information, particularly passwords. 

Additionally, it is basic to have thorough information approval techniques set up injection 

attacks. 

Mitigating XSS and Injection Attacks: Content Security Policy (CSP) headers can likewise 

forestall XSS assaults by distinguishing legitimate assets and content sources. This approach 

defends the program and its clients, yet additionally ensures adherence to information 

security norms, advancing certainty and trustworthiness among its client local area. 

4.4 Practical  

 

Figure 33: Flowchart 

Image Source: Self-Created 

The provided flowchart outlines a step-by-step process within the context of the dissertation 

topic, "Design of Security Strategy for a Selected (Web) Application." The sequence 

delineates a user's journey through the login process, emphasizing the implementation of a 

robust security strategy. 
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Upon navigating to the login page, the user enters their login credentials, including a 

username and password. Subsequently, the user submits the form, initiating a critical juncture 

where the system queries the correctness of the entered password (Chaudhry et al., 2020). If 

the password is correct, the flow proceeds to the next step. However, if the password is 

incorrect, the user encounters a second factor authentication prompt. At this stage, the system 

requests a second factor for authentication, and the user is prompted to manually enter an 

OTP (One-Time Password). The use of OTP as a second layer of authentication enhances the 

security strategy by implementing a multi-factor authentication approach. After the user 

manually inputs the OTP, they click on the Submit button. The system then verifies the 

correctness of the entered OTP. 

If the OTP is correct, the user is granted access, marking a successful authentication process. 

On the other hand, if the OTP is incorrect, access is denied, ensuring that only users with the 

correct second-factor authentication can proceed. The flowchart reflects the integration of an 

OTP mechanism, enhancing the security strategy of the selected web application. 

The mention of "User database" and "OTP Keys database" indicates a structured approach to 

managing user information and OTP keys, emphasizing the importance of secure data 

storage. This security strategy aligns with the overarching dissertation topic, addressing the 

intricate design considerations for safeguarding a web application, particularly during the 

authentication process. The flowchart encapsulates a comprehensive security approach, 

incorporating both password-based and multi-factor authentication methods to fortify the 

selected web application against unauthorized access and potential threats. 
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Now Sql Injection in password has been used. 

test' or 1=1# 

This code applies as a password and as a login…check this 
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How to Prevent? 

<?php 

$hostname = "localhost"; 

$username = "root"; 

$password = ""; 

$dbname = "test"; 

$conn = mysqli_connect($hostname, $username, $password, $dbname); 

if(!$conn) { 

 die("Unable to connect"); 

} 

if($_POST) { 

 $uname = $_POST["username"]; 

 $pass = $_POST["password"]; 

 //Making sure that SQL Injection doesn't work 
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 $uname = mysqli_real_escape_string($conn, $uname);//test 

or 1=1 

 $pass = mysqli_real_escape_string($conn, $pass); 

 

//(Note This above two line prevnt against Sql Injection ) 

 $sql = "SELECT * FROM users_tutorials WHERE username = '$uname' AND 

password = '$pass'"; 

 $result = mysqli_query($conn, $sql); 

 if(mysqli_num_rows($result) == 1) { 

  echo "Welcome, user!"; 

 } else { 

  echo "Incorrect Username/Password"; 

 } 

} 

?> 

<!DOCTYPE html> 

<html> 

<head> 

 <title>Login Portal</title> 

 <style type="text/css"> 

  input[type=text],input[type=password] { 

   padding: 16px; 

   margin: 8px; 

   border: 1px solid #f1f1f1; 
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   letter-spacing: 1px; 

   border-radius: 3px; 

   width: 240px; 

  } 

  input[type=submit] { 

   margin-left: 8px; 

   width: 274px; 

   border-radius: 3px; 

   border: 1px solid #4285f4; 

   background-color: #4285f4; 

   padding: 16px; 

   color: white; 

   font-weight: 600; 

   cursor: pointer; 

  } 

 </style> 

</head> 

<body> 

 <form action method="POST" autocompletes="off"> 

  <input type="text" name="username" placeholder="Username" /><br /> 

  <input type="password" name="password" placeholder="********" /><br /> 

  <input type="submit" name="login" value="LOGIN" /> 

 </form> 

</body> 
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</html> 

Chapter 5: Conclusion and Recommendation  

Conclusion  

The design of a security strategy for a selected web application is a multifaceted undertaking, 

addressing the complex interplay of technological, human, and resource-related factors. As 

the study conclude our exploration into this crucial aspect of modern digital landscapes, it is 

essential to reflect on the nuanced challenges, strategic considerations, and overarching 

principles that shape an effective security paradigm. 

One of the primary takeaways from our examination is the inherent dynamism of the 

cybersecurity landscape. The continuously evolving nature of cyber threats necessitates a 

proactive and adaptive approach to security strategy design. A strategy that remains static in 

the face of emerging threats risks becoming obsolete, underscoring the importance of 

ongoing monitoring, threat intelligence, and regular updates. The dynamic nature of the 

digital realm demands a mind-set that anticipates and responds to new vulnerabilities, attack 

vectors, and technological advancements. The human element introduces a layer of 

unpredictability and complexity into the security equation. User behaviours, often influenced 

by factors beyond the control of security protocols, can be a source of vulnerability. Social 

engineering attacks, leveraging psychological manipulation, highlight the need for a 

comprehensive security strategy that encompasses not only technical safeguards but also user 

education and awareness programs. A well-rounded approach recognizes that even the most 

robust technical defences can be circumvented if users fall victim to phishing attempts or 

other manipulative tactics. 

Resource constraints pose another significant challenge in the design and implementation of a 

security strategy. Organizations may face limitations in terms of financial resources, 

expertise, or technological infrastructure. It is crucial to acknowledge these constraints and 

prioritize security measures based on risk assessments and the criticality of assets. Strategic 

resource allocation becomes paramount, ensuring that available resources are optimally 

utilized to address the most significant threats and vulnerabilities. The reliance on third-party 

components introduces an additional layer of complexity. While leveraging external solutions 

can enhance functionality and efficiency, it simultaneously introduces potential 

vulnerabilities beyond direct control. Vigilant vetting of third-party components, regular 

security assessments, and a clear understanding of the security implications associated with 
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external dependencies are imperative. Collaboration with vendors and maintaining a robust 

patch management process are crucial elements in mitigating risks associated with external 

dependencies. 

The delicate balance between stringent security measures and user experience is a recurring 

theme in the design of security strategies. Overly complex security measures can impede user 

productivity, leading to potential resistance, workarounds, or non-compliance. Striking the 

right balance requires a nuanced understanding of user needs, effective communication, and 

the integration of security measures that are transparent and seamlessly integrated into the 

user experience. User education and awareness campaigns play a pivotal role in fostering a 

security-conscious culture and mitigating potential conflicts between security and usability. 

In conclusion, the design of a security strategy for a web application is a holistic and ongoing 

process that demands a comprehensive understanding of the digital landscape's complexities. 

The limitations the study have explored—evolving cyber threats, unpredictable user 

behaviours, resource constraints, reliance on third-party components, and the delicate balance 

between security and usability—underscore the need for a strategic, adaptive, and 

multidimensional approach to cybersecurity. 

To navigate the evolving threat landscape, organizations must embrace a mind-set of 

continuous improvement and agility. Regular risk assessments, threat modeling, and 

penetration testing are essential components of this approach, enabling organizations to 

identify and remediate vulnerabilities before they can be exploited. Threat intelligence feeds 

and collaboration with industry peers further enhance the ability to anticipate and respond to 

emerging threats. User education and awareness programs form a critical pillar of any 

effective security strategy. By fostering a culture of cybersecurity awareness, organizations 

empower users to become active participants in their own defence against cyber threats. 

Training programs should cover not only technical aspects such as password hygiene and 

recognizing phishing attempts but also broader concepts of digital hygiene and responsible 

online behaviour. 

Resource constraints should be addressed through strategic prioritization, aligning security 

investments with the organization's risk profile and critical assets. This requires a thorough 

understanding of the business context, the value of digital assets, and the potential impact of 

security incidents. Collaboration with executive leadership is essential to ensure that security 

considerations are integrated into overall business strategy and decision-making processes. 
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The reliance on third-party components necessitates a robust vendor management process. 

Organizations should conduct thorough security assessments before on boarding third-party 

solutions, establish clear contractual obligations regarding security practices, and regularly 

review the security posture of vendors. A proactive approach to patch management helps 

address vulnerabilities in a timely manner, reducing the window of exposure associated with 

external dependencies. Striking the right balance between security and usability requires 

collaboration between security teams, user experience designers, and other relevant 

stakeholders. Security measures should be designed with user needs in mind, minimizing 

disruptions to workflow while still providing effective protection. Clear communication 

about the rationale behind security measures helps build understanding and cooperation 

among users. 

 The design of a security strategy for a web application is an ongoing journey rather than a 

destination. Embracing a mind-set of continuous improvement, adaptability, and 

collaboration is essential in navigating the dynamic landscape of cybersecurity. By 

addressing the limitations and challenges discussed, organizations can cultivate a resilient 

security posture that not only safeguards digital assets but also contributes to the overall trust 

and resilience of the digital ecosystem. 

Recommendation  

The design of a security strategy for a selected web application is a critical undertaking in the 

contemporary digital landscape, where cyber threats are persistent and evolving. This 

recommendation provides a comprehensive guide for the development and implementation of 

an effective security strategy, considering the unique challenges and complexities associated 

with safeguarding web applications. 

Understanding the Web Application's Landscape: Before embarking on the design of a 

security strategy, it is imperative to conduct a thorough analysis of the selected web 

application's landscape. Identify the application's functionalities, data flows, and potential 

vulnerabilities. This initial assessment sets the foundation for tailoring security measures to 

address specific risks. 

Dynamic and Adaptive Approach: Recognize that the cybersecurity landscape is dynamic, 

with new threats emerging regularly. The security strategy should be designed with an 

adaptive mindset, allowing for continuous updates and improvements. Establish a framework 
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for monitoring and responding to emerging threats promptly, ensuring that the security 

measures remain effective over time. 

User Education and Awareness: Acknowledge the unpredictable nature of user behavior 

and the susceptibility to social engineering attacks. Incorporate a robust user education and 

awareness program into the security strategy. This involves regular training sessions, 

simulated phishing exercises, and the dissemination of best practices to empower users to 

recognize and mitigate security risks. 

Resource Allocation and Constraints: Consider the practical constraints associated with 

resource availability, including budgetary limitations, technical expertise, and infrastructure 

capabilities. Prioritize security measures based on risk assessments and allocate resources 

strategically to maximize impact. Collaborate with stakeholders to secure the necessary 

support for the implementation of robust security measures. 

Third-Party Risk Management: Acknowledge the reliance on third-party components 

within the web application's ecosystem. Implement a thorough third-party risk management 

program that assesses the security posture of external components. Establish contractual 

agreements that mandate adherence to security standards, ensuring that third-party 

integrations do not introduce vulnerabilities. 

Balancing Security and User Experience: Strive for a delicate equilibrium between 

stringent security measures and a seamless user experience. Complex security protocols may 

impede usability, leading to user frustration and potential resistance. Conduct usability 

assessments to identify opportunities for enhancing security without compromising the user 

interface and experience. 

Compliance and Regulatory Considerations: Align the security strategy with relevant 

compliance standards and regulatory requirements applicable to the web application. This 

may include industry-specific regulations, data protection laws, and international standards. 

Ensure that the security measures implemented not only protect against cyber threats but also 

adhere to legal and ethical considerations. 

Incident Response and Recovery Planning: Develop a robust incident response and 

recovery plan as an integral part of the security strategy. Clearly define roles and 

responsibilities, establish communication protocols, and conduct regular drills to test the 
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effectiveness of the response plan. This proactive approach ensures a swift and organized 

response in the event of a security incident. 

Continuous Monitoring and Threat Intelligence: Implement continuous monitoring 

mechanisms to detect anomalies and potential security incidents in real-time. Leverage threat 

intelligence feeds to stay informed about emerging cyber threats relevant to the web 

application's industry and ecosystem. Proactive monitoring enhances the organization's 

ability to respond promptly to evolving threats. 

Regular Security Audits and Assessments: Conduct regular security audits and assessments 

to evaluate the effectiveness of the implemented security measures. Engage external 

cybersecurity experts to perform penetration testing, vulnerability assessments, and code 

reviews. The insights gained from these assessments can guide ongoing improvements to the 

security strategy. 
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