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Spam Filtering

Spamove filtrovani



Spam filtering

Summary

Nowadays, spam is, without any doubt, one of tiggdst and most common
Internet threats. Almost every user who has anleacaount has already received some
kind of spam email. This thesis deals with the spanblem, especially with the

techniques tackling spam. These techniques aredcglam filtering.

The first part of the thesis deals with the welblm techniques from a basic
theoretical viewpoint. The second part includesahalyses of different spam filtering
approaches in four chosen companies and also asshommary, advantages and
disadvantages of these techniques. The third pldsed on the results of questionnaires
sent to the citizens of five European countrieee @ihswers of 232 respondents
demonstrate the situation in connection with theteot and the volume of spam in chosen

countries and provide a comparison of spammingesé countries.

Keywords

Spam, spam filtering, blacklist, greylisting, Bayemn filtering, malware



Spamoveé filtrovani

Souhrn

Spam je v dnesni déljednou z nejptSich hrozeb Internetu. Témkazdy uZivatel
vlastnici emailovou adresu jiZkdy obdrzel gjakou formu spamového emailu. Tato
diplomova prace pojednava o problematice sparfeglgvSim o moznostech obrany proti

spamu. Tyto obranné techniky #gtupy se nazyvaji spamove filtrovani.

Prvnicast diplomové prace pojednava o zakladnich techhikpamového
filtrovani z hlediska jiz zvieejnych poznatk o této problematice. Drulé@st zahrnuje
analyzu pistupi k spamovému filtrovani véyiech vybranych spoteostech. Nabizi také
shrnuti, vyhody a nevyhodyahto technik. Teti¢ast je zaloZzena na vysledcich dotazniku
rozeslaného dog vybranych evropskych statZpracované odp@di od 232 respondeint
ukazuji zajimavosti a poznatky tykajici se obsamnaZzstvi spamovych emaive

vybranych zemich a nabizeji vysledné porovnani zenhédiska spamu.

Kliéova slova

Spam, spamove filtrovani, blacklist, greylisting, Byesianskeé filtrovani, malware
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1. Introduction

One of the most common Internet threats is witlzoddubt spam. All over the
world, 14, 5 billions of spam messages are semnyelay and almost every owner of an
email account has already received some kind ohsgaail. Spam emails are not just
annoying, they can also include other dangerowsathrsuch as computer viruses, worms,

Trojan horses or spyware software.

Nowadays, every email provider and every compamyiaidtering its own email
domain and email boxes is using spam filters togmtdhemselves against spam.
Worldwide, the amount of spam messages creates)®®f all email messages. There are
different techniques for spam filtering, differdevels of protection and different software
that can be used. Each company and each providserdifferent settings for these spam
filters to make them accurate for their purposesudlly, a special administrator takes care
of these settings, controls the amount of spampéneentage of false negative and false
positive emails, blacklists to be used or keywdadse found in the subjects or contents of
the email messages.

There are different companies dealing with spanblpras. Some of them have the
users (employees) well educated in IT and on ttexriet issue, some of the users are
common, customary users of email boxes. Some afdhgany’s administrators are
responsible for just a few email boxes; some afitieke responsibility for millions of
them. Some of the companies have financial mearsefauring their email boxes, some of
them have to use just free anti-spam software. I$at 8 the difference between spam
filtering in these companies? Is it true that tbenpany with the largest responsibility for
its users is the best secured? Is it true that cential software is better than free software?

Can this problem be generalized?
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2. Objectives and Methodology

2.1 Objectives

In the diploma thesiSpam filtering will be summarized well known and less
known information about the spam filtering problerhe first objective includes the
organisation of the basic information into a beafmmary, comparing some important
definitions and demonstrating the most importaotsfabout Internet security and spam
problem.

The objective of the second part, the part ofailtor’'s own research, is to
compare spam filtering in four different compani€se author has chosen different
companies in terms of how they use company enmaihé first one the users are usually
elderly and not well educated in computer usagéhersecond one, there are a lot of
young people with experience concerning computageisnd internet knowledge. The
third company is an IT company and the fourth camygarovides email services to
millions of different users all over the Czech Rigjprs The main objective in this part is to
find out if there are important differences in Hmaounts of received spam in these
companies, to make some basic analyzes in orderdohe advantages and disadvantages

of used spam filters and to compare the approauhemail security in these companies.

The third part is the international questionnasent by the author of this diploma
thesis to the citizens of five chosen European tas This questionnaire should show
the differences between the content of spam emeitsved by the respondents, the
amount of false positive and false negative entifgending on the email provider and the

amount of received spam in different countries.
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2.2 Methodology

Information and facts for this thesis was especiatrieved from technical
literature, journals and Internet resources. Thes for the research part are the
rewritten dialogues between the author and the emyip employees. Also the results

from the questionnaires are used in this thesis.

The first step was to find all possible informatamout spam filtering for the first
part of the thesis. The next step was to arrangeetings with the creators and
administrators of the company email accounts im &wwsen companies. It was necessary
to prepare the questions and the themes for theecsattion in order to be sure that almost
the same questions will be answered. After thetseviews, the conversations were
rewritten, sorted and used for the research paheothesis. The comparison of these spam
filtering approaches was made in order to show soase facts and ideas about the spam

filtering problem in the companies.

Another step was the creation and the distributiregquestionnaires. After
receiving all the answers the author had to sertiswers, compare them with worldwide
results and think about the consequences. Sombageaqul tables were created to allow for
the better comparison of the results. The fing) stiethe research part was to point out
some problems of spam filtering, to think aboutdretolutions and to provide an

overview of the possibilities of spam filteringpnactice.
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3. Basic characteristics of spam filtering

3.1 Internet threats - malware

Malware is the general expression for all kindrwéats they can “attack”
computers. It can be computer a virus, a wormbrogan horse, but also adware, spyware,
rootkits, pop-ups and so on. It is not unusual foahe types are cooperating together to
take control over the computéMalware is malicious software that is installed gour
PC usually without your knowledge and it can entaur PC as a result of surfing the
Internet and in a variety of different ways. Malwas capable of spying on your surfing
habits, logging your passwords by observing yoyskekes, stealing your identity,
reading your email, hijacking your browser to wedgps that "phish" for your personal
information, and a variety of other invasive tastic(www.spamlaws.com) Malware is
usually spread through the Internet; there is ttdegossibility to infect a computer with
some infected USB drivers, CD or DVDs or exterraichdrivers. The most effective ways
how to infect a computer via Internet connectiomeseanailing, having the user click on

unwanted advertisements or pop-ups and the dowinipad free software or games.

When malware is created, it is usually insertetipt® a small number of web sites
or emails. After that, redirection is used to “lyiruser to the infected pages. Another
possibility to spread malware is creating proxy \welges. These pages are able to hide the
malware for a longer time and they can also loké& §ome official and well-known web

pages, the users are usually safely visiting. (wapamlaws.com)
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3.1.1 Computer virus

The real meaning of the word computer virus is habmputer virus can copy
itself, infect a computer and spread to other caerswsing the infected files. However,
nowadays the word virus is used like the commam tier all unwanted software like

Trojan horses, computer worms, spyware, adwarararsd of the rootkits.

Nowadays, almost every computer user, especiatly aiconnection to the
Internet, already found some kind of virus on limputer. The main signs of the infection

are:

e Computer functions slow down.

» Computer reacts slowly and is frozen more often.

* Sometimes computer restarts itself.

» Uncommon error messages or dialog boxes are showrpectedly.
» Applications are not working correctly.

» There are some printing problems or fails.

(www.spamlaws.com)

The web page www.spamlaws.com publishes a sinmalaiaderstandable

distribution of the computer viruses.

* Boot sector virusesare the viruses which are infecting diskettes aard h
drives. The virus infects the boot or Master Boet&d of the disk and
when the user re-boots the computer and the irdetiskette is inside, the
virus is spread into the computer. At this time, tomputer infects all the
diskettes that will be put into the computer.

* Program viruses“becomes active when the program file (usually with
extensions .BIN, .COM, .EXE, .OVL, .DRV) carrying Yirus is opened.
Once active, the virus will make copies of itselfl avill infect other

programs on the computer(ivww.spamlaws.com)
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* Multipartite viruses are connected boot and program viruses. It begins
with the infection of a file. If the infected pragn is running, it changes
the boot record. When the computer is turned omagee virus infects the
disk and other programs.

e Stealth virusesare able to change themselves in case they are not
recognised by the antivirus software. They can ghaheir size or hide
themselves in the memory.

» Polymorphic virusesare changing themselves all the time, usually by
changing their binary patterns. So it is very difft have them detected by
the antivirus software.

* Macro virusesare programmed like a macro in documents. Espgciall
Microsoft Word or Excel support macros in their doents. Once the
computer is infected, all documents produced osi¢bmputer are

including infected macros.

A lot of viruses are spread via emails. They arallg included in the attachment.
These emails can be normal emails from a user'tacts) who have their computers
infected or it can be an email received as spamusés infecting computers via emails are
usually hidden inside Microsoft Word files and witbry are opened they can infect the

computer.

3.1.2 Trojan horses

According to Hak (2005), this type of malware ig able to reproduce itself or to
infect files. The only action of a Trojan horsehat it is acting like an .exe program and
that it deletes the concerned file. There are stypes of Trojan horses suchRassword-
stealing Trojan horse(recording pressing the keywords and sendingnifiismation to
the creator)destructive Trojan horses(deleting the files or formatting the disc),
TrojanDownloaders (trying to download other damaging software frdma internet) or
Proxy Trojan horses (using the computer to send spam).

16



Trojan horses are downloaded as software, gam&gctn also be hidden in
website links, pop-up or banner ads. The biggestthnflicted by a Trojan horse is that it
can take over a user’'s computer, change a compuier system settings and turn off the
anti-virus or anti-spyware programs. Once the Trdjarse is executed, it creates a so
called backdoor. It allows a hacker to access dausemputer and put some additional
viruses or software like spyware onto the userimmater. There are some special Trojan
horses which are able to turn on the webcam aitgsbes computer so the hacker can
watch the user or his room to get some personaitrimdtion. All the Internet threats are
very well connected. The usual way how the compgees infected is the downloading of
some spyware or program from the Internet. Thetmssal signs that the computer is

infected by Trojan horse are:

 some emails can be sent to user’'s contact witheertsinote

some pop-up windows start to appear

the anti-virus acts like it is turned off

wallpaper and taskbar changes

sometimes the mouse is not working as usual.

(www.spamlaws.com)

3.1.3 Worms

Mr. Hak (2005) describes computer worms as netywadkets working on a lower
layer than the classic viruses. These packetsedisected from the infected file to other
systems on the Internet. The functionality ofweem is based on security “holes” in the
operating system through which the worms are abtefgroduce themselves. The result

can be total a congestion of the network.

A computer worm is very similar to a computer viriee computer worm does not
need some host file to reproduce itself. The woam fand the weakness of the computer

systems and thanks to the security “hole” propaigsedf. The worm does not need the
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user to execute him (by double-clicking the fileopening the email attachments), he
releases the document with the macro included énsidl that gives him the opportunity to
“travel” from computer to computer. The worms aseaily infecting the whole network

using many infections. (www.spamlaws.com)

Some of the worms are also used to collect data thee computers. Similar to
spyware, they focus on usernames, passwords, leaoki@t number or the login dates of
the PayPal service. These worfoperate by automatically filtering network traffior
patterns of data that typically come before thensmission of a passing username and

password.”(www.spamlaws.com)

3.1.4 Spyware and Adware

Internet threats other than computer viruses ayeapes and adware. This software
is running in the computer and even the user kredvesit it.“Generically, adware (spelled
all lower case) is any software application in whedvertising banners are displayed
while the program is running. The authors of thagplications include additional code
that delivers the ads, which can be viewed thraugiup windows or through a bar that
appears on a computer screen. The justificatiorafiware is that it helps recover
programming development cost and helps to hold dbermost for the user.”

(http://searchcio-midmarket.techtarget.com)

In some cases, the user knows about the installafithe adware. This is usually
the case when he wants to download some free afiphc Usually, the terms specify that
he can download it for free but that advertisingiage will be included. So the adware is
the price for downloading for free. One of the digantages is that the adware is running
in the computer’s background, so it obviously cawsslowdown of the computer. Adware
is using the system memory, CPU cycles and Intdraetiwidth. (Feistein 2004)
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“Adware is the software that periodically pops ugvartisements on a user's
computer. It displays ads targeted to the individuser based on key words entered in
search engines and the types of Web sites thevissies: The marketing data are collected
periodically and sent in the background to the atew&/eb server. Adware is known as
"contextual marketing."(www.pcmag.com) Adware is able to track what a@uer is
searching for on the Internet. This informatiosest to the server which processes these
facts about the user’s behaviour and “sends bdkatvertisement related to pages or
keywords the user was searching for. Nowadayse tisea “thin line” between adware and
a little more dangerous spyware. The software lisagahnects these two threats together.
“Adware, or advertising-supported software, is aoftware package which automatically
plays, displays, or downloads advertisements toraputer. These advertisements can be
in the form of a pop-up. The object of the Adwarmigenerate revenue for its author.
Adware, by itself, is harmless; however, some adwsaly come with integrated spyware
and other privacy-invasive softwargwww.hky.com) Who receives all this personal data
of the user has a good possibility to target rela@vertisement on him. The more
advertisement the advertiser is sending the biggde chance to find some serious
customer. There is also the possibility to jusk thé$ information to other advertisers or
third parties.

“Spyware is a type of malware that can be instatbedcomputers, and which
collects small pieces of information about userthaut their knowledge.”
(www.computershack.info) The most common ways hpyware can be installed onto a
user’'s computer is downloading some suspicious leattachment, downloading inside
another downloaded program or downloading afteutier clicks on some link in pop-up
advertising windows. There are special sites whezaiser has to download some
application in order to see some video or to listeeome music...it is spyware instead.
Sometimes, spyware can be wanted. For exampletparsa it to control what their
children are doing on the computer or employersowantrol their employees and see what
they are doing during their working hours. But ttiega is not sent anywhere; it is usually

saved onto the computer to be gone through it.latevw.spamlaws.com)
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“The presence of spyware is typically hidden fritv@ user, and can be difficult to
detect. Typically, spyware is secretly installedlom user's personal computer. Sometimes,
however, spywares such as keyloggers are insthifedtie owner of a shared, corporate,
or public computer on purpose in order to secretiynitor other users

(www.computershack.info)

So the danger of spyware is that the informatiaruékhe user is collected and sent
to someone else, usually via the Internet. Spywarecollect private information like
passwords, bank account numbers, information atimattprograms, web pages visited,
cookies and any other information about your hairded Usually, the creators do not want
to steal a user's money directly. They use thisrimftion to create some interesting offers
or advertisements exactly suitable for each uggrwares collect for example the

information about the web pages the user has disite¢he keywords he was looking for.

“Attempting or gaining access to someone's compwtitirout their consent or
knowledge is criminally illegal according to comeutrime laws, such as the United
States Computer Fraud and Abuse Act and the UKibegdom's Computer Misuse Act.”

(www.spamlaws.com)

It does not mean that it is illegal. The spywasmsators are protecting themselves
very well. The most important for them is that tla@g mentioning their spyware in the
licence agreement of the product where the spywdrelden. The user has to click
“Agree” or “Ok” and at this moment he is in the fagreeing with the spyware
installation. Even if the user is reading the licewcarefully, it is very difficult to

understand its implications.

But of course, there are some forms of spywareatefor sure illegal. If the
creator does not include the information aboutsiiyevare in the licence agreement or

does not mention it before the installation atitilk considered an illegal act.
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“Several bills have been voted on in the Unitedé&dt&ongress including the Spy
Block Act (Software Principles Yielding Better Ueva Consumer Knowledge) and the
SPY Act (Securely Protect Yourself Against Cybesfass), both passed in 2004, and the
[-SPY Act (Internet Spyware Prevention) passed@b2nd reintroduced in 2007.”
(www.spamlaws.com) These bills give the user thesiality to protect himself legally. If
somebody is controlling his computer, collecting tata or sending him pop-ups which

are not possible to close, he can use these balsist him.

All the Internet threats mentioned are closely @med.“eBlaster is a well known
Trojan application developed by SpectorSoft, a aamgphat has established a reputation
for developing various spyware programs. Thisahém is frequently distributed via
email and targets individuals and businesses uaiMgndows operating system and
Hotmail or Yahoo mail accounts. Once installedasir has the ability capture email
contents, instant messages, chat sessions, angiteslihe user visited and keystrokes
entered on their computer. This data is then aatarally forwarded to the email address

of the Trojan creator.”

The official SpectorSoft pages write about the e&la“Install eBlaster on the
computer you wish to monitor and walk away. Itat imple! eBlaster will immediately
go to work by automatically recording EVERY THINGiyohildren and employees do

online, including:

* Emails sent and received

* Both sides of chats and instant messages
» Keystrokes typed

* Files uploaded/downloaded

» User activity

* Web sites visited

* Online searches

* Facebook and MySpace activity

* Program activity”
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So eBlaster software is very complex in the wagmfing a user’s activity at all.
The official version is that it is software createchelp parents and employers to get an
overview of their children or employees. It coukeldnsily misused to exploit the users.
SpectorSoft is protecting itself by warning thay aiIsage of their software without letting

the user know is a violation of their terms.

Another threat connected to spyware is a browgacker. This program is
changing the browser settings without the user kngwbout it. Usually, the program
changes homepage, browser settings or it can ctdive user to a site containing malware.
It can also decrease the security settings of @sulsgernet browser so that the computer is
more likely to be infected by malware. Nowadays ohthe most dangerous types of
spyware is the keystroke logger or keylogger. phagram tracks the user’s activity

online and thus can collect private data, usernapasswords and so on.

It is not easy to find the exact line between advaard spyware. These two
“members” of malware are very often connected togietAdware can be a small part of
spyware and so the unwanted advertisements shothe teser are often carefully chosen
after the unsuspected research lead by the spywaate

3.1.5 Pop-up windows

In general, pop-ups are the windows that appear wser’'s computer screen
without him wanting them there. They can appeardfte user clicks on some link, after
visiting some web page or they can also appeargmstomly. These random windows are
usually full of advertisements, interesting offarel sometimes full of inappropriate
content like pornography. The pop-ups are not antyoying but they can also be a sign
that the user’'s computer is infected by some spgwaidware or the worst — a Trojan

horse. (www.spamlaws.com)
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According to Feinstein (2004pop-up can be defined as a separate browser
window, usually displaying the advertisement, thagn automatically when you visit or
leave a web pagelhstead of traditional banners, the pop-up windtsabs” the user’s
attention. The strategy of pop-ups is to make & look at the advertisement and click

on an interesting offer.

One type of pop-up is the so-calledp-under. These windows are not shown at
the front of the web page but they stay hiddenrxetie web browser window. When the
user closes all browser windows, the pop-undeisstaythe screen. It can be used like a
“second chance” of the webpage to get the useestan. The advertisers also work with
the possibility that the user finds this pop-unidéer and he is not able to connect it with
some specific web page so he is not able to avsiting this page. The pop-up and pop-
under windows are also able to reproduce themselese windows are able to create
another pop-up every minute. When the user closesnindow, another one appears in a
few seconds. There is usually one initial windoddgn on the screen. Another type of
pop-up appears at the moment the user closes ¢edispveb page, visits another one or
closes the whole browser. And these pop-ups canbalgienerating other ones when they
are closed. Not all the pop-ups show as a separatlow. There are so-calldibating
pop-upswhich appear directly on the web site, floatinguanrd the page the user is
visiting. This type can also be created in Macroiaed-lash software so the

advertisements are “accompanied” by sounds andagioins. (Feinstein, 2004)

Not all pop-ups present some offer or advertisentemine of them are more
sophisticated. They look like an official systemoemessage or like a window from
instant messaging asking the user to install squpécation or software. These pop-ups
are usually connected with spam messdféss is actually very common in versions
2000 and XP of the Windows operating system. Tinessages are typically distributed by
intruders taking advantage of vulnerable entry p®isuch as TCP ports 135, 137, 139 and
145 or UDP ports 135, 137 and 138Wwww.spamlaws.com)

23



The worst types of pop-ups are those which aregiofjfesome sexual services,
pornography or other offensive content. These paogpare 99% likely to be connected to

some type of adware or spyware.

The largest part of pop-ups is created in JavaSeip the Internet, there are many
pages with advice and codes on how to create psmu@a web page. The designers of a
pop-up can set the size of the pop-up window, ype {pop-up, pop-under), position of the
pop-up and so on. The window can be created sthhtghere is no obvious chance to
close it or it can fit the browser perfectly thiailsinot obvious that it is a pop-up window.

In connection with Flash or DHTML (Dynamic Hypertéarkup Language), floating

pop-ups can be created. (Feinstein, 2004)

3.1.6 Rootkits

“A rootkit is malware that is installed on a compuby an intruder for the purpose
of gaining control of the computer while avoidingtection. Unlike other malware,
rootkits are capable of avoiding the operating sysiscan and other related antivirus/anti-
spyware programs by hiding files and concealingning processes from the computer's
operating system.{www.spamlaws.com) A rootkit acts like a Trojarr¢®in cooperation
with other malware. Rootkits which are able to waikh files, folders or drivers are called
User mode rootkits Their job is to copy files onto the hard disksl &iney are activated
every time the user turns the computer on. Theyiarso dangerous because they can
easily be tracked and removed. In contrast to ther thode rootkits, thiéernel mode
rootkits are working on the PC operating system layer artiay are able to influence the
operating system of the computer. It leads to uaeetqul events or system crashes. The
most resistant type of rootkitsFsrmware rootkits . Every time the computer is turned
off, they are creating wrong code inside the firmavgdwww.spamlaws.com)

“The main purpose of a rootkit is to make unauthed modifications to the

software in your PC."(www.hyders.com) It can cooperate with spywareabise rootkits
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can make it harder to find it. Rootkits are alstedb create backdoors;‘is a

modification that is built into a software programyour computer that is not part of the
original design of the program. It creates a hiddeature in the software program that
acts like a signature so the intruder can use tifeasare for malicious purposes without
being detected.(www.hyders.com) They can also modify the bytes gine them

specific orders which disable the software protectAnother of their abilities is to rewrite

the source codes of the PC'’s software.

3.1.7 Malware nowadays

On the web page pandasecurity.com, there is a stioolyt the most usual types of
malware. The results of this study are based o #mela ActivScan, a free online scanner.
The study says that 34% of the malware that hasexisted was created in 2010Che
speed with which the number of new threats is grgwias dropped with respect to 2009:
since 2003, new threats grew by at least 100 pemegry year. However, so far this year

they have increased by around 50 percent.”

“Besides offering information about the main setyuholes in Windows and Mac,
the 2010 Annual Security Report also covers thd mgsortant security incidents
affecting the most popular social networking siteacebook and Twitter have been most
affected, but there have also been attacks on afites like LinkedIn or Fotolog, for

example.”(www.pandasecurity.com)

The study says that in January 2011, 50% of thepodans scanned all over the
world were infected with some kind of malware. Thest widespread malware is Trojan

horse, followed by viruses and worms.
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Malware in 2011
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Pic.1: Malware around the world in January 2011

(Source:http://press.pandasecurity.com/wp-content/uploa@ki202/Graphl.jpy

The same web pages also published the list ofdbetdes with the largest amount
of infections. The first place is taken by Thailatite second by China, and the third place
by Taiwan followed by Russia, Turkey, Brazil anddmal.
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Pic.2: The list of the countries with the largestreunt of computer infections

(Source: http://press.pandasecurity.com/wp-contgatads/2011/02/Graph3.jpg)
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The Annual Security Report 2010, created also mdR&ecurity, shows that the
trend is almost the same as in the January 2011.

Malware in 2010

1,27%

B Trojans
W Virus

= Adware
W Spyware
m Worms
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Pic.3: Malware around the world in 2010

(Source: http://press.pandasecurity.com/wp-contgrdads/2011/01/MALWARE-
FAMILIES.jpg)

Also the list of the countries with the highestqaartage of computer infections is
not so different. Thailand is leading, followed Gkiina on the second place and Taiwan on
the third place. These countries are followed bydifle, Latvia and Saudi Arabia. Russia
ranks 7, Turkey 11" and Brazil 1.
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3.2 Spam

Without a doubt, spam is one of the most widesphetinet threats all around the
world. Sometimes, spam is considered to be a panatware. This definition is wrong
because by itself, spam cannot infect a user’s abenpit cannot replicate itself and there
is no possibility that spam installs some backdaaisthe system. But it does not mean

that spam is not dangerous.

3.2.1 Basic characteristics

There are many spam definitions. Some are verylsirspme are very complex.
Here are some of the most exact and interesting. &ezording to Ken Feinstein (2004)
“spam is unsolicited email sent in bulk from an amngsation (or person) with which you
have no affiliation.”The server www.spamlaws.com presents the defmdfcspam as
“the term that refers to submitting the same mesdag large group of individuals in an
effort to force the message onto people who wailléravise choose not to receive this
message.’According to Adamek (2009), spam is characterasethessages automatically
sent to many receivers who did not order theseleraad they are not able to cancel
receiving them. These emails are usually sent famgign countries, written in foreign
languages (especially in English) and they arerioifesome products and services. These
offers are sent frequently and usually containsdi@e or very similar offers. Not so
aggressive forms of spam are messages sent byalatmmpanies with the possibility to

cancel receiving these offers.

Spam emails have some features which are commalhtigpes of spam. These
features are anonymity of the sender, sendingffee to a large amount of email
addresses and the fact that the receiver of spamutaasking for it. The statistics say that
almost 99% of the email account owners receivedeskind of spam message at least
once. Just 14% of the receivers read these offefsree percentage of the users who really
used the offers to buy some product is even lowast4%. (www.spamlaws.com)
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3.2.2 Content and categories of the spam

Many users think that spam is usually just aboutestinteresting” offers or
advertisements which are annoying and just fileamil boxes. But in fact there are
different strategies and different approaches \haclwspammers (persons creating the
spam) are trying to “get” money from users. Se ¥eéry good to know about these

categories and learn how to recognise how each spamrking.

One of the most usual types of spam is so céilkeshcial spam The page
www.spamlaws.com shows two main types of spameeltd financial risk. One of them
is the Nigerian sting “This particular spam targets middle class, middige, business
and professional men who would never be as easdgided by a lottery scam. Estimates
put the losses from these "Nigerian Advance Feetains at over $1 million "every
single day" in the U.S. alone(fvww.crimes-of-persuasion.com)

So these emails include the message about somerdespnd needy person who
needs the user’s help. They say that they haved fnoney but they are just in a bad
situation and they need to send their money taiee’'s accountin this fraud mail is
sent claiming that the sender has millions of dslia an account that must be shipped out
of his country. The recipient is asked to coverekgenses (a mere few thousands of
dollars), and it return the millions will be trarested into the recipient’s bank account.
The recipient will be asked to cover growing exgsrizefore the millions are transported
and eventually may even be conned into flyingdb ¢buntry” (Costales, Flynt, 2005)

The only thing they want is to find out informatiabout the user’s bank account to

completely withdraw the funds from it.

Another type of financial spam is callpdishing. It is the spam that looks like an
email from some reputable business or a companygsteknows well. The content of
these emails is usually asking for an update cfea’'si personal information and
identification dates like password, user name @andns The message can also inform the
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user that his account was hacked and they neethtbrsnation to protect the account. The
creators ask the user to send this information loactk click the link which will redirect

the user to his account where he can change ttiegsefThis information can be used to
identity theft and to abuse it in many ways that@angerous for the user’s privacy. The
phishing email looks almost the same as an offemadil the user is used to receive — the
same address, graphic, footer. If the email induzteme link to the company’s web site,
the site looks exactly the same as the official witk the only difference — the personal
data is sent to the creator of the phishing erf@atlamek, 2009)

Another type of spam is the so-call@dspam. This kind of spam is widespread -
especially at universities. The spammers are sgrelimails impersonating as a teacher,
administrator, dean of the university or as a strthate. The content is usually asking for
clicking the link to verify some information and sn. When the spammers reach this
information, they are able to send more emailfi¢gocontacts from a user’s email account.

(www.spamlaws.com)

Nowadays, there are many possibilities for spamiteeuse social networks and
community forums to spread spam. The spammersectieair own accounts and then they
are able to send all the advertisements to sef@tahs and chat room$Advanced
spammers often hack into their user profiles an@g@mumerous comment posting sprees
filled spam messages. They also fill up the bolledards and even directly email other

users with spam advertisementéxww.spamlaws.com)

“We hate spam and phishing just as much as yoad we work hard to keep it
off Facebook. We do this in a number of ways.eklivgloy technical systems to
automatically detect and block spammy behaviowyigle easy report links across the
site, and develop unique and innovative tools tp fieu protect your account and
information from unauthorized access... Accordimgur complaints, the defendants,
among other things, represented that in order talidy for certain fake or deceptive
offers, people had to spam their friends, signar@fitomatic mobile phone subscription
services, or provide other information... In fa€gcebook holds the record for the two
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largest judgments in the history of the CAN-SPAM-An $873 million judgment against
Adam Guerbuez and Atlantis Blue Capital and a $nillion judgment against Sanford
Wallace... Be wary of suspicious-looking posts essages, and report spam when you see
it using the links located throughout the sitésww.facebook.com, Updates in

Facebook’s Fight against Spam and Spammers, Jagdarg011)

“Twitter strives to protect its users from spam afulise. Technical abuse and user
abuse is not tolerated on Twitter.com, and willulegh permanent suspension. Any
accounts engaging in the activities specified bedogvsubject to permanent suspension...”
(support.twitter.com)

The most common content of the spam is withoutdoupbt advertising. Almost
every Internet user who has an email account meadf received at least one email
offering some special product or service at a specice. Some of these emails are
legitimate but some of them are based on deceptintgent. The page www.spamlaws.com
mentions the biggest problems caused by the sphefiiBt one is that the user simply
wastes his time by filtering out all the emailsrbeeives. Another one is that spam filters
are using the bandwidth on the IP server and thiésies can also prevent the user from
receiving emails which is not a spam. Last butleast, another problem is that the spam

is really annoying.

Of course, not all the advertisements are “inndcérte of the most common
spam content is pornography. If the user receitvisskind of spam, it does not mean
necessarily that he has visited some pornograpéixsite, even though this is very usual.
These emails are very well recognisable. Everugex’s email client or email account
itself does not display images, the text has ugsplécial graphics, there are many
different links and the content itself is very “adalous”.

31



3.2.3 Spam and the law

Spam is considered the sending of a huge amouwerhails, which the user does
not ask for. It is not necessary just unsolicitddeatising, but also emails with
pornographic, insulting or racist content that ddog regarded illegal.

In the Czech Republic, the primary rules of spangtimmough the Universal Law
on Advertising are connected to the Act No 138/2008. from June ¥, 2002. The rules

for emails to be considered spam were:

e |t must be an advertisement.
* The advertisement must be unwanted.

* The advertisement must lead to the user’s expeardes annoying.

On September"7 2004 Act No 480/2004 Coll. became part of Czeots| which
is about some information companies’ services atrdduced some changes in some acts.
The main change was that if the recipient has gged to the spread of business
communication via electronic services, the delivgrof such commercial emails is illegal

even the recipient does not perceive them as angofilares, 2010)

“The Directive 2002/58/EC was partly transpose®004 by Act No 480/2004 Coll. on

certain information society services, embodyingipalar provisions on unsolicited

commercial communications, and including new strooigpetence for OPDP in

combating this “commercial spam”. The Directive wessentially subsequently

implemented in 2005 by Act No 127/2005 Coll. Onted@ic communications which
simultaneously implements a number of other divestpertaining to the
“telecommunications package”.(Twelfth Annual Report of the Article 29 Working i?a
on Data Protection, 2009)
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3.2.4 Different roles in the spamming process

The process of sending a spam email is not onlglvitvg the spammer, advertiser
and the recipient. There are many other partiesiwed. Of course, there are spammers,
who are responsible for the majority of the spanaiéston the InternetThey are sending
massive amount of emails to the people who domit Wausing techniques such as Form:
and Subject: message lines and relaying their tgertarough email systems owned by
spam-friendly providers around the world or hijadkeom unsuspecting computer
owners” (Goodman, 2004) Another important role “play” canpes, which offer products
or services via the Internet and hire spammerstinid instead of them. Spam usually
includes the link to the websites of these comaniethe spamming process, there are
also the companies providing their email listsdampanies they want to offer their
productsTo reach as wide an audience as possible as clyeaplpossible, frequently
employ one or more Email Marketer characters topyipddresses and do the mailing.”
(Goodman, 2004) All of the roles mentioned abowe"ariginators” of the spamming
process. Also scammers must be included here (bastidg a large amount of messages,
usually from some very distant place in order tbsgpene personal data to do identity theft
or card fraud) and moreover virus or worm writesg1g spam emails to spread their

malware.

But spammers, advertisers and other originatorklamat be so successful without
the software and facilities enabling them to sgrahs emails. There are spam software
suppliers who offer their software to find and eotlemail addresses from the Internet,
“locate the computers that can be used as unsuspelays or proxies for untraceable
spamming, and pump high volumes of mail throughheraharacter, the Bulletproof
ISP.” (Goodman, 2004) There are also some Internet &eRroviders who ignore spam
reports or complaints. Sometimes also the infratitre which cares about the
transmission of the data around the world can gpamsible for helping the spammers
even if they do not know about it. The large amafnisers is also helping the spammers.
These users have already clicked on some sparoilitile spyware was installed on their

computers so they are sending a lot of spam emaglsy day. They do not know about it
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and because they are usually online all day Idmey are really helping the spammers to
find new contacts. (Goodman, 2004)

On the other side, in the spamming process, likdliather processes, people take
the role of trying to stop spam from spreading willgere are still many Internet Service
Providers (ISP) who take care about their web antbtfight spammers. The same could
be said about the email administrators, espediatige who are working for some
university or a big company. They should block sard set really save filters. Of course,
there are antivirus and anti-spam creators andiststincluded in this group. In general,
also the legislators, lawyers, courts, proseclaogs/ery important in the fight against

spammers. (Goodman, 2004)

All these roles are very tightly connected. Thegdepwho are trying to help, could
be at the same time assisting the spammers witheutknowledge. Also the spammers
and cooperating companies could be victims of sparenso the roles in the spamming

process are not so obvious.

3.2.5 Collecting of email addresses

If spammers want their emails to be as effectivesaml, they need to find a large
number of email addresses. One of most often ustldas is using the user’s
registration. Especially if the user registers hethen pages with non-verified content,
pornographic or gambling web sites, there is arpatrt00% chance that he will receive
spam emails. But also the registration on credita®@b pages could be abused if the
administrator is not careful enough or he is coapeg with spammers or creates spam by

himself.

According to Adamek (2009), another possibility éotlecting email addresses can

be some promotional actions, questionnaires or etitigns. The trading with these email
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lists is very usual in marketing, sometimes this lgge sorted by the themes, a customer is
potentially interested in. These lists also incltii® names, addresses, age, sex and other
information which can be used by more sophisticapainmers. Also phishing is working

with this information when the official email withe name and personal dates is created.

Many spammers or marketing companies are usiagnbots These software
robots are going through the web pages and cdallectmail addresses made public on
forums and web pages. The most common source fsndiéo:” commands in hyperlinks.

The usual places where to find the email addresmses

» “chat rooms
* message boards
» Usenet newsgroups
» discussion mailing lists
» online service member directories
* web pages.”
(Levine, Young, Everett-Church, 2004)

“A sequence of several characters with an @ sigth amlot or two that, once
exposed, can be traded, rented, and sold for realey without your permission or
knowledge; a character sequence that allows stresyggeuse up your bandwidth, mail
server disk space, PC disk space, and time withawt permission; a sequence that, no
matter how much sanctity you ascribe to it, willdesecrated by spammers who wouldn’t

care less.”(Goodman, 2004)

There is the problem that some free email progidan profit from allowing
spammers to send messages to their users. It'passible to collect the email addresses
on web sites via some application like “send tlasagraph to your friend” and other tricky
forms. Another way is just to guess the email aslr&his method is called dictionary
method. So the spammer has no idea if the addxesds but he tries it. The first step is to

collect the list of most used domains. Then, hethark about the name¥erhaps not
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surprisingly, the dictionary method works well witle last names too — and sports team
names, cities and states, names of movie staresafibook characters, and ever random

words from the dictionary!{Levine, Young, Everett-Church, 2004)

3.2.6 Why to send spam

The people who are sending spam emails have #sons why to do it.
According to Goodman (2004), they have differeasmns. One is that there is a low
percentage of success that the user will buy sawaupt offered by the email in general.
So the more email the company sends the highetituece for profit. Another reason is
the trade with the email address&#sfew advertisers actually spend $0.30or more per
address from highly targeted lists from magazinesstibers or other sources that rent
their customer lists using the direct mail modedthier than place these highly valuable
lists into the advertiser’s hands, the list ownnsd to require that the actual mailing
process flow through their own trusted service bue” (Goodman, 2004) This fact

creates a big competition between spammers angtiteeof email lists gets really high.

Another reason is that for the spammer, the cosénfling spam emails is really
low. ,A product seller without his or her own addresgal@ase will have to pay for
addresses, ranging from fractions of a penny taéegaifew cents per address. But the
disguised senders have their own lists, so thene imcremental cost per address for those
spammers‘{Goodman, 2004) So for the marketers it is prbfédo ask the spammer for
help. They just create the offer they want to semd the spammer, using some special

software, is able to send the offer to millionsofail adreesses in a very short time.

36



3.2.7 Spam in numbers

In general according to the page www.spamlaws.cén® billions of spam
messages are sent daily. It amounts to 43% ohalémail traffic, other companies say
73%. The most usual content of spam emails arerslments, the second place is taken

by adult-related offers and on the third place ramkails related to financial matters.

Types of spam

B Advertisement Spam
B Adult-related spam
® Financial spam

B Other spam

Pic.4: Main content of spam (approximately)

(Source:http://www.spamlaws.com/spam-stats.html)

According to analyses from Kaspersky Lab ZAO, irc®aber 2010, spam in email
traffic averaged 77, 1%. Spam with malicious attaehts accounted for 4, 6% of all mail
traffic. Graphical attachments were found in 1, 7&0all spam emails. The most malware
was detected in emails sent from India, Russia\@atham. The most often sent malicious
content was the Trojan horse called Trojan-Spy.HPxlud.gen which is trying to
convince users to give away confidential or finahdiata.“This particular Trojan uses
spoofing technology and appears in the form of aMH page resembling the site of a
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well-known bank or e-pay system where the useslkisdito enter a login and a

password.”(www.securelist.com) Other malicious contents wespecially email worms.

The main source country of spam in December 20XIngia, followed by Russia,

ltaly and Vietnam. The Czech Republic was on th2@ace with approximately 1, 6% of

all the spam sent. (Picture 5)

Compared to these numbers, malicious content imspaails was sent especially

from India and Russia. The “first” European counsr@ermany on the¥place. In

general, the largest amount of malicious spam cdroas Asia. (Picture 6)
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Pic.5: Source countries of spam in December 2010

(http://www.securelist.com/en/images/vlill/spamnépdecember2010_pic04.png)
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Pic.6: Source countries of malicious content

(http://www.securelist.com/en/images/Vlill/spammepdecember2010_pic05.png)

Depending on the content of spam, the most useadvrertisements about many
types of medications (usually Viagra or medicatigetguiring prescription), medical
services (plastic surgery), fake products (replafasatches), gambling (announcing to the
user that he has won a lottery or he has somerfoeey he can use to play in a casino)

and offers for cheap software or adult sexual sesui
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Pic.6: Content of spam emails November-December(®01

(http://www.securelist.com/en/images/vlill/spamrepdecember2010_pic07.png)
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The page www.m86security.com made the statistiositadpam from the last year
ending in the first half of February, 2011 pubiairprisingly the amount of spam received
by the sample of users the page is monitoring ¢sedesing. On the graph it is visible that

the amount has decreased to approximately haHriaint.
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Pic.7: Amount of spam received from April 112010 — February 20 2011

(Source:http://www.m86security.com/images/trace/276/276SM- time.gif)

In the second week in February 2011, the origispaim by countries was almost
the same as in December 2010. This time the fisstepbelonged to Russia, followed by
India and Brazil. The European country placed fss2omania on the8place and Poland
on the 18 place. But viewed by continent (continents aréeanin order of the volume of
spam they contribute), Europe is first, followedAsia, South America, North America,

Africa and the lowest percentage is held by Oceania

According to research of M86 Security Labs, thaltpercentage of spam received
in email accounts is 85, 2% and the average sizparh email is 3Kb — 8Kb.
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Unsurprisingly data about the content of the spaovllected. In the first place we
still find medication and pharmaceutical offerdldaved by gambling content and offers of

different replica products.

0,71%, 0.62%  Spam by Category

0,84% [ I_4,89%

6,14% B Pharmaceuticals

B Gamblings
W Replicas
M Software
m Diplomas
m Dating
Adult content
m Others

Pic.8: Percentage of spam content

(Source:http://www.m86security.com/images/trace/276/27G8rs_type.png)

3.2.8 Anti-spam techniques

Because spam is such a big problem nowadays, tingésebe a complex solution
how the email box should be protected. There amgyrapecific functions to avoid spam in
anti-spam software. Because the number of thebaitpees is so large, only techniques

used later in the company analysis are described.

One of the most usual problems with spam filtersthat the filters are not able to
deal with all the spam and non-spam messages WitD%a success. There are still false
negative or false positive emails. According to plage www.pcguide.comA false
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positive occurs when the scanning reports findingras when there is in fact no virus
present. The chances of this occurring depend ertyibe of virus checking being done,
and also on the general quality of the softwark false negative occurs when the
scanning software does not find a virus that irt &gsts on the systemrhe problem is to
set the software settings well. If an administratants to avoid false positives, the setting
should not be so strict so there are more falsathegmessages in the incoming mails.
Very often the keywords search is used. The amtirspoftware goes through the subject
or content and searches for keys, which were defase'possible spam keywords”. This
way is not always the best one, because some “‘@mtbwords include some keyword, for
example word “specialist” includes word “Cialis” also the word “analysis” can be

confusing for the software.

Spam filters are usually cooperating with blackligiccording to Mgr. Ja€@iihak,
these lists include IP addresses of well known spars, proxy servers, open-relays, and
sometimes the domains or URL links are includethéncontent of an email. The
administrator can choose which blacklists to usanyrof them are online and updated
very often. Some software is connected with somd ki local databases of these IP
addresses or domains. The company can also chest@ivn whitelists! Anti-spam
software must have an efficient way to automadaillild extensive Whitelists. Whitelists should
identify all valid business partners, so that thaiail is never flagged as spam. Good anti-spam
software should include the facility to automatigaireate and update these whitelists.”
(www.gfi.com) So the company can choose the domains or taddResses which are trusted

and which will never be delivered to the spam folde

Another useful technique is using greylistifiach time a given mailbox receives
an email from an unknown contact (IP), that maindgcted with a "try again later"-
message (This happens at the SMTP layer and isgeaent to the end user).”
(www.greylisting.org) This causes a delay of theagsrbut on the other hand, the
spammers are usually using software, which is esg¢mding emails and not trying again. It
Is very important to set this feature at the fiestel of spam filtering; otherwise it is

useless.
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“Bayesian filtering is based on the principle thrabst events are dependent and
that the probability of an event occurring in theture can be inferred from the previous
occurrences of that event... This same technignédeaused to classify spam. If some
piece of text occurs often in spam but not in legite mail, then it would be reasonable to
assume that this email is probably sparfwivw.gfi.com) This technique could be very
useful but the administrator has to create databatskrst. The first database includes the
words and information (such as IP addresses or mh@)nom the ham emails (hon-spam
emails) and the second one takes the same infanmartid words but from the spam
emails. Then, each word gets its probability vdhmv often the word occurs in spam
email as opposed to hantf\When a new mail arrives, it is broken down intord®and
the most relevant words — i.e., those that are migsiificant in identifying whether the
mail is spam or not — are singled out. From theseds, the Bayesian filter calculates the

probability of the new message being spam or n@iviw.gfi.com)
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4. Spam filtering in practice — spam filtering in d ifferent types

of companies

4.1 Introduction of the chosen companies

To find out the different approaches of spam fiftgrin the companies, the author
of the thesis at hand arranged meetings with femsqgns who are responsible for spam
filtering in their companies or they are able tplein their way of filtering. These four
companies were chosen because of the expecteckdifftenowledge of computers and

email security and also because of the differenlyer of the administered mailboxes.

The first company is in the media group MAFRA, whis representing many of
the smaller but well known companies. There araieB000 mailboxes administered in
the Czech Republic and the administrator also takes of 1000 mailboxes in Slovakia.
The whole IT department is working with the setiraf the email addresses and one main
administrator takes care of the settings of thespdm filter. The users have different
training in the spam and Internet issue. The compmadministrating many different

domains, all controlled by one administrator.

The second company chosen for this thesis is geedmail provider seznam.cz.
The number of the active users using the servitdsscompany is around 8 million.
There is a team controlling the mailboxes andrsgitin the company. There is also one
administrator responsible for anti-spam settindie Uisers of the email addresses are a

sample of all citizens using the email servicee @atiministrators take care of six domains.

The third chosen company is the company creatiftgvace, more precisely
antivirus software. The number of the administeredlboxes is around 200 within the

company. The company has its own domain and tBeae administrator looking after the
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settings and the security of their mailboxes. Timpleyees are supposed to be well
educated on the problem of spam and Internet ghreat

In this part, the fourth chosen company is the séany grammar school in Prague
7, Gymnézium Nad Stolou. The number of mailboxeiwithe school domain is 70. The
company’s email was created by a member of théutisnh and the spam filters are
configured by the same person. The knowledge abewpam problem is not so profound
in the company, especially because a lot of thel@yeps are older people without ample

education about nowadays problems and the threatsednternet.
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4.2 The analysis of spam filtering in MAFRA mediag  roup

All the information used in this part (about the MIRA media group) was advised
by the ICT Infrastructure Manager of the MAFRA meedroup, Mgr. Jagihék. The

meeting was arranged for February 2011 in Prague.

The MAFRA media group is the group that is représgralmost 20 independent
companies including newspapers, TV stations, ratdibons or web servers providing
online photo albums. Each of these companies bamih email domain, sometimes more
than one. The majority of the companies are locetelde Czech Republic, but some of
them are located in Slovakia. The whole media gi@opcerning all the domains used) is
receiving approximately one million emails per deythe past, 98% of these emails were
spam emails. Nowadays, thanks to the improvedsskilanti-spam filtering setting, the
number decreased to 93%. The company is proudhbgtcan say that the number of false

positive emails is almost O.

The company is using two levels of spam filteri@a the first level, the Symantec
Brightmail Gateway is used. According to the o#ilcivebsite www.symantec.com, this
spam filter offers inbound and outbound messagaoyisty, real-time anti-spam and
antivirus protection, data loss protection andbig @& catch 99% of spam with less than
one in a million false positives. Because filteused as the first level filtering, there is
especially hardware communication. There are afldifferent definitions at this level,
which can specify the accuracy of the filter. Tiist level does not allow 98% of spam
even to be delivered to the mail box, so the fusar has no idea about this huge amount
of spam. These spam emails are deleted immedsdelyere are no statistics about them.

The default setting is used at this level.

At the second level, GFI MailEssentials softwaraged. This software is using
two anti-spam engines. This software is used tokbphishing emails, to set the blacklists
the company wants to use or to tag the spam emadilsh came through the first level. In
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contrast to the first level, there are a lot ofrqmnal”’ settings at level two. The company is
using some real time blacklists and also chooseshwdf them to use. From the IP DNS
blacklists thezem.spamhouse.org@ndbl.spamcop.netare used. The URI DNS blacklists
used in MAFRA media group amaulti.surbl.org andblack.uribl.com. The blacklists are
used not just to block some IP address but theralao lists of the URL links included in
the content of the email. So the spam email casebéfrom any IP address or email
domain but if it includes the URL link listed ingtblacklist, the spam is evaluated as

spam.

IF DNS Blocklist Properties |

IPDNS Blacklist | Actions | Other |

by § IP DMS Blocklist configuration
o

| i_ﬁlu:u:k emailz sent from dynamic I[P addreszes [Botnets/Zombies}

¥ Check whether the sending mail zerver iz on one of the following

IP DMS Blocklist:
M ame | State | Add...
zen.zpamhausz.org Enabled Edi |
bl zpamcop. net Enabled —
[ sbl-«bl. spamhausz. org Dizabled [elete |
O dnzbl.riabl.arg Dizabled 0 |

Up

[awr

k. I Cancel Apply | Help |

d

Pic.9: IP DNS Blocklist in MAFRA media group

(Source: print screen from MAFRA media group ITcelf
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There are also whitelists used. They are usuatiyraated. If the user receives the
false positive email and reports it to the IT dagfithey check it and if it is an IP address
without threats, it can be added to the whitelisie GFI Email Essentials also offers the

phishing definitions which can detect almost adl ghishing pages.

The keyword detection is disabled in the settiidss is done in this way because
with the large amount of emails received every dagre is a high possibility that there
will be an increasing number of false positive dmdut in the software, definitions are
working with the new types of spam. If some newyglaous spam appears, the definitions
are created exactly for this spam. Usually, thenkayls are checked in the subject field,
but the software can also go through the contetti@&mail. The strings of the keywords

are used very often nowadays.

If the email gets through the first level, it istied by the second one. If the second
level is not sure about the existence of spanddsdhe tag “[spam]” before the subject of
the email. Then the user is alerted that therepissaibility the email is spam and it
depends on him, if he opens the email or not. Bxgeing through the sender and the
subject and content of the email, Bayesian filgiswused. This filtering is in fact
“teaching itself” with the help of the user or th@éministrator. The user can mark the email
as spam or non-spam and the software remembersdbénritions. So it is possible to say
that the user is able to create his whitelists & igood solution in a company with many
users, because some users want to receive somg loditeothers mark it as spam. The GFlI
software is not just controlling the received emallit also the out-going emails. If an
email is sent from some of the users to non-exjstimail addresses, the administrator gets
to know about this email and he can think aboupibssibility that the user is sending

spam.

The GFI Email Essentials offers also the usage®flgting. It means that the
message is rejected as Error 400 (Bad Request)eriads are usually resent after 5
minutes, then after 10 minutes and so on. Theigldeat the spammer is not sending the

email again because the amount of emails sentrbyshso large that he has no interest to
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resend it to these email accounts. But the grayjjstlso causes delivery delays. The
reason why the MAFRA media group is not using they/lists at the second level is
obvious. It could be used just at level one, beeaierwise the emails will be lost

somewhere between the levels.

The costs for running these spam filters are caedeto the number of email
boxes. In MAFRA case, it is 1000 CZK per mail baxdgear. These costs are customized
and they depend on the contract between the comgahihe software company. Every

year, there is a new selection procedure.

The email boxes are of course accessible via wdbiitenks to the Microsoft
Exchange and the Outlook web applications, theyaks®@ accessible from any other
computer. Also the access via cell phones is plessiking the support of ActiveSync. The
members of the IT office have also access via g@wice notebooks thanks to the imap4
protocol. And finally, just Mgr. Ja@iihak has access to all the servers, data and ewiails
Outlook Anywhere, Microsoft Exchange 2003 SP2.

Mgr. JanCihak provided also the statistics including the dom from which the
largest amount of emails come from. The first pllae®ngs to ,unknown®* domains, but
the first concrete domain mmnc.net (2,113,553 processed, 98% detected, 0% of spam),
followed bygmail.com (7,137 processed, 7% detected, 2% of spaeznam.cz10,157,
less then 1% detected, less then 1% of spamireafich.cz (1,383 processed, 7% detected,
7% of spam). The domains sending just 100% of spa&nfior examplgb.com,
computrabajo.com, freelot.nl, netscape.netluckymail.com, dieneme.com

humanic.comor yahoo.co.jp
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4.3 The analysis of spam filtering in Seznam.cz

All the information used for the part about the @amy Seznam.cz was provided

by Mr. Miroslav Chocholous. The meeting was arrahige February 2011 in Prague.

Seznam.cz is one of the largest email provide@ziech Republic. The providing
of email boxes is for free, that is also the reasbg Seznam.cz has 8 millions of active
mail boxes (active mail box is the mailbox whicle thser has visited at least once a month
in at least 3 contiguous months). Seznam.cz offgrgssible domains, the domains usually
belongs to some servers belonging to Seznam.cexXmple firmy.cz or spoluzaci.cz).
Seznam.cz receives an unbelievable number of eprilday. 98, 5% of the received
emails are spam. Unfortunately, it is impossiblénd out the percentage of the false
positive emails. The number of users is so latus, there is no possibility to measure it
somehow. Especially because a lot of users arei@lbeducated on the spam problem so
they are probably not able to go through the spadhfiad false positive emails. Mr.
Miroslav Chocholous said that there are just appnately 8 emails per week where the
user is complaining or alerting that he had falssiffve message in his spam folder. These
emails are solved by the main spam administratbo &lso takes care of all the settings.

Seznam.cz is also using two levels of spam filterirhe first level was created by
the IT office in Seznam.cz. They created their ®@pam filter to be able to optimize all the
settings and features they need. It is also almgsbssible to pay for some software if
they are providing such a big number of email boXéss software is written in Perl
programming language. Some competitors say abauiaBecz that they are just
“rewriting what was already written”. The first keMs able to catch 97% of spam and
reject it. They are using blacklists of IP addreq4e3 blacklists) like uribl.com or the
SORBS (Spam and Open Relay Blocking System) wHinsoup-to-date databases and is
possible to go through all the servers from whicta# were received to find out if some

proxy server or open-relay server was used. Sexzamalso using whitelists, used for the
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Czech Republic and Slovakia. At the first levebalse size of an email is controlled,
because the average size of spam email is usuallpmger than 5 Kb.

Seznam.cz uses greylisting at the first level. €fae 6 greylists running in the

company, 3 at each server room.

At the second level, SpamAssassin is used at Seznaihis anti-spam is open-
source software. It can run a variety of local aptivork tests in order to identify spam. At
this level, the IP addresses and envelope sendeess®s are checked at first. If the email
in not marked as a spam, the receivers addresseti@cked. This is done because the
spammers can try to create a fake email addresecexisting email domain. So if at the
same time Seznam.cz receives a lot of emails tontimexistent addresses, it shows that
these emails are probably spammed. SpamAssassigads through the domains, URL
links in the email content and also works with ke&yds and regular expressions for better
searching and differentiating spam and non-sparesisgband content. The second level is
able to reject 97% of emails which go through ir& fevel. So 7% of these emails are
analyzed and one third of these emails the useives are ham (non-spam emails). Daily
Seznam.cz delivers 20 million of ham emails. Tis age marked as spam and are shifted
to the folder called “Spam a viry” from where itnche removed.

The email box is, of course, reachable from anypmaer. If the user wants to

connect via cell phone, it is also possible with tisage of encryption.
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4.4  Analysis of spam filtering in Avast!

All the information used in the part about the Avapam filtering are from Mr.

Petr Chocholous, the meeting was arranged for Bep@2011, in Prague.

Avast! is the company which provides free antigismlutions. The company has its
own domain and there are about 200 email boxdseiicempany. Like in all the
mentioned companies, the percentage of spam emmaitmut 98%. Daily Avast! receives
more than one million email messages. The falséip@snessages are hard to measure
because a lot of companies or users are writirgojuse so it is impossible to go through

all the spam emails and check for the false pastiv

The company has also two levels of spam filteringzontrast to Seznam.cz, they
are using SpamAssassin at the first level. The spdmministrators are not using the default
settings but they work with their own. At the fitevel, they are using the blacklists
(almost all the possible blacklists, which can bigtla contra productive). The
SpamAssassin is also going through the spam sédhe email and evaluates the
possibility of spam email. It is controlling theduer and the body of all the emails.
Another way is that the unsubscribed domains aextlly deleted. The greylisting is also
disabled in the Avast!. The emails marked as spasaved into the hidden folder so the
users (employees) have no possibility to go thrahgke emails. That is also another
reason why it is impossible to find false positmessages. The only way is that the user is
really sure he should receive some important eamallthis email has not been delivered
yet. In this case, there is the possibility that dldlministrator of the spam filter can try to
find this lost email in the hidden folder. But tiiedder is automatically deleted (every

month).

At the second level of spam filtering, the Avasihtpany is using their own
software. Because the company is providing espgdred antivirus software with the anti

spam included, the emails are also very carefaiyeed in case they include some virus,
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worm or Trojan horse. At the second level, thetsta of the keywords is used. The
setting is, obviously, created by the administat@he “automatic learning” is also used at

this level; the principle is the same as the Baye§itering.

The users of the company can use web mail to aches email boxes, but in the
whole company almost only other email clients aedu The messages are also accessible

via cell phones.

Folders Current Folder: INBOX

SRR Compose Addresses Folders Options Zearch Help
Do, 3:59 pim

(Check mail)

| Mext| 123 | Show All | Toggle All
THRCE
MMBOX Drafts Iove Belected Ta:

INBOX Sent INBOX | Move || Forward |
IME O Trash (P

From @

Pic.10: Avast! web mail — no special folder for speemails

(Source: print screen from Avast! company)
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4.5 Analysis of the spam filtering in a secondary g rammar school

All the information used in the part about the Setary grammar school Nad
Stolou’ spam filtering are from Mr. David Fridricthe meeting was arranged for March
2011 in Prague.

Secondary grammar school Nad Stolou is the institugiving education to more
than 800 students aged 12 to 19 years old. Aboen¥dll boxes have been created for the
employees and are administered by one email amd aganinistrator in this institution.

All the employees use one domain. The percentaggedted spam emails that are never
delivered to the mail boxes is approximately 9986, accurrence of false positives is rare.
Daily, the secondary grammar school receives ar@@@dspam emails. There is a
surprisingly high percentage of spam emails. Onth@fteasons is that the users are not
very well educated in IT security and they userthempany emails for the registrations
on many different web pages. The second and prgllablmain reason is that the web
pages of the secondary grammar school Nad Stoked tasbe “written” in a very

unsecured way so it was really simple for the spatsto find out all the email addresses.

The institution uses a lot of software and progrémnsecure its email. One of the
programs is the Postfix, which works like the walbwn Sendmail program. Another one
Is the amavistd-new interface, which helps withotireg the content, scanning for viruses
or cooperating with the SpamAssassin — also us#teimstitution. All this software is

free.

At the first level, SpamAssassin is used. The adtrator does not use IP
blacklists or the blacklists of URL links often faodiin content. It is also not necessary to
use greylisting in this institution. Only the keymwls are checked. The administrator has
chosen these keywords thanks to the approximafegpdm emails. So it is the approach

similar to the Bayesian filtering.
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It is possible to say that the non-spam emailsivedeby the employees of the
school are usually of personal nature. Only a fevaits are received from companies or
other institutions. So the whitelists are creately d the employee asks for it. For
example if the user wants to send some materiats fris personal email to the company
email, there is the problem that if he does notfik the subject, the message should be
considered as a spam. So he can ask for addingptthie whitelist.

The administrator of the email also takes cardeffalse negatives. But the user
has to report some expected email that was notetell. All the spam emails that go
through the spam filters are sent to the specialilesxddress spam@gymstola.cz. Only the
administrator has access to this email box andphen emails are erased automatically

every week.

The company email is accessible from other compwierwebmail and also via
cell phones. The administrator also has acceds émail boxes and the server via VPN

(Virtual Private Network).

The last report shows, that from 700 spam ematisived daily none of them was
marked wrong (false negative or false positive)lydwo spam emails went through the

spam filters into the received emails.
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4.6

Comparison of the companies

The research shows some interesting facts abogptma filtering in the chosen

companies. The first thing is that the companies@obviously use just one level of

spam filtering nowadays. The possibility of moredis allows the administrators to

combine many approaches and choose the settindp\fiti¢he company security needs

the best.

Each company uses different spam filtering mettaoakdifferent ways how to

store the spam emails (table 1). But in the erglyéisult of the received spam emails, the

number of false positive emails and the percentdgejected spam emails is almost the

same in all the companies. So it is obvious thatyegompany just needs a really good

administrator who is able to create spam filtesetfings suited to the company needs. It is

not necessary to use all the spam filtering methogsotect the email boxes.

MAFRA Seznam.cz Avast! Nad Stolou
Number of 2000 + 1000 8 000 000 200 70
email boxes
Filtering levels 2 2 2 3
Own SW + SpamAssassin + PESeS

Software used

Symantec + GFlI

amavistd-new+

SpamAssassin own SW SpamAssassin
Paid SW v x x x
Blacklists v v v x
Keywords x v x v
Greylisting x v v x
Bayesian v « v %
filtering
Spam storage tagging “Spam a viry” hidden folder email address

Table 1: Comparison of the spam filtering in the aken companies

(Source: own research)

56




It seems that there is no need to pay the expehserees or software programs.
There are many free software programs and spaensfithich are used by the companies
that really need high security of their email baoXes it looks like there is no big difference
between the qualities of free software and paithsok. However, MAFRA media group
Is paying a lot of money for the licences. The ogas that the large commercial
companies (especially media companies) cannotdaffa large number of false positive
emails. They also need some feedback from thearsebhéecause of possible mistakes or
wrong filter settings. MAFRA media group has testddt of paid and free software and
the administrator decided to use the paid softwacause of the results of testing the
software directly in the company.
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5. Spam content and amount in chosen countries

It is possible to find different statistics abopam in general. The whole amount of
spam all over the world, the most usual contersipaim, the percentage of spam emails in
all the emails received or sent. The questionaresthere any differences between the

spam content depending on countries, private ompeoy emails?

The questionnaire (Supplement 5) was sent to tieeos of five different
countries: Czech Republic, Italy, Spain, France Budey. From 232 answered
guestionnaires, 103 respondents are women, 128eme50, 4 % of all the respondents
are from the Czech Republic, the rest are residgragher countries.

Questionnaire Respondents

B Czech Republic
M Italy

[ France

M Spain

m Turkey

Pic.11: Respondents divided by the countries ofyori

(Source: own research)

Less than 10 spam emails per week reach 57% @ zkeh users, 45% of French
users, 52% of Italian users, 34% of Spanish uset32% of Turkish users. On the other
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hand, more than 20 spam emails per week day aeeveechby 21% of Czech users, 21% of
French users, 13% of Italian users, 22% of Spamssins and 41% of Turkish users. It

looks like the Turkish and Italian users have mgmbers of spam emails received.

Depending on the email account providers, the tésshown in the supplement 1.
According to the questionnaires, the first placéhm smallest amount of spam emails

belongs taseznam.czfollowed bygmail.comandyahoo.com

The number of received false negative and falsgipeemails also depends on the
email account provider. The amount of these enbadken down to the provider is shown

in supplement 2 and supplement 3.

The questionnaires’ answers from the respondeiots ghat if the user has
company email, usually the amount of the receiyearsemail is lower than when using a
public one. In some countries, the amount is apprately the same; in some countries it

is never higher (supplement 4).

The content of spam emails in these five counsessns to be interesting. In
general, one of the most usual content is offer¥iagra and other medication and pills.
These medications should improve the sex abilitgreravailable only with prescription.
Another “popular” content are the offers from omlicasinos and emails which tell the user

he has won some great amount of money in an ooéismo he has never visited.

There are also some contents occurring just in smustries. For example emails
from the companies that offer the enlargement ofesbody parts are not received by
residents of Italy and Spain. Another example & tnly Czech users receive the spam
emails concerning charity for Africa. The rest lo¢ examples are shown on the table 2.
These results are deduced from the limited numban®wers, so in general, there is a

possibility that they can be misleading.
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CONTENT Czech Republic France Italy Spain Turkey
Viagra 50,5% 23,5% 17% 18% 23%
Drugs 18% 10, 5% 26% 19% 32%

Body parts 11% 2,5% / / 18%
enlargements
Dating 13% 13% 8,5% / 23%
Casino winnings 17% 29% 22% 28% 13,5%
Job offers 14,5% 2,5% / 12,5% /
Phishing 9,5% / / 6% /
Product’s offers 17% 34% 52% 40,5% 32%
Replica watches 14,5% 13% / / /
Travelling 2,5% 13% / 19% 4,5%
Charity (Africa) 3% / / / /
Sexual content 12% 16% / 3% 41%
Loan offers 4% / 8% / /
Investments 4% / 8,5% 3% 4%
Insurance / 8% 4% 3% /

Table 2: The content of spam email received in cosountries

(Source: own questionnaires)
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6. Conclusions

Spam is everywhere. In all the chosen companiest ofdhe emails trying to get
to the user’s email box are spam emails. It do¢snatter, if the user is well educated in
IT security or if it is the usual Internet user.el$pam is sent even if the user does not use

his email for the registration or does not visingospecial web pages.

It also does not matter how many spam emails aretsehe company. It seems
that all the spam filters can catch around 98, 5%pam emails regardless of the number

of email boxes in the company domain.

Each of the companies uses different spam filtetacgcs. First of all, they are
using different software filters from different piders, free or paid. Even if the same
software is used, it does not mean that it is usethe same level of filtering. Another
thing is that the spam filters offer many possii@s in their settings. So each company is
able to choose which techniques it wants to useygamies also differ in their approaches
to spam filtering. They have different ways howdeal with spam messages received in
the incoming emails. But in the end, all the comesuare successful in protecting email
boxes against spam. So the results are almosathe sven if the companies use different
strategies. It is caused by the setting that assipte to be adjusted exactly for company
needs.

The results of the questionnaires support the tidlgiait really does not matter
where the user is from — the problem of spam isyevigere. There are some basic facts
confirmed by the questionnaire. Italy is rank&tiBterms of being the origin of spam
emails. Also the amount of spam received in thisty is the highest from the five
chosen countries. The content of spam is approeim#ie same in all the chosen
countries. There are some differences, though. gdegmts from some countries do not
receive some content at all and some countries seeeceive specific offers. But there is

the chance it is caused only by the low variabiditghe respondents.
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There is also a high percentage of false positiefalse negative emails received
by users using the well known email account pra@d€&he reason is that these providers
work with millions of email addresses so it is irspible to create the filtering so accurate
that it would eliminate these messages. Each eseives many spam emails, some user
requires the offers from some companies but fotreraiser it is marked as a spam. The
large providers of email accounts also use the kegsvfor their filter's setting. The users
using these private emails are usually not welcatkd on the spam problem so they are
sending the emails without the subject filled @utyith the subject that can be easily
commute to the spam email. It is also impossibleréate white lists for each user, so the
percentage of false negative emails is higher thdine company email, where the

whitelists are more simply to set.

Anti spam software is developing all the time. Maryhe programmers and
experts work hard to protect the users. But alssgfammers’ tactics and technologies are
improving. So it seems that the future of spanefiittg will not be so different from the
current situation. Maybe, there is a chance thexetlwill be some perfect spam filter
covering all the possibilities of “spam attack” ltkaére is still the certainty that the
spammers have the same knowledge and possibibtigs through these filters. So it is
possible that the “war” between the spam filtersvders and the spammers will never

end.
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8. Supplements

8.1 Amount of the spam emails received divided byt  he email

providers

gmail.com

centrum.cz

M less than 10
MW between 11 and 20

= more than 20

M less than 10
B between 11 and 20

= more than 20
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hotmail.com

yahoo.com

seéznam.cz

M less than 10
M between 11 and 20

I more than 20

M less than 10
M between 11 and 20

= more than 20

M less than 10
M between 11 and 20

m more than 20
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Source: own questionnaires

others

M less than 10
M between 11 and 20

m more than 20

8.2 False negative emails depending on the email pr  ovider
FALSE .

NEGATIVES never 1-5times/year more often
centrum.cz 39% 28% 33%
gmail.com 28% 59% 13%
hotmail.com 19,5% 62, 5% 18%
seznam.cz 28% 52% 20%
yahoo.com 15% 46% 39%

others 38,5% 38,5% 23%
Source: own questionnaires
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8.3 False positive emails depending on the email pr

ovider

p CI):éAII‘_I'ISVEES never 1-10times/year more often
centrum.cz 11% 11% 78%
gmail.com 30% 44% 26%

hotmail.com 22% 36% 42%
seznam.cz 21% 58% 21%
yahoo.com 23% 54% 23%

others 8% 54% 38%

Source: own questionnaires

8.4 Comparison of the amount of spam received inco  mpany
email and private email (divided by the countries)
SO lower same higher
EMAILS
Czech Republic 62% 17% 21%
France 85% 5% 10%
Italy 43% 57% 0%
Spain 78% 11% 11%
Turkey 100% 0% 0%

Source: own questionnaires




8.5 Questionnaire

Sex: *
= Male
Female
Country: *
L Czech Republic
C France
L Italy
L Spain
L Turkey

Which email provider do you use the most? (for your private email) *
gmail

hotmail

yahoo

seznam

centrum

Jiné:

How many spam emails do you recieve weekly? (approximately) *

oooonon

L less than 10
L 11-25
e

more than 25

How many times was the official (hon-spam) email marked as a spam? *

e

never
L 1-5times/year
C more often

How many times was the spam email marked like a non-spam and appears in your Income
messages? *

C never
L 1-10times/year
C more often
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What is the usual content of the spam emails you recieve?Please, write 3 most usual. *

|

Do you have some official company email? *

L
C

yes

no

If yes, the amount of spam in your comapny email is

L lower than in the private email
L approximately same as in the private email
e

higher than in the private email

[
|
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