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Moderni platebni systémy v e-businessu

Modern payment systems in e-business



Souhrn

Diplomova prace ,Moderni platebni systémy v e-bessu“ je ¢leréna do pti
hlavnich tematickych kapitol. Uvod vymezuje oblasektronickych petz vCR,
nasledu;ji cile a metodologie této prace. V literaesersi prace pojednava o online
platebnich systémech vyuZivanych v&mnosti jak \Ceské republice, tak i ve &.
Dale reSerSe uvadi zakladni pojmy od elektronickyamz a e-businessuigs
Internetové platebni protokoly az po moznosti ptaetektronickymi pegei. Ve swkteé

i v Ceské republice je mnoho elektronickych platebniattiésni, proto prace uvadi jen
vybér nékolika zndmych a pouzivanych. Prace porovnaeltemé z vyuzivanych
systéni v Ceské republice. Kapitolu literarni reSerse uzavifdled do budoucnosti
ohledre moznosti mobilnich plateb. Praktickast se sousd’uje na Uvodni vyzkum
pro implementaci noveého platebniho systémuesky trh. Je zde proto kr@énpopisu
také zpracovan obchodni a fikanh model daného produktu, ktery vSak neni vzhledem
k moznostem a rozsahu diplomové prace detafloepracovan. Vlastni prace je
zakortena vyhodnocenim dotazniku ohlédplatebnich metod, alergdevSim také
ohledrt nového mobilniho platebniho systému. &ashrnuje vysledky ziskané z

praktickécasti této prace.

Kli ¢ova slova: e-business, elektronické penize, platba, Internebimi
telefon, mobilni pe¢zenka, EMI



Summary

The thesis “Modern payment systems in e-businesgivided into five main chapters.
Introduction defines e-money in the Czech Repuhl is followed by the objectives
and methodology of this thesis. The literature vMav deals with online payment
systems used currently in the Czech Republic asal @broad. Further, the literature
overview provides the basic concepts of e-money edbdisiness, Internet payment
protocols and payment options for e-money. Ther raany electronic payment
systems in the world as well as in the Czech Reépubiius the thesis provides a
selection of several well-known and used. The thesimpares some of the systems
used in the Czech Republic. The literature overvemmcludes with future visions
regarding the possibility of mobile payments. Thacgical part focuses on the initial
research of implementation of the new payment ayste the Czech market. There is,
therefore in addition to the description, procesbedbusiness and financial model of
the product, which is not due to the possibilitesl scope of the thesis developed in
detail. The thesis ends with the evaluation of theestionnaire about payment
methods, but mainly about the new mobile paymestesy. Conclusion summarizes

results obtained from the practical part of thissik.

Keywords: e-business, e-money, payment, Internet, mobile @hmiobile purse,
EMI
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1 Introduction

Nowadays, the world of technology is connected i awareness of its typically quick
process of innovation. In last two decades, thgeisd credit cards and e-money payments
in general, has spread all around the world. Cemsid the increasing number of Internet
purchasing or transactions of e-banking, it is Bsagy to develop and modernize these
systems for e-money payments, which could ensuraplx utilisation of modern
technology in the future as for instance connecimi@rmation channels as well as

payment systems and satisfying many other neeits cfents.

Considering the general payment e-money circls,ifhportant to realize that it consists of
four parties — payer, beneficiary and their bafdech credit transfer can represent a circle
of entities i.e. customer-to-customer, customebpdok, bank-to-bank and bank-to-
customer, and in each step there are some necéasksyand procedures. It means, among
others, control, verifying the information on eldilelectronic payment instruction, receipt
of electronic statements and real-time notificatadnreceived payments. These systems
using e-money provide a possibility to do busirfasger and at a lower cost than before.

Moreover, there are many possibilities on how tg pathe e-business environment i.e.
traditional credit cards which are commonly usedtioa Internet, followed by virtual
cards which represent only numerical code for phigpose and check payment systems

which use different cryptographic techniques.

Recently, new payment systems were introduce®agPal and PaySec. Last but not least,
it is possible to pay with your mobile phone and owly in the presently known form of

m-banking.

In some countries there are elaborated systemshisr but in the Czech Republic it
constitutes only paying through sending short teagssages or data transmissions. These
systems as a whole are mostly connected to topkesskecurity, transaction costs and
user’s privacy. Sometimes, as in a case of mobitees, there is no willingness in using it
for paying, but this last problem comes out esplgcfaom the conditions mentioned

above.



Imagine what would happen if there was a new prodndhe Czech market, which would
allow everyone to pay easily and quickly for anypd® or services at the moment of the
purchase without any extremely high fees and sictheats. Would the population use
this payment system? This mobile payment systertddmicalled SMP4U and the second
part of this diploma thesis is dedicated to thEdo

2 Objective and methodology

The main objective of this diploma thesis is toimefand describe e-money payment
systems available in both the world and the Czealtkets as well as its working security
and usage. It is dedicated to the explanation®téhms as e-business and e-money, basic
concepts of payments mechanisms, as well as tlengtt payment protocols, but as
mentioned before, it deals mainly with e-money pegtmsystems which are working in

changeable conditions because the process of itinova really fast.

The objective of the practical part is to analyze possibility of launching a new mobile

payment system in the Czech market, which shouddomme disadvantages of the current
systems. The analysis is based on a review of iegigtayment systems. Data was
collected in a questionnaire survey. There is algescription of the product, analyses and

a potential business plan if launched in the market

The methodology of the literature overview is basedthe information and analysis of
articles and studying suitable literature and Iméérresources. The literature overview
deals with e-money and also traditional paymentesys problems and issues connected to
all means being used in any credit transfer.

The second, so-called practical, part is compos$ehia evaluation of the questionnaire as
an empirical method regarding a survey about tmeent situation and exploring soci&ty

attitude towards payments and also potential vgtigss of future usage of such a new
product as the mobile payment system. Furthermbwe is a chapter dealing with a
business project with characteristics of the nestesy, its potentials and analyses. In this

part, costs and profit analysis was used and als®thod of benchmarking. Finally, the
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diploma thesis ends with a conclusion with answersnain questions like: What is the
current situation in the Czech Republic? How wotlld new mobile payment system
work? Would the population accept and use it? Tieedso a possibility that the project
would not work, respectively that it would not beasible or that society would not be
willing to use it, thus the project should be régelc The evaluation of the potential of the
SMP4U is also objective of the conclusion.

3 Literature overview

The aim of the diploma thesis is to focus on re&yi new possibilities of payment. It is
about investigating main types of modern paymestesys and issues connected to them.
Primarily, it is essential to mention that there aome terms connected with this topic e.g.
e-business, e-money and issues tied up with tleesest so the literature overview should

start with defining them.

3.1 E-business

Basically, e-business represents the use of tleniet in daily business to connect with
customers, business partners and suppliers. Maplydet means that companies share
information and conduct electronic transactionslitese parties mentioned previously. It
involves also new business models implementingngeaf possibilities on how to sell and
cooperate on the Internet. Usually, e-businessoifused with the term e-commerce.
Although the terms e-business and e-commerce &@ oked interchangeably, they are

different.

E-commerce is doing business electronically actibssxtended enterprise. It covers any
form of business or administrative transaction rdofimation exchange that is executed

using any form of information and communicatiorhtealogy. [6]

E-business is a wider concept that embraces akctspof the use of information

technology in business. It includes not only buyiagd selling, but also servicing

9



customers and collaborating with business partriersften involves integration across

business processes and communication within thenasgtion. [6]

3.2 E-money

The term e-money represents money in an electfonic. As the world of technology is

still progressing with new innovative designs ofp@&nts systems being developed, it is
necessary to have a brief look into all activitexsd systems connected to e-money.
Recently, e-commerce and e-business no longerseassé whole as m-commerce and m-

business are evolving massively as well.

According to the European Central Bank, e-monegefned as an electronic store of
monetary value on a technical device that may k#elyiused for making payments to
undertakings other than the issuer without necigsavolving bank accounts in the
transaction, but rather acting as a pre-paid béasgument. [2]

Nevertheless, cash payments are the most common bart recently banks increased the
attempts wean customers to use electronic paynarsare having increasing success.
The idea of electronic money and electronic paynsistems appeared many decades
before, but has turned imagination into realityhwthie use of the Internet. The Internet had
a long way to go since its inception in the lat&d9to todals global use as a medium.
The real boom for e-money started around the y&&6 lwhen e-commerce begun to

emerge. From that time it is in an endless prooéggvelopment.

Technologically, electronic money products can camene of two forms. Hardware-

based products and software-based products.F{2{hermore, Pringle and Robinson
distinguishes ‘digital cash’ and ‘network moneypéading on whether pre-paid software
products using computer networks or hardware-bpseadlicts transferring money across a
telecommunications network such as the Internebrssidered. In the case of hardware-

based products it is referred to as electronicgsuos multi-purpose pre-paid cards.

E-money and payment systems are used both in Ba8ngss to business) as well as in

B2C (business to customer) forms. Moreover, it bana useful means of paying in all

existing forms of business (e.g. customer to custo@2C and customer to business C2B)
10



as well. Then, it could be divided into three diffiet categories according to the sum
transferred by a payment system. Those categamem@&ropayment, consumer payment
and business payment. E-money is considered to leva@urite because of its low

transaction cost with savings which may be beradfior an economy.

It is also important to mention that there is autatpry legislative approach to e-money. It
is strictly controlled, which institution can isseemoney. On the one hand, it is good to set
some rules and control, but on the other handctiigd limit competition and innovation.

The EMI (European Monetary Institute) directs thisseles. The regulation consists of the
European Parliament and Council Directive 2000/@645H the taking-up, pursuit of and
prudential supervision of the business of electromioney institutions and European
Parliament and Council Directive 2000/28/EC amegdiirective 2000/12/EC relating to
the taking-up and pursuit of the business of crediitutions. [2]Once the institution has
complied with these rules in one of the memberestat could then issue e-money in the
whole of the EU.

There was also founded in the UK in October 200&c¢tEonic Money Association (EMA)

by e-money issuers and prospected issuers. Th&&iecMoney Association is the trade
body for electronic money issuers and paymenttutgins. Members include payments
companies, the telecommunications and transpotorseand specialist e-money issuers.
The EMA is the industry’s voice in dealing with tégtors, government bodies and
international organisations. It is a forum for ealien, responds to regulatory proposals

and provides industry guidelines. [11]

3.3 Electronic payment systems characteristics

When considering any electronic payment systenretBbould be some basic conditions
and requirements which should be met, relevantaih gpayment scheme. The most
important factors to keep in mind are securitynsection costs, traceability of payments,
online verification requirement, acceptability, ntséerability, divisibility and last but not

least, it is important to decide whether it woukddoftware or hardware solution.
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Nowadays, there are so many electronic paymentemsystariants with different

infrastructures that depend on the payment schelhestly it needs some user
authentication mechanism and access control sydtermost cases, the exchanging of
sensitive data created a need to protect data fm@mipulation by encrypting it. It is

necessary to secure data transmissions with thk&atieo of the communication

infrastructure and encryption of the data priotht® transmission as mentioned above.

There are two possibilities of data transmissiomstly, using isolated networks for
financial transaction processing such as EFTPOE&c{iinic Funds Transfer at Point Of
Sale) or SWIFT (Society for Worldwide Interbank &icial Transaction) is quite an
expensive solution because it is not only abouinggett up, but also maintaining it. The
second possibility is the use of encryption techegyfor the transmission of financial
transactions using public communication networkshsas phone connections or the

Internet.

To achieve secure data transfer, the encryptionikegyade public while the decryption
key is kept private. To secure a data transfersdmaler first obtains the receiver’s public
encryption key, and encrypts the data prior to senda with this key. Now, only the

receiver can successfully decode the message,néerdapting it will be useless to any
intruder. [1]. The authors also mentions that tlesmility of decoding data encrypted

with public key encryption decreases exponentia@gpending on the bit-size of the key.

As mentioned above, the system must verify thetieaf a user. This user identification
is used in any type of electronic purse. Thewremsimber of different variants such as PIN
numbers, electronic signatures, password scheraddying electronic signatures as well

as other authentication schemes.

PIN is the most common user authentication systanmggnetic stripe keyboards such as
ATM keycards and credit cards, but it also provideseak level of security including the
human factor (people do not remember numbers aitd tiiem down) Also, a four-digit
PIN provides only 10,000 possible combinationsits@an be found out through trial and
error. On the other hand, a password scheme isntte&# commonly used in computer
based systems. It is considered a more succeséfion than PIN because there is a huge

number of possible combinations which eliminateslifig out through trial and error. It is

12



also connected with time associated with unsuceesdtempts. However, in this case
everything depends on the human factor and humanomeagain as well as the PIN

schemes.

Electronic signature schemes are used to verifytivenea particular person is really the
sender of the message or the author of some infmmancluding the protection of
forgeries. It is based on using a private encrypkey and a public decryption key so it
acts as a personal signature or stamp.

In a public key encryption based system, securdy be viewed as a combination of
encryption and a second authentication scheme|lygassword based. A computer does
the encryption computations, but to operate, userst first authenticate themselves using
a password. This is effectively the case when ugutgic key encryption over the Internet

where the access to the local system is usuallyated by passwords. [1]

A password protected portable computer (e.g. soed) is the most secure electronic
authentication scheme available today at reasonadwé. It is used for both access

verification and payments in systems currently gelaveloped. [1]

Certifying electronic signatures work to beware“gpoofing”. Certification prevents the

third party from going one step further and evesipg as the authority. [1]

Nowadays, there are many other authentication sebetout are still not economical
enough to be used for payment systems. Therefbesethigh secure future solutions
would offer improvements of system security by &ngint, voiceprint or even genetic
fingerprint.

Among hardware protection mechanisms, could be ioeed for example number of
unsuccessful attempts to enter the PIN stored @cdld.

Besides security, another very important critengriransaction cost. There are defined

transaction costs to be both the time needed foaresaction, and the financial expense

associated with processing overhead, hardware ,casid other financial expenses,

including the damage caused by fraud in a particgyyatem. [1JAccording to Furche and

Wrightson, transaction costs are divided into thrategories — high, medium and low.

High transaction cost occurs whenever somethingricessed manually, for example
13



credit cards have high transaction costs. Cheaper faster variants are medium
transaction cost with EFTPOS schemes as a repatisfentof this category. Low
transaction costs are connected with reductionaofiliare and communication expenses
and eliminating the need for online clearance saglphone card systems or token-based
online electronic cash systems (the basic conadpgtayment systems are specified in the
next chapter). The transaction cost influences avteether and to what extent the system
would be used. High transaction cost and long @msiog time of transactions are
inconvenient and uneconomical so the future beldaadtexible, fast and low transaction

cost systems. [1]

Therefore, when considering security and transactiosts of the payment system, it is
inevitable to think of traceability of payments, evh there are recently recommended
systems with lower levels of traceability, thenemability which should not be limited to
only one bank. Bearing in mind transferabilityisihot possible to make a transfer of funds
without contacting the bank for clearance of tlensaction. Another feature of payment
systems is divisibility. And moreover, one of theosh important is the fact that the
software-only solutions are perceived as supeda hardware-based solution. Although
on the other hand, systems with tamperproof harelypaotect the information from the

user of the device. [1]

Critical factors for the success of e-commerce payamt systems:

» Integrity: transaction data is transmitted and it unchanged and as intended.
= Non-repudiation: transactions have the qualityai deniable proof or receipts.

= Authentication: identities and attributes of pastiengaged in commerce are

established a tolerable level of risk.

= Authorization: individuals are established and ggiped as entitled to receive,

send or view transactions.

= Confidentiality: transactions can be protected fraew except by those who are

authorized.

= Reliability: probability of failure in the transash-send, receive, acknowledge-is

low.
14



Functionally, money technologies also need to aehithese operating characteristics:
privacy, scalability, ease of use, personalize;ad@amlessness, interoperability, write one-

apply anywhere and cost effective. [8]

3.4 Main types of electronic financial transaction sys¢tms

3.4.1 The traditional account — transfer system
According to Furche and Wrightson, it is the masthmonly used system which requires

both parties regarding the payment to have a bao&uamt and it works as a fund transfer
from one bank account to the others’ bank accdtirg.more expensive to achieve a high
level of security in this system and transactiostecare also about medium to high.
Considering the level of privacy, it is not possiltb pay with this system without high

(unconditional) traceability, all information isa@rded. [1]

3.4.2 The check system
This system is based on public key encryption andegectronic signature, which

influences mostly high transaction costs. As in pinevious case, there is no privacy in

using it, or it is even more limited because ituiegs also online verification.

As with personal paper checks, party A (here: tieamer) writes out a check and signs it,
then sends it to party B (here: the merchant) yFdeposits the check in his account, and

the amount is subsequently cleared and negotiaiseebn A and B’s bank. [1]

3.4.3 The single — use token system
The single — use token system is based on the pbréeslectronic tokens issued by a

central bank with their electronic signature to rgudee its authenticity, which is

represented by a message stating its value thabeatored on a user’'s computer. It is
connected to problem of double spending so it ipartant to ensure that it cannot be
copied and used twice. This system is often refetweas “electronic cash” and because of
some differences from real cash, it is called “tksh electronic payment systems, as

remarked by authors Furche and Wrightson [1].
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Due to its need of online verification, it is wallited for the Internet. A high level of

security can be achieved and depending on thesinficture, transaction costs could vary
from low to medium levels. Furthermore, it allows trealization of an anonymous and
untraceable payment system, so it is consideredystems conserving given level of

privacy.

3.4.4 The multi — use token system
It is a cash system, but as in the previous casmguse of the problem of security it is also

called a “cashlike” system, implying that the tokeoes not need to by verified by a
central entity and could be passed among usersiémited number of times as referred
by Furche and Wrightson [1]. It could create a peobof double spending mainly because

of no verification needed.

3.4.5 The secure counter system
The secure counter system is assumed to be inradign with tamperproof hardware and

such designs are implemented in smart card basgdgd systems. In this kind of system,
a high level of security can be achieved with lowrtedium transaction costs according to
Furche and Wrightson. [1{ could also provide untraceable payments becthese is no

need of online verification as in the previous case

3.5 Internet payment protocols

There are some protocols developed to be usedjanents on the Internet. In this

chapter, there is a brief description of each.

3.5.1 iKP - Internet Keyed Payment Protocols
The IKP was developed by IBM and consists of thpesocols. There are three parties

involved in each payment, the seller, the buyer #med acquirer, which is actually the

seller's bank. 1KP, 2KP and 3KP differ in the lewdl security in using public key

encryption (authorization), which means that itsloet involve any new technology. The

biggest advantage of this protocol is that it affarrelatively inexpensive solution as the
16



minimum transaction cost is limited by ElectroniteFTransfer provider. This protocol is
based on the account-transfer system with uncamdititraceability of payments and no

user privacy. [7]

3.5.2 STT — Secure Transaction Technology
STT was developed by VISA and Microsoft and reldaseSeptember 1995. This protocol

best represents a “virtual credit card system”thar Internet. The parties included in the
payment are the cardholder, the merchant, the tankd— issuer and acquirer and the
central authority — Credential Authority. Each papant has two public/private key pairs.
The encryption key is published and the decrypkienis kept private for one pair and for
the other pair, the decryption key is publishedttsat the corresponding encryption key
acts as an electronic signature. Credential Authemsures by its sign the authentication
of credentials — messages containing a user’s r@anténis/her public key. The Credential
Authority is equal to the association, for exampée any credit card company. A
cardholdes credentials are issued by the issuer, whichgéhéi bank and similarly an
acquirer sends credentials to a merchant. Therhlgraof issuing credentials represents
exactly the hierarchy of today’s credit card systéinis considered as a secure account-
transfer system with unconditional traceability araduser privacy as in the case of iKP. It
offers secure exchange of messages between anyadvwiies. With this protocol it is
important to mention that it creates the overheastsc It also introduces a new feature,
“dual signatures”. It is necessary to admit thaT $is been replaced by SET. [7]

3.5.3 SEPP — Secure Electronic Payment Protocol
SEPP was released in November 1995 as a competiegng to STT described above. It

was developed cooperatively by MasterCard, IBM, shape, GTE and CyberCash.
Therefore, as mentioned in STT, SEPP adopts theerducredit card system for the
Internet through the use of public key cryptogrgpimywever, SEPP focuses more on the
process whereas STT is focused on modelling thaeateal hierarchy. There are the same
five parties as mentioned in STT,i.e. cardholdee, issuer, the merchant, the acquirer and
the certificate authority. A certificate in SEPPresponds to the credentials in STT. It is
unnecessary for all parties to use the Interndy, four have to be there. It does not model
the whole process on the Internet, other is Bartwor for the issuer and also for the
clearance of each payment. Each of the partiedvaddave two public-private key pairs,
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one as a signature with the encryption key kepvapei and one to ensure secure
transmission over the network with the encryptiely knade public. There would be more
detailed information about SEPP, however it is ssagy to mention that only three

months after SEPP was published, VISA and Master{@antly released the successor of
SEPP and STT, called SET where many features freBPSwere not adopted. So it is

unlikely that SEPP will ever be implemented. [7]

3.5.4 SET - the Successor of STT and SEPP
As mentioned above, SET was published in Febru@®p by VISA and MasterCard. SET

is defined as a combination of STT and SEPP, nlesleds SET is more related to STT.
SET should be viewed more as a secure communicat@mdard than as a payment

mechanism. [7]

3.5.5 Chaumian electronic cash
In contrast to all protocols mentioned above, Chailsweloped the first token based

system on the Internet with online verification.eThain difference is that it does not
transmit transaction details for transfers to bacessed within a bank or between banks,
but instead, it is based on the issuing of tokeitls ®ome value just as banknotes. Chaum
supposed a standard scheme for online electrorsb payments and introduced the
concept of blind signatures using multiplicationtié identification number of banknote
by a blinding factor. The main advantage of thistem is that it offers untraceability of
payments as there are only a few existing protodnls only regarding the customer (the
payer). There is no anonymity for merchants (thgepa), who are identified to both the
payer and the bank. Another great advantage is ithalas the potential of being
significantly cheaper on a per transaction basia giccount based systems. [7]

3.5.6 Millicent
It was developed in 1995 at DEC’s System Reseamite€ as a low cost account based

transaction protocol exclusively for low value tsantions with a transaction cost of less
than a cent. There is no strong security, but useld only a few dollars worth Millicent
change called scrip. It is an account based systerontrast to other low value transaction
protocols. The accounts are maintained locally \arye vendor for customers buying
goods. To reduce overheads, customer accountgtanaly temporarily with involving the

expiration date in the account. Therefore scriguithes the account name, the account
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balance and the account expiration date. This pobtproposes three levels of security,
first level with unprotected messages, second witteadable messages and the third one
with security for payments. There are brokers ohiied to the system to avoid overheads

to reduce the number of accounts needed for cussoifiTg

3.5.7 SSL

SSL (Secure Sockets Layer) is the standard secteithinology for establishing an
encrypted link between a web server and a browsdes. link ensures that all data passed
between the web server and browsers remain priamatkintegral. SSL is an industry
standard and is used by millions of websites ingiatection of their online transactions
with their customers. The public key does not neede secret and is placed into a
Certificate Signing Request (CSR) - a data fil@ alentaining the clietd details. During
the SSL Certificate application process, the Cediion Authority validates the cligst
details and issues an SSL Certificate containiregdétails and allowing a client to use
SSL. The clierls web server matches the issued SSL Certificate poivate key. The
clients web server is then able to establish an encryptkdetween the website and its

customer's web browser. [12]

The complexities of the SSL protocol remain invisibo the customers. Instead their
browsers provide them with a key indicator to letrh know they are currently protected
by an SSL encrypted session - the lock icon indher right-hand corner, clicking on the
lock icon displays the SSL Certificate and the detabout it. All SSL Certificates are
issued to either companies or legally accountaidesiduals. Typically an SSL Certificate
contains the clietga domain name, company name, address, city, stdteauntry. It also
contains the expiration date of the Certificate aledhils of the Certification Authority
responsible for the issuance of the CertificateeWh browser connects to a secure site it
retrieves the site's SSL Certificate and checksithias not expired, it has been issued by
a Certification Authority the browser trusts, amiitit is being used by the website for
which it has been issued. If it fails on any onetledse checks the browser displays a
warning to the end user letting him/her know tihat $ite is not secured by SSL. [12]
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3.5.8 3-D Secure

The 3-D Secure protocol underlies the Verified bga/payment service or MasterCard

SecureCode payment service. 3-D Secure is an diddwon technology that uses Secure
Sockets Layer (SSL/TLS) encryption and a Merchamv& Plug-in to:

pass information and query participants to autleatdi the cardholder during an

online purchase, and

protect payment card information as it is transgdittia the Internet. 3-D Secure is
based on the three-domain model illustrated irf-thare 1. [13]

Figure 1. Three-domain model
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3.6 Risks connected to payments in e-business

Despite the fact that shopping on the Internehésttend of modern times, there are some

risks and threats connected to it. The most woggould be the security risks greatly

discussed nowadays whenever this topic is mentiofleel most important is the security

of the computer avoiding hacker attacks and varigpess of viruses.

First, the verification whether the e-shop is bellde and reliable, or could be certified, is

a good sensible step.
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There are several possibilities of paying in e-bess. Each e-shop offers different means
of paying, but commonly, the safest one is cashli@ivery because there is no need in
entering the number of a credit card. Considerimg fact that cash on delivery is more
expensive, other methods of payment are possibiernet banking and its bank account
money transfer could be used as an alternativ@mplihe disadvantage of this could be
that it lasts quite a long time, actually few dagisd a mistake could easily be made when
entering the bank account and the sum would realtiement account. Another possibility
is to use a credit card. It is quick and often withany expensive costs overhead for the
payer, but they should be careful about the crétilaf the seller because important data
about the card and the card-owner has to be entered

Nowadays, there is a very popular payment systenichwvorks as an electronic purse.
There is no need in remembering any important datept the access and password. The
advantage of these systems is also the set ambumbreey to secure the customer when
there is an incorrect behaviour of the seller. Avotmethod could be paying through
sending short text messages which are distinguisttedoremium SMS, DMS and other
SMS, which are more expensive than common messagex) the code. This is used
when paying lower amounts. On the other hand, tbblem is that the operators set quite

a high percentage of the paid amount.

The problem with online payments could be summedahtgothree main topics. First, there
is the awareness that payment systems are slowemehsive. Other opinions against
online payment systems are that payment systemsl@ed and opaque in the sense of
cost structures, operating costs or profitabilitgst but not least is the fact that payment
systems are not suited to all types of e-commeComsidering these facts added to the
security of the payment system, these issues coeldnportant information for new
products developed in the near future.

3.7 Types of e-money payment systems

Although the theme of this chapter is e-money @amgayment systems, it is crucial to start
with a different types of payment, because the BZepublic is a bit different case than
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the rest of the world. There are described soménadstused in e-business in the Czech
Republic which are also mentioned in the previduwepter.

According to the Association for Electronic Commee(APEK) which published results of
a study of payment methods in the country in 2@@8far there is no universal payment
system. APEK confirms that the most popular payniesttument in the Czech Republic
is still cash on delivery. It is offered by 97%ethops and customers use this form in 70-
80% of cases. In the Western world, cash on dslibetongs to the third most favourite
payment method (around 12%) and preferred paymethad is payment by credit cards
(80%). Other favourite payment methods in the CZepublic are transfer on the account
and payment in cash at the distribution point. Adé@ purchase is gaining considerable
popularity. Credit cards and payment gateway hdeeial0% share. The e-shops supply
payment methods in this order: cash on deliveandfer to the account (97% of retailers),
followed by payment at distribution points (74%Metpayment gateway (60%), hire
purchase (57%), and credit cards (around 40%).réhson for this form of payment is
likely the distrust of the Czechs to enter theedit card numbers for purchases in e-shops
and thus prefer the more expensive method of caslelivery. On the other hand, many e-
shops offer no shipping costs at a higher pricetiergoods, so maybe that is the reason

why the customers decide often for the cash owvelslioption. [14]

Aukro.cz did a similar survey in the year 2010 &mdnd that more than 90% of Internet
users have already tried e-shopping, but only ad83b of the total population of the
Czech Republic have experienced online payments. riigjority uses cash on delivery
(84%), payment by bank transfer (74%) or paymermtaish (70%). Fast payment channels
such as credit cards, electronic purses or PayUuaesl by approximately 55% of
shoppers. The fact is that the situation is revens@Vestern countries where it is usual to
pay online for 90% of shoppers. The most commoelyorted were modern payment
channels as Mojeplatba from Konier Banka, ePlatby from Raiffeisenbank, mPenize
from mBank, and then PaySec, PayPal and PayU. i@hef the population knows about
these payment options, however, personal experiwithehem has only been experienced
by a relatively small fraction of the populatiorhél difference between the survey from
2008 and 2010, is that Mr. Kalapos from Aukro.cinkl that Czech society is not afraid

of online payments, but that shoppers use old-fesd payment methods because they do
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not realize all the advantages of modern paymeanrméls such as their ease of use, speed
in receiving payments and transaction security} [15

3.7.1 Cards

There are four types of cards according to so-daiethod of accounting. First, a debit
card is a card with which goods or services camdid for in a shop or cash withdrawn
from the ATM where the account for which the cardswssued disposes with enough
money. The bank deducts the amount directly froen dhstomer's account. Secondly, a
credit card works in a sense of buying goods orises on credit. The showdown occurs
after a specified time by the bank. The loan iswtréhrough a revolving credit limit which
is renewed automatically after the amount due. Baek sets the minimum payment
amount of the loan, usually it is 5-10% of the ¢tansling amount, and credit limit
according to the client's creditworthiness. Thecharge card works in a similar way as a
credit card, but charge card does not mean pursh@seredit. The settlement, which is
also a given date (usually 14-30 days), the eptitstanding amount must be paid at once.
There is no interest charged. Finally, a shoppneglit card is a credit card issued by non-
banking institutions.

Cards could also be divided according to the mddacoomplishment to embossed and
electronic cards. An embossed card is a card wib-aalled relief of characters. These
cards allow you to shop, even in the stores whighreot equipped with an electronic
terminal. The trader uses an imprinter - mecharseakor, which removes all fingerprint
data on the punched card and customer data isdsignebossed cards can be used in more
places than the electronic card which is on therokltand the most commonly used card.
These cards are usually issued for free to a backuat holder. They are designed
primarily to make withdrawals from ATMs and for pagnt at merchants who have
electronic payment terminals. The disadvantageasasf their limited applicability for
payments in the stores.

It is also possible to divide cards into groupsdofmestic or international use. The main

issuers are MasterCard, Visa and Maestro. [16]
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3.7.2 Pre-paid cards
Pre-paid cards are defined as a payment instruossed to pay for goods and services,

where appropriate, or to withdraw cash from ATM#&efts have to deposit money to the
card account by bank transfer, credit card or ak.c&here are fees for issuance and usage
of the card. There are several types of pre-pardsca Gift cards, Payroll cards and
Commercial cards or Spending defined cards. Theyo#fered by MasterCard, Visa and
American Express. Pre-paid cards are also issueldrg retail chains, where pre-paid
cards can replace the vouchers or checks. Themnang different designs of these cards
and it is possible to purchase them via Internetil®\fpre-paid cards are standard in the
USA and a widely used product, Europe is stillia inception stage. The most developed
market is in the United Kingdom, followed by Italyjs gradually developing in Germany
and Austria, and they were issued some years agofg banks in Croatia and Hungary.
Pre-paid cards are also considered along with ctess and mobile payments as a major

product development in the near future.

In 2007, its turnover grew by 70% to 5 billion U$Dthe USA and two years later it was
about 14 billion USD. An interesting point is thiaie turnover of pre-paid cards have
increased by 7%, while the credit card market i@ WSA decreased from January to
September 2009 by 10%. In Britain, in 2008, thekaiof pre-paid cards reached 4 billion
GBP and there were 2.3 million of pre-paid card3] [

3.7.3 Bank electronic cash

European banks have spent a lot of time and effeet the last decade on the electronic
purse — a smart card carrying some form of eleatromsh that is intended to replace notes
and coins. The business case for the bank issyenise-looks quite poor and many early
schemes failed miserably. [2]

E-cash, for example, can be “programmed” in a Weat hotes and coins cannot. Issuers
could, for instance, restrict its use in many watgs:a closed group of merchants or

consumers, to certain products or services, torggbic areas or particular time scales. [5]

3.7.4 Smart cards
A smart card, typically a type of chip card, is lastic card that contains an embedded

computer chip, either a memory or microprocesspe tyat stores and transacts data. This
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data is usually associated with either value, mftion or both and is stored and processed
within the card's chip. The card data is transagtadh reader that is part of a computing
system. Systems that are enhanced with smart eaeds use today throughout several
key applications, including healthcare, bankingtegainment, and transportation. All
applications can benefit from the added featurekthe security that smart cards provide.
Markets that have been traditionally served by othachine readable card technologies,

such as barcode and magnetic stripe, are conveatisignart cards.

First introduced in Europe nearly three decades sigart cards debuted as a stored value
tool for payphones to reduce theft. As smart camis other chip-based cards advanced,
people found new ways to use it including chargescéor credit purchases and for record

keeping in place of paper.

In the USA, consumers have been using chip carmdsvierything from visiting libraries or
buying groceries to attending movies, firmly int@gng them into their everyday lives.
Several U.S. states have chip card programs inr@segfor government applications
ranging from the Department of Motor Vehicles tedtonic Benefit Transfers (EBTS).
Many industries have implemented the power of swands in their products, such as the
GSM digital cellular phones as well as TV-sateltiecoders. [18]

There are two general categories of smart cardgacband contactless. A contact smart
card must be inserted into a smart card reader avitlrect connection to a conductive
contact plate on the surface of the card (typicadiid plated). Transmission of commands,
data, and card status takes place over these physiotact points. A contactless card
requires only close proximity to a reader. Both thader and the card have antennae, and
the two communicate using radio frequencies (RFgrothis contactless link. Most
contactless cards also derive power for the interhig from this electromagnetic signal.
The range is typically one-half to three inches rion-battery-powered cards, ideal for
applications such as building entry and paymerttréguire a very fast card interface. Two
additional categories of cards are dual-interfaarels and hybrid cards. A hybrid card has
two chips, one with a contact interface and oné& witontactless interface. The two chips
are not interconnected. A dual-interface card heasngle chip with both contact and
contactless interfaces. With dual-interface cartdss possible to access the same chip

using either a contact or contactless interfach wivery high level of security. [19]
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3.7.5 Mobile payments

This is an interesting area and presents greahpatéor future of payments. Up to today,
there are many ideas and real mobile payment sgdtene evolved, but still there is huge
potential in this sector. The following chapters dedicated to this topic.

3.7.6 SIM wallet

It refers to the smart card in the form of SIM (Satiber Identity Modules). The idea of
the smart card containing some kind of digital pass which the operator allows other
service providers to use, is particularly appealihtpwever, some types of service
providers (for example banks) would prefer to h#veir own smart cards used in the
second slot of enhanced handsets. This mobile pdssps immediate application as a
means to authenticate server-side wallets bothdgment and identity purposes. [2]

3.7.7 Contactless payments
The contactless card needs only to be briefly mhésge close to the reader, for it to

operate. In many cases, it does not need to bevemn&rom a purse or wallet and
sometimes would even operate while still in a bagreefcase provided it is close enough
to the reader. The distance depends on the typlevo€e used; proximity devices would
work up to 10 cm from the reader. Vicinity devicgeuld work up to 1 metre from the

reader. [2]

3.8 E-money mobile payment systems in the world

As mentioned in the previous chapter, there areymges of online payment possibilities.
Forgetting the classic offline payment methods @ashcon delivery or transfer from the
bank account which are quite common in the CzeghuRe, there are also other types of
payments. Hugely expanded is online payment by @agl Visa or MasterCard), banks
also offer many payment buttons for instance eBdnk&aiffeisen Bank or mPenize by
mBank and last but not least are micropayment systs PayPal or PaySec in the Czech
Republic or also others in the world. Mobile paytseare nowadays getting more and
more interesting, not only for banks and operatbtg, even for the potential customers
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because it is a requested “sound of the futureérdifore, this chapter focuses on several

mobile payment systems in the world.

3.8.1 M-PESA

It was launched in 2007 in Kenya by Safaricom, Hiiade of Vodafone. It captured
quickly an important market share. It is a mobilepe based payment system with a
network of agents involving retail merchants aslwaslairtime resellers. However, there
are some limitations. M-PESA allows the performinf daily transactions to the
maximum value of 70,000 KSH and maximum value pa&ndaction is limited to 35,000
KSH. [20]

3.8.2 Obopay
Obopay was launched in 2005 in the United StatemirA it is a mobile phone based

payment system. It is possible to use it anywherthé USA, it is only necessary to know
the payels phone number. It is a requirement to create aop&p account where the

amount of money should be transferred. It could aks used while paying on the Internet.
[21]

3.8.3 Margento

Margento was first known as M-Pay. Original, it vaa$lovenian payment system run by
ULTRA, which reportedly had about 150 thousandntian Slovenia.

The Margento System is comprised of Margento paiirsiale / point of use equipment and
back-end proprietary software (Margento Platforrhatt together, provide a secure
connection to, in the case of payment, users’ atsoaver existing mobile networks. It

allows, for example, banks to provide users theidigy of credit and debit products

without the costs associated with the issuance aministration of plastic cards. The
system supports different payment options — the aae charge a transaction to many
different types of existing or new accounts (credbit bank accounts, stored value

accounts, etc.). [22]

M-Pay, Ultra's mobile payment system, was firstnizhed in Slovenia in 2002, but has

since been initiated in more than five countriegluding Japan. In September of 2003,
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ULTRA signed a strategic partnership contract viititsui to penetrate the Asian-Pacific
mobile telephony market with M-Pay. [23]

Figure 2. Description of Margento
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3.8.4 Mobipay
The system was implemented in Spain in 2001, agg@itdethe strong initial estimate it is
spread minimally today and almost no one knowss#rgice. The system was set up by

the four largest mobile operators in cooperatiothvine banks, which are representing
80% of the Spanish banking market, and also witbetlcard service centres.

Customer of the system performs an activation efgyment transaction using a mobile
phone and a proper settlement of the transactikestgplace in the banking systems.
Mobipay is directly linked to payment cards or betb say the bank accounts of users. In
the central system there is assigned a numbereafredit card to a telephone number. For
an authorization, each user has firmly placed &iapIN code. The system is based on
the binding of the mobile phone number with theditreard number, with the IMEI

(International Mobile Equipment Identity) of the e phone and with ID number of
user.

When paying, the telephone number of the payeisdhdr identification number assigned

by the system Mobipay and is transferred to thechmart terminal. The central system
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assigns a credit card number to the mobile phonaeu and then provides verification of
the sufficient funds and the limit of the card,rtheotification is sent to the payer's mobile
phone about the implementation of the payment &@ien and then is waiting for
confirmation by entering a special PIN code. Thapient (merchant) would then receive
confirmation about the payment in the form of angi@ction number. Communication of
Mobipay is based on the gradual release of actimatauthorization and certification
messages. The system is directly linked to the'subank account (respectively to credit
card), which poses a risk of abuse. There arege lanmber of stakeholders with different
interests and business structures in the systemedver, it is operationally expensive due
to the transfer of authentication messages. Perpiagussely for these reasons, it has not

proved as very user acceptable and its expansiSpaim is negligible. [24]

3.8.5 mPay
mPay system has been operated by a Polish compapgland since January 2007. The

license allows you to carry out payment transastiesing a mobile phone. The technology

of the mPay system for the transaction is usingadrii@o communication channels:

= USSD transfer mechanism for transferring data Idook size of 182 characters
with no storage (difference compared to SMS trassion)

= the voice channel with IVR interactive process.

In both cases, the processing of payment transectignchronized connection between the
user and the server of the system mPay takes ptao#?ay there is no special application

for controlling communication with the central ssstincluded.

Each user of the mPay system is identified by guaimobile phone number (MSISDN).
Each payment transaction requires authorizatioRIbycode and can only be activated by
the payer. Responsibility for the correct date angayment transaction is on the payer.
Dealers for payment by the mPay system are equipftbch special terminal. In the mPay
system there is only one universal type of payntersaction. Solution on the mPay
platform supports C2C and C2B payment transaciypas. There is no support for B2B.
Merchants are not able to see the customer numisealy system does not allow transfer

to and from the client's bank account, and als® ¢ allow cross-currency payments.
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Process of payment transactions in the mPay systefivided into separate information
stages. Firstly, the proper payment, then the m&bion about the merchant, but in that
time the payer has completed the communicationdiitk the mPay system. Then a report
comes to the paysrmobile with information about the payment. Pgrtiats do not have
a permanent overview of the status of their accuntis only on request. By transport
mechanism USSD user connects to the mPay systegetier with the code of mPay
connection user has to enter a vendor number endlittga cross (example: * 145 *
123456 #). After checking the accuracy, the useéersrnthe PIN number to confirm the
payment transaction. The system confirms receiph@frequest of the transaction and the
user can then hang up. The system allocates theynwcessary for the transaction and
sends confirmation of the payment to the vendoe Uiker would also receive additional
confirmation of the transaction with its bill. Até end of the confirmation may be a note
from the merchant. [25]

3.8.6 Suica and EDY
These two systems both started in 2001 in Japan.

System Suica was designed as an offline pre-paid t@ fare payment. Later, its
functions were transferred to a mobile phone. llased on the mobile application which
allows barcode and square QR codes reading. ltateavuses the NFC technology. [26]

System EDY is purely an online payment system withmobile application. The system
is dependent on a single mobile operator and © sipplemented by the possibility of

small offline payments. It uses the NFC technolagyvell. [26]

3.9 E-money payment systems available on the Czech matk

As mentioned in previous chapters, there are mamympnt systems on the market.
Therefore, there were selected four main typeshieiCzech Republic, Internet banking as
a service provided by banks, then especially coessx payment systems (NFC,
PayPasY'), web based systems (PayPal, PaySec, Monetka,)Ragl the rest are selected

mobile payment systems available on the Czech rharke
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3.9.1 Internet banking

It is one of the most popular methods of bank antawaintenance. This service is offered
by many banks, but the service can differ due éoltank. It is comfortable, but the main
Issue is security because it is based on the ketelmthe Czech Republic, there are several
types of security possibilities used. The classiemf is user ID and password,
authentication calculator, authentication SMS ottifteates of signature or even TAN

codes are used by some banks.

3.9.2 NFC

Mobile phone manufacturers are developing new "srpapnes”, which should also
include hardware and software solutions focusedhenpayment system, including its
security. There are evolved technologies suchess Rield Communication (NFC) which
is using chips for the identification of goods t® urchased and then paid. NFC operates
in the wavelength band 13.56 MHz and its rangebiguaiten centimetres. Except the
transmission distance, it is similar to the wideged wireless Bluetooth technology. NFC
systems are again particularly costly for the manttbecause they require the physical

reader and special purpose and records equipmeathtpoint of sale.

The technology itself is not only designed for mekpayment, but also for identification

for example. It can therefore be used instead @fsthart card when entering the building
and so on. At present, however, there are not rpasgibilities of the contactless mobile
payments in Europe. Operators are still testingsdrgice as yet. [27]

3.9.3 PayPas$"
The MasterCard One Smart card is a contactless grayoard. This is another kind of

credit card, this time focused on both online affline payments, respectively payments
of small amounts without the need of authenticabbhe payer. PayPasss useful for

quick payments up to 20 EUR for example in fastdf@utlets, parking, newsagents or
public transport. Payment transactions use NFC r(Neld Communication) because
cards are equipped by chip and antenna. Commumicétichnology is similar to RFID

chips. The system requires special readers on dherss side and the payer must be
physically present in the surrounding area of #r@ise provider, or better to say near the

NFC chip reader. PayPassystem is not equipped for the mobile paymen®). [2
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3.9.4 PayPal
PayPal was established in 1998, but in 2002 washpsed by eBay. Nowadays, it is one

of the preferred online payment systems. The systam be used for secure Internet
payments in the form of the payment button. Payd?tdrs three types of accounts —
Personal Account, Premier or Business Account. Blagétounts are directly tied up with

the embossed credit card.

Basically, in this system, payment is by creditdcatich is hidden to a merchant on the
other side of the credit transaction. So theréistsome risk of abuse of both, the card and
the account. In addition, PayPal is not strictlyaternative to a bank account, but it is

only a tool to convert a payment transaction.

PayPal can be used without bond on a credit cartdatithe cost of a significant functional
limitation. Then, an e-mail address serves as IdgayPal is now also looking for the way
to the mobile phone in the form of the mobile paginolutions directly from the user's

account. [29]

3.9.5 PaySec

Preferentially, the system was created for clieotsCSOB and for online Internet

payments with a number of restrictive conditionscRarging the account can be done via
transfer from a current account or credit card. Wblegarging the PaySec account from the
current account, it is not possible to use anythotiger than the tied current account.
Essentially this is only a web application run ba mobile phone, via a standard browser.

There is no application on the mobile phone whscbannected with many disadvantages.

In fact, the charging of an account via credit cdwdng a calendar week is limited by the
amount specified in the tariff of fees associateth the use of PaySec. The account for
merchants can be linked with only one current astod current account can be tied up
with maximally three PaySec accounts, so it alsamaghat one current account can only
charge up to three PaySec accounts. Generatedofi#ihe actual payment order is the
actual date of payment entered by the user. Metadwsa payee can perform full or partial
cancellation of received payments. The system regu@uthentication of the transaction by

the payer via verification SMS for the payment ab@/000 CZK. A great advantage of
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this system is that it cooperates with many comgmafor instance with aukro.cz, letuska.cz
or with Student Agency. [30]

3.9.6 Monetka
Monetka.cz is a web purse run by Computer Presge €002. It is the first company in the

Czech Republic which obtained an approval with exayissuing from the Czech
National Bank. It is a payment tool, which allowdernet users easy, quick and without
any fee or commission and also risk to transfempanticular small amounts for the

purchases of goods and use of services on thenéitas well.

A user who wishes to use the purse has to estailibinough a simple registration and
then subsequently must fill it by money transferichhcan be done immediately, for
instance via internet banking. From that momerg, uker can use it in the e-shops and
places providing services that allow this methogayment. Realization of the payment
takes about ten seconds and is not burdened bfeasyr commissions, as is the case of a
Premium SMS, and it is also possible to transfeadnitrarily small amounts of money.
[31]

3.9.7 PayU
PaU.cz is an online platform developed for e-conu@médor both, the merchants as well as

shoppers. The aim of this payment gate is to mediasy, fast and safe online payments
for goods and services on the Internet. It offer®m@ag others payments by Mojeplatby by
Komeini banka, eKonto by Raiffeisenbank, mPenize by rkBaredit cards VISA and
MasterCard, bank account transfer or postal monggrs. [32]

3.9.8 DZone
It is a combination of registered products, sewiead the possibility to pay via mobile

phone. The mobile phone must have a special apipiicastalled that communicates with

the central system. The system creates a listrgfcgeproviders and vendors, sorted into
categories (parking services, public transport,).etmd the user then selects from the list
of the payees. In addition, the payer must selexfiinal product that he/she wants to buy
off the final list of the products of the chosengipgent. This system is not universal and an

unlimited number of users with unlimited numberpodducts is not allowed. The DZone
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system does not allow a user to purchase more pi®@t the same moment. The user
must make as many payment transactions as the mwhpeducts is required. [33]

3.9.9 T-Mobile and its m-payment
In the Czech Republic, there can be small paymealiected by activated function

(application) in the SIM card of mobile phone frarMobile paid as well. The payment
transactions are made online by dialing a speaddéclt is a credit system, which is paid
monthly as the part of the phone bill. This systenvery limited, both from the user

point of view as well as its functionality. It i®ha universal or multipurpose solution. [34]

3.9.10 Plat’ mobilem
This is a project with three major telecommunicatmperators in the Czech Republic -

Telefénica O2, T-Mobile and Vodafone. Within the MB (Association of the Mobile

Network Providers) the common web portavw.platmobilem.czin October 2010 was

launched. This covers two possibilities of paymehisst is a classic Premium SMS and
secondly is through the online payment gate ofdperator on the Internet followed by
confirmation of the transaction. It can be usedpoablic transport tickets, parking, tickets
relating to entertainment, digital music, books, M¥/or Internet gambling as well as for
voting in any TV competitions. Till today, informan shows that the mobile phone as a
payment tool in the Czech Republic is used by 1X%he customers of the domestic
operators which executes over 5 million transastimonthly. This is a sign that the Czech

Republic is prepared for the mobile payment fut{88]

3.9.11 MOPET CZ a.s.
MOPET CZ a.s. was established in November 201G d¢tinpany has seven shareholders,

important players on the Czech market - Telefoi2aCzech Republic and Vodafone,
Ceska sptitelna, a.s., GE Money Bank, a.s., Raiffeisenbang, UniCredit Bank, a.s. and
A-communications. [36]

According to the article in Hospottké noviny from February 2011, a new payment
method would be implemented during the year 201k Shareholders of MOPET CZ —
now Telefonica O2 , Vodafone, T-mobile and thosg feanks are coming with the mobile
payment solution in the form of an application e tmobile phone and the mini-account
for the security of payments. The principle of thesvice is based on the notification of the
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phone number when paying, then immediately a custahould receive the informing
message with the amount paid and finally it is seagy to confirm it by the entering of the
PIN code. The problem could be the transaction scaghich would represent for

merchants, the same amount paid for the use oit cad facilities — from 0.5 to 4 %. [37]

3.10 Comparison of the main payment methods used in th€zech
Republic

The Czech Republic is a bit different when comparcethe rest of the world regarding
online payments as already mentioned. Abroad, mormal that the majority pays online
where it is possible, but in the Czech Republis thend still has not gained popularity.
The majority prefers to pay by cash on deliverybgrtransfer from bank account. These

preferences occur most often when shopping onneeriet.

Regarding shopping in brick and mortar shops, thec@s are still used to paying in cash
and they withdraw from ATMs yearly about 600 bili€ZK, which represents three times
more than paying by credit card, although it issthéely used in the Czech Republic. For
the three quarters of 2010, there was an amou@dbfbillion CZK generated by credit
card payments in the Czech Republic. Due to thenasbn, the share of credit card

payments in the total of payments made in shopgsepts roughly a quarter. [38]

However, this diploma thesis is focused on onliagnpent systems. Therefore, on the
other hand, there exists an easier way to pay égitccard which is suited or better to say
unlocked for Internet payments. Credit cards areatays probably the most popular
means of electronic payment and they are acceptadvast number of traders. Credit card
payments are fast and comfortable. It can be useddyments in brick and mortar shops
as well as on the Internet. When paying onlings itecessary to physically have the card
in hand by the payer to be able to fill in the ar@adrd number, expiry date and the three
last digits of the code printed in the signaturg bbthe back which is called CVV2 code.

In this case, the problem is a higher risk of mesusauthorized transactions if the card is
stolen, which constitutes real danger of abuses Thiwhy people are afraid of online

payments. Also, payers have doubts about the $gcofithe portals when entering
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“sensible” information. The vast majority of onlineard transactions are conducted
through the independent payment gateways and ielg@alppliers so data from the credit
card are not shown to the merchant at all. Mayleebést payment gateway in the Czech
Republic is 3-D Secure. On the other hand, theeeatso traders who do not use any

secure gateways. [39]

PayPal is the most used transaction payment systéme world and it is also mostly used
in e-commerce in the Czech Republic. The Czech Raphbas a PayPal account at HVB
Bank. Its owner is an American company PayPal \wbich is owned by Internet auction
website eBay Inc., which is headquartered in Sae,J0alifornia, USA. PayPal is almost

essential for those who want to trade on eBay.cotrade online with U.S. citizens. [40]

Among advantages of PayPal belongs the fact thatriks fast, it is reliable and relatively
safe, establishing and maintaining an accountels &nd there are many PayPal users. On
the other hand, as disadvantages could be condideat the user interface is only in
English and also inability to transfer money toeign accounts, also with the fact that the
transaction fees for the payees are quite highem fL,9 to 3,4 % plus 10 CZK from each
transaction according to the amount. There is aldugh fee charged when there is a
wrong recipient account entered. [41]

PaySec was created I§SOB and Postovni sfitelna, but an account could be at any
bank. Application to PaySec is easy. It is necgssarfill out an online form, then to
convert the money to the account and it is prepdoeduse. Account management,
payment for the purchase and transfer from curaenbunt is free of charge. However,
there is a payment for transactions via the payrbattbn, which costs 3% of the amount
paid in total. The recipient receives a reduced wrmhof the fee. It is not for Trade
accounts. An additional fee is charged for dehitisawhich is 2% of the amount put into
PaySec account. If somebody does not want to wsedtvice anymore, it is possible to
convert the money back to the current account. adgeit is called discharge. Discharge
to account o SOB and Postovni sfitelna is free. In contrast, discharge to anottarkb
costs 2 CZK. PaySec allows payment in about 45@pss The service is used mainly for
Internet auctions, shopping, and sending of donati@he maximum limit for a single
transaction is 50,000 CZK, while the account mayehap to 100,000 CZK in it. However,

if a payment exceeds 1,000 CZK, the system reqtivegpayer to verify the identity via
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SMS. The limit for confirmation of transactions calso be selected from 50 to 1,000
CZK. Therefore, to sum up pros and cons of Paybean be mentioned that it could be
used in quite a wide range of e-shops and easdygeld from the account or credit card,
but on the other hand there are charging feeseofititount and it could not be used for
bigger amounts than 100,000 CZK. [42]

3.11Future visions - mobile payment system

Most recently, mobile phone payments are becomigeasingly popular. It is also the
fact that people already prefer paying in electdorm, by electronic money. So as the
progress is still in developing stages, it is cldwat in the near future it will no longer be
needed to carry paper money. Large companies su¥isa or MasterCard are developing
new payment systems, but on the other side theyateavell as banks do, that the market
might present a new product that was not develdpethem, which would constitute a

threat in the form of dragging customers away egitturrent or potential ones.

Currently, all products are popular such as Inteba@king and pre-paid cards and credit
cards, but the vision of using the mobile phoneaagurse is very appealing. It will
eliminate a lot of worries and responsibilitiesasated with daily wear of cash. Above
all, most people carry mobile phones with them ywliere unlike for example the credit
card. So it is possible today to buy a drink or@via ticket or a ticket for public transport
using mobile phone. SMS parking and public transpickets are just based on the
payment of the Premium SMS, which is a specificaligrged text message.

Moreover, the latest information published by APMAssociation of Mobile Net
Providers — a Czech association pursuing by mignogats as Premium SMS, Premium
voice and mobile payment gates) stated that tremmare than 1.5 million customers
paying by mobile phone monthly, which representsentban five million transactions per
month. During the last five years, there was amease in the turnover of more than 66%.
Another interesting bit of information is the guedsout Premium SMS volume, which is
alleged somewhere around 200 million CZK a yeamoating to Michal Horak, chief
executive of ATS Prague, a company which also dedlsthe Premium SMS. The use of
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telephone banking as an additional service forrhaiebanking in the Czech Republic is
also well developed.

Generally, there can be paid in several ways byilmgione. Besides, most banks offer
the possibility of controlling the current accowarid payment orders over the phone. In
addition, Vodafone introduced so-called m-paymdiss year, which makes it possible to
shop for contractors on the Internet and pay thethtyp bill for telecommunications

services. The future will bring the contactless magt technology NFC (Near Field

Communication), where payment is made by placiegpthone against a reader. However,
the greatest hope in mobile payments of mobile aipes and manufacturers of mobile
phones is the NFC and contactless payments. THeywbéd¢hat mobile payments based on
NFC technology can achieve the popularity of creditds. Similar trends can already be
observed in Japan. Their advantage could be ickquayments of small amounts as for

example micropayments in parking meters. [45]

Beside the pre-paid cards, payment systems basedraulit cards or the contactless
technology, there are some applications being deeel, which could be used as a mobile
purse by which payment for anything can be madeyaweere. This is not a utopia, but the
near future. In some countries, it is already beisgd and is being prepared and evolving
in other countries. One of the main problems cduddhe competitiveness and the size of
market share of tod&ycredit card issuers and other payment systenviders. The main
guestions of the future success of any of theseesygsare the costs, security and profit
viewpoints.

Therefore, an important fact is that mobile phoagnpents are already working today and
there are considered to be at least hundreds dionsil of Czech crowns involved.
Moreover, according to a study by Arthur D. Littteere will be massive growth - up by
68% annually in the next few years. In 2012, th@am of money paid by mobile phones
can achieve in the world will be the equivalentabinost five billion CZK. There is
awareness that the main driving force would beiqddarly emerging markets, where
mobile phones are replacing less advanced cards iBva developed Europe, where non-
cash payments are booming, the estimation of Arthurittle is about one-third of mobile
payments for all completed transactions. [43]
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There are however some problems in the communicédtietween banks and mobile
operators lasting years, mainly discrepancies conug the role in the project of mobile
payments with respect to followed-up earnings. étitihey solve these problems or a new
company with new technology will evolve, which cdubrestall them and leave them

without potential huge profits. [44]

4 Implementation of mobile e-money payment system

4.1 Business and financial model of implementation otie SMP4U in
the Czech Republic

The following chapter is focused on the business br the product SMP4U (System of
Mobile Purses for You) in the case of implementatom the Czech market. Due to the
scope of the thesis, only some parts are extendm@r follows the chapter with the

questionnaire survey, which shows whether it wdagduseful to launch it on the Czech

market.

4.1.1 Executive Summary
This is an executive summary of the business piarthfe use of mobile phones and e-

money in the system of mobile purses. The systesitested on a functional sample in
order to verify all options and the quality of cgr@yment transactions in real, online GSM
network operation. The mobile purse system progrtady and developed to such extent,

that its operation could be launched within eleremths of the start of implementation.
Authors

Authors and owner of the Czech patent are Ing. Hy®iedek CSc. and Ing. Pavel Volf.
They have proven their ability and experience iadleg large-scale investment and
technological projects, in building and managingnpanies and their strategies, in
managing work teams and in addition, they have eaipee from the financial and banking

environment.
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Introduction

The system of mobile purses represents an integetart up” project with high growth
potential. The value of implementation is 25 milli€ZK and the value of all investments

in the form of registered capital is 35 million CZK

The project in the starting period envisages wiih grant of permits to operate small e-
money under the Act 284 Coll. 2009 about systerpayments, Title V, 88 53-59. The
mentioned Act results from the existing EU legislatsupporting the e-money emitting

and use by the EU Member States.
These especially include:

= European Parliament and Council Directive 2000/@6¢E 18 September 2000 on
the business of electronic money, pursuit and prtale supervision of the

business.

= European Parliament and Council Directive 2007/64dE 13 November 2007 on

payment services in the internal market.

At the end of the year 2011, the project includes application of the CNB (Czech
National Bank) to grant a license called EMI (Etenic Money Institution) under the Act
284 Coll. 2009 about system of payments, Title§¥,46-52.

During the initial informal presentation of the duwt in the CNB, the project was

positively evaluated, it is free of defects infismal and content concept for the CNB and
it would not hinder it. CNB is prepared to grant the request for a system of mobile
purses in the first phase the permit, and then kddhse, the first in the Czech Republic.

Project description

The project represents a new, secure real-timeoapprin solution to the various forms of

payments by using e-money, operated by a speguicapon installed in mobile phones.

It represents a full-featured electronic money paymsystem - the payments are not

limited by the amount paid (excluding statutoryitsh nor by the payment execution time,

nor by the place of payment, nor by usage of dffercurrencies by the payer and by the

payee, nor by personal or corporate bank accourgyen by the mobile phone network
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operator. The mobile purse system is able to psobesh debit and credit operations.

Participants in the payment transaction are fullgreymous. The mobile purse system is

completely different from products facilitating lited unilateral payments such as public

transport tickets purchased via SMS.

Figure 3. Logic diagram of the System of Mobiledes (SMP4U)

The system is closed from the custoimigiewpoint, while it remains open for payment s@aetions.
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The mobile phone in the system of mobile purseksvas mobile terminal equipment and

is only used to operate individual e-money accauhit® e-money accounts are kept in a

secure central system. On the basis of the cligsttuctions given from his/her mobile

phone, the central system effects transfers betwemoney accounts (within the mobile

purse system), as well as transfers between e-maoeyunts and bank accounts. The
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mobile phone is fitted with a special applicatiorakling payment instructions from the e-

money account in the mobile purse system.

Limited operation of the system of mobile pursegta@npermit within the Czech Republic
requires immediate transfer of money to e-monegdas the fact that it does not allow a
carrier to use e-money of a larger amount than HBR in equivalent in every moment
and the total amount of outstanding commitmentslevowt normally exceed 5 million
EUR in the equivalent and never exceeds 6 millibdiREn the equivalent.

EMI license is then valid within the EU. Obtainiagicense requires the establishment of
joint-stock company, in which equity does not tadélow 1 million EUR in the equivalent.
Newly, a looser version of the Payment Systems i&cbeing prepared, where the
acquisition of EMI license will not subject to ammum equity of 1 million EUR in the

equivalent, but only 350 000 EUR in the equivalent.
The commercial potential

Despite the problems with the actual state of esgngeople will still have to do their
payments. Contrariwise, the demand for quick armel gayments without risks and without
the possibility of monitoring it from the payerttoe payee is increasing.

In addition to payment coverage of the general fadjmn, it is also important for the
mobile purse system to capture the payments in biiginess sector. It is further

pronounced by a large number of entrepreneurseiltCttech Republic.

However, the mobile purse system project does ndtat the municipality or territory nor

at Czech borders.
Advantages of SMP4U
= Full substitution of paper money
= A simple operation with fast response
* The anonymity within a payment transaction

= The high protection of personal data
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= A high degree of data security
=  When mobile phone is lost or stolen, the risklmise is minimal

» The system is open to clients who do not own amk l@@count and have no credit

card
= Unlimited time and local availability
= Low user and operating costs

= Online processing and review of all transactiorguding the state of use of the

account
= The synergic support of the modern sales chanhebsifet, DBTV, etc.)
= Possibility of use within loyalty systems

= A significant potential as a carrier of targetedvextising and marketing

information
Revenue resources
Direct revenues:
* Transaction fees
» Monthly fees for maintenance of the applications
= Received interest from a running balance on thewds of mobile purses
Other revenues:
= Charges for providing marketing information
= Charges for advertising space
» Fees for foreign exchange service
SMP4U includes

= Cashin CzZK
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Cash in other currencies

Internet banking

Exchange office

Debit card

Credit card payment commodity (CCS, ...)
ATM

Telephone banking

GSM banking

Parking slot-machine

Payment system for vending machine
Payment channels for digital television
Corporate coffers

Electronic money (IN KARTA, Opencard, etc.)

Direct competition of SMP4U

The issuers and operators of commodity credit ceE@S, etc.)

The issuers of single purpose or a local e-mon&HRCARD, etc.)

The operators of city parking zones.

The issuers of bank payment cards.

The issuers of e-money and payment buttons for paysron the Internet.

The operators of servers with electronic invoicgnpant systems on the Internet.

The operators of mobile networks operating ad hobila payments.
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4.1.2 SWOT analysis of SMP4U and its circumstances

Strengths

Independent multifunctional system
Unlimited access

Competitive advantages for both clients 3
vendor

High security

Anonymous system protecting persol
data

Low cost for acquisition and operation
the system

Immediate display of the money available

nd

nal

Weaknesses

Entry to a conservative market
A new company on the market

Dependence on the existence and reliab
of the GSM network

Dependence on the Internet in the mol
phone

Recharging of money from the existing

bank accounts

Different types of mobile applications fq
various types of mobile phones

= The system has a chance to become|the
standard

= High competing potential with bank
accounts and credit cards (high fees |[for
merchants), the possibility of futute
substitution

= High profitability and fast rate of return

Opportunities Threats
= Widespread implementation of a new

modern payment instrument

Popularity and owning of mobile phones
the population

The “need” of the mobile phone for young

generation and entrepreneurs

Synergies for connecting with modern sa
channels (DBTV, Internet, etc.)

Addressing to the young generation,
shops, entrepreneurs, state sector
business companies

Increasing market with the solution
micropayments

in

les

e_
and

Df

Competition of e-money or other mobi
payment systems

Fight for the market share with ca
companies and banks

Fight for the market with products of GS
operators

World recession
The attack on the systems technology
Strong trust to cash

Resignation of the merchants to the n
payment system

lity

ile

=

le

rd

ew

From this SWOT analysis results several risks nthdsethreats.
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Competition of e-money or other mobile payment sysims

In the Czech Republic, the issuers of e-moneyragmiented according to the areas where
they are limitedly able to find clientele. The isesal of e-money for payments on the
Internet are in fact bound by their products togpecific banking houses. However, there
was announced in February 2011 the launch of tke preduct by MOPET.cz in year
2011, which could prove some similarities with SNARdut the significant difference is

mainly in the transaction fees.
Fight for the market share with the card companiesand banks

The banks and card companies are used to a saeymiflnarket share and would not want
to lose any potential.

Fight for the market with products of the GSM operéaors

This state would at a certain stage of developrmoéntobile purses on the market surely
happen. The only possible elimination of attackiis high-quality product with an inner
potential of spreading, in a well-set businesstafyaand rationally prepared promotional

campaign.
World recession

Despite all the problems with the ongoing recesgieaple will still need to pay. On the
contrary, there is an increasing demand for quitk safe payment without the risks and

without the possibility of its monitoring from thmayer to the payee.
The attack of the system technology

Technical and technological solution of the systdmmobile purses uses a modern form of
secure data transmission and by its architecturenmies attack. The system calculates

with a continuous internal depth monitoring.

Any collapse of the Internet should be treated bgtmact with the owners of mobile
purses, like the banks treat with the risk for in&& and GSM banking.

There is also mentioned a threat of the strong tawsash, which is proved that Czech
people prefer the method of cash on delivery wharsiclering e-business and the possible
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resignation of the merchants to the new paymenesysbut this last threat should be
minimized by the offer of low transaction fees adperation in marketing as well, which

could be interesting for the merchants.

4.1.3 Financial models

The financial model was constructed with calculataf many factors put together into
tables in three main variants — optimistic, realigtnd conservative. According to the
extension of this diploma thesis, there is onlyoaservative model presented. The main
differences between these variants are the numbenabile purses and number of
transactions made which were gained as the estimafi mobile purses in each quarter
coming out from information available about the wlo of users of similar products.
These consist of press information and compamésrmation about using mobile phones
for payment of public transport tickets and extensiof other commodity cards such as
CCS. Similarly, when considering merchantsobile purses, the same attitude was
applied. It is assumed that approximately 10% ofcamants would use this kind of
payment instrument as its coffers. Mainly a smajl@up of traders and entrepreneurs who
do not want to pay high fees to the credit card mpames and would like to have lower
operating costs, especially to commodity cards sashCCS. The remaining 90% of
merchants could use it as an instrument for thepamys coffers in the sense of client and

supplier relationship.

The financial model is based on the intuitive eation of costs and revenues taken from
information available. The external competition tfemarking method was used in the
compilation of this model as well. Rate of inflatiovas set on the basis of the reading
through forecast information for future years. T&count rate is decided to be 6 % which
is rate plus risk premium. Real discount rate Isudated as nominal discount rate plus one

divided by one plus rate of inflation and then nsirune.

Indicators as NPV and IRR are calculated in thisdehcand the profitability index
represents the profitability of the project. In@thvords, how much could be generated by
1 CZK invested into this project.

a7



NPV ‘ E{—Fr.-‘—fr. (0=CF +%—wl‘
(14r) " &1+ IRRY
NPV is calculated as PV minus invested capital i$°& sum of CF divided by n-power of
one plus r. In this case, to make the calculatiooge real, it is not powered, but due to
inflation is discount rate different each year dlius multiplied instead. The project is
feasible when IRR is at the same or higher |levah titme calculated discount rate.
Profitability index represents PV over investediahicapital. When it is higher than (or

equal to) one, the project is feasible.

The project of mobile purses offers interestingultss where the levels of criteria
indicators of NPV and IRR indicate the feasibiliti/the project. IRR calculation is based
on iteration method, but it is also possible torgatifrom the formula when NPV is equal

to zero.

Table 1. Financial model

CONSERVATIVE FINANCIAL MODEL - ECONOMIC STUDY (da ta without VAT) version: permit of CNB + EMI
2012 2013 2014 2015 2016
Revenues from the operating of SM P4U 30 673 646 156 529 414 429 937 710 680 050 7B5 9349000
Income interest 243083 1160332 2919233 5721 899 8257 319
Total revenues 30916 729 157 689 744 432 856 943 685 772 6B0 943987
Profitability (%) -3 29 52 52 57
VAT base 33 867 349 90 678 261 163 559 975 246 829 748 310993 6
VAT 20% (from 2013 19%) -638 741 12511719 50611 770 8231198 118 504 202
Investment costs 11 090 200 22117 600 36 629 200 44 966 00p 62 170 000
Depreciation 2218040 8859 600 20 608 960 32491 92p 45072 080
Promotion 6 500 000 20 000 000 30 000 000 40 000 00p 40 000 000
Rent office fees, fees for patent use 4263273 18 851 396 51 885 463 100 297 699 137 611 480
Rent of HW,office tech.,purchase of office techdep. 7 882 000 18 424 00( 26 894 000 34 242 00 39238
Administrative, legal fees, consulting 1100 000 3000 000 4 000 000 5000 00d 7 000 000
Personnel expenses 6 854 100 33808 200 59 174 400 92 661 00D 114 489 600]
Overhead costs 2 479 400 6 400 800 11 008 000 17 615 80p 23 316 600
Cost reserve 552 476 1884 464 3143312 4708 249 5657 594
Interest 6% p.a. from principal 0 0 0 0 0
Total costs 31 969 289 111 609 261 207 190 135 327 730 6p8 408599
Profit / loss btto -1 052 560 46 080 483 225 666 808 358 041 96p 533 857 965
Accumulated revenues 30916 729 188 606 477 621 463 415 1307 236 p45 293B64
Accumulated costs 31 969 289 143 578 55( 350 768 684 678 499 3p2 108766
Accumulated profit / loss btto -1 052 560 45 027 942 70894 731 628 736 693 1162 594 659
Tax (20,19,19,19,19%) 0 9105 744 42 967 134 68 163 633 101 568 673
Costs tax ineffective 120 000 380 800 476 000 714 000 714 000
Net profit / loss -1 052 560 36 974 738 182 699 675 289 878 33p 432 289 292

Resource: Own calculations

The following criteria indicators are objective decalculations based on real data gained

as real CF (inflation considered) without curreabilities.
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In case of the EU expansion, the models would leetduhe nature of the market similar
to the revenues and costs, as well as number andrtwth rates of registered mobile
purses. It could then be simply calculated as #umdh in X states as an approximate X
times the revenues and costs of the Czech businedsl, taking into account the time lag

in other states.

4.1.3.1 Operating revenues and receivables
Real revenues are directly dependent on the qualitige estimate of the average number

of registered mobile purses and on the estimathehumber of transactions as already
mentioned above. Significant facts for achieving titojected revenues are properly set

rates per transactions.

In the conservative estimation, operating revenoalevbe in the year 2012 at around 31
million CZK. Revenues interannually show a sigraft jump up to the modelled level of
943 million CZK in 2016. Taking a conservative gsition, system counts after 2014 with
symptoms of market saturation and growth of reggstemobile purses is deliberately

subdued. Modelled growth represents a prerequieaintaining costs for promotion.

Key importance for the development of e-money munseuld be to obtain the largest
retailers (supermarkets, petrol stations, paymbgtstate and local authorities, other e-
shops) and massive targeted advertising. At thenbexy, the critical number of purses
would be 50,000 registered mobile purses. It canabsumed that for successful
implementation of the product into the Czech martket first year of its operation is

crucial.

An important factor that affects the success ofitlieduction and expansion of mobile
purses is its promotion. The target group for thetesn is citizens (with a focus on the
group aged between 10 to 40 years), businessegeseurs), state and local authorities

and large retail chains. There are also markesisges calculated in the model.

The model also calculates with the saturation efrifarket at a relatively low number of
candidates after 2014 by the sale of advertising) rmarketing information so that the
interest would show each eighth merchant (assurthiag50% of clients who would buy
marketing information would also purchase advergjsspace). Due to the nature of the
product, it is perceived as an advantage zerovalbls for customers.
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4.1.3.2 Financial revenues and current liabilities
A significant portion of revenue from ordinary agies represents interest revenues. Its

value is composed of two parts. These are theast@f operating account and partly from
the interest of balances of mobile purse accouditsce there are no plans to interest
bearing client money, there could be interestingams set by the continuous balances on
the clients e-money accounts. Estimation of average continlo@ance also due to the
number of business mobile purses is again conseeyaanging from 300 CZK in 2012 to
1,000 CzK in 2016.

These advances are in the early years comparaldpemmting revenues so it could be
guessed that they are modelled at the level ofpe@neent of the annual amount of money
handled by the system of mobile purses. Other otrhiabilities compared with the
continuous advances on the e-money accounts atigibleg When designing the model,
trade payables were considered with a due dateDadays. These mentioned balances
represent a significant ongoing short-term otherses in the balance sheet. Because the
company would operate a system of e-money undensie of CNB, these funds could not

be used for any investment operations, exceptl#ssical bearing interest.

4.1.3.3 Profit
In its second year of operation, there is a faiedast of gaining a profit. It embodies since

2014 within the Czech Republic above average ptaifity. Business models do not cover
all possible sources of revenue that the systenmobile purses could generate. A
significant volume of sales could be obtained froperating noncash electronic foreign
exchange activities or from any proper sales ofdgoand services and the administration
of consumer credits using a system of mobile purBbs depends on agreement with an
investor as a strategic way, which the operatdhefsystem would take and how it would

expand its activities in the future.

4.1.3.4 Investment

Because the project belongs to the hi-tech prograsp and is dependent on the quality of
its technical equipment, the financial model couintshe acquisition of the necessary
software and hardware investment (local area né&twaffice software and acquiring of
ERP including databases Oracle Standard). Furtherman investment into the

redevelopment of offices is listed, although imtsrof building leased premises, this item
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is included in the depreciation schedule becaugeatmarginal amount. In the case that
the agreement with the landlord of office space ldidne possible, it could decrease the
rent (operating costs) in the first years of thasée by the invested amount into the

reconstruction work of the office.

The ERP system must be able to ensure the progesklarge data files transferred from
the application server, it must be able to commatsievith the interface software of banks
and it must be able to provide operational andeggra reporting. It should be sufficiently

robust, secure, and if possible, respected notlonthe Czech auditors.

The business plan for processing the financial modkulates with the deployment of
Microsoft Dynamics NAV as ERP and for customer g@rvsupposes the use of
outsourcing. This option comes out capitally anderafionally acceptable while

maintaining necessary quality.

In the first year of operation, the investmentlsnped at 11 million CZK and in the next
two years, the investment is growing by about 1@%012. Between 2015 and 2016 due
to the technological saturation of the product,dh@vth of investment would increase by

30% annually.

A straight-line depreciation was used and the itmests are generally classified as the
first depreciation group with a depreciation off@énths. The question of depreciation of
the investment into research and development wiadeaidt with in this business plan. The
business plan does not deal either with the pdegiloif using EU subsidies. However,

there could certainly be found some operating @agunder which such subsidies could

be used with a benefit.

The system of mobile purses, SMP4U, is a propeeldped and implemented investment.
Investment costs for its development and implentemtaare approximately 25 million

CZK. A detailed breakdown of the costs for develepimand implementation is given in
the supplements. There is also cost reserve ftngdhe Call Centre with a partner or

possibly for the own solution.
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4.1.3.5 Operating costs
There are four main groups in the financial modebjerating costs. These groups are

personal expenses, operational leasing of appicatioffice hardware and office
equipment, overhead costs and promotional costsselgroups come from the business
activity. Providing services in a mobile purse systimplies the need for purchases, the
development and retention of quality staff, acdiasiof sufficient and quality technology,
including the development and maintenance of seo#wapplications (assuming the
development on the own account, the business pi&s dot deal with the question of
development awards, so this item does not appean asset), and finally the purchase the
advertisement for new product presentation. The ptavisages 12 monthly salaries a year,
but it is obvious from the model that there wouddrimthing restraining to add the 13th and

14th salaries and in addition to increase quartemnty annual bonuses.

The organizational structure would be hierarchicgith an emphasis on horizontal
linkages (3 levels of management). The managenfahtacompany is represented by the
CEO and divisional managers. The joint-stock corgpaauld be formally organized into
six substantive departments: Secretariat of the (Fi@ance department, HR department,
Technical department, Internal audit departmentBunsiness department with the PR and
marketing divisions. Company occupancy would besdasn an analysis of needs of the
product and the viability of the company, includilegial communications with the state
and the regulator (CNB). In 2012, the total of enypks would be 21. In 2013, the further
20 employees would start working for the companybtimg the total to 41. In 2014,
another 19 employees could start totalling 60. Als@015, 22 employees could start to
make the total number 82. Finally in 2016, the ltotamber of employees could be 94.
Personnel expenses are considered in the finamodél.

The project does not consider a loan, since tisenet possible to use the loan according to
conditions for granting and maintaining EMI liceasegarding legislative condition to
maintain minimum obligatory equity. Therefore, fiveancial model does not deal with the

cost of interest.

Rent, service charges and office space per emplay@dased on experience with the

placement of personnel, the planned area for arlogeg with the cost of services related

to rent and price of the rent and its developmerihe context of the recession. Similarly,
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the estimate of the cost of furniture (simply depated) for employees and the average
price of operating leases for office equipment varage per employee is taken from the

Internet survey.

The price of the operating lease of hardware fotiegtion of system of mobile purses, the
ERP installation and use of office software prodwre based on a commonly used model,
built on the purchase price of equipment, the léssoargin and the depreciation period.

The estimated price is also including the backalyt.

Likewise, the price for the lease of sufficient commication links is relevant the current
market and its supply. The price for legal serviaed consulting and administrative fees
require only a partial dependence on external sengplThe price includes the assumption
of certain legal defence in business. The pricerdrgy, water and sewage charges is
estimated, taking into account the growing neede®ttompany especially with electricity

consumption.

Estimated cost of the settings of ERP is againdasethe survey of current market. Price

for outsourcing of the client centre (Call Centieplso oversized, and the model is based
on the number of employees of the operator of SMRAUWact, except the year 2012, the

number of adequate staff would be half in the ¢leantre.

Costs planned to start the campaign and expandhiagntaintenance campaign in the
conservative scenario of financial models assumeergadual use of local places (flyers)
with the support of selected broadcast radio statiand the press. Later on the model
counts in limited television promotion. Within treosts of promotion, there are also
planned personnel expenses. The agreement is whetenvestor could help with its
promotional campaign (e.g. connection of informatim existing television and other

advertising).

The level of overhead costs corresponds to the ecmmstandard. The operating costs also
include a gradual liability insurance increase #ralgeneral insurance of company for the
amount about 40 million CZK in 2012 to the amouhd@0 million CZK in 2016 assumed
the insurance provided at 3% of sum the insured).
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Number of cars, its purchase as operating leasmbits operation corresponds to the
number of employees and their activities outside ¢bmpany headquarters. Operating
leasing in this case is better than a team of déelic staff to keep the car fleet. The
operating costs are even more symbolically setetdax ineffective and cost reserved,
which again underlines a rather conservative esiomeof the costs for the start and
operating of the company.

4.1.3.6 Investment evaluation
In the financial model there are the results ofravestment evaluation for the decision of

investor of selected indicators as well as theltesii an analysis of the feasibility of the

project for investors using criteria indicatoraNRBV, IRR and Profitability index.

The general characteristics for the values detengithe criteria indicators, there was
dealt with the reaching of nominal cash flows iclegear, the estimation of inflation from
2012 to 2016 and the nominal discount rate, whegevalue was set at 6% throughout the
period as already mentioned. For the real indisafor the values determining criteria
indicators the same data sources were used, battieved nominal CF was decreased by
current liabilities (2012-2016). This step is morealistic, due to EMI's licensing
conditions, there is no other way to treat the adea of the owners of mobile purses
rather than leaving them in bank accounts. The timhg that these other sources bring to
the operator is the interest on revenue. Advanteeeoowners of mobile purses are an
essential part of current liabilities. Liabilitie® employees and to the state from the
perspective of investing are not essentially passibabilities from the trade relationships
are a marginal item in the total current liabiktielrherefore, when determining the real
values of criteria indicators there was a reduchgra nominal value of CF for each year

by total current liabilities and also inflation wesnsidered.

Table 2. Project feasibility

ANALYSIS OF THE PROJECT FEASIBILITY

infl.estimation |real DR % 1+ 1+r nomin. CF nomin.CF without short-term real CF real CF short
S % liabilities
2012 2,70 3,21324 1,027 1,03213 30931533 30301 550 629 983 30118 338 613421
2013 2,90 3,01263 1,029 1,03013 103970 44593 118 993 10 851 452 98 383911 10 268 382
2014 2,50 3,41463 1,025 1,03415 303 860 291165 178 429 | 138681 772 280520198 128 029 396
2015 2,50 3,41463 1,025 1,03415 635872 987252 172 375| 383 700 562 572712672 345588 185
2016 2,00 3,92157 1,020 1,03922 1093 253 19831 251 746 | 762 002 050 965 355 495 672 856 449

Resource: Own calculations

54



Table 3. NPV, IRR

PV short Registered NPV short IRR short profitability
year capital- | (cash+inv.for | (cash+inv.for
cash dev.) dev.) index short
- 10 000 00 - -

2012| 594324 - -34 405 676 -98,25 0,02
2013| 9657753 - -25 342 247 -45,84 028
2014 | 116439890 - 81 439 890 54,08 333
2015 303926 784 - 268 926 784 77,26 8,68
2016 | 569 412 260 - 534 412 260 80,62 16,27

Resource: Own calculations

IRR in the year 2016 represents 80,6 % and NPVmbllibon CZK. These are the values
for amounts without current liabilities which repest money in the accounts of the mobile

purse owners.

The break-even point was calculated as TR = TCo#ling to analysis of costs and profit,
there were specified fixed and variable costs. Afde costs per mobile purse were set as
variable costs divided by total revenues over raeeper mobile purse. Price for mobile
purse per month multiplied by 12 months is revepeiemobile purse. Finally, break-even
point is in this case considered as (FC + VC) £mexe per MP. It means that for example
in the year 2012 there should be activated 2756Bilmpurses to cover total costs and

more is needed to generate profit. The rest ofitseate in the following table.

Table 4. BEP
2012 2013 2014 2015 2016
FC 25235189 78181861 148491735 235783[668 295%p3 7
vC 6 854 100 33808 200 59174400 92661000 114 489600
VC per MP 310 458 473 524 520
Revenue per MP 1396,80 2134,80 3457,20 3874,8( 4282,8D

Revenue per MP - tax 1164 1779 2881 3229 3569
BEP 27 56¢ 62 95! 72 08: 10171 | 114 82¢

Resource: Own calculations
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4.1.4 The project description
Basic product description is in the Executive Sumyntherefore it will not be repeated.

The brief look into the project and system funcsi@s a whole is preferable in this chapter.

Among the various types of payment, system of neopiirses provides space for paid
advertising, direct marketing, the acquisition cdrketing information for a set fee and

provides a platform for usage in loyalty programs.

Both parties of the transaction are informed onlabeut the status of the transaction. The
payer and the recipient see a decrease immedatelythe transaction, or increase in the
status of e-money by said amount. Participantdénttansaction also instant access to the
necessary evidence of the payment. The viewed eynamount online in the system of
mobile purse directly means the money availabteatmoment.

Each mobile purse would be charged a monthly feenfaintenance. Each month, for
example, may be the first five transactions andfiooation of receipt of each mobile
purse set fixed fee of 1 CZK, which could be theemtive rate for the client to actively use

his/her mobile purse and to minimize the averagethip fee per transaction.

The system of mobile purses could be used for patsnas well as in shops as on the
Internet, money could be transferred between mqghilses as well as to bank accounts,
mobile purse could be also used for cash withdswadyments for postal money orders
and invoices. Within these types of payments, tlvendd be implemented a number of
specialized payments such as payment for parkorgpdblic transport tickets, for flight
tickets, for tickets for sport or cultural event®r the recharge of a mobile phone credit,
there could be remote payment for another persoand so on.

There is no limit to the number of mobile purseabbshed in a mobile phone and it is not
limited to any currency. One mobile phone couldéenaeveral mobile purses in different
currencies. There could be personal and businebfeymurses in the same mobile phone.
Furthermore, there is a possibility of the foundiatof special mobile purses for payments

for goods and services which are limited by ag#hefowners of mobile purses.

The system of mobile purses does not require pagial recording or reading devices by
merchants, but only their regular mobile phonesacress to websites (cash, PC). The
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system could be linked with existing cash regisyatems, thus simplifying of the payment
process and registration for a merchant.

E-money could be charged to mobile purses from lzaxtlounts by money transfer order,
postal order, collecting demands, as a transfen fother mobile purses or a cash deposit

within the mobile purse system.

Mobile purse could be created by registering onititernet, on the mobile phone, through
the Call centre, in person or in writing. There \Wbhe a special mobile phone application
made available freely on the web. There are aai passive possibilities of using the
mobile purse. Actively, it means to perform a pagirteansaction and passively is to trace
the transaction history, to manage administratiomaobile purses or to monitor the status
of the transactions. In addition, it is possiblecheck each mobile purse through the web

application.

The principle of the mobile purse system works loa hasis of data transmission over the
GSM network. There is almost 100% coverage by #tevorks in the Czech Republic and
the EU. Telecommunications Act prohibits operatomder penalty to block data transfers

of any party, whose conduct does not violate this A

Any mobile phone that could transmit data and s ability to upload and store the
mobile purse application via the Internet wouldsoéficient. Nowadays, these conditions
would be fulfilled with almost every mobile phoneld Any purchase of a new mobile

phone means potential customers.

It is important to realize that this product coblkel especially interesting for the young and
middle-aged population, and these people have thebile phones connected with all

daily routine activities.

There are tests and verifications of the basicglas and functions of the system on a
real functional sample of more than a year, whitdo ancludes server solutions and
applications for mobile phones. The applicatiomstalled on five different types of Nokia

mobile phones. Up to now the experience is posiind demonstrates the principle and

also the solution to be fully viable and user-fdn
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For rapid development, particularly in the firsay®f commissioning the system would be
useful not only to use ordinary employees, but ast@rnal partners. The operator could
be in different locations backed up by a suitablgtivated vendor of mobile purse, the
students and eventually retired as a bearer ofaimeetal advantages over ordinary

workers (costs, liabilities, etc.).

4.1.4.1 Characteristics of the product SMP4U
The system of mobile purses is an interactive neoeimoney system based on a closed

network of customer e-money accounts held withiea bank accounts of the system

operator.

As already mentioned, the mobile phone in the systé mobile purses operates as a
terminal device and is used for the operation efitidividual e-money accounts. Private e-
money accounts are kept in a secure central sysid.central system ensures both
transfers between e-money purses, as well as érangetween the system of mobile
purses and the bank accounts, based on the instrsicif the client from his/her mobile

phone. To control the mobile purse, a mobile phsineuld be equipped with a special

application.

The central system would allow the users to makeneats for goods and services to the
others clients of this system securely and easilyiout any time and locality restrictions.

The system is based on the use of existing GSMarks\data communication application
layer). Interested parties act to each other comlgleanonymously, as it is in cash
payments. Information about users are separatedl tine proper e-money account. There
was a simple, safe and fast intuitive graphicadriisice developed to control e-money from

a mobile phone.

It is a safe, easy, fast, operationally independanitifunctional and a universal payment
tool! The system of mobile purses disposes thenché worries and problems associated

with credit cards or e-money.

The system of mobile purses provides online infdiomaon their immediate e-money
balance and also transactions made for any pehodlso allows the display of the
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payment and any other documents tied to the paytreamgaction, such as public transport
e-ticket, flight ticket, other different ticketsce

The system of mobile purses is able to act as ssiclgpurse, but also in addition, it
provides the option to pay in the form of transfanshin the customer accounts and
beyond them. It is suitable for traditional bussmasd the Internet or DBTV. It also allows
payments using internal online exchange office. &y account is not linked to any
credit card or bank account of the owner of the ileqturse.

The basic menu on the initial screen offers fumdias the foundation of a mobile purse,
payment transactions, and other functions in thammeenu. The function foundation of a
mobile purse allows the immediate creation of tees mobile purse, either directly from a
mobile phone at the application of the system obihegpurses, or from the mobile purse
operatois website. This function calls a registration gieestaire with all the attributes

needed to set up a new mobile purse.

4.1.4.2 Payment operations in SMP4U
= Payment — the payer enters the e-money recipianimber of the mobile purse and

the amount paid, the same data can be specifiethdyecipient as expected

reimbursement

= Payment with specification - the payer enters #aesdata as in function Payment
and in addition the number of goods or order, traesdata may enter the recipient

as expected reimbursement

= Cash withdrawal - the payer enters the number diilmgurse to which transfers

an amount equivalent to the withdrawn cash

= Cash deposit — the recipient of cash enters thebruwf mobile purse to which e-

money will be transferred and the value of the dépd amount in cash

= Transfer to other MP — the sender enters the mdipnobile purse and the value of

the transferred amount

» Transfer to the bank account - the sender compéetdassical electronic payment

order
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= Advice payment- in fact it is a sophisticated foohPayment with specification
and after the selection of Advice payment the pagafirms the reimbursement of
selected amount to the set mobile purse, the pegrersee to who and for what

he/she pays and also the due date

It is possible to determine the target currencythi all payment transactions mentioned
above, in which is exposed bill or in which is reqd the cash withdrawal or to deposit
cash, or for which the transfer is made (both tymesn which is advice paid. Payment
transactions are active only within the applicatomnthe mobile phone. There cannot be

any payment made from the website due to the dgqrecautions.

In addition to payment transactions, the propriebmobile purse could use a range of
other functions. All other features are the ownérthee mobile purse accessible from

mobile phone, the Internet and through custometicer

Especially for the merchants, respectively the beiages, is available a function for the
monitoring of income. This function is used forlrgme monitoring of the payments made
by the counterparty and it is possible to monitoy payment transaction (except a transfer
to a bank account). Monitoring of income is avd#aboth on the mobile phone and on the

Internet, where it is possible to print it out.

Function messages enables the owner of the mobike o receive and open messages -
advertising, forms, advice on the mobile phone amdhe Internet, where it is possible to
print it out.

The statement of transactions function enablesothieer of mobile purse to track the
history of movements on account of electronic mooaya mobile telephone and the

Internet, where the option of printing history isadable.

The lock function is used for initiation of the dipption in the mobile phone into the
standby mode. To end standby mode of mobile pungepwner enters the PIN of the
mobile purse (the string of numbers belonging dalyhe lock function). By entering the
PIN, the mobile purse goes from standby back tonaboperation.
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Function setting of mobile purse includes:
= Settings of favourite mobile purses (number, owatr.,)

= Blocking of mobile purse functions is used to seélety block the possibility to
carry out payment transactions and set, respegtigeange the parameters of other
functions (change passwords, payment, paymentspilcification, withdraw cash,
deposit cash, transfer to another mobile pursestea to a bank account, advice

payment, change of PIN)

» Filter settings for the statement of transactiossused to select and set the
parameters under which the transaction will shoes statements. Filters of the
mobile purse in the mobile phone and on the Intesineindependent. It is possible
to change the time interval of the statement, stateés could be filtered in the
range of amounts, the statements could be chosmrdatg to type of payment

transaction, receiving or vending transaction,ldisé day, week or month

= Change Password allows owners to change the pas®ianobile purse, the same

password is used for access as well on the Internet

= Change MP PIN allows the owner to change the maqtilkse PIN for the lock

function

= Timeout setting enables the owner of the mobiles@uo set the idle period after
which mobile purse, respectively applications ie thobile phone, automatically

turn off

= Application Update facilitates the procedure ofieasploading the current version

of mobile purse into the mobile phone
A help function is standard.

Special function which is accessible for the owrarsnobile purse from the Internet or
through customer service is a function to block emoents and monitoring of e-money

account.
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4.1.5 Technology

The DEMO version was developed which is describettiése following chapters.

4.1.5.1 Software architecture
The system consists of several layers. In the ttpart it is a client application for mobile

phone and web-based application that users couddtluough a web browser. The

operation of these applications is provided by rdmpective web servers. Proper logic of
the system (management of e-money accounts artédalata - such as personal data) is
provided by application server. A database sernawes to the data storage. The
application server also provides the data streaadihg out of the system, it means to
systems providing links to the core systems (batk thterface for transferring money to /

from the system, a data interface of a mobile dpesaSMS gateway), eventually to the

systems of other partners providing specializedices (e.g. advice payment for services,
public transport tickets, etc.).

4.1.5.2 Mobile client
The mobile client consists of applications thatrsssould download and install on their

mobile phones by themselves or it could be dowrddduk the set operator. It is necessary
to activate the application after downloading. dtpossible to consider the creation of
various forms of the applications that could beebasn Java or may be integrated directly
into the mobile phone operating system (such asb&ymapplications), or other supported

devices (PDA, etc.). Mobile client demo versiomiplemented in Java (J2ME).

A necessary condition is that the user has acoets®tmobile Internet (via GPRS / EDGE,

or eventually dial connection through CSD). On thebsite of the operator of mobile

purses, should be an application available to doadlfor free to all interested parties in
the language of the set country. The vast majaftgnobile phones that support running
applications written in Java is able to work witlistapplication. The program does not use
any special features tied to a specific type of megihone so it is possible to use it on all
mobile phones supporting the set Java version axd et the profile MIDP 1.0 or higher

(the Java Mobile Information Device Profile), whid@hifils the vast majority of today

mobile phones.
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Standard HTTP connection is used for communicgtiois is the most feasible in terms of
structure data networks used by mobile operatorscémnecting mobile phones to the
Internet, because it corresponds to a mobile pltonemunications commonly used, such
as Internet mobile browser or wap client). The dedasmitted by HTTP connection is

encrypted at the application level.

4.1.5.3Web client
To access the e-money account via the web interfaceld serve a classic web

application. This interface would be used for ssewapacity, such as activation of mobile
phone application or to obtain overview informati¢@.g. transaction statements of
received payments) in a clearer form than woulgdesible on a mobile telephone or for
printing as well. The application would run in ax@mon web browser (Internet Explorer,
Mozilla, etc.), the communication would be donengsihe https protocol (with certificate

only on the server side from the certification awities such as Verisign, 1. CA, etc.).

To increase the security of authorization, in additto the normal login by number of
mobile purse, username and password, the sendirgg aoinfirmation code by SMS or
eventually a code sent via the mobile client.

4.1.5.4Web client of client service (Service desk)
Support (hot line, resolving complaints, etc.) wbliave an application where the

information needed to resolve problems or reque$tsndividual clients would be
available. For this purpose a web application wdaddavailable only in the workplaces of
support.

4.1.5.5Web servers
In the case of web applications (web-based e-mawegpunts, service desk applications)

the application runs directly on the web servensthie case of a mobile client, special
application runs on the web servers intermediatiata and the communication interface
for application running on a mobile phone. The omwokethe mobile purse is allowed to
passively access the e-money account through acleit. All e-money accounts are
physically realized by a real bank account (grotipogounts), which manages the operator

of system of mobile purses.
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For applications running on web servers, Java 53Bwuld be used, using large libraries
and infrastructure which this platform offers. Agptions would be developed with regard

to scalability and the possibility of using clusbey.

4.1.5.6 Application server
At the centre of the whole system is the applicaterver. There is the management of e-

money accounts and all transactions related todtadso all supportive systems are located
here. The application server would be built ongame technology as web servers (Java /
JBoss) with respect to scalability and possible afsgustering included. Communication
with it would be implemented in a uniform interfacemmon to all functional blocks,
which uses its services. Firstly, it separates ltdggc of operations conducted by the
various e-money accounts from the logic of accetsfaces, and secondly, it would allow
the addition of other client layers either fromatlaccess interfaces for system users in the
future or in the form of automated links to extérsgstems (e.g. electronic coffers).
Communication between web servers and the apmicaerver should be conducted on
the trusted local network, and therefore it is meicessary to solve its security by

encryption at the application level.

4.1.5.7 Database server
For the database server Oracle is the expecteddkgy used. In addition to data storage

there should be dealt with the questions of dambask-up and its subsequent recovery in
case it is needed. It also shows that all relewtaid in the system necessary for its
reconstruction should be stored on this databaseersdn terms of communication, the

exchange of data between the application and ttebdse server would be conducted via
an interface (driver) JDBC. Regarding security,réhare the same rules applied as for

application servers.

4.1.5.8 Data interface of banks
The whole system must be connected to data inesfachich convey a two-way access of

real money flow to and from the system of mobileses.
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4.1.5.9 Mobile operator's SMS gateway
For sending SMS messages, it would be necessasjgto a partnership with mobile

operators. They would then convey the data interfac sending SMS'’s (solutions using

GSM modems are useless on a larger scale).

4.1.5.10 Problem of security
The security of the system is dependent on martgrfcl'he main ones are:

» Technological solution of data communication
» Technological solution of proper application
= QOrganizational solutions of the operation of thstemn
= |dentification elements used
The owner of the mobile purse is identified in fystem of mobile purses by:
= Number of mobile purse (10 digit number).
= Login name (alphanumeric characters).
= Password (alphanumeric characters).
= Possible non-periodical confirmation string senth® mobile client.

In terms of security, it is appropriate that thdiwdual functional blocks or its groups be
conducted on separate computers. This has seyahtages:

= Successful attack on any of the "borderline" servassociated with the
decommissioning would not automatically cause nmaifion of the inner layers of

the system and for this purpose there could beumskrver prepared.

» [Individual servers could be linked by a networkastructure that releases only the
data flows necessary for the operation of the gystthereby reducing the

possibility of subsequent attacks on the inner ptitthe system.

= On the" borderline "servers only a minimum of seweidata is stored.
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The disadvantage is obviously greater demands enirthtallation, maintenance and
monitoring of the system.

In terms of routine system monitoring and the asialpf potential attacks on security of
individual functional units, it is important to kedrack of all transactions, which carry
different functional blocks and of the data whidbwis from it. Therefore, a sufficiently

detailed log must be available for each applicaéiod each data interface with information
about the transmitted data and conducted transectidhere must be a policy of managing
these logs, eventually a system of routine anali@isised on detecting anomalies in
system behaviour. Logs must be retained long endogbe useful for retrospective

analysis of system operations in case of any stsgpeecurity incident.

Logging should be done at two levels. The "higiVelevould deal with creating a record
of all transactions carried out in the system at ldvel of e-money transfers between
mobile purses or eventually purses and the "outaiddd" (a similar survey would be

available to the user through a web client forHas/purse, but it is suitable to have a
central log stored separately). Long-term storagelHfis data is expected. The "low" level
would be for a detailed "technical" log with datansfers of data between functional
blocks, used for the technical analysis of potémtiiablems. The required time of storage

of this data would be shorter.

Personal data of the owner of the mobile purse dvook be stored in the application on
the mobile phone. E-money accounts are protectedl toymber of identification elements
entered by the owner, but there are also othettifttion elements associated with the
activation of applications on the mobile phone usgethe mobile purse is blocked by the
authorized owner (theft or loss of the mobile phone is possible to activate an

application in a new mobile phone and re-estalastess to the original e-money account.

4.1.5.11 Hardware architecture
Throughput of the system would be set around 10t@f¥actions per minute (payment,

confirmation and information transaction betweer timobile client and application

server). The application in the mobile client aglyvcalls the central system.
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4.1.5.12 Internal communication channels
Communication between web and application servedsagpplication servers themselves

would be conducted on the trusted internal netw8dcurity could eventually be increased
"passively” so that the interconnection networkudiire would contain elements with
operation filtering (firewalls, smart switchers kvipacket filters, etc.) and restrictions of

communication between servers only for data stregrof the system.

4.1.5.13 Internet communication of mobile client
HTTP would be used to communicate over the InterBetause the data transmitted by

this protocol is not encrypted, this issue mustsb/ed on both sides by the relevant
applications (application in the mobile phone amgpli@ation on the web server).
Encrypted data would be transmitted inside the HE®@fmunication. For this purpose, a
combination of symmetric and asymmetric ciphers lkdae used. Asymmetric ciphers
would be composed of a pair of keys (private, whichuld be stored on the server and the
public, which would be downloaded by the applicatam the mobile phone). The pair of

keys would be changed regularly and would be unfqueach mobile purse.

4.1.5.14 The process of establishing a mobile purse in thgstem
Each mobile purse requires contractual arrangeni@tigeen the operator of mobile purse

and the owner of mobile purse. The contract wowddirbplemented within the mobile
purse registration process. Registration would deedby entering personal data of the
owner of mobile purse, either in person or by reamatcess. Registration could be done
either without identity authentication, which meagetting up of mobile purses with
restricting of payments for certain categories obds and services (such as alcohol,
eroticism, gambling), or with verification of idetyt in this case identity authentication
forms part of the registration. The customer eghbt a new mobile purse by registration
— by completion of personal, business or enterpdat and by their confirmation.
Registration could be done in several ways. It Wdag possible to use both the Internet
and a mobile phone for registration so free acdesanlimited registration would be

available almost anytime to anyone.

Registration would be available either for citizemwsfor entrepreneurs and companies in
the form of:

67



= Self-registration on the Internet (on the operataebsite)
= Self-registration using a mobile phone with ingdlmobile client
= Registration using the client service ( Call Centriethe system operator

= Registration at selected POS locations with enlthrexecess to the operdsor

website

4.2 Questionnaire

The idea of the questionnaire was to confirm theoftiyesis that if there was a
multifunctional, fast and secure mobile paymentieays the population would use it for
their every day purchases. The technical part okas done through the website for

research called Vyplnto.cz.

The questionnaire was distributed to almost 400pjeeolt was created in the Czech
language. The translated text and questions ofgtiestionnaire are displayed in the
supplements. It consisted of fifteen, respectiveventeen, questions connected to

volume, place and payment tool of the purchases.

In addition, there were another two questionnaireated, one for fast food chains and the
second one was conceived for big petrol stationinshan the Czech Republic.

Unfortunately, these companies did not cooperatie this market research.

4.2.1 Reality of the Czech market

Despite the increased supply of online payment atsthCzech user preferences remain
the same. Cash on delivery absolutely dominatdovied by a bank account money

transfer payment. Cash on delivery (Czech Post, ,[FH), private delivery, etc.) is used

by 70% of the customers based on statistics (aoaptd the Association for Electronic

Commerce it is about 80% of the customers).

People consider cash on delivery as the most deedikecause they give money from the

hand in the exchange for tangible goods. Customersven willing to pay extra money

68



for the cash on delivery and thus cover the costso@ated with it. The biggest
disadvantage for traders in this case is delaystt faw, as the money for the goods
arrives several days after its expedition. Banloant money transfer refers to around 15%
of the market share. Its popularity is based onldke prices. Both parties pay only the

charges.

Although it is nowadays secure due to the 3-DSepangnent protocol, customers still
fear using bank cards on the Internet. Unfortuya&ten from the perspective of a trader,
it is not the best method. There are high transaatbsts, typically from 1.5 to 4%, and
there is no money in the account immediately, @nlia just a confirmation of the

transaction.

Due to the above mentioned defects, banks aregtrigincircumvent them via payment
buttons. After clicking on the button an e-shopegates a payment order and redirects the
user to the Internet banking. The advantages avws There is the elimination of the
card association, which reduces transaction cadtsrbl%. The disadvantages may be a
small extension for the time being, or problemshwaertificates when logging onto
Internet banking. The oldest in the market is anpayt button by eBanka, Raiffeisenbank
eKonto is involved in the e-commerce transactiond45%. Another payment button that

can be mentioned is Mojebanka.cz by Kotnébanka.

An interesting alternative for smaller purchases muicropayments. There is no money
used from the bank, but from the so-called eleatrgurse. The method is suitable for
payments in the range of hundreds, so typicallyaioy tickets. The question is whether

these systems will survive. History of the Czedennet has seen several failures.

Mobile phone payments are useful only if a user finesd costs and a high degree of
impulsiveness to purchase. Negatives are cleadynalgigh transaction costs, when the
operator charges tens of percent. Another variarthé Premium SMS, but they had a
ceiling at 99 CZK till the February 2011 when itsnacreased up to 600 CZK, and a large
percentage of money is received by the operatmiedlly up to 70%. [46]

4.2.2 Analysis of the results
As the contrast to this information, there are rigults from the questionnaire regarding

SMP4U. There were finally 118 respondents. The ntgjof the respondents were aged
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between 25 and 34 years (62.7%), respondents egadlB to 24 years are represented by
24.6%, 11% are people aged between 35 and 49 dynd Gn% of respondents were aged
50 or more. It is important to mention that SMP4Urieant to be a useful payment tool for
people in the middle age so the majority of reseoitsl of this questionnaire refer to the
primary idea of it. The majority lives in the cibyer 100,000 inhabitants (71.2%), towns
from 20,000 to 100,000 inhabitants were represeoyetil % and other domicile by 17.8%.

Further important information is that the majongis represented by female (64%), who is
connected to the idea of shopping. This could ke ss an advantage due to further

positive results.

What are the main advantages and disadvantagesamuhink about in the cashless

payment systems which you use?

Among the main advantages were specified securdyneed to have cash in the wallet,
easy usage, it is fast and available, people caterdestant payments from home, it is a
universal, multifunctional and reliable tool. Moxew, there is no need to withdraw money
from ATM and also no need to go to the bank. Ipassible to use more money than

available in the wallet and last but not least thattransaction fees are paid by merchants.

On the other hand, as disadvantages, there wergomea security (so this is interesting
that some perceive it as an advantage while otherseive it as a disadvantage) and in
total the possible risk of abuse. High fees forehants mean they do not want to accept it.
Some respondents were concerned about lower carfttmdw much they spend and there
was also an opinion of payment before delivery, imgk difficult to get money back. The
main problem and threat is clear, the majoritytamneking about the security, ease to find
out the personal data connected with data secwitgn entering PIN, possibility of
incorrectly entering bank account number connegtdl the particular rate of stress if
money arrives where intended, long duration of nyamansfer in case of bank account
money transfer, poor overview about the amount @aid not immediate balance of

account available, and finally as a whole the askbuse mentioned above.

Another crucial reply was regarding the place ofment, that it is not accepted

everywhere, the same thing when the terminal doésvork, not all international e-shops

accept Czech credit cards. A further opinion was then the client has lost a credit card,
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he/she has to wait some time before getting a nesy as well as there are payments for
the administration of the accounts. Finally, onspondent thinks that for smaller
purchases it is quicker to pay in cash and thaetloashless payments make people spend
more than they wanted before, which is true whay ttho not see the immediate balance

of the account.

These are the essential questions and answerstlguestionnaire. At the beginning of
this questionnaire there were the specificationSMP4U. In the case of the launch in the

Czech market, would you be willing to use it?

Graph 1. Willingness to use SMP4U
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If you would not be willing to use it, why?

Respondents concurred that they do not have enofgmation about the product, then
also that they do not trust this new product despitany advantages. There was also
mentioned things like it would bring other feesattht is a toll to support impulsive
purchases. The main issue was the fear of abusasm of theft of the mobile phone. In
addition, the opinion is that there already aretaof payment systems on the market and
that up to day that there is no need in usinga& respondents were not willing to pay
for Internet on the mobile phone. Moreover, it e mentioned that the respondent does
not want another party in the payment included pitee bank and him/her, but this also
stems from insufficient information, because whemg SMP4U, it is without the third
party. The remaining share of respondents was itign&bout the necessity of controlling

another account which requires additional operation

Regarding the average number of daily payments,rédpondents (97%) make up to five

payments daily while the remaining 3% up to tennpamts.
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4.2.3 Conclusion of the questionnaire survey
To conclude this questionnaire, first it shouldrbentioned that the main aim was to find

out whether people would be willing to use SMP4lhot. That was the set hypothesis. If
their answer was yes, then it will be useful tanlgtuit on the market as a new product, but
in the case where people would refuse it, theretieeno point in launching it.

The most important finding from this survey is tii&26 of respondent answered that they
would be willing to use SMP4U if launched in thee€Cla Republic. This is really a very
positive result. Maybe when more information is yided to the rest, some of the
remaining 25% would change their mind because sesmondents replied they would not
use it due to a lack of information. This is a m@asitive result than was primarily

expected.

After examining in depth the relation of dependebheéveen the questions (correlation),
further results were found. 69 respondents (58%)ldvbe willing to use SMP4U and at
the same time have or would acquire Internet iir thebile phones. 14 respondents (12%)
would not be willing to use either SMP4U nor to @icg Internet on their mobile phones.
There were 16 respondents (14%) who have Inteméber mobile phone, but would not
be willing to use it. Maybe with more informationdatime they could be new potential
customers. 19 respondents representing 16% dielespondents would be willing to use
SMP4U, but they do not want to acquire Internettiogir mobile phones. Out of this
analysis, it is possible to conclude that theranisncrease of possible usage SMP4U from
58% up to 88% of respondents. These 88% are orppthgtical because they include

those potential customers as mentioned above.

51 respondents (43%) do up to five payments dalara average at the same time with
higher amount than 300 CZK for one payment. 3 redpots (3%) represents the rest, up
to ten payments a day in the amount up to 300 CaKohe payment. 64 respondents
(54%) refer to five payments a day in the amountaup00 CZK for one payment. Out of

this information arises the fact that the majoaiecutes up to five payments daily in the

amount of up to 300 CZK per single payment.

Finally, 36 respondents (31%) would be willing seut and they do daily in average up to
five payments in the amount higher than 300 CZK46482 respondents) is the same case

72



except the fact that they pay on average less 308nCZK per payment. These are the
75% of potential customers to which SMP4U will bedsed.

5 Conclusions

A few years after the economic crisis, the CzecpuRéc has rebounded in 2011 from the
bottom, obviously due to the global recovery andoaits strong fundamentals. The
financial sector is relatively stable and the Czechnomy benefits from the recovery of
trading partners from the euro areas such as Gegrnharcontrast, there are many policy
challenges which should be considered and solveehwetse the public debt will continue

to grow. On the other hand, the recovery is expketdeslow down in the near future. This
IS an important fact, but in the period of the isripeople still needed to pay for their
consumption. According to the report of tieska spiitelna, one of the significant banks

in the Czech Republic, its clients conducted 95iian transactions by bank card at the
merchants totalling 82.4 billion CZK in 2010, whichabout 860 CZK on average per a

transaction.

However, APEK (Association for Electronic Commercenfirms that the most popular
payment instrument in the Czech Republic is safifcon delivery. It is offered by 97% of
e-shops and customers use this form in 70-80% sdésxcadn the Western world, cash on
delivery belongs to the third most favourite payimethod (around 12%) and preferred
payment method is payment by bank card (80%). Thexeaccording to the newest
results the popularity of non-cash payments iseiasing in the Czech Republic, but it still
does not reach the world level. From this informdtiit is obvious that there is still great

potential in this business area.

According to the survey, mobile payment systems @eeceived positively among the
Czech population and this fact shows that thergpace for such systems on the Czech

market.

Recently, online payment systems particularly usee-business and according to its
character, did not belong among universal and foualttional systems, therefore its use
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was mostly restricted to determined types of pwsebafor example for e-shops, SMS for
public transport tickets and so on. For this reasois considered that the spreading of
these types of systems would not be significantvattays, there isn’t a product available
that can be used universally for any transactika tihe Internet, POS, restaurants, parking,
digital TV, local authorities etc. SMP4U could beetsolution system which offers such
possibilities and in addition is not built on thentmon e-money carrier (mostly plastic
card), but it enters into the device with the hpgitential of spreading and using — to the

mobile phone.

As the part of the business plan, there was alsmastment evaluation done to assess
whether the project is feasible. Results were asting for the potential investor. NPV in
the last year of the calculations, year 2016, isualb32 million CZK and IRR is in the
same year at 80,6 %. Profitability index showsrdsalt of 16,27.

The questionnaire was conducted to find out noy ariether it would be useful to launch

SMP4U, the multifunctional mobile payment system,tloe market as a new product and
whether people would be willing to use it. The sywvas also done to verify the

correction of settings of the business model esfigaiegarding average number of daily
payments and its amounts. The survey showed thiaigseof the model correspond with

the reality. 115 respondents (97%) make up to fisgments daily and 43% pays more
than 300 CZK per transaction.

The results were quite surprising. 75% of respotelanswered that they would be willing
to use SMP4U if launched in the Czech RepublicoAlss necessary to consider that the
real applicable result is 58% of respondents waidd SMP4U, because its function is
directly connected with the Internet on the molpif®ne and the remaining 17% of those
who would be willing to use it do not have nor wamtacquire Internet on their mobile

phones. Despite this fact, the result of 58% isadly significant result.

Examining the payment system market, the core mmébion gained is that it is really
fragmentized. In the Czech Republic, there sti#vails popularity of cash on delivery, but
non-cash systems as mentioned above have big {@tenthe near future. SMP4U offers
advantages in the sense of the multifunctionalyrgeand fast solution with relatively low

fees as a mobile payment system. The use of swystam is possible everywhere and
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anytime, for example on the Internet, brick and taroshops, when transferring money,
charities (DMS), public transport tickets or era@rinent or flight tickets and more. If it
gets the possibility to launch, the credit card panies, banks and operators would face a

significant competitor in many fields.

Wouldn't it be nice to have such a payment toolespnting all the ways of transacting by
hand, in the pocket, ready to use every time whessded? That is the important issue for

the potential future development of SMP4U and osinailar systems.
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7 Supplements

7.1 Survey of the interest in the new product - mobilgpayment system SMP4U
Special application in the mobile phone allows aru® make and receive payments

anywhere, anytime, to anyone just entering the arnand number of mobile purse of the
recipient. SMP4U fully preserves the anonymity loé payer. Security is at least at the
same level as it is at Internet or GSM bankings&bup this system, there isn’t any special
investment required, the only condition is to aativthe Internet connection on the mobile
phone. SMP4U also allows cash withdrawal or transféunds between mobile purses of
the payer and recipient. The mobile purse accoaunldcalso be used for the transfer of
money from bank accounts or postal money ordefs Bilgether with tickets or vouchers

in electronic form are available online on the ni@pihone.

SMP4U could be used for instance in the brick amdtan shops , on the Internet, when
paying for fuel, taxi fares, tickets for public misport, for flight tickets, parking, etc.
SMP4U could replace a personal wallet, current aetwith bank cards and appropriately
complement the Internet banking systems.

SMP4U could represent a safe alternative of incam# administration of payments for
entrepreneurs and eliminate the risk of handlirghcét allows an instant overview of all

payments made and received and the account badaoees money immediately available.
The advantages are the low fees the beneficiary gag to the type of payment from one

percent to a maximum amount of five CZK.

The questions were as follows:
Where do you mostly shop? A brick and mortar shaternet

What is the preferred form of payment you use wstespping on the Internet? Credit card,
PayPal, Cash on delivery, Bank transfer, Other

What are the main advantages and disadvantagesamuhink about in the cashless
payment systems which you use?
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At the beginning of this questionnaire was the gpation of SMP4U. In the case of the
launch at the Czech market, would you be willingise it? Yes, No — Why?

Which advantages of the SMP4U from the specificetiabove captured your interest?

Multi-functionality, Speed, Security, Low fees

For SMP4U functioning, it is necessary to have doaded a special application on your
mobile phone. Which installation do you prefer?d8aal download from the Internet,

record of the application at the set operator

Where would you be willing to use SMP4U? Interreethrick and mortar shop, other -

parking, fast food, petrol stations, cultural egewharity, etc.

Would you also be willing to use SMP4U within yobusiness? If you are not an

entrepreneur, this question is meant hypotheticais, No

What is the amount you would be willing to pay ntdntfor the administration of the
software application? Up to 10, 30, 50 CZK

Do you have the Internet on your mobile phonetf would you be willing to acquire it
for the purpose of SMP4U? | have, No | have notesM would, No | have not — No, |

would not

How many payments do you make daily in average®ol 10, 20 and more payments
What is the average amount of your payments? 0@ 200, 300 and more CZK

Sex: Male / Female

Age: 18— 24,25 - 34, 35-49, 50 and more

Residence: City over 100,000 inhabitants
Town from 20,000 to 100,000 inhabitants

Other domicile
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7.2 Results of the questionnaire

Graph 1. Where do you mostly shop?

M Brick and mortar shop

M Internet

Resource: Own survey at Vyplinto.cz [9]

Graph 2. What is the preferred form of payment yseiwhen shopping on the Internet?

H Cash on delivery
H Bank account money
tranfer

u Credit card

HPayPal

& Other
Resource: Own survey at Vyplinto.cz [9]

Graph 3. Which advantages of the SMP4U from theiBpations above captured your
interest?

60%

® Multifunctionality
HSpeed
uLow fees

= Security

Acvantage

Resource: Own survey at Vyplinto.cz [9]
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Graph 4. For SMP4U functioning, it is necessarh&ve downloaded special application
in your mobile phone. Which installation do youfpr@

M Personal download from
the Internet

M Record of the applcation
at the set operator

Resource: Own survey at Vyplinto.cz [9]

Graph 5. Where would you be willing to use SMP4U?

80%

70%

0%
B [ntemmet
50%
B Other - patking, fast food, petrol

slations, cullural events, cuarity .
efc

= Abrick and mertar shop

£0%

30%

20%

Resource: Own survey at Vyplinto.cz [9]

Graph 6. Would you also be willing to use SMP4Uhinityour business? If you are not an

entrepreneur, this question is meant hypothetically

M Yes
H No

Resource: Own survey at Vyplinto.cz [9]
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Graph 7. What is the amount you would be willingpay monthly for the administration of
the software application?

B Up to 10 CZK
B Up to 30 CZK
@ Up to 50 CZK

Resource: Own survey at Vyplinto.cz [9]

Graph 8. Do you have the Internet in your mobilem? If not, would you be willing to
acquire it for the purpose of SMP4U?

Yes, Tdo
ENo,Tdonot - Yes. Twonld

WNo,Idonot - No, I'would not

Resource: Own survey at Vyplinto.cz [9]

Graph 9. What is the average amount of your paysfent

HUpto100CLK
BUp to 200 CZK
HUpto300CZK

@ Morc

Resource: Own survey at Vyplinto.cz [9]
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7.3 Overview of the mobile payment systems in the world

Figure 1. Mobile Payment Systems in the world

Mobile Money Transfer (P2P)

1.7 Billion unbanked mobile users (2012)

\ In 2 years, mPesa Kenya went J

illi 1
MOBILE from 0 to 8+ million users!!!!
PAYMENTS

MOBILE PAYMENTS

—SmarlPay - Mobile purchases

; 'ngt_la\nisian <
Qraisag,
¥,

Examples of live or on-going projects in

Kenya: Safaricom launched in partnership with Vodafone
Kenya: Zain is re-launching ZAP, their mobile money product; Telkom is preparing
the launch of Orange Money
Uganda: MTN has launched MTN Mobile Money

Uganda Telecom s investigating mobile financial servi
Monitise has received a grant to launch mobile financial services in East Africa
DRC: Celpay (bank) launched an M-banking offering
DRC: Zain is Initiating talks with the BCC and has partnered with Citibank
Ghana: Flash me cash Is a mobile banking solution that has been launched in
Ghana and Nigeria
Ivory Coast: MTN has launched their mobile money offer, Orange Money was
launched as well
Nigeria: Zain, MTN, MoneyBoxAfrica are all active present
Tanzania: Vodacom launched the M-Pesa product in the market

India

Source: Amarante Consulting Intelligence

Mobile Payments Seriesm ©mPay Connect, Inc.
January 2010 mgencer@mpayconnect.com

Resource: mPay Connect, Inc. [44]
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7.4 Estimations of average number of mobile purses inhe Czech
Republic

Graph 10. Average number of mobile purses in trecERepublic

Average number of mobile purses (Czech
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Resource: Own calculations

Graph 11. Average number of merchamhobile purses in the Czech Republic
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Resource: Own calculations
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7.5 Excel tables from the calculations of the model

Table 1. Trade model

TRADE MODEL (VAT incl. )
types of mobile payment operations with e-moneigansystém of mobie purses senices in|
payment payment with specification advice money transfer cash the system
Goods Services Fuel Internet} :gi';s Credit recharCash on delivefublic transp. tickj ~ Tickets Parking Meal vouchel DBTV Post mon.ord{ Invoices | within MP| to bank.ad Deposi V\ﬁthdra‘-‘g]d mi::lee e
4 4 0,3 2 0,01 0,1 01 4 1 4 4 0 0,1 0,1 0,1 3 0,1 0,3 1 TRS/month
. 100 100 1000 50 3000 200 500 25 100 40 80 0 500 50§ 30p 30p0 500 0 10 g CZK per TRS
0,00 0,00 5,00 0,00 0,00 0,00 10,00 5,00 5,00 5,01 1,00 0po 00 3, 3,00 0,00 3,00 0,00 0,00 35 CZK from TRS
1 1 1 1 1 5 0 0 0 0 1 10 0 0 1 0 1 1 0 % per TRS
6 6 0,4 4 0,05 0,2 0,2 6 2 6 6 0 0,3 0,3 0,3 6 0,1 04 1 TRS/month
150 150 1100 60 4000 300 800 25 120 40 80 0 600 10Q0 500 50p0 1p0o0 500 1 0 CZK per TRS
2013 0,00 0,00 5,00 0,00 0,00 0,00 10,00 5,00 5,00 5,01 1,00 0po 00 3, 3,00 0,00 3,00 0,00 0,00 35 CZK from TRS
1 1 1 1 1 5 0 0 0 0 1 10 0 0 1 0 1 1 0 % per TRS
12 12 0,7 10 0,1 03 03 10 2 10 8 0,1 04 04 0,6 10 0, 0p 1 TRS/month
200 200 1100 70 5000 400 1000 25 150 40 80 5( 60! 1000 640 8000 0 1p0 2000 0 CZK per TRS
2014 0,00 0,00 5,00 0,00 0,00 0,00 10,00 5,00 5,00 5,0 1,00 0po0 00 3, 3,00 0,00 3,00 0,00 0,00 35 CZK from TRS
1 1 1 1 1 5 0 0 0 0 1 10 0 0 1 0 1 1 0 % per TRS
14 14 0,7 12 0,1 03 03 12 2 12 8 0,3 04 04 0,6) 12 0, 0p 1 TRS/month
200 200 1200 80 5000 400 1000 25 150 40 80 5( 60! 1000 640 8000 0 1p0 2000 0 CZK per TRS
2015 0,00 0,00 0,00 0,00 0,00 0,00 10,00 5,00 5,00 5,0 1,00 0po 00 3, 3,00 0,00 3,00 0,00 0,00 35 CZK from TRS
1 1 1 1 1 5 0 0 0 0 1 10 0 0 1 0 1 1 0 % per TRS
16 16 0,8 12 01 0,2 0,3 12 2 12 8 0,8 0,4 0,4 0,6 12 0, 0p 1 TRS/month
SOHE 250 250 1200 100 5000 500 1000 25 150 40 80 8( 60 1000 640 8Jo0 00 15 2000 0 CZK per TRS
0,00 0,00 0,00 0,00 0,00 0,00 10,00 5,00 5,00 5,01 1,00 0po 00 3, 3,00 0,00 3,00 0,00 0,00 35 CZK from TRS
1 1 1 1 1 5 0 0 0 0 1 10 0 0 1 0 1 1 0 % per TRS

Resource: Own calculations

88



Table 2. Revenues

REVENUES
payment payment with specification advice money transfer cash admin.fee for,
- Flight - ) ) ) ] ) ) " ] Total per quarte| Total
Goods Services Fuel Internet tickets, Credit recharCash on delivepublic transp. tick| ~ Tickets Parking Meal vouche] DBTV Post mon.ord{ Invoices | within MP| to bank.ad.  Deposif Withdrafval )
20 000 20 000 22500 5000 1500} 5 000 5 000 100 00 25 0p0 100 000 36 000 0 3000 3000 0 45 00! 0 0 175 000 566 000
2012 240 000 240 000 270 000 60 000| 18 00p 60 000 60 000 D00 300 000 1200 009 432 00 0 36 00 36 090 0 540 00 100200 6 792 000
420 000 420 000 472 500 105 00 3150p 105 0p0 105 0pO 00200 525 000 2100 00 756 00 0 63 00 63 000 0 945 P00 0 3675000 11 886 000
600 000 600 000 675 000) 150 00 45 00p 150 0p0 150 0pO 00800 750 000 3000 00! 1080 090 0 90 00p 90 0p0 0 Des(q 0 0 5250 000 16 980 000 36 224 000
1755000f 1755000 1248000 468 000 390 0p0 585 00 0890 5850 000 1950 00 5850000 2106 400 0 351000 0661 0 3510 000 0 0 6 825 00( 33 384 000
2013 2160000] 2160009 1536000 576 000 480 0p0 720 Qoo 0@80 7200 000 2400 00 7200000 2592400 0 432000 0d@82 0 4 320 000] 0 0 8400 00( 41 088 000
2565000] 2565000 1824000 684 000 570 0p0 855 (00 0600 8550 000 2 850 00 8550000 3078 (00 0 513700  06a3 0 5130 000 0 0 9975 00( 48 792 000
2970000] 2970009 2112000 792 00D 660 0P0 990 o0 0660 9900 000 3300 00 9900000 3564 400 0 594 (J00 0604 0 5940 000] 0 0 11 550 00| 56 496 000 179 760 000
9000000] 9000009 4200000 26250p0 1875p00 D@60 1125000 18 750 000 3750000 18750 00 5 400/00@7 500 900 000 900 009 0 11 250 00 0 0 13125 (00 103 087 500
2014 10 080 004 10 080 00| 4704000 29400p0 2100000 0D6@ 1260 000 21 000 000 4200040 21000 P00 60880210000 { 1008000 1008 0dJ0 0 12 600 900 0 0 14 700 P00 115 458 000
11160004 11 160 00| 5208090 32550p0 2325/000 0200 1395000 23250 000 4650090 23250000 6606032500 1116000 1116000 0 13950 00 0 0 16 275 P00 127 828 500
12 240 004 12 240 00| 5712090 35700p0 2550000 0306 1530000 25500 000 5100000 25500 P00 7 3@40@55000| 1224000 1224000 0 15300 00 0 0 17 850 P00 140 199 000 486 573 000
15540 004 15 540 00| 4662000 53280p0 2 775/000 036G 1665 000 33 300 000 5550000 33300p00 790210B32500| 1332000 1332000 0 19 980 00 0 0 19 425 P00 171 883 500
2015 16 800 004 16 800 00| 5040040 57600p0 3000000 0360 1800 000 36 000 000 6000000 36 000 0O 8 680{0®O0 000 | 1440000 1440 0Q0 0 21600 900 0 0 21000 P00 185 820 000
18 060 004 18 060 00| 5418090 61920p0 3 225/000 0380 1935000 38 700 000 6450000 38700 P00 9 2680®67500| 1548000 1548000 0 23220 400 0 0 22 575 P00 199 756 500
19320 004 19 320 00| 5796000 6624 0p0 3450000 0408 2070 000 41 400 000 6900000 41 400p00 9986/0D035000f 1656000 1656000 0 24 840 P00 0 0 24150000 213 693 000 771 153 000
29 400 00 29 400 00 7056000 88200p0 3675/000 5360 2205000 44100 000 7350000 4410000 10664 @ 704000 1764000 1764000 0 26 460 P00 0 0] 257@5[00 250 782 000
2016 30 600 00 30 600 00 7344000 91800p0 3825/000 538a@ 2295000 45900 000 7650000 45900 P00 11006 @ 896000 1836000 1836000 0 27 540 P00 0 0| 26 7G5[00 261 018 000
31800009 3180000 7632090 95400p0 3975/000 5300 2385000 47700 000 7950000 4770000 11@836088000 1908000 1908 0Q0 0 28 620 P00 0 0| 27 8@5[00 271 254 000
33000 00d 3300000 7920090 99000p0 4125|000 540@ 2475000 49 500 000 8250000 4950000 118806280000 1980000 1980 0Q0 0 29 700 P00 0 0] 28 805/00 281490 000 | 1064 544 00!

Resource: Own calculations
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Table 3. Tariff rates of advertisement

TARIFF RATES OF ADVERTISEMENT SALES, MARKETING INFO RMATION AND ADMIN. OF LOYALTY PROGRAMMES
ads (information) / questionnaire (894ymbols, grap hics) | marketing information from i@ieg monthly (sales revenues in CZK per ydar) adofifoyalty programmes per month (sales revenué&sZK per year)
200MP 1000MP | 10ths.MR 100ths.MP 500ths.tP  1milMP  >1mi{M to 3mil. to 12mil. | to 60mil. [ to 120mill  to 600mi. >600. to 3mil. to 12mil. [ to 60mil. | to 120mil t5 600mil.| >600mil.
price 50 250 2 500 25000 50 000 80 00! 100 oo 500 2 0Qo 10doo0 00@0 60 000 200 000 500 2000 10 00 20040 60 000 200 000
e 75 375 3750 37 500 75 000 12000p 150 400 - - - - - - - - - - - -
15 5 1 0 0 0 0 15 5 1 0 0 0 0 0 0 0 0 0
60 20 2 0 0 0 0 60 20 2 0 0 0 0 0 0 0 0 0
2012 105 35 4 0 0 0 0 105 35 4 0 0 0 0 0 0 0 0 0
150 50 5 0 0 0 0 150 50 5 0 0 0 0 0 0 0 0 0
260 195 20 7 0 0 0 260 195 20 7 0 0 20 7 0 0 0 0
320 240 24 8 0 0 0 320 240 24 8 0 0 24 8 0 0 0 0
2013 380 285 29 10 0 0 0 380 285 29 10 0 0 29 10 0 0 0 0
440 330 33 11 0 0 0 440 330 33 11 0 0 33 11 0 0 0 0
625 375 63 25 13 3 0 625 375 63 25 13 0 63 25 13 0 0 0
700 420 70 28 14 3 0 700 420 70 28 14 0 70 28 14 0 0 0
2014 775 465 78 31 16 3 0 775 465 78 31 16 0 78 31 16 0 0 0
850 510 85 34 17 3 0 850 510 85 34 17 0 85 34 17 0 0 0
925 555 93 37 19 4 2 925 555 93 37 19 2 93 37 19 2 0 0
1000 600 100 40 20 4 2 1000 600 100 40 20 2 100 40 20 2 0 0
2015 1075 645 108 43 22 4 2 1075 645 108 43 22 2 108 43| 22 2 0 0
1150 690 115 46 23 5 2 1150 690 115 46 23 2 115 46 23 2 0 0
1225 735 123 49 25 5 2 1225 735 123 49 25 2 123 49| 25 2 0 0
1275 765 128 51 26 5 3 1275 765 128 51 26 3 128 51 24 3 0 0
2016 1325 795 133 53 27 5 3 1325 795 133 53 27 3 133 53| 27 3 0 0
1375 825 138 55 28 6 3 1375 825 138 55 28 3 138§ 55| 28 3 0 0

Resource: Own calculations
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Table 4. Revenues from advertisement, marketingnration and admin. of loyalty programmes

REVENUES FROM ADVERTISEMENT, MARKETING INFORMATION  AND ADMIN. OF LOYALTY PROGRAMMES
ads (information) / questionnaire (BD4ymbols, graphics) | marketing information from igpiag monthly (sales revenues in CZK per yelar) adofiloyalty programmes per month (sales revemu€&ZK per year)
200MP 1000MP | 10ths.MR 100ths.MP 500ths.d/| P 1mil.MP >1nﬂ|M to3mil. | to12mil. | to60mil.| to120mi| to 600mi.  >66. to3mil. | to12mi. | to60mil.| to 120mill t5 soomil.| >600mil.
price 50 250 2500 25000 50 000 80 00! 100 (oo 500 2000 10900 00@0| 60000 200 000 500 2000 10 00! 20040 60 000 200 000 ol per Q foel
CK 75 375 3750 | 37500| 75000 12000p 150 400 - - - - - - - - - - . .
938 1563 1563 0 0 0 0 7500 10 00 500 0 0 0 0 0 0 0 0 0] 2656
3750 6250 6250 0 0 0 0 30 000 40 00 20040 0 0 0 0 0 0 0] 0] 0 106 25
2012 6563 10 938 10 938 0 0 0 0 52 500 70 00p 35000 0 0 0 0 0] 0] 0 q 185938
9375 | 15625 | 15625 0 0 0 0 75000 100000 50000 0 0 0 0 0 o q [ 265 62 584 315
16 250 60 938 60 938 203 12! 0 0 0 130 000 390 00 195 p00 0 043 0 0 9750 13 000 0 0 0 0 1209 00§
20 000 75 000 75000 250 00! 0 0 0 160 000 480 000 240 P00 0 00® 0 0 12 000 16 000 0 0 0 0 1488 OOI)
2013 23 750 89 063 89 063 296 87! 0 0 0 190 000 570 Q00 285 P00 0009 0 0 14 250 19 000 0 0 0 0 1767 OOl)
27500 | 103125| 103129 34375 0 0 0 220000 66000 3300020 000 0 0 16500 | 22000 0 0 0 0 2046000 6510000
39063 117 188 195313 781 25| 781 230 250 000 312 500 0 00B 625 000 500 000} 750 00! 0 3125p 50 0q0 125 (00 q q 51307 81
43750 131250 218 75( 875 00| 875000 280 000 350 P00 0 0@ 700 000 560 000} 840 00! 0 3500p 56 090 140 00 q q 5944 75
2014 48 438 145 313 242 184 968 75| 968 740 310 000 387 500 0003 775000 620 000} 930 00l 0 38 75D 62 090 155 (00 q q 6581 688
53125 159 375 265624 1062500 1062400 340 00 D @250 1 020 000 850 000] 680 00f 1020 0p0 0 42500 68000 0Q00 0 0 0 7218 62 25 052 8f5
57 813 173438 289063 11562%0 11563450 370000 2312362500 | 1110 00 925 00 740000 111000 370 090 5@62 74000 185 000 37000 0 0 8493 81
2015 62 500 187 500 312500 1250000 1250Q00 400Q00 264 0G00 000 | 1200000 1000000 800040 1200 (00 4000p0 0060 80 000 200 000 40 000] 0 0 9182 50
67188 201 563 335934 1343740 13437450 430000 264 7537500 | 1290000 1075000 860040 1290 G00 4300p0 7563 86 000 215000 43 000] 0 0 9871 1813
71875 | 215625| 359379 1437500 1437900 460000 2895(675000 [ 138000 1150000 920000 1380000  4600p0 5067 | 92000 | 230000[ 46000 0 0 10550876 38107315
76 563 229 688 382813 15312%0 1531350 490Q00 304 2%12500 | 1470000 1225000 980040 1470000 4900p0 2561 98 000 245000 49 000] 0 0 11248 568
79 688 239063 398439 15937%0 15937150 510000 30§ 7$%37500 | 1530000 1275000 1020000 1530Pp00 510 0pO 63 750 102 000 255000 51004 0 0 11707 68L
2016 82813 248 438 41406 16562%0 1656450 530000 3312%62500 | 1590000 1325000 10600P0 1590 P00 530 0pO0 66 250 106 000 265 000 53 004 0 0 12 166 81
85938 257813 429684 1718740 17187150 550000 333 7$%87500 | 1650000 1375000 11000p0 1650 P00 550 0pO0 68 750 110 000 275000 55 004 0 0 12 625 93p 47 749 0D0

Resource: Own calculations
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Table 5. Estimation of partial investment costs

ESTIMATION OF PARTIAL INVESTMENT COSTS
price of office| price of PC | outsourcing no. of  |acquir.of dB| costs for | fix.pay.tarnff | no.of md [ invest.costs | Q.(5,5%) | swlicence| othersw | costpersw/| exch.rate
per settings of| fees fordB| price per licence
reconstr. network permonth [ employees SW acq. per md SW applic. |maintanance] empl. price (depreciated)| CZK/EUR
0 0 10 000 9 5060 000 1200 0dO 10 000 42 420 00p 344 300 0003 | 500 000 617 000 25
500 000 500 000 10 000 10 0 0 10 000 63 630 000 344 300 a3go O 13 000 25
2012 0 0 15 000 13 0 0 10 000 0 0 344 30 13 00D 0 39 00p 25
0 0 20 000 21 0 0 10 000 63 630 000 344 300 13 000 0 104 00 15
500 000 500 000 5060 00p 1200000 1680 090 1377]200 73 0G0
1 000 000 1 000 000 20 000 32 10 120 00 1 200 pOO 10 000 126 1260 000 966 900 14 000 1500000 1654 d00 2
0 0 20 000 32 0 0 10 000 126 1260 00 966 990 14 000 0 0 2p
2013 0 0 25 000 41 0 0 10 000 0 0 966 90 14 00D 0 126 000 2
0 0 25 000 41 0 0 10 000 63 630 000 966 970 14 000 0 0 2%
1 000 000 1 000 000 10120 0p0 1 200 OO 3 150 0p0 36067 1780 000
1 000 000 2 000 000 30 000 51 15 180 (00 2 400 P00 12 000 189 2 268 000 1933 80 14 004 2000 00 2 140 Qo0 2p
0 0 30 000 51 0 0 12 000 189 2268 00 1933 400 14 0p0O a 0 b
2014 0 0 35 000 60 0 0 12 000 0 0 1933 840 14 00D 0 126 000 2b
0 0 35 000 60 0 0 12 000 126 1512 00 1933 400 14 0PO a 0 b
1 000 000 2 000 000 15180 0p0 2 400 JOO 6 048 0pO 2035 2 266 000
1 000 000 2 000 000 40 000 73 20 240 )00 2 400 P00 12 000 126 1512 000 3179 00 15 00( 2500 00 2695 Q00 2b
0 0 40 000 73 0 0 12 000 126 1512 00 3179 00 15 0p0 a 0 b
2015 0 0 45 000 82 0 0 12 000 0 0 3179 040 15 00D 0 135 000 2b
0 0 45 000 82 0 0 12 000 63 756 000 3179 0pO 15 000 0 0 2b
1 000 000 2 000 000 20 240 0p0 2 400 OO 3 780 0pO 6D0Q 2 830 000
1 000 000 2 000 000 50 000 89 25 300 (00 4 800 P00 13 000 189 2 457 000 4 834 50 15 00( 3000 00 3105 Q00 2b
0 0 50 000 89 0 0 13 000 189 2 457 00 4 834 400 15 0p0 a 0 b
2016 0 0 50 000 94 0 0 13 000 0 0 4 834 500 15 00D 0 75 000 2
0 0 50 000 94 0 0 13 000 126 1638 00 4 834 500 15 0p0 a 0 b
1 000 000 2 000 000 25300 0p0 4 800 JOO 6 552 0p0 2966 3180 000

Resource: Own calculations
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Table 6. Operating costs

OPERATING COSTS
PERSONNEL | OUTSO. +] UTILITY OFFICE ADMIN. |COSTSFOR OVERHEAD | RENT OF | OP.LEAS. HW| COSTSTAX | COST | FEESFOR
year OFFICE TECH.RENT PR+ COMM.EXTE PATENT | Costsper Q Costs per ygar
EXPENSES RENT costs | *FURN.PURl  costs PROMO COSTS NS. +FEES INEFFECT. | RESERVE|  USE
1206 000 496 800 75 600 216 00( 300 00( 2500 00 17408 120 000 900 000 20 000 0 9876 7 262 9f6
1 306 500 526 800 75 600 1 080 00p 300 004 1000p00 5280 180 000 1210 000 20 000 0 114978 6044 371
2012| 1688400 811 800 75 600 312 00( 300 00( 1 000 P00 38320 240 000 1 200 000 30 000 0 201 19 6 212 1po
2 653 200 1 486 80( 100 800 504 00( 200 00( 2000p00 0007 300 000 1 620 000 30 000 552416 287447 10 211f703
6 854 100 3 322 20( 327 600 21120d0 1100000 6 500[00 2 479 400 840 000 4930 000 100 000 552 476 613 43 0 7329249
7 477 200 2 354 809 172 200 2 368 040 500 00 10 00d 008 343 500 300 000 3660 000 80 000 0 1162 7p0 31 418J495
7 477 200 2 354 809 215 250 768 00( 500 00 5000p00  99p1 300 000 3030 000 80 000 0 1431136 22078 81
2013| 9426 900 3 509 809 215 250 984 00( 1000000 2 000[000 0671700 300 000 2 400 000 80 000 0 1699 4b2 22683117
9 426 900 3 509 809 258 300 984 00( 10000J0 3 000[000 0671700 300 000 3030 000 80 000 1884464 1967 198 5086968
33808 200 | 11729 22p 861 000 5104000 3000000 20000 6 400 800 1200 000] 12 120 00 320 000 1 884[464 616176 0 102 688 86
13728 300 | 5 226 30( 378 000 2897000 1000000 10000} 5 704 300 300 000 5112 000 100 000 0 5465410 49a0]
13728 300 | 5 226 30( 441 000 13770q0 1000000 1000@) 1664 700 300 000 5112 000 100 000 0 6121 447 454870
2014| 15858900 | 6936 304 441 000 16200q0 1000000 5a@00j0 1819500 300 000 3 600 000 100 000 0 6776 484 43887
15858 900 | 6 936 30( 504 000 16200q0 1000000 5a@00j0 1819500 300 000 4 356 000 100 000 3143 B12 7 432 B8 070 833
59174 400 | 2432520p 1764 000 7514000  40000p0 080000 11008000 1 200 00 18 180 00p 400 000 3 143 A2 796 263 0 186 505 175
21909 000 | 9629 614 688 800 39510400 1000000 100004 10 365 700 450 000 7 224 000 150 000 0 12 126 P06 947346
21909 000 | 9629 614 688 800 19720q0 1000000 10000 2 312 900 450 000 5712 000 150 000 0 13109 12 @6792
2015| 24421500 | 1193961p 688 800 2214000 1500000 100004 2 468 600 450 000 4 200 000 150 000 0 14 092 p18 2B2128
24 421500 | 11939 61p 688 800 2214000 1500000 100000 2 468 600 450 000 4 956 000 150 000 4708p49 158@a5 78 572 582
92661 000 | 4313844p 2755200 10350000 5000 0p0 0000000] 17 615800 1 800 00d 22 092 00p 600 000 4 768 284 404 059 0 295 124 748
27 918 900 | 14 346 87p 987 000 3483000 1500000 100004 14 820 500 450 000 6 438 000 150 000 0 17 615500 7087770
27 918 900 | 14 346 87p 987 000 2403000 1500000 100004 2767 700 450 000 5619 000 150 000 0 18 334 p00 784970
2016| 29325900 | 15096 87p 987 000 2538000 2000000 100004 2 864 200 450 000 4 800 000 150 000 0 19 053 p00 687420
29325900 | 15096 87p 987 000 2538000 2000000  10000¢ 2 864 200 450 000 5619 000 150 000 5657594 1956002 94 461 064
114489600 | 5888748D  3948000] 1096200 7000 0po 0000000 23316 600 1800 00 22 476 00D 600 000 5 ©37 574 776 000) 0 363 913 244
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Table 7. Partial operating costs

| PARTIAL OPERATING COSTS - RECRUITMENT, INTERESTS
top manag.anfinumber off average salarymid.man.anf number of | average |ref.empl.entryy no. of avr.sal.of ref.| avr.sal. CQ avr. salary|total numbe| total no.of| Q. patent| interest
year | specialists top spec.+top/mop dspec. |mid.man.and salary per fees % salep
entry manag.an th entry spec. spec. ref.empl. empl. company | except CC| employeeg rev. issued
1 1 60 000 2 2 45 000 6 6 25 000 21 000 33333 9 9 2 0
0 1 60 000 0 2 45 000 1 7 25 000 21 OOd) 32500 10 10 2 0
2012 0 1 60 000 1 3 45 000 2 9 25 000 23 00() 32308 13 13 2 0
0 1 60 000 2 5 45 000 6 15 25 000 23 00! 31429 21 2] 2 Q
5115 000 0
2 3 150 000 5 10 65 000 4 19 40 000 24.00D 58 145 32 32 4 [0
0 3 150 000 0 10 65 000 0 19 40 000 24 00D 58 145 32 32 4 g
2013 0 3 150 000 5 15 65 000 4 23 40 000 24.00D 57 195 41 4] 4 [t
0 3 150 000 0 15 65 000 0 23 40 000 24 00p 57 195 41] 4] 4 [t
25 230 000 0
1 4 200 000 5 20 70 000 4 27 45 000 2500p 66 961 51 5] 6 a
0 4 200 000 0 20 70 000 0 27 45 000 2500p 66 961 51 5] 6 a
2014 0 4 200 000 5 25 70 000 4 31 45 000 25 00p 65 740 60 6 6 [0
0 4 200 000 0 25 70 000 0 31 45 000 25 00p 65 750 60 6 6 q
44 160 009 0
1 5 250 000 7 32 75 000 5 36 50 000 25 00p 74 648 73| 73 8 [t
0 5 250 000 0 32 75 000 0 36 50 000 25 00p 74 698 73] 73 8 a
2015 0 5 250 000 7 39 75 000 2 38 50 000 25 00p 74 085 82| 8 8 a
0 5 250 000 0 39 75 000 0 38 50 000 2500p 74 045 82 8] 8 [t
69 150 000 0
0 5 250 000 4 43 80 000 3 41 55 000 2500p 78 034 89 89 8 [t
0 5 250 000 0 43 80 000 0 41 55 000 25 00D 78 034 89 X ) 8 [0
2016 0 5 250 000 3 46 80 000 2 43 55 000 25 00p 77 66 94 94 8 g
0 5 250 000 0 46 80 000 0 43 55 000 25 00D 77 606 94 94 8 q
85 440 004 0
total 5 46 43 94 94
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Table 8. Partial operating costs

PARTIAL OPERATING COSTS - OFFICE RENT + EQUIPMENT, UTILITY, PROMOTION, OFFICE TECHN., HW AND COMMUNICA TION - RENT, SW
area |total office aref total area off rentin service |rent/month {office tech.pef purchase of [ no.od | Q price of| Q rent of rent of Q legal, | utility costs| Q promo |fixpaym.|no.off op.costs
year |office pe EUR/ fee/metre |service/metf month per | office equip.to| empl.for comm.ext./my admin, metre and tariff for SMP4U+EH
oth.empl office metre CZK €] empl. 40 ths.per emp). furniture | furniture HW onth consult. month costs md md P
0 168 12 150 450 8 000 0 0 0 900 009 40 009 300 Joo 15 2 50 000 000 0 0
0 168 12 150 450 8 000 40 000 21 840 00 1000 I)OO 60 00O 0CEDO 150 1000 OOCI 10000 2} 210 000
2012 0 168 12 150 450 8000 0 0 0 1200 0§0 80 00p 300 oo 15 aomp 10000 © 0
8 168 168 12 150 450 8 000 0 0 0 1200 OpO 100 0p0 200 P00 20p 000 @0| 10000] 42 420 004
907 200 840000 | 430000 1100 040 6 500 oo 630 OO
0 287 13 180 505 8 000 80 000 20 1600000 2400 poo 100 P00 00 OB 200 10000000 10000 1p6 1260 OO
0 287 13 180 505 8000 0 0 2400 040 100 0qo 500 oo 25 6000p 10000 63 630 000]
2013 0 287 13 180 505 8 000 0 0 2 400 040 100 040 1 000j000 25 0Qdmy 10 000 0 0
7 287 287 13 180 505 8 000 0 0 0 2400 0pO 100 0pO 100d 000 300 3000 000] 10000 63 630 009
1739 220 1600 000] 9600 00 3 000 040 20 000 poo 2 520|OOO
0 420 13 180 505 9 000 80 000 19 152000 360000 100 P00 000 @O0 300 1000000 120do  1p6 1512 oo
0 420 13 180 505 9 000 0 0 0 3 600 090 100 040 1 000j000 35p 00Q1000) 12000] 12 1512 040
2014 0 420 13 180 505 9000 0 0 3600 040 100 0do 1 000j000 35 0600 12000{ O 0
7 420 420 13 180 505 9 000 0 0 3600 0p0 100 090 1 000000 40D 000 B00| 12000 63 756 00(
2 545 200 1520 000] 14 400 00p 4 000 040 30 000 P00 3 780[000
0 574 13 180 505 9 000 90 000 22 1980 Q00 4 200 poo 150 P00 000 00 400 10000040 12040 2p2 3024 00
0 574 13 180 505 9 000 0 0 0 4200 090 150 0do 1 000j000 40D  00Q1000) 12000 12 1512040
2015 0 574 13 180 505 9000 0 0 4200 040 150 040 1 500{000 40 0Qoam] 12000 O 0
7 574 574 13 180 505 9 000 0 0 0 4200 0p0 150 0p0 1504 000 4010 000 00 12 004 63 756 000
3 478 440 1980 000] 16 800 00p 5 000 0¢0 40 000 P00 5 292]000
0 658 13 180 505 9000 90 000 12 1080000 4800p0o0 150 P00 500 @00 500 10000040 130do  1p6 163800
0 658 13 180 505 9 000 0 0 0 4800 090 150 0o 1 500/000 50p  00Q1000f 13000 63 819 004
2016 0 658 13 180 505 9 000 0 0 4800 040 150 OdO 2 000J000 50 00100D] 13 000 0 0
7 658 658 13 180 505 9 000 0 0 4 800 0p0 150 090 2 0001000 50p 0000100 13000 63 819 009
3987 480 1080 000] 19 200 00p | 7 000 040 40 000 p00 3 276|000
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Table 9. Partial operating costs

PARTIAL OPERATING COSTS - OVERHEAD COSTS, CARS - RENT AND OPERATING, INSURANCE, TAX INEFFECTIVE, RESER VE
travel |Q office equip| insurance ofpost+telfg Q overhead| acquir.of | acquir. of | no oftop clasqy no.of |fixpay.tariff| fixpay.tariff] avr.month fuel, Q overhead % of costq costs ta]
year | costs/en comp.and | es per mid.class| top class per op. leas.pef cleaning
pl./Q per empl. property | empl. Q | per company top cl.cars | mid.cl.cars cars cars cars month/mid car cars/montlj cars reserve | ineffect.
2000 1000 1 200 000| 12 004 1348 20D 0 1 0 1 350p0 18 00 8 00a 5500 70 500 20 00p
2 000 1000 0 12 000 160 000 0 0 0 1 35 00p 18 090 18 0p0 5500 70500 20 000
2012 2 000 1000 0 12 000 212 200 0 1 0 2 3500p 18 000 18 0p0 5500 141 000 30 000]
2 000 1000 0 12 000 336 000 0 0 0 2 3500p 18 00 18 0p0 5500 141 000 30 000]
1200 000 2 056 400 423 000 2 100 000
2 000 1000 2 400 000 12 004 2940 00p 1 2 1 4 350p0 18700 1 40@ 5500 403 500 80 00p
2 000 1000 0 12 000 518 400 0 0 1 4 35 00p 18 090 21 4p0 5 500 403 500 80 000
2013 2 000 1000 0 12 000 664 200 0 0 1 4 3500p 18 000 214p0 5 500 403 500 80 000]
2 000 1000 0 12 000 664 200 0 0 1 4 3500p 18 00 214p0 5 500 403 500 80 000]
2 400 000 4 786 800 1614 000 2 320 00p
3000 1000 4 000 000 12 00d 4916 80P 2 2 3 [§ 35 0p0 18(J00 36672 5500 787 500 100 00
3000 1000 0 12 000 877 200 0 0 3 6 3500p 18 090 23 6p7 5500 787 500 100 00
2014 | 3000 1000 0 12 000 1032 00 0 0 3 6 35000 18 000 23667 0059 787500 100 009
3000 1000 0 12 000 1032 004 0 0 3 6 35000 18 000 23667 0055 787500 100 001)
4 000 000 7 858 000 3150 000 2 400 00p
3000 1000 8 000 000 12 00d 9315 70p 1 2 4 8 350p0 18000 3662 5500 1050 000 150 0p0
3000 1000 0 12 000 1 262 90 0 0 4 8 35000 18 000 23667 0059 1050000 150 00p
2015 | 3000 1000 0 12 000 1418 60 0 0 4 8 35000 18 040 23667 0059 1050000 150 00p
3000 1000 0 12 000 1418 600 0 0 4 8 35000 18 000 23667 0059 1050000 150 00p
8 000 000 13 415 800 | 4200 000 2 600 00p
4000 1000 12 000 00( 13 004 13 770 500 0 0 4 8 35000 as ¢O 23667 5500 1050 00d 150 0p0
4 000 1000 0 13 000 1717 700 0 0 4 8 35000 18 O¢0 236p7 00595 1050000 150 00p
2016 | 4000 1000 0 13 000 1814 20( 0 0 4 8 35000 18 040 23667 0059 1050000 150 00p
4 000 1000 0 13 000 1814 200 0 0 4 8 35000 18 090 23667 0059 1050000 150 00p
12 000 000 19 116 600 | 4200 000 2 600 00p
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Table 10. Partial operating costs

Office Acquir.of data| Acquir.of [Acg.. Adjustment and
network office SW | setting of applic.+ |Costs per quartefCosts per yed
reconstruction 40Mb licences ERP+ dB
0 0 617 000 7 024 300 7 641 300
500 000 500 000 13 000 974 300 1 987 300,
2012 0 0 39 000 344 300 383 300
0 0 104 000 974 300 1078 300
500 000 500 000 773 000 9 317 200 0 11 090 300
1 000 000 1 000 000 1 654 000 13 546 900 17 200 940
0 0 0 2 226 900 2 226 900
2013 0 0 126 000 966 900 1092 900
0 0 0 1 596 900 1596 900
1 000 000 1 000 000 1780 000 18 337 600 0 22 117 B0O
1 000 000 2 000 000 2140 000 21 781 800 26 921 8(0
0 0 0 4 201 800 4 201 800
2014 0 0 126 000 1933 800 2 059 800
0 0 0 3 445 800 3 445 800
1 000 000 2 000 000 2 266 000 31 363 200 0 36 629 P00
1 000 000 2 000 000 2 695 000 27 331 000 33 026 040
0 0 0 4 691 000 4 691 000
2015 0 0 135 000 3179 000 3314 000
0 0 0 3935 000 3935 000
1 000 000 2 000 000 2830 000 39 136 000 0 44 966 P00
1 000 000 2 000 000 3 105 000 37 391 500 43 496 500
0 0 0 7 291 500 7 291 500
2016 0 0 75 000 4 834 500 4909 500
0 0 0 6 472 500 6 472 500
1 000 000 2 000 000 3180 000 55 990 000 0 62 170 P00
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Table 11. Depreciation
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Resource: Own calculations

purchase
Zmn2 2013 2014 2015 2016 Total
price
7 641 300 0 0 0 0 0
1 987 300 0 0 0 0 0
2012 383 300 0 0 0 0 0
1 078 30! 0 0 0 0 0
11 090 20 | 2 218 04 0 0 0 0 2 218 041
17 200 900 0 0 0 0 0
2 226 900 0 0 0 0 0
2013 1 092 900 0 0 0 0 0
1 596 90! 0 0 0 0 0
2211760 | 4436 08| 4 423 52! 0 0 0 8 859 60!
26 921 800 0 0 0 0 0
4 201 800 0 0 0 0 0
2014 2 059 800 0 0 0 0 0
3 445 80! 0 0 0 0 0
36 629 20 | 4 436 08( | 8 847 041 | 7 325 841 0 0 20 608 96
33 026 000 0 0 0 0 0
4 691 000 0 0 0 0 0
2015 3314 000 0 0 0 0 0
3935 00! 0 0 0 0 0
44 966 00 0 8 847 041 | 14 651 68| 8 993 201 0 32491 92
43 496 500 0 0 0 0 0
7 291 500 0 0 0 0 0
2016 4 909 500 0 0 0 0 0
6 472 50! 0 0 0 0 0
62 170 00 0 0 14 651 68| 17 986 40| 12 434 00| 45 072 08
straight-line 1. year 2. year 3. year
depreciatior 20% 40% 40%




Table 12. Advances, Interests

ADVANCES + INTERESTS
i interest
number 0 . income
. average interest  %. advances revenue
mobile bal interest :
purses ance p.a. (advanceq) from clients (op.acc.,
) 0,5%;1%)
0 0 0 0 0 10 000 000
2011 0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0 10 000 000 0
5 000 300 15 5625 1 500 00 10 000 0JO
2012 20 000 300 1,5 22 500 6 000 000 0
35 000 500 2 87 500 17 500 00p 0
50 000 500 2 125 004 240 62 25 000 0po -167 80B 243 (83
65 000 600 2 195 004 39 000 0dO -167 8093
2013 80 000 600 2 240 009 48 000 000 0
95 000 700 2 332 500 66 500 070 0
110 000 700 2 385 004 1152590 77 000 QOO 31494 348 0 335
125 000 700 25 546 874 87 500 00 31494 348
2014 140 000 700 25 612 50( 98 000 0¢0 0
155 000 800 25 775 00( 124 000 0p0 0
170 000 800 2,5 850 00( 2784 3F5 136 000 POO 238 2211683 919 233
185 000 800 3 1110 0o 148 000 0pO 238 221 483
2015 200 000 800 3 1 200 0o 160 000 OPO 0
215 000 900 3 1451 250 193 500 0pO 0
230 000 900 3 1552500 53137%0 207 000 POO 578 0671673 721 895
245 000 900 3 1653 790 220 500 0p0 578 067 471
2016 255 000 900 3 1721290 229 500 0p0 0
265 000 1000 3 1987 570 265 000 OO 0
275 000 1000 3 2062500 74250p0 275000p00 1088%7P 8257 319

Resources: Own calculations
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7.6 General description of SMP4U system

Figure 2. Description of SMP4U

SMPSU apermiinn.
of mohile sppl-

Resource: Ing. Hynek Siedek,.CSc
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