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Abstrakt

Tato prace tesSi zprovoznéni skeneru zranitelnosti v datovych centrech realné
firmy v navaznosti na zakon o kybernetické bezpecnosti. Cilem prace je porovnani
konkurenc¢nich produktii voblasti skenovani zranitelnosti, popis vychoziho
zpisobu pouziti skeneru zranitelnosti a navrh na implementaci do bézZného
provozu datového centra.

Vystupem je sada otestovanych skenovacich politik a pripravené Sablony reporti.
Vzorové jsem napojil na skener jeden systém na platformé UNIX a jeden na
platformé Windows s popsanymi postupy. Prednostné se jedna o systémy spadajici
do kritické informacni infrastruktury. Porovnani konkurenc¢nich produkti jsem
provedl zuzivatelského hlediska s diirazem na sadu Kritérii, kterou jsem
v kontextu znalosti prostiedi a vlastnich pozadavkli povazoval za Kklicovou.
Z provedenych testd vyplynulo, Ze z nejvétsi ¢asti vyhovuji dva produkty vyrobci
Tenable a Qualys.

Podle mého navrhu se podarilo zprovoznit skenery Tenable Nessus ve vSech trech
datovych centrech. Ptipravené skenovaci politiky tvori sadu urc¢enou pro rutinni
pouZziti napri¢ platformami. Krom doplikovych politik, které slouzi napf.
k testovani, zda se skener dokazal prihlasit ke skenovanému aktivu s dostatecnym
opravnénim, je zasadni politika provadéjici v pravidelnych intervalech audit
instalovanych opravnych baliki operacnich systému a aplikaci tzv. patch audit
sken s vystupem do reportl z piipravenych sablon.

Prace mize byt voditkem pro dalsi instituce, které tuto problematiku diive Ci
pozdéji budou resit.
Klicova slova

Informacni bezpecnost, Zranitelnost, Skener zranitelnosti, Kritickd informacni
infrastruktura



Abstract

This dissertation addresses the launch of a vulnerability scanner in the data
centers of a real firm, in line with the Cyber Security Act. The aim of the
dissertation is to compare competing products in the area of vulnerability
scanning, to describe the default way of using a vulnerability scanner and to
propose its implementation into the normal operation of the data center.

The output is a set of tested scan policies and prepared report templates. As
a sample, [ connected one system based on the UNIX platform and one based on
the Windows platform to the scanner and described the procedures. It regards
preferentially critical information infrastructure systems. I compared the
competing products from the user perspective with a focus on a set of criteria that
I considered crucial according to my knowledge of the environment and my own
requirements. Realized tests have shown the highest compliance by two products
made by producers Tenable and Qualys.

Following my proposal, two Tenable Nessus scanners have been successfully
launched in all three data centers. The prepared scan policies represent a set
designed for routine cross-platform use. In addition to complementary policies,
which serve for example to test whether the scanner was able to log into the
scanned asset with sufficient rights, the policy performing regularly an audit of the
installed patches of operating systems and applications , the so-called patch audit
scan, with an output to the reports from the prepared templates is essential.

This work may serve as guideline for other institutions that will deal with this
issue sooner or later.
Keywords

Information security, Vulnerability, Vulnerability scanner, Critical information
infrastructure
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1 Uvod a cil prace

1.1 Uvod

Tato prace se zabyva navrhem implementace skeneru zranitelnosti do datového
centra velkého podniku. Timto podnikem je Ceska posta, s.p. Datova sit’ Ceské
posty (DSCP) &ita nékolik tisic koncovych stanic, mnoho set serverii na rtiznych
platformach, desitky lokalit a vlastni datové centrum (DC). S postupnou digitalizaci
této tradi¢ni firmy vznikla prirozené nutnost ridit také informacni rizika, tedy
hodnotit aktiva, definovat hrozby, analyzovat rizika, zavadét vhodna opatreni ke
sniZen{ zranitelnosti, zkratka délat vSe pro to, aby informace v elektronické podobé
putovaly datovou siti bezpecné, zaroven dostupné a se zarucenou integritou.
S rozvojem vypocetni techniky jsou postupné i na oblast informacni bezpecnosti
kladeny stale vétsi naroky, a to nejen z pohledu konkurenceschopnosti podniku,
ale i pfimo ze zakont ptijatych Parlamentem Ceské republiky. Zakon
o kybernetické bezpecnosti (zakon ¢. 181/2014 Sb.) Gc¢inny od 1. 1. 2015 spolec¢né
s vyhlaskou o kybernetické bezpecnosti pracuje s pojmem Kkritickd informacni
infrastruktura (KII). Dle tohoto zdkona musi KII spliiovat urcita kritéria. Vzhledem
k tomu, %e Ceska posta provozuje informaéni systémy spadajici do KII, vznika zde
nutnost a potfeba zakon naplnit. I z tohoto dfivodu je v prostiedi Ceské posty
projekt implementace skeneru zranitelnosti aktualni, se zamérenim v prvni fadé

na servery v kategorii KII.

Tlak ze strany zakona nicméné nebyl primarnim popudem k nasazeni této
bezpecnostni technologie. Ceska posta poridila skener zranitelnosti jiz v roce 2012,
avSak jeho implementace byla omezena pouze na uroven prilezitostného
skenovani lokalit, nikoliv datového centra. Implementace skeneru do DC
a vytvoreni skenovacich politik je predmétem pravé této bakalairské prace. Jeji
téma jsem si zvolil, protoZe pro Ceskou postu pracuji na pozici bezpe¢nostniho
analytika v odd. Bezpec¢nost ICT sedmym rokem a tento projekt je zaroven mou

aktualni hlavni pracovni naplni.
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Skener zranitelnosti je pouze stripek z celé mozaiky odvétvi informacni
bezpecnosti. Jedna se o jednu z tfady technologii, které pfi spravném pouZiti
pomahaji firmé chranit aktiva a v¢as reagovat na pripadné pokusy o jejich zneuZiti.
V pripadé skeneru zranitelnosti jde o to v¢as odhalit slaba mista, kudy je moZné na
informacni systém zautocit, a na zakladé téchto zjisténi slaba mista posilit, napr.
doinstalovanim nejnovéjsich aktualizaci. I ta nejlepsi implementace skeneru bude
vzdy pouze voditkem pro bezpecnostni administratory, ktefi z vysledki testi a za
pomoci dobre nastavenych procesti dokazi zajistit co nejméné zranitelné operacni

systémy a aplikace béZici v produk¢énim prostiedi.

1.2 Cil prace

Cilem této prace je navrhnout a popsat kompletni nasazeni technologie skeneru
zranitelnosti do datového centra vcetné vzorového napojeni dvou informacnich
systémi (platforma Windows a UNIX) na skener. Primarni okruh zarizeni, ktera
budou skenovana, spadd do prvkl kritické informacni infrastruktury ve smyslu

o

ZKB. Nasazenim technologie je mysSleno vytvoreni navrhu umisténi skeneri
vramci datové sité Ceské posty, nasledné zajisténi instalace SW a zprovoznéni
skenerti. Dilezitou casti prace je navrZeni skenovacich politik pro pouziti
na centralnich systémech, navrzeni jejich konfiguraci a c¢asového planu
pravidelného spousténi skenii. Pro prehlednost a Ccitelnost budou skenovaci
politiky prepsany do textové podoby a v podobé tabulek budou prilohou této

prace.

Vzhledem ktomu, Ze se néktera schémata a vystupy budou vztahovat
k produkénimu prostiedi redlné firmy, dojde k minimdlni nutné anonymizaci

citlivych dat (napf. IP adres) tak, aby bylo mozZné tento dokument zvetejnit.
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2 Teoreticka cast

2.1 Definice pojmu

Mam-li popisovat moZnosti implementace skeneru zranitelnosti, at soucasné ¢i
budouci, povazuji za dlleZité hned na zacatku sjednotit terminologii a strucné
popsat obecny vyznam technologii zminiovanych v této praci. Obecné pojmy jsou
vystizné vysvétleny v knize Josefa PoZara Informacni bezpecnost [1], ze které tuto
kapitolu cituji s vyjimkou pojmu informacni systém, jejz 1épe vystihl prof. Molnar

v knize Podnikové informacni systémy. [ 2]

e Aktivum (4sset). Aktiva jsou vSechny hmotné i nehmotné statky, vSe, co ma
pro majitele informac¢niho systému jistou hodnotu. Za nejcennéjsi aktiva se
povaZzuji penize, majetek a predevsim data a informace, jejichZ zneuziti, ztrata
nebo modifikace by organizaci nebo osobé zptisobily urcitou ztratu.

e Bezpecnost (Security). Pod pojmem bezpecnost chapeme vlastnost néjakého
objektu nebo subjektu (informacniho systému c¢i technologie), kterda urcuje
stupeni, miru jeho ochrany proti moZznym Skoddm a hrozbam.

e Hrozba (Threat) je skutecnost, udalost, sila nebo osoby, jejichZ plisobeni
(¢innost) miize zplsobit posSkozeni, znic¢eni, ztratu divéry nebo hodnoty
aktiva. Hrozba miiZze ohrozit bezpectnost (napi. prirodni katastrofa, hacker,
zameéstnanec aj.).

e Informacni systém je soubor lidi, technickych prostredki a metod
(programii), zabezpecujicich sbér, prenos, zpracovani, uchovani dat, za ucelem
prezentace informaci pro potieby uzivateld ¢innych v systémech tizeni. [2]

e Riziko (Risk) je pravdépodobnost, s jakou bude dana hodnota aktiva zni¢ena
nebo poskozena plisobenim konkrétni hrozby, ktera piisobi na slabou stranku
této hodnoty. Je to tedy mira ohroZeni konkrétniho aktiva.

e Ocenéni rizik (Risk Assessment) je proces vyhodnoceni hrozeb, které ptisobi
na informacni systém s cilem definovat Uroven rizika, kterému je systém
vystaven. Cilem je zjisténi, jsou-li bezpecnostni opatieni dostatec¢nd, aby snizila

pravdépodobnost vzniku $kody na prijatelnou Urovern.
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e Utokem, ktery nazyvame rovnéz bezpeénostni incident, rozumime bud'to
umyslné vyuzitkovani zranitelného mista, tj. vyuZziti zranitelného mista
ke zplisobeni Skod/ztrat na aktivech IS, nebo nedmyslné uskutecnéni akce,
jejimZ vysledkem je Skoda na aktivech.

e Zranitelnost (Vulnerability) je nedostatek nebo slabina bezpecnostniho
systému, kterd mliZe byt zneuzita hrozbou tak, Ze dojde k poskozeni nebo
zniCeni hodnoty aktiv. Kazdé aktivum je zranitelné, protoZe jeho hodnotu

ohrozuji razné vlivy.

2.2 Rizeni informaénich rizik

Podobné jako se vyuziti internetu $ifilo od technologickych nadSenct k Siroké
verejnosti, dalo by se Fici, Ze povédomi o informacnich rizicich se postupné siti od
uzce specializovanych bezpec¢nostnich komunit k béZnym uzivatelim informacnich
technologii. Ackoliv zastupci laické verejnosti nemusi tusit, co je kuptikladu DDoS
utok, dvouhodinova nedostupnost oblibeného internetového portalu, obchodu,
nebo webové aplikace elektronického bankovnictvi, se spolehlivé dostane

na titulni stranu novin.

Zajem o zabezpeceni informacnich systémi firem i soukromych zarizeni postupné
roste s tim, jak podobnych utoki pribyva. Tymy IT bezpecnosti (pokud ve firmach
existuji) se pomalu a postupné presouvaji z pozice ,nutné zlo“ (a to v lepSim
pripadé, v horsim pripadé ,zbytecny a obtéZujici“) do role plnohodnotné soucasti
analytickych a projektovych tymi. Ma to svou logiku, pokud existuje pouze maly
predpoklad vyskytu negativnich disledkd, riziko je malé a nema vyznam se jim
prili$ zabyvat. Dobfe to vystihuje analytické vyjadreni rizika R vzorcem [3]:

R_P.D £
=

kde P je pravdépodobnost vzniku udalosti, D je nasledek udalosti, E je Cetnost
(expozice) udalosti. VSechny tyto tfi veli¢iny vysledné riziko zvySuji. Naopak
sniZzeni rizika dosdhneme zavedenim opatieni 0. Cim vice je spole¢nost zavisla na
informacnich technologiich, tim se fakticky zvySuji realné dopady, nasledky

kybernetickych tutoki. Presouvanim stale vétSiho objemu dat, aplikaci a ve svém
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disledku penéz do prostiredi verejného internetu, roste zajem méné poctivé casti
lidstva se téchto prostiedki zmocnit, nebo naptiklad vyradit kriticky systém
z provozu. Umérné s tim také roste i pravdépodobnost, Ze k takovym udéalostem
bude dochazet, a nepochybné stale Castéji. Vyznam zavadéni opatieni sniZujici

riziko je v tomto kontextu zretelny.

V oblasti rizeni informacnich rizik se nejcastéji uvadi definice, ktera riziko popisuje
jako moznost, Ze specificka hrozba vyuzije specifickou zranitelnost systému,
prekona stavajici opatieni a zpisobi naruSeni diavérnosti, integrity nebo
dostupnosti aktiva a to povede ke vzniku $kody. Mechanismus uplatnéni rizika
probiha tak, jak vystizné znazornil Miroslav Cermak ve své knize Rizeni

informacnich rizik v praxi. [4] (viz Obrdzek 1 - Mechanismus uplatnéni rizika)

zavadgji pouZzivaji a zhodnocuji

zvladaji

PROTIOPATRENI snizuji pro
vedou ke vzniku
snizuji ZRANITELNOSTI
zneuzivaji pouzivaji a znehodnocuji
A

snizuji HROZBY

vyvolavaji

AGENTI HROZEB

Obrazek 1 - Mechanismus uplatnéni rizika [4]
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2.3 Sken zranitelnosti

,Cilem skenovani zranitelnosti, v zahrani¢ni literatufe oznacované jako
vulnerability scan, je nalezeni znamych zranitelnosti v systému, databazi, aplikaci
nebo sitovém prvku. Za timto ticelem se pouZzivaji automatizované nastroje jako je
Nessus, Nexpose nebo Qualys, které disponuji rozsdhlou databazi operacnich
systému a zranitelnosti a jsou schopny po zadani IP adresy nebo IP adresniho
rozsahu dané systémy oskenovat a zobrazit znamé zranitelnosti véetné odkazu,
kde jsou uvedeny detailni informace vCetné navodu jak danou zranitelnost
odstranit. Pristup do systému zpravidla neni nutny.“ [5] Tak definuje Miroslav
Cermak sken zranitelnosti na webu Sart&Clever. Pravdou je, Ze pfistup do systému
neni nutny, ale vlastni praxe ukazala diametralni rozdily ve vysledcich skenovani

s pristupem a bez né;.

Skenovani zranitelnosti je zpravidla soucasti SirStho procesu analyzy rizik (AR)
a vysledky skenovani jsou jednim ze zdroji AR, jak je naznaceno na obrazku

(viz Obrdzek 2 - Analyza rizik [5])

Analyza
rizik

Penetracni
testovani

Revize
kédu

Posuzovani
zranitelnosti

Obrazek 2 - Analyza rizik [5]
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2.4 Duvody pro hledani zranitelnosti

Obecna snaha o nalezeni zranitelnosti v systému miize mit rliznou motivaci.

Nejcastéji to vSak budou tyto dlivody:

e odhaleni vlastnich zranitelnosti
e odhaleni cizich zranitelnosti - penetracni testovani

e vyuziti nalezenych zranitelnosti, utok na cizi cile - hacking

Z uvedenych motivaci plyne, Ze vlastnik aktiv i utocnik mohou ve vysledku
pouzivat stejny nastroj pro zjisténi zranitelnosti. Jeden vSak ve snaze zranitelnosti
najit a odstranit, druhy ve snaze zranitelnosti najit a zneuzit ve sviij prospéch.
V této praci se budeme zabyvat variantou prvni, tedy hledanim zranitelnosti proto,

aby byly co nejdiive odstranény a vlastni aktiva byla méné zranitelna.

2.5 Typy skenovani

Skenery zranitelnosti obvykle nabizi vice typl provadénych skenti. V této kapitole
jsou Kkratce popsany obecné zpusoby a mozZnosti provadéni skent. Z pohledu
sméru pouZiti se daji definovat dva zplisoby skenovani - ,externi sken“ a ,interni

sken”.

e Externi sken
o Pri externim skenovani je skener pouZivan tak, abychom o skenovaném
cili zjistili co nejvice, aniZ bychom znali sitové prostiedi, prihlasovaci
udaje k operacnim systémiim ¢i aplikacim. Tento zplisob miliZe byt vyuZit
v siti, o které mnoho nevime, a potifebujeme zjistit, co se vdané siti
nachazi. Pijde prevazné o skenovani portd, pripadné zkousSeni spusténi
skripti na webovych formularich atd. Vyuziti najde takovy zplisob rovnéz
pro systémy vystavené primo do internetu, a to napf. v podobé
penetracnich testdi. Zplisob provedeni testu miize byt i velice invazivni
a pri neSetrném nastaveni miiZe dojit k padu nebo poskozeni skenovaného
systému. Skenovani vlastni sité bez autentizace miiZze byt uZzitecné pro
zjiSténi, zda napf. skutecny stav odpovida stavu popsanému

v dokumentaci. Je tak moZné pomérné snadno odhalit chybné konfigurace.
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e Interni sken
o Interni sken definuji jako cilené skenovani zranitelnosti konkrétnich
systémi, ke kterym je umoznén idedlné plny piistup. Pokud je splnén
predpoklad prihlaseni s plnym opravnénim k danému OS, neni napt.
Zadouci natakovém systému pravidelné skenovat porty. Skener zjisti
informaci jednodusSe (napf. v CentOS prikazem netstat -a). Po prihlaSeni

na dany systém je sken zaméren na hledani zranitelnosti napi. v podobé

chybéjicich opravnych balikli pro OS, neaktualizovanych aplikaci atd.

Z pohledu vyuZiti Ize skeny délit nasledovné:

e Sitové skenovani porti

o Skenovani portli je proces, pri kterém se zjistuje, jaké sluzby
poskytuje dané sitové zarizeni na otevienych, tim padem
potencionalné zneuzitelnych portech. Nejcastéji se pouzivd metoda
tzv. SYN skenu. Tu popisuje Margaret Rouse na webu techtarget.com
takto: ,Pii SYN skenu se klient pokousi navazat TCP/IP spojeni na
kazdém dostupném portu. To je realizovano posilanim SYN
(synchronization) paketd, jako kdyby chtél navazat tricestny
handshake na kazdém portu.” [6].

e Lokalni skenovani porti

o Lokalni skenovani portl rovnéz zjistuje, jaké sluzby poskytuje dané
sitové zarizeni, avSak po prihlaSeni k cilovému systému metodou
netstat.

e Hledani zranitelnosti operacnich systémi a aplikaci
o Bez prihlaseni
» Skener v této varianté nema pristup ke vSem sluzbam, béZicim
procesim atd. V této varianté lze pouze hledat oteviené porty
asluzby na nich béZici. O verzi operacniho systému
a instalovanych zaplatach OS se zpravidla nedozvime mnoho.
Témér nic se také nedozvime o instalovanych aplikacich a jejich
verzich. Tento typ skenti se hodi pro skenovani cizich systémq,

ke kterym nemame pristupové udaje.
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o Sprihlasenim

» 7 pohledu kompletnosti testli a relevantnosti vysledki je idealni

prihlaSeni na tcet root (administrator). To vSak z mnoha jinych

(provoznich ¢i bezpecnostnich) diivodi nemusi byt v produkéni

siti povoleno. Resenim mfiZe byt pouZiti oddé&lenych roli pro

spravu prihlasovacich udajl privilegovaného uctu. Zranitelnosti

v OS nejlépe odhalime timto typem skenovani.

e Skenovani webovych aplikaci

o Hledani zranitelnosti aplikaci s otevienym rozhranim do internetu.

Obvyklé zndmé zranitelnosti jsou napi. XSS (Cross-site scripting)

nebo SQL Injection.

e Skenovani operacniho systému - shoda s auditni politikou

o Auditni politika je v podstaté predem definovana Sablona obsahujici

dil¢i kontroly. Kazda kontrola je reprezentovana kratkym kusem

e

kédu, napf. pro zjisténi bézici sluzby OS ¢i pritomnosti souboru

indikujiciho verzi SW apod.

O
#
# ID108 - zapnuti systemoveho auditu
#
echo "#####H#4HHHHHHHHHHHHEE IDIOT HAHFHFHHHHHHHSHSHSHEH"
echo ""
echo "---"
echo "Kontrola behu auditd"
echo "---"
echo ""
audit="ps -ef |grep -w auditd |grep -v grep’
if [ -z "$audit"™ 1; then
echo " Audit demon neni spusten"”
else
echo $audit
fi
echo ""
echo "---"
echo "Existuji soubory /etc/audit"
echo "---"
ls -la /etc/audit
echo ""
echo "---"
echo "Existuje log soubor /var/log/audit/audit.log"
echo "zkontrolujte prava na 600 a vlastnictvi root:root:
echo "---"

ls -la /var/log/audit/audit.log

echo

Priklad kédu jedné auditni kontroly pro OS SLES v 10 [7]:

"
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2.6 Obecné platné standardy pro popis zranitelnosti

Jak jiz bylo uvedeno, zranitelnost je néjaké slabé misto zneuzitelné tito¢nikem nebo
Skodlivym SW. V praxi se jedna napi. o odhalenou chybu v kédu aplikace, ¢i
operacniho systému. S neustalym vyvojem SW produktii v kombinaci s lidskou
nedokonalosti 1ze témér s jistotou rict, Ze zranitelnosti vznikaji dnes a denné
a bude tomu tak do té doby, dokud bude néjaky vyvoj probihat. S touto skutec¢nosti
vznikl na druhé strané poZadavek a potteba tyto slabiny nejen odhalovat, ale také
popsat jakymsi jednotnym jazykem tak, aby bylo moZno tuto obecné platnou
terminologii univerzalné vyuzit. Nespornou vyhodou presnych nazvii zranitelnosti
je jejich vyuziti napf. v informacnich systémech, které maji za kol néjakym

automatizovanym zpisobem na zjiSténé zranitelnosti reagovat.

O sjednoceni nazvl verejné znamych zranitelnosti se stara komunita CVE
(Common Vulnerabilities and Exposures) sponzorovana US-CERT (United States
Computer Emergency Readiness Team). CVE komunita napt. definuje format, jak
jsou zranitelnosti nazyvany a popisovany, ale hlavné udrZuje samotné CVE, tedy
databazi verejné zndmych zranitelnosti. Jednd se o soubor dostupny v riiznych
formatech (CVRF, XML, HTML, CSV, TXT). Ten lze pouzit jako zdrojovy soubor pro

technologie vyuzivajici soupis zranitelnosti.

Aby bylo mozZné s jednotlivymi zranitelnostmi relevantné pracovat a porovnavat je,
je nutné mit také k dispozici nastroj jak zavaznost zranitelnosti mérit. V odvétvi
sitové bezpecCnosti pro to existuje standard, jenzZ umi zmérit zavaZnost
zranitelnych mist systémi. Tento standard se nazyva Common Vulnerability
Scoring System (CVSS, spole¢ny systém hodnoceni zranitelnosti). Metodika CVSS je
implementovana do verejné dostupného kalkulatoru, pomoci néhoZ lze vypocitat

vysledné riziko.

Prohledavani databaze CVE je rovnéZ mozné pres webové stranky NVD (National
Vulnerability Database). V dobé psani této prace je v databazi 80827 znamych

zranitelnosti.
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2.7 Navaznost na zakon o kybernetické bezpec¢nosti (ZKB)

0d 1. 1. 2015 je ucinny zakon o kybernetické bezpecnosti (zakon ¢. 181/2014 Sb.)
spolecné s vyhlaSkou o kybernetické bezpecnosti. (vyhlaska ¢. 316/2014 Sb.).
Tento zakon v paragrafu 3 vymezuje organy a osoby, kterym se ukladaji povinnosti
v oblasti kybernetické bezpecnosti. Dale existuje narizeni vlady ¢. 432/2010 Sb.
o kritériich pro urCeni prvku kritické infrastruktury. Paragraf 1 uvadi tato

prirezova kritéria:

Prirezovym kritériem pro urceni prvku kritické infrastruktury je hledisko

a) obéti s mezni hodnotou vice nez 250 mrtvych nebo vice nez 2500 osob s ndaslednou
hospitalizaci po dobu delsi nez 24 hodin,

b) ekonomického dopadu s mezni hodnotou hospodarské ztraty statu vyssi nez 0,5 % hrubého
domaciho produktu, nebo

c) dopadu na verejnost s mezni hodnotou rozsdhlého omezeni poskytovani nezbytnych sluzeb

nebo jiného zavazného zasahu do kazdodenniho zivota postihujiciho vice nez 125000 osob. [8]

Toto nafizeni ma rovnéz svou prilohu, kde jsou vyjmenovana kritéria podle
odvétvi. Je zminovana napft. energetika, vodni hospodarstvi, zdravotnictvi a mnohé

dalsi. V kategorii VI. KOMUNIKACNI A INFORMACNI SYSTEMY je odrazka:

E. Technologické prvky pro postovni sluzby:
a) centralni a regionalni vypocetni stredisko, stredisko centralniho snimani a tlozisté dat,
b) sbérny prepravni uzel,
c) tidici a mezinarodni posta,

d) postovni dopravni infrastruktura. [8]

Vyhlaska ¢. 316/2014 Sb. v paragrafu 15 odstavci 3 zminuje automatizovany
nastroj pro kontrolu zranitelnosti systémi kritické informacni infrastruktury (KII)
takto: ,,Organ aosoba uvedena v paragrafu 3 pism. c) a d) zakona dale pro
informacni systém Kkritické informacni infrastruktury a komunikacni systém
kritické informacni infrastruktury provadi kontrolu zranitelnosti technickych
prostiedkii pomoci automatizovanych ndastrojii a jejich odborné vyhodnoceni
areaguje na zjiSténé zranitelnosti.“ [9] PouZiti skeneru zranitelnosti na systémy

spadajici do KII v CP je tedy de facto ptikazovano zakonnym opatienim.
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2.7.1 Kriticka infrastruktura

,Definice kritické infrastruktury tika, Ze Kritickou infrastrukturou se rozumi
vyrobni a nevyrobni systémy a sluzby, jejichZz nefunk¢nost by méla zavazny dopad
na bezpecnost statu, ekonomiku, vefrejnou spravu a zabezpeceni zakladnich
Zivotnich potreb obyvatelstva. Z definice vyplyva, Ze tkolem spolecnosti je tedy
kritickou infrastrukturu chranit tak, aby fungovala za béZnych, mimoradnych
i krizovych situaci. Z tohoto je mozno vyvodit, Ze ochrana kritické infrastruktury je
proces, ktery pii zohlednéni vSech rizik a hrozeb smétuje k zajisténi fungovani
kritické infrastruktury.” [7] Tak se vyjadruje o kritické infrastrukture kniha
Ochrana kritické infrastruktury autorské trojice Senovsky M., Senovsky P., Adamec.
Nastroj pro vyhledavani zranitelnosti vCetné procesu odstraniovani nalezenych
zranitelnosti je ztohoto pohledu jednou ze sloZzek ochrany informacni

infrastruktury, v prvni radé té kritické.

2.7.2 Systémy kritické informaéni infrastruktury v Ceské posté

V ramci datové sité Ceské posty bylo nutné definovat systémy spadajici pod ZKB
a tvorici kritickou informacni infrastrukturu. V ramci této bakalaiské prace budou
pravé tyto systémy prioritné zatfazeny do pravidelného skenovani
avyhodnocovani nalezenych zranitelnosti u jednotlivych servert téchto
informacnich systémi. Jedna se obecné o rozsahlé informacni systémy, které
pracuji napriklad s finan¢nimi Gidaji nebo citlivymi daty. Pro potfeby implementace
skeneru zranitelnosti budou systémy KII reprezentovany IP adresou nebo IP

adresnim rozsahem.

Ceska posta pro systémy spadajici do kategorie KII zavadi vlastni termin
,Informacni systém zakladnich sluzeb CP“ (dale ISZS CP). Zkratku KII a ISZS budu

v této praci povazovat za ekvivalent.
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3 Definice poZadavku a srovnani produkti

3.1 PoZadavky na skener zranitelnosti pro implementaci do
prostredi Ceské posty

Vybér findlné implementovaného produktu je zavisly na radé faktort. V této

kapitole shrneme klicové vlastnosti, které od nastroje budeme ocekavat.

Klicové pozadavky jsou nasledujici:

e Plna kontrola nad HW i SW (tzv. On-Premise feSeni)

e Skenovani sité na portech TCP/UDP

e Skenovani zranitelnosti operacnich systémi (Linux, Solaris, Windows)

e Kontrola OS na shodu s auditni politikou

e MoZnost vytvareni vlastnich auditnich politik

e  Moznost skenovani OS s prihlaSenim

e (Oddéleni roli pro spravu pristupovych udajl privilegovaného uctu skeneru
e Centralni management

e Reportovaci nastroj

e Skenovani webovych aplikaci

3.2 Vybrané produkty k porovnani

Z pomérné velkého mnozstvi dostupnych skenovacich nastrojii jsem vybral pét
zastupcu.

e NMap

e Nexpose (spole¢nost Rapid7)

e Qualys Enterprise Suite

e Tenable SecurityCenter

e Acunetix

Pro moZnost otestovani produkti Nexpose, Qualys a Acunetix jsem oslovil jejich
vyrobce, ktefi mi velmi ochotné poskytli 30denni zkuSebni licence na enterprise
verze. NMap je zdarma a licence Tanable SecurityCenter byly v CP k dispozici.

(viz kapitola 4.1).
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3.3 Porovnani a vyhodnoceni

I kdyZ se ve vSech pripadech jedna o produkty urCené ke skenovani, jejich
porovnani neni snadné. Pri detailnéjSim zkoumani ma kazdé reSeni sva specifika
a tézko hledat na trhu dvé stejna, kterd by bylo mozZné porovnat 1:1. V tabulce
(Tabulka 1 - Srovndni produktil) je naznacCeno, jakym zplsobem jednotlivé

produkty splnuji zadana kritéria.

Tabulka 1 - Srovnani produkti

NMap

D
>
o
()]
N

Cleje| < e |x|<] < |<|X|2]|Qualys

Verze

On-Premise reseni

Skenovani sité na portech TCP/UDP
Skenovani zranitelnosti OS (Linux,
Solaris, Windows)

Kontrola OS na shodu s auditni politikou

Vytvareni vlastnich auditnich politik

MozZnost skenovani s prihlaSenim
Oddélenti roli pro spravu ptistupovych
udajt privilegovaného uictu skeneru

Skenovani webovych aplikaci

Centralni management

Clx|<| x |« |x|x]| < |<|<|>Nexpose
Cle e |« (|||« |<|<|8[Tenable
X|IX|C| X |€|X[X| X [X|[€[=2|Acunetix

X|IX|X| X | X|X|X|X |€]|<

Reportovaci nastroj

3.3.1 NMap

NMap je povazovan za jakysi prazaklad skenerl sité. Jedna se o konzolovou
aplikaci na platformé UNIX, ktera slouzi ke skenovani porti v siti. Jeji vyhody jsou
ve snadném ovladani, pokrocilych moZnostech nastaveni, rychlosti a dostupnosti
(byva soucasti Linuxovych distribuci). Nastroj je velmi dobte vyuZzitelny pro rychlé
zjiSténi aktiv v neznamé siti. Nejedna se o skener zranitelnosti, ale napt. Tenable

Nessus vyuziva NMap jako svou vestavénou funkci.
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3.3.2 Nexpose

Produkt firmy Rapid7 se snaZzi pribliZit komplexnim reSenim, ktera nabizi napf.
Tenable ¢i Qualys. Pri testovani jsem ocenil snadnost instalace a pomérné
intuitivni ovladani. Nexpose pouziva pro hledani zranitelnosti SW Metasploit, coz
ho zdsadné odliSuje od ostatnich skenerti. Vsouctu vraci nejméné vysledkii
(viz Tabulka 3 - Poclty nalezenych zranitelnosti pri testovdni skenertii). Zcela
postrada nékteré zasadni funkce (viz Tabulka 1 - Srovndni produktii). Obecné jde

o levnéjsi variantu reseni, nicméné celkem dobte pouzitelnou.

3.3.3 Qualys versus Tenable

Skute¢né srovnani snesou produkty spolecnosti Qualys a Tenable. Jedna se
o rozsahlé systémy s mnoha moduly, které jsou v pripadé Qualys volitelné,
v pripadé Tenable obsazené v ramci produktu SecurityCenter. Obsahuji pokrocilé
funkce jak samotného skenovani, tak reportingu a celkové spravy. Ackoliv maji
rozdilny pristup pocinaje grafickym rozhranim a konce zpiisobem licencovani,
vykazuji obdobné pokrocilé moZnosti skenovani a fizeni zranitelnosti. Obecné jsou
produkty Qualys a Tenable povaZovany za Spi¢ky na trhu v této kategorii, coz
potvrdily i provadéné testy v ramci této prace. Zasadni rozdil je zplisob umisténi
celého systému, kdy Qualys jde cestou tzv. cloudového (on-line) feSeni (systém je
provozovan na strané vyrobce) a Tenable se drZi On-premise instalaci (zdkaznik
ma HW i SW plné pod kontrolou). Oba zptisoby jisté najdou své zastance. V ramci
CP nejsou cloudova Feseni zatim p¥ili§ preferovana. (Dle dal$ich zjisténi Qualys
nabizi i tzv. privatni Cloud, ovSem za pomérné nevyhodnych finan¢nich podminek.)
Detailnéjsi porovnani produktid Tenable a Qualys jsem v ramci moznosti provedl
v tabulce (Tabulka 2 - Porovndni Tenable a Qualys). Pti pouziti obou nastrojii jsem
nachazel urcité funkce ¢i vlastnosti, které se u obou produkti urcitym zpisobem
lisily. Na Skale 1-10 (1 spliiuje nejméné, 10 spliluje nejlépe) jsem se pokusil

srovnat nékteré z nich. Jedna se o subjektivni hodnoceni z uZivatelského pohledu.
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Tabulka 2 - Porovnani Tenable a Qualys

Qualys Tenable
On-Premise reseni 1 10
Skenovani webovych aplikaci 10 7
MnoZstvi prednastavenych reportt 9 10
Pouzitelnost prednastavenych reporti 9 7
MozZnosti editace Sablon reportt 4 9
Modul pro skenovani mobilnich zafizeni ne ano
Ovladani pres jedno okno prohliZece ne ano

3.3.4 Acunetix

Pro doplnéni portfolia produkti ke srovnani jsem v testovacim prostiedi
vyzkousel i skener zaméreny Cisté na webové aplikace. Snadna instalace i ovladani
je prijemny benefit. Uzce zaméteny produkt viak nespliiuje potfebné parametry

Kk pouziti v tomto projektu.

3.3.5 Srovnani vysledku ze tii skenert zranitelnosti

Pro otestovani toho, jaké zranitelnosti jednotlivé skenery najdou ¢i nenajdou
na operacnich systémech, bylo pouzito pét virtudlnich stroji v testovacim
prostiedi, na néZ byly naistalovany razné operacni systémy v minimalnich

konfiguracich a bez instalace jakychkoliv opravnych baliki.

a) WindowsServer 2008 R2

b) CentOS 7

c) Windows 7 Professional

d) WindowsServer 2012 R2 Core
e) WindowsServer 2012 R2

Politiky skenovani byly vybrany vychozi typu ,full audit“, tedy od vyrobce
prednastavené, pouzitelné bez vétsich uzivatelskych zasahi. Skeny byly provedeny
s autentizaci pod uctem s plnym opravnénim. Pro srovnani jsem spustil identické
skeny i bez autentizace. Prehled poctd nalezenych zranitelnosti je uveden v tabulce

(Tabulka 3 - Pocty nalezenych zranitelnosti pri testovdni skeneri). Z vysledki lze
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sledovat schopnosti jednotlivych produkti. Na jednotlivych platformach vysledky
pomérné Kkolisaji, ale pii celkovém soucCtu nalezenych zranitelnosti napftic
platformami Tenable nalezl zranitelnosti nejvice, velmi podobné jako Qualys.
Nexpose cca o % méné. Zasadni rozdil, ktery jsem predpokladal, je v ucinnosti
skenti provedenych s prihlaseni, proti skentim bez prihlaSeni. Bez piihlaseni byla
nalezena zhruba desetina zranitelnosti, oproti skenovani s prihlasenim. RozloZeni
zavaznosti nalezenych zranitelnosti skenerem Nessus na péti testovacich stanicich
s prihlasenim a bez prihlaSeni je znazornéno v grafech Obrdzek 3 - Sken bez

autentizace (Tenable Nessus) a Obrdzek 4 - Sken s autentizaci (Tenable Nessus).

Tabulka 3 - Poéty nalezenych zranitelnosti pri testovani skeneri

Po elke aleze 3 elno
Tenable Qualys Nexpose
E g E g E g
g = & = & =
= | 2 2| = g
i = e
IP adresa % E 3 E % E
WindowsServer 2008 R2 10.66.35.212 270 31 302 29 148 9
¢as [h:m:s]|] 0:05:00 0:28:00 0:18:13 0:18:13 0:07:00 0:06:00
14 131 2

Cent0S 7 [10.6635.233 101 14 113
¢as [h:m:s]| 0:01:00 0:13:00 0:15:32 0:15:14 0:01:00 0:01:00

Windows 7 Professional |10.66.35.175 101 53 82 32 110 12
¢as [h:m:s]| 0:02:00 0:02:00 0:04:55 0:04:55 0:06:00 0:05:00

WindowsServer 2012 R2 Core |10.66.35.2 14 236 18 276 19 162 5
¢as [h:m:s]] 0:07:00 0:02:00 0:04:43 0:04:39 0:02:00 0:02:00

WindowsServer 2012 R2 |10.66.35.215 303 32 233 30 221 12
¢as [h:m:s]| 0:04:00 0:02:00 0:04:48 0:04:44 0:08:00 0:07:00

suma poctu zranitelnosti 1011 148 1006 124 772 40

Rozdil vysledki
skenovéni bez prihlaSeni, 14,6% 12,3% 5,2%
proti skenu s piihlaSenim
v [%]
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1P Address ~ Score  Total  Vulnerabilities
10.66.35.212 @ 79 46 r 2 33
10.66.35.233 @ 5 14 2 1

Obriazek 3 - Sken bez autentizace (Tenable Nessus)

IP Address Score Total  Vulnerabilities

10.66.35.212 @ 1835 266 n 5; “
106635214 @ 1396 236 100

106635215 @ 1802 303 n 132

10.66.35.233 @ 666 101

Obriazek 4 - Sken s autentizaci (Tenable Nessus)

Legenda zjiSténych zranitelnosti dle barev

B Kriticka

B Vysokd
Stredni

m  Nizka

B Informativni

3.3.6  Reportovaci moznosti porovnavanych nastroja

Samostatnou kategorii pii hodnoceni skenerli jsou moznosti prace s reporty.
Vystupy ze skenl jsou pro fizeni zranitelnosti Kklicové. Samotné nalezeni
zranitelnosti je teprve zacatek sloZité cesty k jejich odstranéni. O vysledcich skenii
je nutno vhodnym zptisobem informovat jednak vedouci pracovniky a jednak
administratory danych systémi. Stejné vysledky se tedy interpretuji v rizné mire
detailu (podrobnéjsi report zjedné béZné stanice mize vytvorit bez problému
soubor ve formatu PDF o 500 strandch) riznymi zplisoby a testované nastroje
poskytovaly riznou urovenn a komfort pti prizplisobovani vyslednych report.
Subjektivni porovnani grafické iinformacni stranky reportii lze provést
v prilohach (Priloha ¢. 1, Priloha ¢. 2, Priloha ¢. 3). VmoZnostech a snadnosti
ovladani rozhrani pro tvorbu reportii z mého pohledu vychazi nejlépe Tenable
SecurityCenter. Na druhou stranu pouzitelnost jiz predpripravenych reportii od
vyrobce jsem shledal lepsi u QualysGuard, kde byl bez problémi pouzitelny primo
vysledek skenu.
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3.3.7  Zavér porovnani

Ze zjisténych vysledkl a zkuSenosti ziskanych testovanim péti rliznych produkti
lze konstatovat, Ze zadané poZadavky spliuji nejlépe produkty vyrobct Qualys
a Tenable. Jednim zKkliCovych pozadavkli bylo on-premise feSeni a Tenable
je z tohoto pohledu tedy nejlepsi volbou. Pokud se koncovy uzivatel reSeni smifi
stim, Ze vysostné citlivd data o zranitelnostech Kkritickych systémi budou
pravidelné (byt Sifrované) putovat internetem na vzdalené servery zaocednské

firmy, Ize doporucit obé zminéné varianty.
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4 Navrh implementace

4.1 Popis vychoziho stavu

Vroce 2012 byl v prostfedi Ceské posty implementovan skener zranitelnosti
Tenable Nessus s ridici sluzbou Tenable SecurityCenter 4 (SC4). SC4 byl
nainstalovan na HW platformu DELL PowerEdge R310. Administracni rozhrani
bylo umisténo do sité OBM, tedy oddélené sité urcené pro administraci systémi.
Dale byl instalovan tzv. ,mobilni skener zranitelnosti Nessus®“. Jedna se o skener
zranitelnosti nainstalovany na béZny notebook. Skener Tenable Nessus je
v soucasné dobé vyuzivan pouze pro skenovani zranitelnosti operac¢nich systémi
a aplikaci. Frekvence pouziti neni nijak pravidelnd, jedna se o vytipované kontroly
v jednotlivych lokalitach. V roce 2012 byla zakoupena licence umoZziiujici skenovat

500 IP adres, coZ pro potreby prileZitostného skenovani lokalit dostacuje.

5 EA DATOVE CENTRUM 1
? W, 7N EEE

Systém 1525 1

1]

eth0 — HTTPS, SSH
10.xxx.53.10

HW appliance
Rad Hat Enterprise Linux 5
+ aplikace SecurityCenter

LOKALITA

Srv 3

rv4 Srvn

LEEER

Sl,-\ll- OBM Mobilni skener

Nessus

Obrizek 5 - Soudasny stav zapojeni v CP
Praktické vyuziti skeneru probiha tak, Ze do kontrolované lokality je umistén
mobilni skener, tedy notebook s instalaci aplikace Tenable Nessus, pripadné

virtudlni stroj, ktery zastava stejnou funkci. Aby byly vysledky skenovani
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relevantni, je vZdy nutné zajistit povoleni potiebné sitové komunikace. (Zakladni
politika sitové komunikace je v DSCP nastavena zpiisobem ,co neni povoleno, je

zakazano".)

e Permanentné povoleny pristup ke spravé SC4 je znazornén pismenem A
(viz Obrdzek 5 - Soucasny stav zapojeni v CP), a to ve sméru ze stanice
administratora SC4 na SC4 na TCP porty 22 a 443. Kde TCP port 22 je pouZit
pro administraci OS pomoci SSH, TCP port 443 je pouzit pro administraci
aplikace SC4 pomoci protokolu HTTPS.

e Povoleni pristupu ke spravé mobilntho skeneru je znazornéno jako
komunikace B, je variabilni a povoluje se ¢i zakazuje operativné pouze na
zakladé zadosti pracovnika, ktery aktualni skenovani provadi. Pozadavek na
porty je shodny s komunikaci A.

e Povoleni komunikace C na TCP portu 8834, na kterém nasloucha skener
Nessus a komunikuje s SC4. Tato komunikace se povoluje ¢i zakazuje

operativné pouze na zakladé Zadosti pracovnika obsluhujiciho skener.

Aktualni matice povoleni sitové komunikace vypada tak, jak je uvedeno v tabulce
(Tabulka 4 - Matice pro povoleni komunikace v siti). Po dokonceni skenovani je

nutné stejné rozsahy IP adres zakazat, resp. vratit do ptivodniho stavu.

Tabulka 4 - Matice pro povoleni komunikace v siti

Zdroj/ IP Porty zdroje Cil/IP Porty cile
SC4/10.xxx.53.10 TCP All Nessus/? TCP 8834
Nessus/? TCP All LAN segment ?* TCP All
Nessus/? UDP All LAN segment 7* UDP All
Servis/IP administratora TCP All Nessus/? TCP 22
NTB Mobilni skener/? TCP All SC4/10.xxx.53.10 TCP 443

Vysledek spusténého testu je uloZen do SC4. ZjiSténé zranitelnosti operacnich
systému a aplikaci jsou pak manualné vyhodnoceny pracovnikem, ktery skenovani

provadi. Pri zjiSténi konkrétni zranitelnosti je kontaktovan administrator systému
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a je vyzvan k napraveé. Po odstranéni zranitelnosti (instalace opravnych SW balikd,

upgrade SW, atd.) je proveden kontrolni test.

4.2 Navrh nasazeni Tenable Nessus do datového centra

V roce 2016 CP rozsifila pocet licenci skeneru zranitelnosti Tenable Nessus o 200.
Celkem je mozZné skenovat az 700 IP adres. Divodem rozsifeni byl zadmér
skenovani systémi KII. Informaé¢ni systémy spadajici v CP do Kkategorie KII, jsou
umistény celkem ve tfech datovych centrech Ceské posty. Z povahy samotné
technologie skeneru zranitelnosti vyplyva, Ze mezi skenerem a skenovanym
systémem by se nemély nachazet dalsi sitové prvky jako napft. firewally nebo IPS
sondy. Skener by takova zarizeni zbytec¢né zatéZoval a velmi pravdépodobné by
generoval radu faleSné pozitivnich udalosti. Skener proto umistime primo do siti

v datovych centrech, kde jsou provozovany servery, které planujeme skenovat.

7 N7

Pro centralni rizeni skenii bude pouzita stavajici instalace Tenable SecurityCenter
(SC4). Tento server poskytuje uzivatelské webové rozhrani, pres které probiha
veSkeré nastavovani samotného centra i koncovych skenerti. Soucasti mych

implementacnich praci bude kompletni konfigurace tohoto prostredi, tzn.:

¢ rekonfigurace uZivatelskych opravnéni a roli

e konfigurace uloZisté - Repositories (databaze pro ukladani vysledki skenti)

e Kkonfigurace zén - Scan Zones (z6na je rozsah sitovych adres, na néZ miiZe byt
sken aplikovan)

e pripojeni a konfigurace nové nainstalovanych skeneri

e nastaveni skenovacich politik

e nastaveni pravidelného spousténi skenii

e konfigurace reportt.

Pro skenovani zranitelnosti bude tedy v kaZdém datovém centru instalovan
nejméné jeden skener zranitelnosti. Schéma sitového usporadani je znazornéno na

obrazku (Obrdzek 6 - Schéma ndvrhu implementace Tenable Nessus do DC).
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10.yyy.7.50

eth0 — HTTPS, SSH
10.xxx.53.10 »
HW appliance
Red Hat Enterprise Linux Server

release 6.8 (Santiago)
+ aplikace SecurityCenter 5.4.5

VM

DATOVE CENTRUM 1

B
-

AS1 AS2 ASn

Systém ISZS 1

Tenable Appliance Standar

NESSUS
vyhrazeno pro ISZS E E !

AS1 AS2 ASn
> Systém ISZS 2
Tenable Appliance Standard
NESS’US AS1 AS2 ASn
pro ostatni servery
Systém ISZS n

DATOVE CENTRUM 2

AS1 AS2 ASn
Systém ISZS 1
Tenable Appllance Standar

vyhrazeno pro ISZS
AS1 AS2 ASn

Systém IS252

Tenable Appliance Standard
NESSUS AS1 AS2 ASn

pro ostatni servery Systém ISZSn

DATOVE CENTRUM 3

VM

AS1 AS2 ASn

Systém ISZS 1

Tenable Appliance Standard
NESSUS
vyhrazeno pro ISZS

Obrazek 6 - Schéma navrhu implementace Tenable Nessus do DC
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4.2.1 Moznosti instalace skeneru Tenable Nessus

Vyrobce SW Tenable Nessus nabizi dvé varianty, jak skener instalovat.

Prvni varianta je pouziti vlastniho opera¢niho systému, na ktery je nasledné
instalovana aplikace Tenable Nessus. Jedna se o variantu pracnéjsi, operacni
systém je nutno priibéZzné udrzovat. Vyhodou je plna kontrola nad OS, piistup
k OS pres SSH a napi. pokrocilejsi moZnosti ladéni auditnich politik. Pri
instalaci OS je také moZné nastavit vlastni velikost pouzitého diskového
prostoru.
PoZadavky na HW:

o CPU: 1 dual-core 2 GHz

o Pamét: 4 GB RAM

o Diskovy prostor: 30 GB
Druhou variantou je vyrobcem dodavana tzv. appliance. Jedna se o instala¢ni
balik (format OVA pro vmvaare ESXi) obsahujici operacni systém i aplikaci. Jde
o velice rychlou a snadnou instalaci. Po instalaci se provede pouze konfigurace
sité a aplikace je zprovoznéna. Ovladani appliance probiha pires webové
rozhrani na portu 8000 (administrace appliance) a 8834 (aplikace Nessus)
protokolem HTTPS (pristup na Kkonzoli OS po portu 22 je uzavien).
Nevyhodou, na kterou jsme pti testovani narazili, je absence mozZnosti ovlivnit,
kolik diskového prostoru si appliance alokuje. 20GB pro OS, 30GB pro data
a 8GB RAM, je onéco vice, nez kolik je udavano vyrobcem jako minimalni
konfigurace HW pro skener.
Zjisténé pozadavky na HW (alokované prednastavenym inst. balikem OVA)

o CPU: 1 dual-core 2 GHz

o Pamét: 8 GB RAM

o Diskovy prostor: 50 GB

Po zvazeni vSech pro a proti zvitézila varianta instalovani skenerti jako appliance.

4.2.2 Instalované skenery

Jména a IP adresy instalovanych skenera vychazeji ze zabéhnuté jmenné konvence

pouZivané v ramci podniku a budou nasledujici:
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o ISZS
o sc4-csl-10.xxx.244.132
o sc4-cs2-10.zzz.240.68
o sc4-cs3-10.yyy.5.228

e OSTATNI
o sc4-cs4 - 10.xxx.244.133
o sc4-cs5-10.yyy.5.229

4.2.3 Instalace a nastaveni appliance Nessus Scanner

Instalace do virtualniho prostredi probéhla bez potiZi. Na jednotlivych skenerech
byla nastavena IP adresa, pres webové rozhrani pak probéhlo vytvoreni

administratorského uctu.

KazZdy skener je propojen s konzoli SecurityCenter, ¢imzZ jsou mimo jiné zajistény
pravidelné aktualizace zasuvnych modult.
Na kazdém novém skeneru (administrace applianace) je nastaveno toto:
e Synchronizace ¢asu NTP:
o NTP Local Reference Clock: Off
o Ignore NTP Requests: On
o Custom NTP server(s): (dle umisténi skeneru)
e Presmérovani logli ze skeneru do dohledového nastroje SIEM
o pomoci definice: *.info @ipadresa_siem - zajisStuje odesilani logl
s prioritou info a vyssi ve formatu syslog do SIEM.
e Nastaveni pristupu pres PROXY do internetu ze skenerii na doménu
*tenable.com pro moznost stahovani aktualizaci OS appliance.
e Pravidelna kontrola aktualizaci OS

o denné ve 4:30h

4.3 Konfigurace uzivatelskych opravnéni a roli

Jak jsem jiz naznacil v kapitole 2.5, skenovani zranitelnosti operacnich systémi na
serverech v datovém centru ma vyznam pouze v pripadé, Ze se skener muze ke

vSem skenovanym stanicim prihlasit privilegovanym uctem (root/administrator).
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Proto bude aplikace Tenable Nessus pro skenovani pouzivat ucet (s opravnénim
root/administrator) vytvoreny na skenovaném operac¢nim systému a tento ucet
bude urcen pouze kuUcelu skenovani. Aby nemohl byt tento privilegovany ucet
pouZzit/zneuzit pro prihlaSovani na koncové systémy, umoznuje SecurityCenter
spravovat pristupové udaje k tomuto UCtu jinou osobou, nez tou, kterd spravuje
samotny skener zranitelnosti. Ta se vaplikaci SecurityCenter prihlasi s roli
,Credential Manager*“. Tato role dovoluje pouze spravovat prihlaSovaci udaje, jez

jsou nasledné vyuzity pti skenovani koncovych systémi.

4.3.1 Ucet pro sken s piihlasenim - platforma UNIX

Uéet uréeny pro skenovani s prihlasenim se bude jmenovat nessus_u (povoleno je
max. 8 znakit). Pristupy jsou vCP na platformé UNIX fizeny pomoci SUDO.

Na kazdém serveru bude tedy v souboru /etc/sudoers zaznam:

nessus_u <jméno serveru>=NOPASSWD: ALL

Piihlaseni na Ucet nessus_u bude mozné pouze pomoci SSH kli¢e. SSH kli¢ bude
generovan pod dohledem ,Ctyt oci“. (Detailnéji je toto popsano v kapitole 4.3.3.)
Nasledné bude pomoci role Credential Manager importovan do Tenable
SecurityCenter a sdilen k pouZiti pti skenovani. Soubor se soukromym klicem bude

poté smazan ze stanice, kde byl vygenerovan.

4.3.2  Uéet pro sken s prihlaSenim - platforma Windows

Pro platformu Microsoft Windows bude vytvoren ucet v ActiveDirectory. Pomoci
globalnich politik bude tomuto uctu povoleno prihlasit se na konkrétni servery
s pravy lokalniho administratora. Po analyze rizik pti pouziti takového uctu jsme
rozhodli pouzit pro kazdou aplikaci/systém zvlastni ucet ve jmenné konvenci
nessus_ZkratkaAplikace. K tomu, aby mohl byt jen jeden ucet naptic¢ vSemi systémy
vDSCP pri zachovani dostate¢ného zabezpeceni, nabizi se moZnost vyuzit
prihlasovani pomoci Kerberos tiketli. Tato varianta vSak bude vyzadovat hlubsi

studii proveditelnosti a rozsahlejsi testovani. Pokud probéhnou, tak vramci

dalSiho rozvoje, nikoliv v prvni fazi implementace.
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Aby se skener mohl ke skenovanému serveru prihlasit, je od vyrobce doporuceno
povolit na lokdlnim firewallu opera¢niho systému porty pro SMB a WMI. Pro
konkrétni nastaveni portl probéhla rada testli kodladéni globalni politiky.
Vysledna a zaroven vzorova globalni politika GPO slouzi k povoleni prostupt ze
skeneri na skenovana aktiva, prifazeni wuzivatele do skupiny lokalnich
administratort atd. V textové formeé je tato politika k dispozici mezi prilohami pod
nazvem BICT Nessus_ips_c. Pro kazdy dalsi systém bude zkopirovanim vytvorena

dalSi ve jmenné konvenci BICT_Nessus_ZkratkaSystému_c.

4.3.3 Postup pro vytvoreni skenovacich acta
Pro vytvoreni Uctu byl navrZen pracovni postup, ktery ma zajistit to, aby ucet
nessus bylo mozné pouzit pouze pii skenovani.
e Nastrané Tenable SecurityCenter
o vytvoreni uctu pro pracovnika provozu centralnich systému (PCS)
sroli,Credential Manager*
e Na strané produké¢niho serveru
o vytvoreni uctu ,nessus“ s potifebnym opravnénim
e Pod dohledem ,4 oc¢i“ pracovnikli BCIT s PCS
o vytvoreni prihlasovacich udaji, 8 znakd hesla zada odd. PCS
a 8 znaki zada odd. BICT
e Na strané Tenable SecurityCenter
o import neverejné casti klice do SecurityCenter pod uctem s roli
,Credential Manager*
o sdileni pristupovych idaji uzivatellim SecurityCenter, ktefi jsou ve
skupiné BICT
e Pod dohledem ,4 o¢i“

o smazani neverejné casti klice ze systému, kde byl generovan

PrihlaSeni na vSechny ucty pouZivané ke skenovani bude monitorovano pres

dohledovy nastroj SIEM.
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4.3.4  Dohled uctu pro skenovani pres SIEM

Uvodni prerekvizitou pro pridani kaZdého nového systému pod skener
zranitelnosti je zasilani logli operacniho systému do centralniho SIEM. Jakkoliv by
to mélo byt jednou ze zdkladnich konfiguraci operacnich systémi, praxe ukazala,
Ze tomu tak ve skutecnosti neni. Abychom méli logy s jistotou k dispozici, je nutné
u kazdého priddvaného aktiva toto nastaveni provérit. Na vyhodnoceni logi

z operacnich systémi je postaveno nasledujici pravidlo.

Pro eliminaci rizika zneuziti U¢tu nessus_u bylo v dohledovém nastroji SIEM
navrzeno pravidlo, které koreluje udalost s popisem ,accepted password"
a uzivatelské jméno ,nessus_u“. Log s témito parametry by z produkcnich serveri
dorazil pouze tehdy, pokud by probéhlo prihlaseni na ucet nessus_u pomoci hesla.
Takovy ptipad bude generovat bezpecnostni incident. Definice pravidla vypada
takto:

SELECT * FROM Event (
(event desc .toLowerCase() IN ( 'accepted password' ) AND user dst

toLowerCase () IN ( 'nessus u' ))

Ve standardni situaci se vyskytuje log, kde je v kombinaci s uzivatelskym jménem
»nessus_u“ popis udalosti ,Accepted publickey”, priCemz tajny kli¢ je k dispozici

pouze aplikaci SecurityCenter.

4.3.5 Rozdéleni roli na urovni SecurityCenter

Rozdéleni roli bude vypadat takto:

e BICT administruje SC, spravuje lokalni ac¢ty na SC

e BICT ridi a spravuje skenery, skeny a reporty ze skeni

e Pracovnik odd. PCS ma pridélen lokalni ucet do SecurityCenter

e Pracovnik PCS zadava pod svym uc¢tem v SC prihlasovaci idaje k €tu ,,nessus“

Graficky je tento model znazornén na obrazku (Obrdzek 7 - PouZiti uctu pro

skenovdni)
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4.4 Konfigurace ulozisté skeni

Vysledky provedenych skeni jsou ukladany v databazi na strané SecurityCenter.
Definice téchto databazi se provadi v centralni konzoli SecurityCenter v nabidce

Repositories (UloZisté). Pro kazdé ulozisté je nutné definovat rozsah IP adres, ze

kterych bude mozné vysledky skenti do tulozisté ulozit.
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4.4.1  Ulozisté v prostiedi Ceské posty
Pro prehlednost pouziti nadefinujeme pro kazdy pouzity skener vzidy jedno

ulozisté. Jména uloziSt a sitové rozsahy v ulozistich akceptované budou tedy

nasledujici:

e DC_1_ISZS 10.xxx.0.0/16

e DC1 10.xxx.0.0/16

e DC_2_ISZS 10.yyy.0.0/16

e DC2 10.yyy.0.0/16

e DC_3_ISZC 10.zzz.224.0/19

V pripadé budouciho rozvoje (napf. pridani skeneru do vnéjSitho perimetru sité)
bude pridano dalsi dlozisté napft. s nazvem:

e DMZ.1

4.5 Konfigurace skenovacich z6n

Dale je nutné definovat tzv. skenovaci zény. Skenovaci zénou definujeme jednotlivé
podsité, které mohou byt skenovdny vybranym skenerem/skenery. Pro kazdy

informacni systém budeme vytvaret oddélenou zo6nu.

4.5.1  Zény v prostredi CP

Jmenna konvence z6n bude ,ZKRATKA_Nazev_systému“.
Priklad:

e NDS_Dtchodova_sluzba 10.xxx.79.0/24
e T&T_Tracing&Tracking 10.xxx.116.0/24,10.xxx.139.0/24
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4.6 Skenovaci politiky

Jadro problematiky skenovani zranitelnosti spociva ve spravné konfiguraci
skenovacich politik, respektive jejich nastaveni tak, aby vyhovovaly zamyslenym
cilim. Bez nich nelze oCekavat relevantni vysledky skenii. Konkrétnim politikdm

se budu vénovat v této kapitole.

Skenovaci politika je vpripadé Tenable Nessus reprezentovana textovym
souborem ve formatu XML, kde jsou jednotlivé volby v prevazné vétSiné
nastavitelné do hodnot ,yes“ / ,no“ pripadné ,endabled“ / ,disabled. Priklad
zapisu jedné volby:

<preference>
<name>stop_scan_on_disconnect</name>
<value>yes</value>

</preference>

Nékteré polozky ocekavaji Ciselny vstup, napfr. vycet skenovanych portd. Pro
uZzivatele je k dispozici grafické rozhrani, které nabizi ponékud ptrehlednéjsi spravu
tohoto souboru, jenZ ma vice nez 1000 fadkd. Jednotlivé volby jsou prevedeny
na graficka tlacitka. Ani jedna z téchto variant nema takovou vypovidajici hodnotu,
aby vhodné a prehledné ukazala rozdily jednotlivych politik, proto jsem zvolil
format tabulkovy. KaZzda volba bude reprezentovana originalnim textem
z grafického rozhrani, originalnim popisem volby z manualu vyrobce, jeho ¢eskym
prekladem a polem s nastavenou hodnotou. Vysledné politiky budou vytistény

v prilohach a jejich PDF verze uloZeny na priloZzeném CD.

Utelem sady ¢yt politik, které jsem navrhl, je ziskat piehled o siti, v niZ je systém
provozovan, ovéfeni spravné autentizace skeneru a moznosti auditovat stav

zranitelnosti operacniho systému.

4.6.1 PING sken sité pro objeveni novych IP adres
Nazev politiky: PING_sken

Prvni politika, kterou jsem pripravil ke spusténi, je tzv. ,Discovery scan” nebo také
,Ping scan“. Jde o sken, kdy se programem PING (anglicky Packet InterNet Groper)

dotazuji IP adresy v siti a ¢eka se, zda z nich prijde odpovéd. Tento typ skenu je
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spoustén pouze na vyzadani v pripadé, Ze je potieba zjistit, jakd zarizeni se
nachazeji v dané siti. Typicka situace vyuziti této politiky nastdva pri dvodnim
napojeni konkrétnich systéml na skener zranitelnosti (viz kapitola 4.7) pro
ovéreni béZicich aktiv v dané siti. Jedna se o zakladni sken sité, ktery se da téz
vykonat pomoci aplikace NMabp, jak jiz bylo zminéno v kapitole 3.3.1. Tento sken by
mél byt rychly, ale zaroven spolehlivy. Nebude vyuzivat Zadné zasuvné moduly

a ze zakladnich funkci bude vyuZivat PING s metodami ARP, TCP a ICMP.

4.6.2  AUTH sken pro ovéreni autentizace skeneru

Nazev politiky: AUTH_sken

Abychom si byli jisti, Ze se skener dokazal spravné autentizovat a mohl pak
pristoupit na dané aktivum s dostatenym opravnénim, je dobré toto néjakym
zpusobem (lépe vice zplisoby) ovérit. Jako zakladni kontrola mohou slouzit logy
z operacniho systému zachycené v dohledovém nastroji SIEM. Zde vSak pozname
pouze Uspésné Ci neuspéSné prihlaseni, nikoliv zda kontroly probéhly
s opravnénim administratora. Od vyrobce Tenable existuje nékolik zasuvnych
modull (plugini), které pomérné prehledné sdéli, do jaké miry se autentizace

podarila, a zda sken probéhl s dostatecnymi pravy. Vytvorime proto specidlni

politiku, jeZ bude vSechny tyto kontroly obsahovat.

Vycet pouzitych zasuvnych modult:

Skupina zasuvnych modult: Settings

ID Nazev zasuvného modulu

12634 Authenticated Check : OS Name and Installed Package Enumeration
21745 Authentication Failure - Local Checks Not Run

19506 Nessus Scan Information

24786 Nessus Windows Scan Not Performed with Admin Privileges

Skupina zasuvnych moduli: Windows

ID Nézev zasuvného modulu

10394 Microsoft Windows SMB Log In Possible

26917 Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry
10428 Microsoft Windows SMB Registry Not Fully Accessible Detection

Skupina zasuvnych modul: Windows : User management

ID Nazev zasuvného modulu
10910 Microsoft Windows Local User Information
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Dobra kontrola na to, zda se skeneru podarilo prihlasit, je také zapnuti funkce
port-skenu. Pokud probéhne lokalné (pomoci WMI netstat nebo SSH netsat),
indikuje to Uspésné prihlaSeni do OS. Zapnuti volby ,Only run network port
scanners if local port enumeration failed" zajisti, Ze se sitovy port-sken spusti jen
tehdy, pokud se nepodari vycist stav porti lokdlné. Sitovy port-sken bude v této
politice orientovan na rychlost a Setrnost. Pouzil jsem tedy metodu SYN (polovi¢ni

TCP handshake) na prvnich 100 portd, coz je rychlé a zaroven plné vypovidajici.

4.6.3  PATCH AUDIT sken operacnich systémi

Nazev politiky: PATCH_AUDIT _sken

Tato politika vychazi z predpokladu, Ze zndme konkrétni seznam aktiv (aktiva jsou
reprezentovana IP adresou), na ktera budeme smérovat sken s touto politikou.
Dale predpokladame, Ze se na skenované aktivum podarilo Uspésné prihlasit
s dostatecnym opravnénim, a tim padem mohou spravné probéhnout vSechny
kontroly. V zaloZce nastaveni zasuvnych modult (Plugins) budou zapnuty vSechny
moduly ze vSech skupin, které jsou k dispozici. Nessus v prvni radé zjiStuje, o jaky
operacni systém se jednd, a nasledné pouziva jen relevantni kontroly pro zjistény

systém.

4.6.4 PORT sken
Nazev politiky: PORT_sken

Z mnoha diivodl nas mize zajimat, jaké porty jsou na konkrétnim aktivu otevirené
pro piistup ,z venku“, tedy nikoliv metodou netstat po prihlaSeni do OS. Pijde tedy
o sken, ktery nebude vyuzivat prihlaSovaci tidaje. Ackoliv na skenovaném aktivu
mohou byt porty oteviené, existuje mnoho dalSich mozZnosti (firewally sitové,
firewally v OS), které mohou ve skutecCnosti tytéZ porty blokovat. Timto skenem lze

zjistit skutecny stav dostupnych otevienych porti.

4.7 Postup pri napojeni produkcniho systému

Pro napojeni produkéniho systému na skenovani zranitelnosti je treba provést

nasledujici kroky v uvedeném poradi. Platformy UNIX a Windows se drobné lisi.
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4.7.1 platforma UNIX

e  7Zjisténi poctu produkénich a testovacich serverti systému a jejich IP adres

e ZjiSténi segmentace sité, ve které je systém umistén

e Spusténi PING skenu na sit’ x.x.x.0/%, ve které se systém nachazi

e Porovnani vysledki PING skenu s prvnim bodem a vyrovnani nesrovnalosti
e  Zajisténi sitovych prostupli mezi skenerem a skenovanou siti

e Qvéreni, zda jsou logy OS odesilany do SIEM

e Nazakladé IP adres urceni skeneru a ulozisté

e Vytvoreni nové skenovaci zény v SecurityCenter

e Vytvoreni Gctu nesssus_u na vSech serverech systému

e Spusténi AUTH skenu a ovéreni vysledkl

e Definovani ¢asovych oken pro pravidelné skenovani na produkénich serverech
e Spusténi PATCH AUDIT skenu na testovacich serverech

e Spusténi PATCH AUDIT skenu na produk¢ni servery v ¢asovém okné

e Po prvnim spusténi vyhodnoceni vysledki

e Nastaveni pravidelného spousténi skenu

4.7.2 platforma Windows

Zjisténi poctu produkcenich a testovacich servert systému a jejich [P adres
Zjisténi segmentace sité, ve které je systém umistén

Spusténi PING skenu na sit x.x.x.0/x, ve které se systém nachazi

Porovnani vysledkii PING skenu s prvnim bodem a vyrovnani nesrovnalosti
Zajisténi sitovych prostupl mezi skenerem a skenovanou siti

Ovéreni, zda jsou logy OS odesilany do SIEM

Na zakladé IP adres urceni skeneru a tlozisté

Vytvoreni nové skenovaci zony v SecurityCenter

o ® N o A Wb

Vytvoreni Gctu nesssus_ZkratkaAplikace v Active Directory

—_
o

. Implementace GPO politiky na testovaci servery skenovaného systému

—_
—_

. Spusténi AUTH skenu - ovéreni, Ze jsou politiky GPO plné funk¢ni

[N
N

. Definovani ¢asovych oken pro pravidelné skenovani na produkénich serverech

[N
w

. Implementace GPO politiky na produk¢ni servery skenovaného systému

—_
S

. Spusténi PATCH AUDIT skenu na testovacich serverech

—_
v

. Spusténi PATCH AUDIT skenu na produkéni servery v casovém okné

=
)

. Po prvnim spusténi vyhodnoceni vysledki

—_
~

. Nastaveni pravidelného spousténi skenu
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5 Implementace a testovani

5.1 Popis mé role pri implementaci

Cely proces implementace probihal prakticky ve triclenném tymu. Projektovy
manaZzer nebyl na tento ukol vyclenén, tudiZ jedna z podstatnych roli, kterou jsem
pod vedenim svych nadrizenych zastaval, byla pravé tato. Projektové rizeni
obnaselo veskeré organizacni zaleZitosti pro zajiSténi dostate¢né komunikace mezi
vSemi zucastnénymi organizacnimi jednotkami, koordinaci dil¢ich Cinnosti
a hlidani termind. Mi dva tymovi kolegové mi byli ndpomocni nejvice ve dvou
oblastech. Prvni kolega odvedl velky kus prace pfti tvorbé a otestovani GPO politiky
pro platformu Windows, bez nizZ by nebylo moZné zajistit prihlasovani skeneru na
servery s OS Windows. Druhy kolega zajiStoval ¢ast testovacich praci a prevaznou
cast exekutivni c¢innosti, tedy komunikaci s administratory systému pro ziskani
vSech potirebnych podkladii (ovéreni seznamu servert, distribuci uzivatelského
uctu atd.). Mou roli pak byla koordinace vSech krokii, administrace samotné
aplikace  SecurityCenter vcetné skenerli Nessus, navrh implementace
a skenovacich politik, testovani a rutinni nasazeni skenovacich politik, stejné tak

priprava a testovani Sablon reportd.

V ptipravné fazi jsme stravili nékolik tydnl testovanim technologie ve vlastnim
testovacim prostredi (VMWare), kde jsme se dostatecné sezndmili s moZnostmi
zvolené technologie. V ramci pfiprav jsem také provedl otestovani a porovnani

konkurencnich produkti (viz kapitola 3).

5.2 Vznik navrhu implementace a skenovacich politik

Nasledné jsem zkompletoval strategii rozmisténi a pouziti skenerti v datovych
centrech. Do kazdého datového centra jsem navrhl umistit jeden skener pro
systémy ISZS a druhy pro ostatni systémy (pokud v DC jiné systémy jsou)
viz kapitola 4.2. Politiky, které jsem pripravil a popsal v kapitole 4.6, jsou kompletni
sadou pouzitelnou nezavisle na platformach. Uéelem bylo ptipravit vie tak, aby
bylo kdykoliv jednoduse zjistitelné, zda se skener dokaze spravné autentizovat na

skenovany operacni systém. K tomuto ucCelu slouZi jedna z politik (AUT sken) a ta
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je zaroven Kklicova pri napojeni skeneru na novy systém. Diky vysledkiim
z ,AUTH skenu“ si totiZ snadno ovérime, Ze prihlaSovaci Udaje byly nastaveny
spravné, ze prihlaSovaci metody prochazeji bezchybné, a Ze tim padem ma skener
moznost spolehlivé zkontrolovat vSechny zranitelnosti skenovaného operac¢niho

systému.

5.3 Priubéh implementace

Po provedenych pripravach bylo mym ukolem kontaktovat oddéleni Enterprise
architektury (EA). Od EA bylo nutné ziskat standardni zpracovani softwarové
architektury na zakladé nasich podkladl tak, abychom zpét obdrzeli instala¢ni
formulare. S instala¢nimi formulari jsem mohl pokracovat na oddéleni Provozu
centralnich systéma (PCS). Na zdkladé instalacnich formuldrt byla provedena

instalace skenert na virtualni servery.

Jakmile jsem mél kdispozici Cisté instalace skenerl, provedl jsem jejich
konfiguraci, napojil je na SecurityCenter, dale pres PROXY do internetu pro
stahovani aktualizaci a zaroven také na SIEM kvili sbéru systémovych logt. Dalsi
konfigurace (ptripravu ulozist a skenovacich zén, tvorbu politik a reportt) jsem

provadél jiZ na drovni SecurityCenter.

Aby bylo moZné rutinné pripojovat riizné systémy (primarné spadajici pod ZKB)
na skener zranitelnosti, bylo mym cilem vzorové napojeni jednoho systému
z platformy UNIX a jednoho z platformy Windows. Tim jsem zaroven provéril, Ze

mnou havrzené postupy jsou zcela funk¢ni.

Ve spolupraci s administrdtorem odd. PCS jsem vytvoril uZivatelské ucty pro
skenovani a vlozil prihlaSovaci tidaje do SecurityCenter. Na konkrétnich dvou
systémech jsem proSel cely proces napojeni aZ po nastaveni pravidelnych kontrol
a vyladéni finalnich reportl. Soucasti postupu pro napojeni jsou testovaci skeny.

Reporty z téchto skent jsou k dispozici mezi prilohami této prace.

Nezanedbatelnou cast prace zabralo odladéni GPO politik pro OS Windows. GPO

upravuji nastaveni firewallu na OS, definuji umisténi uZivatele do skupiny atd.
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Ve vysledku se implementa¢nimu tymu ve spolupraci s odd. PCS podatilo vytvorit
GPO politiku (viz priloha GPO BICT_Nessus_ips_c), kterd povoluje jen to nejnutné;jsi
a nevytvari zbytec¢né prostupy, jeZ by samotné zabezpeceni Windows serveru

naopak snizovaly.

5.4 Testovani

Testovani probihalo v podstaté kontinualné ve vSech fazich projektu. V ivodni fazi
bylo zaméreno na samotnou instalaci Nessus skeneru a obsluhu SecurityCenter.
Nasledovalo testovani navrZenych skenovacich politik a zplisobu pouZiti
prihlaSovacich metod skeneru k OS a s tim souvisejicich GPO politik pro Windows,

podobné jako nastaveni SUDO v UNIX systémech.

Nejvice test probéhlo v oblasti prihlasovani skeneru ke skenovanym opera¢nim
systémim. Ktestovani jsem pouZzival jiZ vytvorenou skenovaci politiku
»,AUTH sken“ zjejichz vysledkli bylo zretelné, zda se skeneru podarilo dostat do
operacniho systému se spravnym opravnénim. Divodd, pro¢ se tak nemusi stat, je
dlouha rada. Kladné vysledKky testii v testovacim prostredi nam nijak nezarucily, Ze
stejnych vysledkii dosdahneme v prostiedi produk¢énim. To ovliviiuji rtizné dalsi
omezujici faktory (firewally, access listy na sitovych prvcich apod.) a je tedy znovu

zapotiebi analyzovat a zajiStovat opatieni pro hladky chod skeneru.

Samotny skener je vSak ze své podstaty velkym pomocnikem pti odhalovani
divodii neuspésSnych stavii. DokadZe kuprikladu testovat areportovat seznam
otevienych portli na cilovém aktivu, coZ jsme s vyhodou pouzivali pomoci nasi

skenovaci politiky ,,PORT sken”.

5.5 Casovy rozvrh implementace

Casovy odhad implementace pocital s obdobim 01-04/2017. Redlné jsme se do
cilového stavu dobrali s cca mésicnim zpozdénim, coz je vzhledem k rozsahu praci
a velikosti organizacni struktury podniku pfijatelny skluz. Realny ¢asovy rozvrh

pak vypadal zhruba takto:



50

Implementace a testovani

e Priprava, testovani a seznameni s produktem

e Navrh implementace

e Priprava a testovani skenovacich politik

e SW architektura + instalace skenert

e Konfigurace skenert, priprava uzivatelskych actd ,nessus”

e Ladéni GPO politik a piihlaseni ptes SUDO pro tcet ,neesus”

e Vzorové napojeni prvnich dvou produkénich systémia ISZS

e Rutinni pripojeni dalSich systémi ISZS

5.6 Kalendaini plan skenii

11/2016-01/2017
01/2017
02/2017
02/2017
03/2017
04/2017
04-05/2017
05-06/2017

V dobé dokonceni této prace jsou pravidelné skenovany dva informacni systémy,

v v/

jeden (PPS) béZici na platformé UNIX (umistén ve dvou DC), druhy (IPS) béZici na

Vv

platformé Windows. Od administratort byla zjisténa Casova okna, kdy je mozné

systémy skenovat, aniZ by dochazelo k nevhodné zatéZi produkéniho prostiedi.

Casovy plan testi tedy vypada takto:

Tabulka 5 - Kalendaini plan skenii

Jméno skenu

Politika

Cas startu

Kalendarni plan

IPS

PATCH_AUDIT_sken

Apr 29, 2017 23:00

Every week on Sat at 23:00 +02:00

PPS_1

PATCH_AUDIT_sken

Apr 30,2017 03:00

Every week on Sun at 03:00 +02:00

PPS_2

PATCH_AUDIT_sken

Apr 30,2017 03:00

Every week on Sun at 03:00 +02:00

5.7 Nalezené zranitelnosti

Prvni ostry sken probéhl vnocnich hodinach posledniho dubnového vikendu.

Skenery pracovaly bezchybné a skeny probéhly tak, jak bylo ocekavano. Vysledky

uvodnich skenl na prvnich dvou produk¢nich informacnich systémech ukéazaly

pomérné zasadni nedostatky, zvlasté v UNIX prostiedi. Valnou vétsSinu kritickych

zranitelnosti predstavovala verze operacniho systému (Solaris 10). Dle dostupnych

v v/

informaci paralelné bézi projekt migrace operacnich systémli na podporované

verze. Tim padem by se tento trend mél velice brzy na vysledcich projevit a po

upgrade OS by mélo zranitelnosti vyrazné ubyvat. Nicméné uvodni report Ize uvést

jako exemplarni odstrasujici priklad kriticky zranitelného informacniho systému.
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Souhrn

Tento report ukazuje vysledku skenu zranitelnosti na niZe uvedenych aktivech. Jednalo se o tzv.

PATCH_AUDIT sken operacniho systému.

Cilem takového skenu je zZjisténi, které opravné baliky na daném aktivu chybi. Tento report vypisuje

chybéjici patche se zivaznosti CRITICAL a HIGH.

Prehled zranitelnosti na skenovanych aktivech

IP prehled skenovanych aktiv

ddress

10. {1
10. JENER 50
10. (- ¢
10. SRR 49
10. P 43
10. S 35
10. NN 35
10. [ 31
10. W 21
10, 19

1745
843
1745
843
843
1745
1867
1648
1648
1648

BCilcal 222 74.56%
# High 476 31.21%

Megium 285 18.95%
uLow 5 1.46%
minfc 0.82%

Vuins
EENC  [E
A
15 21 @57 |
26 58 &8 8 43
T
T o2 |
24 58 43 42
24 58

Obrizek 8 - Vysledek skenu z produkéniho ISZS systému na platformé UNIX



52 Implementace a testovani

Souhrnné vysledky téchto skeni jsou knahlédnuti ve formé screenshoti
z vyslednych repoti. (Obrdzek 8 - Vysledek skenu z produkéniho ISZS systému na
platformé UNIX a Obrdzek 9 - Vysledek skenu z produkcniho ISZS systému na

platformé W)

Vzhledem ktomu, Ze se jednda o produkéni systémy, I[P adresy jsou
z bezpecCnostnich divodi maskovany. U systému v UNIX prostredi dosahuji
zranitelnosti v kategorii kritické a vysoké témér 50% ze vSech nalezenych
zranitelnosti, coZ je velmi vysoké cislo. U systému provozovaného v prostredi

Windows jde o 3,5%.

Prehled zranitelnosti na skenovanych aktivech

IP prehled skenovanych aktiv

P Address | Score \ Total [ Vuins
18 o o
T %2 e R
o 162 v
10. @70 182 148 7 88 125
o w— % s | EEE
v 2 e R

Obrazek 9 - Vysledek skenu z produkéniho ISZS systému na platformé Windows



Zaveér 53

6 Zavér

Implementaci skeneru zranitelnosti do datovych center se podarilo viadném
terminu dostat do faze, kdy jsou dikladné popsany veskeré potrebné pracovni
postupy, jsou vytvoreny potrebné politiky a Sablony reportli a minimalné dva
vzorové systémy jsou pravidelné skenovany. Tim je vSe pripraveno k tomu, aby
mohlo nasledovat napojovani libovolného poctu dalSich informacnich systémi bez
vétSich potizi. Z prvnich vysledki testli produkcnich systémi je zretelné, Ze pocty
nalezenych zranitelnosti nejsou zanedbatelné a nasazeni skeneru neni pouze

formalita.

Navrh implementace byl akceptovan vSemi zucCastnénymi organizacnimi
jednotkami a postupné realizovan. Za klicovou podminku tspésné realizace bych
oznacil podporu ze strany vedouciho pracovnika oddéleni PCS (Provoz centralnich
systémi). Pokud by z této pozice neexistovala aktivni souc¢innost, tlak na podrizené
administratory a souznéni s celym projektem, troufam si tvrdit, Ze by za takovych

okolnosti byl tento projekt v podniku velikosti CP nerealizovatelny.

Po technické strance samotna instalace skenert probihala bez vétSich komplikaci.
PotiZe, které bylo nutno velice intenzivné resit, se nakumulovaly aZ ve finalni fazi.
To, aby se skener skutecné dokazal na konkrétni produkcni server prihlasit
s plnymi pravy, se ukazalo jako ne zcela trividlni ukol a nasledné to obnaselo radu
ovéfovani nastaveni jak na sitové urovni, tak na drovni operacnich systémi.
Samotné SecurityCenter nabizi mnoho kombinaci, jak tuto funkci pouzit, ale vétsi
detail bohuZel neni v dokumentaci kproduktu prili§ zachycen, ackoliv jinak

samotna dokumentace od Tenable patfi k tém povedenéjsim.

Po odhaleni a vytreSeni téchto drobnosti je skener funk¢ni tak, jak bylo navrZeno
a pozadovano. Smér, kterym se bude vyvijet rozvoj skenovani, bude zarazeni tzv.
»COMPLIANCE SKEN"“. To vSak obnasi pripravu auditnich politik pro jednotlivé

operacni systémy a pomérné rozsahlé testovani.

Nyni zbyva to posledni - pfijmout takova opatfeni, aby byly nalezené zranitelnosti

v co nejkrat$i mozné dobé odstranény.
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Priloha ¢. 1

Priloha ¢. 1.

Porovnani vysledkii a reporti skent

Skenovany operac¢ni systém: a) Windows Server 2008 R2

Stav operacniho systému: bez aktualizaci

Pouzité skenery:
a) Tenable Nessus - sken s autentizaci
b) QualysGuard - sken s autentizaci
c) QualysGuard - sken bez autentizace

d) Nexpose - sken s autentizaci
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Zranitelnosti - vycet
10.66.35.212

IP Address: 10.66.35.212

NetBIOS Name: WIN-5JUHIB97UQINWIN-5JUHIB97UQI
DNS Name: 42ghj2js.ad.cpost.cz

OS CPE: cpe:/o:microsoft:windows_server_2008:r2:gold
MAC Address: 00:0c:29:eb:a2:df

Score: 1881

Repository: Test polygon BICT Olsanska

Pocty zranitelnosti dle zavaznosti

Critical 9
High 141

Medium 34
Low 3
Info

83



Vypis zranitelnosti zavaznosti: Critical, High

22024 Microsoft Internet Explorer Unsupported Version Detection Critical

26921 Windows Service Pack Out-of-Date Critical

44422 MS10-012: Vulnerabilities in SMB Could Allow Remote Code Execution Critical
(971468)

48291 MS10-054: Vulnerabilities in SMB Server Could Allow Remote Code Critical

Execution (982214)
MS11-020: Vulnerability in SMB Server Could Allow Remote Code

53377 Execution (2508429) Critical
56736 I(\g?;;\;ﬁ%? Vulnerability in TCP/IP Could Allow Remote Code Execution Critical
1o, Vursiies b Woiows P Spclr ComporatsCod
79638 MS14-066: Vulnerability in Schannel Could Allow Remote Code Execution Critical

(2992611) (uncredentialed check)
42110 MS09-054: Cumulative Security Update for Internet Explorer (974455) High

MS09-059: Vulnerability in Local Security Authority Subsystem Service
Could Allow Denial of Service (975467)

43064 MS09-072: Cumulative Security Update for Internet Explorer (976325) High
MS10-001: Vulnerability in the Embedded OpenType Font Engine Could

42115 High

43865 Allow Remote Code Execution (972270) High
44110 MS10-002: Cumulative Security Update for Internet Explorer (978207) High
44416 MS10-006: Vulnerabilities in SMB Client Could Allow Remote Code High
Execution (978251) 9
MS10-013: Vulnerability in Microsoft DirectShow Could Allow Remote .
e Code Execution (977935) aleln
45378 MS10-018: Cumulative Security Update for Internet Explorer (980182) High
45506 MS10-019: Vulnerabilities in Windows Could Allow Remote Code High

Execution (981210)

45507 MS10-020: Vulnerabilities in SMB Client Could Allow Remote Code Hiah
Execution (980232) 9
MS10-022: Vulnerability in VBScript Scripting Engine Could Allow Remote

Code Execution (981169)

MS10-030: Vulnerability in Outlook Express and Windows Mail Could
Allow Remote Code Execution (978542)

46839 MS10-032: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow High
Elevation of Privilege (979559) 9

MS10-033: Vulnerabilities in Media Decompression Could Allow Remote

45509 High

46312 High

46840 Code Execution (979902) High

46842 MS10-035: Cumulative Security Update for Internet Explorer (982381) High

47711 MS10-043: Vulnerability in Canonical Display Driver Could Allow Remote Hiah
Code Execution (2032276) 9

47750 MS KB_2286198: Windows Shell Shortcut Icon Parsing Arbitrary Code High
Execution

48216 MS10-046: Vulnerability in Windows Shell Could Allow Remote Code High

Execution (2286198)

48284 MS10-047: Vulnerabilities in Windows Kernel Could Allow Elevation of High
Privilege (981852) 9

48285 MS10-048: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Elevation of Privilege (2160329) 9



48286 MS10-049: Vulnerabilities in SChannel could allow Remote Code Hiah
Execution (980436) 9

MS10-051: Vulnerability in Microsoft XML Core Services Could Allow

48288 Remote Code Execution (2079403) High
48290 MS10-053: Cumulative Security Update for Internet Explorer (2183461) High
MS10-058: Vulnerabilities in TCP/IP Could Allow Elevation of Privilege .
48295 (978886) High
48296 MS10-059: Vulnerabilities in the Tracing Feature for Services Could Allow Hiah
Elevation of Privilege (982799) 9
MS10-060: Vulnerabilities in the Microsoft .NET Common Language
48297 Runtime and in Microsoft Silverlight Could Allow Remote Code Execution High
(2265906)
48762 MS KB?269637: Insecure Library Loading Could Allow Remote Code High
Execution
49219 MS10-061: Vulnerability in Print Spooler Service Could Allow Remote High
Code Execution (2347290) 9
49948 MS10-071: Cumulative Security Update for Internet Explorer (2360131) High
49950 MS10-073: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Elevation of Privilege (981957) 9
49951 MS10-074: Vulnerability in Microsoft Foundation Classes Could Allow Hiah
Remote Code Execution (2387149) 9
49953 MS10-076: Vulnerability in the Embedded OpenType Font Engine Could Hiah
Allow Remote Code Execution (982132) 9
49958 MS10-081: Vulnerability in Windows Common Control Library Could Allow Hiah
Remote Code Execution (2296011) 9
49960 MS10-083: Vulnerability in COM Validation in Windows Shell and High
WordPad Could Allow Remote Code Execution (2405882) 9
MS10-085: Vulnerability in SChannel Could Allow Denial of Service .
49962 (2207566) High
51162 MS10-090: Cumulative Security Update for Internet Explorer (2416400) High
51163 MS10-091: Vulnerabilities in the OpenType Font (OTF) Driver Could Allow High
Remote Code Execution (2296199) 9
MS10-092: Vulnerability in Task Scheduler Could Allow Elevation of .
51164 Privilege (2305420) High
51167 MS10-095: Vulnerability in Microsoft Windows Could Allow Remote Code Hiah
Execution (2385678) 9
51168 MS10-096: Vulnerability in Windows Address Book Could Allow Remote High

Code Execution (2423089)

51170 MS10-098: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Elevation of Privilege (2436673) 9

MS10-100: Vulnerability in Consent User Interface Could Allow Elevation

S172 of Privilege (2442962) High

51455 MS11-002: Vulnerabilities in Microsoft Data Access Components Could High
Allow Remote Code Execution (2451910) 9

51587 MS KB2488013: Internet Explorer CSS Import Rule Processing Arbitrary High

Code Execution
51903 MS11-003: Cumulative Security Update for Internet Explorer (2482017) High

MS11-007: Vulnerability in the OpenType Compact Font Format (CFF)
Driver Could Allow Remote Code Execution (2485376)

51911 MS11-011: Vulnerabilities in Windows Kernel Could Allow Elevation of Hiah
Privilege (2393802) 9

51912 MS11-012: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Elevation of Privilege (2479628) 9

51907 High



MS11-013: Vulnerabilities in Kerberos Could Allow Elevation of Privilege

51913 (2496930) High
52585 MS11-017: Vulnerabilities in Remote Desktop Connection Could Allow Hiah
Remote Code Execution (2508062) 9
53375 MS11-018: Cumulative Security Update for Internet Explorer (2497640) High
MS11-019: Vulnerabilities in SMB Client Could Allow Remote Code .
53376 Execution (2511455) High
53381 MS11-024: Vulnerability in Windows Fax Cover Page Editor Could Allow Hiah
Remote Code Execution (2527308) 9
MS11-028: Vulnerability in .NET Framework Could Allow Remote Code .
53385 Execution (2484015) High
MS11-030: Vulnerability in DNS Resolution Could Allow Remote Code .
LT Execution (2509553) Al
53389 MS11-032: Vulnerability in the OpenType Compact Font Format (CFF) High

Driver Could Allow Remote Code Execution (2507618)

53391 MS11-034: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Elevation of Privilege (2506223) 9

MS11-038: Vulnerability in OLE Automation Could Allow Remote Code

55118 Execution (2476490) High
55119 MS11-039: Vulnerability in .NET Framework and Microsoft Silverlight High
Could Allow Remote Code Execution (2514842) 9
55121 MS11-041: Vulnerability in Windows Kernel-Mode Drivers Could Allow Hiah
Remote Code Execution (2525694) 9
55122 MS11-042: Vulnerabilities in Distributed File System Could Allow Remote Hiah
Code Execution (2535512) 9
MS11-043: Vulnerability in SMB Client Could Allow Remote Code .
55123 Execution (2536276) High
MS11-044: Vulnerability in .NET Framework Could Allow Remote Code .
S Execution (2538814) Hligy
55126 MS11-046: Vulnerability in Ancillary Function Driver Could Allow Elevation Hiah
of Privilege (2503665) 9
MS11-048: Vulnerability in SMB Server Could Allow Denial of Service .
55128 (2536275) High
55130 MS11-050: Cumulative Security Update for Internet Explorer (2530548) High
55132 MS11-052: Vulnerability in Vector Markup Language Could Allow Remote Hiah
Code Execution (2544521) 9
55286 MS11-048: Vulnerability in SMB Server Could Allow Denial of Service High

(2536275) (remote check)

55570 MS11-054: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Elevation of Privilege (2555917) 9

MS11-057: Critical Cumulative Security Update for Internet Explorer

55787 (2559049) High
55793 MS11-063: Vulnerability in Windows Client/Server Run-time Subsystem Hiah
Could Allow Elevation of Privilege (2567680) 9
MS11-064: Vulnerabilities in TCP/IP Stack Could Allow Denial of Service .
55794 (2563894) High
MS11-068: Vulnerability in Windows Kernel Could Allow Denial of Service .
55798 (2556532) High
56174 MS11-071: Vulnerability in Windows Components Could Allow Remote Hiah
Code Execution (2570947) 9
56449 MS11-075: Vulnerability in Microsoft Active Accessibility Could Allow High

Remote Code Execution (2623699)

56451 MS11-077: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Remote Code Execution (2567053) 9



MS11-078: Vulnerability in .NET Framework and Microsoft Silverlight

e Could Allow Remote Code Execution (2604930) Al
MS11-081: Critical Cumulative Security Update for Internet Explorer .
56455 (2586448) High
MS11-084: Vulnerability in Windows Kernel-Mode Drivers Could Allow .
ST Denial of Service (2617657) Hligy
56738 MS11-085: Vulnerability in Windows Mail and Windows Meeting Space High

Could Allow Remote Code Execution (2620704)
56824 MS KB2506014: Update for the Windows Operating System Loader High
MS11-087: Vulnerability in Windows Kernel-Mode Drivers Could Allow

57273 Remote Code Execution (2639417) High
57276 MS11-090: Cumulative Security Update of ActiveX Kill Bits (2618451) High
57283 MS11-097: Vulnerability in Windows Client/Server Run-time Subsystem Hiah
Could Allow Elevation of Privilege (2620712) 9
57285 MS11-099: Cumulative Security Update for Internet Explorer (2618444) High
57414 MS11-100: Vulnerabilities in .NET Framework Could Allow Elevation of Hiah
Privilege (2638420) 9
MS12-001: Vulnerability in Windows Kernel Could Allow Security Feature .
STt Bypass (2644615) Il
57472 MS12-004: Vulnerabilities in Windows Media Could Allow Remote Code Hiah
Execution (2636391) 9
57473 MS12-005: Vulnerability in Microsoft Windows Could Allow Remote Code High

Execution (2584146)

57942 MS12-008: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow High
Remote Code Execution (2660465) 9

MS12-009: Vulnerabilities in Ancillary Function Driver Could Allow
Elevation of Privilege (2645640)

57944 MS12-010: Cumulative Security Update for Internet Explorer (2647516) High
MS12-012: Vulnerability in Color Control Panel Could Allow Remote Code

57943 High

57946 Execution (2643719) High
MS12-013: Vulnerability in C Run-Time Library Could Allow Remote Code .
57947 Execution (2654428) High
57950 MS12-016: Vulnerabilities in .NET Framework and Microsoft Silverlight Hiah
Could Allow Remote Code Execution (2651026) 9
MS12-020: Vulnerabilities in Remote Desktop Could Allow Remote Code .
58332 Execution (2671387) High
58435 MS12-020: Vulnerabilities in Remote Desktop Could Allow Remote Code Hiah
Execution (2671387) (uncredentialed check) 9
58655 MS12-023: Cumulative Security Update for Internet Explorer (2675157) High
MS12-024: Vulnerability in Windows Could Allow Remote Code Execution .
58656 (2653956) High
MS12-025: Vulnerability in .NET Framework Could Allow Remote Code .
58657 Execution (2671605) High
59042 MS12-034: Combined Security Update for Microsoft Office, Hiah
Windows, .NET Framework, and Silverlight (2681578) 9
50043 MS12-035: Vulnerabilities in .NET Framework Could Allow Remote Code Hiah
Execution (2693777) ¢
59044 MS 2695962: Update Rollup for ActiveX Kill Bits (2695962) High
59454 MS12-036: Vulnerability in Remote Desktop Could Allow Remote Code High

Execution (2685939)
59455 MS12-037: Cumulative Security Update for Internet Explorer (2699988) High

MS12-038: Vulnerability in .NET Framework Could Allow Remote Code

59456 Execution (2706726)

High



59459 MS12-041: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Hiah
Elevation of Privilege (2709162) 9

59460 MS12-042: Vulnerabilities in Windows Kernel Could Allow Elevation of High
Privilege (2711167) 9

MS12-043: Vulnerability in Microsoft XML Core Services Could Allow
Remote Code Execution (2722479)

MS12-045: Vulnerability in Microsoft Data Access Components Could
Allow Remote Code Execution (2698365)

59910 MS12-047: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow High
Elevation of Privilege (2718523) 9

MS12-048: Vulnerability in Windows Shell Could Allow Remote Code
Execution (2691442)

61527 MS12-052: Cumulative Security Update for Internet Explorer (2722913) High
MS12-055: Vulnerability in Windows Kernel-Mode Drivers Could Allow

59906 High

59908 High

59911 High

61530 Elevation of Privilege (2731847) High

61531 MS12-056: Vulnerability in .!Script and VBScript Scripting Engines Could High
Allow Remote Code Execution (2706045)

62045 MS 2736233: Update Rollup for ActiveX Kill Bits (2736233) High

62223 MS12-063: Cumulative Security Update for Internet Explorer (2744842) High

62463 MS12-068: Vulnerability in Windows Kernel Could Allow Elevation of High

Privilege (2724197)

62906 MS12-074: Vulnerabilities in .NET Framework Could Allow Remote Code Hiah
Execution (2745030) 9

MS12-075: Vulnerability in Windows Kernel-Mode Drivers Could Allow
Remote Code Execution (2761226)

63224 MS12-077: Cumulative Security Update for Internet Explorer (2761465) High
MS12-078: Vulnerability in Windows Kernel-Mode Drivers Could Allow

62907 High

63225 Remote Code Execution (2783534) High

63228 MS12-081: Vulnerability in Windows File Handling Component Could Allow High
Remote Code Execution (2758857) 9

63229 MS12-082: Vulnerability in DirectPlay Could Allow Remote Code High

Execution (2770660)

63420 MS13-002: Vulnerabilities in Microsoft XML Core Services Could Allow Hiah
Remote Code Execution (2756145) 9

63422 MS13-004: Vulnerabilities in .NET Framework Could Allow Elevation of High
Privilege (2769324) ¢

MS13-005: Vulnerability in Windows Kernel-Mode Driver Could Allow

g Elevation of Privilege (2778930) Hligy

63522 MS13-008: Security Update for Internet Explorer (2799329) High

64570 MS13-009: Security Update for Internet Explorer (2792100) High

64571 MS13-010: V_ulnerability in Vector Markup Language Could Allow Remote High
Code Execution (2797052)

64576 MS13-015: Vulnerability in .NET Framework Could Allow Elevation of High

Privilege (2800277)

64577 MS13-016: Vulnerabilities in Windows Kernel-Mode Driver Could Allow High
Elevation of Privilege (2778344) 9

64578 MS13-017: Vulnerabilities in Windows Kernel Could Allow Elevation of Hiah
Privilege (2799494) 9

MS13-018: Vulnerability in TCP/IP Could Allow Denial of Service
(2790655)

MS13-019: Vulnerability in Windows Client/Server Run-time Subsystem
(CSRSS) Could Allow Elevation of Privilege (2790113)

65210 MS13-021: Security Update for Internet Explorer (2809289) High

64579 High

64580 High



65215 MS13-027: Vulnerabilities in Kernel-Mode Drivers Could Allow Elevation Hiah
Of Privilege (2807986) 9

65875 MS13-028: Security Update for Internet Explorer (2817183) High
MS13-029: Vulnerability in Remote Desktop Client Could Allow Remote

£33 Code Execution (2828223) Hligy
MS13-031: Vulnerabilities in Windows Kernel Could Allow Elevation of .

65878 Privilege (2813170) High

65883 MS13-036: Vulnerabilities in Windows Kernel-Mode Driver Could Allow High

Elevation of Privilege (2829996)
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Report Summary
Launch Date:
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Authentication:
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Excluded IPs:
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Scan Results

Scanner Appliances:

Summary of Vulnerabilities

https://qualysguard.qg2.apps.qualys.eu/fo/report/report_view.php?...

UALYSGUARD®*ENTERPRISE SUITE

March 14, 2017

This report was generated with an evaluation version of Qualys

Ceska Posta s.p.
olSanska
Prague 13000
Czech Republic

03/14/2017 at 11:10:02 (GMT+0100)

03/08/2017 at 09:31:23 (GMT+0100)

1

1

On demand

Finished

scan/1488961744.33017

Miklanek (Scanner 9.1.27-1, Vulnerability Signatures 2.3.558-2)
00:18:13

Windows authentication was successful for 1 host
Win_2008_auth - 20170308

Global Default Network

10.66.35.212

Initial Options Miklanek

security Risk (Avo): [N 50

| by Severity

Severity

Confirmed Potential Information Gathered
54 0 0

85 0 0

29 2 8

10 3 47

0 1 63

178 6 118

Total
54
85
39
60
64

302

14.03.2017 11:11
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I 5 Biggest Categories ' ]
Category Confirmed Potential Information Gathered  Total
Windows 130 & 22 156
Security Policy 5 il 58 64
Internet Explorer 33 0 0 33
Information gathering 0 1 18 19
General remote services 4 0 6 10
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Vulnerabilities by Severity
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PR 5 Microsoft SMB Client Remote Code Execution Vulnerability (MS10-006)

BHEEE 5 Microsoft SMB Server Remote Code Execution Vulnerability (MS10-012)
PIEEEE 5 Microsoft DirectShow Remote Code Execution Vulnerability (MS10-013)

PR 5 Microsoft Windows Remote Code Execution Vulnerability (MS10-019)

[BEEE 5 Microsoft Windows Canonical Display Driver Remote Code Execution Vulnerability
(MS10-043 and Microsoft Security Advisory 2028859)

PEEEE 5 Microsoft Media Decompression Remote Code Execution Vulnerability (MS10-033)
[BIEEE 5 Microsoft Windows Shell Remote Code Execution Vulnerability (MS10-046 and KB2286198)
FEEEE 5 Microsoft Windows XML Core Services Remote Code Execution Vulnerability (MS10-051)
FIEBIEE 5 Microsoft OpenType Font Driver Remote Code Execution Vulnerability (MS10-091)
BIMEEE 5 Microsoft Data Access Components Remote Code Execution Vulnerability (MS11-002)

PMEEE 5 Microsoft OpenType Compact Font Format (CFF) Driver Remote Code Execution
Vulnerability (MS11-007)

FMEME 5 Microsoft Windows Cumulative Security Update of ActiveX Kill Bits (MS11-027)

BMEE 5 Microsoft OpenType Compact Font Format (CFF) Driver Remote Code Execution
Vulnerability (MS11-032)

BIEEEE 5 Microsoft SMB Server Remote Code Execution Vulnerability (MS11-020)

BEEEE 5 Microsoft JScript and VBScript Scripting Engines Remote Code Execution Vulnerability
(MS11-031)

BBEME 5 Microsoft Distributed File System Remote Code Execution Vulnerability (MS11-042)
BEBEEE 5 Microsoft Windows SMB Client Remote Code Execution (MS11-043)

BEBEEE 5 Microsoft OLE Automation Remote Code Execution Vulnerability (MS11-038)

BEMEEE 5 Microsoft Windows 2008 R2 Service Pack 1 Not Installed

BEEEE 5 Microsoft Windows TCP/IP Remote Code Execution Vulnerabilities (MS11-083)

PEEEE 5 Microsoft Cumulative Security Update of ActiveX Kill Bits (MS11-090)

BEEEE 5 Microsoft Windows C Run-Time Library Remote Code Execution Vulnerability (MS12-013)
BIBBEN 5 Microsoft Windows Kernel-Mode Drivers Remote Code Execution Vulnerability (MS12-008)

BEEMEE 5 Microsoft Windows Remote Desktop Protocol Remote Code Execution Vulnerability
(MS12-020)

BEBEE 5 Microsoft Windows Remote Code Execution Vulnerability (MS12-024)

BEEEE 5 Microsoft Combined Security Update for Microsoft Office, Windows, .NET Framework and
Silverlight (MS12-034)

BEMEE 5 Microsoft Windows Unauthorized Digital Certificates Spoofing Vulnerability (KB2718704)
PIBBEE 5 Microsoft Remote Desktop Remote Code Execution Vulnerability (MS12-036)
BEEEN 5 Microsoft Data Access Components Remote Code Execution Vulnerability (MS12-045)

BEEEE 5 Microsoft Windows Print Spooler Components Remote Code Execution Vulnerability
(MS13-001)

PEEEE 5 Microsoft Windows Client-Server Runtime Subsystem Elevation of Privilege Vulnerability
(MS13-019)

BEREEE 5 Microsoft Windows Kernel-Mode Driver Elevation of Privilege Vulnerability (MS13-027)
PBBEE 5 Microsoft Windows Remote Desktop Client Remote Code Execution Vulnerability (MS13-029)
BEEEEE 5 Microsoft Windows Kernel Multiple Elevation of Privilege Vulnerabilities (MS13-031)
BBEME 5 Microsoft Internet Explorer Cumulative Security Update (MS10-002 and KB979352)
BEEEE 5 Microsoft Internet Explorer Cumulative Security Update (MS10-018 and KB981374)
BIEBEEE 5 Microsoft Cumulative Security Update for Internet Explorer (MS10-071)

BBEEE 5 Microsoft Internet Explorer Vector Markup Language Remote Code Execution Vulnerability
(MS11-052)

BEEEE 5 Microsoft Internet Explorer Cumulative Security Update (MS11-050)
PIEEEE 5 Microsoft Internet Explorer Cumulative Security Update (MS11-057)
» HEEEE 5 Microsoft Internet Explorer Cumulative Security Update (MS11-081)

v v v Vv Ww
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» HBEEE 5 Microsoft Internet Explorer Cumulative Security Update (MS12-023)

» HEEEE 5 Microsoft Internet Explorer Cumulative Security Update (MS12-063) (SA2757760)

» HEEEE 5 Microsoft Internet Explorer Cumulative Security Update (MS12-077)

» HEEEE 5 Microsoft Internet Explorer Remote Code Execution Vulnerability (MS13-008 and
KB2794220)

» MEEEE 5 Microsoft Internet Explorer Remote Code Execution Vulnerability (MS13-009)

» EEEEE 5 Microsoft Vector Markup Language Remote Code Execution Vulnerability (MS13-010)

» EEEEE 5 Microsoft Internet Explorer Multiple Remote Code Execution Vulnerabilities (MS13-021)

» BEEEE 5 Microsoft Internet Explorer Multiple Remote Code Execution Vulnerabilities (MS13-028)

» EEEEE 5 EOL/Obsolete Operating System: Microsoft Windows Server 2008 R2 RTM Detected

» HEEENE 5 EOL/Obsolete Software: Microsoft Internet Explorer 8 Detected

» BMEEMN 5 Microsoft Internet Explorer Time2 Element Behavior Use-After-Free Vulnerability (MS11-050)

» MEEEE 5 Microsoft Kernel-Mode Drivers Remote Code Execution Vulnerability (MS11-087 and
KB2639658)

» HEEE 4 Microsoft Cumulative Security Update for ActiveX Kill Bits (MS09-055)

» BEEE 4 Microsoft Windows CryptoAPI Spoofing Vulnerability (MS09-056)

> MEEE 4 Microsoft Windows Cumulative Security Update of ActiveX Kill Bits (MS10-008)

» BMEEE 4 Microsoft VBScript Remote Code Execution Vulnerability (MS10-022 and KB981169)

» MEEE 4 Microsoft SMB Client Remote Code Execution Vulnerability (MS10-020)

> MEENE 4 Microsoft Windows Kernel Elevation Privilege Vulnerability (MS10-021)

» HEENE 4 Microsoft Outiook Express and Windows Mail Remote Code Execution Vulnerability
(MS10-030)

> HEEE 4 Microsoft Windows Cumulative Security Update of ActiveX Kill Bits (MS10-034)

» BEEE 4 Microsoft Windows Kernel-Mode Drivers Elevation of Privilege Vulnerabilities (MS10-032)

» EEEE 4 Microsoft NET Framework Tampering Vulnerability (MS10-041)

» HEEE 4 Microsoft Windows Kernel-Mode Drivers Privilege Elevation Vulnerability (MS10-073)

» MEEME 4 Microsoft Windows MFC Remote Code Execution Vulnerability (MS10-074)

> HMEEE 4 Microsoft Windows Kemel Elevation of Privilege Vulnerability (MS10-047)

» MEEE 4 Microsoft Windows TCP/IP Elevation of Privilege Vulnerability (MS10-058)

» MEEN 4 Microsoft Windows Kernel-Mode Drivers Privilege Elevation Vulnerability (MS10-048)

» MEEE 4 Microsoft Windows Print Spooler Remote Code Execution Vulnerability (MS10-061)

» BEEE 4 Microsoft Embedded OpenType Font Engine Remote Code Execution Vulnerability
(MS10-076)

> EEEE 4 Microsoft Windows Common Control Library Remote Code Execution Vulnerability
(MS10-081)

» BMMEE 4 Microsoft Windows Shell and WordPad COM Validation Remote Code Execution Vulnerability
(MS10-083)

» WEEE 4 Microsoft Windows Task Scheduler Privilege Escalation Vulnerability (MS10-092)

» HMEEE 4 Microsoft Windows Kemel Elevation of Privilege Vulnerabilities (MS11-011)

L4 BEEE 4 Microsoft Windows Kernel-Mode Drivers Elevation of Privilege Vulnerabilities (MS10-098)

» MEMEE 4 Microsoft Consent User Interface Elevation of Privilege Vulnerability (MS10-100)

» MEEE 4 Microsoft Windows Address Book Remote Code Execution Vulnerability (MS10-096)

4 BEEE 4 Microsoft JScript and VBScript Scripting Engines Information Disclosure Vulnerability
(MS11-009)

» MEENE 4 Microsoft Windows Kernel-Mode Drivers Elevation of Privilege Vulnerability (MS11-012)

» HEME 4 Microsoft Windows Kerberos Elevation of Privilege Vulnerability (MS11-013)

> BEEE 4 Microsoft Windows Remote Desktop Client Remote Code Execution Vulnerability (MS11-017)

» HEME 4 Microsoft SMB Client Remote Code Execution Vulnerability (MS11-019)

» MMM 4 Microsoft DNS Resolution Remote Code Execution Vulnerability (MS11-030)
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Microsoft Windows Kernel-Mode Drivers Elevation of Privilege Vulnerability (MS11-034)
Microsoft Windows Kernel-Mode Drivers Remote Code Execution Vulnerability (MS11-041)
Microsoft SMB Server Denial of Service Vulnerability (MS11-048)

Microsoft MHTML Information Disclosure Vulnerability (MS11-037)

Microsoft Ancillary Function Driver Elevation of Privileges Vulnerability (MS11-046)
Microsoft Windows Kernel Mode Drivers Elevation of Privilege (MS11-054)

Microsoft Windows Client/Server Runtime Subsystem Elevation of Privilege Vulnerability
(MS11-056)

Microsoft Windows Client/Server Run-time Subsystem Elevation of Privilege Vulnerability
(MS11-063)

Microsoft Data Access Components Remote Code Execution Vulnerability (MS11-059)
Microsoft Windows Kernel Denial of Service Vulnerability (MS11-068)

Microsoft Windows Components Remote Code Execution Vulnerability (MS11-071)
Microsoft Active Accessibility Remote Code Execution Vulnerability (MS11-075)

Microsoft Windows Kernel-Mode Drivers Remote Code Execution Vulnerability (MS11-077)

Microsoft Windows Mail and Windows Meeting Space Remote Code Execution Vulnerability
(MS11-085)

Microsoft Windows Kernel Security Feature Bypass Vulnerability (MS12-001)

Microsoft Windows Media Remote Code Execution Vulnerability (MS12-004)

Microsoft Windows Remote Code Execution Vulnerability (MS12-005)

Microsoft Windows Color Control Panel Remote Code Execution Vulnerability (MS12-012)
Microsoft Ancillary Function Driver Elevation of Privilege (MS12-009)

Microsoft Windows Kernel-Mode Drivers Remote Code Execution Vulnerability (MS12-018)
Microsoft Windows Partition Manager Elevation of Privilege Vulnerability (MS12-033)
Microsoft Windows TCP/IP Elevation of Privilege Vulnerability (MS12-032)

Microsoft Windows Kernel-Mode Drivers Elevation of Privileges Vulnerability (MS12-041)
Microsoft Windows Kernel Privilege Escalation Vulnerability (MS12-042)

Microsoft XML Core Services Remote Code Execution Vulnerability (MS12-043 and
KB2719615)

Microsoft Windows Kernel-Mode Drivers Elevation of Privilege Vulnerability (MS12-047)
Microsoft Windows Shell Remote Code Execution Vulnerability (MS12-048)

Microsoft Windows Unauthorized Digital Certificates Spoofing Vulnerability (KB2728973)
Microsoft Windows Kernel-Mode Drivers Elevation of Privilege Vulnerability (MS12-055)

Microsoft JScript and VBScript Scripting Engines Remote Code Execution Vulnerability
(MS12-056)

Windows Networking Components Could Allow Remote Code Execution (MS12-054)
Microsoft Windows Kernel Privilege Escalation Vulnerability (MS12-068)

Microsoft NET Framework Remote Code Execution Vulnerability (MS12-074)

Microsoft Windows Kernel-Mode Drivers Remote Code Execution Vulnerability (MS12-075)
Microsoft Windows IP-HTTPS Component Security Feature Bypass Vulnerability (MS12-083)
Windows File Handling Component Remote Code Execution Vulnerability (MS12-081)
Microsoft Windows Kernel-Mode Drivers Remote Code Execution Vulnerability (MS12-078)
Microsoft Fraudulent Digital Certificates Spoofing Vulnerability (KB2798897)

Microsoft XML Core Services Remote Code Execution Vulnerability (MS13-002)

Windows Kernel-Mode Driver Elevation of Privilege (MS13-005)

Microsoft .NET Framework Elevation of Privilege (MS13-004)

Microsoft Windows Kernel Multiple Elevation of Privilege Vulnerabilities (MS13-017)
Microsoft Windows Kernel-Mode Driver Elevation of Privilege Vulnerability (MS13-016)
Microsoft .Net Framework Elevation of Privilege Vulnerability (MS13-015)
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> BEBEE 4 Microsoft Windows Kernel-Mode Driver Elevation of Privilege Vulnerability (MS13-036)

» BEEE 4 Microsoft Internet Explorer "onreadystatechange" Use After Free Vulnerability (MS10-018)

> BEEEE | 4 Microsoft Internet Explorer Cumulative Security Update (MS10-053)

> BEEE 4 Microsoft Internet Explorer CSS Style Table Layout Uninitialized Memory Vulnerability
(MS10-090)

> BBEEE 4 Microsoft Internet Explorer Remote Code Execution Vulnerability (MS10-090)

> BMBEE | 4 Microsoft Internet Explorer Remote Code Execution Vulnerability (MS11-003 and

KB2488013)

» BEEBEE 4 Microsoft Internet Explorer Cross-Zone Local Cookie File Access Security Bypass

Vulnerability (MS11-057)
BEEE | 4 Microsoft Cumulative Security Update for Internet Explorer (MS11-099)
BEEEE 4 Microsoft Cumulative Security Update for Internet Explorer (MS12-010)
BEEEE 4 Microsoft Internet Explorer Cumulative Security Update (MS12-037)
4
3

EImER Microsoft Internet Explorer Cumulative Security Update (MS12-052)

EEE Microsoft Windows Local Security Authority Subsystem Service Denial of Service
Vulnerability (MS09-059)

> HEE 3 Microsoft Windows 7 and Windows Server 2008 R2 Remote SMB Denial of Service
Vulnerability (MS10-020 and KB977544)

> EEE 3 Microsoft Windows OpenType Compact Font Format (CFF) Driver Elevation of Privilege
Vulnerability (MS10-037)

N | | | 3 Microsoft Windows win32k.sys Driver "CreateDIBPalette()" Buffer Overflow Vulnerability
(MS10-098)

v v v v W

> EER 3 Microsoft Windows SChannel Remote Code Execution Vulnerability (MS10-049)

> BER 3 Microsoft Windows SMB Server Remote Code Execution Vulnerability (MS10-054)

> HEE 3 Microsoft Windows Tracing Feature for Services Privilege Elevation Vulnerability (MS10-059)

) EEE 3 Microsoft MHTML Information Disclosure Vulnerability (KB2501696, MS11-026)

> EEE 3 Microsoft Windows TCP/IP Denial of Service Vulnerability (MS11-064)

> EEE 3 Microsoft Windows Kernel-Mode Drivers Denial of Service Vulnerability (MS11-084)

> ENE 3 Microsoft Windows Client/Server Run-time Subsystem Elevation of Privilege Vulnerability
(MS11-097)

> HER 3 Microsoft Windows DirectWrite Could Allow Denial of Service Vulnerability (MS12-019)

> BEE 3 Microsoft Minimum Certificate Key Length Update Not Installed (KB2661254)

> HEE 3 Microsoft Windows Kerberos Denial of Service Vulnerability (MS12-069)

> HEE 3 Microsoft Windows TCP/IP Denial of Service Vulnerability (MS13-018)

> HER 3 Microsoft Internet Explorer Cumulative Security Update (MS10-035 and KB980088)

> HER 3 Microsoft Internet Explorer XSS Filter "SCRIPT" Tag XSS Vulnerability (MS10-018)

N | | | 3 Microsoft Internet Explorer CSS "expression" Remote Denial of Service Vulnerability - Zero
Day

> BHEE 3 Microsoft Internet Explorer MSHTML Findtext Processing Vulnerability - Zero Day

4 BEE 3 Microsoft Internet Explorer Mouse Tracking Events Design Error Vulnerability

> EEE 3 Microsoft Internet Explorer Stack Exhaustion Denial of Service Vulnerability

> EEE 3 Built-in Guest Account Not Renamed at Windows Target System

> HEE 3 Microsoft Windows "RunAs" Password Length Local Information Disclosure - Zero Day

N | | | 3 Microsoft Internet Explorer File Download Denial of Service Vulnerability - Zero Day

> EEE 3 Hotfix KB2264107 (DLL hijacking) Not Installed / Not Configured

) HEE 3 Microsoft Windows IPv6 Protocol Stack Network Discovery Design Error Vulnerability
(KB2750841)

> HER 3 SSL/TLS use of weak RC4 cipher port 3389/tcp over SSL

> HEE 3 SSL/TLS Server supports TLSv1.0 port 3389/tcp over SSL

> EEE 3 Windows Remote Desktop Protocol Weak Encryption Method Allowed  port 3389/tcp over SSL

> HR 2 Enabled Cached Logon Credential
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2N | | 2 Allowed Null Session

> BN 2 Default Windows Administrator Account Name Present

N | | 2 Microsoft Windows Service Isolation Bypass Privilege Escalation Vulnerability (KB2264072)

» e 2 Microsoft Internet Explorer Print Handler Vulnerability

N | | 2 Microsoft Internet Explorer Cache Objects History Enumeration Vulnerability - Zero Day

> NN 2 Microsoft Windows Explorer AutoPlay Not Disabled

4 i 2 Windows Explorer Autoplay Not Disabled for Default User

> BN 2 SSL Certificate - Subject Common Name Does Not Match Server port 3389/tcp over SSL
FQDN

> BE 2 SSL Certificate - Signature Verification Failed Vulnerability port 3389/tcp over SSL

» Potential Vulnerabilities (6) F[E
» Information Gathered (118) FHE

~ Appendix

Hosts Scanned

Successfully Scanned Hosts (IP)
10.66.35.212

Target distribution across scanner appliances
Miklanek : 10.66.35.212

Windows authentication was successful for these hosts (1)

Instance os:
10.66.35.212

Options Profile

Initial Options_Miklanek
Scan Settings

Ports

Scanned TCP Ports
Scanned UDP Ports

Scan Dead Hosts

Load Balancer Detection
Perform 3-way Handshake
Vulnerability Detection
Password Brute Forcing
System

Custom

Authentication

Windows

Standard Scan
Standard Scan
Off

Off

Off

Complete
Disabled
Disabled

Enabled

14.03.2017 11:11
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Unix/Cisco Enabled
Oracle Disabled
Oracle Listener Disabled
SNMP Disabled
VMware Disabled
DB2 Disabled
HTTP Disabled
MySQL Disabled
Overall Performance Normal
Additional Certificate Detection Normal
Authenticated Scan Certificate Discovery Disabled
Hosts to Scan in Parallel -

Use Appliance Parallel ML Scaling Off
External Scanners 15
Scanner Appliances 30

Processes to Run in Parallel -

Total Processes 10
HTTP Processes 10
Packet (Burst) Delay Medium

Port Scanning and Host Discovery -

Intensity Normal

Dissolvable Agent -

Dissolvable Agent (for this profile) Disabled

Windows Share Enumeration Disabled

Windows Directory Search Disabled

Lite OS Discovery Disabled

Advanced Settings

Host Discovery TCP Standard Scan
UDP Standard Scan
ICMP On

Packet Options =

Ignore firewall-generated TCP RST packets Off

Ignore all TCP RST packets Off

Ignore firewall-generated TCP SYN-ACK packets Off

Do not send TCP ACK or SYN-ACK packets during host discovery  Off

» Report Legend
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This report was generated with an evaluation version of Qualys

i
i

The correctness and completeness of your vulnerability reports is very important to us. If you believe our system made
an error in your report, please notify us and we will contact you immediately for clarification.

CONFIDENTIAL AND PROPRIETARY INFORMATION. Qualys provides the QualysGuard Service "As Is," without any
arranty of any kind. Qualys makes no warranty that the information contained in this report is complete or error-free.
Copyright 2017, Qualys, Inc.
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Michal Miklanek
ceskabmm
Manager

Report Summary
“Launch Date:
Active Hosts:
‘Total Hosts:

Type:

Status:
Reference:

Duration:
Title:

Network:
Asset Groups:
RIPs:
Excluded IPs:
Option Profile:

Total: 29

| Scan Results

Scanner Appliances:

‘Summary of Vulnerabilities

https://qualysguard.qg2.apps.qualys.eu/fo/report/report_view.php?...

:@UALYSGUARD‘ENTFRPRISI* SUITE

March 14, 2017

This report was generated with an evaluation version of Qualys

Ceska Posta s.p.

olSanska

Prague 13000
Czech Republic

03/14/2017 at 11:14:42 (GMT+0100)

03/08/2017 at 10:04:26 (GMT+0100)

1

1

On demand

Finished

scan/1488963842.33018

Miklanek (Scanner 9.1.27-1, Vulnerability Signatures 2.3.558-3)
00:18:13

Win_2008_neauth

Global Default Network

10.66.35.212

Initial Options_Miklanek

security Risk (Avo): IR 5.0

by Severity |
 Severity Confirmed Potential Information Gathered Total
5 1 0 0 1
4 0 0 0 0
3 3 1 1 5
.2 2 0 4 6
1 0 0 17 17
~ Total 6 1 22 29
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Scan Results https://qualysguard.qg2.apps.qualys.eu/fo/report/report 4

| 5Biggest Categories i
Category Confirmed Potential Information Gathered  Total
General remote services 4 0 6 10
Windows 2 1 2 5
TCP/IP 0 0 5 514
Information gathering 0 0 4 4
SMB / NETBIOS 0 0 2 2.3
Total 6 1 19 26
Vulnerabilities by Severity ' i
/ Severity Level
34 B 1 Severity 5
0 Severity 4
| 3 Severity 3
§ / O 2 Severity 2
2 0 0 Severity 1
g 6 Total
e
2
=
g
A — v
0 T T T T T
5 4 3 2 1
Severity Level
Operating Systems Detected
1 Windows 2008 R2/7
0 1 3
Hosts
Services Detected
1 win remote desktop over ssl
1 microsoft-ds
/ = i3 = SRS
B ]? 1 DCERPC Endpoint Mapper
0 1
Services
Detailed Results
w 10.66.35.212 (win-5juhib97uqi, WIN-5JUHIB97UQI) Windows 2008 R2l7‘

- Global Default Network ‘ —

w Vulnerabilities (6) FHE i

> EERER 5 Mlcrosoft Windows Remote Desktop Protocol Remote Code Executlon Vulnerablllty
(MS12-020) "
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> BEN 3 SSL/TLS use of weak RC4 cipher port 3389/tcp over SSL

> EEE 3 SSL/TLS Server supports TLSv1.0 port 3389/tcp over SSL

> BEE 3 Windows Remote Desktop Protocol Weak Encryption Method Allowed port 3389/tcp over SSL

» e 2 SSL Certificate - Subject Common Name Does Not Match Server port 3389/tcp over SSL
FQDN

N | | 2 SSL Certificate - Signature Verification Failed Vulnerability port 3389/tcp over SSL

P Potential Vulnerabilities (1) FHE
» Information Gathered (22) [FH[E

~ Appendix

Hosts Scanned

Successfully Scanned Hosts (IP)
10.66.35.212

Target distribution across scanner appliances
Miklanek : 10.66.35.212

Options Profile

Initial Options_Miklanek

Scan Settings

Ports -

Scanned TCP Ports Standard Scan
Scanned UDP Ports Standard Scan
Scan Dead Hosts Off

Load Balancer Detection Off

Perform 3-way Handshake Off
Vulnerability Detection Complete

Password Brute Forcing -

System Disabled
Custom Disabled
Authentication B

Windows Enabled
Unix/Cisco Enabled
Oracle Disabled
Oracle Listener Disabled
SNMP Disabled
VMware Disabled
DB2 Disabled
HTTP Disabled
MySQL Disabled
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Scan Results

474

Overall Performance

Additional Certificate Detection
Authenticated Scan Certificate Discovery
Hosts to Scan in Parallel

Use Appliance Parallel ML Scaling
External Scanners

Scanner Appliances

Processes to Run in Parallel

Total Processes

HTTP Processes

Packet (Burst) Delay

Port Scanning and Host Discovery
Intensity

Dissolvable Agent

Dissolvable Agent (for this profile)
Windows Share Enumeration
Windows Directory Search

Lite OS Discovery

Advanced Settings

Host Discovery

Packet Options

Ignore firewall-generated TCP RST packets
Ignore all TCP RST packets

Ignore firewall-generated TCP SYN-ACK packets

Do not send TCP ACK or SYN-ACK packets during host discovery

» Report Legend

This report was generated with an evaluation version of Qualys

The correctness and completeness of your vulnerability reports is very important to us. If you believe our system made
an error in your report, please notify us and we will contact you immediately for clarification.

CONFIDENTIAL AND PROPRIETARY INFORMATION. Qualys provides the QualysGuard Service "As Is," without any
warranty of any kind. Qualys makes no warranty that the information contained in this report is complete or error-free.

Copyright 2017, Qualys, Inc.
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Normal
Normal
Disabled
Off

15

30

10

10
Medium

Normal

Disabled
Disabled
Disabled
Disabled

TCP Standard Scan
UDP Standard Scan
ICMP On

Off

off

off

Off
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Highest Risk Vulnerabilities
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1 Executive Overview
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2.1 MS12-078: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution (2783534) (windows-hotfix-
ms12-078)
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hotfix-ms11-031)

2.3 MS12-034: Combined Security Update for Microsoft Office, Windows, .NET Framework, and Silverlight (2681578) (windows-hotfix-
ms12-034)

2.4 MS12-056: Vulnerability in JScript and VBScript Engines Could Allow Remote Code Execution (2706045) (windows-hotfix-ms12-
056)

2.5 Obsolete Version of Microsoft Internet Explorer (microsoft-internet-explorer-obsolete)

2.6 MS10-012: Vulnerabilities in SMB Server Could Allow Remote Code Execution (971468) (windows-hotfix-ms10-012)

2.7 MS10-020: Vulnerabilities in SMB Client Could Allow Remote Code Execution (980232) (windows-hotfix-ms10-020)

2.8 MS10-054: Vulnerabilities in SMB Server Could Allow Remote Code Execution (982214) (windows-hotfix-ms10-054)

2.9 Windows DLL Hijacking Vulnerability (windows-dll-hijacking-vuln)

2.10 MS11-019: Vulnerabilities in SMB Client Could Allow Remote Code Execution (2511455) (windows-hotfix-ms11-019)
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Highest Risk Vulnerabilities

1. Executive Overview

Highest Risk Vulnerabilities

Risk Score
0 500 1,000 1,500

windows-hotfix-ms12-078
windows-hotfix-ms11-031
windows-hotfix-ms12-034
g SO TS T rer

window HeHE st 0-012
windows-hotfix-ms10-020
windows-hotfix-ms10-054
windows-dll-hijacking-vuln
windows-hotfix-ms11-019

_’

The windows-hotfix-ms12-078 vulnerability poses the highest risk to the organization with a risk score of 1,589. Risk scores are based

on the types and numbers of vulnerabilities on affected assets.
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Highest Risk Vulnerabilities

2. Highest Risk Vulnerability Details

2.1. MS12-078: Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution
(2783534) (windows-hotfix-ms12-078)

Category Web, Mail, Microsoft, Browsers, Microsoft Patch, Microsoft Windows, Remote Execution

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 1,589

References CERT: TA12-346A, CVE-2012-2556, CVE-2012-4786, MS12-078, MSKB: 2783534, OVAL: OVAL15845,
OVAL: OVAL16067

2.2. MS11-031: Vulnerability in JScript and VBScript Scripting Engines Could Allow Remote Code
Execution (2514666) (windows-hotfix-ms11-031)

Category Web, Mail, Microsoft, Remote Execution, Microsoft Patch

CVSS score 9.3 (AV:N/AC:M/Au:N/C:C/I:C/A:C)

Risk Score 1,430

References BID: 47249, CERT: TA11-102A, CVE-2011-0663, MS11-031, MSKB: 2514666, OVAL: OVAL12673

2.3. MS12-034: Combined Security Update for Microsoft Office, Windows, .NET Framework, and
Silverlight (2681578) (windows-hotfix-ms12-034)

Category Mail, Microsoft, Microsoft .NET Framework, IAVM, Microsoft Office, Microsoft Windows, Remote Execution,
Browsers, Microsoft Patch, Web

CVSS score 9.3 (AV:N/AC:M/Au:N/C:C/I:C/A:C)

Risk Score 1,384

References BID: 53335, BID: 53347, BID: 53351, BID: 53358, BID: 53360, BID: 53363, CERT: TA11-347A, CERT: TA12-

129A, CERT: TA12-164A, CVE-2011-3402, CVE-2012-0159, CVE-2012-0162, CVE-2012-0164, CVE-2012-
0165, CVE-2012-0167, CVE-2012-0176, CVE-2012-0180, CVE-2012-0181, CVE-2012-1848,
DISA_SEVERITY: Category |, DISA_VMSKEY: V0032304, IAVM: 2012-A-0079, MS11-087, MS12-034,
MS12-039, MSKB: 2681578, OVAL: OVAL13998, OVAL: OVAL14655, OVAL: OVAL15290, OVAL:
OVAL15355, OVAL: OVAL15388, OVAL: OVAL15466, OVAL: OVAL15555, OVAL: OVAL15574, OVAL:
OVAL15580, OVAL: OVAL15621, OVAL: OVAL15628, OVAL: OVAL15645, OVAL: OVAL15667

2.4. MS12-056: Vulnerability in JScript and VBScript Engines Could Allow Remote Code Execution
(2706045) (windows-hotfix-ms12-056)

Category

Web, Mail, Microsoft, IAVM, Microsoft Windows, Remote Execution, Browsers, Microsoft Patch

CVSS score

9.3 (AV:N/AC:M/Au:N/C:C/1:C/A:C)
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http://www.us-cert.gov/cas/techalerts/TA12-346A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-2556
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-4786
http://technet.microsoft.com/security/bulletin/MS12-078
https://support.microsoft.com/en-us/kb/2783534
http://oval.mitre.org/oval/definitions/data/OVAL15845.html
http://oval.mitre.org/oval/definitions/data/OVAL16067.html
http://www.securityfocus.com/bid/47249
http://www.us-cert.gov/cas/techalerts/TA11-102A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-0663
http://technet.microsoft.com/security/bulletin/MS11-031
https://support.microsoft.com/en-us/kb/2514666
http://oval.mitre.org/oval/definitions/data/OVAL12673.html
http://www.securityfocus.com/bid/53335
http://www.securityfocus.com/bid/53347
http://www.securityfocus.com/bid/53351
http://www.securityfocus.com/bid/53358
http://www.securityfocus.com/bid/53360
http://www.securityfocus.com/bid/53363
http://www.us-cert.gov/cas/techalerts/TA11-347A.html
http://www.us-cert.gov/cas/techalerts/TA12-129A.html
http://www.us-cert.gov/cas/techalerts/TA12-129A.html
http://www.us-cert.gov/cas/techalerts/TA12-164A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-3402
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0159
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0162
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0164
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0165
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0165
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0167
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0176
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0180
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0181
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-1848
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://technet.microsoft.com/security/bulletin/MS11-087
http://technet.microsoft.com/security/bulletin/MS12-034
http://technet.microsoft.com/security/bulletin/MS12-039
https://support.microsoft.com/en-us/kb/2681578
http://oval.mitre.org/oval/definitions/data/OVAL13998.html
http://oval.mitre.org/oval/definitions/data/OVAL14655.html
http://oval.mitre.org/oval/definitions/data/OVAL15290.html
http://oval.mitre.org/oval/definitions/data/OVAL15355.html
http://oval.mitre.org/oval/definitions/data/OVAL15355.html
http://oval.mitre.org/oval/definitions/data/OVAL15388.html
http://oval.mitre.org/oval/definitions/data/OVAL15466.html
http://oval.mitre.org/oval/definitions/data/OVAL15555.html
http://oval.mitre.org/oval/definitions/data/OVAL15574.html
http://oval.mitre.org/oval/definitions/data/OVAL15580.html
http://oval.mitre.org/oval/definitions/data/OVAL15580.html
http://oval.mitre.org/oval/definitions/data/OVAL15621.html
http://oval.mitre.org/oval/definitions/data/OVAL15628.html
http://oval.mitre.org/oval/definitions/data/OVAL15645.html
http://oval.mitre.org/oval/definitions/data/OVAL15667.html

Highest Risk Vulnerabilities

Risk Score

1,310

References

CERT: TA12-227A, CVE-2012-2523, DISA_SEVERITY: Category Il, DISA_VMSKEY: V0033654, IAVM: 2012-
A-0130, MS12-052, MS12-056, MSKB: 2706045, OVAL: OVAL15790

2.5. Obsolete Version of Microsoft Internet Explorer (microsoft-internet-explorer-obsolete)

Category Microsoft Internet Explorer, Obsolete Software, Microsoft, Browsers

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 909

References URL: https://support.microsoft.com/lifecycle#gp/Microsoft-Internet-Explorer

2.6. MS10-012: Vulnerabilities in SMB Server Could Allow Remote Code Execution (971468)
(windows-hotfix-ms10-012)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 847

References CERT: TA10-040A, CVE-2010-0020, CVE-2010-0021, CVE-2010-0022, CVE-2010-0231, MS10-012, MSKB:

971468, OVAL: OVAL7751, OVAL: OVAL8314, OVAL: OVAL8438, OVAL: OVAL8524

2.7. MS10-020: Vulnerabilities in SMB Client Could Allow Remote Code Execution (980232)
(windows-hotfix-ms10-020)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 845

References BID: 39336, CERT: TA10-103A, CVE-2009-3676, CVE-2010-0269, CVE-2010-0270, CVE-2010-0476, CVE-

2010-0477, MS10-020, MSKB: 980232, OVAL: OVAL6859, OVAL: OVAL6918, OVAL: OVAL7129, OVAL:
OVAL7164, OVAL: OVAL7186

2.8. MS10-054: Vulnerabilities in SMB Server Could Allow Remote Code Execution (982214)
(windows-hotfix-ms10-054)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:.C/IA:C)

Risk Score 840

References CERT: TA10-222A, CVE-2010-2550, CVE-2010-2551, CVE-2010-2552, MS10-054, MSKB: 982214, OVAL:

OVAL11106, OVAL: OVAL12015, OVAL: OVAL12072

2.9. Windows DLL Hijacking Vulnerability (windows-dll-hijacking-vuln)
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http://www.us-cert.gov/cas/techalerts/TA12-227A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-2523
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://technet.microsoft.com/security/bulletin/MS12-052
http://technet.microsoft.com/security/bulletin/MS12-056
https://support.microsoft.com/en-us/kb/2706045
http://oval.mitre.org/oval/definitions/data/OVAL15790.html
https://support.microsoft.com/lifecycle#gp/Microsoft-Internet-Explorer
http://www.us-cert.gov/cas/techalerts/TA10-040A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0020
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0021
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0022
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0231
http://technet.microsoft.com/security/bulletin/MS10-012
https://support.microsoft.com/en-us/kb/971468
https://support.microsoft.com/en-us/kb/971468
http://oval.mitre.org/oval/definitions/data/OVAL7751.html
http://oval.mitre.org/oval/definitions/data/OVAL8314.html
http://oval.mitre.org/oval/definitions/data/OVAL8438.html
http://oval.mitre.org/oval/definitions/data/OVAL8524.html
http://www.securityfocus.com/bid/39336
http://www.us-cert.gov/cas/techalerts/TA10-103A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2009-3676
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0269
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0270
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0476
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0477
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0477
http://technet.microsoft.com/security/bulletin/MS10-020
https://support.microsoft.com/en-us/kb/980232
http://oval.mitre.org/oval/definitions/data/OVAL6859.html
http://oval.mitre.org/oval/definitions/data/OVAL6918.html
http://oval.mitre.org/oval/definitions/data/OVAL7129.html
http://oval.mitre.org/oval/definitions/data/OVAL7164.html
http://oval.mitre.org/oval/definitions/data/OVAL7164.html
http://oval.mitre.org/oval/definitions/data/OVAL7186.html
http://www.us-cert.gov/cas/techalerts/TA10-222A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2550
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2551
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2552
http://technet.microsoft.com/security/bulletin/MS10-054
https://support.microsoft.com/en-us/kb/982214
http://oval.mitre.org/oval/definitions/data/OVAL11106.html
http://oval.mitre.org/oval/definitions/data/OVAL11106.html
http://oval.mitre.org/oval/definitions/data/OVAL12015.html
http://oval.mitre.org/oval/definitions/data/OVAL12072.html

Highest Risk Vulnerabilities

Category Microsoft

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:.C/IA:C)

Risk Score 839

References MSKB: 2264107, URL: http://www.microsoft.com/technet/security/advisory/2269637.mspx

2.10. MS11-019: Vulnerabilities in SMB Client Could Allow Remote Code Execution (2511455)
(windows-hotfix-ms11-019)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 831

References BID: 46360, BID: 47239, CERT: TA11-102A, CERT-VN: 323172, CVE-2011-0654, CVE-2011-0660, MS11-
019, MSKB: 2511455, OVAL: OVAL11995, OVAL: OVAL12637, XF: 65376
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https://support.microsoft.com/en-us/kb/2264107
http://www.microsoft.com/technet/security/advisory/2269637.mspx
http://www.securityfocus.com/bid/46360
http://www.securityfocus.com/bid/47239
http://www.us-cert.gov/cas/techalerts/TA11-102A.html
http://www.kb.cert.org/vuls/id/323172
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-0654
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-0660
http://technet.microsoft.com/security/bulletin/MS11-019
http://technet.microsoft.com/security/bulletin/MS11-019
https://support.microsoft.com/en-us/kb/2511455
http://oval.mitre.org/oval/definitions/data/OVAL11995.html
http://oval.mitre.org/oval/definitions/data/OVAL12637.html
http://xforce.iss.net/xforce/xfdb/65376

Priloha ¢. 2

Priloha ¢. 2.

Porovnani vysledkii a reporti skent

Skenovany opera¢ni systém: CentOS 7

Stav operacniho systému: bez aktualizaci

Pouzité skenery:
a) Tenable Nessus - sken s autentizaci
b) QualysGuard - sken s autentizaci

c) Nexpose - sken s autentizaci
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TOP SECRET

SecurityCenter

CentOS_7 auth_10.66.35.233

March 9, 2017 at 10:55am CET

Michal Miklanek [mimiu]
CESKA POSTA S. P.

TOP SECRET


http://www.tenable.com

Souhrn

Prehled zavaznosti vSech zranitelnosti

B Critical 8 7.92%
HEHigh 25 24.75%
OMedium 31 30.69%

B Low 3 297%
B Info 34 33.66%
IP prehled
10.66.35.233 101

Prehled portt
ot | o | Lw | Wed | Heh |Gt | Toal
0 26 1 25 8 90

22 8 2 0 0 11



Zranitelnosti - vycet
10.66.35.233

IP Address: 10.66.35.233

OS CPE: cpe:/o:centos:centos:7:update2
MAC Address: 00:0c:29:5d:3c:38
Score: 666

Repository: Test_polygon_OlSe_MIMI

Pocty zranitelnosti dle zavaznosti

Critical 8
High 25

Medium 31
Low 3

Info 34



Vypis zranitelnosti zavaznosti: Critical, High

88758 CentOS 7 : glibc (CESA-2016:0176) Critical
89059 CentOS 6/ 7 : openssl (CESA-2016:0301) (DROWN) Critical
91017 CentOS 7 : openssl (CESA-2016:0722) Critical
91786 CentOS 6/ 7 : libxml2 (CESA-2016:1292) Critical
95321 CentOS 7 : kernel (CESA-2016:2574) Critical
95332 CentOS 7 : python (CESA-2016:2586) Critical
95341 CentOS 7 : mariadb (CESA-2016:2595) Critical
96633 CentOS 7 : kernel (CESA-2017:0086) Critical
87139 CentOS 7 : glibc (CESA-2015:2172) High
87224 CentOS 7 : libxml2 (CESA-2015:2550) High
88148 CentOS 7 : kernel (CESA-2016:0064) High
88759 CentOS 7 : kernel (CESA-2016:0185) High
90276 CentOS 7 : mariadb (CESA-2016:0534) High
90722 CentOS 7 : nspr/ nss / nss-softokn / nss-util (CESA-2016:0685) High
91104 CentOS 7 : pcre (CESA-2016:1025) High
91105 CentOS 7 : kernel (CESA-2016:1033) High
91785 CentOS 7 : kernel (CESA-2016:1277) High
92702 CentOS 7 : kernel (CESA-2016:1539) High
93594 CentOS 7 : kernel (CESA-2016:1847) High
93777 CentOS 6/ 7 : openssl (CESA-2016:1940) High
93779 CentOS 5/6/7 : bind (CESA-2016:1944) High
93967 CentOS 7 : kernel (CESA-2016:2047) High
94254 CentOS 7 : kernel (CESA-2016:2098) (Dirty COW) High
94978 CentOS 6/ 7 : policycoreutils (CESA-2016:2702) High
94981 CentOS 5/6 /7 : nss / nss-util (CESA-2016:2779) High
95329 CentOS 7 : nettle (CESA-2016:2582) High
95334 CentOS 7 : openssh (CESA-2016:2588) High
95336 CentOS 7 : dhcp (CESA-2016:2590) High
95373 CentOS 6/ 7 : expat (CESA-2016:2824) High
97194 CentOS 7 : bind (CESA-2017:0276) High
97305 CentOS 6/ 7 : openssl| (CESA-2017:0286) High
97331 CentOS 7 : kernel (CESA-2017:0294) High

97558 CentOS 7 : kernel (CESA-2017:0386) High



https://qualysguard.qg2.apps.qualys.eu/fo/report/report_view.php?...

@UALYSGUARD"EN FERPRISE SUITE

Scan Results March 14, 2017

This report was generated with an evaluation version of Qualys

~ Michal Miklanek Ceska Posta s.p.
ceskabmm olSanska
Manager Prague 13000

Czech Republic
- 03/14/2017 at 11:16:35 (GMT+0100)

Report Summary

Launch Date: 03/07/2017 at 15:09:23 (GMT+0100)
Active Hosts: 1
Total Hosts: 1
Type: On demand
Status: Finished
Reference: scan/1488895738.32968
Scanner Appliances: Miklanek (Scanner 9.1.27-1, Vulnerability Signatures 2.3.557-2)
Duration: 00:15:32
Authentication: Unix/Cisco/Checkpoint Firewall authentication was successful for 1 host
Title: CentOS_7_auth
- Network: Global Default Network
Asset Groups: -
IPs: 10.66.35.233
Excluded IPs: -
Option Profile: Initial Options

Summary of Vulnerabilities

Total: 13 Security Risk (Avg): . -‘- -* o

[ by Severity ]

Severity Confirmed Potential Information Gathered Total
5 2 0 0 2
4 25 0 0 25
3 24 1 2 27
2 4 0 10 14
1 1 0 44 45

Total 56 1 56 113

14.03.2017 11:17



Scan Results https://qualysguard.qg2.apps.qualys.eu/fo/report/report

I 5 Biggest Categories
Category Confirmed Potential Information Gathered ~ Total
Local 22 1 13 36
Centos 33 0 0o 3
Information gathering 0 0 19 19
Security Policy 1 0 1" 1
TCP/IP 0 0 5 '
Total 56 1 48 105
Vulnerabilities by Severity
/ Severity Level
254 4 B 2 Severity 5
22 E 25 Severity 4
E 24 Severity 3
24 [ 4 Severity 2
16 - E 1 Severity 1
56 Total

Vulnerabilities
S~ S S~

Operating Systems Detected

1 Cent0S Linux 7.2.1511

Services Detected

Services

Detailed Results

w 10.66.35.233 (-, -) - Global Default Network _ - CentOS Linux 7.2.15
w Vulnerabilities (56) FEH - |
» HEEEE 5 CentOS Security Update for glibc (CESA-2016:0176)
4 5 CentOS Security Update for nss-util (CESA-2016:0370)
» MEEE 4 CentOS Security Update for bind (CESA-2015:2655)
> BMEEE 4 CentOS Security Update for glibc (CESA-2015:2172)

14.4
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https://qualysguard.qg2.apps.qualys.eu/fo/report/report_view.php?...

CentOS Security Update for kernel (CESA-2015:2552)

CentOS Security Update for kernel Security Update (CESA-2016:0064)
CentOS Security Update for kernel (CESA-2016:0185)

CentOS Security Update for openss| (CESA-2016:0301)

CentOS Security Update for bind (CESA-2016:0459)

CentOS Security Update for openssl (CESA-2016:0722)

CentOS Security Update for kernel (CESA-2016:1033)

CentOS Security Update for pcre Security Update (CESA-2016:1025)
CentOS Security Update for kernel (CESA-2016:1277)

CentOS Security Update for kernel (CESA-2016:1539)

CentOS Security Update for mariadb (CESA-2016:1602)

CentOS Security Update for kernel (CESA-2016:1633)

CentOS Security Update for kernel (CESA-2016:1847)

CentOS Security Update for kernel (CESA-2016:2047)

CentOS Security Update for kernel (CESA-2016:2098) (Dirty Cow)
CentOS Security Update for policycoreutils (CESA-2016:2702)
CentOS Security Update for kernel (CESA-2016:2574)

CentOS Security Update for openssl (CESA-2016:1940)

CentOS Security Update for bind (CESA-2016:1944)

CentOS Security Update for mariadb (CESA-2016:2595)

CentOS Security Update for bind (CESA-2016:2615)

CentOS Security Update for bind (CESA-2017:0062)

CentOS Security Update for kernel (CESA-2017:0086)

CentOS Security Update for openssl (CESA-2015:2617)

CentOS Security Update for grub2 (CESA-2015:2653)

CentOS Security Update for libxml2 (CESA-2015:2550)

CentOS Security Update for nss (CESA-2016:0007)

CentOS Security Update for openssl (CESA-2016:0008)

CentOS Security Update for gnutls (CESA-2016:0012)

CentOS Security Update for openssh (CESA-2016:0043)

CentOS Security Update for bind Security Update (CESA-2016:0073)
CentOS Security Update for polkit (CESA-2016:0189)

CentOS Security Update for libssh2 (CESA-2016:0428)

CentOS Security Update for openssh (CESA-2016:0465)

CentOS Security Update for mariadb (CESA-2016:0534)

CentOS Security Update for krb5 (CESA-2016:0532)

CentOS Security Update for nss Security Update (CESA-2016:0685)
CentOS Security Update for libndp (CESA-2016:1086)

CentOS Security Update for python (CESA-2016:1626)

CentOS Security Update for nss (CESA-2016:2779)

CentOS Security Update for expat (CESA-2016:2824)

CentOS Security Update for nettle (CESA-2016:2582)

CentOS Security Update for curl (CESA-2016:2575)

CentOS Security Update for firewalld (CESA-2016:2597)

CentOS Security Update for sudo (CESA-2016:2872)

CentOS Security Update for vim (CESA-2016:2972)

14.03.2017 11:17



Scan Results https://qualysguard.qg2.apps.qualys.eu/fo/report/report 3

» MEE 3 CentOS Security Update for openssh (CESA-2016:2588) ‘
> BN 2 CentOS Security Update for glibc (CESA-2016:2573) I
N || 2 CentOS Security Update for python (CESA-2016:2586)

» BN 2 CentOS Security Update for sudo (CESA-2016:2593)

» BME | 2 CentOS Security Update for util-linux (CESA-2016:2605)

» B 1 User Accounts With Password Aging Not Set

p Potential Vulnerabilities (1) FHE
» Information Gathered (56) [

~ Appendix

Hosts Scanned

Successfully Scanned Hosts (IP)
10.66.35.233

Target distribution across scanner appliances
Miklanek : 10.66.35.233

Unix/Cisco/Checkpoint Firewall authentication was successful for these hosts (1)

Instance os:
10.66.35.233

Options Profile

Initial Options

Scan Settings

Ports -

Scanned TCP Ports Standard Scan
Scanned UDP Ports Standard Scan
Scan Dead Hosts Off

Load Balancer Detection Off

Perform 3-way Handshake Off
Vulnerability Detection Complete

Password Brute Forcing -

System Disabled
Custom Disabled
Authentication =

Windows Enabled
Unix/Cisco Enabled
Oracle Disabled
Oracle Listener Disabled
SNMP Disabled



https://qualysguard.qg2.apps.qualys.eu/fo/report/report_view.php?...

ware Disabled
DB2 Disabled
HTTP Disabled
MySQL Disabled
Overall Performance Normal
‘Additional Certificate Detection Normal
Authenticated Scan Certificate Discovery Disabled
Hosts to Scan in Parallel -
Use Appliance Parallel ML Scaling Off
‘External Scanners 15
Scanner Appliances 30
Processes to Run in Parallel -
Total Processes 10
HTTP Processes 10
Packet (Burst) Delay Medium
Port Scanning and Host Discovery -
Intensity Normal
Dissolvable Agent -
Dissolvable Agent (for this profile) Disabled
Windows Share Enumeration Disabled
Windows Directory Search Disabled
~ Lite OS Discovery Disabled
Advanced Settings
Host Discovery TCP Standard Scan
UDP Standard Scan
ICMP On
Packet Options -
Ignore firewall-generated TCP RST packets Off
Ignore all TCP RST packets Off
Ignore firewall-generated TCP SYN-ACK packets Off

Do not send TCP ACK or SYN-ACK packets during host discovery ~ Off

» Report Legend

This report was generated with an evaluation version of Qualys

The correctness and completeness of your vulnerability reports is very important to us. If you believe our system made
an error in your report, please notify us and we will contact you immediately for clarification.

CONFIDENTIAL AND PROPRIETARY INFORMATION. Qualys provides the QualysGuard Service "As Is," without any
warranty of any kind. Qualys makes no warranty that the information contained in this report is complete or error-free.

14.03.2017 11:17
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Highest Risk Vulnerabilities

Asset report for 10.66.35.233

Audited on February 19, 2017

Reported on February 19, 2017



Highest Risk Vulnerabilities

Table of Contents

1 Executive Overview

2 Highest Risk Vulnerability Details

2.1 Cent OS: CVE-2016-1978: CESA-2016:0685 (nspr, nss-softokn, nss-util) (centos_linux-cve-2016-1978)

2.2 Cent OS: CVE-2016-1979: CESA-2016:0685 (nspr, nss-softokn, nss-util) (centos_linux-cve-2016-1979)

2.3 ICMP redirection enabled (linux-icmp-redirect)

2.4 Anonymous root login is allowed (unix-anonymous-root-logins)

2.5 User umask value is unsafe (unix-umask-unsafe)

2.6 Cent OS: CVE-2016-0799: CESA-2016:0722 (openssl) (centos_linux-cve-2016-0799)

2.7 Cent OS: CVE-2016-0705: CESA-2016:0301 (openssl) (centos_linux-cve-2016-0705)

2.8 Cent OS: CVE-2016-2842: CESA-2016:0722 (openssl) (centos_linux-cve-2016-2842)

2.9 Cent OS: CVE-2016-1762: CESA-2016:1292 (libxml2) (centos_linux-cve-2016-1762)

2.10 Cent OS: CVE-2016-2108: CESA-2016:1137 (openssl) (centos_linux-cve-2016-2108)
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Highest Risk Vulnerabilities

1. Executive Overview

Highest Risk Vulnerabilities

Risk Score
0 500 1,000 1,500 2,000

centos_linux-cve-2016-1978
centos_linux-cve-2016-1979
linux-icmp-redirect
unix-anonymous-rook-loging
unix-umask-unsafe
centos_linux-cve-2016-0799
centos_linux-cve-2016-0705
centos_linux-cve-2016-2842
centos_linux-cve-2016-1762
centos_linux-cve-2016-2108

The centos_linux-cve-2016-1978 vulnerability poses the highest risk to the organization with a risk score of 2,271. Risk scores are
based on the types and numbers of vulnerabilities on affected assets.
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Highest Risk Vulnerabilities

2. Highest Risk Vulnerability Details

2.1. Cent OS: CVE-2016-1978: CESA-2016:0685 (nspr, nss-softokn, nss-util) (centos_linux-cve-

2016-1978)

Category CentOS, Denial of Service

CVSS score 7.5 (AV:N/AC:L/Au:N/C:P/I:P/A:P)

Risk Score 2,271

References SUSE: SUSE-SU-2016:0727, SUSE: SUSE-SU-2016:0777, SUSE: SUSE-SU-2016:0820, SUSE: SUSE-SU-
2016:0909, REDHAT: RHSA-2016:0591, REDHAT: RHSA-2016:0684, REDHAT: RHSA-2016:0685, BID:
84275, BID: 91787, SECTRACK: 1035258, UBUNTU: USN-2973-1, GENTOO: GLSA-201605-06, NVD: CVE-
2016-1978, DEBIAN: DSA-3688

2.2. Cent OS: CVE-2016-1979: CESA-2016:0685 (nspr, nss-softokn, nss-util) (centos_linux-cve-

2016-1979)

Category CentOS, Denial of Service

CVSS score 6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P)

Risk Score 1,301

References SUSE: SUSE-SU-2016:0727, SUSE: SUSE-SU-2016:0777, SUSE: SUSE-SU-2016:0820, SUSE: SUSE-SU-
2016:0909, REDHAT: RHSA-2016:0591, REDHAT: RHSA-2016:0684, REDHAT: RHSA-2016:0685, DEBIAN:
DSA-3576, DEBIAN: DSA-3688, BID: 84221, SECTRACK: 1035215, UBUNTU: USN-2973-1, GENTOO:
GLSA-201605-06, NVD: CVE-2016-1979

2.3. ICMP redirection enabled (linux-icmp-redirect)

Category UNIX

CVSS score 6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P)

Risk Score 719

References BID: 6823, MSKB: 293626, XF: cisco-ios-icmp-redirect(11306)

2.4. Anonymous root login is allowed (unix-anonymous-root-logins)

Category UNIX
CVSS score 6.5 (AV:N/AC:L/Au:S/C:P/I:P/A:P)
Risk Score 703

2.5. User umask value is unsafe (unix-umask-unsafe)

Category

UNIX
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Highest Risk Vulnerabilities

CVSS score

4.4 (AV:L/AC:M/Au:N/C:P/1:P/A:P)

Risk Score

697

2.6. Cent OS: CVE-2016-0799: CESA-2016:0722 (openssl) (centos_linux-cve-2016-0799)

Category OpenSSL, CentOS, Denial of Service

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:.C/IA:C)

Risk Score 688

References SUSE: SUSE-SU-2016:0617, SUSE: SUSE-SU-2016:0620, SUSE: SUSE-SU-2016:0621, SUSE: SUSE-SU-

2016:0624, SUSE: SUSE-SU-2016:0631, SUSE: SUSE-SU-2016:0641, SUSE: SUSE-SU-2016:0678, SUSE:
SUSE-SU-2016:1057, REDHAT: RHSA-2016:0722, REDHAT: RHSA-2016:0996, DEBIAN: DSA-3500, BID:
83755, BID: 91787, UBUNTU: USN-2914-1, GENTOO: GLSA-201603-15, NVD: CVE-2016-0799

2.7. Cent OS: CVE-2016-0705: CESA-2016:0301 (openssl) (centos_linux-cve-2016-0705)

Category OpenSSL, CentOS, Denial of Service

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:.C/A:C)

Risk Score 688

References SUSE: SUSE-SU-2016:0617, SUSE: SUSE-SU-2016:0620, SUSE: SUSE-SU-2016:0621, SUSE: SUSE-SU-

2016:0624, SUSE: SUSE-SU-2016:0631, SUSE: SUSE-SU-2016:1057, DEBIAN: DSA-3500, BID: 83754,
BID: 91787, UBUNTU: USN-2914-1, GENTOO: GLSA-201603-15, NVD: CVE-2016-0705

2.8. Cent OS: CVE-2016-2842: CESA-2016:0722 (openssl) (centos_linux-cve-2016-2842)

Category OpenSSL, CentOS, Denial of Service

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 688

References REDHAT: RHSA-2016:0722, REDHAT: RHSA-2016:0996, BID: 84169, NVD: CVE-2016-2842, DEBIAN: DSA-

3500

2.9. Cent OS: CVE-2016-1762: CESA-2016:1292 (libxml2) (centos_linux-cve-2016-1762)

Category CentOS, Denial of Service

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 685

References APPLE: APPLE-SA-2016-03-21-1, APPLE: APPLE-SA-2016-03-21-2, APPLE: APPLE-SA-2016-03-21-3,

APPLE: APPLE-SA-2016-03-21-5, APPLE: APPLE-SA-2016-03-21-6, BID: 85059, SECTRACK: 1035353,
UBUNTU: USN-2994-1, REDHAT: RHSA-2016:1292, DEBIAN: DSA-3593, NVD: CVE-2016-1762

2.10. Cent OS: CVE-2016-2108: CESA-2016:1137 (openssl) (centos_linux-cve-2016-2108)

Category

OpenSSL, Remote Execution, CentOS, Denial of Service
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Highest Risk Vulnerabilities

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:.C/IA:C)
Risk Score 680
References APPLE: APPLE-SA-2016-07-18-1, SUSE: SUSE-SU-2016:1206, SUSE: SUSE-SU-2016:1228, SUSE: SUSE-

SU-2016:1231, SUSE: SUSE-SU-2016:1233, SUSE: SUSE-SU-2016:1267, SUSE: SUSE-SU-2016:1290,
SUSE: SUSE-SU-2016:1360, REDHAT: RHSA-2016:0722, REDHAT: RHSA-2016:0996, REDHAT: RHSA-
2016:1137, DEBIAN: DSA-3566, BID: 89752, BID: 91787, SECTRACK: 1035721, UBUNTU: USN-2959-1,
GENTOO: GLSA-201612-16, NVD: CVE-2016-2108
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Priloha ¢. 3

Priloha ¢. 3.

Porovnani vysledkii a reporti skent

Skenovany operaéni systém: Windows 7 Professional

Pouzité skenery:
a) Tenable Nessus - sken s autentizaci
b) QualysGuard - sken s autentizaci

c) Nexpose - sken s autentizaci
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TOP SECRET

SecurityCenter

Win_7 auth_10.66.35.175

March 13, 2017 at 4:30pm CET

Michal Miklanek [mimiu]
CESKA POSTA S. P.

TOP SECRET


http://www.tenable.com
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Zranitelnosti - vycet

10.66.35.175

IP Address: 10.66.35.175

NetBIOS Name: WORKGROUP\WINDOWS-TEST
DNS Name: windows-test.ad.cpost.cz

OS CPE: cpe:/o:microsoft:windows_7:::professional
MAC Address: 00:0c:29:6f:0b:be

Score: 132

Repository: Test_polygon_OlSe_MIMI

Pocty zranitelnosti dle zavaznosti

Critical 2
High 2
Medium 9
Low 2
Info 86

Vypis zranitelnosti zavaznosti: Critical, High

MS11-030: Vulnerability in DNS Resolution Could Allow Remote Code

53514 Execution (2509553) (remote check) Critical
79638 MS14-066: Vulnerability in Schannel Could Allow Remote Code Execution Critical
(2992611) (uncredentialed check)
MS11-048: Vulnerability in SMB Server Could Allow Denial of Service .
55286 (2536275) (remote check) High
58435 MS12-020: Vulnerabilities in Remote Desktop Could Allow Remote Code High

Execution (2671387) (uncredentialed check)
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®JUALYSGUARD*ENTERPRISE SUITE

Scan Results March 14, 2017

This report was generated with an evaluation version of Qualys

Ceska Posta s.p.
olSanska

Prague 13000
Czech Republic
J3/14/2017 at 11:26:52 (GMT+0100)

Report Summary

03/07/2017 at 13:48:16 (GMT+0100)

1
1
On demand
Finished
Reference: scan/1488890713.32963
‘Scanner Appliances: Miklanek (Scanner 9.1.27-1, Vulnerability Signatures 2.3.557-2)
:Duration: 00:04:55
Authentication: Windows authentication was successful for 1 host
Title: Win_7_auth
Network: Global Default Network
Asset Groups: -
IPs: 10.66.35.175
Excluded IPs: -

Option Profile: Initial Options

e ®2 sty Risk (vo: [N 50

| by Severity ]
Severity Confirmed Potential Information Gathered Total
5 2 0 0 2
4 0 0 0 0
3 5 1 4 10
2 4 2 39 45
1 0 0 25 25
Total 11 3 68 82

14.03.2017 11:27



Scan Results https://qualysguard.qg2.apps.qualys.eu/fo/report/report )

275

| 5 Biggest Categories
Category Confirmed Potential Information Gathered  Total
Security Policy 2 1 32 '
Windows 4 1 5
lrnformvation gathering 0 1 9
General remote services 4 0 6
TCP/IP 0 0 8
Total 10 3 60
Vulnerabilities by Severity
/ Severity Level
54 B 2 Severity 5
& 0 Severity 4
4_/ [} 5 Severity 3
§ B 4 Severity 2
e / O 0 Severity 1
11 Total
5 2-/
14
0
5 4 3 1
Severity Level
Operating Systems Detected
1 Windows 7
L
0 1
Hosts
Services Detected
1 nethios ns
1 win remote desktop over ssl
1 microsoft-ds
2 1 DCERPC Endpoint Mapper
1
0 1
Services

Detailed Results

w» 10.66.35.175 (windows-test, WINDOWS-TEST) - Windows
Global Default Network

w Vulnerabilities (11) HE i I SRS OO
> WEEEE 5 Microsoft Windows Remote Desktop Protocol Remote Code Execution Vulnerability




ot https://qualysguard.qg2.apps.qualys.eu/fo/report/report_view.php?...

(MS12-020)
] » BEBEEN 5 EOL/Obsolete Operating System: Microsoft Windows 7 RTM Detected
:’5' > BEM 3 Administrator Account's Password Does Not Expire
0 » BMEM 3 Built-in Guest Account Not Renamed at Windows Target System
0 > HEN 3 SSL/TLS use of weak RC4 cipher port 3389/tcp over SSL
0 > BEE 3 SSL/TLS Server supports TLSv1.0 port 3389/tcp over SSL
: > WEME 3 Windows Remote Desktop Protocol Weak Encryption Method Allowed  port 3389/tcp over SSL
B > HR 2 NetBIOS Name Accessible
— > NR 2 Default Windows Administrator Account Name Present
3 > BN 2 SSL Certificate - Subject Common Name Does Not Match Server port 3389/tcp over SSL
FQDN
> BN 2 SSL Certificate - Signature Verification Failed Vulnerability port 3389/tcp over SSL

Potential Vulnerabilities (3) [HEl

Appendix

Hosts Scanned

Successfully Scanned Hosts (IP)
10.66.35.175

Target distribution across scanner appliances
Miklanek : 10.66.35.175

Windows authentication was successful for these hosts (1)

Instance os:
10.66.35.175

Options Profile

Initial Options

Scan Settings

Ports -

Scanned TCP Ports Standard Scan
Scanned UDP Ports Standard Scan

Scan Dead Hosts Off

Load Balancer Detection Off
Perform 3-way Handshake Off
Vulnerability Detection Complete
Password Brute Forcing -

System Disabled
Custom Disabled

Authentication -

14.03.2017 11:27



Scan Results

4z5

Windows

Unix/Cisco

Oracle

Oracle Listener

SNMP

VMware

DB2

HTTP

MySQL

Overall Performance

Additional Certificate Detection
Authenticated Scan Certificate Discovery
Hosts to Scan in Parallel

Use Appliance Parallel ML Scaling
External Scanners

Scanner Appliances

Processes to Run in Parallel

Total Processes

HTTP Processes

Packet (Burst) Delay

Port Scanning and Host Discovery
Intensity

Dissolvable Agent

Dissolvable Agent (for this profile)
Windows Share Enumeration
Windows Directory Search

Lite OS Discovery

Advanced Settings

Host Discovery

Packet Options

Ignore firewall-generated TCP RST packets

Ignore all TCP RST packets

Ignore firewall-generated TCP SYN-ACK packets

https://qualysguard.qg2.apps.qualys.eu/fo/report/report

Enabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Normal
Normal
Disabled
off

15

30

10

10

Medium

Normal

Disabled
Disabled
Disabled
Disabled

TCP Standard Scan
UDP Standard Scan
ICMP On

off

off

Off

Do not send TCP ACK or SYN-ACK packets during host discovery  Off

» Report Legend

M E MR ol



port - https://qualysguard.qg2.apps.qualys.eu/fo/report/report_view.php?...

This report was generated with an evaluation version of Qualys

he correctness and completeness of your vulnerability reports is very important to us. If you believe our system made
error in your report, please notify us and we will contact you immediately for clarification.

NFIDENTIAL AND PROPRIETARY INFORMATION. Qualys provides the QualysGuard Service "As Is," without any

rranty of any kind. Qualys makes no warranty that the information contained in this report is complete or error-free.

pyright 2017, Qualys, Inc.
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Highest Risk Vulnerabilities

Asset report for 10.66.35.175

Audited on March 1, 2017

Reported on February 19, 2017



Highest Risk Vulnerabilities

Table of Contents

1 Executive Overview

2 Highest Risk Vulnerability Details

2.1 MS12-020: Vulnerabilities in Remote Desktop Could Allow Remote Code Execution (2671387) (windows-hotfix-ms12-020)

2.2 MS13-004: Vulnerabilities in .NET Framework Could Allow Elevation of Privilege (2769324) (windows-hotfix-ms13-004)

2.3 Obsolete Version of Microsoft Internet Explorer (microsoft-internet-explorer-obsolete)

2.4 MS10-012: Vulnerabilities in SMB Server Could Allow Remote Code Execution (971468) (windows-hotfix-ms10-012)

2.5 MS10-020: Vulnerabilities in SMB Client Could Allow Remote Code Execution (980232) (windows-hotfix-ms10-020)

2.6 MS10-054: Vulnerabilities in SMB Server Could Allow Remote Code Execution (982214) (windows-hotfix-ms10-054)

2.7 Windows DLL Hijacking Vulnerability (windows-dll-hijacking-vuln)

2.8 MS11-019: Vulnerabilities in SMB Client Could Allow Remote Code Execution (2511455) (windows-hotfix-ms11-019)

2.9 MS11-043: Vulnerability in SMB Client Could Allow Remote Code Execution (2536276) (windows-hotfix-ms11-043)

2.10 MS11-042: Vulnerabilities in Distributed File System Could Allow Remote Code Execution (2535512) (windows-hotfix-ms11-042)

Page 1




Highest Risk Vulnerabilities

1. Executive Overview

Highest Risk Vulnerabilities

Risk Score
0 250 500 750 1,000 1,250

windows-hotfix-ms12-020

LR e R R
windowS i HE st 0-012

windows-hotfix-ms10-020
windows-hotfix-ms10-054
windows-dll-hijacking-vuln
windows-hotfix-ms11-019
windows-hotfix-ms11-043
windows-hotfix-ms11-042

The windows-hotfix-ms12-020 vulnerability poses the highest risk to the organization with a risk score of 1,351. Risk scores are based
on the types and numbers of vulnerabilities on affected assets.
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Highest Risk Vulnerabilities

2. Highest Risk Vulnerability Details

2.1. MS12-020: Vulnerabilities in Remote Desktop Could Allow Remote Code Execution (2671387)
(windows-hotfix-ms12-020)

Category Microsoft, Microsoft Windows, Remote Execution, IAVM, Microsoft Patch

CVSS score 9.3 (AV:N/AC:M/Au:N/C:C/I:C/A:C)

Risk Score 1,351

References CERT: TA12-073A, CVE-2012-0002, CVE-2012-0152, DISA_SEVERITY: Category |, DISA_VMSKEY:
V0031885, IAVM: 2012-A-0039, MS12-020, MSKB: 2671387, OVAL: OVAL14623, OVAL: OVAL14626

2.2. MS13-004: Vulnerabilities in .NET Framework Could Allow Elevation of Privilege (2769324)
(windows-hotfix-ms13-004)

Category Web, Microsoft, Microsoft .NET Framework, IAVM, Privilege Escalation, Microsoft Windows, Browsers,
Microsoft Patch

CVSS score 9.3 (AV:N/AC:M/Au:N/C:C/I:C/A:C)

Risk Score 1,268

References CERT: TA13-008A, CVE-2013-0001, CVE-2013-0002, CVE-2013-0003, CVE-2013-0004, DISA_SEVERITY:

Category |, DISA_VMSKEY: V0036453, IAVM: 2013-A-0006, MS13-004, MSKB: 2769324, OVAL.:
OVAL15814, OVAL: OVAL16339, OVAL: OVAL16343, OVAL: OVAL16381

2.3. Obsolete Version of Microsoft Internet Explorer (microsoft-internet-explorer-obsolete)

Category Microsoft Internet Explorer, Obsolete Software, Microsoft, Browsers

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 909

References URL: https://support.microsoft.com/lifecycle#gp/Microsoft-Internet-Explorer

2.4. MS10-012: Vulnerabilities in SMB Server Could Allow Remote Code Execution (971468)
(windows-hotfix-ms10-012)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 847

References CERT: TA10-040A, CVE-2010-0020, CVE-2010-0021, CVE-2010-0022, CVE-2010-0231, MS10-012, MSKB:

971468, OVAL: OVAL7751, OVAL: OVAL8314, OVAL: OVAL8438, OVAL: OVAL8524
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http://www.us-cert.gov/cas/techalerts/TA12-073A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0002
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2012-0152
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http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://technet.microsoft.com/security/bulletin/MS12-020
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0002
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0003
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0004
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://iase.disa.mil/stigs/iavm-cve.html
http://technet.microsoft.com/security/bulletin/MS13-004
https://support.microsoft.com/en-us/kb/2769324
http://oval.mitre.org/oval/definitions/data/OVAL15814.html
http://oval.mitre.org/oval/definitions/data/OVAL15814.html
http://oval.mitre.org/oval/definitions/data/OVAL16339.html
http://oval.mitre.org/oval/definitions/data/OVAL16343.html
http://oval.mitre.org/oval/definitions/data/OVAL16381.html
https://support.microsoft.com/lifecycle#gp/Microsoft-Internet-Explorer
http://www.us-cert.gov/cas/techalerts/TA10-040A.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0020
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0021
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0022
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-0231
http://technet.microsoft.com/security/bulletin/MS10-012
https://support.microsoft.com/en-us/kb/971468
https://support.microsoft.com/en-us/kb/971468
http://oval.mitre.org/oval/definitions/data/OVAL7751.html
http://oval.mitre.org/oval/definitions/data/OVAL8314.html
http://oval.mitre.org/oval/definitions/data/OVAL8438.html
http://oval.mitre.org/oval/definitions/data/OVAL8524.html

Highest Risk Vulnerabilities

2.5. MS10-020: Vulnerabilities in SMB Client Could Allow Remote Code Execution (980232)
(windows-hotfix-ms10-020)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 845

References BID: 39336, CERT: TA10-103A, CVE-2009-3676, CVE-2010-0269, CVE-2010-0270, CVE-2010-0476, CVE-

2010-0477, MS10-020, MSKB: 980232, OVAL: OVAL6859, OVAL: OVAL6918, OVAL: OVAL7129, OVAL:
OVAL7164, OVAL: OVAL7186

2.6. MS10-054: Vulnerabilities in SMB Server Could Allow Remote Code Execution (982214)
(windows-hotfix-ms10-054)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:.C/IA:C)

Risk Score 840

References CERT: TA10-222A, CVE-2010-2550, CVE-2010-2551, CVE-2010-2552, MS10-054, MSKB: 982214, OVAL:

OVAL11106, OVAL: OVAL12015, OVAL: OVAL12072

2.7. Windows DLL Hijacking Vulnerability (windows-dll-hijacking-vuln)

Category Microsoft

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 839

References MSKB: 2264107, URL: http://www.microsoft.com/technet/security/advisory/2269637.mspx

2.8. MS11-019: Vulnerabilities in SMB Client Could Allow Remote Code Execution (2511455)
(windows-hotfix-ms11-019)

Category Microsoft, Microsoft Windows, Remote Execution, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 831

References BID: 46360, BID: 47239, CERT: TA11-102A, CERT-VN: 323172, CVE-2011-0654, CVE-2011-0660, MS11-

019, MSKB: 2511455, OVAL: OVAL11995, OVAL: OVAL12637, XF: 65376

2.9. MS11-043: Vulnerability in SMB Client Could Allow Remote Code Execution (2536276)
(windows-hotfix-ms11-043)

Category

Microsoft, Microsoft Windows, Remote Execution, IAVM, Microsoft Patch

CVSS score

10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)
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https://support.microsoft.com/en-us/kb/2264107
http://www.microsoft.com/technet/security/advisory/2269637.mspx
http://www.securityfocus.com/bid/46360
http://www.securityfocus.com/bid/47239
http://www.us-cert.gov/cas/techalerts/TA11-102A.html
http://www.kb.cert.org/vuls/id/323172
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-0654
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-0660
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Highest Risk Vulnerabilities

Risk Score 826

References CVE-2011-1268, DISA_SEVERITY: Category Il, DISA_VMSKEY: V0028592, IAVM: 2011-A-0079, MS11-043
, MSKB: 2536276, OVAL: OVAL12746

2.10. MS11-042: Vulnerabilities in Distributed File System Could Allow Remote Code Execution
(2535512) (windows-hotfix-ms11-042)

Category Microsoft, Remote Execution, IAVM, Microsoft Patch

CVSS score 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

Risk Score 826

References BID: 48180, BID: 48187, CVE-2011-1868, CVE-2011-1869, DISA_SEVERITY: Category |, DISA_VMSKEY:
V0028593, IAVM: 2011-A-0087, MS11-042, MSKB: 2535512, OVAL: OVAL11758, OVAL: OVAL12640, E
67726, XF: 67727
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Nazev politiky: PING_sken

Ping sken slouzi ke zjisténi fakticky bézicich aktiv v konkrétni siti.



General Settings

Scan Options

Ovladani obecn

ch pokrocilych moZnosti skeneru

Enable Safe Checks

Nessus attempts to identify remote vulnerabilities by interpreting banner information and attempting to exercise a vulnerability. When Enable Safe Checks is enabled, the second step
is skipped. This is not as reliable as a full probe, but is less likely to negatively impact a targeted system.

Nessus se pokousi identifikovat vzddlené zranitelnosti na zakladé inforamci z banerl a zkousi vykonat zranitelnost. Pokud je volba

"Enable Safe Checks" zaputa, druhy krok je pfeskocen. Neni to tak spolehlivé, ale pro cilové aktivum je to pFivétivé;si.

Stop scanning hosts that
become unresponsive during
the scan

During a scan hosts may become unresponsive after a period of time. Enabling this setting stops scan attempts against hosts that stop sending results.

Béhem skenovani se mlze stat, Ze po néjaké dobé prestane aktivum odpovidat. Pfi zaskrtnuti této volby bude skenovéni takového
aktiva zastaveno.

Performance Options

Slow down the scan when
network congestion is detected

When Nessus detects congestion during a scan, it will slow the speed of the scan in an attempt to ease the burden on the affected segment(s).

P¥i zjisténi pretizeni béhem skenovéni zpomali rychlost skenovani.

Use Linux kernel congestion
detection

Use Linux kernel congestion detection during the scan to help alleviate system lockups on the Nessus scanner server.

Pouzije detekci pretizeni pro Linux kernel.

Network Timeout (in seconds)

Determines the amount of time, in seconds, to determine if there is an issue communicating over the network.

Uréeni doby v sekundéch pro zjisténi problému v sitové komunikaci.

Max Simultaneous Checks Per
Host

This setting limits the maximum number of checks a Nessus scanner will perform against a single host at one time.

Nastaveni maximalniho poctu kontrol pusténych na jedno aktivum.

Max Simultaneous Hosts Per
Scan

This setting limits the maximum number of hosts that a single Nessus scanner will scan at the same time. If the scan is using a zone with multiple scanners, each scanner will accept up
to the amount specified in the Max Hosts Per Scan option. For example, if the Max Simultaneous Hosts Per Scan is set to 5 and there are five scanners per zone, each scanner will
accept five hosts to scan, allowing a total of 25 hosts to be scanned between the five scanners.

Nastaveni maximalniho po¢tu poéitacl, které bude jeden skener skenovat v jednom ¢ase.

Max number of concurrent TCP
sessions per host

This setting limits the maximum number of TCP sessions established by any of the active scanners while scanning a single host.

Maximalni pocet TCP spojeni sestavenych aktivnim skenerem béhem skenovani jednoho aktiva.

Max number of concurrent TCP
sessions per scan

This setting limits the maximum number of TCP sessions established by any of the active scanners during a scan.

Maximalni pocet TCP spojeni sestavenych jakymbkoliv z aktivnich skenerd béhem skenovani.
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Ping the remote host

Host Discovery

Nastaveni moZnosti "Discovery" skenu. (PING sken)

Iwhen enabled, Nessus attempts to ping the hosts in the scan to determine if the host is alive or not.

IPokud je povoleno, Nessus zkousi ping , aby zjistil zda je aktivum naZivu.

General Settings (available when Ping the remote host is enabled)

Test the local Nessus host

This option allows you to include or exclude the local Nessus host from the scan. This is used when the Nessus host falls within the target network range for the scan.

Tato volba umoZriuje zahrnout nebo vyloucit ze skenovani vlastni stanici (Nessus skener). To se pouZiva, pokud je Nessus skener umistén ve
stejné siti jako skenovana aktiva.

Use Fast Network Discovery

When Nessus “pings” a remote IP and receives a reply, it performs extra checks to make sure that it is not a transparent proxy o a load balancer that would return noise but no result (some
devices answer to every port 1- 65535 even when there is no service behind the device). Such checks can take some time, especially if the remote host is firewalled. If the “Use Fast Network
Discovery” option is enabled, Nessus will not perform these checks.

Pokud Nessus "pinga" na vzdalenou IP adresu a obdrzi odpovéd, provede dal3i extra kontrolu, aby se ujistil, Ze se nejednd o transparentni
proxy nebo loadbalancer, ktery nevraci relevantni odpovéd. Pokud je cil za firewalem, miZou takové kontroly zabrat hodné ¢asu. Tato volba
takové kontroly zakdze.

Ping Methods (available when Ping the remote host is enabled)

ARP Ping a host using its hardware address via Address Resolution Protocol (ARP). This only works on a local network.
Ping na MAC adresy. PouZitelné pouze v lokalnf siti.
TCP Ping a host using TCP.

Ping pomoci protokolu TCP.

Destination ports

Destination ports can be configured to use specific ports for TCP ping. This specifies the list of ports that will be checked via TCP ping. If you are not sure of the ports, leave this setting on built-
in.

Je mozné definovat specifické porty pro TCP ping. Pro vychozi nastaveni je uréena volna built-in

ICMP

Ping a host using the Internet Control Message Protocol (ICMP).

Ping pomoci protokolu ICMP.

Assume ICMP unreachable
means the host is down

When a ping is sent to a host that is down, its gateway may return an ICMP unreachable message. When enabled, this option will consider this to mean the host is dead. This is to help speed up
discovery on some networks.

Note that some firewalls and packet filters use this same behavior for hosts that are up but are connecting to a port or protocol that is filtered. With this option enabled, this will lead to the
scan considering the host is down when it is indeed up.

Pokud je ping poslan na aktivum, které je vypnuté, jeho brana muaze vratit ICMP zpravu o nedostupnosti. To pomdha urychlit rychlost
objevovdni stanic v nékterych sitich.

PFi zaskrtnuti této volby bude obdrZeni "ICMP unreachable" vyhodnoceno jako nedostupné aktivum.

Stejné chovani vsak mohou vykazovat nékteré firewally nebo paketové filtry. Pak se nékteré stanice mohou chovat jako nedostupné, ackoliv
jsou zapnuté.

Maximum Number of Retries
(ICMP enable)

Allows you to specify the number of attempts to try to ping the remote host. The default is two attempts.

Volba umoziuje specifikovat poéet pokust, kolikrat bude ping poslan na cilové aktivum. Vychozi hodnota je 2.

ubp

Ping a host using the User Datagram Protocol (UDP).
Tip: UDP is a “stateless” protocol, meaning that communication is not performed with
services and screening devices, they are not always remotely detectable.

dialogu

UDP-based

1is not always reliable, and because of the nature of UDP

Ping pomoci protokolu UDP.
Tip: UDP je nestavovy protokol, coZ znamend, Ze komunikace neni provddéna pomoci "handshake" dialogu. Komunikace na bazi UDP neni
vzdy spolehlivd. Z podstaty UDP nejsou sluzby a skenované zafizeni vidy na dalku spolehlivé zjistitelné.

Fragile Devices

Scan Network Printers

Instructs the Nessus scanner not to scan network printers if unselected. Since many printers are prone to denial of service conditions, Nessus can skip scanning them once identified. This is
particularly r if scanning is performed on production networks.

Neoznaceni této volby Fika skeneru, aby vynechal sitové tiskarny, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tiskarny, které jiz jednou identifikoval. To je doporuceno v produkénich sitich.

Scan Novell Netware Hosts

Instructs the Nessus scanner not to scan Novel Netware hosts if unselected. Since many Novell Netware hosts are prone to denial of service conditions, Nessus can skip scanning them once
ntified. This is particularly if scanning is performed on production networks.

Neoznaceni této volby fika skeneru, aby vynechal Novel Netware stroje, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tato zafizeni, které jiz jednou identifikoval. To je doporuceno v produkénich sitich.

Wake-on-LAN

List of MAC addresses

Wake on Lan (WOL) packets will be sent to the hosts listed, one on each line, in an attempt to wake the specified host(s) during a scan.

Skener mize béhem skenovéani pomoci WOL paketd vzbudit sitova zafizeni, ktera budou uvedena zde na seznamu.

Boot time wait (in minutes)

The number of minutes Nessus will wait to attempt a scan of hosts sent a WOL packet.

Nastaveni poctu minut, jak dlouho ma skener ¢ekat po poslani WOL paketu.

Network Type

Network Type

‘Allows you to specify if you are using publicly routable IPs, private non-Internet routable IPs or a mix of these. Select “Mixed” if you are using RFC 1918 addresses and have multiple routers
within your network.

Dovoluje specifikovat typ sité LAN WAN MIX
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Port Scanning

Nastaveni moznosti port skenu

Ports
Consider Unscanned Ports as Closed I a port is not scanned with a selected port scanner (e.g., out of the range specified), The scanner will consider it closed.
Pfi této volbé budou neoskenované porty povaZovany za zaviené.
Port scan range Directs the scanner to target a specific range of ports. Accepts “default” (a list of approximately 4,790 common ports found in the nessus-services file), “all” (scans all ports from 0-65535), or a custom list of
ports specified by the user. The custom list may contain individual ports and ranges; for example, “21,23,25,80,110" and “1-1024,8080,9000-9200" are valid values. Specifying “1-65535” will scan all ports.
Specifikace portd, které maji byt skenovany. ®
- "default" - Vychozi nastaveni je 4790 béznych port( definovanych v servisnich souborech Nessus.
- "all" - vdechny porty 0-65535
- vlastni definice (viz uvedené pfiklady)
Local Port Enumerators
SSH (netstat) This option uses netstat to check for open ports on the target host. It relies on the netstat command being available via a SSH connection to the target. This scan is intended for Unix-based systems and requires
credentials.
Tato volba poufZije ptikaz netstat pro zjisténi otevienych portd na cilovém aktivu. Spoléhd se na piikaz netstat spustény pres SSH spojeni na ®
skenovaném aktivu. Tento sken je zamysleny pro UNIXové systémy a vyZzaduje pfihlaSovaci udaje ke skenovanému aktivu.
WMI (netstat) This option uses netstat to check for open ports from the local machine. It relies on the netstat command being available via a WMI connection to the target. This scan is intended for Windows-based systems and
requires authentication credentials
Tato volba pouizije piikaz netstat pro zjisténi otevienych portl na cilovém aktivu. Spoléha se na pfikaz netstat spustény pies WMI spojeni na ®
skenovaném aktivu. Tento sken je zamysleny pro Windows systémy a vyzaduje pfihlasovaci udaje ke skenovanému aktivu.
SNMP Direct Nessus to scan targets for a SNMP service. Nessus will guess relevant SNMP settings during a scan. If the settings are provided by the user under “Preferences”, this will allow Nessus to better test the

remote host and produce more detailed audit results. For example, there are many Cisco router checks that determine the vulnerabilties present by examining the version of the returned SNMP string. This
is necessary for these audits

Nasmeéruje Nessus na sluzby SNMP u skenovanych aktiv. Nessus se pokusi odhadnout SNMP nastaveni béhem skenovani. Pokud jsou nastaveni ®

poskytnuta uZivatelem s vy$Sim opravnénim, umozni to skeneru lépe otestovat vzdalené aktivum a zajisti lepsi a detailnéjsi vysledky. Existuje mnoho
kontrol pro Cisco routery, které uréuji pfitomnost zranitelnosti na zakladé vraceného SNMP Fetézce.

Only run network port scanners if local |Rely on local port enumeration first before relying on network port scans.
port enumeration failed ®
V prvni fadé se skener pokusi vyéist porty lokalné, pied tim nez zaéne porty na aktivu skenovat.

Verify open TCP ports found by local If a local port enumerator (e.g., WMI or netstat) finds a port, Nessus will also verify it is open remotely. This helps determine if some form of access control is being used (e.g., TCP wrappers, firewall).

port enumerators ®
Pokud vy¢et lokalnich portl najde otevieny port, Nessus si ovéfi, zda je otevien i na délku. Pomize to uréit, zda je pouzita néjaka forma fizeni pfistupu
(napt. TCP wrappers, firewall)

Network Port Scanners

TCP Use Nessus’ built-in TCP scanner to identify open TCP ports on the targets. This scanner is optimized and has some self-tuning features.
Note: On some platforms (e.g., Windows and Mac OS X), if the operating system is causing serious performance issues using the TCP scanner, Nessus will launch the SYN scanner instead.

Pouzije Nessus vestavény TCP skener pro zjisténi otevienych TCP porti na cilovém aktivu. Tento skener je optimalizovan a ma uréité samoladici funkce. ®
Poznamka: Pokud na nékterych platformach (napt. Windows, MacOS) TCP skener zplisobi vazné problémy s vykonem, Nessus misto néj zahaji SYN
skener.

SYN Use Nessus’ built-in SYN scanner to identify open TCP ports on the targets. SYN scans are a popular method for conducting port scans and generally considered to be a bit less intrusive than TCP scans. The
scanner sends a SYN packet to the port, waits for SYN-ACK reply, and then determines port state based on a reply — o lack of.

PouZije Nessus vestavény SYN skener pro identifikaci TCP porttl na cilovém aktivu. SYN sken je oblibena metoda pro provadéni skenovani portti a ®
obecné je povaZovana za méné rusivou nez TCP sken. Skener posila SYN pakety na port a ¢ekd na SYN-ACK odpovéd a podle odpovédi uréi stav portu.

Override automatic firewall detection ~ |Automatic (normal)

Do not detect RST rate limitation (soft)
Ignore closed ports (agressive)
Disabled (softer)

Mira potlaceni automatické detekce firewallu.

UDP This option engages Nessus’ built-in UDP scanner to identify open UDP ports on the targets.
Tip: UDP is a “stateless” protocol, meaning that communication is not done with handshake dialogues. UDP based communication is not reliable, and because of the nature of UDP services and screening devices,
they are not always remotely detectable. Utilizing the UDP scanner will noticeably increase scanning time.

Tato volba se zabyva vestavénym Nessus UDP skenerem pro identifikaci otevienych UDP portd na skenovaném aktivu. ®
Tip: UDP je nestavovy protokol, komunikace tedy neni provadéna pres "handshake" dialog. Komunikace zaloZena na UDP neni spolehliva a vzhledem k
povaze UDP sluzeb neni vidy vzdalené zjistitelnd. VyuZiti UDP skeneru vyrazné zvysi ¢as skenovani.
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Service Discovery

Nastaveni moznosti skenovani bézicich sluzeb na cilovych portech

Probe all ports to find services

Attempts to map each open port with the service that is running on that port. Note that in some rare cases, this might disrupt some services and cause unforeseen side effects.

Pokusy o mapovéni kazdého otevieného portu se sluzbou, ktera bézi na tomto portu. Pamatujte, ze ve vyjime¢nych pfipadech to mlze ®

narusit nékteré sluzby a zpUsobit vedlejsi ucinky.

Search for SSL based services

Controls how Nessus will test SSL based services: known SSL ports (e.g., 443), all ports, or none. Testing for SSL capability on all ports may be disruptive for the tested host.

Urcuje, jak bude Nessus testovat sluzby zaloZzené na protokolu SSL: Zndmé SSL porty (naptiklad 443), vSechny porty, nebo Zadné. Testovani ®
na schopnost SSL na vech portech muze byt rusivé pro testované aktivum.

Search for SSL on

If selected, choose between Known SSL ports (e.g., 443) and All ports. Testing for SSL capability on all ports may be disruptive for the tested host.

Vybér mezi zndmymi porty (napf. 443) a vSemi porty. ®

Identify certificates expiring within x days

\dentifies SSL certificates that will expire within the specified timeframe. Enter a value to set a timeframe (in days).

Identifikuje SSL certifikaty, které expiruji béhem specifikovaného ¢asového Useku. Vlozte hodnotu ¢asového Useku ve dnech. ®

Enumerate all SSL ciphers

When SecurityCenter performs an SSL scan, it tries to determine the SSL ciphers used by the remote server by attempting to establish a connection with each different documented SSL
cipher, regardless of what the server says is available.

Pokud skener provadi SSL sken pokusi se zjistit SSL 3ifru pouZitou na skenovaném aktivu tak, Ze se pokusi sestavit spojeni riznymi ®
dokumentovanymi SSL Siframi, bez ohledu na to, co dava skenované aktivum k dispozici.

Enable CRL checking (connects to the
Internet)

Direct Nessus to check SSL certificates against known Certificate Revocation Lists (CRL). Enabling this option will make a connection and query one or more servers on the internet.

Kontrola SSL certifikatd proti CRL v internetu.
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Accuracy

Values for Assessment Options

Moznosti vyhodnocovéni informaci ziskanych béhem skenovani

Override normal accuracy

In some cases, Nessus cannot remotely determine whether a flaw is present or not. If report paranoia is set to “Paranoid” then a flaw will be reported every time, even when there is a
doubt about the remote host being affected. Conversely, a paranoia setting of “Avoid false alarms” will cause Nessus to not report any flaw whenever there is a hint of uncertainty about
the remote host. Not changing from “Normal” is a middle ground between these two settings.

V nékterych pfipadech Nessus nemuze urcit, zda je pfitomna vada, ¢i nikoliv. Nastaveni "Paranoid" zajisti reportovani i v tom pfipadé,
pokud existuji pochybnosti o vysledku. Naopak volba "Avoid false alarms" (vyhnout se falesSnym poplachiim) zplsobi, Ze Nessus nebude
hlasit Zzadnou chybu, pokud existuje naznak nejistoty.Vychozi volba "Normal" je stfedni cesta mezi témito dvéma volbami.

Perform thorough tests (may
disrupt your network or impact
scan speed)

Causes various plugins to use more aggressive settings. For example, when looking through SMB file shares, a plugin can analyze 3 directory levels deep instead of its default of 1. This
could cause much more network traffic and analysis in some cases. Note that by being more thorough, the scan will be more intrusive and is more likely to disrupt the network, while
potentially providing better audit results.

Volba zpUsobi vice agresivni nastaveni plugint. Napfiklad pfi hledani SMB sdileni soubor(i mdze plugin analyzovat 3 drovné adresafd
misto vychozi hodnoty 1. To miZe mit za dlsledek vétsi provoz v siti. Sken bude vice rusivy, ale bude poskytovat lepsi hodnoty vysledku.

Antivirus

Antivirus definition grace period
(in days)

This option determines the delay in the number of days of reporting the software as being outdated. The valid values are between 0 (no delay, default) and 7.

Tato volba urcuje zpozdéni v poctu dnl od nahlaseni zastaralého software. Hodnoty se pohybuji od 0 (Zadna prodleva, vychozi) do 7

SMTP

Third Party Domain

Nessus will attempt to send spam through each SMTP device to the address listed in this field. This third party domain address must be outside the range of the site being scanned or the
site performing the scan. Otherwise, the test may be aborted by the SMTP server.

Nessus se pokusi posilat spam skrz kazdé SMTP zafizeni na adresu vepsanou do tohoto pole. Doménové adresa tfeti strany musi byt mimo
sit, ktera je skenovana. V opaéném pfipadé mize test poskodit SMTP server.

From address

The test messages sent to the SMTP server(s) will appear as if they originated from the address specified in this field.

Testovaci zpravy poslané na server SMTP se budou jevit jako poslané z této adresy.

To Address

Nessus will attempt to send messages addressed to the mail recipient listed in this field. The postmaster address is the default value since it is a valid address on most mail servers.

Nessus se pokusi posilat zpravy na adresu uvedenou v tomto poli. "postmaster” je vychozi hodnota, protoze je platna na vétsiné
postovnich serverd.
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Values for Brute Force Options

Rizeni skenovani hrubou silou, moznosti poufiti nastroje Hydra

General Settings

Only use credentials provided by the user

In some cases, Nessus can test default accounts and known default passwords. This can cause the account to be locked out if too many consecutive invalid attempts trigger security protocols on the
operating system or application. By default, this setting is enabled to prevent Nessus from performing these tests.

V nékterych pfipadech muze Nessus vyzkouset vychozi Gcty a jejich zndma vychozi hesla. To miiZe zpUsobit zamceni Gctu, pokud vznikne mnoho
po sobé jdoucich neplatnych pokust o pfihlaseni. Ve vychozim nastaveni ma Nessus tyto testy zakdzany.

Oracle Database

|Test default Oracle accounts (slow) [Test for known default accounts in Oracle software. | ®
ITest na pfitomnost znamych stadardnich Gctd v software Oracle. I

Hydra

|Always enable Hydra (slow) [Enables Hydra whenever the scan is performed. | ®
IUmoiﬁuje pouZit nastroj Hydra (prolamovac hesel) kdykoliv je provedena kontrola. I

|Logins file [ file that contains user names that Hydra will use during the scan. | ®
|Soubor obsahuijici uZivatelskd jména, ktera pouZije nastroj Hydra. I

|Passwords file [ file that contains passwords for user accounts that Hydra will use during the scan. | ®
ISoubor obsahuijici hesla, kterd pouZije nastroj Hydra. I

|Number of parallel tasks [ The number of simultaneous Hydra tests that you want to execute. By default,this value is 16. | ®
|Poéet soucasnych Hydra testll. Vychozi nastaveni je 16. I

|Timeout (in seconds) [ The number of seconds per logon attempt. | ®
IPoéet sekund na pfihlaovaci pokus. I

|Try empty passwords [ f enabled, Hydra wil additionally try user names without using a password. | ®
|Pokud bude tato volba zaskrtnuta, Hydra pouZije také prazdné heslo. I

|Try login as password [ f enabled, Hydra will additionally try a user name s the corresponding password. | ®
IPokud bude tato volba zaskrtnuta, Hydra pouZzije také stejné heslo jako uZivatelské jméno. I

Stop brute forcing after the first success

If enabled, Hydra will stop brute forcing user accounts after the first time an account is successfully accessed.

Pokud bude tato volba zaskrtnuta, Hydra zastavi prolamovéni hesla po prvnim tispésném pfistupu.

Add accounts found by other plugins to the
login file

If disabled, only the user names specified in the logins file will be used for the scan. Otherwise, additional user names discovered by other plugins will be added to the logins file and used for the scan.

Pfi zakdzani této volby budou pouZita jen uZivatelska jména specifikovana v souboru se jmény. P¥i povoleni této volby budou pfidana uZivatelska
jména nalezena ostatnimi pluginy.

|PostgresQl database name [ The database that you want Hydra to test. | ®
IJméno databaze pro Hydra test. I
|SAP R/3 Client ID (0 - 99) [The D of the SAP R/3 client that you want Hydra to test. |

|SAP R/3 klient pro Hydra test.

|Windows accounts to test |Can be setto Local accounts , Domain Accounts, or Either . | ®
IM\"Jie byt nastaveno Local accounts , Domain Accounts , nebo Either . I

|interpret passwords as NTLM hashes [ f enabled, Hydra willinterpret passwords as NTLM hashes. | ®
|Pokud je povoleno, Hydra bude interpretovat hesla jako NTLM hash. |

Cisco login password

This password is used to login to a Cisco system before brute forcing enable passwords. If no password is provided here, Hydra will attempt to login using credentials that were successfully brute
forced earlier in the scan.

Toto heslo je pouZito pro pfihlaseni na Cisco systémy pied zkusenim hesla hrubou silou. Pokud tu neni Zadné heslo poskytnuto, Hydra bude
zkouset prihlasovaci udaje, které zjistila v pfedchozich skenech.

Web page to brute force

Enter a web page that is protected by HTTP basic or digest authentication. If a web page is not provided here, Hydra will attempt to brute force a page discovered by the Nessus web crawler that
requires HTTP authentication.

Webovd stranka pro Utok hrubou silou nastrojem Hydra.

|HTTP proxy test website | f Hydra successfully brute forces an HTTP proxy, it will attempt to access the website provided here via the brute forced proxy. |
IPokud Hydra tGspésné prolomi proxy, bude zkouset pfistoupit na tuto HTTP stranku pres proxy. I

|LDAP DN [ The LDAP Distinguish Name scope that Hydra will authenticate against. | ®
|LDAP DN jméno, proti kterému se bude Hydra autentizovat. I
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Settings/Assessment/Malware

Nastaveni moZnosti testovani na Malware, pouziti zndmych MD5 hash

General Settings
Disable DNS Resolution Checking this option will prevent Nessus from using the cloud to compare scan findings against known malware.

Tato volba zabrani Nessus skeneru pouZzivat cloud pro porovnavani nalezl skenu proti zndmému skodlivému softwaru. Vychozi stav je ®
vypnuto - tedy hledani v cloudu povoleno.

Hash and Whitelist Files
Provide your own list of Additional known bad MD5 hashes can be uploaded via a text file that contains one MDS5 hash per line.

Kk bad MD5 hash Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
nown ba ashes scanning a target and a description was provided for the hash the description will show up in the scan results.

Dalsi znamé Spatné MDS hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MD5 hash na radek. ®
Volitelné je mozné pridat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentar. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

Provide your own list of Additional known good MD5 hashes can be uploaded via a text file that contains one MDS5 hash per line.
Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
scanning a target, and a description was provided for the hash, the description will show up in the scan results.

Dalsi znamé dobré MD5 hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MD5 hash na fadek. ®
Volitelné je mozné pridat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentar. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

known good MD5 hashes

Hosts file whitelist Nessus checks system hosts files for signs of a compromise (e.g., Plugin ID 23910 titled Compromised Windows System (hosts File Check). This option allows you to upload a file containing a
list of IPs and hostnames that will be ignored by Nessus during a scan. Include one IP and hostname (formatted identically to your hosts file on the target) per line in a regular text file.

Tato moZnost vam umozni nahrat soubor obsahujici seznam IP adres a aktiv, které budou béhem skenovani skenerem ignorovany.
Soubor musi obsahovat jednu IP a hostname na fadek v béZném textovém souboru.
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File System Scanning

MozZnosti nastaveni skenovani souborového systému

File System Scanning

Scan File System Turning on this option allows you to scan system directories and files on host computers.
Caution: Enabling this setting in scans targeting 10 or more hosts could result in performance degradation.
Zapnuti této volby umoziuje skenovat systémové adresare a soubory na skenovaném aktivu. ®
Upozornéni: Povoleni tohoto nastaveni pfi zacileni na 10 a vice hosti mlze snizit vykon.

Directories

Scan %Systemroot% Enable file system scanning to scan %Systemroot% ®
Povoli skenovat %Systemroot%

Scan %ProgramFiIes% Enable file system scanning to scan %ProgramFiles% ®
Povoli skenovat %ProgramFiles%

Scan %ngramFiIes(x86)% Enable file system scanning to scan %ProgramFiles(x86)% ®
Povoli skenovat %ProgramFiles(x86)%

Scan %ProgramData% Enable file system scanning to scan %ProgramData% ®
Povoli skenovat %ProgramData%

Scan User Profiles Enable file system scanning to scan user profiles ®
Povoli skenovat uzivatelské profily

Custom Filescan Directories  |Add File Add a custom file that list directories for malware file scanning. List each each directory on one line.
Caution: Root directories such as 'C:\" or 'D:\' are not accepted.
Je mozné pridat vlastni adresare pro skenovani na malware. Do textového souboru je napsan kazdy adresar na jeden fadek. Kofenové S
adresare jako C:\ nejsou akceptovany.

Yara Rules Files ®
Nastroj na identifikaci a klasfikaci malware
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Values for SCADA Options

Tato volba umoznuje ovlivnit moznosti skenovani primyslovych SCADA zafizeni.

Modbus/TCP Coil Access
Start at register
End at register

These options are available for commercial users. This drop-down menu item is dynamically generated by the SCADA plugins available with the commercial version of Nessus. Modbus uses a function code of 1 to

read “coils” in a Modbus slave. Coils represent binary output settings and are typically mapped to actuators. The ability to read coils may help an attacker profile a system and identify ranges of registers to alter via a
“write coil” message. The defaults for this are “0” for the “Start reg” and “16” for the “End reg”.

ICCP/COTP TSAP Addressing Weakness

Start COTP TSAP The “ICCP/COTP TSAP Addressing” menu determines a Connection Oriented Transport Protocol (COTP) Transport Service Access Points (TSAP) value on an ICCP server by trying possible values. The start and stop
values are set to “8” by default.
Stop COTP TSAP
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Values for Web Applications Options

Nastaveni skenovani webovych aplikaci

Web Application Settings

|Scan web

]Enames the General Settings, Web Crawler, and Test Settings sections.

IZa pnuti skenovani webovych aplikaci.

General Settings

|Use a custom User-Agent

ISpecmes ‘which type of web browser Nessus will impersonate while scanning.

IUréuje, za jaky typ internetového prohlizece se bude Nessus vydavat.

Web Crawler

|Start crawling from

[The URL of the irst page that will be tested. If multiple pages are required, use a colon delimiter to separate them (e.g, “/-/phpd:/base”).

IAdresa URL, ktera bude prvni testovana. Pokud je potfeba vice stranek, pouZijte jako oddélaovac dvojtecku ( napf.

:/php4:/base )

Excluded pages (regex)

Enable exclusion of portions of the web site from being crawled. For example, to exclude the “/manual” directory and all Perl CGl, set this field to: (*/manual)|(\.pl(\?.)?5). Nessus supports POSIX regular expressions
for string matching and handling, as well as Perl-compatible regular expressions (PCRE).

Dovoluje vylouéit &asti webu, kterymi skener prochazi. Napfiklad pro vyolouéeni adresafe "/manual" a viech Perl CGI nastavte do tohoto pole
(*/manual) | (\.pl(\?.*)?$). Nessus podporuje regularni vyrazy POSIX stejné jako Perl regularni vyrazy PCRE.

[maxi pages to craw! e maximum number of pages to craw.
| IMaximéIni pocet stranek, které se maji prochazet. S
[maxi depth to craw! Cimit the number o lnks Nessus will follow for each start page.

IOmezeni poctu odkazd, které bude Nessus nasledovat za kazdou Gvodni strankou.

| Follow dynamic pages

Iv selected, Nessus will follow dynamic links and may exceed the parameters set above.

IPukud je zaskrtnuto, Nessus bude nasledovat dynamické vazby a mize presdhnout parametry uvedené vyse.

Application Test Settings

|Enable generic web application tests.

IEnsb\es the options listed below.

I Povoli aplikaéni testy vypsané dale.

|Aburt web application tests if HTTP login fails

Iv Nessus cannot login to the target via HTTP, then do not run any web application tests.

IPukud se Nessus nemUze prihlasit k aktivu pfes HTTP, pak nepusti zadné dal3i aplikaéni testy.

Try all HTTP Methods

This option will instruct Nessus to also use "POST requests” for enhanced web form testing. By default, the web application tests will only use GET requests, unless this option is enabled. Generally, more complex
applications use the POST method when a user submits data to the application. This setting provides more thorough testing, but may considerably increase the time required. When selected, Nessus will test each
Script/variable with both GET and POST requests. This setting provides more thorough testing, but may considerably increase the time required.

Nessus bude krom GET poZadavki (vychozi nastaveni) zkouset také POST poZadavky. Obecné plati, Ze sloZitéjsi aplikace pouZivaji metody POST pro posilani
uZivatelskych dat do aplikace. Toto nastaveni poskytuje dikladnéj3i testovani, ale maZe znaéné navysit potfebny &as. Pokud je toto zaskrtnuto, Nessus bude
testovat kazdou proménnou, kterou najde ve skriptu na obé metody GET i POST.

Attempt HTTP Parameter Pollution

When performing web application tests, attempt to bypass filtering mechanisms by injecting content into a variable while supplying the same variable with valid content as well. For example, a normal SQL injection test
may look like “/target.cgi?a="&b=2". With HTTP Parameter Pollution (HPP) enabled, the request may look like “/target.czi?a='8a=18b=2"

PFi provadéni testd webovych aplikaci zkousi obejit filtrovaci mechanismy vkladanim obsahu do proménnych a zaroveri poskytuje stejné proménné se
spravnym obsahem. Napfiklad normélIni SQL-injection test mizZe vypadat takto: “/target.cgi?a='&
“[target.cgi?a='&a=1&b=2"

=2" S volbou HTTP Parameter Pollution miZe vypadat takto:

Test embedded web servers

Embedded web servers are often static and contain no customizable CGI scripts. In addition, embedded web servers may be prone to crash or become non-responsive when scanned. Tenable recommends scanning
embedded web servers separately from other web servers using this option.

Vestavéné webové servery jsou ¢asto statické a neobsahuji nastavitelné CGI skripty. Krom toho mohou byt nachylné k selhani nebo prestanou reagovat béhem
skenovani. Proto Tenable doporucuje skenovéni vestavénych web server(i oddélené od ostatnich web( pomoci této volby.

Test more than one parameter at a time per form

This option manages the combination of argument values used in the HTTP requests. The default, without checking this option, is testing one parameter at a time with an attack string, without trying “non-attack”
variations for additional parameters. For example, Nessus would attempt “/test.php?arg1=X55&b=1&c=1" where “b” and “c” allow other values, without testing each combination. This is the quickest method of testing
with the smallest result set generated.

This drop-down has five options:

One value - This tests one parameter at a time with an attack string, without trying “non-attack” variations for additional parameters. For example, Nessus would attempt “/test. php?arg1=Xss&b=1&c=1" where “b” and

< allow other values, without testing each combination. This is the quickest method of testing with the smallest result set generated.
Some pairs — This form of testing will randomly check a combination of random pairs of parameters. This is the fastest way to test multiple parameters.

Al pairs (slower but efficient) - This form of testing i slightly slower but more efficient than the “one value” test. While testing multiple parameters, it will test an attack string, variations for a single variable and then
use the first value for all other variables. For example, Nessus would attempt “/test.php?a=XS5&b=1&c=1&d=1" and then cycle through the variables o that one is given the attack string, one is cycled through all
possible values (as discovered during the mirror process) and any other variables are given the first value. In this case, Nessus would never test for */test.php?a=XS5&b=3&c=3&d=3" when the first value of each
variable is 1",

Some combinations — This form of testing will randomly check a combination of three or more parameters. This is more thorough than testing only pairs of parameters. Note that increasing the amount of combinations
by three or more increases the web application test time.

All combinations (extremely slow) ~ This method of testing will do a fully exhaustive test of all possible combinations of attack strings with valid input to variables. Where “All-pairs” testing seeks to create a smaller
data set as a tradeoff for speed, “all combinations” makes no compromise on time and uses a complete data set of tests. This testing method may take a long time to complete.

Tato volba idi kombinaci hodnot argumentu pouzitych v HTTP dotazu. Vychoz stav (bez hodnoty) testuje jeden parametr sougasné s Gtogicim retézcem, bez zkoudeni "non-attack” varinat pro
dalsi parametry.
1de o nejrychlejéf variantu. Toto rozbalovaci pole mé pét voleb:

One Value - testuje jeden parametr sougasné s Gtoticim Fetézcem, bez zkougeni “non-attack" varinat pro dal3i parametry.
Jde o nejrychlef3i variantu

Some pairs - Tato forma testovani bude ndhodné kontrolovat kombinace nahodnych pari parametru. Toto je nejrychlejsi cesta, jak otestovat vice parametri.

All pairs - (pomalejsi, ale efektivn&jsi, nez volba "One Value")
Some combinations - tato forma testovani bude nahodné zkouset kombinaci tfi nebo vice parametrdi. Bude to trvat déle.

All combinations (extrémné pomalé) - Tato metoda bude zkou3et naprosto viechny mozné kombinace Utoénych Fetézci s platnym vstupem do proménnych. Tento ziisob muze trvat velice
dlouho.

Do not stop after the first flaw is found per web page

This option determines when a new flaw is targeted. This applies at the script level; finding an XSS flaw will not disable searching for SQL injection or header injection, but you will have at most one report for each type
on a given port, unless “thorough tests” is set. Note that several flaws of the same type (e.g., XSS, SQUi, etc.) may be reported sometimes, i they were caught by the same attack. The drop-down has four options:

Per CGI - As soon as a flaw is found on a CGl by a script, Nessus switches to the next known CGI on the same server, or if there is no other CGl, to the next port/server. This is the default option.
Per port (quicker) - As so0n as a flaw is found on a web server by a script, Nessus stops and switches to another web server on a different port.

Per parameter (slow) — As soon as one type of flaw is found in a parameter of a CGI (e.g., XSS), Nessus switches to the next parameter of the same CGl, or the next known CGl, or to the next port/server.

Look for all flaws (slower) - Perform extensive tests regardless of flaws found. This option can produce a very verbose report and is not recommend in most cases.

Tato volba urtuje, kdy je nova chyba zam@fena. To plati na Urovni skriptu. Nalezeni XSS chyby nezakaZe hledani po SQLinjection nebo "header injection", ale budete mit nanejvys jednu zpravu
pro kazdy typ na daném portu.
Toto pole mé tyfi moznosti:

Per CGI - Jakmile je skriptem nalezena chyba na CGI, Nessus pfepne na dalsi znamé CGI na stejném serveru, nebo pokud nen jiné CGl, tak na dal3f port/sluzbu.
Toto je vychozi volba

Per port (rychlej3i) - Jakmile je skriptem nalezena chyba na weobvé sluzbé, Nessus zastavi a prepne se na jinou webovou sluzbu na jiném portu.
Per parameter (pomalé) - Jakmile je jeden typ chyby nalezen v parametru CGI (napf. XSS) Nessus se piepne na dalii parametr ze stejné CGl nebo dalsi znamou CG, nebo dali port/sluzbu.

Look for all flaws (pomalejsi) - Provede rozsahlé testy bez ohledu na zjiéténé chyby, Tato volba méze vyprodukovat velice obsahly a upovidany report. Tato volba neni ve vétginé pripadd
doporutovéna.

URL for Remote File Inclusion

During Remote File Inclusion (RFI) testing, this option specifies a file on a remote host to use for tests. By default, Nessus will use a safe file hosted by Tenable for RFI testing. If the scanner cannot reach the Internet,
using an internally hosted file is for more accurate RF! testing.

URL adresa pro RFI. Zde se specifikuje souboru pro Remote File Inclusion. Ve vychozim nastaveni Nessus pouzije bezpeény soubor hostovany u vyrobce pro RFI
testovani. Pokud neni dostupny internet, bude poutit lokélni soubor, ktery urcen pro presnéjsi testovani RFI.

Maximum run time (minutes_)

This option manages the amount of time in minutes spent performing web application tests. This option defaults to 60 minutes and applies to all ports and CGls for a given web site. Scanning the local network for web.
sites with small applications will typically complete in under an hour, however web sites with large applications mav require a higher value.

Tato volba fidi mnozstvi ¢asu v minutach stravenych provadénim testl webovych aplikaci. Standardné je nastavneno na 60minut a plati pro viechny porty a
CGI pro dané webové stranky. Skenovéni v lokalnich sitich s malymi webovymi apli i bude obvykle &

za méné nez hodinu, nicméné webové

stranky s velkymi aplikacemi mohou pzadovat vy33i hodnotu.

©
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Values for Windows Scan Options

Zakadni nastaveni pro Windows

General Setting

Request information If the option Request information about the domain is set, then domain users will be queried instead of local users.
about the SMB Domain ®
Pokud je volba zaskrtnuta, budou dotazovani doménovi uZivatelé misto lokdlnich.

Enumerate Domain User
Start UID 1000]
End UID 1200

Enumerate Local User
Start UID 1000
End UID 1200)
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Processing

Values for Scan Report Options

Nastaveni moznosti reportovani

Report Verbosity

Determines the verbosity of the detail in the output of the scan results as Normal, Quiet, or Verbose.

Uréuje miru detailu vystupu skend. K dispozci jsou tfi volby "Normal", "Quite", "Verbose"

Show missing patches that
have been superseded

Show patches in the report that have not been applied but have been superseded by a newer patch if enabled.

Pokud je volba zapnutd, zobrazi v reportu zaplaty, které nebyly aplikovény, ale byly nahrazeny novéjsi zaplatou.

Hide results from plugins
initiated as a dependency

If a plugin is only run due to it being a dependency of a selected plugin, hide the results if enabled.

Skryje vysledky z plugind, které jsou spustény v zavislosti na jinych.

Output

Designate hosts by their DNS
name

When possible, designate hosts by their DNS name rather than IP address in the reports.

Pokud je to mozné, urit aktivum podle DNS jména, nikoliv podle IP adresy.

Display hosts that respond to
ping

When enabled, show a list of hosts that respond to pings sent as part of the scan.

Pokud je povoleno, zobrazi seznam aktiv, které odpovi na PING jako soucast skenu.

Display unreachable hosts

Display a list of hosts within the scan range that were not able to be reached during the scan, if enabled.

Pokud je povoleno, zobrazi seznam aktiv, které jsou béhem skenu nedostupné.

Generate SCAP XML Results

Generate a SCAP XML results file as a part of the report output for the scan.

Generovat SCAP XML souboru jako soucdst skenu.
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Value for Authentication Options

Nastaveni moznosti autentizace pouzité béhem skenovani

Authentication When added, authentication methods may be used to login to the scan target machines to gather more complete results of the host’s status. The authentication types include host, database, miscellaneous, plaintext
and patch For each type, various relevant options are presented such as SNMPv3, MongoDB, VMWare APls, and similar. ®
Moznost pridani dali vlastni autentizaéni metody.
SNMP
[upp Port | hisis the UDP port that will be used when performing certain SNMP scans. Up to four different ports may be configured, with the default port being 161. |
|UDP port pro provadéni SNMP skenu. Az ¢tyfi rlizné porty mohou byt definovany. |
SSH
known_hosts file Ifan SSH known_hosts file is provided for the scan policy in the “known_hosts file” field, Nessus will only attempt to log in to hosts defined in this file. This helps to ensure that the same username and password you are using to
- audit your known SSH servers is not used to attempt a login to a system that may not be under your control.
Pokud je skenovaci politice poskytnut soubor "known_hosts", Nessus se bude pokouset hldsit jen na aktiva uvedena v tomto souboru. (v souboru "know_hosts" ®
budou uvedeny vefejné kli¢e - SSH fingerprinty - téchto aktiv). To pomaha zajistit, Ze pfihlasovaci idaje, které pouZivate na své znamé SSH servery nebudou poutzity k
pokusu o pfihlaeni do systému, ktery nemusi byt pod Vasi kontrolou. (nap¥. honeypoty).
[Preferred port | This option is s to direct the scan to connect to a specific port if SSH s known to be lstening on a port other than the default of 22 |
|Pokud by SSH naslouchalo na jiném neZ standardnim portu, pak by se jiny port nastavil zde. |
[client Version [ Specifies which type of SSH client to impersonate while performing scans. |
|Specifikuje, jaky typ SSH klienta bude b&hem skenu predstaven. |
Windows
[Never send credentials in the clear [By default, Windows credentials are not sent to the target host in the clear. |
|Ve vychozim nastaveni (zaskrtnuto) nejsou posildny prihlasovaci Gidaje do Windows v otevieném tvaru. |
Do not use NTLMv1 authentication I the “Do not use NTLMv1 authentication” option is disabled, then it is theoretically possible to trick Nessus into attempting to log in to a Windows server with domain credentials via the NTLM version 1 protocol. This provides

the remote attacker with the ability to use a “hash” obtained from Nessus. This “hash” can be potentially cracked to reveal a username or password. It may also be used to directly log in to other servers.

Because NTLMv1 is an insecure protocol this option is enabled by default.

Pokud je volba "“Do not use NTLMv1 authentication” zakazana, je teoreticky mozné primét Nessus, aby se pokusil pfihlasit k Windows serveru s doménovymi
pfihladovacimi tdaji pomoci NTLM verze 1. To poskytuje vzddlenému ato¢nikovi moznost pouZit "hash" obdrzeny z Nessus. Tento "hash" muze byt potencionalné
zneuZit jako jméno a heslo. TéZ to muze byt pouZzito k pfimému pfihlaseni na dal3i servery.

Protoze je NTLM v. 1 nebezpecny protokol, je tato volba ve vychozim stavu povolena.

Start the Remote Registry service during | This option tells Nessus to start the Remote Registry service on computers being scanned iftis not running. This service must be running in order for Nessus to execute some Windows local check plugins.

the scan

Tato volba fikd Nessusu, aby nastartoval sluzbu Vzdéleny registr (Remote Registry service) na skenovaném aktivu, pokud tato sluzba nebézi. Tato sluzba je nezbytna
pro vykonani nékterych Windows kontrol.

Enable administrative shares during the ] This option willallow Nessus to access certain registry entries that can be read with administrator privileges.

scan

Tato volba dovoli skeneru pfistoupit k urgitym polozkdm v registru, které lze &ist je s opravnénim spravce.

Plaintext Authentication
Perform patch audits over telnet When enabled, patch audits will be permitted over a telnet connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by

default.
Pokud je toto povoleno, bude sken povolen pfes TELNET spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou ®
byt zachycena. Tato moznost je ve vychozim nastaveni zakdzana.

Perform patch audits over rsh When enabled, patch audits will be permitted over a rsh connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by default

Pokud je toto povoleno, bude sken povolen pres RSH spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou byt ®
zachycena. Tato moznost je ve vychozim nastaveni zakdzéna.

Perform patch audits over rexec When enabled, patch audits will be permitted over a rexec connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by

default.
Pokud je toto povoleno, bude sken povolen pfes REXEC spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou ®
byt zachycena. Tato moznost je ve vychozim nastaveni zakdzana.

HTTP
[Login method | Specifyif the login action is performed via a GET or POST request. |
POST
ISpeiﬁkace pihlasovaci metody pro HTTP (GET/POST) I
[Re-authenticate delay (seconds) [The time delay between authentication attempts. Ths is useful to avoid triggering brute force lockout mechanisms | o
Iﬁasové prodleva mezi pokusy o prihlaseni. Tato volba je pouzitelna pfi obchazeni zamykaciho mechanismu. |
[Follow 30x redirections (# of levels) |12 30x edirect code s received from a web server, this directs Nessus to follow thelink provided or not. |
I 0
[invert authenticated regex [~ regex pattern to ook for on the login page, that if found, tells Nessus authentication was not successful (e.g., “Authentication failed!”) |
INa pfihlasovaci strance bude Nessus hledat Fetézec o netspésném prihlaseni. (napf. Authentication failed). |

Use authenticated regex on HTTP headers | Rather than search the body of a response, Nessus can search the HTTP response headers for a given regex pattern to better determine authentication state.

Hledani vysledku autentizace v HTTP hlavi¢ce.

Case insensitive authenticated regex The regex searches are case sensitive by default. This instructs Nessus to ignore case

oll9| |9
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Plugins

Skenovaci zasuvné moduly nebo-li "pluginy" jsou jednotlivé dil¢i kontroly provadéné béhem skenu. Jsou fazeny do skupin (family) podle platformy.

Pokud jsou vybrany vsechny kontroly, Nessus na skenované aktivum aplikuje jen ty kontroly, které odpovidaji danému operacnimu systému.
Pokud chceme ziskat vysledky pouze z nékterych konkrétnich kontrol, oznacime jen ty, které se maji béhem skenu vykonat.

Zapnuty véechny (]

Vypnuty vSechny
Specificky vbér (]
Plugin ID Plugin Family |Nazev
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Compliance

Tzv. "Compliance" skeny umozriuji importovat vlastni auditni soubor, ktery definuje dalsi jednotlivé kontroly, které napf. vychazi z vlastnich bezpecnostnich politik, nebo napf. z

obecné platného standardu CIS.

Pouziti auditniho souboru
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Skenovaci politika ,AUTH sken*

AUTH SKEN
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Nazev politiky: AUTH_sken

Auth sken slouZi ke kontrole, zda se podafilo skeneru prihlasit na cilové aktivum s dostate¢nym opravnénim.




General Settings

Scan Options

Ovlddani obecn

ch pokrocilych moznosti skeneru

Enable Safe Checks

Nessus attempts to identify remote vulnerabilities by interpreting banner information and attempting to exercise a vulnerability. When Enable Safe Checks is enabled, the second step
is skipped. This is not as reliable as a full probe, but is less likely to negatively impact a targeted system.

Nessus se pokousi identifikovat vzdalené zranitelnosti na zékladé inforamci z banerd a zkousi vykonat zranitelnost. Pokud je volba

"Enable Safe Checks" zaputa, druhy krok je pfeskocen. Neni to tak spolehlivé, ale pro cilové aktivum je to privétivé;jsi.

Stop scanning hosts that
become unresponsive during
the scan

During a scan hosts may become unresponsive after a period of time. Enabling this setting stops scan attempts against hosts that stop sending results.

Béhem skenovani se mize stat, Ze po néjaké dobé prestane aktivum odpovidat. Pfi zaskrtnuti této volby bude skenovani takového
aktiva zastaveno.

Performance Options

Slow down the scan when
network congestion is detected

‘When Nessus detects congestion during a scan, it will slow the speed of the scan in an attempt to ease the burden on the affected segment(s).

P¥i zjisténi pretizeni béhem skenovani zpomali rychlost skenovani.

Use Linux kernel congestion
detection

Use Linux kernel congestion detection during the scan to help alleviate system lockups on the Nessus scanner server.

Poufzije detekci pretizeni pro Linux kernel.

Network Timeout (in seconds)

Determines the amount of time, in seconds, to determine if there is an issue communicating over the network.

Uréeni doby v sekundach pro zjisténi problému v sitové komunikaci.

Max Simultaneous Checks Per
Host

This setting limits the maximum number of checks a Nessus scanner will perform against a single host at one time.

Nastaveni maximalniho poctu kontrol pusténych na jedno aktivum.

Max Simultaneous Hosts Per
Scan

This setting limits the maximum number of hosts that a single Nessus scanner will scan at the same time. If the scan is using a zone with multiple scanners, each scanner will accept up
to the amount specified in the Max Hosts Per Scan option. For example, if the Max Simultaneous Hosts Per Scan is set to 5 and there are five scanners per zone, each scanner will
accept five hosts to scan, allowing a total of 25 hosts to be scanned between the five scanners.

Nastaveni maximalniho poétu poéital, které bude jeden skener skenovat v jednom &ase.

Max number of concurrent TCP
sessions per host

This setting limits the maximum number of TCP sessions established by any of the active scanners while scanning a single host.

Maximalni pocet TCP spojeni sestavenych aktivnim skenerem béhem skenovani jednoho aktiva.

Max number of concurrent TCP
sessions per scan

This setting limits the maximum number of TCP sessions established by any of the active scanners during a scan.

Maximalni poet TCP spojeni sestavenych jakymkoliv z aktivnich skener(i béhem skenovani.
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Ping the remote host

Host Discovery

|When enabled, Nessus attempts to ping the hosts in the scan to determine if the host is alive or not.

|Pokud je povoleno, Nessus zkousi ping, aby zjistil zda je aktivum naZzivu.

General Settings (available when Ping the remote host is enabled)

Test the local Nessus host

This option allows you to include or exclude the local Nessus host from the scan. This is used when the Nessus host falls within the target network range for the scan.

Tato volba umoZiuje zahrnout nebo vyloucit ze skenovani vlastni stanici (Nessus skener). To se pouZiva, pokud je Nessus skener umistén ve
stejné siti jako skenovand aktiva.

Use Fast Network Discovery

When Nessus “pings” a remote IP and receives a reply, it performs extra checks to make sure that it is not a transparent proxy or a load balancer that would return noise but no result (some
devices answer to every port 1 - 65535 even when there is no service behind the device). Such checks can take some time, especially if the remote host is firewalled. If the “Use Fast Network
Discovery” option is enabled, Nessus will not perform these checks.

Pokud Nessus "pinga" na vzdalenou IP adresu a obdrzi odpovéd, provede dalsi extra kontrolu, aby se ujistil, Ze se nejedna o transparentni
proxy nebo loadbalancer, ktery nevraci relevantni odpovéd. Pokud je cil za firewalem, miZou takové kontroly zabrat hodné ¢asu. Tato volba
takové kontroly zakdze.

Ping Methods (available when Ping the remote host is enabled)

ARP Ping a host using its hardware address via Address Resolution Protocol (ARP). This only works on a local network.
Ping na MAC adresy. PouZitelné pouze v lokalni siti.
TCP Ping a host using TCP.

Ping pomoci protokolu TCP.

Destination ports

Destination ports can be configured to use specific ports for TCP ping. This specifies the list of ports that will be checked via TCP ping. If you are not sure of the ports, leave this setting on built-
in.

Je mozné definovat specifické porty pro TCP ping. Pro vychozi nastaveni je urcena volna built-in

ICMP

Ping a host using the Internet Control Message Protocol (ICMP).

Ping pomoci protokolu ICMP.

Assume ICMP unreachable
means the host is down

When a ping is sent to a host that is down, its gateway may return an ICMP unreachable message. When enabled, this option will consider this to mean the host is dead. This is to help speed up
discovery on some networks.

Note that some firewalls and packet filters use this same behavior for hosts that are up but are connecting to a port or protocol that is filtered. With this option enabled, this will lead to the
scan considering the host is down when it is indeed up.

Pokud je ping poslan na aktivum, které je vypnuté, jeho brana muaze vrétit ICMP zprévu o nedostupnosti. To pomaha urychlit rychlost
objevovani stanic v nékterych sitich.

P¥i zaSkrtnuti této volby bude obdrzeni "ICMP unreachable" vyhodnoceno jako nedostupné aktivum.

Stejné chovani viak mohou vykazovat nékteré firewally nebo paketové filtry. Pak se nékteré stanice mohou chovat jako nedostupné, ackoliv
jsou zapnuté.

Maximum Number of Retries
(ICMP enable)

Allows you to specify the number of attempts to try to ping the remote host. The default is two attempts.

Volba umoziuje specifikovat pocet pokust, kolikrat bude ping poslan na cilové aktivum. Vychozi hodnota je 2.

ubpP

Ping a host using the User Datagram Protocol (UDP).
Tip: UDP is a “stateless” protocol, meaning that communication is not performed with handshake dialogues. UDP-based communication is not always reliable, and because of the nature of UDP
services and screening devices, they are not always remotely detectable.

Ping pomoci protokolu UDP.
Tip: UDP je nestavovy protokol, coz znamena, Zze komunikace neni provadéna pomoci "handshake" dialogu. Komunikace na bazi UDP neni
vzdy spolehliva. Z podstaty UDP nejsou sluzby a skenované zafizeni vidy na dalku spolehlivé zjistitelné.

Fragile Devices

Scan Network Printers

Instructs the Nessus scanner not to scan network printers if unselected. Since many printers are prone to denial of service conditions, Nessus can skip scanning them once identified. This is
particularly r if scanning is performed on production networks.

Neoznaceni této volby Fika skeneru, aby vynechal sitové tiskdrny, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tiskarny, které jiz jednou identifikoval. To je doporuéeno v produkénich sitich.

Scan Novell Netware Hosts

Instructs the Nessus scanner not to scan Novel Netware hosts if unselected. Since many Novell Netware hosts are prone to denial of service conditions, Nessus can skip scanning them once
This is particularly rec if scanning is performed on production networks.

Neoznaceni této volby Fikd skeneru, aby vynechal Novel Netware stroje, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tato zafizeni, které jiz jednou identifikoval. To je doporuceno v produkcénich sitich.

Wake-on-LAN

List of MAC addresses

‘Wake on Lan (WOL) packets will be sent to the hosts listed, one on each line, in an attempt to wake the specified host(s) during a scan.

Skener mlze béhem skenovéni pomoci WOL paketl vzbudit sitova zafizeni, kterd budou uvedena zde na seznamu.

Boot time wait (in minutes)

The number of minutes Nessus will wait to attempt a scan of hosts sent a WOL packet.

Nastaveni poc¢tu minut, jak dlouho ma skener cekat po poslani WOL paketu.

Network Type

Network Type

‘Allows you to specify if you are using publicly routable IPs, private non-Internet routable IPs or a mix of these. Select “Mixed” if you are using RFC 1918 addresses and have multiple routers
within your network.

Dovoluje specifikovat typ sité LAN WAN MIX
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Port Scanning

Nastaveni moZnosti port skenu

Ports

Consider Unscanned Ports as Closed If a port is not scanned with a selected port scanner (e.g., out of the range specified), The scanner will consider it closed.
PFi této volbé budou neoskenované porty povazovany za zaviené.

Port scan range Directs the scanner to target a specific range of ports. Accepts “default” (a list of approximately 4,790 common ports found in the nessus-services file), “all” (scans all ports from 0-65535), or a custom list of
ports specified by the user. The custom list may contain individual ports and ranges; for example, “21,23,25,80,110" and “1-1024,8080,9000-9200" are valid values. Specifying “1-65535" will scan all ports.
Specifikace portd, které maji byt skenovany.
- "default" - Vychozi nastaveni je 4790 béznych portl definovanych v servisnich souborech Nessus.
- "all" - vSechny porty 0-65535
- vlastni definice (viz uvedené priklady)

Local Port Enumerators

SSH (netstat) This option uses netstat to check for open ports on the target host. It relies on the netstat command being available via a SSH connection to the target. This scan is intended for Unix-based systems and requires
authentication credentials.
Tato volba poufZije pfikaz netstat pro zjisténi otevienych portii na cilovém aktivu. Spoléhd se na pfikaz netstat spustény pies SSH spojeni na
skenovaném aktivu. Tento sken je zamysleny pro UNIXové systémy a vyZaduje prihlasovaci Gidaje ke skenovanému aktivu.

WMI (netstat) This option uses netstat to check for open ports from the local machine. It relies on the netstat command being available via a WMI connection to the target. This scan is intended for Windows-based systems and
requires authentication credentials
Tato volba poutzije pfikaz netstat pro zjisténi otevienych portii na cilovém aktivu. Spoléhd se na pfikaz netstat spustény pies WMI spojeni na
skenovaném aktivu. Tento sken je zamysleny pro Windows systémy a vyzaduje prihlaSovaci idaje ke skenovanému aktivu.

SNMP Direct Nessus to scan targets for a SNMP service. Nessus will guess relevant SNMP settings during a scan. If the settings are provided by the user under “Preferences”, this will allow Nessus to better test the

remote host and produce more detailed audit results. For example, there are many Cisco router checks that determine the vulnerabilities present by examining the version of the returned SNMP string. This
information is necessary for these audits.
Nasméruje Nessus na sluzby SNMP u skenovanych aktiv. Nessus se pokusi odhadnout SNMP nastaveni béhem skenovani. Pokud jsou nastaveni

poskytnuta uZivatelem s vy$$im opravnénim, umozni to skeneru Iépe otestovat vzdalené aktivum a zajisti lepsi a detailnéjsi vysledky. Existuje mnoho
kontrol pro Cisco routery, které urcuji pfitomnost zranitelnosti na zkladé vraceného SNMP fetézce.

Only run network port scanners if local |Rely on local port enumeration first before relying on network port scans.

port enumeration failed

V prvni fadé se skener pokusi vycist porty lokalné, pfed tim nez zaéne porty na aktivu skenovat.

Verify open TCP ports found by local f a local port enumerator (e.g., WMI or netstat) finds a port, Nessus will also verify it is open remotely. This helps determine if some form of access control is being used (e.g., TCP wrappers, firewall).

port enumerators ®
Pokud vycet lokdlnich portl najde otevieny port, Nessus si ovéFi, zda je otevien i na dalku. Pomdze to uréit, zda je pouzita néjaka forma fizeni pfistupu
(napf. TCP wrappers, firewall)

Network Port Scanners
TCP Use Nessus’ built-in TCP scanner to identify open TCP ports on the targets. This scanner is optimized and has some self-tuning features.
Note: On some platforms (e.g., Windows and Mac O X), if the operating system is causing serious performance issues using the TCP scanner, Nessus will launch the SYN scanner instead.
Pouzije Nessus vestavény TCP skener pro zji§téni otevienych TCP porti na cilovém aktivu. Tento skener je optimalizovan a ma uréité samoladici funkce. ®
Poznamka: Pokud na nékterych platformach (napf. Windows, MacOS) TCP skener zpiisobi vazné problémy s vykonem, Nessus misto néj zahaji SYN
skener.
SYN Use Nessus’ built-in SYN scanner to identify open TCP ports on the targets. SYN scans are a popular method for conducting port scans and generally considered to be a bit less intrusive than TCP scans. The

scanner sends a SYN packet to the port, waits for SYN-ACK reply, and then determines port state based on a reply — or lack of.
PouZije Nessus vestavény SYN skener pro identifikaci TCP port( na cilovém aktivu. SYN sken je oblibena metoda pro provadéni skenovani portd a
obecné je povazovana za méné rusivou nez TCP sken. Skener posila SYN pakety na port a éekd na SYN-ACK odpovéd'a podle odpovédi uréi stav portu.

Override automatic firewall detection ~ [Automatic (normal)
Do not detect RST rate limitation (soft)

Ignore closed ports (agressive)
Disabled (softer)

Mira potlaceni automatické detekce firewallu.

UDP This option engages Nessus’ built-in UDP scanner to identify open UDP ports on the targets.
Tip: UDP is a “stateless” protocol, meaning that communication is not done with handshake dialogues. UDP based communication is not reliable, and because of the nature of UDP services and screening devices,
they are not always remotely detectable. Utilizing the UDP scanner will noticeably increase scanning time.

Tato volba se zabyva vestavénym Nessus UDP skenerem pro identifikaci otevienych UDP portl na skenovaném aktivu. ®
Tip: UDP je nestavovy protokol, komunikace tedy neni provadéna pres "handshake" dialog. Komunikace zaloZena na UDP neni spolehliva a vzhledem k
povaze UDP sluzeb neni vidy vzdalené zjistitelna. VyuZiti UDP skeneru vyrazné zvysi ¢as skenovani.
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Service Discovery

Nastaveni moZnosti skenovani béZicich sluzeb na cilovych portech

Probe all ports to find services

Attempts to map each open port with the service that is running on that port. Note that in some rare cases, this might disrupt some services and cause unforeseen side effects.

Pokusy o mapovani kazdého otevieného portu se sluzbou, kterd bézi na tomto portu. Pamatujte, Ze ve vyjimecnych pfipadech to ®

muZe narusit nékteré sluzby a zpasobit vedlejsi ucinky.

Search for SSL based services

Controls how Nessus will test SSL based services: known SSL ports (e.g., 443), all ports, or none. Testing for SSL capability on all ports may be disruptive for the tested host.

Urcuje, jak bude Nessus testovat sluzby zaloZené na protokolu SSL: Zndmé SSL porty (napfiklad 443), vSechny porty, nebo zadné. ®
Testovani na schopnost SSL na viech portech mize byt rusivé pro testované aktivum.

Search for SSL on

If selected, choose between Known SSL ports (e.g., 443) and All ports. Testing for SSL capability on all ports may be disruptive for the tested host.

Vybér mezi zndmymi porty (napi. 443) a vSemi porty. ®

Identify certificates expiring within x days

dentifies SSL certificates that will expire within the specified timeframe. Enter a value to set a timeframe (in days).

Identifikuje SSL certifikaty, které expiruji béhem specifikovaného ¢asového Useku. VloZte hodnotu ¢asového useku ve dnech. ®

Enumerate all SSL ciphers

When SecurityCenter performs an SSL scan, it tries to determine the SSL ciphers used by the remote server by attempting to establish a connection with each different
documented SSL cipher, regardless of what the server says is available.

Pokud skener provadi SSL sken pokusi se zjistit SSL 3ifru pouZitou na skenovaném aktivu tak, Ze se pokusi sestavit spojeni riznymi ®
dokumentovanymi SSL siframi, bez ohledu na to, co dévé skenované aktivum k dispozici.

Enable CRL checking (connects to the
Internet)

Direct Nessus to check SSL certificates against known Certificate Revocation Lists (CRL). Enabling this option will make a connection and query one or more servers on the internet.

Kontrola SSL certifikatd proti CRL v internetu.
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Accuracy

Values for Assessment Options

Moznosti vyhodnocovani informaci ziskanych béhem skenovani

Override normal accuracy

In some cases, Nessus cannot remotely determine whether a flaw is present or not. If report paranoia is set to “Paranoid” then a flaw will be reported every time, even when there is a
doubt about the remote host being affected. Conversely, a paranoia setting of “Avoid false alarms” will cause Nessus to not report any flaw whenever there is a hint of uncertainty about
the remote host. Not changing from “Normal” is a middle ground between these two settings.

V nékterych pfipadech Nessus nemize urcit, zda je pfitomna vada, ¢i nikoliv. Nastaveni "Paranoid" zajisti reportovani i v tom pfipadé,
pokud existuji pochybnosti o vysledku. Naopak volba "Avoid false alarms" (vyhnout se falesnym poplachim) zpUsobi, ze Nessus nebude
hlasit Zzadnou chybu, pokud existuje naznak nejistoty.Vychozi volba "Normal" je stfedni cesta mezi témito dvéma volbami.

Perform thorough tests (may
disrupt your network or impact
scan speed)

Causes various plugins to use more aggressive settings. For example, when looking through SMB file shares, a plugin can analyze 3 directory levels deep instead of its default of 1. This
could cause much more network traffic and analysis in some cases. Note that by being more thorough, the scan will be more intrusive and is more likely to disrupt the network, while
potentially providing better audit results.

Volba zplsobi vice agresivni nastaveni pluginti. Napfiklad pfi hledani SMB sdileni soubord muaze plugin analyzovat 3 Grovné adresara
misto vychozi hodnoty 1. To mdZze mit za dUsledek vétsi provoz v siti. Sken bude vice rusivy, ale bude poskytovat lepsi hodnoty vysledku.

Antivirus

Antivirus definition grace period
(in days)

This option determines the delay in the number of days of reporting the software as being outdated. The valid values are between 0 (no delay, default) and 7.

Tato volba urcuje zpozdéni v poctu dnl od nahlaseni zastaralého software. Hodnoty se pohybuji od 0 (Zzddna prodleva, vychozi) do 7

SMTP

Third Party Domain

Nessus will attempt to send spam through each SMTP device to the address listed in this field. This third party domain address must be outside the range of the site being scanned or the
site performing the scan. Otherwise, the test may be aborted by the SMTP server.

Nessus se pokusi posilat spam skrz kazdé SMTP zafizeni na adresu vepsanou do tohoto pole. Doménové adresa tfeti strany musi byt mimo
sit, kterd je skenovana. V opaéném pfipadé muze test poskodit SMTP server.

From address

The test messages sent to the SMTP server(s) will appear as if they originated from the address specified in this field.

Testovaci zpravy poslané na server SMTP se budou jevit jako poslané z této adresy.

To Address

Nessus will attempt to send messages addressed to the mail recipient listed in this field. The postmaster address is the default value since it is a valid address on most mail servers.

Nessus se pokusi posilat zpravy na adresu uvedenou v tomto poli. "postmaster" je vychozi hodnota, protoZe je platna na vétsiné
postovnich serverd.
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Values for Brute Force Options

Rizeni skenovani hrubou silou, moznosti poufiti nastroje Hydra

General Settings

Only use credentials provided by the user

In some cases, Nessus can test default accounts and known default passwords. This can cause the account to be locked out if too many consecutive invalid attempts trigger security protocols
on the operating system or application. By default, this setting is enabled to prevent Nessus from performing these tests.

V nékterych ptipadech mlze Nessus vyzkouset vychozi Ucty a jejich zndma vychozi hesla. To mizZe zpGsobit zamceni Uctu, pokud vznikne
mnoho po sobé jdoucich neplatnych pokus o pfihlaseni. Ve vychozim nastaveni ma Nessus tyto testy zakazany.

Oracle Database

|Test default Oracle accounts (slow) [Test for known default accounts in Oracle software. | ®
|Test na pfitomnost zndamych stadardnich uctt v software Oracle. I

Hydra

|Always enable Hydra (slow) [Enables Hydra whenever the scan s performed. | ®
|Umoiﬁuje poufZit nastroj Hydra (prolamovac hesel) kdykoliv je provedena kontrola. I

[Logins file | file that contains user names that Hydra will use during the scan. | ®
|Soubor obsahujici uZivatelskd jména, ktera pouzije nastroj Hydra. I

[Passwords file [A file that contains passwords for user accounts that Hydra will use during the scan. | ®
|Soubor obsahuijici hesla, kterd pouzije nastroj Hydra. I

[Number of parallel tasks [ The number of simultaneous Hydra tests that you want to execute. By defaut,this value s 16. | ®
|PoEet soucasnych Hydra test(. Vychozi nastaveni je 16. I

JTimeout (in seconds) [ The number of seconds per logon attempt. | ®
|Poéet sekund na prihlaSovaci pokus. I

[7ry empty passwords [ f enabled, Hydra will additionally try user names without using a password. | ®
|Pokud bude tato volba zaskrtnuta, Hydra pouZije také prazdné heslo. I

[Try login as password [ f enabled, Hydra will additionally try a user name as the corresponding password. | ®
|Pokud bude tato volba zaskrtnuta, Hydra poufzije také stejné heslo jako uZivatelské jméno. I

Stop brute forcing after the first success

If enabled, Hydra will stop brute forcing user accounts after the first time an account is successfully accessed.

Pokud bude tato volba zaskrtnuta, Hydra zastavi prolamovani hesla po prvnim tspésném pristupu.

Add accounts found by other plugins to the
login file

If disabled, only the user names specified in the logins file will be used for the scan. Otherwise, additional user names discovered by other plugins will be added to the logins file and used for the
scan.

Pfi zakdzani této volby budou pouZita jen uZivatelska jména specifikovand v souboru se jmény. Pfi povoleni této volby budou pfiddna
uZivatelska jména nalezena ostatnimi pluginy.

[Postgresal database name [ The database that you want Hydra to test. | ®
|Jméno databaze pro Hydra test. I

|sAP R/3 Client ID (0 - 99) [The D of the SAP R/3 client that you want Hydra to test. | ®
|SAP R/3 klient pro Hydra test. I

|Windows accounts to test |CEH be setto Local accounts , Domain Accounts , or Either . | ®
|Mﬁie byt nastaveno Local accounts , Domain Accounts , nebo Either . I

[interpret passwords as NTLM hashes [ f enabled, Hydra wil interpret passwords as NTLM hashes. | ®
|Pokud je povoleno, Hydra bude interpretovat hesla jako NTLM hash. |

Cisco login password

This password is used o login to a Cisco system before brute forcing enable passwords. If no password is provided here, Hydra will attempt to login sing credentials that were successfully
brute forced earlier in the scan.

Toto heslo je pouZito pro pfihlaseni na Cisco systémy pied zkusenim hesla hrubou silou. Pokud tu neni Zadné heslo poskytnuto, Hydra bude
zkouset prihlasovaci Udaje, které zjistila v pfedchozich skenech.

Web page to brute force

Enter a web page that is protected by HTTP basic or digest authentication. If a web page is not provided here, Hydra wil attempt to brute force a page discovered by the Nessus web crawler
that requires HTTP authentication.

Webova stranka pro utok hrubou silou ndstrojem Hydra.

[HTTP proxy test website [ f Hydra successfully brute forces an HTTP proxy, it willattempt to access the website provided here via the brute forced proxy. |
|Pokud Hydra tispésné prolomi proxy, bude zkouset pfistoupit na tuto HTTP stranku p¥es proxy. I

|LoAP DN [ The LDAP istinguish Name scope that Hydra will authenticate against. | ®
|LDAP DN jméno, proti kterému se bude Hydra autentizovat. I
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Settings/Assessment/Malware

Nastaveni moznosti testovani na Malware, pouZziti zndmych MD5 hash

General Settings
Disable DNS Resolution Checking this option will prevent Nessus from using the cloud to compare scan findings against known malware.

Tato volba zabrani Nessus skeneru pouZzivat cloud pro porovnavani nélezl skenu proti znamému skodlivému softwaru. Vychozi stav je ®
vypnuto - tedy hledani v cloudu povoleno.

Hash and Whitelist Files
Provide your own list of Additional known bad MD5 hashes can be uploaded via a text file that contains one MD5 hash per line.

Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
known bad MD5 hashes scanning a target and a description was provided for the hash the description will show up in the scan results.

Dal$i znamé Spatné MDS5 hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MD5 hash na radek. ®
Volitelné je mozné pridat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentar. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

Provide your own list of Additional known good MD5 hashes can be uploaded via a text file that contains one MD5 hash per line.
Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
scanning a target, and a description was provided for the hash, the description will show up in the scan results.

Dalsi znamé dobré MD5 hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MDS5 hash na fadek. ®
Volitelné je mozné pfidat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentat. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

known good MDS5 hashes

Hosts file whitelist Nessus checks system hosts files for signs of a compromise (e.g., Plugin ID 23910 titled Compromised Windows System (hosts File Check). This option allows you to upload a file containing a
list of IPs and hostnames that will be ignored by Nessus during a scan. Include one IP and hostname (formatted identically to your hosts file on the target) per line in a regular text file.

Tato moznost vam umozni nahrat soubor obsahujici seznam IP adres a aktiv, které budou béhem skenovani skenerem ignorovany.
Soubor musi obsahovat jednu IP a hostname na fadek v béZzném textovém souboru.
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File System Scanning

MozZnosti nastaveni skenovani souborového systému

File System Scanning
Scan File System Turning on this option allows you to scan system directories and files on host computers.
Caution: Enabling this setting in scans targeting 10 or more hosts could result in performance degradation.

Zapnuti této volby umozZiuje skenovat systémové adresare a soubory na skenovaném aktivu.
Upozornéni: Povoleni tohoto nastaveni pfi zacileni na 10 a vice hostd mdze sniZit vykon.

%)

Directories

Scan %Systemroot% Enable file system scanning to scan %Systemroot% ®
Povoli skenovat %Systemroot%

Scan %ProgramFiIes% Enable file system scanning to scan %ProgramFiles% ®
Povoli skenovat %ProgramFiles%

Scan %ProgramFiIes(xSG)% Enable file system scanning to scan %ProgramFiles(x86)% ®
Povoli skenovat %ProgramFiles(x86)%

Scan %ProgramData% Enable file system scanning to scan %ProgramData% ®
Povoli skenovat %ProgramData%

Scan User Profiles Enable file system scanning to scan user profiles ®

Povoli skenovat uzivatelské profily

Custom Filescan Directories  |Add File Add a custom file that list directories for malware file scanning. List each each directory on one line.
Caution: Root directories such as 'C:\" or 'D:\' are not accepted.

@

Je mozné pridat vlastni adresare pro skenovani na malware. Do textového souboru je napsan kazdy adresar na jeden fadek. Korenové
adresare jako C:\ nejsou akceptovany.

Yara Rules Files ®
Nastroj na identifikaci a klasfikaci malware
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Values for SCADA Options

Tato volba umoZnuje ovlivnit moznosti s!

ovani primyslovych SCADA zafizeni.

Modbus/TCP Coil Access
Start at register
End at register

These options are available for commercial users. This drop-down menu item is dynamically generated by the SCADA plugins available with the commercial version of Nessus. Modbus uses a function code of 1 to

read “coils” in a Modbus slave. Coils represent binary output settings and are typically mapped to actuators. The ability to read coils may help an attacker profile a system and identify ranges of registers to alter via a
“write coil” message. The defaults for this are “0” for the “Start reg” and “16” for the “End reg”.

ICCP/COTP TSAP Addressing Weakness

Start COTP TSAP The “ICCP/COTP TSAP Addressing” menu determines a Connection Oriented Transport Protocol (COTP) Transport Service Access Points (TSAP) value on an ICCP server by trying possible values. The start and stop
values are set to “8” by default.
Stop COTP TSAP
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Values for Web Applications Options

Nastaveni skenovani webovych aplikaci

Web Application Settings

|Scan web applications

Test Settings sections.

IEnxb\es the General Settings, Web Crawler, and

| Zapnuti skenovéani webovych aplikaci.

General Settings

|Use a custom User-Agent

Iipe(mes ‘which type of web browser Nessus will impersonate while scanning.

| Urcuje, za jaky typ internetového prohlize¢e se bude Nessus vydavat.

Web Crawler

|Slart crawling from

[The URL of the first page that will be tested. If multiple pages are required, use a colon delimiter to separate them (e.g, /:/php4:/base”)

|Adresa URL, kterd bude prvni testovana. Pokud je potteba vice stranek, pouZijte jako oddélaovac dvojtecku ( napf.

:/php4:/base )

Excluded pages (regex)

Enable exclusion of portions of the web site from being crawled. For example, to exclude the “/manual” directory and all Perl CGI, set this field to: (*/manual) | (\.pI(\2.%)25). Nessus supports POSIX regular expressions
for string matching and handling, as well as Perl-compatible regular expressions (PCRE).

Dovoluje vylou¢it &asti webu, kterymi skener prochazi. Napfiklad pro vyolouéeni adreséare "/manual” a viech Perl CGI nastavte do tohoto pole
(~/manual)| (\.pl(\?.*)?$). Nessus podporuje regulérni vyrazy POSIX stejné& jako Perl regularni vyrazy PCRE.

|Maximum pages to craw!

IThe ‘maximum number of pages to crawl.

| Maximalni poet stranek, které se maji prochazet.

|Maximum depth to crawl

|lwmt ‘the number of links Nessus will follow for each start page.

|0mezem’ poctu odkaz, které bude Nessus nasledovat za kazdou tvodni strdnkou.

|Fulluw dynamic pages

|u selected, Nessus will follow dynamic links and may exceed the parameters set above.

| Pokud je zaskrtnuto, Nessus bude nasledovat dynamické vazby a mize pfesahnout parametry uvedené vyse.

Application Test Settings

|Enable generic web application tests

|Enzh\es the options listed below.

| Povoli aplikaéni testy vypsané dale.

|Abort web application tests if HTTP login fails

|u Nessus cannot login to the target via HTTP, then do not run any web application tests.

|Pokud se Nessus nemuze pfihlasit k aktivu pfes HTTP, pak nepusti zadné dal3i aplikaéni testy.

Try all HTTP Methods

[This option will instruct Nessus to also use “POST requests” for enhanced web form testing. By default, the web application tests will only use GET requests, unless this option is enabled. Generally, more complex
applications use the POST method when a user submits data to the application. This setting provides more thorough testing, but may considerably increase the time required. When selected, Nessus will test each
script/variable with both GET and POST requests. This setting provides more thorough testing, but may considerably increase the time required

Nessus bude krom GET poZzadavki (vychozi nastaveni) zkou3et také POST poZzadavky. Obecné plati, Ze sloZitéj$i aplikace pouZivaji metody POST pro posilani
uzivatelskych dat do aplikace. Toto nastaveni poskytuje diikladnéjsi testovani, ale maze znaéné navysit potiebny ¢as. Pokud je toto zadkrtnuto, Nessus bude
testovat kazdou proménnou, kterou najde ve skriptu na obé metody GET i POST.

Attempt HTTP Parameter Pollution

When performing web application tests, attempt to bypass filtering mechanisms by injecting content into a variable while supplying the same variable with valid content as well. For example, 2 normal SQL injection test
may look like “/target.czi?a='&b=2". With HTTP Parameter Pollution (HPP) enabled, the request may look like “/target.cgi?a="&a=18&b=2".

Pfi provadéni testd webovych aplikaci zkousi obejit filtrovaci mechanismy vklddanim obsahu do proménnych a zaroveri poskytuje stejné proménné se
spravnym obsahem. NapFiklad normalni SQL-injection test miZe vypadat takto: “/target.cgi?a='&b=2" S volbou HTTP Parameter Pollution mizZe vypadat takto:
“/target.cgi?a='&a=1&b=2"

Test embedded web servers

Embedded web servers are often static and contain no customizable CGl scripts. In addition, embedded web servers may be prone to crash or become non-responsive when scanned. Tenable recommends scanning
embedded web serv tely from other web servers using this option.

Vestavéné webové servery jsou Casto statické a neobsahuji nastavitelné CGI skripty. Krom toho mohou byt nachylné k selhdni nebo prestanou reagovat béhem
skenovéni. Proto Tenable doporucuje sk ani énych web server(i

& od ostatnich web(i pomoci této volby.

Test more than one parameter at a time per form

This option manages the combination of argument values used in the HTTP requests. The default, without checking this option, is testing one parameter at a time with an attack string, without trying “non-attack”
variations for additional parameters. For example, Nessus would attempt “/test.php?arg1=Xss&b=1&c=1" where “b” and “c” allow other values, without testing each combination. This is the quickest method of testing
with the smallest result set generated.

This drop-down has five options:

One value - This tests one parameter at a time with an attack string, without trying “non-attack” variations for additional parameters. For example, Nessus would attempt */test.php?arg1=Xss&b=18&c=1" where “b” and

‘<" allow other values, without testing each combination. This is the quickest method of testing with the smallest result set generated.
Some pairs — This form of testing will randomly check a combination of random pairs of parameters, This i the fastest way to test multiple parameters.

All pairs (slower but efficient) - This form of testing is slightly slower but more efficient than the “one value” test. While testing multiple parameters, it will test an attack string, variations for a single variable and then
use the first value for all other variables. For example, Nessus would attempt “/test.php?a=XsS&b=18&c=1&d=1" and then cycle through the variables 5o that one is given the attack string, one s cycled through all
possible values (as discovered during the mirror process) and any other variables are given the first value. In this case, Nessus would never test for “/test.php?a=XSS&b=38&c=38&d=3" when the first value of each
variable is "1

Some combinations ~ This form of testing will randomly check a combination of three or more parameters. This is more thorough than testing only pairs of parameters. Note that increasing the amount of combinations
by three or more increases the web application test time.

All combinations (extremely slow) ~ This method of testing will do a fully exhaustive test of all possible combinations of attack strings with valid input to variables. Where “All-pairs” testing seeks to create a smaller
data set as a tradeoff for speed, “all combinations” makes no compromise on time and uses a complete data set of tests. This testing method may take a long time to complete.

Tato volba fidi kombinaci hodnot argumentu poutitych v HTTP dotazu. Vychozi stav (bez hodnoty) testuje jeden parametr sougasné s Gtoticim Fetézcem, bez zkouden! "non-attack” varinat pro
dalsi parametry,

Jde o nejrychlej3{ variantu. Toto rozbalovaci pole ma pét voleb:

One Value - testuje jeden parametr soutasné s toicim fetézcem, bez zkougeni "
Jde o nejrychlej3f variantu.

non-attack" varinat pro dal3f parametry.

Some pairs - Tato forma testovani bude ndhodné kontrolovat kombinace ndhodnych parti parametr. Toto je nejrychlejsi cesta, jak otestovat vice parametrd.

All pairs - (pomalejsi, ale efektivnéjsi, nez volba "One Value")

Some combinations - tato forma testovani bude nahodné zkouset kombinaci ti nebo vice parametri. Bude to trvat déle.

All combinations (extrémné pomalé) - Tato metoda bude zkou3et naprosto viechny mozné kombinace Gtoénych fetézcli s platnym vstupem do proménnych. Tento ziisob muZe trvat velice
dlouho.

Do not stop after the first flaw is found per web page

This option determines when a new flaw is targeted. This applies at the script level; finding an XSS flaw will not disable searching for SQL injection or header injection, but you will have at most one report for each type
on a given port, unless “thorough tests” is set. Note that several flaws of the same type (e.g., XSS, SQLi, etc.) may be reported sometimes, if they were caught by the same attack. The drop-down has four options:

Per CGI - As s00n as a flaw is found on a CGI by a script, Nessus switches to the next known CGI on the same server, or if there is no other CGI, to the next port/server. This is the default option.
Per port (quicker) - As soon as a flaw is found on a web server by a script, Nessus stops and switches to another web server on a different port.
Per parameter (slow) ~ As so0n as one type of flaw is found in a parameter of a CGI (e.g., XSS), Nessus switches to the next parameter of the same CGl, or the next known CGl, or to the next port/server.

Look for all flaws (slower) ~ Perform extensive tests regardless of flaws found. This option can produce a very verbose report and is not recommend in most cases.

Tato volba urtuje, kdy je nova chyba zaméfena. To plati na Grovni skriptu. Nalezeni XSS chyby nezakize hledani po SQL-injection nebo "header injection”, ale budete mit nanejvys jednu zpravu
pro kazdy typ na daném portu.
Toto pole mé &tyfi moznosti:

Per CGI - Jakmile je skriptem nalezena chyba na CGI, Nessus pfepne na dalsi zndmé CGI na stejném serveru, nebo pokud nenf jiné CGl, tak na dalsf port/sluzbu
Toto je wchozi volba.

Per port (rychlejéi) - Jakmile je skriptem nalezena chyba na weobvé sluzbé, Nessus zastavi a prepne se na jinou webovou sluzbu na jiném portu.
Per parameter (pomalé) - Jakmile je jeden typ chyby nalezen v parametru CGI (napf. XSS) Nessus se pfepne na dalsf parametr ze stejné CGI nebo dal3i znmou CGI, nebo dal3i port/sluzbu.

Look for all flaws (pomalejsi) - Provede rozsahlé testy bez ohledu na zjisténé chyby, Tato volba maze vyprodukovat velice obsahly a upovidany report. Tato volba neni ve vétsiné pripad
doporutovéna.

URL for Remote File Inclusion

During Remote File Inclusion (RFI) testing, this option specifies a file on a remote host to use for tests. By default, Nessus will use a safe file hosted by Tenable for RFI testing. If the scanner cannot reach the Internet,
using an internally hosted file is for more accurate RFI testing.

URL adresa pro RFI. Zde se specifikuje souboru pro Remote File Inclusion. Ve vychozim nastaveni Nessus pouZije bezpeény soubor hostovany u vyrobce pro RFI
testovani. Pokud neni dostupny internet, bude poufzit lokalni soubor, ktery urfen pro presnéjsi testovani RFI.

Maximum run time (minutes_)

This option manages the amount of time in minutes spent performing web application tests. This option defaults to 60 minutes and applies to all ports and CGs for a given web site. Scanning the local network for web
sites with small applications will typically complete in under an hour, however web sites with large appl

ns may require a higher value.

Tato volba fidi mnoistvi ¢asu v minutéch stravenych provadénim testi webovych aplikaci. Standardné je nastavneno na 60minut a plati pro viechny porty a
CGl pro dané webové stranky. Skenovani v lokalnich sitich s malymi webovymi aplikacemi bude obvykle dokoncena za méné nez hodinu, nicméné webové

stranky s velkymi aplikacemi mohou pzadovat vy3si hodnotu.

O
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Values for Windows Scan Options

dni nastaveni pro Windows

General Setting

Request information If the option Request information about the domain is set, then domain users will be queried instead of local users.
about the SMB Domain

Pokud je volba zaskrtnuta, budou dotazovani doménovi uzivatelé misto lokalnich.

Enumerate Domain User
Start UID 1000
End UID 1200

Enumerate Local User
Start UID 1000
End UID 1200)
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Values for Scan Report Options

Nastaveni moznosti reportovani

Processing

Report Verbosity

Determines the verbosity of the detail in the output of the scan results as Normal, Quiet, or Verbose.

Uréuje miru detailu vystupu skend. K dispozci jsou tfi volby "Normal", "Quite", "Verbose"

Show missing patches that
have been superseded

Show patches in the report that have not been applied but have been superseded by a newer patch if enabled.

Pokud je volba zapnutd, zobrazi v reportu zaplaty, které nebyly aplikovény, ale byly nahrazeny novéjsi zaplatou.

Hide results from plugins
initiated as a dependency

If a plugin is only run due to it being a dependency of a selected plugin, hide the results if enabled.

Skryje vysledky z plugind, které jsou spustény v zavislosti na jinych.

Output

Designate hosts by their DNS
name

'When possible, designate hosts by their DNS name rather than IP address in the reports.

Pokud je to mozné, uréit aktivum podle DNS jména, nikoliv podle IP adresy.

Display hosts that respond to
ping

‘When enabled, show a list of hosts that respond to pings sent as part of the scan.

Pokud je povoleno, zobrazi seznam aktiv, které odpovi na PING jako soucast skenu.

Display unreachable hosts

Display a list of hosts within the scan range that were not able to be reached during the scan, if enabled.

Pokud je povoleno, zobrazi seznam aktiv, které jsou béhem skenu nedostupné.

Generate SCAP XML Results

Generate a SCAP XML results file as a part of the report output for the scan.

Generovat SCAP XML souboru jako soucast skenu.
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Value for Authentication Options

Nastaveni mozZnosti autentizace pouzité béhem skenovani

When added, authentication methods may be used to login to the scan target machines to gather more complete results of the host's status. The authentication types include host, database, miscellaneous, plaintext
authentication, and patch For each type, various relevant options are presented such as SNMPv3, MongoDB, VMWare APIs, and similar. ®

Moznost pfidani dalsi vlastni autentizaéni metody.

Authentication

SNMP

IUDp Port |ms is the UDP port that will be used when performing certain SNMP scans. Up to four different ports may be configured, with the default port being 161. |
|UDP port pro provadéni SNMP skenU. Az Etyfi riizné porty mohou byt definovany. |

SSH

If an SSH known_hosts file is provided for the scan policy in the “known_hosts file” field, Nessus will only attempt to log in to hosts defined in this file. This helps to ensure that the same username and password you are using to
audit your known SSH servers is not used to attempt a login to a system that may not be under your control.
Pokud je skenovaci politice poskytnut soubor "known_hosts", Nessus se bude pokouset hlasit jen na aktiva uvedena v tomto souboru. (v souboru "know_hosts" ®

budou uvedeny vefejné klice - SSH fingerprinty - téchto aktiv). To pomaha zajistit, Ze pfihlaSovaci idaje, které pouZivate na své znamé SSH servery nebudou poufzity k
pokusu o pfihlageni do systému, ktery nemusi byt pod Vasi kontrolou. (napf. honeypoty).

known_hosts file

[Preferred port [ This option i set to direct the scan to connect to a specific port if SSH s known to be listening on a port other than the default of 22. |
|Pokud by SSH naslouchalo na jiném neZ standardnim portu, pak by se jiny port nastavil zde. |
[Client Version | Specifies which type of SSH client to impersonate while performing scans. |
|Specifi uje, jaky typ SSH klienta bude béhem skenu pfedstaven. |

Windows
[Never send credentials in the clear By default, Windows credentials are not sent to the target host n the clear. |
|Ve vychozim nastaveni (zadkrtnuto) nejsou posilany pfihlaovaci idaje do Windows v otevieném tvaru. |

If the “Do not use NTLMv1 authentication” option is disabled, then it is theoretically possible to trick Nessus into attempting to log in to a Windows server with domain credentials via the NTLM version 1 protocol. This provides

Do not use NTLMv1 authentication
the remote attacker with the ability to use a “hash” obtained from Nessus. This “hash” can be potentially cracked to reveal a username or password. It may also be used to directly log in to other servers.

Because NTLMv1 is an insecure protocol this option is enabled by default.

Pokud je volba "“Do not use NTLMv1 authentication” zakazana, je teoreticky mozné pfimét Nessus, aby se pokusil pfihlasit k Windows serveru s doménovymi
prihladovacimi udaji pomoci NTLM verze 1. To poskytuje vzdalenému dtoénikovi moznost pouzit "hash" obdrzeny z Nessus. Tento "hash" mize byt potencionalné
zneuZit jako jméno a heslo. TéZ to miZe byt pouZito k pfimému piihldseni na dalsi servery.

Protoze je NTLM v. 1 nebezpecny protokol, je tato volba ve vychozim stavu povolena.

Start the Remote Registry service during | This option tells Nessus to start the Remote Registry service on computers being scanned if it is not running. This service must be running in order for Nessus to execute some Windows local check plugins.

the scan

Tato volba Fikd Nessusu, aby nastartoval sluzbu Vzdaleny registr (Remote Registry service) na skenovaném aktivu, pokud tato sluzba nebézi. Tato sluzba je nezbytna
pro vykondni nékterych Windows kontrol.

Enable administrative shares during the | This option wil allow Nessus to access certain registry entries that can be read with administrator privileges.

scan

Tato volba dovoli skeneru pristoupit k uréitym polozkdm v registru, které Ize Cist je s opravnénim spravce.

Plaintext Authentication

Perform patch audits over telnet ‘When enabled, patch audits will be permitted over a telnet connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option s therefore disabled by

default.
Pokud je toto povoleno, bude sken povolen pies TELNET spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mzou ®
byt zachycena. Tato moZnost je ve vychozim nastaveni zakazana.

Perform patch audits over rsh When enabled, patch audits will be permitted over a rsh connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by default.

Pokud je toto povoleno, bude sken povolen ptes RSH spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou byt ®
zachycena. Tato mozZnost je ve vychozim nastaveni zakazéna.

Perform patch audits over rexec ‘When enabled, patch audits will be permitted over a rexec connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by

default.
Pokud je toto povoleno, bude sken povolen pies REXEC spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou ®
byt zachycena. Tato moZnost je ve vychozim nastaveni zakazana.

HTTP
[Login method [ pecify ifthe login action is performed via a GET or POST request. | POST
|Speifikace pfihlaovaci metody pro HTTP (GET/POST) I
|Re-authenticate delay (seconds) [ The time delay between authentication attempts. This is useful to avoid triggering brute force lockout mechanisms. | 0
|Casové prodleva mezi pokusy o pihlaseni. Tato volba je pouzitelna pfi obchazeni zamykaciho mechanismu. |
[Follow 30x redirections (# of levels) [ 30x redirect code is received from a web server, this directs Nessus to follow the link provided or not | 0 |
[invert authenticated regex A regex pattern to look for on the login page, that if found, tells Nessus authentication was not successful (e.g., “Authentication failed!") |
|Na pFihlaovaci strance bude Nessus hledat fetézec o netispéSném pfihlaseni. (napf. Authentication failed). |

Use authenticated regex on HTTP headers | Rather than search the body of a response, Nessus can search the HTTP response headers for a given regex pattern to better determine authentication state.

Q|0

Hledani vysledku autentizace v HTTP hlavi¢ce.

Case insensitive authenticated regex The regex searches are case sensitive by default. This instructs Nessus to ignore case.

@
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Plugins

Skenovaci zdsuvné moduly nebo-li "pluginy" jsou jednotlivé diléi kontroly provadéné béhem skenu. Jsou fazeny do skupin (family) podle platformy.

Pokud jsou vybrany viechny kontroly, Nessus na skenované aktivum aplikuje jen ty kontroly, které odpovidaji danému operaénimu systému.
Pokud chceme ziskat vysledky pouze z nékterych konkrétnich kontrol, oznaéime jen ty, které se maji béhem skenu vykonat.

Zapnuty viechny ©

Vypnuty véechny (]

Specificky vbér

Plugin ID Plugin Family Nazev
12634 |Settings Authenticated Check : OS Name and Installed Package Enumeration
21745|Settings Authentication Failure - Local Checks Not Run
19506 | Settings Nessus Scan Information
24786 |Settings Nessus Windows Scan Not Performed with Admin Privileges
10394 | Windows Microsoft Windows SMB Log In Possible
26917 |Windows Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry
10428| Windows Microsoft Windows SMB Registry Not Fully Accessible Detection
10910|Windows : User management Microsoft Windows Local User Information
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Compliance

Tzv. "Compliance" skeny umoziiuji importovat vlastni auditni soubor, ktery definuje dalsi jednotlivé kontroly, které napt. vychazi z vlastnich bezpecnostnich politik, nebo napf. z

obecné platného standardu CIS.

Pouziti auditniho souboru
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Priloha ¢. 6

Priloha ¢. 6.

Skenovaci politika ,,PATCH AUDIT sken*“

PATCH AUDIT SKEN



68




Nazev politiky: PATCH_AUDIT _sken

PATCH_AUDIT_sken slouzi ke zjisténi zranitelnosti operacniho systému.

Predpokladem je uspésné prihlaseni do OS pod privilegovanym uZivatelem. siti.




General Settings

Scan Options

Ovladani obecn

ch pokrocilych moZnosti skeneru

Enable Safe Checks

Nessus attempts to identify remote vulnerabilities by interpreting banner information and attempting to exercise a vulnerability. When Enable Safe Checks is enabled, the second step
is skipped. This is not as reliable as a full probe, but is less likely to negatively impact a targeted system.

Nessus se pokousi identifikovat vzddlené zranitelnosti na zakladé inforamci z banerl a zkousi vykonat zranitelnost. Pokud je volba

"Enable Safe Checks" zaputa, druhy krok je pfeskocen. Neni to tak spolehlivé, ale pro cilové aktivum je to pFivétivé;si.

Stop scanning hosts that
become unresponsive during
the scan

During a scan hosts may become unresponsive after a period of time. Enabling this setting stops scan attempts against hosts that stop sending results.

Béhem skenovani se mlze stat, Ze po néjaké dobé prestane aktivum odpovidat. Pfi zaskrtnuti této volby bude skenovéni takového
aktiva zastaveno.

Performance Options

Slow down the scan when
network congestion is detected

When Nessus detects congestion during a scan, it will slow the speed of the scan in an attempt to ease the burden on the affected segment(s).

P¥i zjisténi pretizeni béhem skenovéni zpomali rychlost skenovani.

Use Linux kernel congestion
detection

Use Linux kernel congestion detection during the scan to help alleviate system lockups on the Nessus scanner server.

Pouzije detekci pretizeni pro Linux kernel.

Network Timeout (in seconds)

Determines the amount of time, in seconds, to determine if there is an issue communicating over the network.

Uréeni doby v sekundéch pro zjisténi problému v sitové komunikaci.

Max Simultaneous Checks Per
Host

This setting limits the maximum number of checks a Nessus scanner will perform against a single host at one time.

Nastaveni maximalniho poctu kontrol pusténych na jedno aktivum.

Max Simultaneous Hosts Per
Scan

This setting limits the maximum number of hosts that a single Nessus scanner will scan at the same time. If the scan is using a zone with multiple scanners, each scanner will accept up
to the amount specified in the Max Hosts Per Scan option. For example, if the Max Simultaneous Hosts Per Scan is set to 5 and there are five scanners per zone, each scanner will
accept five hosts to scan, allowing a total of 25 hosts to be scanned between the five scanners.

Nastaveni maximalniho po¢tu poéitacl, které bude jeden skener skenovat v jednom ¢ase.

Max number of concurrent TCP
sessions per host

This setting limits the maximum number of TCP sessions established by any of the active scanners while scanning a single host.

Maximalni pocet TCP spojeni sestavenych aktivnim skenerem béhem skenovani jednoho aktiva.

Max number of concurrent TCP
sessions per scan

This setting limits the maximum number of TCP sessions established by any of the active scanners during a scan.

Maximalni poéet TCP spojeni sestavenych jakymkoliv z aktivnich skenerti béhem skenovani.
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Ping the remote host

Host Discovery

Nastaveni moZnosti "Discovery" skenu. (PING sken)

Iwhen enabled, Nessus attempts to ping the hosts in the scan to determine if the host is alive or not.

IPokud je povoleno, Nessus zkousi ping , aby zjistil zda je aktivum naZivu.

General Settings (available when Ping the remote host is enabled)

Test the local Nessus host

This option allows you to include or exclude the local Nessus host from the scan. This is used when the Nessus host falls within the target network range for the scan.

Tato volba umoZriuje zahrnout nebo vyloucit ze skenovani vlastni stanici (Nessus skener). To se pouZiva, pokud je Nessus skener umistén ve
stejné siti jako skenovana aktiva.

Use Fast Network Discovery

When Nessus “pings” a remote IP and receives a reply, it performs extra checks to make sure that it is not a transparent proxy o a load balancer that would return noise but no result (some
devices answer to every port 1- 65535 even when there is no service behind the device). Such checks can take some time, especially if the remote host is firewalled. If the “Use Fast Network
Discovery” option is enabled, Nessus will not perform these checks.

Pokud Nessus "pinga" na vzdalenou IP adresu a obdrzi odpovéd, provede dal3i extra kontrolu, aby se ujistil, Ze se nejednd o transparentni
proxy nebo loadbalancer, ktery nevraci relevantni odpovéd. Pokud je cil za firewalem, miZou takové kontroly zabrat hodné ¢asu. Tato volba
takové kontroly zakdze.

Ping Methods (available when Ping the remote host is enabled)

ARP Ping a host using its hardware address via Address Resolution Protocol (ARP). This only works on a local network.
Ping na MAC adresy. PouZitelné pouze v lokalnf siti.
TCP Ping a host using TCP.

Ping pomoci protokolu TCP.

Destination ports

Destination ports can be configured to use specific ports for TCP ping. This specifies the list of ports that will be checked via TCP ping. If you are not sure of the ports, leave this setting on built-
in.

Je mozné definovat specifické porty pro TCP ping. Pro vychozi nastaveni je uréena volna built-in

ICMP

Ping a host using the Internet Control Message Protocol (ICMP).

Ping pomoci protokolu ICMP.

Assume ICMP unreachable
means the host is down

When a ping is sent to a host that is down, its gateway may return an ICMP unreachable message. When enabled, this option will consider this to mean the host is dead. This is to help speed up
discovery on some networks.

Note that some firewalls and packet filters use this same behavior for hosts that are up but are connecting to a port or protocol that is filtered. With this option enabled, this will lead to the
scan considering the host is down when it is indeed up.

Pokud je ping poslan na aktivum, které je vypnuté, jeho brana muaze vrétit ICMP zpravu o nedostupnosti. To pomahad urychlit rychlost
objevovani stanic v nékterych sitich.

PFi zaskrtnuti této volby bude obdrZeni "ICMP unreachable" vyhodnoceno jako nedostupné aktivum.

Stejné chovani viak mohou vykazovat nékteré firewally nebo paketové filtry. Pak se nékteré stanice mohou chovat jako nedostupné, ackoliv
jsou zapnuté.

Maximum Number of Retries
(ICMP enable)

Allows you to specify the number of attempts to try to ping the remote host. The default is two attempts.

Volba umoznuje specifikovat pocet pokust, kolikrat bude ping poslan na cilové aktivum. Vychozi hodnota je 2.

ubp

Ping a host using the User Datagram Protocol (UDP).
Tip: UDP is a “stateless” protocol, meaning that communication is not performed with
services and screening devices, they are not always remotely detectable.

dialogu

UDP-based

1is not always reliable, and because of the nature of UDP

Ping pomoci protokolu UDP.
Tip: UDP je nestavovy protokol, coZ znamend, Ze komunikace neni provddéna pomoci "handshake" dialogu. Komunikace na bazi UDP neni
vzdy spolehlivd. Z podstaty UDP nejsou sluzby a skenované zafizeni vidy na dalku spolehlivé zjistitelné.

Fragile Devices

Scan Network Printers

Instructs the Nessus scanner not to scan network printers if unselected. Since many printers are prone to denial of service conditions, Nessus can skip scanning them once identified. This is
particularly r if scanning is performed on production networks.

Neoznaceni této volby Fika skeneru, aby vynechal sitové tiskarny, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tiskarny, které jiz jednou identifikoval. To je doporuceno v produkénich sitich.

Scan Novell Netware Hosts

Instructs the Nessus scanner not to scan Novel Netware hosts if unselected. Since many Novell Netware hosts are prone to denial of service conditions, Nessus can skip scanning them once
ntified. This is particularly if scanning is performed on production networks.

Neoznaceni této volby fika skeneru, aby vynechal Novel Netware stroje, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tato zafizeni, které jiz jednou identifikoval. To je doporuceno v produkénich sitich.

Wake-on-LAN

List of MAC addresses

Wake on Lan (WOL) packets will be sent to the hosts listed, one on each line, in an attempt to wake the specified host(s) during a scan.

Skener mize béhem skenovéani pomoci WOL paketd vzbudit sitova zafizeni, ktera budou uvedena zde na seznamu.

Boot time wait (in minutes)

The number of minutes Nessus will wait to attempt a scan of hosts sent a WOL packet.

Nastaveni poctu minut, jak dlouho ma skener ¢ekat po poslani WOL paketu.

Network Type

Network Type

‘Allows you to specify if you are using publicly routable IPs, private non-Internet routable IPs or a mix of these. Select “Mixed” if you are using RFC 1918 addresses and have multiple routers
within your network.

Dovoluje specifikovat typ sité LAN WAN MIX
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Port Scanning

Nastaveni moznosti port skenu

Ports

Consider Unscanned Ports as Closed I a port is not scanned with a selected port scanner (e.g., out of the range specified), The scanner will consider it closed.
Pri této volbé budou neoskenované porty povaZovany za zaviené.

Port scan range Directs the scanner to target a specific range of ports. Accepts “default” (a list of approximately 4,790 common ports found i the nessus-services file), “all” (scans all ports from 0-65535), or a custom list of
ports specified by the user. The custom list may contain individual ports and ranges; for example, “21,23,25,80,110" and “1-1024,8080,9000-9200" are valid values. Specifying “1-65535” will scan all ports.
Specifikace portd, které maji byt skenovany.
- "default" - Vychozi nastaveni je 4790 béznych portl definovanych v servisnich souborech Nessus.
- "all" - vSechny porty 0-65535
- vlastni definice (viz uvedené priklady)

Local Port Enumerators

SSH (netstat) This option uses netstat to check for open ports on the target host. It relies on the netstat command being available via a SSH connection to the target. This scan is intended for Unix-based systems and requires
authentication credentials.
Tato volba poufZije ptikaz netstat pro zjisténi otevienych portl na cilovém aktivu. Spoléhd se na pfikaz netstat spustény pies SSH spojeni na
skenovaném aktivu. Tento sken je zamysleny pro UNIXové systémy a vyZaduje pfihlasovaci tidaje ke skenovanému aktivu.

WMI (netstat) This option uses netstat to check for open ports from the local machine. It relies on the netstat command being available via a WMI connection to the target. This scan is intended for Windows-based systems and
requires authentication credentials
Tato volba poutzije pfikaz netstat pro zjisténi otevienych porti na cilovém aktivu. Spoléhd se na pfikaz netstat spustény pies WMI spojeni na
skenovaném aktivu. Tento sken je zamysleny pro Windows systémy a vyzaduje pfihlasovaci idaje ke skenovanému aktivu.

SNMP Direct Nessus to scan targets for a SNMP service. Nessus will guess relevant SNMP settings during a scan. If the settings are provided by the user under “Preferences”, this will allow Nessus to better test the

remote host and produce more detailed audit results. For example, there are many Cisco router checks that determine the vulnerabilties present by examining the version of the returned SNMP string. This
information is necessary for these audits.
Nasméruje Nessus na sluzby SNMP u skenovanych aktiv. Nessus se pokusi odhadnout SNMP nastaveni béhem skenovéni. Pokud jsou nastaveni

poskytnuta uZzivatelem s vysSim opravnénim, umozni to skeneru lépe otestovat vzdalené aktivum a zajisti lepsi a detailnéjsi vysledky. Existuje mnoho
kontrol pro Cisco routery, které uréuji pfitomnost zranitelnosti na zakladé vraceného SNMP Fetézce.

Only run network port scanners if local |Rely on local port enumeration first before relying on network port scans

port enumeration failed

V prvni fadé se skener pokusi vy¢ist porty lokalné, pied tim nez zaéne porty na aktivu skenovat.

Verify open TCP ports found by local If a local port enumerator (e.g., WMI or netstat) finds a port, Nessus will also verify it is open remotely. This helps determine if some form of access control is being used (e.g., TCP wrappers, firewall).

port enumerators

Pokud vycet lokdlnich portii najde otevieny port, Nessus si ovéfi, zda je otevien i na dalku. Pomuze to urcit, zda je pouzita néjaka forma fizeni pFistupu
(napf. TCP wrappers, firewall)

Network Port Scanners
TCP Use Nessus’ built-in TCP scanner to identify open TCP ports on the targets. This scanner is optimized and has some self-tuning features.
Note: On some platforms (e.g., Windows and Mac OS X), if the operating system is causing serious performance issues using the TCP scanner, Nessus will launch the SYN scanner instead.
Pouzije Nessus vestavény TCP skener pro zjisténi otevienych TCP porti na cilovém aktivu. Tento skener je optimalizovan a ma uréité samoladici funkce. ®
Poznamka: Pokud na nékterych platformach (napt. Windows, MacOS) TCP skener zpisobi vazné problémy s vykonem, Nessus misto néj zahaji SYN
skener.
SYN Use Nessus’ built-in SYN scanner to identify open TCP ports on the targets. SYN scans are a popular method for conducting port scans and generally considered to be a bit less intrusive than TCP scans. The

scanner sends a SYN packet to the port, waits for SYN-ACK reply, and then determines port state based on a reply — or lack of.
Pouzije Nessus vestavény SYN skener pro identifikaci TCP port(i na cilovém aktivu. SYN sken je oblibena metoda pro provadéni skenovani portl a
obecné je povaZovana za méné rusivou nez TCP sken. Skener posild SYN pakety na port a éeka na SYN-ACK odpovéd' a podle odpovédi uréi stav portu.

Override automatic firewall detection ~ |Automatic (normal)

Do not detect RST rate limitation (soft)
Ignore closed ports (agressive)
Disabled (softer)

Mira potlaceni automatické detekce firewallu.

UDP This option engages Nessus’ built-in UDP scanner to identify open UDP ports on the targets.
Tip: UDP is a “stateless” protocol, meaning that communication is not done with handshake dialogues. UDP based communication is not reliable, and because of the nature of UDP services and screening devices,
they are not always remotely detectable. Utilizing the UDP scanner will noticeably increase scanning time.

Tato volba se zabyva vestavénym Nessus UDP skenerem pro identifikaci otevienych UDP portd na skenovaném aktivu. ®
Tip: UDP je nestavovy protokol, komunikace tedy neni provadéna pres "handshake" dialog. Komunikace zaloZena na UDP neni spolehliva a vzhledem k
povaze UDP sluzeb neni vidy vzdalené zjistitelnd. VyuZiti UDP skeneru vyrazné zvysi ¢as skenovani.
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Service Discovery

Nastaveni moznosti skenovani bézicich sluzeb na cilovych portech

Probe all ports to find services

Attempts to map each open port with the service that is running on that port. Note that in some rare cases, this might disrupt some services and cause unforeseen side effects.

Pokusy o mapovani kazdého otevieného portu se sluzbou, kterd bézi na tomto portu. Pamatujte, Ze ve vyjimecnych pfipadech to

muZe narusit nékteré sluzby a zpUsobit vedlejsi uinky.

Search for SSL based services

Controls how Nessus will test SSL based services: known SSL ports (e.g., 443), all ports, or none. Testing for SSL capability on all ports may be disruptive for the tested host.

Uréuje, jak bude Nessus testovat sluzby zalozené na protokolu SSL: Znamé SSL porty (napfiklad 443), vSechny porty, nebo zadné.
Testovani na schopnost SSL na viech portech muize byt rusivé pro testované aktivum.

Search for SSL on

If selected, choose between Known SSL ports (e.g., 443) and All ports. Testing for SSL capability on all ports may be disruptive for the tested host.

Vybér mezi zndmymi porty (napf. 443) a viemi porty.

Identify certificates expiring
within x days

|dentifies SSL certificates that will expire within the specified timeframe. Enter a value to set a timeframe (in days).

Identifikuje SSL certifikaty, které expiruji béhem specifikovaného ¢asového Useku. Vlozte hodnotu ¢asového useku ve dnech.

Enumerate all SSL ciphers

When SecurityCenter performs an SSL scan, it tries to determine the SSL ciphers used by the remote server by attempting to establish a connection with each different
documented SSL cipher, regardless of what the server says is available.

Pokud skener provadi SSL sken pokusi se zjistit SSL $ifru pouZitou na skenovaném aktivu tak, Ze se pokusi sestavit spojeni riznymi
dokumentovanymi SSL Siframi, bez ohledu na to, co dava skenované aktivum k dispozici.

Enable CRL checking (connects to
the Internet)

Direct Nessus to check SSL certificates against known Certificate Revocation Lists (CRL). Enabling this option will make a connection and query one or more servers on the internet.

Kontrola SSL certifikatd proti CRL v internetu.
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Accuracy

Values for Assessment Options

Moznosti vyhodnocovéni informaci ziskanych béhem skenovani

Override normal accuracy

In some cases, Nessus cannot remotely determine whether a flaw is present or not. If report paranoia is set to “Paranoid” then a flaw will be reported every time, even when there is a
doubt about the remote host being affected. Conversely, a paranoia setting of “Avoid false alarms” will cause Nessus to not report any flaw whenever there is a hint of uncertainty about
the remote host. Not changing from “Normal” is a middle ground between these two settings.

V nékterych pfipadech Nessus nemuze urcit, zda je pfitomna vada, ¢i nikoliv. Nastaveni "Paranoid" zajisti reportovani i v tom pfipadé,
pokud existuji pochybnosti o vysledku. Naopak volba "Avoid false alarms" (vyhnout se falesSnym poplachiim) zplsobi, Ze Nessus nebude
hlasit Zzadnou chybu, pokud existuje naznak nejistoty.Vychozi volba "Normal" je stfedni cesta mezi témito dvéma volbami.

Perform thorough tests (may
disrupt your network or impact
scan speed)

Causes various plugins to use more aggressive settings. For example, when looking through SMB file shares, a plugin can analyze 3 directory levels deep instead of its default of 1. This
could cause much more network traffic and analysis in some cases. Note that by being more thorough, the scan will be more intrusive and is more likely to disrupt the network, while
potentially providing better audit results.

Volba zpUsobi vice agresivni nastaveni plugint. Napfiklad pfi hledani SMB sdileni soubor(i mdze plugin analyzovat 3 drovné adresafd
misto vychozi hodnoty 1. To miZe mit za dlsledek vétsi provoz v siti. Sken bude vice rusivy, ale bude poskytovat lepsi hodnoty vysledku.

Antivirus

Antivirus definition grace period
(in days)

This option determines the delay in the number of days of reporting the software as being outdated. The valid values are between 0 (no delay, default) and 7.

Tato volba urcuje zpozdéni v poctu dnl od nahlaseni zastaralého software. Hodnoty se pohybuji od 0 (Zadna prodleva, vychozi) do 7

SMTP

Third Party Domain

Nessus will attempt to send spam through each SMTP device to the address listed in this field. This third party domain address must be outside the range of the site being scanned or the
site performing the scan. Otherwise, the test may be aborted by the SMTP server.

Nessus se pokusi posilat spam skrz kazdé SMTP zafizeni na adresu vepsanou do tohoto pole. Doménové adresa tfeti strany musi byt mimo
sit, ktera je skenovana. V opaéném pfipadé mize test poskodit SMTP server.

From address

The test messages sent to the SMTP server(s) will appear as if they originated from the address specified in this field.

Testovaci zpravy poslané na server SMTP se budou jevit jako poslané z této adresy.

To Address

Nessus will attempt to send messages addressed to the mail recipient listed in this field. The postmaster address is the default value since it is a valid address on most mail servers.

Nessus se pokusi posilat zpravy na adresu uvedenou v tomto poli. "postmaster” je vychozi hodnota, protoze je platna na vétsiné
postovnich serverd.

Stranka 6

Politika_PATCH_SKEN .xlsx



Values for Brute Force Options

Rizeni skenovéni hrubou silou, moznosti pouZiti nastroje Hydra

General Settings

Only use credentials provided by the user

In some cases, Nessus can test default accounts and known default passwords. This can cause the account to be locked out if too many consecutive invalid attempts trigger security protocols
on the operating system or application. By default, this setting is enabled to prevent Nessus from performing these tests.

V nékterych pfipadech muze Nessus vyzkouset vychozi Gcty a jejich zndma vychozi hesla. To mizZe zpUsobit zaméeni Gctu, pokud vznikne
mnoho po sobé jdoucich neplatnych pokust o pfihlaseni. Ve vychozim nastaveni ma Nessus tyto testy zakdzany.

Oracle Database

|Test default Oracle accounts (slow) [Test for known default accounts in Oracle software. | ®
ITest na pfitomnost znamych stadardnich Gctd v software Oracle. I

Hydra

|Always enable Hydra (slow) [Enables Hydra whenever the scan is performed. | ®
IUmoiﬁuje pouZit nastroj Hydra (prolamovac hesel) kdykoliv je provedena kontrola. I

|Logins file [ file that contains user names that Hydra will use during the scan. | ®
|Soubor obsahuijici uZivatelskd jména, ktera pouZije nastroj Hydra. I

|Passwords file [ file that contains passwords for user accounts that Hydra will use during the scan. | ®
ISoubor obsahuijici hesla, kterd pouZije nastroj Hydra. I

|Number of parallel tasks [ The number of simultaneous Hydra tests that you want to execute. By default,this value is 16. | ®
|Poéet soucasnych Hydra testll. Vychozi nastaveni je 16. I

|Timeout (in seconds) [ The number of seconds per logon attempt. | ®
IPoéet sekund na pfihlaovaci pokus. I

|Try empty passwords [ f enabled, Hydra wil additionally try user names without using a password. | ®
|Pokud bude tato volba zaskrtnuta, Hydra pouZije také prazdné heslo. I

|Try login as password [ f enabled, Hydra will additionally try a user name s the corresponding password. | ®
IPokud bude tato volba zaskrtnuta, Hydra pouZzije také stejné heslo jako uZivatelské jméno. I

Stop brute forcing after the first success

If enabled, Hydra will stop brute forcing user accounts after the first time an account is successfully accessed.

Pokud bude tato volba zaskrtnuta, Hydra zastavi prolamovéni hesla po prvnim tispésném pfistupu.

Add accounts found by other plugins to the
login file

If disabled, only the user names specified in the logins file will be used for the scan. Otherwise, additional user names discovered by other plugins will be added to the logins file and used for the
scan.

Pfi zakdzani této volby budou pouZita jen uZivatelska jména specifikovana v souboru se jmény. Pfi povoleni této volby budou pfidana
uZivatelska jména nalezena ostatnimi pluginy.

|PostgresQL database name

|The database that you want Hydra to test. I

IJméno databaze pro Hydra test. I

|SAP R/3 Client ID (0 - 99)

IThe ID of the SAP R/3 client that you want Hydra to test.

|SAP R/3 klient pro Hydra test.

|Windows accounts to test |Can be setto Local accounts , Domain Accounts, or Either . | ®
IM\"Jie byt nastaveno Local accounts , Domain Accounts , nebo Either . I

|interpret passwords as NTLM hashes [ f enabled, Hydra willinterpret passwords as NTLM hashes. | ®
|Pokud je povoleno, Hydra bude interpretovat hesla jako NTLM hash. |

Cisco login password

This password is used to login to a Cisco system before brute forcing enable passwords. If no password is provided here, Hydra will attempt to login using credentials that were successfully

brute forced earlier in the scan.

Toto heslo je pouZito pro pfihlaseni na Cisco systémy pied zkusenim hesla hrubou silou. Pokud tu neni Zadné heslo poskytnuto, Hydra bude
zkouset prihlasovaci udaje, které zjistila v pfedchozich skenech.

Web page to brute force

Enter a web page that is protected by HTTP basic or digest authentication. If a web page is not provided here, Hydra will attempt to brute force a page discovered by the Nessus web crawler
that requires HTTP authentication.

Webovd stranka pro Utok hrubou silou nastrojem Hydra.

|HTTP proxy test website | f Hydra successfully brute forces an HTTP proxy, it will attempt to access the website provided here via the brute forced proxy. |
IPokud Hydra tGspésné prolomi proxy, bude zkouset pfistoupit na tuto HTTP stranku pres proxy. I

|LDAP DN [ The LDAP Distinguish Name scope that Hydra will authenticate against. | ®
|LDAP DN jméno, proti kterému se bude Hydra autentizovat. I
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Settings/Assessment/Malware

Nastaveni moZnosti testovani na Malware, pouziti zndmych MD5 hash

General Settings
Disable DNS Resolution Checking this option will prevent Nessus from using the cloud to compare scan findings against known malware.

Tato volba zabrani Nessus skeneru pouZzivat cloud pro porovnavani nalezl skenu proti zndmému skodlivému softwaru. Vychozi stav je ®
vypnuto - tedy hledani v cloudu povoleno.

Hash and Whitelist Files
Provide your own list of Additional known bad MD5 hashes can be uploaded via a text file that contains one MDS5 hash per line.

Kk bad MD5 hash Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
nown ba ashes scanning a target and a description was provided for the hash the description will show up in the scan results.

Dalsi znamé Spatné MDS hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MD5 hash na radek. ®
Volitelné je mozné pridat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentar. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

Provide your own list of Additional known good MD5 hashes can be uploaded via a text file that contains one MDS5 hash per line.
Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
scanning a target, and a description was provided for the hash, the description will show up in the scan results.

Dalsi znamé dobré MD5 hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MD5 hash na fadek. ®
Volitelné je mozné pridat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentar. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

known good MD5 hashes

Hosts file whitelist Nessus checks system hosts files for signs of a compromise (e.g., Plugin ID 23910 titled Compromised Windows System (hosts File Check). This option allows you to upload a file containing a
list of IPs and hostnames that will be ignored by Nessus during a scan. Include one IP and hostname (formatted identically to your hosts file on the target) per line in a regular text file.

Tato moZnost vam umozni nahrat soubor obsahujici seznam IP adres a aktiv, které budou béhem skenovani skenerem ignorovany.
Soubor musi obsahovat jednu IP a hostname na fadek v béZném textovém souboru.
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File System Scanning

MozZnosti nastaveni skenovani souborového systému

File System Scanning

Scan File System Turning on this option allows you to scan system directories and files on host computers.
Caution: Enabling this setting in scans targeting 10 or more hosts could result in performance degradation.
Zapnuti této volby umoziuje skenovat systémové adresare a soubory na skenovaném aktivu. ®
Upozornéni: Povoleni tohoto nastaveni pfi zacileni na 10 a vice hosti mlze snizit vykon.

Directories

Scan %Systemroot% Enable file system scanning to scan %Systemroot% ®
Povoli skenovat %Systemroot%

Scan %ProgramFiIes% Enable file system scanning to scan %ProgramFiles% ®
Povoli skenovat %ProgramFiles%

Scan %ngramFiIes(x86)% Enable file system scanning to scan %ProgramFiles(x86)% ®
Povoli skenovat %ProgramFiles(x86)%

Scan %ProgramData% Enable file system scanning to scan %ProgramData% ®
Povoli skenovat %ProgramData%

Scan User Profiles Enable file system scanning to scan user profiles ®
Povoli skenovat uzivatelské profily

Custom Filescan Directories  |Add File Add a custom file that list directories for malware file scanning. List each each directory on one line.
Caution: Root directories such as 'C:\" or 'D:\' are not accepted.
Je mozné pridat vlastni adresare pro skenovani na malware. Do textového souboru je napsan kazdy adresar na jeden fadek. Kofenové S
adresare jako C:\ nejsou akceptovany.

Yara Rules Files ®
Nastroj na identifikaci a klasfikaci malware
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Values for SCADA Options

Tato volba umoznuje ovlivnit moznosti skenovani primyslovych SCADA zafizeni.

Modbus/TCP Coil Access
Start at register
End at register

These options are available for commercial users. This drop-down menu item is dynamically generated by the SCADA plugins available with the commercial version of Nessus. Modbus uses a function code of 1 to

read “coils” in a Modbus slave. Coils represent binary output settings and are typically mapped to actuators. The ability to read coils may help an attacker profile a system and identify ranges of registers to alter via a
“write coil” message. The defaults for this are “0” for the “Start reg” and “16” for the “End reg”.

ICCP/COTP TSAP Addressing Weakness

Start COTP TSAP The “ICCP/COTP TSAP Addressing” menu determines a Connection Oriented Transport Protocol (COTP) Transport Service Access Points (TSAP) value on an ICCP server by trying possible values. The start and stop
values are set to “8” by default.
Stop COTP TSAP
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Values for Web Applications Options

Nastaveni skenovani webovych aplikaci

Web Application Settings

|Scan web

]Enames the General Settings, Web Crawler, and Test Settings sections.

IZa pnuti skenovani webovych aplikaci.

General Settings

|Use a custom User-Agent

ISpecmes ‘which type of web browser Nessus will impersonate while scanning.

IUréuje, za jaky typ internetového prohlizece se bude Nessus vydavat.

Web Crawler

|Start crawling from

[The URL of the irst page that will be tested. If multiple pages are required, use a colon delimiter to separate them (e.g, “/-/phpd:/base”).

IAdresa URL, ktera bude prvni testovana. Pokud je potfeba vice stranek, pouZijte jako oddélaovac dvojtecku ( napf.

:/php4:/base )

Excluded pages (regex)

Enable exclusion of portions of the web site from being crawled. For example, to exclude the “/manual” directory and all Perl CGl, set this field to: (*/manual)|(\.pl(\?.)?5). Nessus supports POSIX regular expressions
for string matching and handling, as well as Perl-compatible regular expressions (PCRE).

Dovoluje vylouéit &asti webu, kterymi skener prochazi. Napfiklad pro vyolouéeni adresafe "/manual" a viech Perl CGI nastavte do tohoto pole
(*/manual) | (\.pl(\?.*)?$). Nessus podporuje regularni vyrazy POSIX stejné jako Perl regularni vyrazy PCRE.

[maxi pages to craw! e maximum number of pages to craw. T
| IMaximéIni pocet stranek, které se maji prochdzet. | S
[maxi depth to craw! Cimit the number o lnks Nessus will follow for each start page.

IOmezeni poctu odkazd, které bude Nessus nasledovat za kazdou Gvodni strankou.

| Follow dynamic pages

Iv selected, Nessus will follow dynamic links and may exceed the parameters set above.

IPukud je zaskrtnuto, Nessus bude nasledovat dynamické vazby a mize presdhnout parametry uvedené vyse.

Application Test Settings

|Enable generic web application tests.

IEnsb\es the options listed below.

I Povoli aplikaéni testy vypsané dale.

|Aburt web application tests if HTTP login fails

Iv Nessus cannot login to the target via HTTP, then do not run any web application tests.

IPukud se Nessus nemUze prihlasit k aktivu pfes HTTP, pak nepusti zadné dal3i aplikaéni testy.

Try all HTTP Methods

This option will instruct Nessus to also use "POST requests” for enhanced web form testing. By default, the web application tests will only use GET requests, unless this option is enabled. Generally, more complex
applications use the POST method when a user submits data to the application. This setting provides more thorough testing, but may considerably increase the time required. When selected, Nessus will test each
Script/variable with both GET and POST requests. This setting provides more thorough testing, but may considerably increase the time required.

Nessus bude krom GET poZadavki (vychozi nastaveni) zkouset také POST poZadavky. Obecné plati, Ze sloZitéjsi aplikace pouZivaji metody POST pro posilani
uZivatelskych dat do aplikace. Toto nastaveni poskytuje dikladnéj3i testovani, ale maZe znaéné navysit potfebny &as. Pokud je toto zaskrtnuto, Nessus bude
testovat kazdou proménnou, kterou najde ve skriptu na obé metody GET i POST.

Attempt HTTP Parameter Pollution

When performing web application tests, attempt to bypass filtering mechanisms by injecting content into a variable while supplying the same variable with valid content as well. For example, a normal SQL injection test
may look like “/target.cgi?a="&b=2". With HTTP Parameter Pollution (HPP) enabled, the request may look like “/target.czi?a='8a=18b=2"

PFi provadéni testd webovych aplikaci zkousi obejit filtrovaci mechanismy vkladanim obsahu do proménnych a zaroveri poskytuje stejné proménné se
spravnym obsahem. Napfiklad normélIni SQL-injection test mizZe vypadat takto: “/target.cgi?a='&
“[target.cgi?a='&a=1&b=2"

=2" S volbou HTTP Parameter Pollution miZe vypadat takto:

Test embedded web servers

Embedded web servers are often static and contain no customizable CGI scripts. In addition, embedded web servers may be prone to crash or become non-responsive when scanned. Tenable recommends scanning
embedded web servers separately from other web servers using this option.

Vestavéné webové servery jsou ¢asto statické a neobsahuji nastavitelné CGI skripty. Krom toho mohou byt nachylné k selhani nebo prestanou reagovat béhem
skenovani. Proto Tenable doporucuje skenovéni vestavénych web server(i oddélené od ostatnich web( pomoci této volby.

Test more than one parameter at a time per form

This option manages the combination of argument values used in the HTTP requests. The default, without checking this option, is testing one parameter at a time with an attack string, without trying “non-attack”
variations for additional parameters. For example, Nessus would attempt “/test.php?arg1=X55&b=1&c=1" where “b” and “c” allow other values, without testing each combination. This is the quickest method of testing
with the smallest result set generated.

This drop-down has five options:

One value - This tests one parameter at a time with an attack string, without trying “non-attack” variations for additional parameters. For example, Nessus would attempt “/test. php?arg1=Xss&b=1&c=1" where “b” and

< allow other values, without testing each combination. This is the quickest method of testing with the smallest result set generated.
Some pairs — This form of testing will randomly check a combination of random pairs of parameters. This is the fastest way to test multiple parameters.

Al pairs (slower but efficient) - This form of testing i slightly slower but more efficient than the “one value” test. While testing multiple parameters, it will test an attack string, variations for a single variable and then
use the first value for all other variables. For example, Nessus would attempt “/test.php?a=XS5&b=1&c=1&d=1" and then cycle through the variables o that one is given the attack string, one is cycled through all
possible values (as discovered during the mirror process) and any other variables are given the first value. In this case, Nessus would never test for */test.php?a=XS5&b=3&c=3&d=3" when the first value of each
variable is 1",

Some combinations — This form of testing will randomly check a combination of three or more parameters. This is more thorough than testing only pairs of parameters. Note that increasing the amount of combinations
by three or more increases the web application test time.

All combinations (extremely slow) ~ This method of testing will do a fully exhaustive test of all possible combinations of attack strings with valid input to variables. Where “All-pairs” testing seeks to create a smaller
data set as a tradeoff for speed, “all combinations” makes no compromise on time and uses a complete data set of tests. This testing method may take a long time to complete.

Tato volba idi kombinaci hodnot argumentu pouzitych v HTTP dotazu. Vychoz stav (bez hodnoty) testuje jeden parametr sougasné s Gtogicim retézcem, bez zkoudeni "non-attack” varinat pro
dalsi parametry.
1de o nejrychlejéf variantu. Toto rozbalovaci pole mé pét voleb:

One Value - testuje jeden parametr sougasné s Gtoticim Fetézcem, bez zkougeni “non-attack" varinat pro dal3i parametry.
Jde o nejrychlef3i variantu

Some pairs - Tato forma testovani bude ndhodné kontrolovat kombinace nahodnych pari parametru. Toto je nejrychlejsi cesta, jak otestovat vice parametri.

All pairs - (pomalejsi, ale efektivn&jsi, nez volba "One Value")
Some combinations - tato forma testovani bude nahodné zkouset kombinaci tfi nebo vice parametrdi. Bude to trvat déle.

All combinations (extrémné pomalé) - Tato metoda bude zkou3et naprosto viechny mozné kombinace Utoénych Fetézci s platnym vstupem do proménnych. Tento ziisob muze trvat velice
dlouho.

Do not stop after the first flaw is found per web page

This option determines when a new flaw is targeted. This applies at the script level; finding an XSS flaw will not disable searching for SQL injection or header injection, but you will have at most one report for each type
on a given port, unless “thorough tests” is set. Note that several flaws of the same type (e.g., XSS, SQUi, etc.) may be reported sometimes, i they were caught by the same attack. The drop-down has four options:

Per CGI - As soon as a flaw is found on a CGl by a script, Nessus switches to the next known CGI on the same server, or if there is no other CGl, to the next port/server. This is the default option.
Per port (quicker) - As so0n as a flaw is found on a web server by a script, Nessus stops and switches to another web server on a different port.

Per parameter (slow) — As soon as one type of flaw is found in a parameter of a CGI (e.g., XSS), Nessus switches to the next parameter of the same CGl, or the next known CGl, or to the next port/server.

Look for all flaws (slower) - Perform extensive tests regardless of flaws found. This option can produce a very verbose report and is not recommend in most cases.

Tato volba urtuje, kdy je nova chyba zam@fena. To plati na Urovni skriptu. Nalezeni XSS chyby nezakaZe hledani po SQLinjection nebo "header injection", ale budete mit nanejvys jednu zpravu
pro kazdy typ na daném portu.
Toto pole mé tyfi moznosti:

Per CGI - Jakmile je skriptem nalezena chyba na CGI, Nessus pfepne na dalsi znamé CGI na stejném serveru, nebo pokud nen jiné CGl, tak na dal3f port/sluzbu.
Toto je vychozi volba

Per port (rychlej3i) - Jakmile je skriptem nalezena chyba na weobvé sluzbé, Nessus zastavi a prepne se na jinou webovou sluzbu na jiném portu.
Per parameter (pomalé) - Jakmile je jeden typ chyby nalezen v parametru CGI (napf. XSS) Nessus se piepne na dalii parametr ze stejné CGl nebo dalsi znamou CG, nebo dali port/sluzbu.

Look for all flaws (pomalejsi) - Provede rozsahlé testy bez ohledu na zjiéténé chyby, Tato volba méze vyprodukovat velice obsahly a upovidany report. Tato volba neni ve vétginé pripadd
doporutovéna.

URL for Remote File Inclusion

During Remote File Inclusion (RFI) testing, this option specifies a file on a remote host to use for tests. By default, Nessus will use a safe file hosted by Tenable for RFI testing. If the scanner cannot reach the Internet,
using an internally hosted file is for more accurate RF! testing.

URL adresa pro RFI. Zde se specifikuje souboru pro Remote File Inclusion. Ve vychozim nastaveni Nessus pouzije bezpeény soubor hostovany u vyrobce pro RFI
testovani. Pokud neni dostupny internet, bude poutit lokélni soubor, ktery urcen pro presnéjsi testovani RFI.

Maximum run time (minutes_)

This option manages the amount of time in minutes spent performing web application tests. This option defaults to 60 minutes and applies to all ports and CGls for a given web site. Scanning the local network for web.
sites with small applications will typically complete in under an hour, however web sites with large applications mav require a higher value.

Tato volba fidi mnozstvi ¢asu v minutach stravenych provadénim testl webovych aplikaci. Standardné je nastavneno na 60minut a plati pro viechny porty a
CGI pro dané webové stranky. Skenovéni v lokalnich sitich s malymi webovymi apli i bude obvykle &

za méné nez hodinu, nicméné webové

©

stranky s velkymi aplikacemi mohou pzadovat vy33i hodnotu.
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Values for Windows Scan Options

Zakadni nastaveni pro Windows

General Setting
Request information If the option Request information about the domain is set, then domain users will be queried instead of local users.

about the SMB Domain

Pokud je volba zaskrtnuta, budou dotazovani doménovi uzivatelé misto lokalnich.

Enumerate Domain User
Start UID 1000]
End UID 1200

Enumerate Local User
Start UID 1000
End UID 1200)
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Processing

Values for Scan Report Options

Nastaveni moznosti reportovani

Report Verbosity

Determines the verbosity of the detail in the output of the scan results as Normal, Quiet, or Verbose.

Uréuje miru detailu vystupu skend. K dispozci jsou tfi volby "Normal", "Quite", "Verbose"

Show missing patches that
have been superseded

Show patches in the report that have not been applied but have been superseded by a newer patch if enabled.

Pokud je volba zapnutd, zobrazi v reportu zaplaty, které nebyly aplikovény, ale byly nahrazeny novéjsi zaplatou.

Hide results from plugins
initiated as a dependency

If a plugin is only run due to it being a dependency of a selected plugin, hide the results if enabled.

Skryje vysledky z plugind, které jsou spustény v zavislosti na jinych.

Output

Designate hosts by their DNS
name

When possible, designate hosts by their DNS name rather than IP address in the reports.

Pokud je to mozné, urit aktivum podle DNS jména, nikoliv podle IP adresy.

Display hosts that respond to
ping

When enabled, show a list of hosts that respond to pings sent as part of the scan.

Pokud je povoleno, zobrazi seznam aktiv, které odpovi na PING jako soucast skenu.

Display unreachable hosts

Display a list of hosts within the scan range that were not able to be reached during the scan, if enabled.

Pokud je povoleno, zobrazi seznam aktiv, které jsou béhem skenu nedostupné.

Generate SCAP XML Results

Generate a SCAP XML results file as a part of the report output for the scan.

Generovat SCAP XML souboru jako soucdst skenu.
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Value for Authentication Options

Nastaveni moznosti autentizace pouzité béhem skenovani

Authentication When added, authentication methods may be used to login to the scan target machines to gather more complete results of the host’s status. The authentication types include host, database, miscellaneous, plaintext
and patch For each type, various relevant options are presented such as SNMPv3, MongoDB, VMWare APls, and similar. ®
Moznost pridani dali vlastni autentizaéni metody.
SNMP
[upp Port | hisis the UDP port that will be used when performing certain SNMP scans. Up to four different ports may be configured, with the default port being 161. |
|UDP port pro provadéni SNMP skenu. Az ¢tyfi rlizné porty mohou byt definovany. |
SSH
known_hosts file Ifan SSH known_hosts file is provided for the scan policy in the “known_hosts file” field, Nessus will only attempt to log in to hosts defined in this file. This helps to ensure that the same username and password you are using to
- audit your known SSH servers is not used to attempt a login to a system that may not be under your control.
Pokud je skenovaci politice poskytnut soubor "known_hosts", Nessus se bude pokouset hldsit jen na aktiva uvedena v tomto souboru. (v souboru "know_hosts" ®
budou uvedeny vefejné kli¢e - SSH fingerprinty - téchto aktiv). To pomaha zajistit, Ze pfihlasovaci idaje, které pouZivate na své znamé SSH servery nebudou poutzity k
pokusu o pfihlaeni do systému, ktery nemusi byt pod Vasi kontrolou. (nap¥. honeypoty).
[Preferred port | This option is s to direct the scan to connect to a specific port if SSH s known to be lstening on a port other than the default of 22 |
|Pokud by SSH naslouchalo na jiném neZ standardnim portu, pak by se jiny port nastavil zde. |
[client Version [ Specifies which type of SSH client to impersonate while performing scans. |
|Specifikuje, jaky typ SSH klienta bude b&hem skenu predstaven. |
Windows
[Never send credentials in the clear [By default, Windows credentials are not sent to the target host in the clear. |
|Ve vychozim nastaveni (zaskrtnuto) nejsou posildny prihlasovaci Gidaje do Windows v otevieném tvaru. |
Do not use NTLMv1 authentication I the “Do not use NTLMv1 authentication” option is disabled, then it is theoretically possible to trick Nessus into attempting to log in to a Windows server with domain credentials via the NTLM version 1 protocol. This provides

the remote attacker with the ability to use a “hash” obtained from Nessus. This “hash” can be potentially cracked to reveal a username or password. It may also be used to directly log in to other servers.

Because NTLMv1 is an insecure protocol this option is enabled by default.

Pokud je volba "“Do not use NTLMv1 authentication” zakazana, je teoreticky mozné primét Nessus, aby se pokusil pfihlasit k Windows serveru s doménovymi
pfihladovacimi tdaji pomoci NTLM verze 1. To poskytuje vzddlenému ato¢nikovi moznost pouZit "hash" obdrzeny z Nessus. Tento "hash" muze byt potencionalné
zneuZit jako jméno a heslo. TéZ to muze byt pouZzito k pfimému pfihlaseni na dal3i servery.

Protoze je NTLM v. 1 nebezpecny protokol, je tato volba ve vychozim stavu povolena.

Start the Remote Registry service during | This option tells Nessus to start the Remote Registry service on computers being scanned iftis not running. This service must be running in order for Nessus to execute some Windows local check plugins.

the scan

Tato volba fikd Nessusu, aby nastartoval sluzbu Vzdéleny registr (Remote Registry service) na skenovaném aktivu, pokud tato sluzba nebézi. Tato sluzba je nezbytna
pro vykonani nékterych Windows kontrol.

Enable administrative shares during the ] This option willallow Nessus to access certain registry entries that can be read with administrator privileges.

scan

Tato volba dovoli skeneru pfistoupit k urgitym polozkdm v registru, které lze &ist je s opravnénim spravce.

Plaintext Authentication
Perform patch audits over telnet When enabled, patch audits will be permitted over a telnet connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by

default.
Pokud je toto povoleno, bude sken povolen pfes TELNET spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou ®
byt zachycena. Tato moznost je ve vychozim nastaveni zakdzana.

Perform patch audits over rsh When enabled, patch audits will be permitted over a rsh connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by default

Pokud je toto povoleno, bude sken povolen pres RSH spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou byt ®
zachycena. Tato moznost je ve vychozim nastaveni zakdzéna.

Perform patch audits over rexec When enabled, patch audits will be permitted over a rexec connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by

default.
Pokud je toto povoleno, bude sken povolen pfes REXEC spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou ®
byt zachycena. Tato moznost je ve vychozim nastaveni zakdzana.

HTTP

[Login method | Specifyif the login action is performed via a GET or POST request. | POST
ISpeiﬁkace pihlasovaci metody pro HTTP (GET/POST) I

[Re-authenticate delay (seconds) | The time delay between authentication attempts. This is useful to avoid triggering brute force lockout mechanisms. | o
ICasova’ prodleva mezi pokusy o pfihlaseni. Tato volba je pouZitelna pfi obchdzeni zamykaciho mechanismu. |

[Follow 30x redirections (# of levels) |12 30x edirect code s received from a web server, this directs Nessus to follow thelink provided or not. | o |

[invert authenticated regex [~ regex pattern to ook for on the login page, that if found, tells Nessus authentication was not successful (e.g., “Authentication failed!”) |
INa pfihlasovaci strance bude Nessus hledat Fetézec o netspésném prihlaseni. (napf. Authentication failed). |

Use authenticated regex on HTTP headers | Rather than search the body of a response, Nessus can search the HTTP response headers for a given regex pattern to better determine authentication state.

Hledani vysledku autentizace v HTTP hlaviéce.

Case insensitive authenticated regex The regex searches are case sensitive by default. This instructs Nessus to ignore case

ol|l9| |9
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Plugins

Skenovaci zasuvné moduly nebo-li "pluginy" jsou jednotlivé dil¢i kontroly provadéné béhem skenu. Jsou fazeny do skupin (family) podle platformy.

Pokud jsou vybrany vsechny kontroly, Nessus na skenované aktivum aplikuje jen ty kontroly, které odpovidaji danému operacnimu systému.
Pokud chceme ziskat vysledky pouze z nékterych konkrétnich kontrol, oznacime jen ty, které se maji béhem skenu vykonat.

Zapnuty viechny

Vypnuty véechny N
Specificky vbér (]

Plugin ID Plugin Family |Nazev
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Compliance

Tzv. "Compliance" skeny umozriuji importovat vlastni auditni soubor, ktery definuje dalsi jednotlivé kontroly, které napf. vychazi z vlastnich bezpecnostnich politik, nebo napf. z

obecné platného standardu CIS.

Pouziti auditniho souboru
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Skenovaci politika ,,PORT sken*“

PORT SKEN
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Nazev politiky: PORT_sken

Port sken slouzi ke zjisténi fakticky dostupnych portl na konkrétnim aktivu.




General Settings

Scan Options

Ovladani obecn

ch pokrocilych moZnosti skeneru

Enable Safe Checks

Nessus attempts to identify remote vulnerabilities by interpreting banner information and attempting to exercise a vulnerability. When Enable Safe Checks is enabled, the second step
is skipped. This is not as reliable as a full probe, but is less likely to negatively impact a targeted system.

Nessus se pokousi identifikovat vzddlené zranitelnosti na zakladé inforamci z banerl a zkousi vykonat zranitelnost. Pokud je volba

"Enable Safe Checks" zaputa, druhy krok je pfeskocen. Neni to tak spolehlivé, ale pro cilové aktivum je to pFivétivé;si.

Stop scanning hosts that
become unresponsive during
the scan

During a scan hosts may become unresponsive after a period of time. Enabling this setting stops scan attempts against hosts that stop sending results.

Béhem skenovéni se mlze stat, Ze po néjaké dobé prestane aktivum odpovidat. Pfi zaskrtnuti této volby bude skenovéni takového
aktiva zastaveno.

Performance Options

Slow down the scan when
network congestion is detected

When Nessus detects congestion during a scan, it will slow the speed of the scan in an attempt to ease the burden on the affected segment(s).

Pri zjiSténi pretizeni béhem skenovani zpomali rychlost skenovani.

Use Linux kernel congestion
detection

Use Linux kernel congestion detection during the scan to help alleviate system lockups on the Nessus scanner server.

Pouzije detekci pretizeni pro Linux kernel.

Network Timeout (in seconds)

Determines the amount of time, in seconds, to determine if there is an issue communicating over the network.

Uréeni doby v sekundéch pro zjisténi problému v sitové komunikaci.

Max Simultaneous Checks Per
Host

This setting limits the maximum number of checks a Nessus scanner will perform against a single host at one time.

Nastaveni maximalniho poctu kontrol pusténych na jedno aktivum.

Max Simultaneous Hosts Per
Scan

This setting limits the maximum number of hosts that a single Nessus scanner will scan at the same time. If the scan is using a zone with multiple scanners, each scanner will accept up
to the amount specified in the Max Hosts Per Scan option. For example, if the Max Simultaneous Hosts Per Scan is set to 5 and there are five scanners per zone, each scanner will
accept five hosts to scan, allowing a total of 25 hosts to be scanned between the five scanners.

Nastaveni maximalniho po¢tu poéitacl, které bude jeden skener skenovat v jednom ¢ase.

Max number of concurrent TCP
sessions per host

This setting limits the maximum number of TCP sessions established by any of the active scanners while scanning a single host.

Maximalni pocet TCP spojeni sestavenych aktivnim skenerem béhem skenovani jednoho aktiva.

Max number of concurrent TCP
sessions per scan

This setting limits the maximum number of TCP sessions established by any of the active scanners during a scan.

Maximalni pocet TCP spojeni sestavenych jakymbkoliv z aktivnich skenerd béhem skenovani.
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Ping the remote host

Host Discovery

Nastaveni moZnosti "Discovery" skenu. (PING sken)

Iwhen enabled, Nessus attempts to ping the hosts in the scan to determine if the host is alive or not.

IPokud je povoleno, Nessus zkousi ping , aby zjistil zda je aktivum naZivu.

General Settings (available when Ping the remote host is enabled)

Test the local Nessus host

This option allows you to include or exclude the local Nessus host from the scan. This is used when the Nessus host falls within the target network range for the scan.

Tato volba umoZriuje zahrnout nebo vyloucit ze skenovani vlastni stanici (Nessus skener). To se pouZiva, pokud je Nessus skener umistén ve
stejné siti jako skenovana aktiva.

Use Fast Network Discovery

When Nessus “pings” a remote IP and receives a reply, it performs extra checks to make sure that it is not a transparent proxy o a load balancer that would return noise but no result (some
devices answer to every port 1- 65535 even when there is no service behind the device). Such checks can take some time, especially if the remote host is firewalled. If the “Use Fast Network
Discovery” option is enabled, Nessus will not perform these checks.

Pokud Nessus "pinga" na vzdalenou IP adresu a obdrzi odpovéd, provede dal3i extra kontrolu, aby se ujistil, Ze se nejednd o transparentni
proxy nebo loadbalancer, ktery nevraci relevantni odpovéd. Pokud je cil za firewalem, miZou takové kontroly zabrat hodné ¢asu. Tato volba
takové kontroly zakdze.

Ping Methods (available when Ping the remote host is enabled)

ARP Ping a host using its hardware address via Address Resolution Protocol (ARP). This only works on a local network.
Ping na MAC adresy. PouZitelné pouze v lokalnf siti.
TCP Ping a host using TCP.

Ping pomoci protokolu TCP.

Destination ports

Destination ports can be configured to use specific ports for TCP ping. This specifies the list of ports that will be checked via TCP ping. If you are not sure of the ports, leave this setting on built-
in.

Je mozné definovat specifické porty pro TCP ping. Pro vychozi nastaveni je uréena volna built-in

ICMP

Ping a host using the Internet Control Message Protocol (ICMP).

Ping pomoci protokolu ICMP.

Assume ICMP unreachable
means the host is down

When a ping is sent to a host that is down, its gateway may return an ICMP unreachable message. When enabled, this option will consider this to mean the host is dead. This is to help speed up
discovery on some networks.

Note that some firewalls and packet filters use this same behavior for hosts that are up but are connecting to a port or protocol that is filtered. With this option enabled, this will lead to the
scan considering the host is down when it is indeed up.

Pokud je ping poslan na aktivum, které je vypnuté, jeho brana muaze vrétit ICMP zpravu o nedostupnosti. To pomahad urychlit rychlost
objevovani stanic v nékterych sitich.

PFi zaskrtnuti této volby bude obdrZeni "ICMP unreachable" vyhodnoceno jako nedostupné aktivum.

Stejné chovani viak mohou vykazovat nékteré firewally nebo paketové filtry. Pak se nékteré stanice mohou chovat jako nedostupné, ackoliv
jsou zapnuté.

Maximum Number of Retries
(ICMP enable)

Allows you to specify the number of attempts to try to ping the remote host. The default is two attempts.

Volba umoziuje specifikovat poéet pokust, kolikrat bude ping poslan na cilové aktivum. Vychozi hodnota je 2.

ubp

Ping a host using the User Datagram Protocol (UDP).
Tip: UDP is a “stateless” protocol, meaning that communication is not performed with
services and screening devices, they are not always remotely detectable.

dialogu

UDP-based

1is not always reliable, and because of the nature of UDP

Ping pomoci protokolu UDP.
Tip: UDP je nestavovy protokol, coZ znamend, Ze komunikace neni provddéna pomoci "handshake" dialogu. Komunikace na bazi UDP neni
vzdy spolehlivd. Z podstaty UDP nejsou sluzby a skenované zafizeni vidy na dalku spolehlivé zjistitelné.

Fragile Devices

Scan Network Printers

Instructs the Nessus scanner not to scan network printers if unselected. Since many printers are prone to denial of service conditions, Nessus can skip scanning them once identified. This is
particularly r if scanning is performed on production networks.

Neoznaceni této volby Fika skeneru, aby vynechal sitové tiskarny, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tiskarny, které jiz jednou identifikoval. To je doporuceno v produkénich sitich.

Scan Novell Netware Hosts

Instructs the Nessus scanner not to scan Novel Netware hosts if unselected. Since many Novell Netware hosts are prone to denial of service conditions, Nessus can skip scanning them once
ntified. This is particularly if scanning is performed on production networks.

Neoznaceni této volby fika skeneru, aby vynechal Novel Netware stroje, které byvaji na skenovani citlivé. NE u této polozky pfiméjou Nessus
preskodit tato zafizeni, které jiz jednou identifikoval. To je doporuceno v produkénich sitich.

Wake-on-LAN

List of MAC addresses

Wake on Lan (WOL) packets will be sent to the hosts listed, one on each line, in an attempt to wake the specified host(s) during a scan.

Skener mize béhem skenovéani pomoci WOL paketd vzbudit sitova zafizeni, ktera budou uvedena zde na seznamu.

Boot time wait (in minutes)

The number of minutes Nessus will wait to attempt a scan of hosts sent a WOL packet.

Nastaveni poctu minut, jak dlouho ma skener ¢ekat po poslani WOL paketu.

Network Type

Network Type

‘Allows you to specify if you are using publicly routable IPs, private non-Internet routable IPs or a mix of these. Select “Mixed” if you are using RFC 1918 addresses and have multiple routers
within your network.

Dovoluje specifikovat typ sité LAN WAN MIX
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Port Scanning

Nastaveni moznosti port skenu

Ports
Consider Unscanned Ports as Closed I a port is not scanned with a selected port scanner (e.g., out of the range specified), The scanner will consider it closed.
Pfi této volbé budou neoskenované porty povaZovany za zaviené.
Port scan range Directs the scanner to target a specific range of ports. Accepts “default” (a list of approximately 4,790 common ports found in the nessus-services file), “all” (scans all ports from 0-65535), or a custom list of
ports specified by the user. The custom list may contain individual ports and ranges; for example, “21,23,25,80,110" and “1-1024,8080,9000-9200" are valid values. Specifying “1-65535” will scan all ports.
Specifikace portd, které maji byt skenovany. ®
- "default" - Vychozi nastaveni je 4790 béznych port( definovanych v servisnich souborech Nessus.
- "all" - vdechny porty 0-65535
- vlastni definice (viz uvedené pfiklady)
Local Port Enumerators
SSH (netstat) This option uses netstat to check for open ports on the target host. It relies on the netstat command being available via a SSH connection to the target. This scan is intended for Unix-based systems and requires
credentials.
Tato volba poufZije ptikaz netstat pro zjisténi otevienych portd na cilovém aktivu. Spoléhd se na piikaz netstat spustény pres SSH spojeni na ®
skenovaném aktivu. Tento sken je zamysleny pro UNIXové systémy a vyZzaduje pfihlaSovaci udaje ke skenovanému aktivu.
WMI (netstat) This option uses netstat to check for open ports from the local machine. It relies on the netstat command being available via a WMI connection to the target. This scan is intended for Windows-based systems and
requires authentication credentials
Tato volba pouizije piikaz netstat pro zjisténi otevienych portl na cilovém aktivu. Spoléha se na pfikaz netstat spustény pies WMI spojeni na ®
skenovaném aktivu. Tento sken je zamysleny pro Windows systémy a vyzaduje pfihlasovaci udaje ke skenovanému aktivu.
SNMP Direct Nessus to scan targets for a SNMP service. Nessus will guess relevant SNMP settings during a scan. If the settings are provided by the user under “Preferences”, this will allow Nessus to better test the

remote host and produce more detailed audit results. For example, there are many Cisco router checks that determine the vulnerabilties present by examining the version of the returned SNMP string. This
is necessary for these audits
Nasmeéruje Nessus na sluzby SNMP u skenovanych aktiv. Nessus se pokusi odhadnout SNMP nastaveni béhem skenovani. Pokud jsou nastaveni ®

poskytnuta uZivatelem s vy$Sim opravnénim, umozni to skeneru lépe otestovat vzdalené aktivum a zajisti lepsi a detailnéjsi vysledky. Existuje mnoho
kontrol pro Cisco routery, které uréuji pfitomnost zranitelnosti na zakladé vraceného SNMP Fetézce.

Only run network port scanners if local |Rely on local port enumeration first before relying on network port scans.
port enumeration failed ®
V prvni fadé se skener pokusi vyéist porty lokalné, pied tim nez zaéne porty na aktivu skenovat.

Verify open TCP ports found by local If a local port enumerator (e.g., WMI or netstat) finds a port, Nessus will also verify it is open remotely. This helps determine if some form of access control is being used (e.g., TCP wrappers, firewall).

port enumerators ®
Pokud vy¢et lokalnich portl najde otevieny port, Nessus si ovéfi, zda je otevien i na délku. Pomize to uréit, zda je pouzita néjaka forma fizeni pfistupu
(napt. TCP wrappers, firewall)

Network Port Scanners

TCP Use Nessus’ built-in TCP scanner to identify open TCP ports on the targets. This scanner is optimized and has some self-tuning features.
Note: On some platforms (e.g., Windows and Mac OS X), if the operating system is causing serious performance issues using the TCP scanner, Nessus will launch the SYN scanner instead.
Pouzije Nessus vestavény TCP skener pro zjisténi otevienych TCP portl na cilovém aktivu. Tento skener je optimalizovan a ma ur¢ité samoladici funkce.
Poznamka: Pokud na nékterych platformach (nap¥. Windows, MacOS) TCP skener zpusobi vazné problémy s vykonem, Nessus misto néj zahaji SYN
skener.

SYN Use Nessus’ built-in SYN scanner to identify open TCP ports on the targets. SYN scans are a popular method for conducting port scans and generally considered to be a bit less intrusive than TCP scans. The

scanner sends a SYN packet to the port, waits for SYN-ACK reply, and then determines port state based on a reply — or lack of.
Pouzije Nessus vestavény SYN skener pro identifikaci TCP port(i na cilovém aktivu. SYN sken je oblibena metoda pro provadéni skenovani portl a
obecné je povaZovana za méné rusivou nez TCP sken. Skener posild SYN pakety na port a éeka na SYN-ACK odpovéd' a podle odpovédi uréi stav portu.

Override automatic firewall detection ~ |Automatic (normal)
Do not detect RST rate limitation (soft)

Ignore closed ports (agressive)
Disabled (softer)

Mira potlaceni automatické detekce firewallu.

UDP This option engages Nessus’ built-in UDP scanner to identify open UDP ports on the targets.
Tip: UDP is a “stateless” protocol, meaning that communication is not done with handshake dialogues. UDP based communication is not reliable, and because of the nature of UDP services and screening devices,
they are not always remotely detectable. Utilizing the UDP scanner will noticeably increase scanning time.

Tato volba se zabyva vestavénym Nessus UDP skenerem pro identifikaci otevienych UDP portd na skenovaném aktivu. ®
Tip: UDP je nestavovy protokol, komunikace tedy neni provadéna pres "handshake" dialog. Komunikace zaloZena na UDP neni spolehliva a vzhledem k
povaze UDP sluzeb neni vidy vzdalené zjistitelnd. VyuZiti UDP skeneru vyrazné zvysi ¢as skenovani.
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Service Discovery

Nastaveni moznosti skenovani bézicich sluzeb na cilovych portech

Probe all ports to find services

Attempts to map each open port with the service that is running on that port. Note that in some rare cases, this might disrupt some services and cause unforeseen side effects.

Pokusy o mapovéni kazdého otevieného portu se sluzbou, ktera bézi na tomto portu. Pamatujte, ze ve vyjime¢nych pfipadech to mlze ®

narusit nékteré sluzby a zpUsobit vedlejsi ucinky.

Search for SSL based services

Controls how Nessus will test SSL based services: known SSL ports (e.g., 443), all ports, or none. Testing for SSL capability on all ports may be disruptive for the tested host.

Urcuje, jak bude Nessus testovat sluzby zaloZzené na protokolu SSL: Zndmé SSL porty (naptiklad 443), vSechny porty, nebo Zadné. Testovani ®
na schopnost SSL na vech portech muze byt rusivé pro testované aktivum.

Search for SSL on

If selected, choose between Known SSL ports (e.g., 443) and All ports. Testing for SSL capability on all ports may be disruptive for the tested host.

Vybér mezi zndmymi porty (napf. 443) a vSemi porty. ®

Identify certificates expiring within x days

\dentifies SSL certificates that will expire within the specified timeframe. Enter a value to set a timeframe (in days).

Identifikuje SSL certifikaty, které expiruji béhem specifikovaného ¢asového Useku. Vlozte hodnotu ¢asového Useku ve dnech. ®

Enumerate all SSL ciphers

When SecurityCenter performs an SSL scan, it tries to determine the SSL ciphers used by the remote server by attempting to establish a connection with each different documented SSL
cipher, regardless of what the server says is available.

Pokud skener provadi SSL sken pokusi se zjistit SSL 3ifru pouZitou na skenovaném aktivu tak, Ze se pokusi sestavit spojeni riznymi ®
dokumentovanymi SSL Siframi, bez ohledu na to, co dava skenované aktivum k dispozici.

Enable CRL checking (connects to the
Internet)

Direct Nessus to check SSL certificates against known Certificate Revocation Lists (CRL). Enabling this option will make a connection and query one or more servers on the internet.

Kontrola SSL certifikatd proti CRL v internetu.
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Accuracy

Values for Assessment Options

Moznosti vyhodnocovéni informaci ziskanych béhem skenovani

Override normal accuracy

In some cases, Nessus cannot remotely determine whether a flaw is present or not. If report paranoia is set to “Paranoid” then a flaw will be reported every time, even when there is a
doubt about the remote host being affected. Conversely, a paranoia setting of “Avoid false alarms” will cause Nessus to not report any flaw whenever there is a hint of uncertainty about
the remote host. Not changing from “Normal” is a middle ground between these two settings.

V nékterych pfipadech Nessus nemuze urcit, zda je pfitomna vada, ¢i nikoliv. Nastaveni "Paranoid" zajisti reportovani i v tom pfipadé,
pokud existuji pochybnosti o vysledku. Naopak volba "Avoid false alarms" (vyhnout se falesSnym poplachiim) zplsobi, Ze Nessus nebude
hlasit Zzadnou chybu, pokud existuje naznak nejistoty.Vychozi volba "Normal" je stfedni cesta mezi témito dvéma volbami.

Perform thorough tests (may
disrupt your network or impact
scan speed)

Causes various plugins to use more aggressive settings. For example, when looking through SMB file shares, a plugin can analyze 3 directory levels deep instead of its default of 1. This
could cause much more network traffic and analysis in some cases. Note that by being more thorough, the scan will be more intrusive and is more likely to disrupt the network, while
potentially providing better audit results.

Volba zpUsobi vice agresivni nastaveni plugint. Napfiklad pfi hledani SMB sdileni soubor(i mdze plugin analyzovat 3 drovné adresafd
misto vychozi hodnoty 1. To miZe mit za dlsledek vétsi provoz v siti. Sken bude vice rusivy, ale bude poskytovat lepsi hodnoty vysledku.

Antivirus

Antivirus definition grace period
(in days)

This option determines the delay in the number of days of reporting the software as being outdated. The valid values are between 0 (no delay, default) and 7.

Tato volba urcuje zpozdéni v poctu dnl od nahlaseni zastaralého software. Hodnoty se pohybuji od 0 (Zadna prodleva, vychozi) do 7

SMTP

Third Party Domain

Nessus will attempt to send spam through each SMTP device to the address listed in this field. This third party domain address must be outside the range of the site being scanned or the
site performing the scan. Otherwise, the test may be aborted by the SMTP server.

Nessus se pokusi posilat spam skrz kazdé SMTP zafizeni na adresu vepsanou do tohoto pole. Doménové adresa tfeti strany musi byt mimo
sit, ktera je skenovana. V opaéném pfipadé mize test poskodit SMTP server.

From address

The test messages sent to the SMTP server(s) will appear as if they originated from the address specified in this field.

Testovaci zpravy poslané na server SMTP se budou jevit jako poslané z této adresy.

To Address

Nessus will attempt to send messages addressed to the mail recipient listed in this field. The postmaster address is the default value since it is a valid address on most mail servers.

Nessus se pokusi posilat zpravy na adresu uvedenou v tomto poli. "postmaster” je vychozi hodnota, protoze je platna na vétsiné
postovnich serverd.
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Values for Brute Force Options

Rizeni skenovani hrubou silou, moznosti poufiti nastroje Hydra

General Settings

Only use credentials provided by the user

In some cases, Nessus can test default accounts and known default passwords. This can cause the account to be locked out if too many consecutive invalid attempts trigger security protocols on the
operating system or application. By default, this setting is enabled to prevent Nessus from performing these tests.

V nékterych pfipadech muze Nessus vyzkouset vychozi Gcty a jejich zndma vychozi hesla. To miiZe zpUsobit zamceni Gctu, pokud vznikne mnoho
po sobé jdoucich neplatnych pokust o pfihlaseni. Ve vychozim nastaveni ma Nessus tyto testy zakdzany.

Oracle Database

|Test default Oracle accounts (slow) [Test for known default accounts in Oracle software. | ®
ITest na pfitomnost znamych stadardnich Gctd v software Oracle. I

Hydra

|Always enable Hydra (slow) [Enables Hydra whenever the scan is performed. | ®
IUmoiﬁuje pouZit nastroj Hydra (prolamovac hesel) kdykoliv je provedena kontrola. I

|Logins file [ file that contains user names that Hydra will use during the scan. | ®
|Soubor obsahuijici uZivatelskd jména, ktera pouZije nastroj Hydra. I

|Passwords file [ file that contains passwords for user accounts that Hydra will use during the scan. | ®
ISoubor obsahuijici hesla, kterd pouZije nastroj Hydra. I

|Number of parallel tasks [ The number of simultaneous Hydra tests that you want to execute. By default,this value is 16. | ®
|Poéet soucasnych Hydra testll. Vychozi nastaveni je 16. I

|Timeout (in seconds) [ The number of seconds per logon attempt. | ®
IPoéet sekund na pfihlaovaci pokus. I

|Try empty passwords [ f enabled, Hydra wil additionally try user names without using a password. | ®
|Pokud bude tato volba zaskrtnuta, Hydra pouZije také prazdné heslo. I

|Try login as password [ f enabled, Hydra will additionally try a user name s the corresponding password. | ®
IPokud bude tato volba zaskrtnuta, Hydra pouZzije také stejné heslo jako uZivatelské jméno. I

Stop brute forcing after the first success

If enabled, Hydra will stop brute forcing user accounts after the first time an account is successfully accessed.

Pokud bude tato volba zaskrtnuta, Hydra zastavi prolamovéni hesla po prvnim tispésném pfistupu.

Add accounts found by other plugins to the
login file

If disabled, only the user names specified in the logins file will be used for the scan. Otherwise, additional user names discovered by other plugins will be added to the logins file and used for the scan.

Pfi zakdzani této volby budou pouZita jen uZivatelska jména specifikovana v souboru se jmény. P¥i povoleni této volby budou pfidana uZivatelska
jména nalezena ostatnimi pluginy.

|PostgresQl database name [ The database that you want Hydra to test. | ®
IJméno databaze pro Hydra test. I
|SAP R/3 Client ID (0 - 99) [The D of the SAP R/3 client that you want Hydra to test. |

|SAP R/3 klient pro Hydra test.

|Windows accounts to test |Can be setto Local accounts , Domain Accounts, or Either . | ®
IM\"Jie byt nastaveno Local accounts , Domain Accounts , nebo Either . I

|interpret passwords as NTLM hashes [ f enabled, Hydra willinterpret passwords as NTLM hashes. | ®
|Pokud je povoleno, Hydra bude interpretovat hesla jako NTLM hash. |

Cisco login password

This password is used to login to a Cisco system before brute forcing enable passwords. If no password is provided here, Hydra will attempt to login using credentials that were successfully brute
forced earlier in the scan.

Toto heslo je pouZito pro pfihlaseni na Cisco systémy pied zkusenim hesla hrubou silou. Pokud tu neni Zadné heslo poskytnuto, Hydra bude
zkouset prihlasovaci udaje, které zjistila v pfedchozich skenech.

Web page to brute force

Enter a web page that is protected by HTTP basic or digest authentication. If a web page is not provided here, Hydra will attempt to brute force a page discovered by the Nessus web crawler that
requires HTTP authentication.

Webovd stranka pro Utok hrubou silou nastrojem Hydra.

|HTTP proxy test website | f Hydra successfully brute forces an HTTP proxy, it will attempt to access the website provided here via the brute forced proxy. |
IPokud Hydra tGspésné prolomi proxy, bude zkouset pfistoupit na tuto HTTP stranku pres proxy. I

|LDAP DN [ The LDAP Distinguish Name scope that Hydra will authenticate against. | ®
|LDAP DN jméno, proti kterému se bude Hydra autentizovat. I
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Settings/Assessment/Malware

Nastaveni moZnosti testovani na Malware, pouziti zndmych MD5 hash

General Settings
Disable DNS Resolution Checking this option will prevent Nessus from using the cloud to compare scan findings against known malware.

Tato volba zabrani Nessus skeneru pouZzivat cloud pro porovnavani nalezl skenu proti zndmému skodlivému softwaru. Vychozi stav je ®
vypnuto - tedy hledani v cloudu povoleno.

Hash and Whitelist Files
Provide your own list of Additional known bad MD5 hashes can be uploaded via a text file that contains one MDS5 hash per line.

Kk bad MD5 hash Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
nown ba ashes scanning a target and a description was provided for the hash the description will show up in the scan results.

Dalsi znamé Spatné MDS hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MD5 hash na radek. ®
Volitelné je mozné pridat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentar. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

Provide your own list of Additional known good MD5 hashes can be uploaded via a text file that contains one MDS5 hash per line.
Itis possible to (optionally) add a description for each hash in the uploaded file. This is done by adding a comma after the hash, followed by the description. If any matches are found when
scanning a target, and a description was provided for the hash, the description will show up in the scan results.

Dalsi znamé dobré MD5 hashe Ize nahrat pomoci txt souboru, ktery bude obsahovat jeden MD5 hash na fadek. ®
Volitelné je mozné pridat popis ke kazdému hash. Popis se provede tak, Ze se napiSe ¢arka za hash a pak nasleduje komentar. Pokud bude
néjaky hash zachycen, popis se zobrazi ve vysledcich kontroly.

known good MD5 hashes

Hosts file whitelist Nessus checks system hosts files for signs of a compromise (e.g., Plugin ID 23910 titled Compromised Windows System (hosts File Check). This option allows you to upload a file containing a
list of IPs and hostnames that will be ignored by Nessus during a scan. Include one IP and hostname (formatted identically to your hosts file on the target) per line in a regular text file.

Tato moZnost vam umozni nahrat soubor obsahujici seznam IP adres a aktiv, které budou béhem skenovani skenerem ignorovany.
Soubor musi obsahovat jednu IP a hostname na fadek v béZném textovém souboru.
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File System Scanning

MozZnosti nastaveni skenovani souborového systému

File System Scanning

Scan File System Turning on this option allows you to scan system directories and files on host computers.
Caution: Enabling this setting in scans targeting 10 or more hosts could result in performance degradation.
Zapnuti této volby umoziuje skenovat systémové adresare a soubory na skenovaném aktivu. ®
Upozornéni: Povoleni tohoto nastaveni pfi zacileni na 10 a vice hosti mlze snizit vykon.

Directories

Scan %Systemroot% Enable file system scanning to scan %Systemroot% ®
Povoli skenovat %Systemroot%

Scan %ProgramFiIes% Enable file system scanning to scan %ProgramFiles% ®
Povoli skenovat %ProgramFiles%

Scan %ngramFiIes(x86)% Enable file system scanning to scan %ProgramFiles(x86)% ®
Povoli skenovat %ProgramFiles(x86)%

Scan %ProgramData% Enable file system scanning to scan %ProgramData% ®
Povoli skenovat %ProgramData%

Scan User Profiles Enable file system scanning to scan user profiles ®
Povoli skenovat uzivatelské profily

Custom Filescan Directories  |Add File Add a custom file that list directories for malware file scanning. List each each directory on one line.
Caution: Root directories such as 'C:\" or 'D:\' are not accepted.
Je mozné pridat vlastni adresare pro skenovani na malware. Do textového souboru je napsan kazdy adresar na jeden fadek. Kofenové S
adresare jako C:\ nejsou akceptovany.

Yara Rules Files ®
Nastroj na identifikaci a klasfikaci malware
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Values for SCADA Options

Tato volba umoznuje ovlivnit moznosti skenovani primyslovych SCADA zafizeni.

Modbus/TCP Coil Access
Start at register
End at register

These options are available for commercial users. This drop-down menu item is dynamically generated by the SCADA plugins available with the commercial version of Nessus. Modbus uses a function code of 1 to

read “coils” in a Modbus slave. Coils represent binary output settings and are typically mapped to actuators. The ability to read coils may help an attacker profile a system and identify ranges of registers to alter via a
“write coil” message. The defaults for this are “0” for the “Start reg” and “16” for the “End reg”.

ICCP/COTP TSAP Addressing Weakness

Start COTP TSAP The “ICCP/COTP TSAP Addressing” menu determines a Connection Oriented Transport Protocol (COTP) Transport Service Access Points (TSAP) value on an ICCP server by trying possible values. The start and stop
values are set to “8” by default.
Stop COTP TSAP
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Values for Web Applications Options

Nastaveni skenovani webovych aplikaci

Web Application Settings

|Scan web

]Enames the General Settings, Web Crawler, and Test Settings sections.

IZa pnuti skenovani webovych aplikaci.

General Settings

|Use a custom User-Agent

ISpecmes ‘which type of web browser Nessus will impersonate while scanning.

IUréuje, za jaky typ internetového prohlizece se bude Nessus vydavat.

Web Crawler

|Start crawling from

[The URL of the irst page that will be tested. If multiple pages are required, use a colon delimiter to separate them (e.g, “/-/phpd:/base”).

IAdresa URL, ktera bude prvni testovana. Pokud je potfeba vice stranek, pouZijte jako oddélaovac dvojtecku ( napf.

:/php4:/base )

Excluded pages (regex)

Enable exclusion of portions of the web site from being crawled. For example, to exclude the “/manual” directory and all Perl CGl, set this field to: (*/manual)|(\.pl(\?.)?5). Nessus supports POSIX regular expressions
for string matching and handling, as well as Perl-compatible regular expressions (PCRE).

Dovoluje vylouéit &asti webu, kterymi skener prochazi. Napfiklad pro vyolouéeni adresafe "/manual" a viech Perl CGI nastavte do tohoto pole
(*/manual) | (\.pl(\?.*)?$). Nessus podporuje regularni vyrazy POSIX stejné jako Perl regularni vyrazy PCRE.

[maxi pages to craw! e maximum number of pages to craw.
| IMaximéIni pocet stranek, které se maji prochazet. S
[maxi depth to craw! Cimit the number o lnks Nessus will follow for each start page.

IOmezeni poctu odkazd, které bude Nessus nasledovat za kazdou Gvodni strankou.

| Follow dynamic pages

Iv selected, Nessus will follow dynamic links and may exceed the parameters set above.

IPukud je zaskrtnuto, Nessus bude nasledovat dynamické vazby a mize presdhnout parametry uvedené vyse.

Application Test Settings

|Enable generic web application tests.

IEnsb\es the options listed below.

I Povoli aplikaéni testy vypsané dale.

|Aburt web application tests if HTTP login fails

Iv Nessus cannot login to the target via HTTP, then do not run any web application tests.

IPukud se Nessus nemUze prihlasit k aktivu pfes HTTP, pak nepusti zadné dal3i aplikaéni testy.

Try all HTTP Methods

This option will instruct Nessus to also use "POST requests” for enhanced web form testing. By default, the web application tests will only use GET requests, unless this option is enabled. Generally, more complex
applications use the POST method when a user submits data to the application. This setting provides more thorough testing, but may considerably increase the time required. When selected, Nessus will test each
Script/variable with both GET and POST requests. This setting provides more thorough testing, but may considerably increase the time required.

Nessus bude krom GET poZadavki (vychozi nastaveni) zkouset také POST poZadavky. Obecné plati, Ze sloZitéjsi aplikace pouZivaji metody POST pro posilani
uZivatelskych dat do aplikace. Toto nastaveni poskytuje dikladnéj3i testovani, ale maZe znaéné navysit potfebny &as. Pokud je toto zaskrtnuto, Nessus bude
testovat kazdou proménnou, kterou najde ve skriptu na obé metody GET i POST.

Attempt HTTP Parameter Pollution

When performing web application tests, attempt to bypass filtering mechanisms by injecting content into a variable while supplying the same variable with valid content as well. For example, a normal SQL injection test
may look like “/target.cgi?a="&b=2". With HTTP Parameter Pollution (HPP) enabled, the request may look like “/target.czi?a='8a=18b=2"

PFi provadéni testd webovych aplikaci zkousi obejit filtrovaci mechanismy vkladanim obsahu do proménnych a zaroveri poskytuje stejné proménné se
spravnym obsahem. Napfiklad normélIni SQL-injection test mizZe vypadat takto: “/target.cgi?a='&
“[target.cgi?a='&a=1&b=2"

=2" S volbou HTTP Parameter Pollution miZe vypadat takto:

Test embedded web servers

Embedded web servers are often static and contain no customizable CGI scripts. In addition, embedded web servers may be prone to crash or become non-responsive when scanned. Tenable recommends scanning
embedded web servers separately from other web servers using this option.

Vestavéné webové servery jsou ¢asto statické a neobsahuji nastavitelné CGI skripty. Krom toho mohou byt nachylné k selhani nebo prestanou reagovat béhem
skenovani. Proto Tenable doporucuje skenovéni vestavénych web server(i oddélené od ostatnich web( pomoci této volby.

Test more than one parameter at a time per form

This option manages the combination of argument values used in the HTTP requests. The default, without checking this option, is testing one parameter at a time with an attack string, without trying “non-attack”
variations for additional parameters. For example, Nessus would attempt “/test.php?arg1=X55&b=1&c=1" where “b” and “c” allow other values, without testing each combination. This is the quickest method of testing
with the smallest result set generated.

This drop-down has five options:

One value - This tests one parameter at a time with an attack string, without trying “non-attack” variations for additional parameters. For example, Nessus would attempt “/test. php?arg1=Xss&b=1&c=1" where “b” and

< allow other values, without testing each combination. This is the quickest method of testing with the smallest result set generated.
Some pairs — This form of testing will randomly check a combination of random pairs of parameters. This is the fastest way to test multiple parameters.

Al pairs (slower but efficient) - This form of testing i slightly slower but more efficient than the “one value” test. While testing multiple parameters, it will test an attack string, variations for a single variable and then
use the first value for all other variables. For example, Nessus would attempt “/test.php?a=XS5&b=1&c=1&d=1" and then cycle through the variables o that one is given the attack string, one is cycled through all
possible values (as discovered during the mirror process) and any other variables are given the first value. In this case, Nessus would never test for */test.php?a=XS5&b=3&c=3&d=3" when the first value of each
variable is 1",

Some combinations — This form of testing will randomly check a combination of three or more parameters. This is more thorough than testing only pairs of parameters. Note that increasing the amount of combinations
by three or more increases the web application test time.

All combinations (extremely slow) ~ This method of testing will do a fully exhaustive test of all possible combinations of attack strings with valid input to variables. Where “All-pairs” testing seeks to create a smaller
data set as a tradeoff for speed, “all combinations” makes no compromise on time and uses a complete data set of tests. This testing method may take a long time to complete.

Tato volba idi kombinaci hodnot argumentu pouzitych v HTTP dotazu. Vychoz stav (bez hodnoty) testuje jeden parametr sougasné s Gtogicim retézcem, bez zkoudeni "non-attack” varinat pro
dalsi parametry.
1de o nejrychlejéf variantu. Toto rozbalovaci pole mé pét voleb:

One Value - testuje jeden parametr sougasné s Gtoticim Fetézcem, bez zkougeni “non-attack" varinat pro dal3i parametry.
Jde o nejrychlef3i variantu

Some pairs - Tato forma testovani bude ndhodné kontrolovat kombinace nahodnych pari parametru. Toto je nejrychlejsi cesta, jak otestovat vice parametri.

All pairs - (pomalejsi, ale efektivn&jsi, nez volba "One Value")
Some combinations - tato forma testovani bude nahodné zkouset kombinaci tfi nebo vice parametrdi. Bude to trvat déle.

All combinations (extrémné pomalé) - Tato metoda bude zkou3et naprosto viechny mozné kombinace Utoénych Fetézci s platnym vstupem do proménnych. Tento ziisob muze trvat velice
dlouho.

Do not stop after the first flaw is found per web page

This option determines when a new flaw is targeted. This applies at the script level; finding an XSS flaw will not disable searching for SQL injection or header injection, but you will have at most one report for each type
on a given port, unless “thorough tests” is set. Note that several flaws of the same type (e.g., XSS, SQUi, etc.) may be reported sometimes, i they were caught by the same attack. The drop-down has four options:

Per CGI - As soon as a flaw is found on a CGl by a script, Nessus switches to the next known CGI on the same server, or if there is no other CGl, to the next port/server. This is the default option.
Per port (quicker) - As so0n as a flaw is found on a web server by a script, Nessus stops and switches to another web server on a different port.

Per parameter (slow) — As soon as one type of flaw is found in a parameter of a CGI (e.g., XSS), Nessus switches to the next parameter of the same CGl, or the next known CGl, or to the next port/server.

Look for all flaws (slower) - Perform extensive tests regardless of flaws found. This option can produce a very verbose report and is not recommend in most cases.

Tato volba urtuje, kdy je nova chyba zam@fena. To plati na Urovni skriptu. Nalezeni XSS chyby nezakaZe hledani po SQLinjection nebo "header injection", ale budete mit nanejvys jednu zpravu
pro kazdy typ na daném portu.
Toto pole mé tyfi moznosti:

Per CGI - Jakmile je skriptem nalezena chyba na CGI, Nessus pfepne na dalsi znamé CGI na stejném serveru, nebo pokud nen jiné CGl, tak na dal3f port/sluzbu.
Toto je vychozi volba

Per port (rychlej3i) - Jakmile je skriptem nalezena chyba na weobvé sluzbé, Nessus zastavi a prepne se na jinou webovou sluzbu na jiném portu.
Per parameter (pomalé) - Jakmile je jeden typ chyby nalezen v parametru CGI (napf. XSS) Nessus se piepne na dalii parametr ze stejné CGl nebo dalsi znamou CG, nebo dali port/sluzbu.

Look for all flaws (pomalejsi) - Provede rozsahlé testy bez ohledu na zjiéténé chyby, Tato volba méze vyprodukovat velice obsahly a upovidany report. Tato volba neni ve vétginé pripadd
doporutovéna.

URL for Remote File Inclusion

During Remote File Inclusion (RFI) testing, this option specifies a file on a remote host to use for tests. By default, Nessus will use a safe file hosted by Tenable for RFI testing. If the scanner cannot reach the Internet,
using an internally hosted file is for more accurate RF! testing.

URL adresa pro RFI. Zde se specifikuje souboru pro Remote File Inclusion. Ve vychozim nastaveni Nessus pouzije bezpeény soubor hostovany u vyrobce pro RFI
testovani. Pokud neni dostupny internet, bude poutit lokélni soubor, ktery urcen pro presnéjsi testovani RFI.

Maximum run time (minutes_)

This option manages the amount of time in minutes spent performing web application tests. This option defaults to 60 minutes and applies to all ports and CGls for a given web site. Scanning the local network for web.
sites with small applications will typically complete in under an hour, however web sites with large applications mav require a higher value.

Tato volba fidi mnozstvi ¢asu v minutach stravenych provadénim testl webovych aplikaci. Standardné je nastavneno na 60minut a plati pro viechny porty a
CGI pro dané webové stranky. Skenovéni v lokalnich sitich s malymi webovymi apli i bude obvykle &

za méné nez hodinu, nicméné webové

stranky s velkymi aplikacemi mohou pzadovat vy33i hodnotu.

©
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Values for Windows Scan Options

Zakadni nastaveni pro Windows

General Setting

Request information If the option Request information about the domain is set, then domain users will be queried instead of local users.
about the SMB Domain ®
Pokud je volba zaskrtnuta, budou dotazovani doménovi uZivatelé misto lokdlnich.

Enumerate Domain User
Start UID 1000]
End UID 1200

Enumerate Local User
Start UID 1000
End UID 1200)
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Processing

Values for Scan Report Options

Nastaveni moznosti reportovani

Report Verbosity

Determines the verbosity of the detail in the output of the scan results as Normal, Quiet, or Verbose.

Uréuje miru detailu vystupu skend. K dispozci jsou tfi volby "Normal", "Quite", "Verbose"

Show missing patches that
have been superseded

Show patches in the report that have not been applied but have been superseded by a newer patch if enabled.

Pokud je volba zapnutd, zobrazi v reportu zaplaty, které nebyly aplikovény, ale byly nahrazeny novéjsi zaplatou.

Hide results from plugins
initiated as a dependency

If a plugin is only run due to it being a dependency of a selected plugin, hide the results if enabled.

Skryje vysledky z plugind, které jsou spustény v zavislosti na jinych.

Output

Designate hosts by their DNS
name

When possible, designate hosts by their DNS name rather than IP address in the reports.

Pokud je to mozné, urit aktivum podle DNS jména, nikoliv podle IP adresy.

Display hosts that respond to
ping

When enabled, show a list of hosts that respond to pings sent as part of the scan.

Pokud je povoleno, zobrazi seznam aktiv, které odpovi na PING jako soucast skenu.

Display unreachable hosts

Display a list of hosts within the scan range that were not able to be reached during the scan, if enabled.

Pokud je povoleno, zobrazi seznam aktiv, které jsou béhem skenu nedostupné.

Generate SCAP XML Results

Generate a SCAP XML results file as a part of the report output for the scan.

Generovat SCAP XML souboru jako soucdst skenu.

Stranka 13

Politika_PORT_SKEN.xlsx



Value for Authentication Options

Nastaveni moznosti autentizace pouzité béhem skenovani

Authentication

When added, authentication methods may be used to login to the scan target machines to gather more complete results of the host's status. The authentication types include host, database, miscellaneous, plaintext
and patch For each type, various relevant options are presented such as SNMPv3, MongoDB, VMWare APIs, and similar.

Moznost pridani dali vlastni autentizaéni metody.

SNMP
[upp Port | hisis the UDP port that will be used when performing certain SNMP scans. Up to four different ports may be configured, with the default port being 161.
|UDP port pro provadéni SNMP skenu. Az ¢tyfi rlizné porty mohou byt definovany.
SSH

known_hosts file

I an SSH known_hosts file is provided for the scan policy in the “known_hosts file” field, Nessus will only attempt to log in to hosts defined in this file. This helps to ensure that the same username and password you are using to
audit your known SSH servers is not used to attempt a login to a system that may not be under your control.

Pokud je skenovaci politice poskytnut soubor "known_hosts", Nessus se bude pokouset hldsit jen na aktiva uvedena v tomto souboru. (v souboru "know_hosts"
budou uvedeny vefejné kli¢e - SSH fingerprinty - téchto aktiv). To pomaha zajistit, Ze pfihlasovaci idaje, které pouZivate na své znamé SSH servery nebudou poutzity k
pokusu o pfihlaeni do systému, ktery nemusi byt pod Vasi kontrolou. (nap¥. honeypoty).

|Preferred port

]Tms option is set to direct the scan to connect to a specific port if SSH is known to be listening on a port other than the default of 22.

|Pokud by SSH naslouchalo na jiném neZ standardnim portu, pak by se jiny port nastavil zde.

ICIient Version

|Spet|hes which type of SSH client to impersonate while performing scans.

|Specifikuje, jaky typ SSH klienta bude b&hem skenu predstaven.

Windows

INever send credentials in the clear

|By default, Windows credentials are not sent to the target host in the clear.

|Ve vychozim nastaveni (zaskrtnuto) nejsou posildny prihlasovaci Gidaje do Windows v otevieném tvaru.

Do not use NTLMv1 authentication

I the “Do not use NTLMv1 authentication” option is disabled, then it is theoretically possible to trick Nessus into attempting to log in to a Windows server with domain credentials via the NTLM version 1 protocol. This provides
the remote attacker with the ability to use a “hash” obtained from Nessus. This “hash” can be potentially cracked to reveal a username or password. It may also be used to directly log in to other servers.

Because NTLMv1 is an insecure protocol this option is enabled by default.

Pokud je volba "“Do not use NTLMv1 authentication” zakazana, je teoreticky mozné primét Nessus, aby se pokusil pfihlasit k Windows serveru s doménovymi
pfihladovacimi tdaji pomoci NTLM verze 1. To poskytuje vzddlenému ato¢nikovi moznost pouZit "hash" obdrzeny z Nessus. Tento "hash" muze byt potencionalné
zneuZit jako jméno a heslo. TéZ to muze byt pouZzito k pfimému pfihlaseni na dal3i servery.

Protoze je NTLM v. 1 nebezpecny protokol, je tato volba ve vychozim stavu povolena.

the scan

Start the Remote Registry service during

This option tells Nessus to start the Remote Registry service on computers being scanned if it s not running. This service must be running in order for Nessus to execute some Windows local check plugins.

Tato volba fika Nessusu, aby nastartoval sluzbu Vzdaleny registr (Remote Registry service) na skenovaném aktivu, pokud tato sluzba nebézi. Tato sluzba je nezbytna
pro vykonani nékterych Windows kontrol.

scan

Enable administrative shares during the

This option will allow Nessus to access certain registry entries that can be read with administrator privileges.

Tato volba dovoli skeneru pfistoupit k ur¢itym polozkdm v registru, které Ize &ist je s opravnénim spravce.

Plaintext Authentication

Perform patch audits over telnet

When enabled, patch audits will be permitted over a telnet connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by
default.

Pokud je toto povoleno, bude sken povolen pfes TELNET spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou
byt zachycena. Tato moznost je ve vychozim nastaveni zakdzana.

Perform patch audits over rsh

When enabled, patch audits will be permitted over a rsh connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by default

Pokud je toto povoleno, bude sken povolen pres RSH spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou byt
zachycena. Tato moznost je ve vychozim nastaveni zakdzéna.

Perform patch audits over rexec

When enabled, patch audits will be permitted over a rexec connection. However this protocol is cleartext and usernames and passwords are unencrypted and are able to be intercepted. This option is therefore disabled by
default.

Pokud je toto povoleno, bude sken povolen pfes REXEC spojeni. Tento protokol je viak v prostém textu a jeména a hesla prochazeji v nesifrované podobé a mizou
byt zachycena. Tato moznost je ve vychozim nastaveni zakdzana.

|Invert authenticated regex

|A regex pattern to look for on the login page, that if found, tells Nessus authentication was not successful (e.g., “Authentication failed!”).

HTTP
[Login method | Specifyif the login action is performed via a GET or POST request.
POST

ISpeiﬁkace pihlasovaci metody pro HTTP (GET/POST)

[Re-authenticate delay (seconds) [ The time delay between authentication attempts. This is useful to avoid triggering brute force lockout mechanisms. o
Iﬁasové prodleva mezi pokusy o prihlaseni. Tato volba je pouzitelna pfi obchazeni zamykaciho mechanismu.

|Fo|low 30x redirections (# of levels) ]Ifa 30x redirect code is received from a web server, this directs Nessus to follow the link provided or not.

0

INa pfihlasovaci strance bude Nessus hledat Fetézec o netspésném prihlaseni. (napf. Authentication failed).

Use authenticated regex on HTTP headers

Rather than search the body of a response, Nessus can search the HTTP response headers for a given regex pattern to better determine authentication state.

Hledani vysledku autentizace v HTTP hlavi¢ce.

Case insensitive authenticated regex

The regex searches are case sensitive by default. This instructs Nessus to ignore case.

oll9| |9
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Plugins

Skenovaci zasuvné moduly nebo-li "pluginy" jsou jednotlivé dil¢i kontroly provadéné béhem skenu. Jsou fazeny do skupin (family) podle platformy.

Pokud jsou vybrany vsechny kontroly, Nessus na skenované aktivum aplikuje jen ty kontroly, které odpovidaji danému operacnimu systému.
Pokud chceme ziskat vysledky pouze z nékterych konkrétnich kontrol, oznacime jen ty, které se maji béhem skenu vykonat.

Zapnuty véechny (]

Vypnuty vSechny
Specificky vbér (]
Plugin ID Plugin Family |Nazev
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Compliance

Tzv. "Compliance" skeny umozriuji importovat vlastni auditni soubor, ktery definuje dalsi jednotlivé kontroly, které napf. vychazi z vlastnich bezpecnostnich politik, nebo napf. z

obecné platného standardu CIS.

Pouziti auditniho souboru
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GPO politika pro Windows

BICT Nessus_ips_c

BICT_Nessus_ips_c

Data collected on: 13.4.2017 11:36:01
User Revisions: 3 (AD), 3 (sysvol)
Computer Revisions: 20 (AD), 20 (sysvol)

General

Details
Domain ad.cpost.cz
Owner AD\svcagpm
Created 13.4.2017 11:13:10
Modified 13.4.2017 11:26:36
User Revisions 3 (AD), 3 (sysvol)
Computer Revisions 20 (AD), 20 (sysvol)
Unique ID {349C5679-2BFF-47B5-A899-9E217C6B23CC}
GPO Status User settings disabled

Links
Location Enforced Link Status Path
None
This list only includes links in the domain of the GPO.

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
AD\AD_Nessus_IPS_Test_G

WMI Filtering
WAMI Filter Name None
Description Not applicable
Delegation

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
AD\AD_Nessus_IPS_Test_G Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
Computer Configuration (Enabled)
Policies
Windows Settings
Security Settings
Local Policies/User Rights Assignment
Policy Setting

Deny log on as a service
Deny log on locally
Deny log on through Terminal Services

AD\AD_Nessus_local_access_G
AD\AD_Nessus_local_access_G
AD\AD_Nessus_local_access_G

Local Policies/Security Options

Network Access

Policy
Network access: Sharing and security model for local accounts

Setting
Classic - local users authenticate as themselves

System Services

Remote Registry (Startup Mode: Automatic)

Permissions
No permissions specified

Auditing
No auditing specified

Windows Management Instrumentation (Startup Mode: Automatic)

Permissions
No permissions specified
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BICT Nessus_ips_c

Auditing
No auditing specified

Windows Firewall with Advanced Security

Global Settings

Policy

Policy version

Disable stateful FTP
Disable stateful PPTP
IPsec exempt

IPsec through NAT
Preshared key encoding
SAidle time

Strong CRL check

Setting

2,26

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Inbound Rules

Name
CPOST_NESSUS_WMI (WMI-In)

This rule may contain some elements that cannot be interpreted by current
version of GPMC reporting module

Enabled

Program

Action

Authorized computers
Authorized users
Protocol

Local port

Remote port

ICMP settings

Local scope

Remote scope

Profile

Network interface type
Service

Allow edge traversal
Group

CPOST_NESSUS_ICMP

This rule may contain some elements that cannot be interpreted by current
version of GPMC reporting module

Enabled

Program

Action

Authorized computers
Authorized users
Protocol

Local port

Remote port

ICMP settings

Local scope

Remote scope

Profile

Network interface type
Service

Allow edge traversal
Group

CPOST_NESSUS_SMB

This rule may contain some elements that cannot be interpreted by current
version of GPMC reporting module

Enabled

Program

Action

Authorized computers
Authorized users
Protocol

Local port

Remote port

Description
Not configured

True
%systemroot%\system32\svchost.exe
Allow

Not configured

Not configured

6

Any

Any

Any

Any

10.xxx.xxx.132, 10.xxx.xxx.68, 10.xxx.xxx.228, 10.xxx.xxx.133, 10.
Domain

All

winmgmt

False

Not configured

Not configured

True

Any

Allow

Not configured

Not configured

1

Any

Any

Any

Any

10.xxx.xxx.132, 10.xxx.xxx.68, 10.xxx.xxx.228, 10.xxx.xxx.133, 10.
Domain

All

All programs and services
False

Not configured

Not configured

True

system

Allow

Not configured
Not configured
6

139, 445

Any
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ICMP settings

Local scope

Remote scope

Profile

Network interface type
Service

Allow edge traversal
Group

CPOST_NESSUS_WMI (ASync-In)

This rule may contain some elements that cannot be interpreted by current
version of GPMC reporting module

Enabled

Program

Action

Authorized computers
Authorized users
Protocol

Local port

Remote port

ICMP settings

Local scope

Remote scope

Profile

Network interface type
Service

Allow edge traversal
Group

CPOST_NESSUS_WMI (DCOM-In)

This rule may contain some elements that cannot be interpreted by current
version of GPMC reporting module

Enabled

Program

Action

Authorized computers
Authorized users
Protocol

Local port

Remote port

ICMP settings

Local scope

Remote scope

Profile

Network interface type
Service

Allow edge traversal
Group

BICT Nessus_ips_c

Any

Any

10.xxx.xxx.132, 10.xxx.xxx.68, 10.xxx.xxx.228, 10.xxx.xxx.133, 10.
Domain

All

All programs and services

False

Not configured

Not configured

True
%systemroot%\system32\wbem\unsecapp.exe
Allow

Not configured

Not configured

6

Any

Any

Any

Any

10.xxx.xxX.132, 10.xxx.xxx.68, 10.xxx.xxx.228, 10.xxx.xxx.133, 10.
Domain

All

All programs and services

False

Not configured

Not configured

True
%systemroot%\system32\svchost.exe
Allow

Not configured

Not configured

6

135

Any

Any

Any

10.xxx.xxx.132, 10.xxx.xxx.68, 10.xxx.xxx.228, 10.xxx.xxx.133, 10.
Domain

All

All programs and services

False

Not configured

Preferences

Control Panel Settings

Local Users and Groups

Group (Name: Administrators (built-in))

Administrators (built-in) (Order: 1)

Local Group

Action

Properties
Group name
Delete all member users
Delete all member groups

Add members
Name

AD\svcSC4_Nessus_ips

Update

Administrators (built-in)
Disabled
Disabled

Security Identifier (SID)
S-1-5-21-3951749903-3806043176-1814297650-38302
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Common
Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

User Configuration (Disabled)

No settings defined.
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Ukazka vysledného reportu ze skenu typu ,,PATCH AUDIT sken“

Sken testovacich servert systému IPS



TOP SECRET

SecurityCenter

CP_PATCH sken_prehled H.C.
(Scan: IPS)

May 1, 2017 at 12:19pm CEST

Michal Miklanek [mimiu]
CESKA POSTA S. P.

TOP SECRET


http://www.tenable.com

Souhrn

Tento report ukazuje vysledku skenu zranitelnosti na nize uvedenych aktivech. Jednalo se o tzv.
PATCH_AUDIT sken opera¢niho systému.

Cilem takového skenu je zjisténi, které opravné baliky na daném aktivu chybi. Tento report vypisuje
chybéjici patche se zavaznosti CRITICAL a HIGH.

Prehled zranitelnosti na skenovanych aktivech

B Critical 7 113%
HEHigh 22  3.54%
OMedium 49 7.89%
B Low 10 1.61%
B Info 533 85.83%

IP prehled skenovanych aktiv

144

10.165.2.87 183 8 |

10165286 251 161
10.165.2.85 118 177 I 4152

10.165.2.84 105 139 E



Vycet zranitelnosti na jednotlivych
aktivech

10.165.2.87

IP Address: 10.165.2.87
NetBIOS Name: AD\IPS5T-AS
DNS Name: ips5t-as.centrum.cpost.cz

OS CPE: cpe:/o:microsoft:windows_server_2012:r2:gold:x64-datacenter
MAC Address: 00:50:56:b3:33:86
Score: 183

Repository: DC_MaleSice_ISZS

Pocty zranitelnosti dle zavaznosti HIGH a CRITICAL

Critical 2
High

8



Vypis zranitelnosti zavaznosti: Critical, High

72704 Microsoft .NET Framework Unsupported Critical
92516 Oracle Java SE Multiple Vulnerabilities (July 2016 CPU) Critical
81264 E/IXSeLit(I)Jr: .(:;/Ou(;r(;‘etléast;lllty in Group Policy Could Allow Remote Code High
87253 MS15-124: Cumulative Security Update for Internet Explorer (3116180) High
90625 Oracle Java SE Multiple Vulnerabilities (April 2016 CPU) High
90828 Oracle Java SE Hotspot JSR 292 Method Handles RCE High
94138 Oracle Java SE Multiple Vulnerabilities (October 2016 CPU) High
96628 Oracle Java SE Multiple Vulnerabilities (January 2017 CPU) (SWEET32) High
99312 CK:E::]?:IaSSngUVF\)/ér;?ZWS 8.1 and Windows Server 2012 R2 April 2017 High
99588 Oracle Java SE Multiple Vulnerabilities (April 2017 CPU) High

Vypis otevienych portii na skenovaném aktivu
ot | mb | low | Wed | Hgn | Cit | Tow __
0 36 0 36
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10.165.2.86

IP Address: 10.165.2.86

NetBIOS Name: AD\IPS4T-AS

DNS Name: ips4t-as.centrum.cpost.cz

OS CPE: cpe:/o:microsoft:windows_server_2012:r2:gold:x64-datacenter
MAC Address: 00:50:56:91:cd:e4

Score: 251

Repository: DC_MaleSice_ISZS

Pocty zranitelnosti dle zavaznosti HIGH a CRITICAL

Critical 3
High 9



Vypis zranitelnosti zavaznosti: Critical, High

72704 Microsoft .NET Framework Unsupported Critical
MS17-010: Security Update for Microsoft Windows SMB Server (4013389)

97737 (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) Critical
(ETERNALSYNERGY)

97743 MS17-012: Security Update for Microsoft Windows (4013078) Critical

MS15-011: Vulnerability in Group Policy Could Allow Remote Code

S Execution (3000483) aleln
87253 MS15-124: Cumulative Security Update for Internet Explorer (3116180) High
97729 MS17-006: Cumulative Security Update for Internet Explorer (4013073) High
97731 MS17-009: Security Update for Microsoft Windows PDF Library (4010319) High
97732 MS17-011: Security Update for Microsoft Uniscribe (4013076) High
97733 MS17-017: Security Update for Windows Kernel (4013081) High
97738 MS17-018: Security Update for Windows Kernel-Mode Drivers (4013083) High
97794 MS17-013: Security Update for Microsoft Graphics Component (4013075) High
99312 KB4015550: Windows 8.1 and Windows Server 2012 R2 April 2017 High

Cumulative Update
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10.165.2.85

IP Address: 10.165.2.85

NetBIOS Name: AD\IPS3T-DS

DNS Name: ips3t-ds.centrum.cpost.cz

OS CPE: cpe:/o:microsoft:windows_server_2012:r2:gold:x64-datacenter
MAC Address: 00:50:56:91:10:86

Score: 118

Repository: DC_MaleSice_ISZS

Pocty zranitelnosti dle zavaznosti HIGH a CRITICAL

Critical 1
High 2



Vypis zranitelnosti zavaznosti: Critical, High

72704 Microsoft .NET Framework Unsupported Critical

MS15-011: Vulnerability in Group Policy Could Allow Remote Code
Execution (3000483)

87253 MS15-124: Cumulative Security Update for Internet Explorer (3116180) High

81264 High

Vypis otevienych portii na skenovaném aktivu
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10.165.2.84

IP Address: 10.165.2.84

NetBIOS Name: AD\IPS3T-AS

DNS Name: ips3t-as.centrum.cpost.cz

OS CPE: cpe:/o:microsoft:windows_server_2012:r2:gold:x64-datacenter
MAC Address: 00:50:56:b3:5f:6e

Score: 327

Repository: DC_MaleSice_ISZS

Pocty zranitelnosti dle zavaznosti HIGH a CRITICAL

Critical 1
High 3



Vypis zranitelnosti zavaznosti: Critical, High

72704 Microsoft .NET Framework Unsupported Critical
MS15-011: Vulnerability in Group Policy Could Allow Remote Code

81264 Execution (3000483) aleln
MS15-101: Vulnerabilities in .NET Framework Could Allow Elevation of .

85847 Privilege (3089662) High

87253 MS15-124: Cumulative Security Update for Internet Explorer (3116180) High

Vypis otevienych portii na skenovaném aktivu
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