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Abstract

This master’s thesis addresses network forensic tools survey and taxonomy. It describes
network forensics fundamentals, including network forensic process models, techniques, and
evidence sources. Furthermore, the project contains a survey of existing network forensic
tools taxonomies, including their comparison, followed by the network forensic tools survey.
In addition to the tools mentioned in the taxonomy survey, the survey is extended to other
network tools. Subsequently, the detailed description and comparison of available datasets
that can be analyzed using the forensic tools are provided in this project. According to the
information obtained from surveys, frequent use cases for forensic tools are designed, and
the tools are demonstrated within the description of individual use cases. In addition to
publicly available datasets, the demonstration also uses newly created datasets described
in detail in its chapter. Based on the gained information, new taxonomy is designed. This
taxonomy is based on the use cases of the tools in contrast to other taxonomies based on
NFATs and NSM tools, user interface, capturing the data, analysis, or type of forensics.

Abstrakt

Tato diplomova praca sa zaoberd prieskumom a taxondémiou sietovych forenznych nastro-
jov. Popisuje zakladné informaécie o sietovej forenznej analyze, vratane procesnych modelov,
technik a zdrojov dat pouzivanych pri forenznej analyze. Dalej praca obsahuje prieskum
existujucich taxonémii sietovych forenznych nastrojov vratane ich porovnania, na ktory
navéizuje prieskum sietovych forenznych nastrojov. Diskutované siefové nédstroje obsahuju
okrem néastrojov spomenutych v prieskume taxonémii aj niektoré dalsie siefové nastroje.
Nasledne st v préaci detailne popisané a porovnané datasety, ktoré st podkladom pre analyzu
jednotlivymi siefovymi nastrojmi. Podla ziskanych informécii z vykonanych prieskumov st
navrhnuté ¢asté pripady pouzitia a nastroje si demonstrované v ramci popisu jednotlivych
pripadov pouzitia. Na demonstrovanie nastrojov st okrem verejne dostupnych datasetov
pouzité aj novo vytvorené datasety, ktoré su detailne popisane vo vlastnej kapitole. Na
zaklade ziskanych informacii je navrhnuta nova taxondémia, ktora je zalozena na pripadoch
pouzitia néstrojov na rozdiel od ostatnych taxonémii zaloZzenych na NFAT a NSM néstro-
joch, uzivatelskom rozhrani, zachytavani dit, analyze, ¢i type forenznej analyzy.
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Rozsireny abstrakt

Tato diplomova praca sa zaoberd prieskumom a taxonémiou sietovych forenznych nastrojov.
Cielom prace je vykonat prieskum existujicich taxonémii sietovych forenznych nastrojov a
nasledne na zaklade ziskanych informécii vhodne aktualizovat existujice taxonémie alebo
vytvorit novi taxonémiu. Préca okrem samotnej klasifikdcie obsahuje aj prieskum dostup-
nych sietovych nastrojov pre forenzni analyzu, prieskum dostupnych datasetov, navrhnutie
castych pripadov pouzitia nastrojov a ich demonstrovanie s pouzitim ziskanych datase-
tov a pripadne vytvorenim novych aktualizovanych datasetov. Tieto dodato¢né informécie
rozsiruju obzor sietovej forenznej analyzy a tym pomahaji k navrhnutiu taxonémie, ktora
sa dotyka aj praktickej casti forenznej analyzy a nie je zalozena len na tedrii existujucich
taxonémii.

Zaciatok prace sa venuje ivodu do sietovej forenznej analyzy. Tento Gvod obsahuje zak-
ladné informécie zo sietovej analyzy. Po definovani sietovej forenznej analyzy, s pouzitim
niekolkych definicii, st popisané dva pristupy k procesu sietovej forenznej analyzy, a to
vseobecny procesny model a OSCAR metodolégia vysetrovania, ktora na rozdiel od vseobec-
ného procesného modelu obsahuje len pét faz, ktoré st vSak obsahovo podobné. Dalej st
v tomto tivode obsiahnuté aj niektoré forenzné techniky. Zaver tejto ivodnej kapitoly je
venovany zdrojom sietovych déat, v ktorych je mozné najst dokazy potrebné pre forenzné
vysetrovanie. Ako zdroj mozu sluzit nefiltrované zachytené pakety, data relacii, alerty gen-
erované IDS systémami, ¢i rozne Statistické data.

Nasledna cast prace obsahuje vykonané prieskumy dostupnych taxondémii, nastrojov
a dat. Najskor je detailne popisanych sedem taxondémii, ktoré boli ziskané z prieskumu
dostupnej literatury (odbornych ¢ldnkov a knih venujicich sa danej problematike). Tieto
taxonomie st zoradené chronologicky podla ¢asu publikovania a najstarsia klasifikacia je
taxonomia autora Simson Garfinkel publikovana v roku 2002. Najnovsia ziskana taxonémia
je z roku 2019 a je definovand agenttirou ENISA. Kapitolu venujicu sa prieskumu dostup-
nych taxonémii ukoncuje porovnanie jednotlivych ziskanych taxonémii. Druhy prieskum
navazuje na ten predosly. Ide o prieskum dostupnych nastrojov, ktoré mézu byt pouzité
pri sietovej forenznej analyze. Obsahom st nastroje, ktoré sa objavuju ako priklady ku
kategéridm v existujicich taxonémiach. Tento prieskum je rozsireny o néastroje, ktoré
neboli spomenuté. Celkovo je popisanych 119 nastrojov. Kazdy ndstroj okrem stru¢ného
popisu nastroja a odkazov na prislusné webstranky, obsahuje aj zaradenie do faize OSCAR
modelu, kedy méze byt uzitoény v ramci sietovej forenznej analyzy. Poslednym vykonanym
prieskumom je prieskum verejne dostupnych datasetov. Tento prieskum obsahuje datasety
z roznych oblasti, roznej velkost a dizke zachytenej komunikdcie. Zahrnuté si datasety
obsahujtice DoS utoky, packet injection utoky, IDS déta, ale aj Sifrovand komunikécia s dos-
tupnymi kliémi na desifrovanie. Medzi datasetmi sa nachddza aj zndmy dataset zachytenej
komunikéacie Sikanovania na univerzite Nitroba. Celkovo je popisanych Sest datasetov, z
ktorych sa viaceré skladaju z niekolkych PCAP stborov a st dalej rozdelené podla konkrét-
nejsich kritérii. Rovnako ako vyskum venujtci sa dostupnych nastrojom, aj tento vyskum
datasetov je zakonceny porovnanim.

Druhé polovica prace zac¢ina definovanim castych pripadov pouzitia sieftovych foren-
znych nastrojov a ich demonstrovanim na dostupnych datasetoch. Navrhnuté a popisané
pripady pouzitia st vyvodené z informéacii ziskanych zo vSetkych predchadzajtcich priesku-
mov. Na zaciatku je popisany komplexny pripad siefovej forenznej analyzy, ktory je de-
monstrovany na Nitroba datasete, kde je doraz kladeny na pouzité nastroje v jednotlivych
castiach vysetrovania. Nésledne st popisané a demonstrované pripady pouzia ako nastroje
na skenovanie, nastroje zachytavajice komunikaciu, nastroje zamerané na vizualizaciu dat,



analyzacné nastroje, diagnostické sietové nastroje, IDS/IPS systémy a SIEM systémy. Zaver
kapitoly zhrnuje popisané pripady pouzitia a dotyka sa taktiez porovnania s informéciami
uvadzanymi v prieskumoch.

Kedze datasety ziskané z prieskumu neobsahujui vsetky potrebné data na demonstrovanie
niektorych nastrojov, boli vytvorené nové datasety. Nové datasety boli vytvarané aj z
dovodu aktualizacie datasetov o data dnesnej sietovej komunikicie. Takto bol vytvoreny
dataset obsahujuci historické data z webového prehliadaca, ¢i dataset venujici sa zachytava-
niu rovnakej komunikécie viacerymi nastrojmi. Ako dalsi novo vytvoreny dataset je dataset
obsahujtci komunikaciu dnesnej doby, ktord zahina sluzby ako OpenVPN, TeamViewer,
ESET prehliada¢, Microsoft Mail ¢ WinSCP. Cast tohto datasetu obsahuje taktiez komu-
nikaciu, kde boli demonstrované diagnostické sietové nastroje. Sucastou datasetu reflektu-
juceho sucasnu siefovi komunikaciu je aj dataset zachytavajici komunikaciu vybranych mo-
bilnych aplikacii — “Ideme vlakom (ZSSK)”, “Mapy.cz”, “Sygic”, “AliExpress”, “Gmail”,
“Alza”, a “Strava”.

Nésledne je praca zavisena kapitolou popisujicou novo navrhnutd taxonémiu siefovych
forenznych nastrojov. Navrhnuta taxondémia sa opiera o vsSetky ziskané informécie z vyko-
nanych prieskumov. Hlavny déraz je kladeny na pripady pouzitia. Vsetky rozhodnutia st
riadne diskutované a odévodnené zo ziskanych informécii popisanych v predchadzajtcich
kapitolach. Struktira taxonémie pozostava z hlavnej kategérie urcéujicej pripad pouzi-
tia, ktorej je priradenych niekolko dalsich kategérii urc¢ujicich dalSie vlastnosti nastroja.
Takto je definovanych sedem hlavnych kategérii —nastroje na skenovanie, nastroje zachyta-
vajuce komunikéciu, nastroje zamerané na vizualiziciu dat, analyzacné néstroje, diagnos-
tické sietové nastroje, IDS/IPS systémy a SIEM systémy. Definované podkategérie sa lisia
u jednotlivych hlavnych kategérii, avSak niektoré st spolo¢né. Medzi spolo¢né kategérie
patri napriklad uzivatelské rozhranie, podporovana platforma, ¢i urcenie ¢i sa jedné o bez-
platny alebo komerény nastroj. Sucastou navrhnutej taxondmie je aj priradenie nastrojov
k jednotlivym kategériam. Celkovo je v taxonémii priradenych 12 néstrojov na skenovanie,
17 nastrojov zachytavajicich komunikaciu, 9 vizualiza¢nych nastrojov, 30 analyzacnych
nastrojov, 18 diagnostickych nastrojov, 8 IDS/IPS systémov a 4 SIEM systémy.

Zaver prace zhrnuje vysledky prace a rovnako popisuje vystup casti prace v podobe
webovej stranky, ktora tvori pridant hodnotu tejto prace. Tato webova stranka je vere-
jne dostupna v podobe GitHub Pages na https://martinazembjakova.github.io/Network-
forensic-tools-taxonomy/ a jej obsahom je vystup prieskumov, ktoré sa venuji dostupnym
siefovym nastrojom a datasetom.
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Chapter 1

Introduction

As Maria Dailey says: “Today’s forensic tools are characterized by their variety of functions,
so determining what you need accomplished is key to making the right choice [185].

Many network tools can assist in the investigation, whether they are tools designed
specifically for forensic analysis or common network security tools. There are also attempts
to include these tools in thematic taxonomies to make it easier to get an overview of the
existing tools that can be used [188, 194, 198, 186, 189, 192, 187]. This project aims at the
network forensics tools survey and taxonomy.

The beginning of this project focuses on the fundamentals of network forensics. Firstly,
the network forensics is defined. The following section of chapter 2 describes the network
forensic process models. The generic process model and OSCAR investigative methodol-
ogy are discussed. Furthermore, the network forensic techniques are discussed, including
traceback, converge network techniques, attack graphs, distributive techniques, and IDS
techniques. The end of this chapter reviews network-based evidence and the sources of this
evidence.

There are several articles about the network forensic tools taxonomy. Chapter 3 re-
views the found taxonomies and network tool categories. Omne of the first attempts to
classify the tools used for network forensic analysis was published on O’Reilly Network
by Simson Garfinkel [188]. The other tool classifications were published in the following
journals: International Journal of Network Security & Its Applications (IJNSA) [194], Dig-
ital Investigation [198], and IOSR Journal of Computer Engineering (IOSR-JCE) [192].
Moreover, the books that contain network forensic tools taxonomy are “Network Forensics:
Tracking hackers through cyberspace” [186] and “Fundamentals of Network Forensics” [189].
ENISA also describes some well-known tools for network forensic analysis in the document
handbook for “Trainings for Cybersecurity Specialists” called “Introduction to Network
Forensics” [187]. All mentioned taxonomies are compared at the end of this chapter.

The individual network forensic tools gathered from the previous literature survey are
described in detail in chapter 4. In addition to the already mentioned tools, other network
tools are also described, including open-source and commercial tools.

To demonstrate use cases for network forensic tools, there is a need to have datasets
that can be analyzed using some network tools. Some public datasets are described in detail
in chapter 5. The end of the chapter deals with the comparison of the described datasets.

Chapter 6 starts with the detailed description of the concrete investigation scenario
focusing on the used tools. Description of other use cases according to the information
obtained from previous surveys from chapter 3 and 4 follows. Designed frequent use cases



include scanners, sniffers, visualizers, analyzers, network diagnostic tools, IDS/IPS, and
SIEMs. Most use cases also include the demonstration of tools.

After network forensic tools, datasets, and taxonomies surveys, and after designing
frequent use cases, new taxonomy is designed. This taxonomy is discussed in chapter 8 and
is based on the existing taxonomies focusing on use cases.

Chapter 7 contains newly created datasets with the data that extends the existing
datasets from chapter 5. A new type of data is included, such as web browser history.
In addition, protocols that are part of today’s network traffic are included. Furthermore,
captured network traffic using several sniffers also appears between these new datasets that
are part of the thesis outputs.

Final Chapter 9 summarizes this project’s results. The website based on the chapters 4
and 5, which is an output of performed surveys, is also briefly described. This website is
created using the GitHub Pages environment.



Chapter 2

Network forensics

The fundamentals of network forensics are presented in this chapter. After the definition of
network forensics, the network forensic process is described, where the generic process model
and OSCAR investigative methodology are discussed. The following section is focused
on network forensic techniques. The last section of this chapter describes network-based
evidence and the sources of this evidence.

2.1 Definition

Network forensics can be defined as a part of digital forensics with the focus on networks.
It deals with the network traffic data acquired by active or passive network devices. The
sources of network evidence are described in section 2.4. The main goal of network forensics
is to investigate the network evidence to determine if there was a security incident or other
anomaly, provide evidence about the incident and document the whole investigation [190].

Network forensics can be classified as a cross-discipline of digital forensics and communi-
cation networks [201]. Tt is the science that deals with the capture, recording, and analysis
of network traffic for detecting intrusions and investigating them. Its concept deals with
the network data (data found across a network connection, both ingress and egress traffic)
and analyzes them [198].

Palmer defines network forensics as the use of scientifically proven techniques to collect,
fuse, identify, examine, correlate, analyze, and document digital evidence from multiple
digital sources for the purpose of uncovering facts related to the planned intent, or measured
success of unauthorized activities meant to disrupt, corrupt, and or compromise system
components as well as providing information to assist in response to or recovery from these
activities [197].

The forensic network can be extended to include mobile networks, cloud computing, the
Internet of Things (IoT), industrial control systems, and software-defined networks (SDNs).
In addition to tools for common network forensics, this modern network forensics also uses
tools developed specifically for this specific environment [201].

2.2 Network forensic process

Network forensics is a science that investigates network evidence, as described in the defi-
nitions. This whole investigation is a process that consists of many steps. Individual steps



can differ in different types of models. It took time for the process model for network
forensics was defined.

At the beginning of network forensics, there were used process models defined for general
digital forensics. The first attempt at using the digital forensic process model in a network
environment was taken up in the first Digital Forensic Research Workshop [196]. The
investigative process in digital forensic science contained the following steps: identification,
preservation, collection, examination, analysis, presentation, and decision. There were also
other attempts to improve this process model or create new ones, but all were applied only
in general digital forensics [198].

The first general process model for network forensics was proposed in 2005 and contained
the following steps: capture, copy, transfer, analysis, investigation, and presentation. In
2010, another generic process model for network forensics was introduced based on several
existing forensics models. This new model was proposed as a part of the journal article
“Network forensic frameworks: Survey and research challenges” [198].

Another process model that can be used for network forensics is OSCAR investigative
methodology. This model was defined in 2012 with the following steps: obtain information,
strategize, collect evidence, analyze, and report [186].

These last two models, the generic process model from 2010 and the OSCAR model,
are described in more detail in the following sections.

2.2.1 Generic process model

Generic process model that was introduced in the “Network forensic frameworks: Survey
and research challenges” expands the previous models and adds other process steps. This
generic process model can be seen in figure 2.1. The first five phases including Incident
Response work with the real-time network traffic data. The other phases are part of the
post-attack investigation. The following sections describing the generic process model are
based on the original Pilli’s research [198].

Preparation
The preparation phase ensures that all network monitoring tools are prepared for use. It
checks that the network security tools are placed in strategic points on the network.

Detection

The detection phase helps in attack discovery. It observes the alerts generated by the
security network tools and analyzes noticed anomalies and unauthorized events. This phase
also includes quick validation of the attack to avoid false alarms. It can provide the incident
response.

Collection

The collection phase collects the network traffic data acquired from the sensors. There is a
huge expectation for the system memory, gathering maximum evidence with the minimum
impact on the victim, and handling different log data formats.
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Figure 2.1: Generic process model

Preservation

The preservation phase ensures data integrity. The originally captured data are stored on
a backup device with reading access only. There is also a preserved hash of all trace data.
The investigation and analysis are done only on the copied evidence.

Examination

The examination phase provides a copy of the packet capture file for investigation. It
integrates and fuses evidence data from all sources into one large data set. The evidence is
also searched for specific attack indicators.

Analysis

The analysis phase classifies and correlates the attack indicators. There are used the fol-
lowing approaches for searching the data and matching attack patterns: statistical, soft
computing, and data mining approaches.

Investigation

The investigation phase determines the traceback. The obtained packet captures and statis-
tics are used for the attribution of the attack. The investigation phase works together with



the previous analysis phase when some additional features are required. This phase provides
data for incident response.
Presentation

The presentation phase results in the attacker’s prosecution based on the data provided
in the investigation phase. The observations are presented with explanations of the proce-
dures used to arrive at a conclusion. There is also included systematic documentation and
visualized conclusions.

Incident Response

After the detection phase, a suitable incident response is generated based on the nature of
the attack. There is also an action plan on how to defend against future attacks, recover
from existing damage, and decide to continue investigating and gathering more information.
After the investigation phase, there may be needed to take some actions to control and
mitigate the attack.

2.2.2 OSCAR investigative methodology

OSCAR investigative methodology is an overall step-by-step process model for network
forensics defined in the book “Network Forensics: Tracking hackers through cyberspace”.
The following figure 2.2 visualizes the OSCAR investigative methodology. The acronym
“OSCAR?” reflects the first letters of the individual steps of this process model [186].

Obtain
information
Strategize
Collect
evidence

Figure 2.2: OSCAR investigative methodology model

Obtain information

Obtaining information before the investigation is the first thing the investigator needs to
do. It is necessary to obtain information both about the incident itself and about the
environment [186].

The information obtained about the incident can differs for individual incidents and
may contain [186]:



description of what happened,

date, time, and method of incident discovery,
persons, systems, and data involved,

actions taken since discovery,

summary of internal discussions,

legal issues,

time frame for investigation/recovery /resolution,

goals.

Knowing about the environment is also essential because every environment is constantly
changing. The information about the environment may contain [186]:

business model,

legal issues,

network topology,

sources of network evidence,

organizational structure,

incident response management process/procedures,
communications systems,

resources available.

Strategize

It is essential to plan the investigation, especially in network forensics, because of the
evidence of many sources and the evidence’s volatility. The strategizing the investigation
makes the work more effective [186].

Authors of the book “Network Forensics: Tracking hackers through cyberspace” provide
some tips for developing an investigative strategy [186]:

understand the goals and time frame of the investigation,

list resources (including personnel, time, and equipment),

identify likely sources of evidence,

for each source of evidence, estimate the value and cost of obtaining it,
prioritize evidence acquisition,

plan the initial acquisition/analysis,

decide upon the method and times of regular communication/updates,

after initial analysis there may need to be acquired more evidence (iterative process).
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Collect evidence

After prioritizing the sources of evidence and creating an acquisition plan, the evidence
collection can be started. When acquiring the evidence, the following three components
should be addressed [186]:

e Document— keeping a careful log of actions taken during the evidence collection and
addressed systems (recording date, time, source, method of acquisition, name of the
investigator, and chain of custody),

e Capture — capturing the evidence (packets, logs, hard drive images),

e Store/Transport— the collected data should be stored securely and maintain the chain
of custody.

Analyze

Although the analysis process can differ for each case study, in the analysis phase, there
should be considered at least the following elements [186]:

e (Correlation—what data should can be compiled, from which sources