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1 Quantum Key Distribution protocols

1.1 Quantum key distribution

Cryptography has always been an important part of communication. The secu-
rity of transmitted messages is very important today and throughout the his-
tory. With the advent of Internet, electronic business and online transactions
that came later, cryptographic security became an integral part of modern life.
Well-developed cryptographic protocols assure us that our personal information
will remain secure during any online transactions. The ultimate dream of code-
makers is to create such a protocol that will be impossible to crack and will
remain secure and unbreakable in any circumstances and for any possible future
technologies. Surprisingly, this protocol, the so-called One-Time Pad (OTP)
was already invented and if used correctly this protocol cannot be cracked.
OTP was proposed in years 1917-1926 by Gilbert Vernam [I]. It’s predecessor,
Vernam cipher, used similar coding system, but was vulnerable because secret
key was reused after some time. OTP as many other cryptographic systems is
based on the secret keys that should be available only to trusted parties, while
the encrypted text can be publicly known.

Alice

0110100001100101011011
000110110001101111

0110100001100101011011

000110110001101111 | BiNary message Binary message

=

0110101100100010010100

€p Bitwise XOR

0110101100100010010100
010100001001110010

Secret ke
010100001001110010 v Secret key

P Bitwise XOR
0000001101000111001111 I —\ | 0000001101000111001111

010010111000011101 w v 010010111000011101
Encrypted message Received message

0000001101000111001111
010010111000011101

Figure 1: Tllustration of one-time pad. Alice encodes her message using secure
key by performing bitwise XOR operation. The encrypted message is sent to
Bob through untrusted channel. Bob uses the same secure key and performs
bitwise XOR operation on ciphertext to get the original message. Although Eve
can copy the encrypted message she would not be able to decode it without
secure key.

As illustrated on figure [I] OTP is an encryption algorithm that allows to
encode text in ASCII using the secure key. This secure key has 3 requirements:

1. Key must have the same length as an original message.

2. Key must be random.



3. Key must be known only to trusted parties of communication.

Granted that the secure key will be used only once, the absolute security was
proven by Claude Shannon [2].

Despite the proven security OTP suffers from practical implementation diffi-
culties. These difficulties arise from previously stated requirements to the secure
key. First of all, truly random numbers are difficult to obtain. Truly random
numbers cannot be acquired from chaotic, but in principle classical processes,
due to deterministic nature of classical physics. However truly random numbers
can be generated with the use of elementary quantum processes [3]. Secondly,
there is no way to fully securely distribute a key though untrusted channel.
If there was a way to do this directly than protocols dealing with secure key
transmission would not be needed. The main problems is that any kind of
information encoded by classical means can be copied and duplicated. These
limitations explain why OTP that theoretically provides impeccable security
was used so rarely in practice. There are other protocols that use much shorter
keys for secure communication, but these protocols are not as secure as the

OTP.
(0 )
U Public key

Encyption Intercepted
algorithm message

Encrypted
message Private key

% N Encrypted

14 message

Figure 2: RSA protocol

Nowadays one of the most popular cryptographic scheme is RSA, named
after its inventors - Ron Rivest, Adi Shamir and Leonard Adleman [4]. RSA is
an asymmetric algorithm with a public key, based on computational complexity
of finding prime factor of a large integer. In this scheme Bob prepares two
different cryptographic keys - public key and private key. Public key can be
acquired by anyone, but private key is known only to Bob. Alice can easily
get a public key, use it to encode her message and send it to Bob via public
channel. Eve, an eavesdropper, if she is listening to this public channel, can
copy the encoded information but she will also need a copy of the private key,
that can decrypt encoded message and is only known to Bob.

RSA algorithm, that belongs to public key cryptographic algorithms group,
overcome the necessity of having trusted channel or trusted couriers, that deliver
key to trusted parties through untrusted channel. This significant property of



RSA made it very popular amongst other cryptographic algorithms and widely
adopted in modern cryptographic systems. Sadly, RSA is based on unproven
mathematical assumption that there is no efficient way to find the prime factors
of a large integer. Yet, this assumptions has not been proved and it’s proba-
ble proof is still an open question. If an efficient way will be ever developed
it would compromise most public cryptographic systems. Furthermore, an ef-
ficient factoring algorithm running on a quantum computer exists [5]. Possible
connection of a quantum computer to modern networks will result in disastrous
consequences. Although the creation of quantum computer is still a distant
perspective, such a security threat cannot be disregarded.

Nevertheless the way to distribute secret keys through untrusted channels
was found and is called quantum key distribution (QKD). QKD can be applied
to other cryptographic schemes including previously mentioned OTP. QKD is
based not on computational complexity but rather on limitations imposed by
laws of physics.

Untrusted
channel

Alice

\ Classical channel

Bob

Figure 3: Quantum key distribution scheme

Presented on figure [3]is a general scheme of QKD that includes 3 main par-
ticipants: Alice “the sender”, Bob “the receiver” and powerful Eve “the eaves-
dropper”. First of all, one makes an assumption that Eve possesses unlimited
computational capabilities and is limited by laws of physics only. Secondly, Al-
ice and Bob share two channels - authenticated classical channel and quantum
channel (by quantum channel we mean a channel where quantum-information
carriers propagate). Despite the fact that these main participants and their
roles stay the same there are lots of possible types of QKD based on various
information carriers, types of reconciliation, light sources etc.



QKD begins with the distribution of single quanta between Alice and Bob.
Eavesdropping, from physical point of view, is an act of measurement or du-
plicating a distributed carriers of information, performed by an outside (un-
trusted) party. According to the rules of quantum mechanics, in general, any
performed measurement inevitably modifies the state of the quantum particle.
Any attempt of measurements in the untrusted transmission channel can later
be discovered by Alice and Bob in a following public communication.

Any QKD based scheme, in general, proceeds as follows: Alice on her side
prepares the information carrier, encodes information into it and then sends
it to Bob through untrusted quantum channel (air, optical fiber). Initially we
assume that Eve can fully control the quantum channel. After the information
carrier got on Bob’s side and was measured, Alice and Bob use authenticated
classical channel for reconciliation. Both of them do not reveal information
about detection results, so even if Eve is eavesdropping this classical channel
she would not acquire additional information about the key.

1.2 The priciples of quantum cryptography
1.2.1 No-cloning theorem

The no-cloning theorem is one of the most earliest and important result in the
study of quantum information. In 1982 N. Herbert proposed FLASH, a super-
luminal communication device based on quantum entanglement and on perfect
cloning of an arbitrary unknown quantum state [6]. Herbert’s suggestion con-
flicted with special relativity and aroused a huge debate in scientific community.
Soon a refutations of his proposal, containing independently discovered quan-
tum no-cloning theorem, were made by W.K. Wooters and W.H. Zurek [7] and
D .Dieks [g].

No-cloning theorem is an important result of quantum mechanics and is
utmost crucial for quantum key distribution. No-cloning theorem asserts that
creation of identical copies of an arbitrary unknown quantum state is forbidden.
If it was not, the cloning machine could be used to produce several identical
copies of an unknown state, measurements on these copies could provide an
information about conjugate properties of the state with high precision that
violates uncertainty principle. No-cloning theorem is a consequence of linearity
of quantum mechanics.

W.K. Wooters and W.H. Zurek provided a simple and intuitive proof [7].
Assuming that perfect cloning is possible a device that can create such replicas,
the cloning machine, would have the following effect on an incoming qubit:

[Ao) [9) = [Ay) [99) (1)

Here |Ap) is the initial state of the machine that is independent on the state
of the incoming qubit, and |A,)is machine’s final state, which may or may not
depend on the state of original qubit that is intended to be cloned. Suppose
that we want to clone a photon with certain polarization state. Than cloner
will work for vertical polarizations as

10



[40) 11) = |Avers) [1T) (2)

and for horizontal polarizations

[40) [€2) = [Anor) [+43) (3)

Such transformations should be represented by a linear operator. If initial
photon is, for example, linearly polarized in 45° direction, than its state can
be written as «a|]) + 3 |<»), where a = = % Using equations and
interaction of such a photon with cloning machine can be written as

|4o) (a[T) + B1¢2)) = a|Avere) [TT) + BlAnor) [<343) (4)

Generally cloning machine’s states |Ayert) and |Apor) after cloning proce-
dure can be dissimilar, then photons at the output of the apparatus will be
in a maximally mixed state. If apparatus states are identical than the output
photons will be in a pure state.

alll) + Blee) ()

In neither of these cases output of the cloning machine contains two photons
having « [}) + 8 |<>) polarization. Therefore no device can perfectly clone an
arbitrary polarization unless we have a prior knowledge that possible states of
initial qubit are orthogonal.

Apparently no-cloning theorem imposes lots of limitations, but it turns out
that they can be turned to advantages, and the biggest one is that this theorem
allows us to reveal any communication eavesdropper since his presence inevitably
disturbs the quantum state.

Quantum key distribution can be divided into 2 branches: discrete variable
and continuous-variable protocols. For better understanding of main principles
and mechanics of QC it is convenient to start with the first proposed discrete-
variable protocol.

1.2.2 The BB84 protocol

BB84 is a QKD scheme developed by Charles H. Bennet and Gilles Brassard
in 1984 [9]. and was a basis for the first quantum cryptography protocol. The
protocol itself is secure due to previously described no-cloning theorem, it also
is based on one-time pad encryption. Generally BB84 can be used for any kind
of qubit - electron, photon etc.

Polarization qubits are commonly used in BB84, and we will use them for
further description of the protocol. As previously mentioned 3 main partici-
pants take part in QKD. Alice wishes to send a private key to Bob, she uses 4
polarization states to encode bits of information: horizontal (H), vertical (V),
diagonal (D, 45 °) and anti-diagonal (A, —45°). She can assign bit values of “0”
and “1” to these respective polarization states, but commonly H or D represent
“0” and V or A represent “1”. Bob on his side has a detector that can measure

11



either in H and V basis (+)or in A and D basis (x). For each sent photon
Alice randomly chooses a basis of polarization, as well as Bob randomly chooses
the basis of the analyzer. If Bob’s and Alice’s basis were the same than Bob’s
measurement, result will provide correct bit value with certainty. On the other
hand if Bob will choose “wrong” basis, he will obtain a random result.

After receiving the incoming encoded message Bob uses authenticated clas-
sical channel to reveal to Alice the sequence of analyzers that he was using to
detect photons. Alice tells him which times he used proper analyzer, but does
not reveal the bit value. Next they conduct a reconciliation - process in which
they discard all measurements for which Bob used the wrong analyzer, so that
Alice and Bob at the end in principle will share the same bit sequence without
any errors.
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Figure 4: BB&84 protocol. Alice encodes bit sequence onto photon polarization
states and sends them to Bob, who chooses measurement bases, detects photons
an obtains another bit sequence. Alice and Bob use classical channel to check
whether Bob used a proper basis for every individual measurement therefore
they sift second bit sequence and obtain secure key [10].

Eve, in her turn, must also guess which analyzer to use for measuring each
photon sent by Alice. Despite any technological advancement that Eve can
potentially posses, she still has a probability of 1/2 to guess the correct analyzer.
If she picks a correct analyzer, she can prepare and resend photon to Bob, but
Eve will inevitably choose the wrong analyzer and will change the quantum
state of the photon by her measurements. Consequently, when Bob receives a
photon, he will occasionally get the wrong bit value even though he and Alice
used the same polarization bases. Alice and Bob can take a small sample of
their bit sequence and examine it for errors, that will allow them to determine
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if an eavesdropper was present.

So after reconciliation Alice and Bob share the “sifted” bit sequence, that
still may contain errors due to technical imperfections or Eve’s intervention.
Usually such errors are at rates of few percents. Conclusively, Alice and Bob
should perform error correction, using any suitable error correction algorithm.
Another important step - privacy amplification, that is done to reduce Eve’s
knowledge about the key. Both error correction and privacy amplification use
part of the shared bit sequence and ultimately reduce the total length of it.
For example during one of the plain error correction algorithms Alice chooses
2 bits from the shared bit sequence and discloses their XOR value. If Bob has
the same XOR value for respective bits than he and Alice keep the first bit
and discard the second bit from the chosen pair, if Bob’s XOR value does not
correspond to Alice’s one than both of them discard both bits. There are a lot
of other more complex and efficient error correction algorithms, but all of them
inevitably reduce the key length. The same is true for privacy amplification.
Here is the example of one of the possible algorithms. Alice chooses 2 bits from
the sequence and calculate their XOR value, but this time she does not send
the XOR value but the number of bits she has chosen (e.g. number 11 and
218). After this Alice and Bob replace these bits with their XOR value. This
technique effectively reduces Eve’s knowledge about the key, since she possess
only partial information about the bits and she will have even less for their XOR
value. If Eve knows the value of the first bit, but doesn’t know anything about
the second bit, than she cannot get their XOR value. For example if - Eve
knows the value of both bits with 60% probability, then the probability that
she correctly guesses the XOR value is only 0.62 + 0.4 = 52%. This process
should be repeated numerous times, and can involve larger bit blocks for higher
efficiency [11].

Randomly polarized
Source basis ____ photon sequence
) . Random detector basis

Photon paolarization measurement
Detector basis

Key bits sequence

_ Correct basis
o — Key sifting

....................................................................

Figure 5: Information exchange between authenticated QKD parties

1.2.3 Entanglement based QKD

Quantum entanglement is an extremely interesting and peculiar phenomena
in quantum mechanics. Firstly mentioned in well-known paper by Einstein,
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Podolsky and Rosen in 1935 [12], entanglement has rapidly become one of the
most perplexing and peculiar element of quantum mechanics mechanics. Quan-
tum entanglement occurs when a pair of particles (photons, electrons, molecules
etc.) is properly described by the same quantum mechanical description (state),
which is indefinite in terms of important factors such as position, momentum,
spin polarization etc. [13]. Generally speaking entanglement occurs when two
physical systems interact and some correlation of quantum nature is generated
between them. This correlation persists even when interaction stops and two
systems are spatially separatedﬂ.

Quantum entanglement can be viewed as a form of quantum superposition.
If one of the systems is measured separately, despite the location of the second
system, measurement will cause the first system to take a definite value forcing
the other entangled system to take respective correlated value. Entanglement is
non-local and non-classical phenomena that can be described and comprehended
only by means of quantum mechanics.

One can describe an arbitrary polarization state of a single photon as a
superposition of two basis states

|w>singlephoton = |$> + B |<—>>

where |J)and |«+>)represent vertical and horizontal polarization states, form-
ing a set of orthogonal bases, & and 3 are complex numbers that should satisfy
the normalization condition aa™+ 38* = 1. In this example we assume that the
state we describe is pure and there is a well-defined phase relation between the
two basis components. The most general pure polarization state of a photon
pair can be described by a superposition of four basis states:

|¢>phot0npai’r = Q1 |$>1 |$>2 + |$>1 |<—>>2 + a3 ‘<_>>1 |$>2 + oy |<_>>1 |<—>>2

where |1); 1), is a basis state state in which both photons are in vertical
polarization state, other terms in the equation are understood in a similar way.

In special case when oy = ay = % and as = ag = 0, entangled photon pair
state can be written as

1

|(I)>pai’r -2 (D1 Do + 1)1 [€)2)

One special feature of the above state is that it cannot be described by a
tensor product: [®) ... # [¢); ® [1),, where [¢)), and [¢)), are arbitrary single
photon polarization states. In other words, the two photons are “entangled”
with each other.

Entanglement of photons can be successfully used in QKD. Alice on her side
can have an EPR souraﬂ and due to the main property of entanglement she

I Entanglement can be also created without direct interaction between the subsystems, via
the so-called entanglement swapping [14].
2EPR source - light source that radiates a pair of entangled photons

14



can encode the information not by directly preparing the photon states but by
measuring one of the photons therefore changing the other entangled photon.
If Alice will conduct measurement in + basis she will detect H or V polarized
photon with equal probability. Her measurement conditionally prepare the pho-
ton sent to Bob in the corresponding polarization state. If Bob subsequently
measures his photon in the same basis, his result will be perfectly correlated
to Alice’s result. However, if Bob will conduct measurement in x basis, cor-
relation will be absent. The final result will be the same if Bob will perform
measurement before Alice or if both of them will use x basis.

The described above situation can be implemented in BB84 protocol as fol-
lows: EPR source is placed between Alice and Bob, one photon form the en-
tangled pair is sent to each trusted party. For each incoming photon Alice and
Bob randomly and independently choose measurement bases (+ or x ). After
the transmission of the whole bit sequence, Alice and Bob using classical au-
thenticated channel disclose the basis orientations that they were using for each
photon but not the measurement result itself.

The main advantage of using EPR-source scheme is that Eve will gain no
actual information by measuring transmitted photons, since there is no encoded
information in them. The information is being encoded by the act of measure-
ment itself, so it is much harder for Eve to obtain the key.

The first protocol using EPR source and advantages of entanglement was
proposed by Artur Ekert in 1991 and is called E91 [15]. Since Eve intervention
destroys the correlations between Alice and Bob, Ekert suggested to use Bell
inequalities [16] for verifying the entanglement.

1.2.4 Continuous-variable protocols

Previously mentioned protocols and their configurations are called discrete-
variable schemes, because the carrier of information in them is a single qubit,
in other words, 1 bit of information is encoded into 1 photon. Such kinds of
protocols have one disadvantage: one-photon signal that is sent to the receiver
can be correctly detected only with a certain probability, besides it can also
be completely lost in the channel. Therefore occurred a problem of creation of
protocols that would have all (or at least most of them) measurements more
efficient and informative. This can be achieved by encoding information into
multi-photon states using so-called continuous variables.

The first continuous-variable protocol was developed by Hillery in 2000 [17].
He suggested a scheme that was using a squeezed light for information encoding.
Squeezed light saturates uncertainty relation but quadratures noise is unequal.
The character from an alphabet can be encoded into the value of quadrature that
is being “squeezed”. Scheme suggested by Hillery was very noise sensitive and
required a high squeezing that can be challenging from technical point of view.
Despite these disadvantages his idea became very popular due to numerous ad-
vantages. Unlike discrete-variable protocols the alphabet of continuous-variable
protocols can be much bigger than “0” and “1”.

15
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Figure 6: Squeezed state modulation in phase space x- quadrature (left) and
p-quadrature (right)

Later in 2001, protocol was improved by Cerf [I8]. He suggested to use
Gaussian distribution modulation instead of just random modulation. Basically
he suggested to apply Gaussian noise, stressing out that this makes continuous
not only variable but key itself, and it is later discretized with the help of
additional security enhancing algorithms.

Whereas realization of protocols with squeezed light is relatively compli-
cated, coherent states were suggested as carriers of encoded information by
Grosshans and Grangier in 2002 [I9]. Using coherent states also allows to en-
code information in both quadratures. In other protocol suggested by Silberhorn
et. al. [I9] protocol, similarly to E91, Alice does not prepare a state but uses an
EPR source and key is generated randomly during measurement processes. De-
spite relatively more complicated theoretical background of continuous-variable
protocols comparing to discrete-variable ones, the first ones have a number of
advantages:

e Efficiency of homodyne or heterodyne detections («~~90%) that are being
used in continuous-variable protocols is much higher than of single-photon
detectors («~30%) that are used in discrete variable protocols.

e Homodyne detectors can process information much faster than single-
photon detectors.

o Gaussian states for continuous variable protocols are easier to generate
compared to single photons that are needed for discrete variable protocols.

Unlike single-photon protocols, where qubits either arrive to Bob’s side or can
be renewed after compensation of environmental influence, continuous-variable
protocols are very sensitive to continuous influence of environment that cannot
be compensated. Influences of losses and noise should always be taken into
account for these types of protocols.

16



1.3 Basics of continuous-variable protocols
1.3.1 Introduction to continuous-variable systems

A continuous-variable system is an infinite dimensional quantum system com-
posed of N modes in a Hilbert space [13]

N
H = 8 H (6)

resulting from a tensor product of N infinitely-dimensional Fock spaces .77;.
These N modes can be seen as harmonic oscillators represented by following
Hamiltonian

N

N At - 1

H = I;hwk <akak -+ 2> (7)
while each mode has different frequencies (wy), polarization or other properties.
In equation (7)) a' and @ are creation and annihilation operators respectively. A
creation operator increases the amount of particles in a respective state by one,
and it is the adjoint of the annihilation operator and they both satisfy bosonic
commutation relation:

[ak,aﬂ = 8w, [an, @) = {az,al} -0 (8)

The Fock space 7 is spanned by Fock basis |n), of eigenstates of the number
operator 7 = a'a. The vacuum state of the global Hilbert space can written as
|0) = ®4 |0),, where @y, |0), = 0 is the ground state of the Hamiltonian .

For each mode corresponding quadrature operators can be defined as

&=a' +a, (9)

p=ri(al —a). (10)
The quadrature operators can be grouped in a vector
72:(ialaﬁla'fi'27ﬁ27"',i‘N7ﬁN)T (11)
that also satisfies quadratures canonical commutation relation
where 2 is the symplectic form

Q—@u w—(_ol é) (13)

=1

In single-mode Hilbert space J#;, the eigenstates of aiconstitute the impor-
tant set of coherent states [20]. Coherent states result from applying the single-
mode Weyl displacement, operator Dy, to the vacuum |0),, o), = Dg(a)|0),,
where

17



Dy (o) = ook~ a (14)

and the coherent amplitude ae C satisfies ay, |o), = a'|o). Weyl operator is
the generalization of the displacement operator to IV modes of the displacement
operator.

1.4 Phase-space picture

It is convenient to treat quantum states of continuous-variable systems using
not density operators (p) on Hilbert space but functions defined on phase space.
The complete description of quantum state can be provided by its character-
istic function, which is related to Wigner function via Fourier transform. The
Wigner function is quasi-probability function that connects wavefunction from
Schrodinger’s equation with phase-space. Using previously mentioned Weyl dis-
placement operator, one can define the characteristic function as

Xp (§) = Tr[pDe], (15)

where ¢ € R?N - vector on a real 2N-dimensional space, which is called phase
space. An arbitrary state can be written using equation as

p:

2N B
o / 2N Ex(—€) D (16)

The quasi-probability Wigner function can be written as

1
(2m)"

W (&) = / PN et Oy (o). (17)

There is an important set of Gaussian states that are characterized by
Wigner functions, that are also Gaussian
1 T,_.—1

W — e~ (E=D)" v (¢-D) 18

©) = v (18)

here, v is a symmetric covariance matrix. In the picture of distribution function,

an n-mode Gaussian state is characterized by the 2n-dimensional covariance
matrix v and the 2n-dimensional displacement vector D.

At 01,2 O1,n
T .. .. :

g . . .

_ 1,2
v = ) (19)

. - On—1,n

T T

Oim " On—1n Tn

where diagonal elements ~,, consist of v; ; = (r;r;) — (r;) (r;), and correspond
to the reduced state of a respective mode, and off-diagonal elements o - carry
the information about intermodal correlations.
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Gaussian states are specific quantum states that found their usage in a great
variety of quantum applications. Vacuum, coherent, thermal and squeezed
states are all Gaussian states that are of utmost importance in quantum in-
formation and QKD. Covariance matrices are necessary for description of
Gaussian states and for further calculations in quantum information process-
ing . It is important to mention that not every covariance matrix describes a
real physical state. Covariance matrix describes a physical state if and only if
v +1iQ > 0, Gaussian state is pure if and only if dety = 1 [20]. This condition
is also necessary, although not sufficient for other non-Gaussian states.

The usage of covariance matrices greatly simplifies lots of calculations since
they can be connected to all properties of quantum state. Single-mode Gaussian
states can be completely characterized by the displacement operator and a 2 x 2
covariance matrix.

_|la c
=0

A general two mode Gaussian state is characterized by a mean d = d; ® ds
and a covariance matrix

YA C}

’YABZ[ C g

where v,4(p) are the covariance matrices of the the two modes, and C'is the
matrix that describes the correlation between two modes.
The case where C' = 0 corresponds to a tensor product of single-mode states:

YAB = YA DVB

Previous definitions can be generalized to systems of N modes.

1.4.1 Vacuum, Coherent and Thermal states

The vacuum state is the state with the lowest possible energy. Generally it
contains no physical particles. Usually vacuum is seen as an absolute empti-
ness and absence of any kind of energy, however it is not truly so. Vacuum
contains fleeting electromagnetic waves and transient fluctuations that can ex-
hibit many characteristics of an ordinary particle, but that exists for a limited
time. Even though in quantum vacuum the average values of the fields vanish,
their variances do not. Using phase space representation vacuum state can be
described as the one that is located at the center of the phase space, in other
words, vacuum state is a coherent state without displacement (D = (0,0)).
Minimal uncertainty is also characteristic property of vacuum state, therefore
its covariance matrix is identity matrix (y = 1T).

Similarly to previous vacuum state definition, coherent state can be defined
as a displaced vacuum state. Coherent state possess minimal uncertainty but
contrary to vacuum state has a non-zero displacement.
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la) = D(a) |0) = e*®' ~"@ |0) (20)

Coherent state can be defined in other way: coherent state is an eigenstate
of the non-Hermitian annihilation operator @, and it can be expressed as a
superposition of eigenstates of the radiation field.

ala) = alw) (21)

Coherent states are closest states to classical theory, they can be reasonably
well described from classical point of view, however full description can be made
only using quantum mechanics. However one should not consider coherent state
as classical state but rather as a quantum state that mimics some classical
properties. [21].

.p Coherentstate

Vacuum .a

state D

N

Figure 7: Vacuum and coherent states on phase space.

Thermal states have null mean value, but do not have minimum uncertainty
and covariance matrix for an arbitrary thermal state can be written as

|V o

TZlo v
where quantity V shows the energy of the state and can be expressed through
the number of photons n contained in the state as V = 2n+1. Vacuum state can

be also viewed as a thermal state that has no photons at all (n = 0). Thermal
state can be seen as a noisy version of coherent state.

1.4.2 Squeezed state

Previously described states have the same uncertainty in both quadratures, it
means that the probability of detecting the encoded value is identical in both
quadratures. In other words even though we displace the state on phase space
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on the precise value due to fundamental uncertainty measurement will not give
us the precise displacement value. One can consider this fundamental limitation
as inevitable noise in quadratures.

Squeezed states have asymmetrical uncertainties in quadratures, one compo-
nent has smaller than minimum uncertainty however the other component has
uncertainty much bigger than minimum. Speaking in terms of fundamental de-
tection noise - squeezed state’s noise in one of the quadratures is lower than shot
noise level, but simultaneously has increased fluctuations in other quadrature.

Squeezed state can be obtained by squeezing and displacing the vacuum state
or vice versa by displacing the vacuum state therefore obtaining coherent state
and squeezing it after. If minimum uncertainty relation holds than the degree
of attenuation and amplification of respective quadratures is determined by
squeezing factor r. The squeezed vacuum state has null mean value, but cannot
be considered a vacuum state anymore since squeezed vacuum has significantly
more energy than just a vacuum state. Covariance matrix for squeezed state is

e 2m 0
=1 e (22)

where one can observe the squeezing in z- (if » > 0) or p- quadrature (if r < 0)
and anti-squeezing in the conjugate one. Squeezed coherent state have similar
covariance matrix but a non null displacement.

%1, pl

Figure 8: Squeezed states on phase space

1.5 Continuous-Variable Quantum Key Distribution

Discrete modulation of states is an integral part of discrete-variable protocols
and obtaining a key as a sequence of ones and zeros is pretty straightforward
but in case of continuous-variable various alphabets and modulations can be
done that can lead to more efficient encoding and higher key rates [22].
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1.5.1 A protocol with squeezed states

Squeezed state protocols are based on modulation of squeezed in one quadrature
x (or p)-states. Displacement of these states gives, as an averaged result, a
thermal state with a variance V. Firstly Alice picks a random variable a from
Gaussian distribution (that is centered at zero and has a variance V4) and
displaces the squeezed vacuum state by its value (d(0;0)— (a, 0) or d(0; 0)—(0, a)
depending on which type of squeezed state she will use). Provided that Alice will
use z-squeezed states with a covariance matrix , averaging over all possible
realizations will give us the mixed Gaussian state with null mean value and

covariance matrix
[ e 2 4 Va O }
Vs =

0 627" (23)

One can notice that e 2" +V4 = e?" gives us a thermal state of variance V =
e2". This state is indistinguishable from the thermal state that we would have
ended up with if we used p-squeezed states and the same Gaussian distribution
(centered at zero with variance Vjy)

[ e 0 |V 0
%_{ 0 e_Q”—i—VA]_{O v]
Such encoding gives us an advantage since in both cases the output mixed states
have variance V' and therefore equivalent.

Similarly to BB84 and other protocol communication procedure is a pro-
cess that repeats for each light pulse: Alice generates a random number from
a Gaussian distribution V4 = €?" (r - squeezing factor), than she randomly
chooses what type of squeezed states to use x- or p- squeezed states and there-
fore applies proper displacement - d, = (a,0) or d,, = (0, a) respectively, where a
- value of a previously generated number from Gaussian distribution (squeezing
factor must satisfy V4 = 2sinh 2r). In his turn, Bob also randomly selects which
quadrature of the incoming pulse to measure = or p. After Bob successfully re-
ceived and measured pulses sequence, he and Alice proceed with post-processing.
First step is to “sift” a key: Alice uses classical authenticated channel to disclose
the information to Bob whether she was using d, or dp, but not revealing the
actual values. Consequently Bob keeps only the cases when he measured cor-
rect quadrature. Finally Alice and Bob use reconciliation protocols that are the
combinations of error corrections and discretization and privacy amplification
after [22].

Reconciliation, depending on what party is sending the information through
classical channel, can be divided into:

Direct reconciliation (DR) . Alice sends correction information and Bob cor-
rects his obtained key elements, so he will have the same values as Alice does.
Basically Bob is reconstructing what was sent by Alice, and classical information
has the same flow direction as quantum - from Alice to Bob.

Reverse reconciliation (RR). It this case classical information is being send
from Bob to Alice, and Alice corrects her key elements to have the same values
as Bob does. Alice adapts herself to what was received by Bob.
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The production of squeezed states is quite challenging and difficult, contrary
to them coherent states are more accessible and relatively easier to generate
and manipulate. However if coherent states are considered as noisy versions of
squeezed states, or squeezed states with small squeezing and used in previously
described protocol the key rate will go to zero [I8]. Solution was found in 2002
by Grosshans and Grangier, they suggested to modulate the prepared coherent
states in both quadratures at the same time, this protocol was called GG02 [19].
This protocol reaches high secret-key rates [23] and performs relatively faster
than BB84 due to the advantages and speed of homodyne detection comparing
to photon detectors used in latter.

1.5.2 A protocol with coherent states

In the standard GGO02 protocol, Alice encodes two different key elements, one of
which will be discarded by Bob. The thermal state with variance V' can be still
obtained by bi-variate Gaussian mixture of coherent states. Alice picks random
variable (ag, ap) from the bi-variate Gaussian distribution (as before centered at
zero with variance V4 ) encodes it the coherent state by respectively displacing
it dyp = (ag,ap). Therefore turning covariance matrix for coherent state

|10
’70—01

| Va+1 0
Ye = 0 Va+1 |~
By setting a proper V4 (V4 =V — 1) and averaging over all possible real-
izations, one can obtain a thermal state with variance V' [20].

into

®
®®

\J

Figure 9: Alice can generate coherent states with mean value (a;, a,) according
to a Gaussian distribution (variance V). The mixture is equivalent to a thermal
state (V =V4 —1).

The protocol BB84 and the squeezed-state protocol both rely on the sifting
of uncorrelated measurements. This protocol is different in the sense that no
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quantum state is discarded, but instead two pieces of information are encoded,
one of which is discarded. As in previously described protocol Alice repeats the
same step for each sent pulse: firstly Alice generates two random numbers a, and
ap from two independent Gaussian distributions but with the same variance V4.
Alice displaces the state by d, = (az,a,) and sends it to Bob via untrusted
quantum channel. Bob, in his turn, randomly chooses which quadrature to
measure z or p. After Bob successfully received and measured pulses sequence,
he and Alice proceed with post-processing. Bob using classical authenticated
channel discloses the information about which one of the quadratures he was
measuring for each pulse, but does not reveal anything about the measurement
results. Alice keeps the measured by Bob value and discards the other quadra-
ture. After the sifting they proceed with discritezation, error correction and
privacy amplification.

Figure 10: Schematic description of the encoding. The coherent states, such
as the one illustrated in the upper right quadrant, are modulated along both
axes. Their centers follow a bivariate Gaussian distribution, illustrated by the
concentric circles.

Considering that Alice uses two numbers and two quadratures to encode the

information and Bob uses only one of them, this allows to reach high secret-key
rates since the “useful” information is contained in each sent pulse. However, one
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can modify the coherent state protocol [19] in order to use both values [24]. The
suggestion is to use heterodyne detection instead of homodyne. In heterodyne
detection balanced beamsplitter is used to divide the incoming pulse into two
and to measure xz-quadrature and p-quadrature separately and simultaneously.
This protocol is called no basis switching protocol.

1.6 Homodyne detection

Homodyne detection is an extremely powerful and useful tool in QKD. Such
kind of detection allows us to measure phase sensitive properties of the impinging
light fields and therefore acquire information about quantum states of light. The
crucial part of homodyne detection is a reference radiation - local oscillator, that
is usually a light beam in a coherent state with large photon number or non-
modulated part of the incoming signal beam. Produced by signal and local
oscillator beams interference fringes vary with different phase between the two
fields that allows us to observe quantum statistics of the signal and subsequently
acquire the information about the quantum state of the signal [25].

Lets describe the properties of the most common tool - balanced homodyne
detector. Balanced homodyne detector consists of 50:50 beam splitter, two
photodetectors and electronic circuit [26].

detector

signal .
= 4

a [f.
detector

M
Local oscillator (LO}

(o)

Figure 11: Balanced homodyne detector. The signal is optically mixed with a
strong coherent local oscillator using a 50:50 beam splitter. The emerging fields
are detected and the photocurrents are electronically subtracted to yield the
measured quantity.

The signal and local oscillator beam are mixed on a beam splitter. Photode-
tectors are detecting the outputs of the beamsplitter, measure photocurrent and
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subsequently subtract measured values:

I 1 A
AJ=ata,—atin = = (aT +aTLO) (a+az0)—3 (a* - aTLO) (4 —aro) =

Provided that local oscillator beam is coherent and intense (has large pho-
ton number), comparing to original signal field, it can be described classi-
cally by substituting the annihilation operator aro with complex amplitude
aro = |laro] e?. In this case photocurrent difference is rewritten as

AJ = |agol (ae™™ +ale®). (25)

Equation equation is not applicable for all cases, but remains correct
for local oscillator’s highly excited coherent state. Thus balanced homodyne
detector directly measures quadratures of the quantum state of light

AJ=lapo| V2 & (26)

namely a combination of quadratures corresponding to a rotation Z(0) =
Zcos® + psin©®. The phase difference between the signal and local oscilla-
tor defines the rotation angle. Therefore changing the phase one can obtain
needed information about the respective quadrature.

More complex and detailed description using quantum-statistical theory can
be found in [26], 27 [28§].

2 Entropy and information

2.1 Shannon entropy

The most crucial part of any information theory is a quantification of informa-
tion. Entropy is a key concept of information theory. Entropy is a measure
of uncertainty about the state of the physical system. Classical theory uses
a conception of Shannon entropy. Shannon entropy quantifies on average how
much information one can gain about some random variable X after sequence
of measurements. It can also be defined as follows: the entropy of X measures
the amount of uncertainty about X before one learns its value (measures it).
These two definitions are complementary, entropy can be represented either as
a measure of uncertainty before one learns the value of X, or as a measure of
information gained after the measurement of X [29].

One of the important properties of entropy is that the type or content of
random variable does not depend on the labels attached to different values this
variable can take. For instance, if we have a system that can take values “+” or
“” with respective probabilities 1/5 and 4/5, the entropy for such system will
be the same as for the one where variable takes values “0” and “1” with the same
respective probabilities 1/5 and 4/5. Accordingly, the entropy should be defined
in such a way that its value will be dependent only on probabilities values that
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variable can take, and not by the labels that are attached to these values. The
Shannon entropy defined in terms of probability distributions is

X)= 7pr log, pa- (27)

The entropy can be measured in “bits”, “nats” or “bans”, the most suitable for
our purposes is the usage of “bits” evaluation. The logarithm in equation
may cause some troubles in interpretation of entropy since log 0 is undefined.
Intuitively an event that does not occur should not contribute to the entropy,
by convention for this case 0log0 = 0, or more formally lim, o zlogz = 0 [29].

There are lots of types of different entropies in information theory. One of
them, the relative entropy is a measure of closeness of two probability distribu-
tions p (x) and ¢ (z), over the same index set, z. For these distributions it can
be defined by

H(p(x ZP ) log, z;

The relative entropy is non-negative, H (p (z)|q(x)) > 0, with equality if
and only if p (z) = ¢ (z) for all z. The relative entropy can be used to express
other types of entropies and as a interconnection between them.

While previous entropies are dealing with distribution of one random variable
there are entropy extensions that deal with more than one random variable.One
of them is the joint entropy. It is defined as

H(X,Y) ==Y p(z,y)logp(x,y) (29)

z,y

Zp )logoq(z).  (28)

and expresses the total uncertainty about the pair of random variables X and
Y.

The conditional entropy gives us an averaged value of how uncertain we are
about the random variable X, provided that we know the value of Y.

H(X|Y)=H(X,Y)-H(Y). (30)

Another quantity the mutual information shows how much content does
X and Y have in common. But suppose that we add the information about
X, H(X), to the information about Y, H (Y). Shared between X and Y
information, in this case, will be counted twice, while information unique to X
and to Y will be counted only once. In order to get the mutual information, we
need to subtract the joint information H (X,Y") from this sum

HX:Y)=HX)+H(Y)-H((X,Y) (31)
in terms of conditional entropy mutual information can be written as

H(X:Y)=H(X)-HX]|Y). (32)
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All mentioned previously special cases of entropies can be deduced using
depicted on Venn diagram. This diagram is not completely reliable for compre-
hension of properties of entropies, however it provides a clear understanding of
relations between entropies and their properties.

H(X) H(Y)

Figure 12: Relationships between different entropies.

Basic properties of Shannon entropy:
e HX,)Y)=HY,X), HX:Y)=H(Y :X).

e H(Y|X)>0and thus H (X :Y) < H (Y), with equality if and only if Y
is a function of X, Y = f(X).

e H(X) < H(X,Y), with equality if and only if Y is a function of X
e H(X,Y) < H(X)+ H(Y) with equality if and only if X and Y are

independent random variables.

e H(Y|X) < H(Y)and thus H (X :Y) > 0, with equality in each if and
only if X and Y are independent random variables.

e HX,)Y,Z)+ H(Y) < H(X,Y)+ H(Y,Z), with equality if and only if
Z —Y — X forms a Markov chain.

o H(X|Y,Z) < H(X[Y)

2.2 Von Neumann entropy

The extension of the concept of entropy to quantum mechanics was presented
in a famous book “Mathematische Grundlagen der Quantenmechanik” in 1932
by Johann von Neumann [30]. While the Shannon entropy deals with classical
probability distributions, von Neumann entropy uses density operators.

The Von Neumann entropy is defined using quantum state p as

S(p) = —Tr(plogy p). (33)
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Equation can also be expressed via eigenvalues A, of the state p
S(p)=—=> Aulogy As (34)

where again 0log0 = 0, as for the case of the Shannon entropy. One can show
that the Von Neumann entropy has minimal value (S (p) = 0) when the state
is pure p = [¢) (¢| and has maximum value (S (p) = logd) when the state is
maximally mixed p = I/d.

Similarly to the Shannon entropy it is useful to define the relative entropy
that can be used in quantum mechanics. Suppose p and ¢ are density operators.
The relative entropy of p to o is defined by

S (pllo) = Tr (plogy p) — Tr (plogy o). (35)

The non-negativity of quantum relative entropy is described by Klein’s in-
equality [31]:
The quantum relative entropy is non-negative ,

S (plle) =0, (36)

with equality if and only if p = 0.
Basic properties of Von Neumann entropy:

e The entropy is non-negative. The entropy is zero if and only if the state
is pure.

e In a d—dimensional Hilbert space the entropy is at most log d. The entropy
is equal to logd if and only if the system is in the completely mixed state

I/d.
e Suppose a composite system AB is in pure state. Then S (A4) = S (B).

e Suppose p; are probabilities, and the states p; have support on orthogonal
subspaces. Then

S (me) = H (p;) + ZpiS (pi) - (37)

e Joint entropy theorem: Suppose p; are probabilities, |i) are orthogonal
states for a system A, and p; is any set of density operators for another
system, B. Then

S <sz i) (il ® Pi) = H (p;) + Zpis (pi) - (38)
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2.3 Holevo bound

In quantum information theory there is a great need of knowing how much
information can be contained in a quantum system, in other words - accessible
information. Unfortunately, there is no general method for calculating this
bound, however exists a great variety of proven important bounds and one of
the most important of them is the Holevo bound [32].

Suppose that Alice prepares a set of mixed states {p1, p2, ..., pn }. One of the
states - p,, where X = 0,...,n , is drawn accordingly to the probability distribu-
tion {po, ..., pn}. Bob performs a POVM on the state and acquire measurement
result Y. The Holevo’s theorem states that for any possible measurement Bob
may achieve:

H(X:Y)<S(p) =Y paS(ps), (39)

where p =3 p.ps.

Thus thgé Holevo bound is an upper bound on the accessible information.
The right side of the is called the Holevo information or Holevo y quantity.

The accessible information does not commonly saturate Holevo bound. One
can see that in order to saturate the Holevo bound using product measure-
ments the states must have orthogonal support, which is not generally satisfied.
Nonetheless collective measurements on the signal can achieve the Holevo bound
and this is the main reason why this bound found such a wide usage in theory
of QKD.

3 Security

Let us briefly recapitulate the security of the Gaussian CV QKD protocols. Even
if most of the experimental implementations are based on prepare-and-measure
schemes, the theoretical analysis is mainly done using an entanglement-based
scheme, as they are completely equivalent [33] but latter significantly simplifies
calculations or makes them possible in principle.

Eve

Untrusted channel

Figure 13: Prepare-and-measure protocol scheme

Prepare-and-measure protocol is straightforward - Alice uses radiation from
a source (laser or optical parametric oscillator) and modulator on her side to
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encode the information into quantum states using methods described previously
and then sends the states through untrusted quantum channel they states suffer
from losses () and excess noise (¢) and finally arrive to Bob’s side, where they
are being detected and processed further.

Eve F—————=——--

Figure 14: Entanglement-based protocol scheme with squeezed states. For co-
herent states heterodyne measurement on Alice’s side should be used.

In entanglement-based scheme Alice on her side generates an entangled state
using an EPR source, sends one mode to Bob and measures with appropriate
basis the other mode. Alice can vary her measurements from heterodyne to
homodyne depending on which states she wants to use during QKD, coherent
or squeezed states respectively.

3.1 Individual attacks

Individual attacks are those in which Eve is restricted to interact with and mea-
sure each transmitted signal independently. It was proven [34] that Gaussian
individual attacks are optimal against Gaussian direct and reverse reconciliation
protocols. Since Alice and Bob apply only Gaussian measurements that do not
mix z and p quadratures, and their mutual information is fixed by the amount
of data that was obtained by both of them and the efficiency of reconciliation, in
order to hold an optimal attack Eve should apply a Gaussian map. Therefore,
Alice and Bob before measurement share quantum state p4p that is assumed
to be a Gaussian two-mode state with 0 mean value and respective covariance
matrix y4p. Since neither Gaussian operations, nor noise in the Gaussian chan-
nel can introduce correlations between x and p quadratures, one can write a
covariance matrix as

_ | 7aB 0
e =| "5 8] (10)

Security is shown as the positivity of the key, following Csiszar - Korner
theorem [I1], in other words the information transmission is secure until key
rate reaches zero.

Key rates for direct reconciliation and reverse reconciliation are expressed
through mutual information between participants of QKD and can be written
respectively as:
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Kpr =14 —IaE, (41)

Kgrr = Iap — IBE, (42)

where I is mutual information (equation ) between respective parties. Roughly
speaking protocol remains secure until the information that Alice and Bob share
is bigger than the information known to Eve. In terms of equation key rates
can be written as:

Kpr=H (A|E) — H (A|B), (43)

Krr = H (B|E) — H (BJA). (44)
Since states and channel are Gaussian, entropies can be expressed in terms
of conditional variances,
1
H(XY)= 5 logy Vv, (45)

where entropy is measured in bits, so the final result would give us quantity of
bits per pulse.
Mutual information written in conditional variances:

Vs 1 Va

1
Iap = - logy —— = —logy —, 46
and variances itself as:
CQ
Vxiy = Vx — ‘;(Y, (47)
Y

where Vi (y)- variance of a respective light mode and C'xy - correlation between
those modes.

In order to have the most general case of the noisy quantum channel one
should assume that Eve holds the purification of state psp. Using previously
described entropies and Heisenberg equation one can write:

VaeVas > 1 (48)

which sets the bound on preciseness of Eve’s possible measurements and allows
to upper bound Eve’s information in case of individual attacks. Equation (48)
can also be written in terms of measured quadratures for different types of
reconciliations, but general meaning stays the same.
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3.1.1 Pure losses

Let us first consider a purely lossy channel. During calculations it was assumed
that all other devices in schemes are ideal, working with maximum possible effi-
ciency and noise and transmission losses are introduced in the quantum channel.
Expressions for mutual information between Alice and Bob, Alice and Eve and
Bob and Eve can be respectively written as,

1 v
Iy = 5 10g2 vV — n(V2—1) (49)
—n+n(k+V)+1
1 1%
I = 5 10g2 vV — (1—n)(V2—1) (50)
n+(1-n)(k+V)
1 l—n+nk+V)
Ibe = - 10g2 (51)
2 Vn(A-n)(1-k-V)?
L=n+nlk+V) = S rmneevy
Graph representations of equations (49l5051) are shown on figure
. - li
E 6 lab

02 ) 3 3 w0 " 02 04 06 08 10

Figure 15: Dependencies of mutual information (left - coherent states protocol,
right - squeezed state protocol) on channel losses,where I, I4e, Ipe- mutual
information between Alice and Bob, Alice and Eve, Bob and Eve respectively.

On figure [15] the behavior of mutual information between different protocol
parties with decreasing of losses is shown. Losses should be apprehended as
beam-splitter with corresponding transmittance 7. Noticeably mutual informa-
tion between Alice and Bob increases with the decrease of losses, correspondingly
mutual information between Alice and Eve decreases since Eve receives less in-
formation when data leakage in untrusted channel is smaller. However for any
values of losses mutual information between Eve and Bob remains smaller than
the one between Alice and Bob. One can conclude that direct reconciliation
becomes insecure if < 0.5, while reverse reconciliation can tolerate any pure
loss.
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3.1.2 Noisy channel

In order to saturate Eve’s knowledge about the transferred key we have to take
into account realistic conditions. One of these conditions is presence of noise in
the untrusted channel. And since we make an assumption that Eve fully controls
the losses and noise that quantum states suffer from, for calculations we use the
so called entangling cloner [?] to purify Eve’s attack. In an entangling cloner
attack Eve possesses her own EPR source of variance N and a beamsplitter
with transmittance n. Half of the Eve’s state is mixed with Bob’s mode on
beamsplitter. Since Alice and Bob have access only to half of the EPR, they
can see only thermal states with variance N. N is tuned in such a way to match
the noise of the real channel. The other half of the EPR will serve to reduce
Eve’s uncertainty on the noise added by the channel. Since channel is Gaussian
and phase-insensitive, noise affects = and p quadratures in a same way.
Eve has to fix IV in a proper way:

_ "
=1

+1. (52)

In the most expedient scenario Eve has to store two ancillary systems FEj
and FEs, in two quantum memories and after Alice and Bob start to reveal the
selected basis (key sifting) through classical channel, Eve will measure the right
quadrature on systems F; and F5. The correct measurement on Fy will allow
Eve to decrease the noise in £7. Mutual informations for squeezed-state protocol
after the whole process of key transferring, interaction with Eve’s ancillas can
be written as:

L (V=D 4V
Lap = 51 2<n+nV(e—1)+V) (53)
1 Vin+nV(e—-1)+V)
IAE21°g2< n(VAe—1)+1 ) (54
Tnp — %logg <(77 +nV(e—1)+ VV)(n(V +e—1)+ 1)> (55)

On figure [I6] one can we can see a difference between the squeezed state
and coherent state protocols, more specifically - coherent state protocol is less
robust to noise.
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Figure 16: Mutual information on channel losses. Left - coherent state protocol,
Right - squeezed state protocol, e = 0.2, V = 100

3.2 Collective attacks

Security of QKD protocols should be proven even for the case when Eve has
no technological limitations, so she can achieve the Holevo bound . This
case is generalized by collective attacks, security to which was shown to imply
security against any attack. In this scenario key rates for direct and reverse
reconciliations respectively read:

Kpr =1IaB — XAE, (56)

Krr =14 — XBE- (57)

where Kprrrydepends on the key sifting, but does not depend on the purifi-
cation ofpap, and xar (xBE)- Holevo bound between respective parties.

Collective attacks are much more sophisticated attacks than individual ones.
Eve’s measurement is done after the processes of error-correction and privacy
amplification are completed. During her attack Eve attaches a separate, uncor-
related probe to each transmitted state, than she keeps probes in a quantum
memory (where quantum states can be kept for a long time) until she can gather
additional information about error-correction and privacy amplification (eaves-
dropping a classical channel). After this Eve performs the optimal measurement
on her probes in order to learn the maximal information on the final, sifted key.
The case of collective attacks is the strongest attack suggested so far, and per-
haps is the strongest possible attack.

During calculations of Holevo bound we use the fact that von Neumann
entropies that are expressed through bosonic entropy functions:

SX=%:G<)\"2_1>, (58)

where

G(z)=(z+1)logy(z+ 1) — xlog, . (59)
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For single-mode covariance matrix of Eve’s state, key rate reads:

A —1 Ay —1
KDR(RR)ZIAB—SE+SEA(EB)ZIAB—G( 12 )+G< 22 >7 (60)

where ), - symplectic eigenvalues of a respective covariance matrix.
Due to Williamson theorem [35] we know that for any N-mode covariance
matrix 7 there is a symplectic transformation S such that:

SyST =\ (61)

where ) is a tensor product of thermal states, called the Williamson normal
form,

0 X

The symplectic eigenvalues A, being the eigenvalues of the matrix |i€dy],

where
w 0 0 1
a=[5 o]e=[ o)

The symplectic transformation is a unitary operation so a state is pure if and
only if A = I. More precisely, the purity p of a Gaussian state p of covariance
matrix v reads,

A—élv’“ 0} (62)

1
Vdety'

The determinant is then a symplectic invariant, as det.S = 1, which leads
to,

uw= Trp2 =

(63)

N
dety = det A = J[A7. (64)
i=1
The most basic cases are for one and two mode covariance matrices. The
normal decomposition of one mode: A; = /det~y;. For two mode covariance
matrix

YA OAB ]
)

TAB = { 0AB B

First symplectic invariant:
detyap = )\%/\% (65)

Second symplectic invariant:

A=A+ )2 =dety; +detyy +2detoap,

Then \; are given by 2% — Az +det yap =0, A1 2 = \/Z1.2-
For bigger number of modes situation is much complicated and generally
cannot be solved and simplified analytically [20].
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4 Advanced security

4.1 Preparation noise

In ideal case when there are no losses and noise, and detectors are ideal, the
process of obtaining secure key between trusted parties is plain and straight-
forward. But for correct realistic calculations one should take into account all
possible influences on quantum key distribution. Two of them were presented
previously - channel losses 7, that are modeled by a beamsplitter with respec-
tive transmittance, and excess noise €. Detectors are typically assumed to be
trusted - preparation and receiving of the states are completely secure, there is
no information leakage to potential eavesdropper, but the noise can be added
on the trusted side. However, it was shown that noise on the remote receiver
side does not limit the security, but can even be useful in reverse reconcilia-
tion scenario [36]. On the other hand, trusted preparation noise can break the
security of coherent-state protocol [37] already for the pure loss in the case of
reverse reconciliation, but can be compensated with proper purification [38]. In
our theoretical analysis we consider both coherent and squeezed state protocols.

n 10

Figure 17: Dependency of key rate for reverse reconciliation on channel losses
and preparation noise AV for squeezed (left) and coherent (right) state protocol.

One should emphasize that preparation noise, if it is on the reference side of
reconciliation, does not break the security [20, [39].

First, we generalize the study of the preparation noise to the squeezed state
protocol [II]. For purely lossy channels in case of infinitely squeezed states
expression for preparation noise that breaks the security can be written as,

92—
AV =271 (66)
L=mn
and for coherent state protocol with arbitrary large source variance [37] it is
known as more strict bound:

AV = (67)

37



Preparation_noise

Squeezed-state protocol ——

Coherent-state protocol

Figure 18: Comparison of dependencies of maximum tolerable preparation noise
on channel losses between squeezed and coherent state protocols for purely lossy
channel, for infinitely high variance V' — oo (solid) and mild variance V' = 2

(dashed).

If the channel noise is present, then the expression for maximal tolerable
preparation noise in case of entangling cloner attack on squeezed state protocol,

reads

2 —1n—ne?+2ne — 2
AV = 2 ne Tt ane - s (68)
1—n+ne
As can be seen from figure [18| squeezed state protocol is more robust against
the preparation noise upon the same energy of the signal states.
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Figure 19: Dependency of maximum tolerable preparation noise on channel
losses (in dB) for various influences of excess noise €, where starting from top
curve € = 0.1, 0.3, 0.5, 0.7, 0.9

4.2 Side channel

It is reasonable to assume that attackers will try any means possible to break
the security of information transmission. Computational complexity that lays
in the basis of any protocol can be weakened or even bypassed using additional
information, therefore it is necessary to investigate all possible ways attackers
can “backdoor” the security. Attacks that are based on information obtained
from physical implementation of a cryptosystem instead of exploiting theoretical
weaknesses or cryptoanalysis are called side-channel attacks. Timing informa-
tion, power consumption, electromagnetic fields, dissipating heat or even sound
can provide an extra source of information which can be exploited to break the
system. Some side-channel attacks require technical knowledge of the internal
operation of the system on which the cryptography is implemented, although
others such as differential power analysis are effective as black-box attacks.
There are a few types of side channel attacks:

e Invasive and non-invasive: Invasive attacks require direct access to the
inside components of the cryptographic device while non-invasive attacks
only exploit externally reachable information.

e Active and passive: Active attacks try to alter in a specific way the func-
tionality of the cryptographic device while passive attacks are entirely
based on observations and do not disturb the working process of the de-
vice.

In further calculations we consider that Eve can carry non-invasive passive at-
tack. Such kind of attacks do not require any sophisticated and expensive
equipment and they pose a serious threat to any cryptographic system.
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In classical cryptography there are lots of different classes of passive attacks
- such as timing, power monitoring , electromagnetic, acoustic etc. In all cases,
the underlying principle is that physical effects caused by the operation of a
cryptosystem (on the side) can provide useful extra information about secrets in
the system, for example, the cryptographic key, partial state information, full or
partial plain texts and so forth. The term cryptophthora (secret degradation)
is sometimes used to express the degradation of secret key material resulting
from side channel leakage [40]. Further we consider effect on side-channels in
CV QKD.

Side channel

Untrusted
—) quantum

Alice channel

Bob

\Authenﬁcqted classical chuy

Figure 20: Side channel in QKD

Side channels are present in all QKD systems due to the imperfections of
equipment. However side channel concept also allows to simplify the calculations
for preparation and detection noise, since it is hard to characterize all possible
sources of preparation and detection noise and instead of treating all these
sources separately, it is easier to describe their total impact as an additional
side-channel under Eve’s control.

4.2.1 Vacuum input

In QKD we introduce side channel to the system as an additional beamsplitter
on trusted side. The reflectance of this beamsplitter is proportional to leakage
of the main signal to the side channel.

Let us consider the side-channel loss, where the input of a side-channel is a
vacuum state coupled to a signal with ratio S and is not by any means controlled
by Eve (figure 21]22). However Eve can use this side channel to gain knowledge
about the key without introducing errors and therefore does not reveal herself.
As can be seen from previous calculations reverse reconciliation is more robust
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for key transferring to longer distances and it also allows us to cross out the
influence of detection noise, so further we will proceed with calculations only
for reverse reconciliation.

First we calculate the impact of side channel on the security against indi-
vidual attacks to estimate the insecurity region. As we perform the calculations
in the equivalent entangled-based setup (using the reverse reconciliation), the
expression for mutual information between Alice and Bob and Bob and Eve

using equation (46) are

1 Va
Iap = =1 —_— 69
AB B 0go VA\B ( )
\%
Ing B (70)

=5logy o——,
2 "% Vg, B,

2
where VA\B = VA - % and VB|E1E2 = VB|E1 - %
tional variances (equation ), E, stands for the side channel and Fy stands
for channel losses. In our case, the variances are V4 = V (or V4 = % for
coherent-state protocol), Vg =nS(V —-1)+1, Vg, = S+V =SV , Vg, = S(n—
nV +V —1)+1 and the mode correlations are Cyp = \/ﬁ\/gx/ V2 —1(or Cap =

Mf_l for coherent-state protocol), Cpg, = /0 (— —(S - 1)5) (V-1),

are relevant condi-

5
Cpp, =/~ —1n(=S)(V —1), Cp,p, = V1 —ny/=(S-1)S(V —1).

In the limit of arbitrary large source variance (arbitrary high modulation)
key rate for squeezed and coherent state protocols respectively turns to

1 1

Ks)rr =3 log, A=ns)p (71)
1 1

Kc)rr = 5 log, s (72)

The explicit expression for the key rate in general case is obtainable analyt-
ically, but it is too lengthly.
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Figure 21: General EPR based quantum key distribution scheme with a side
channel
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Figure 22: General Prepare & Measure based quantum key distribution scheme
with a side channel

Since collective attacks are optimal and predict “worst case scenario” (in
other words if protocol is secure against them, than it is generally secure) in
further we will proceed calculations for collective attacks.

In the case of collective attacks it is convenient to look at the influence
of the side-channel noise on the robustness of protocols to factors that limit
transmission distance, key rates etc., factors that cannot be affected by trusted
parties. Channel losses 7 are usually related to transmission distances. One of
the biggest limitations however is associated with excess noise. By definition,
excess noise is the noise above the vacuum noise level associated with channel
losses, and it is a major issue in continuous variables QKD.

As can be seen from figure 23] coherent state protocol is less robust to excess
noise than squeezed state protocol.
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Figure 23: Comparison between coherent (dashed) and squeezed state protocols
for maximum tolerable excess noise on channel losses (in dB) in absence of
side-channel.

However side-channel decreases robustness of protocols to excess noise as
seen from figure [24]

e_max e_max

Figure 24: Side channel influence on squeezed (left) and coherent (right) state
protocols for different coupling ratios (starting from top S = 1, 0.8, 0.6, 0.4,
where 1 stands for absence of side-channel)

As can be seen from figure [24] when side channel coupling ratio to signal is
small more informaion flows into side channel, tolerance to channel excess noise
decreases and eventually reaches zero therefore protocol is no longer secure for
any values of excess noise. However we are interested in values of coupling
rations or in other words level of presence of side channel that are still tolerable
for the security.

4.2.2 Trusted input

Let us assume that the input of side channel is under Alice’s control. In case
of Prepare & Measure scheme, as seen on figure 25 Alice can use an additional
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modulator to input a known value of noise into the side channel. This side
channel is coupled to a main signal with a coupling ratio S and its output
is measured by Eve. It is assumed that Alice fully controls the side-channel
modulator and Eve cannot by any means influence the input of the side-channel.
Since Alice knows what noise she inputs into side channel, later she possibly can
use this information to decrease Eve knowledge about the transmitted key.

Bob
Alice

Laser M &N

M

Figure 25: Prepare & Measure based side-channel quantum key distribution
scheme with additional modulation input to side-channel

Alice’s noise modulation will shift the input mode quadrature of side channel.
We can write the input mode change in terms of x quadrature (calculations for
the case when of p-quadrature is measured will be equivalent) as

’
Tog =29+ Tp,

where xp - shift, known to Alice, and its variance is referred to as side-
channel input noise (V,,), while z¢ - quadrature of a vacuum state with variance
1. Similarly, the same shift is applied to Alice’s mode:

’
Tp=2xA+2Tp,

where z 4 - quadrature of Alice’s mode with a respective variance V. For in-
dividual attacks calculations are done similarly to previous case of vacuum side
channel input. Variances for respective modes can be written as: Vy =V +V,,
(or V4 = 3(V + V;, + 1) for coherent-state protocol), Vg =nS(V =V, — 1) +
NVim+1, Ve, =V+SA-V+V,,), Vg, =n+(1-n)(S(V-V,,—1)+V,,+1) and
the mode correlations are Cap = /1 (\@\/V2 —14+V1-— SVm) (or Cap =
V(s Vi—/;ﬂ\@) for coherent-state protocol), Cpg, = /ny/—(S —1)S(1-
“;-FVm)), CBEQ =V —(77 - )n(_(S(V_Vm_1)+Vm))7 CE1E2 =v1- ULV _(S - 1)S(V_

1)
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In the limit of arbitrary large source variance (arbitrary high modulation)
key rate for squeezed and coherent state protocols respectively turns to

1 S 1 S —=n(S+Vy)+ Vi
K(s)rr = 510g2 1 —510g2 (77 ( Ui/ 1 ) )>
n (Vm 2/ (S - DSV, — S) +1 m
(73)
1 nS 1 ( nSmS+ (n—1V,, — 1))
K = —lo —=1lo -
(C)RR = 5 1082 <—277 %—(S—I)SVm+an+l> 5 1082 V. +1
(74)

As was mentioned previously EPR scheme is completely equivalent to P&M
scheme. Corresponding EPR scheme to P&M scheme on figure [25] is shown on
figure 26| To purify modulation, introduced by Alice, we add additional EPR
source under Alice’s control. This source with its own variance should be corre-
lated with both modes of the original EPR source. The process goes as follows:
second EPR source radiates a pair of entangled modes, one of the modes is sent
directly into the side channel, the input of which is a vacuum state, and after
this, Bob’s mode “interacts” with a side channel that is coupled to it with ratio
S. The other entangled mode radiated from the second EPR source goes to
Alice’s side that and is coupled to her mode of the main EPR source. First
mode from EPR:NN source is sent through beam-splitter with reflectance 7 into
the side channel, another mode with reflectance (1 — T') is coupled to the Al-
ice’s signal mode. The reflectance for second beam-splitter should be very low,
so main signal mode won’t be altered too much, but Alice’s detection should
provide information on both modes.

Alice Bob

EPR: V & n

T\j EPR: N

Figure 26: EPR based side-channel quantum key distribution scheme

Calculations of influence of the side-channel input noise on coherent and
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squeezed state protocols showed that the security of both of these protocols
holds.

Let us first show maximal tolerable excess noise for both protocols. The area
below the dependency curve is the area of a positive key rate and secure protocol.
As can be seen on figure 27] - squeezed state protocol is much more robust to
noise than the coherent state protocol. Since coherent-state protocol can be seen
as more noisy version of squeezed-state protocol, the difference in robustness is
understandable. Interesting to notice that the influence of side-channel input
noise on excess noise is not linear. The robustness of both protocols starts from
the respective values, increases and rapidly saturates. For this particular case
coupling ratio (S = 0.9) is rather small which means that the side channel is
only slightly “present”.

00 02 04 06 08 10

Figure 27: Dependency of maximal tolerable excess noise on side channel input
noise for coherent (dashed) and squeezed state protocols. Side channel coupling
ratio S = 0.9, V = 1000, n = —3dB.

Further calculations show that side-channel input noise can actually have
positive impact on security of quantum key distribution. The behavior of de-
pendency of key rate on side-channel input noise is similar to the dependency
of maximum tolerable excess noise on side-channel input noise. Turns out that
protocol key rate is not linearly dependent on side channel input noise and
for any value of excess noise and channel losses there is a respective maximum
achievable key rate. The most interesting is that the key rate increases at first,
this allows us to suggest that there is an optimal value of side-channel input
noise that can partly compensate the influence of presence of side channel.
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Figure 28: Coherent state protocol key rate depending on side-channel input
noise for different side channel coupling ratios S. V = 1000, ¢ =0, n = —3dB

The same effect can be seen for squeezed state protocol.
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Figure 29: Squeezed state protocol key rate depending on side-channel input
noise for different side channel coupling ratios S. V = 1000, ¢ = 0, = —3dB.
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This dependency behavior remains similar for protocol robustness to excess
noise.

€max

0.8

020 -

‘ ‘ ‘ ‘ C ym
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Figure 30: Dependency of maximal tolerable excess noise on side-channel input

noise for coherent state protocol for various coupling ratios S, V = 1000, n =
—3dB

Figure 31: Dependency of maximal tolerable excess noise on side-channel input
noise for squeezed state protocol for various coupling ratios .S, V = 1000, n =
—3dB
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Thus, we have shown that additional modulation introduced on the input of
side-channel can improve QKD protocols robustness to channel noise, and such
modulation must be optimized in the given conditions.
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5 Conclusions

We have investigated the influence of side channel loss on the security of the
quantum key distribution schemes based on the coherent and squeezed state pro-
tocol upon realistic conditions of channel loss and channel excess noise. While
the presence of side channel was shown not to be destructive for the secure
key transmission, side channel still limits the robustness of protocols to noise
in the quantum channel. It is shown that the key rates for both coherent and
squeezed state protocols response to side channel information leakage in the
same way, however squeezed-state protocol is more robust to it. We investigate
the possibility to compensate the influence of side channel by inputting known
and trusted noise into it. For both coherent and squeezed state protocols an
optimal side-channel input noise can be found. Optimal input noise maximally
decreases the negative effect on security of side channel. Moreover, such noise
can increase the robustness of protocol to noise in the quantum (untrusted)
channel. Further noise optimization should be considered. The investigation of
additional realistic conditions can result in more effective optimization and may
be the subject for further research.
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