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Zabezpeceny sitovy protokol HTTPS

Bakalatska prace nejprve vysvétluje divody pro zavedeni zabezpeceného sitového
protokolu HTTPS jako rozsiteni sitového protokolu HTTP.

Nasledné popisuje a porovnava protokoly, které toto rozSifeni umoziiuji, véetné
upozornéni na znamé zranitelnosti. Vysledky jsou pouzity k praktickému doporuceni
pro spravce servert WWW sluzeb. Dale jsou uvedeny doporuceni pro uzivatele webovych
prohlizecu.

Zavérem je poskytnuta modelovd konfigurace WWW  sluzeb pro vyuziti

zabezpeceného sitového protokolu HTTPS.

Kli¢ova slova: HTTP. HTTPS, SSL, TLS, WWW

Secured network protocol HTTPS

Bachelor thesis explain the motivation behind extension of network protocol HTTP
to the secured network protocol HTTPS.

Thesis describe and compare protocols, which can be used for such extension. These
protocols are compared and their known vulnerabilities are listed and commented. Results
are used for recommendations to WWW servers’ administrators and to regular web
browser s’ users.

Thesis also include practical example of WWW server configuration

with enabled secured network protocol HTTPS.

Keywords: HTTP. HTTPS, SSL, TLS, WWW
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1 Uvod

Informacni technologie maji uzivatelim pomahat pfi fad€ ¢innosti. Jejich uzivani ale
pfinasi i rizna rizika.

PocitaCe, chytré telefony, tablety a dal§i zafizeni umoziuji pfistup k vefejnym
informacim a také k informacim davérnym: emailim, bankovnim uctim, fotografiim,
textovym ¢i tabulkovym dokumentiim a dalSim osobnim ¢i firemnim datim. Data, zejména
ta diveérna, je nutné chranit.

Jedna z oblasti, kde je potteba data chranit, je zvefejiiovani a ptipadné zpracovani dat
s vyuzitim webovych stranek. Pfi tomto modelu vymény dat zajisti webovy server
reprezentovani dat ve form&é webovych strdnek a webovy klient se postard o jejich
prohlizeni a piipadné editovani. Ke komunikaci mezi webovym serverem a webovym
prohlizeCem byl navrzen protokol HTTP. Tento protokol nefesi bezpecnost, proto byl
nasledné navrzen zabezpeceny sitovy protokol HTTPS, ktery rozSituje HTTP komunikaci
o zabezpecCeni. HTTPS k tomu vyuzivé rizné verze protokolti SSL (Secure Socket Layer) a
TLS (Transport Layder Security). Nasledujici kapitoly se HTTPS, SSL a TLS podrobné

veénuji.



2 Cil prace a metodika
2.1 Cil prace

Cilem prace je porovnat existujici protokoly rozsifujici end-to-end HTTP
komunikaci v pocitacovych sitich TCP o zabezpeceni. Dil¢im cilem je vytvofit piehled
zranitelnosti jednotlivych protokolii a stanovit sadu doporuceni pro spravce servert sluzby

WWW k praktickému zabezpeceni komunikace na bazi HTTPS.

2.2 Metodika

Autor analyzuje odbornou literaturu a s vyuzitim konzultaci s odborniky z praxe
stanovi jednotlivé pouzitelné protokoly. Nasledné je jednotlivé charakterizuje, vcetné
jejich vyvojovych stupni a vzajemnych vazeb. Autor dale vybere vhodnou komparaéni
metodu pro porovnani vybranych protokoltl v prostiedi typického serveru/klienta a vytvoii
doporuceni pro jejich nasazeni v praxi. V praktické Casti pak na zaklad¢ tohoto doporuceni
vytvoii modelovou konfiguraci WWW serveru pro zabezpecenou komunikaci s vyuzitim

protokolu HTTPS.
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3 Teoreticka vychodiska

3.1 HTTP

Protokol HTTP (anglicky celym nazvem ,,Hypertext Transfer Protocol) se vyuziva
k obousmérnému pienosu strukturovaného textu a dal§ich dat mezi webovym serverem a
webovym prohlizeCem. Pochédzi z dob, kdy mezi jeho uzivatele patiily predevSim
univerzity a uzivatelim se divéfovalo. BezpecCnost se v té dobé nefeSila. S rozvojem
Internetu se rozsifila skupina uzivateli a také zplsoby pouziti WWW (anglicky celym
nazvem ,,World Wide Web*). Pro pfenos dat jako heslo, rodné ¢islo (Eislo socialniho
zabezpeceni osoby), Cislo platebni karty nebo provedeni bankovniho ptikazu a tak
podobné, bylo potieba doplnit protokol HTTP o zabezpeceni. Byl navrZzen zabezpeceny
sitovy protokol HTTPS.

3.2 HTTPS

Tato prace popisuje zabezpeceny sitovy protokol HTTPS definovany v RFC2818
»HTTP Over TLS* a vyuzivajici pro zabezpecenou komunikaci port 443 a URI (anglicky
celym nézvem ,,Uniform Resource Identitifer) schéma HTTPS resp. https. Bezpecnostni
rozSiteni zajiStuji protokoly SSL (anglicky celym ndzvem ,,Secure Sockets Layer*) a TLS
(anglicky celym nazvem ,, Transport Layer Security*).

Existuje také RFC2817 ,,Upgrading to TLS Within HTTP/1.1%, ktery definuje, jak
vyuzit TLS v ramci HTTP/1.1 (anglicky celym nazvem ,,Hypertext Transfer Protocol*) na
portu 80 v ramci URI schématu HTTP resp. http. Tato varianta zabezpeceni HTTP neni

V praci popisovana.
3.3 HTTP a HTTPS v ramci TCP/IP

Internet je zalozen na TCP (Transmission Control Protocol) / IP (Internet Protocol).
IP protokol zajistuje pfenos datagramti na sitové vrstvé. Tento pfenos je nespolehlivy a
nezabezpeceny. Na transportni vrstvé vyse je TCP protokol, ktery zajistuje transportni
sluzby. Je navrzen jako kontrolovany a spolehlivy, ale nikoli jako zabezpeceny.
V aplika¢ni vrstvé nad TCP protokolem pracuje HTTP. HTTP protokol byl ptivodné

navrzen jako nezabezpeceny, ale v soucasné dobé€ jiz existuji moznosti, jak zabezpeceni
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doplnit. Tato prace se zaméfuje na pfidani bezpecnosti do transportni vrstvy pomoci
protokolt SSL (Secure Sockets Layer) a TLS (Transport Layer Security). Takto
zabezpeceny protokol HTTP je oznacovan HTTPS, pouziva URI schéma HTTPS resp.
https a ma piifazeny port 443.

Existuji moznosti, jak pridat zabezpeceni do sitové vrstvy. Jedna z moznosti je
[Psec. Z pohledu bezpecnosti je idedlni pridani zabezpeceni do vice vrstev. V této praci
neni vyuziti IPsec popisovano. V ptipadé zabezpecCeni sitové vrstvy pomoci IPsec bude
toto zabezpeceni pro transportni i aplikacni vrstvu transparentni, tj. na zpisobu nasazeni

HTTPS se nic nezméni.

3.4 Rizika pri komunikaci HTTP

Pro popséani rizik u nezabezpecené HTTP komunikace je vyuzit obrazek ¢. 1
s osobami reprezentujici komunikaci po nezabezpeceném Internetu.

Alice a Bob spolu komunikuji. Na trase mezi Alici a Bobem se k infrastruktuie
dostaly Eve a Mallory. Ob¢é maji Spatné umysly. Eve se snazi komunikaci odposlouchavat
(anglicky ,,eavesdropping®) a Mallory (jméno podobné anglickému ,,malicious®) se snazi
do komunikace zasahovat, napfiklad ménit obsah zprav. Eve se mize dozvédét, kam Alice
pozvala Boba na vecefi a jeji telefonni ¢islo. Mallory miize zaménit odpovéd’ Boba. Bob
sice na pozvani od Eve odpovi, Ze na vecefi pfijde, ale Mallory odpovéd’ zméni a Eve
obdrzi od Mallory odpovéd’, ze Bob nepftijde a navic, ze uz Eve nechce nikdy vidét. Eve
netusi, ze byla odpovéd zménéna, a tak povazuje odpovéd’ za autentickou, tj. od Boba a
nasledné se podle toho zafidi.

Chovani Eve 1 Mallory je pro komunikaci Alice a Boba nezddouci. Mallory znamena
vétsi a hor$i zdsah do komunikace nez Eve. Pokud by Alice a Bob pouZili pro komunikaci
zabezpeceni pomoci HTTPS, tak by sice Eve i Mallory vidé€ly probihajici komunikaci, ale

ta by pro n¢ byla necitelnd a Mallory by nemohla zpravy zaméiovat.
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Obrazek 1 — Alice a Bob




3.5 SSLaTLS

Protokoly SSL (Secure Sockets Layer) a TLS (Transport Layer Security) umoziuji
zabezpeCit HTTP piidanim bezpecnosti do transportni vrstvy. Takto zabezpeceny protokol
HTTP je oznacovan HTTPS, pouziva URI schéma HTTPS, resp. https a ma pftifazeny
port 443.

Prvni verze 1.0 SSL protokolu byla vypracovana spolecnosti spole¢nost Netscape
Communications Corp., ale nebyla nikdy zvefejnéna, nebot’ obsahovala v navrhu vazné
bezpecnostni chyby.

Druhé verze 2.0 SSL protokolu byla zvefejnéna dne 09.02.1995. Specifikaci ,,The
SSL Protocol" vydala spole¢nost Netscape Communications Corp. Tato verze byla
pro bezpecnostni nedostatky zakdzadna RFC6176 ,,Prohibiting Secure Sockets Layer (SSL)
Version 2.0 v bfeznu 2011.

Tteti a soucasné posledni verze 3.0 SSL protokolu byla zvefejnéna dne 18.11.1996
spolecnosti Netscape Communications Corp. a pozdéji vydana IETF (anglicky celym
nazvem Internet Engineering Task Force) v nezménéné podobé jako RFC6101 v srpnu
2011. Tato verze byla napsana znovu, aby se vyhnula chybam ptedchozi verze. Pfesto byla
1 tato verze pro bezpecnostni nedostatky zakazana, a to RFC7568 ,,Deprecating Secure

Sockets Layer Version 3.0 v ¢ervnu 2015.

SSLv2 zakazdna RFC6176 v srpnu 2011
SSLv3 zakazdna RFC7568 v Cervnu 2015

Tabulka 1 — zakazané verze SSL

Protokol TLS navazuje na SSL. Protokol SSL vydavala spole¢nost Netscape
Communications Corp. a protokoly TLS zacala vydavat IETF (anglicky celym nazvem
Internet Engineering Task Force).

Prvni verze 1.0 TLS vychézela ze SSL 3.0 a byla zvetejnéna v lednu 1999. RFC2246
»The TLS Protocol Version 1.0 vydala IETF (anglicky celym nazvem Internet
Engineering Task Force). Mezi slabiny patfi moznost ponizit spojeni na SSLv3, coz

snizuje bezpecnost.
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Druhé verze 1.1 TLS byla zvetejnéna v dubnu 2006. RFC4346 ,,The Transport Layer
Security (TLS) Protocol Version 1.1“ vydala IETF (anglicky celym nazvem Internet
Engineering Task Force). Oproti verzi 1.0 zakazuje zpétnou kompatibilitu s SSL a vytazuje
dal$i nebezpecné vlastnosti.

Tteti a zatim posledni vydana verze 1.2 TLS byla zvefejnéna v srpnu 2008. RFC5246
,»The Transport Layer Security (TLS) Protocol Version 1.2 vydala IETF (anglicky celym
nazvem Internet Engineering Task Force).

Ctvrta verze 1.3 TLS zatim nebyla zvefejnéna. Doposud je v pfipominkovéani IETF
(anglicky celym nazvem Internet Engineering Task Force). Prvni pracovni verze byla
zvetejnéna 17.04.2014, druha pracovni verze byla zvetejnéna 07.07.2014, tieti pracovni
verze byla zvefejnéna 27.10.2014, ¢tvrtad pracovni verze byla zvefejnéna 03.01.2015, pata
pracovni verze byla zvefejnéna 09.03.2015, Sesta pracovni verze byla zvefejnéna
29.06.2015, sedma pracovni verze byla zvefejnéna 08.07.2015, osma pracovni verze byla
zvetejnéna 28.08.2015, devatad pracovni verze byla zvefejnéna 05.10.2015, desatd pracovni
verze byla zvetfejnéna 19.10.2015, jedenacta pracovni verze byla zvetejnéna 28.12.2015,
dvanactd pracovni verze byla zvefejnéna 21.03.2016, tfinactd pracovni verze byla
zvetejnéna 22.05.2016, ctrnactd pracovni verze byla zvefejnéna 11.07.2016, patnacta
pracovni verze byla zvetfejnéna 17.08.2016, Sestndctd pracovni verze byla zvefejnéna
22.09.2016, sedmnacta pracovni verze byla zvefejnéna 20.10.2016 a osmnéctd pracovni
verze byla zvefejnéna 26.10.2016. Navrh vychazi z verze 1.2 a snaZzi se odstranit jeho
znamé i potencialni slabosti. NiZe jsou citovany nékteré navrhované zmény oproti verzi
1.2. Kompletni seznam navrhovanych zmén je umistén v piiloze 8.1.

e Restructure PSK key exchange negotiation modes

e Harmonize requirements about cipher suite matching: for resumption you need to
match KDF but for 0-RTT you need whole cipher suite. This allows PSKs to
actually negotiate cipher suites.

e Revise version negotiation

e Forbid CertificateRequest with 0-RTT and PSK.

e C(learer guidance on what is needed for TLS 1.2.

e Explicitly require checking that handshake records not span key changes.

e Allow cookies to be longer.
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Remove the "context" from EarlyDatalndication as it was undefined and nobody
used it.

Define ecdsa shal.

Allow resumption even after fatal alerts. This matches current practice.

Add a section describing the data limits for each cipher.

Remove (EC)DHE 0-RTT.

Provide a list of the PSK cipher suites.

Revise signature algorithm negotiation to group hash, signature algorithm, and
curve together. This is backwards compatible.

Make ticket lifetime mandatory and limit it to a week.

Make the purpose strings lower-case. This matches how people are implementing
for interop.

Port the CFRG curves & signatures work from RFC4492bis.

Add support for version anti-downgrade mechanism.

Unify authentication modes. Add post-handshake client authentication.

Change to RSA-PSS signatures for handshake messages.

Remove support for DSA.

Update key schedule per suggestions by Hugo, Hoeteck, and Bjoern Tackmann.
Add support for per-record padding.

Switch to encrypted record ContentType.

Change HKDF labeling to include protocol version and value lengths.

Shift the final decision to abort a handshake due to incompatible certificates to the
client rather than having servers abort early.

Deprecate SHA-1 with signatures.

Add MTTI algorithms.

Remove support for weak and lesser used named curves.

Remove support for MD5 and SHA-224 hashes with signatures.

Update lists of available AEAD cipher suites and error alerts.

Reduce maximum permitted record expansion for AEAD from 2048 to 256 octets.
Require digital signatures even when a previous configuration is used.

Relax certificate list ordering requirement to match current practice.

16



e Integration of semi-ephemeral DH proposal.

e Add initial O-RTT support.

e Prohibit RC4 negotiation for backwards compatibility.
e Prohibit SSL negotiation for backwards compatibility.
e Remove ChangeCipherSpec.

e Remove renegotiation.

e Remove point format negotiation.

e Remove GMT time.

e Merge in support for ECC from RFC 4492 but without explicit curves.
e Rework handshake to provide 1-RTT mode.

e Remove custom DHE groups.

e Remove support for compression.

e Remove support for static RSA and DH key exchange.
e Remove support for non-AEAD ciphers.

Z vySe uvedeného vyctu je zfejmé, Zze navrh TLS verze 1.3 se snazi odstranit zndmé
slabosti protokolu TLS verze 1.2.
Vzhledem k tomu, Ze jsou vSechny SSL verze zakazané, tak bude v nasledujicim

textu upiednostiiovana zkratka TLS.

3.6 TLS komunikace

Komunikace zabezpeCena pomoci TLS probiha vzdy napiimo mezi dvéma
konkrétnimi zafizenimi v Internetu. Prvni zatizeni (dale klient) zahajuje pfipojeni s druhym
zafizenim (dale server) pomoci tzv. ,full handshake®. Po jeho uspésném provedeni
je mozné zasilani dat mezi klientem a serverem zabezpeceng.

Varianta, pfi kter¢ je autentizovany pouze server, vypada u TLS 1.2 nasledovné:

1. Klient spusti ,,handshake* a ozndmi serveru svoje schopnosti
Server vybere parametry
Server posle svij certifikat

Server muze poslat dalsi informace pro generovani hlavniho tajného klice.

wohk wD

Server potvrdi, Ze je s touto fazi hotov.
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6. Klient posle dalsi informace pro generovani hlavniho tajného klice

7. Klient zacina posilat zpravy Sifrované a informuje o tom server.

8. Klient posle MAC (anglicky celym nazvem ,,message authentication code*) vyse
piijatych a odeslanych zprav.

9. Server se piepne na Sifrovani a informuje klienta.

10. Server posle MAC (anglicky celym nazvem ,,message authentication code®) vyse
piijatych a odeslanych zprav.

11. Nasleduje ptfenos zaSifrovanych dat

Na obrazku nize je vidét TLS verze 1.2 ,full handshake* tak, jak je popsany
v RFC5246.

RFC 5246 TLS August 2008
Client Server
ClientHello @ ——cem———n >

ServerHello
Certificate*

ServerKeyExchange*
CertificateRequest*

e ServerHelloDone
Certificate*
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finished @ ——————— >

[ChangeCipherSpec]

e Finished

Application Data S > Application Data

Figure 1. Message flow for a full handshake

* Indicates optional or situation-dependent messages that are not
always sent.

Obrazek 2 — TLS 1.2 full handshake
3.7 Kilice pro Sifrovani

Pro Sifrovani HTTPS jsou v soucasnosti nejvhodnéjsi RSA kli¢e a doporu¢ovana
délka klice je 2048 bitii. DSA klice jsou totiz prakticky omezeny kvili Internet Exploreru
na velikost 1024 bit a ECDSA klice zatim nejsou dostatecné podporovany certifikaénimi

autoritami. KIi¢ je nutné zajistit u spolehlivé certifikacni autority. PouZzivani ,,self-signed*
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certifikdtu neni doporucovano. Bezplatné a automatizované pomoci skripti lze certifikat

obdrzet od Let’s Encrypt certifika¢ni autority na https://letsencrypt.org/.

3.8 Sifry

Symetrické Sifrovani je varianta Sifrovani, kdy se pouziva jeden kli¢ jak
pro zasifrovani, tak pro desifrovani dat. Je doporuceno pouzivat Sifry kombinujici Sifrovani
a kontrolu integrity vramci jednoho algoritmu — AEAD (anglicky celym nazvem
»Authenticated Encryption with Associated Data*). U blokovych Sifer je nejznaméjsi AES
(anglicky celym ndzvem ,,Advanced Encryption Standard®). U proudovych Sifer se
nedoporucuje pouzivat RC4 a doporucuje se pouzivat Salsa20 a Chacha. U rezimu
s blokovymi Siframi se nedoporucuje pouzivat ECB a doporucuje se pouzit GCM.

Asymetrické Sifrovani je varianta Sifrovani, pfi které se pouziva vetfejny kli¢ a
davérny kli¢. Pomoci vetejného klice se data zaSifruji a pomoci divérného kli¢e se mohou
desifrovat. Je doporuceno pouzivat RSA (pojmenované dle osob Ron Rivers, Adi Shamir a
Leonard Adleman) s délkou 2048 bitii. RSA je mozné také pouzit pro elektronicky podpis
na rozdil od jinych asymetrickych Sifer jako DSA a ECDSA.

3.9 Komprese

Plvodni navrhy pocitaly s kompresi dat pied Sifrovanim. V praxi se komprimace
prilis nepouzivala a navic byla zneuzita v CRIME utoku, proto neni doporucovéana a

v navrhu TLS verze 1.3 se komprese dat zakazuje.
3.10 Chyby

Bezpecnostni chyba CVE-2014-016 (23) v knihovné OpenSSL zndma jako chyba
Heartbleed, dopustila zranitelnost pil milionu webovych serverti. Pfi implementaci
rozSifeni nazvaného TLS heartbeat nebyl oSetfen rozsah poskytovanych dat, cehoz mohl
zneuzit UtoCnik a nacist z postizeného serveru az 64 KB paméti. Tato pamét mohla
obsahovat divérné informace jako hesla a privatni kli¢e. Oficidlni zdznam zvetejnény
07.04.2014 uvadi (23) ,,The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1
before 1.0.1g do not properly handle Heartbeat Extension packets, which allows remote

attackers to obtain sensitive information from process memory via crafted packets that
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trigger a buffer over-read, as demonstrated by reading private keys, related to d1_both.c
and tl lib.c, aka the Heartbleed bug.“ Chyba obdrzela obrazek a doménu s webem
http://heartbleed.com/.

POODLE 1tok je bezpecnostni chyba publikovana pod CVE-2014-3566 (23), ktera

muze zpiistupnit uto¢nikovi divérnd data vynucenim degradovéani spojeni na SSLv3.
Oficialni zaznam vytvoreny 14.05.2014 uvadi (23) ,,The SSL protocol 3.0, as used in
OpenSSL through 1.0.11 and other products, uses nondeterministic CBC padding, which
makes it easier for man-in-the-middle attackers to obtain cleartext data via a padding-
oracle attack, aka the "POODLE" issue.*

DROWN utok je bezpecnostni chyba publikovand pod CVE-2016-0800 (23) muze
zptistupnit uto¢nikovi diveérnd data pomoci kombinovani TLS a SSLv2. Oficialni zdznam
vytvofeny 16.12.2015 uvadi ,,The SSLv2 protocol, as used in OpenSSL before 1.0.1s and
1.0.2 before 1.0.2g and other products, requires a server to send a ServerVerify message
before establishing that a client possesses certain plaintext RSA data, which makes it easier
for remote attackers to decrypt TLS ciphertext data by leveraging a Bleichenbacher RSA
padding oracle, aka a "DROWN" attack.”“. Chyba obdrzela obrazek a doménu s webem
https://drownattack.com/.

3.11 Implementace

Existuji rizné implementace knihoven a ndstroji pro nasazeni bezpecnostnich
protokolit SSL a TLS.

OpenSSL je nejzndméjsi a nejrozsifencjsi implementace SSL a TLS. Nejsilngjsi
strankou je velka rozsifenost. Nejslabsi strankou podpora zakazaného protokolu SSL v3.

Knihovna LibreSSL je fork OpenSSL od vyvojaiti OpenBSD. Z ptivodniho kodu byl
odstranén SSL protokol a kéd pro Ebedic, DOS, MacOS Classic, Wind16 a VMS. Byly
pridany Sifry Brainpool, ChaCha, poly1305 a ANSSI FRP256v1. Mista s ASN.1 byla
piepsana piimo do kodu. V knihovné LibreSSL byl vyfeSen problém s datovym typem
time t . Knihovna bude fungovat i po ttery 19. ledna 2038 03:14:07.

Kompatibilita s OpenSSL je udrzovéana na urovni API a funkcionalita je opravovana
a odstranovani uvnitt funkci. Kod je rozdélen podle funkcionality na

e libssl - TLS knihovna zpétné kompatibilni s OpenSSL
e libtls - nova TLS knihovna poskytujici POSIX API a snadné&j$i pouziti TLS
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e libcrypto - knihovna pro kryptografii
e openssl utilita
Bezpecnostni knihovna GnuTLS vznikla jiz pfed chybou Heartbleed v roce 2003
kvtli poptavce GNU projektid po bezpecnostni knihovné s GPL licenci. Mezi aplikace,
které vyuzivaji tuto knihovnu se fadi naptiklad openconnect.
Firma Google se rozhodla pro vlastni implementaci BoringSSL, kterd vychazi

z OpenSSL. Google s tymy kolem OpenSSL a LibreSSL spolupracuje.
3.12 Operacéni systém

Bezpecnostni knihovna je v fad¢ ohledi odkdzdna na hostujici operacni systém.
Proto je dilezité, aby operacni systém poskytoval kvalitni generator pseudondhodnych
¢isel, ndhodné alokovani paméti (bloky paméti nejsou alokované za sebou), odkladaci
pamét’ byla Sifrovana, volné dostupny zdrojovy koéd pro moznost auditovani, varovani
pii kompilaci zdrojového kdédu bylo zapnuto a vyuzivano, zmény byly pfed zahrnutim
do systému verzovani zdrojového kodu kontrolovany a schvalovany a bez restrikci
na export Sifrovacich algoritmt a Sifer.

Déle jsou uzitetné vlastnosti jako WX (anglicky celym nazvem ,,Write XOR
Execute®), kdy je mozné do paméti psat nebo ji spoustét, ale nikoli oboji soucasné nebo
napiiklad funkce pledge, kterd poskytuje aplikaci pouze ta prava, ktera pro svoji praci

potiebuje a Zadna navic.
3.13 Bezpecnostni pravidla

Vyse uvedené je vhodné doplnit o fadu dalSich pravidel pro udrzeni bezpec¢nosti dat.
Software je nutné pravidelné aktualizovat, hesla by méla byt slozita, pro kazdou sluzbu /
server jina a pravidelné¢ obmeénovana, privatni kli¢e by mély byt opatfené heslem a nikdy
by nemély opustit chranéné prostiedi majitele, fyzicky ptistup k pocitaciim a datim by mél
kontrolovany a zabezpeceny, pii pfistupovani na web servery, by méla byt fadné ovéiena
jejich identita a nepovolovany bezpecnostni vyjimky a nezabezpecené WiFi by se nemély
vyuzivat. Tento vycet neni Uplny. Slouzi k pfipomenuti, Zze bezpecnost v informacnich
technologiich je komplexni pojem, a Ze pouzivani HTTPS bezpecnost zvysuje, ale nesmi

zustat osamocené.
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3.14 Porovnani SSL a TLS

Diky vySe uvedenym informacim je mozné udélat jednoducha porovnani.

V porovnani SSL a TLS je na tom Iépe TLS, protoze vSechny SSL verze jsou v soucasnosti

pritom pIné podporovand na strané¢ web serverti 1 na stran¢ webovych klientd. Dale je

ziejmé, ze dlouho ptipravovana TLS verze 1.3 ji nahradi.

Pfi porovnani SSL a TLS pomoci vicekriteridlni analyzy variant, jsou zachyceny
v kriteridlni matici vlastnosti jako platnost (zda je protokol zakézany, nedoporuceny,
povoleny ¢i doporuceny), podpora ve vyse zminénych knihovnéch (pocet knihoven, které
danou verzi podporuji) a podpora ve vysSe uvedenych webovych prohlizecich (pocet

klientl, ktefi danou verzi podporuji). Bodovaci metodou na Skale od 1 (nejhorsi) do 10

(nejlepsi) jsou nasledné protokoly porovnany.

platnost podpora knihovnami | podpora klienty
(max) (max)
SSL 2.0 zakazany 0 0
SSL 3.0 | nedoporuceny 2 0
TLS 1.0 povoleny 4 5
TLS 1.1 povoleny 4 5
TLS 1.2 doporuceny 4 5

Tabulka 2 — kriterialni matice
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platnost | podpora knihovnami | Podpora klienty (max) | Celkem
(max)
SSL 2.0 1 1 1 3
SSL 3.0 2 5 1 8
TLS 1.0 5 10 10 25
TLS 1.1 7 10 10 27
TLS 1.2 9 10 10 29

Tabulka 3 — porovnani SSL a TLS bodovaci metodou
Nejvyssi pocet bodl 29 obdrzel protokol TLS verze 1.2 nasledovany TLS verze 1.1

s 27 body a dale TLS verze 1.0 s 25 body. Protokoly SSL verze 3.0 a SSL verze 2.0

obdrZely pouze 8 bodd, resp. 3 body, a tudiz nejsou doporuceny k pouzivani.
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4 Vlastni prace

Pro modelovou konfiguraci WWW serveru pro zabezpecenou komunikaci s vyuzitim
protokolu HTTPS a pro testovani nezabezpecené a zabezpecené komunikace byl pouzit
jako server stroj PC Engines T40E s procesorem AMD G-T40E 4GB RAM a opera¢nim
systétmem OpenBSD amd64 -current (déale gildor.navratil.cz) a jako client notebook ASUS
UX305LA s procesorem Intel Core 17-5500 8GM RAM s operanimi systémy OpenBSD
amdo64 -current resp. Microsoft Windows 10 Pro Verze 1607 Build 14393.447 (dale jako
duilin.navratil.lan).

Operacni systétmy OpenBSD byly aktualizovany na posledni amd64 -current verzi
s implementaci LibreSSL 2.5.1 a na opera¢nim systému Microsoft Windows 10 Pro byly
aplikovany vSechny dostupné aktualizace.

Server byl umistétn do DMZ (anglicky celym ndzvem ,demilitarized zone*)
s vefejnou IP adresou 89.22.65.152 a byl vytvofen zdznam na name serverech pro jméno
gildor.navratil.cz. Notebook byl pfipojen do wvnitini vnitini sit€ WiFi s IP adresou
192.168.1.111 ptidélovanou pomoci DHCP (anglicky celym nazvem ,,Dynamic Host
Configuration Protocol®).

Sledovani sitového provozu probéhlo pouze v ramci sité vlastnéné a provozované

autorem. Byl vyuzit 1000baseT Ethernet a 802.11n WiFi.

4.1 Konfigurace web serveru pro HTTPS komunikaci

Pro modelové nakonfigurovani web serveru pro HTTPS komunikaci byl zvolen
OpenBSD httpd server. Tato aplikace je soucasti standardni instalace operacniho systému a
jeji konfigurace je jednoducha a piehledna. Dale byla vyuzita knihovna LibreSSL, ktera je
soucasti OpenBSD. Knihovna neobsahuje zakazané SSL protokoly a obsahuje fadu
bezpecnostnich vylepSeni zminénych v piedeslém textu.

O certifikdt bude pozaddana neziskova certifikatni autorita Let’s Encrypt.
Pro automatizované vytizeni zadosti je zapotiebi bézici web server na adrese, pro kterou
bude certifikat vystaven. Prokazuje se tak, ze Zadatel doménu vlastni. Z tohoto divodu je
nejprve vytvoren docasny self-signed certifikdt pomoci ptikazii openssl a na poptedi

spustén web server.
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openssl req -new -key /etc/ssl/private/server.key -out /etc/ssl/private/server.csr
openssl x509 -sha256 -req -days 3 -in /etc/ssl/private/server.csr -signkey /etc/ssl/private/server.key -out /etc/ssl/server.crt

cat /etc/httpd.conf
ext_if="egress"

server gildor.navratil.cz {

listen on $ext_if port 88

listen on $ext_if tls port 443

tls certificate "/etc/ssl/server.crt”

tls key "/etc/ssl/private/server.key"

location "/.well-known/acme-challenge/*" {
root "/acme"
root strip 2

¥

httpd -dv

Nasledn¢ je pouzit nastroj acme-client pro vyfizeni certifikatu. Po obdrzeni

certifikatu a upraveni konfigurace web serveru je spustén web server pro trvaly provoz.

acme-client -uNn gildor.navratil.cz

acme-client: /etc/ssl/acme/private/privkey.pem: generated RSA domain key

acme-client: /etc/acme/privkey.pem: generated RSA account key

acme-client: https://acme-vuB1.api.letsencrypt.org/directory: directories

acme-client: acme-v@1.api.letsencrypt.org: DNS: 104.123.211.71

acme-client: https://acme-u81.api.letsencrypt.org/acme/new-authz: req-auth: gildor.navratil.cz

acme-client: /var/wwuw/acme/5wIC8i20uykYcP2FDUj78USnqUuOSKMjW6hjyL8PP8Q: created

acme-client: https://acme-uB1.api.letsencrypt.org/acme/challenge/KqFbIcSEUF9WT2g3gA09INSF_LLIpRqKASMR4KHKa0Y4/355301681: challenge
acme-client: https://acme-v81.api.letsencrypt.org/acme/challenge/KqFbIcSEUF9UT2g3gA09INSF_LLIpRqKASMR4KkHKa0Y4/355301681: status
acme-client: https://acme-v@1.api.letsencrypt.org/acme/neu-cert: certificate

acme-client: http://cert.int-x3.letsencrypt.org/: full chain

acme-client: cert.int-x3.letsencrypt.org: DNS: 23.219.91.32

acme-client: /etc/ssl/acme/chain.pem: created

acme-client: /etc/ssl/acme/cert.pem: created

acme-client: /etc/ssl/acme/fullchain.pem: created

cat /etc/httpd.conf
ext_if="egress"

server gildor.navratil.cz {

listen on $ext_if port 88

block return 361 "https://gildor.navratil.cz/"
H

server gildor.navratil.cz {
listen on $ext_if tls port 443
tls certificate “/etc/ssl/acme/fullchain.pem”
tls key "/etc/ssl/acme/private/privkey.pen”
location "/.well-knoun/acme-challenge/*" {
root “/acme"
root strip 2

e
rcctl enable httpd

rcctl start httpd
httpd(ok)

Pfi otevieni webu https://gildor.navratil.cz/ v prohlize¢i Google Chrome je mozné

zobrazit detaily o HTTPS pfipojeni.
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< C' | @& https:/gildor.navratil.cz w & &
) o (x i] Elements Console Sources Network Timeline Security » @1

Stranka pro testovani _

TIPS phigeent @ Overview Security Overview

&
Main Origin

This page is secure (valid HTTPS).

B Valid Certificate

The connection to this site is using a valid, trusted
server certificate.

View certificate

B Secure Connection

The connection to this site is encrypted and
authenticated using a strong protocol (TLS 1.2), a
strong key exchange (ECDHE_RSA), and a strong
cipher (CHACHA20_POLY1305).

B Secure Resources

All resources on this page are served securely.

Dalsi otestovani webového serveru bylo realizovano z ptikazové fadky pomoci
aplikace w3m. Na vypisu (vypis byl zkracen a Castecné pieformatovan) nize je patrné
automatické presmérovani z HTTP na HTTPS, platny certifikat, certifikacni autorita Let's
Encrypt Authority X3, seriové cislo, pouzity algoritmus sha256WithRSAEncryption,
platnost certifikatu od 21.11.2016 01:28:00 GMT do 19.02.2017 01:28:00 GMT, vystaveni
pro gildor.navratil.cz, algoritmus pro vetejny kli¢ rsaEncryption s délkou 4096 bitt a dalsi

informace.
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w3m -T text/html -dump_extra http://gildor.navratil.cz/
W3m-current-url: https://gildor.navratil.cz/
W3m-document-charset: US-ASCII
W3m-ssl-certificate: valid certificate
subject=gildor.navratil.cz: issuer=Let's Encrypt Authority X3
Certificate:
Data:
Uersion: 3 (0x2)
Serial Number:
03:9c:28:d2:da:b8:bf:0c:1b:bb:0f:63:6a:d8:94:9f:fb:3c
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
Ualidity
Not Before: Nov 21 01:28:00 20616 GHMT
Not After : Feb 19 01:28:08 26817 GHT
Subject: CN=gildor.navratil.cz
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (40896 bit)
Modulus:
00:dd:-f8:42:25:44:7c:c1:8d:d8:a4:13:a4:086:d7:
b4:bf:c7:c3:df:0c:d4:c9:b2:80:c2:f3:88:ed:cf:

h2 & e aheDLedh e hO =« 2 Ne0D 4 eV L enlLeD2eTT«D27-AD =~

Bc:24:21
Exponent: 65537 (06x10001)
X509u3 extensions:
X509u3 Key Usage: critical
Digital Signature, Key Encipherment
X509u3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509u3 Basic Constraints: critical
CA:FALSE
X509u3 Subject Key Identifier:
B3:35:1C:12:83:3E:F4:C4:52:87:39:18:91:F3:02:03:7B:16:2B:9A
X509u3 Authority Key Identifier:
keyid:A8:4A:6A:63:04:7D:DD:BA:E6:D1:39:B7:A6:45:65:EF:F3:A8:EC:A1
Authority Information Access:
OCSP - URI:http://ocsp.int-x3.letsencrypt.org/
CA Issuers - URI:http://cert.int-x3.letsencrypt.org/
X509u3 Subject Alternative Name:
DNS:gildor.navratil.cz
X509v3 Certificate Policies:
Policy: 2.23.146.1.2.1
Policy: 1.3.6.1.4.1.44947.1.1.1
CPS: http://cps.letsencrypt.org
User Notice:
Explicit Text: This Certificate may only be relied upon by Relying Parties
and only in accordance with the Certificate Policy found at https://letsencrypt.org/repository/
Signature Algorithm: sha256WithRSAEncryption
54:37:20:f1:cd:46:48:03:9d:25:8c:fc:b8:f6:b7:a1:8b:ec:
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LU aUD w 1L uaTUL 7T wa0d a0 aU T ol adH el UL a09.0L T ULTO 71 a1d.
94:86:0b:64

HTTP/1.0 280 OK

Connection: close

Content-Length: 222

Content-Type: text/html

Date: Mon, 21 Nov 2016 063:48:03 GHT

Last-Modified: Mon, 21 Nov 2016 03:12:32 GHT

Server: OpenBSD httpd

<t*doctype html>
<html lang=cs>
<head>
<meta charset=utf-8>
<{title>OpenBSD httpd nakonfigurovany pro HTTPS pFipojeni.</title>
</head>
<body>
<p>Stranka pro testovani HTTPS pFipojeni.</p>
</body>
</html>

Certifikat je vystavovan na dobu 3 mésict. Prodlouzeni je mozné a nutné realizovat
s blizicim se koncem jeho platnosti. Pro tento icel byl nainstalovan skript a zajisténo jeho
denni spusténi. Certifikat bude automaticky obnoven, jakmile to certifika¢ni autorita dovoli

a web server bude nasledné restartovan, aby zacal pouzivat novy certifikat.

acme-client -uNn gildor.navratil.cz

acme-client: /etc/ssl/acme/private/privkey.pem: domain key exists (not creating)
acme-client: /etc/acme/privkey.pem: account key exists (not creating)
acme-client: /etc/ssl/acme/cert.pem: certificate valid: 89 days left

cat fusr/bin/renew_the_certificates.sh
#* /bin/sh
acme-client gildor.navratil.cz
if [ §? -eq 8 ]
then
fetc/rc.d/httpd reload
fi

chmod u+x /usr/bin/renew_the_certificates.sh
lcrontab -1

SHELL=/bin/sh
27 4 * * * /usr/bin/renew_the_certificates.sh
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Server byl také otestovan online nastrojem SSL Server Test spolecnosti Qualys, Inc.

na adrese https://www.ssllabs.com/ssltest/. Server gildor.navratil.cz se zatadil v porovnani

s ostatnimi servery testovanymi béhem podobného casu mezi nejlépe hodnocené.

Porovnani bylo dostupné po provedeném testu na adrese https://www.ssllabs.com/ssltest/

Recent Best Recent Worst

www.duskyvari.sk A+ members.cloudatcost.com F
idp.mci4me.at A+ www.mithio.com T
gildor.navratil.cz A hrss.h3c.com F
wikileaks.shop A preprod.mob.emirates.com F
www.smugglerfm.co.uk A vpn.lOgrus.com T
www.portaleargo.it A csgw-us1a.ultraconnect.com F
thedivinehours.annarborviney ... webmail.htl. moedling.at F
th-th.facebook.com WWw.pre.cz F
Iyvia.fi cdalibertadores.com T
webmail.i-med.ac.at www.acteur-fete.com F

Detailni protokol z testu je umistén v piilohach.
4.2 Test webovych prohlizeci

Pro testy webovych prohlizeci byl pouzit 64bitovy operacni systém Microsoft
Windows 10 Pro Verze 1607 Build 14393.447, webové prohlizeCe instalované a
aktualizované na posledni verze (viz. tabulka) a online néstroj SSL Client Test spole¢nosti

Qualys, Inc. na adrese https://www.ssllabs.com/ssltest/viewMyClient.html.

Otestovany byly tyto prohlizece:
e Firefox 50.0
e Google Chrome Verze 54.0.2840.99 m (64-bit)
e Opera41.0.2353.69
e Microsoft Edge 38.14393.0.0 Microsoft EdgeHTML 14.14393
e Internet Explorer 11.447.14393.0 Verze Aktualizace 11.0.37

Tabulka 4 — testované webové prohlizece
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Vsechny prohlizece mély v ramci testu shodné tyto parametry:

Protocol Features

Protocols
TLS12
TLS 11
TLS 1.0
SSL3
SSL 2

Protocol Support

Your user agent has good protocol support.

Your user agent supports TLS 1.2, which is the best available protocol version at the moment

Logjam Vulnerability

Your user agent is not vulnerable.
For more information about the Logjam attack, please go to weakdh.org

To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site

FREAK Vulnerability

Your user agent is not vulnerable.

For more information about the FREAK attack, please go to www freakattack.com
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site

POODLE Vulnerability

Your user agent is not vulnerable.
For more information about the POODLE attack, please read this blog post

Prohlizece se liSily v obsahu a potadi ,,Cipher Suites®. Detaily, v¢etné¢ kompletnich

protokolt z testt, jsou v piilohéach.

4.3 Sledovani HTTP a HTTPS komunikace

Na pocita¢i duilin.navratil.lan bylo provedeno zachyceni HTTP

i

HTTPS

komunikace pomoci nastroje tshark (textova verze populdrniho grafického nastroje

pro analyzovéani sitové komunikace - wireshark).
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Instalace byla provedena ptikazem

pkg add -vi tshark

V jednom terminalu byl spustén piikaz

w3m -T text/html -dump extra http://gildor.navratil.cz/

a ve vedlejSim terminalu byla zachycena HTTP komunikace ptikazem

tshark -i iwmO -f "port 80"

tshark -i iwm@ -f “port 86"

Capturing on ‘iuwm@’

0.000008 192.168.1.111 ? 89.22.65.152 TCP 78 12901780 [SYN] Seq=8 Win=16384 Len=0 MSS=1460 SACK_PERM=1 WS=64 TSual=1242722184 TSecr=0

08.271256 89.22.65.152 ? 192.168.1.111 TCP 78 80712961 [SYN, ACK] Seq=0 Ack=1 Win=16384 Len=0 MSS=1460 SACK_PERM=1 WS=64 TSual=366147240 TSecr=1242722184
0.271439 192.168.1.111 ? 89.22.65.152 TCP 66 12901780 [ACK] Seq=1 Ack=1 Win=16384 Len=0 TSual=1242722185 TSecr=366147240

08.271684 192.168.1.111 ? 89.22.65.152 HTTP 257 GET / HTTP/1.8

0.348127 89.22.65.152 ? 192.168.1.111 HTTP 787 HTTP/1.0 3081 Moved Permanently (text/html)

0.348752 192.168.1.111 ? 89.22.65.152 TCP 66 12901780 [FIN, ACK] Seq=192 Ack=642 Win=16384 Len=0 TSval=1242722185 TSecr=366147240

0.348808 89.22.65.152 ? 192.168.1.111 TCP 66 8087129061 [FIN, ACK] Seq=642 Ack=192 Win=17344 Len=0 TSval=366147248 TSecr=1242722185

NowVEFwN -

a nasledné byla obdobn¢ zaznamenana HTTP a HTTPS komunikace ptikazem

tshark -i iwmO -f "port 80" -f "port 443"

itshark -i iwm® -f "port 80" —-f “port 443"
Capturing on 'iwmB"
1 0.0000080 192.168.1.111 ? 89.22.65.152 TCP 78 285847443 [SYN] Seq=0 Win=16384 Len=0 MSS=1460 SACK_PERM=1 WS=64 TSval=4171223177 TSecr=0
2 0.546599 89.22.65.152 ? 192.168.1.111 TCP 78 443728584 [SYN, ACK] Seq=8 Ack=1 Win=16384 Len=8 MSS=1468 SACK_PERM=1 WS=64 TSval=1084823770 TSecr=4171223177
3 0.546782 192.168.1.111 ? 89.22.65.152 TCP 66 285847443 [ACK] Seq=1 Ack=1 Win=16384 Len=0 TSval=4171223178 TSecr=1084823770
4 08.579588 192.168.1.111 ? 89.22.65.152 SSL 583 Client Hello
5 1.178225 89.22.65.152 ? 192.168.1.111 TLSv1.2 1514 Server Hello
6 1.180946 89.22.65.152 ? 192.168.1.111 TLSu1.2 1514 Certificate[TCP segment of a reassembled PDU]
7 1.1812086 192.168.1.111 ? 89.22.65.152 TCP 66 285847443 [ACK] Seq=518 Ack=2897 Win=14912 Len=0 TSval=4171223179 TSecr=1084823771
8 1.187901 89.22.65.152 ? 192.168.1.111 TLSvu1.2 663 Server Key ExchangeServer Hello Done
9 1.209291 192.168.1.111 ? 89.22.65.152 TLSv1.2 264 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
18 1.779066 89.22.65.152 ? 192.168.1.111 TLSu1.2 332 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
1" 1.783614 192.168.1.111 ? 89.22.65.152 TLSu1.2 278 Application Data
12 2.316611 89.22.65.152 ? 192.168.1.111 TLSv1.2 277 aApplication Data
13 2.326755 89.22.65.152 ? 192.168.1.111 TLSv1.2 389 Application Data
14 2.326913 192.168.1.111 ? 89.22.65.152 TCP 66 285847443 [ACK] Seq=928 Ack=4215 Win=16128 Len=0 TSval=4171223182 TSecr=1084823774
15 2.327748 192.168.1.111 ? 89.22.65.152 TCP 66 285847443 [FIN, ACK] Seq=928 Ack=4215 Win=16384 Len=0 TSval=4171223182 TSecr=1084823774
16 2.819311 89.22.65.152 ? 192.168.1.111 TCP 66 443728584 [ACK] Seq=4215 Ack=929 Win=17344 Len=0 TSual=1084823775 TSecr=4171223182

Na vypisech je klient (duilin.navratil.lan) reprezentovan IP adresou 192.168.1.111 a
server (gildor.navratil.cz) IP adresou 89.22.65.152. Na vypisech je zachyceno trvalé

ptesmérovani z HTTP na HTTPS, TLS handshake a pouziti TLSv1.2.
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5 Vysledky a diskuse

Bezpecnostni rizika pii pouzivani nezasifrované komunikace prostifednictvim HTTP
protokolu by méla motivovat sprdvce web sluzeb i samotné uZivatele k pfechodu
na Sifrovanou komunikaci prostfednictvim HTTPS. Software 1 hardware je k takovému
piechodu pfipraveny. Vypocetni vykon na strané servert i klienti umoziuje, aby byla
komunikace Sifrovana po celou dobu komunikace.

Bezpecnostni chyby v protokolech SSL a TLS jsou casto pficitany vyvojaitim.
Jednim z vysledki prace je zjisténi, ze nemaly podil na téchto chybach maji Spatné
specifikace a také zptisob nakonfigurovani sluzeb.

Existuji online nastroje, které umoziuji administratorim 1 uzivatelim rychlou
kontrolu, zda je nakonfigurovany, resp. navStévovany server imunni proti znadmym
bezpecnostnim hrozbam.

Vysledkem teoretickych vychodisek a vlastni prace jsou tato doporuceni.

5.1 Doporuceni pro spravce web sluzeb

e  Webové sluzby by mély byt nabizeny vyhradné na portu 443 pomoci HTTPS
(viz. kapitoly 3.4 a 3.2)

e Na portu 80 by mélo byt zapnuto trvalé pfesmérovani na port 443 pomoci
,HTTP response status code 301 - Moved Permanently* (viz. kapitola 4.1)

e Zapnout TLS verze 1.2 a vypnout vSechny SSL verze. Dale zvazit vypnuti i
TLS verze 1.1 a TLS verze 1.0 (viz. 4.2, 3.14 a 3.5)

e Pouzivani certifikatu podepsaného certifikacni autoritou. (viz. 3.7, 4.1 a 4.2)

e Nasazeni web serveru na OpenBSD opera¢nim systému s vyuzitim LibreSSL
knihovny. (viz. 4.1, 3.11 a 3.12)

e Otestovani serveru na https://www.ssllabs.com/ssltest/ (viz. 4.1)

5.2 Doporuceni pro uZivatele

e Nasazeni nejaktudlnéjsi verze webového prohlizece, ktery podporuje TLS
verze 1.2, TLS verze 1.1 a TLS verze 1.0 a vSechny SSL verze ma zakéazané.

(viz. 4.2, 3.14 2 3.5)
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Otestovani klienta na https://www.ssllabs.com/ssltest/viewMyClient.html
(viz. 4.2)

Pouzivani schématu HTTPS misto HTTP, kdekoli je to mozné. Bud’ ruc¢né,

nebo s vyuzitim roz$ifeni pro prohlizeCe, které¢ takové presmérovani zajisti
automaticky. Mezi takova rozSifeni patii napiiklad ,,HTTPS Everywhere*

z https://www.eff.org/https-everywhere/ (viz. 3.3 a 3.4)

Akceptovat pouze certifikdt podepsany certifika¢ni autoritou. To znamena

neakceptovat ,,self-signed* certifikaty. (viz. 3.7)
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6 Zavér

Bezpecnostni protokoly SSL a TLS se jmenuji odlisn¢, ale z technického pohledu
TLS navazuje na SSL. Pojem SSL je zndméj$i nez TLS, ale protokol SSL jiz neni
bezpecné pouzivat. Doporuceny je pouze TLS, a to zejména v posledni verzi 1.2.

Bezpecnostni knihovny a webové servery TLS verze 1.2 podporuji. Stejné tak
vSechny testované webové prohlize¢e TLS verze 1.2 podporuji, a navic nepodporuji SSL.
Definitivni opusténi SSL protokolt a ptfechod na TLS 1.2 spolu s kvalitnimi a dostate¢né
dlouhymi kli¢i, bezpecnymi Siframi, kvalitni implementaci a spravné realizovanou

Software 1 hardware je pfipraveny na prechod od HTTP k HTTPS. S tim, jak narasta

pocet servertl poskytujicich vyhradn€ zabezpecenou komunikaci ptes HTTPS, se dle autora
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8 Prilohy
8.1 Prehled dosavadnich zmén TLS v1.3 oproti TLS v1.2

TLS verze 1.3 zatim nebyla zvefejnéna a nachéazi se v pfipominkovacim rezimu u IETF
(anglicky celym nazvem Internet Engineering Task Force). Od prvni pracovni verze
zvetejnéné 17.04.2014 do osmnécté pracovni verze zvetejnéné 26.10.2016, doslo k nize
uvedenym zménam. V fad¢ pfipadi se jednd o upravy oproti TLS verze 1.2. Pievzato

z https://tools.ietf.org/html/draft-ietf-tls-tls13-18

e Remove unnecessary resumption psk which is the only thing expanded from the
resumption master secret.

e Fix signature algorithms entry in extensions table.

e Restate rule from RFC 6066 that you can't resume unless SNI is the same.

e Remove the 0-RTT Finished, resumption_context, and replace with a psk binder field
in the PSK itself.

e Restructure PSK key exchange negotiation modes

e Add max early data size field to TicketEarlyDatalnfo

e Adda0-RTT exporter and change the transcript for the regular exporter

e Merge TicketExtensions and Extensions registry. Changes ticket early data info
code point.

e Replace Client.key shares in response to HRR

e Remove redundant labels for traffic key derivation.

e Harmonize requirements about cipher suite matching: for resumption you need to
match KDF but for 0-RTT you need whole cipher suite. This allows PSKs to actually
negotiate cipher suites.

e Move SCT and OCSP into Certificate.extensions

e Explicitly allow non-offered extensions in NewSessionTicket

e Explicitly allow predicting ClientFinished for NST

e (larify conditions for allowing 0-RTT with PSK

e Revise version negotiation
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Change RSASSA-PSS and EdDSA SignatureScheme codepoints for better backwards
compatibility.

Move HelloRetryRequest.selected group to an extension

Clarify the behavior of no exporter context and make it the same as an empty context.
New KeyUpdate format that allows for requesting/not-requesting an answer. This also
means changes to the key schedule to support independent updates.

New certificate required alert

Forbid CertificateRequest with 0-RTT and PSK.

Relax requirement to check SNI for 0-RTT.

New negotiation syntax as discussed in Berlin

Require CertificateRequest.context to be empty during handshake.

Forbid empty tickets.

Forbid application data messages in between post-handshake messages from the same
flight.

Clean up alert guidance.

Clearer guidance on what is needed for TLS 1.2.

Guidance on 0-RTT time windows.

Rename a bunch of fields.

Remove old PRNG text.

Explicitly require checking that handshake records not span key changes.

Allow cookies to be longer.

Remove the "context" from EarlyDatalndication as it was undefined and nobody used
it.

Remove 0-RTT EncryptedExtensions and replace the ticket age extension with an
obfuscated version. Also necessitates a change to NewSessionTicket.

Move the downgrade sentinel to the end of ServerHello.Random to accommodate
tlsdate.

Define ecdsa shal.

Allow resumption even after fatal alerts. This matches current practice.

Remove non-closure warning alerts. Require treating unknown alerts as fatal.

Make the rules for accepting 0-RTT less restrictive.

Clarity 0-RTT backward-compatibility rules.

Clarify how 0-RTT and PSK identities interact.
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Add a section describing the data limits for each cipher.

Major editorial restructuring.

Replace the Security Analysis section with a WIP draft.

Allow server to send SupportedGroups.

Remove 0-RTT client authentication

Remove (EC)DHE 0-RTT.

Flesh out O-RTT PSK mode and shrink EarlyDatalndication

Turn PSK-resumption response into an index to save room

Move CertificateStatus to an extension

Extra fields in NewSessionTicket.

Restructure key schedule and add a resumption_context value.

Require DH public keys and secrets to be zero-padded to the size of the group.
Remove the redundant length fields in KeyShareEntry.

Define a cookie field for HRR.

Provide a list of the PSK cipher suites.

Remove the ability for the ServerHello to have no extensions (this aligns the syntax
with the text).

Clarify that the server can send application data after its first flight (0.5 RTT data)
Revise signature algorithm negotiation to group hash, signature algorithm, and curve
together. This is backwards compatible.

Make ticket lifetime mandatory and limit it to a week.

Make the purpose strings lower-case. This matches how people are implementing for
interop.

Define exporters.

Editorial cleanup

Port the CFRG curves & signatures work from RFC4492bis.

Remove sequence number and version from additional data, which isnnow empty.
Reorder values in HkdfLabel.

Add support for version anti-downgrade mechanism.

Update IANA considerations section and relax some of the policies.

Unify authentication modes. Add post-handshake client authentication.

Remove early handshake content type. Terminate O-RTT data with an alert.
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Reset sequence number upon key change (as proposed by Fournet et al.)

Remove ClientCertificateTypes field from CertificateRequest and add extensions.
Merge client and server key shares into a single extension.

Change to RSA-PSS signatures for handshake messages.

Remove support for DSA.

Update key schedule per suggestions by Hugo, Hoeteck, and Bjoern Tackmann.
Add support for per-record padding.

Switch to encrypted record ContentType.

Change HKDF labeling to include protocol version and value lengths.

Shift the final decision to abort a handshake due to incompatible certificates to the
client rather than having servers abort early.

Deprecate SHA-1 with signatures.

Add MTTI algorithms.

Remove support for weak and lesser used named curves.

Remove support for MD5 and SHA-224 hashes with signatures.

Update lists of available AEAD cipher suites and error alerts.

Reduce maximum permitted record expansion for AEAD from 2048 to 256 octets.
Require digital signatures even when a previous configuration is used.

Merge EarlyDatalndication and KnownConfiguration.

Change code point for server configuration to avoid collision with server hello done.
Relax certificate list ordering requirement to match current practice.

Integration of semi-ephemeral DH proposal.

Add initial O-RTT support.

Remove resumption and replace with PSK + tickets.

Move ClientKeyShare into an extension.

Move to HKDF.

Prohibit RC4 negotiation for backwards compatibility.

Freeze & deprecate record layer version field.

Update format of signatures with context.

Remove explicit IV.

Prohibit SSL negotiation for backwards compatibility.

Fix which MS is used for exporters.
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e Modify key computations to include session hash.

e Remove ChangeCipherSpec.

e Renumber the new handshake messages to be somewhat more consistent with existing
convention and to remove a duplicate registration.

e Remove renegotiation.

e Remove point format negotiation.

e Remove GMT time.

e Merge in support for ECC from RFC 4492 but without explicit curves.

e Remove the unnecessary length field from the AD input to AEAD ciphers.

e Rename {Client,Server}KeyExchange to {Client,Server}KeyShare.

e Add an explicit HelloRetryRequest to reject the client's.

e Increment version number.

e Rework handshake to provide 1-RTT mode.

e Remove custom DHE groups.

e Remove support for compression.

e Remove support for static RSA and DH key exchange.

e Remove support for non-AEAD ciphers.

8.2 [Externi test web serveru gildor.navratil.cz

Pro test serveru gildor.navratil.cz byl pouzit online nastroj SSL Server Test spolecnosti

Qualys, Inc. na adrese https://www.ssllabs.com/ssltest/.

SSL Report v1.25.2 obsahoval mimo jiné tyto informace:

SSL Report: gildor.navratil.cz (89.22.65.152)
Assessed on: Sat, 26 Nov 2016 09:00:34 UTC
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Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

@ Protocols

TLS 1.2 Yes
TLS 1.1 No
TLS 1.0 No
SSL3 No
SSL2 No

@ Cipher Suites (SSL 3+ suites in server-preferred order; deprecated and SSL 2 suites at the end)

TLS_RSA_WITH_AES_256_GCM_SHA384 (exd) 256
TLS_RSA_WITH_AES_256_CBC_SHA256 (6x3d) 256
TLS_RSA_WITH_AES_256_CBC_SHA (ex35) 256
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 (6xc@) 256
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (ex84) 256
TLS_RSA_WITH_AES_128_GCM_SHA256 (@x9c) 128
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c) 128
TLS_RSA_WITH_AES_128_CBC_SHA (ex2f) 128
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 (exba) 128
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (ex41) 128

Certificate #1: RSA 4096 bits (SHA256withRSA)

|— | Server Key and Certificate #1
a
gildor.navratil.cz

Subject Fingerprint SHA1: ebc471ce8dfd02a4a1943131ac5da7a969fefch3
Pin SHA256: 38kEOlo/QEGU1pLNFSB84Ev15afYKvcGTFuzB64ohmBA=

Common names gildor.navratil.cz

Alternative names gildor.navratil.cz

Valid from Mon, 21 Nov 2016 01:28:00 UTC

Valid until Sun, 19 Feb 2017 01:28:00 UTC (expires in 2 months and 23 days)
Key RSA 4096 bits (e 65537)

Weak key (Debian) No

Let's Encrypt Authority X3
AlA: http://cert.int-x3.letsencrypt.org/

Issuer

Signature algorithm SHA256withRSA
Extended Validation No
Certificate Transparency No
OCSP Must Staple No
OCSP

Revocation information
OCSP: http://ocsp.int-x3.letsencrypt.org/

Revocation status

Trusted

Good (not revoked)

Yes
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Additional Certificates (if supplied)

Certificates provided

Chain issues

#2

Subject

Valid until
Key
Issuer

Signature algorithm

Protocol Details

DROWN (experimental)

Secure Renegotiation

Secure Client-Initiated Renegotiation
Insecure Client-Initiated Renegotiation
BEAST attack

POODLE (SSLv3)

POODLE (TLS)

Downgrade attack prevention
SSL/TLS compression

RC4

Heartbeat (extension)

Heartbleed (vulnerability)

OpenSSL CCS vuln. (CVE-2014-0224)

OpenSSL Padding Oracle vuln.
(CVE-2016-2107)

Forward Secrecy
ALPN
NPN

Session resumption (caching)

Session resumption (tickets)

OCSP stapling
Strict Transport Security (HSTS)
HSTS Preloading

Public Key Pinning (HPKP)

Public Key Pinning Report-Only
Long handshake intolerance

TLS extension intolerance

TLS version intolerance

Incorrect SNI alerts

Uses common DH primes

DH public server param (Ys) reuse

SSL 2 handshake compatibility

2 (2722 bytes)

None

Let's Encrypt Authority X3
Fingerprint SHA1: e6a3b45b062d509b3382282d196efe97d5956cch
Pin SHA256: YLh1dUR9y6Kja30RrAn7JKnbQG/UEt MKkBgFF2Fuihg=

Wed, 17 Mar 2021 16:40:46 UTC (expires in 4 years and 3 months)
RSA 2048 bits (e 65537)

DST Root CA X3

SHA256withRSA

No, server keys and hostname not seen elsewhere with SSLv2

(1) For a better understanding of this test, please read this longer explanation

(2) Key usage data kindly provided by the Censys network search engine; original DROWN test here

(3) Censys data is only indicative of possible key and certificate reuse; possibly out-of-date and not complete

Supported

Yes

No

Mitigated server-side (more info)
No, SSL 3 not supported (more info)
No (more info)

Unknown (requires support for at least two protocols, excl. SSL2)
No

No

No

No (more info)

No (more info)

No (more info)

Yes (with most browsers) ROBUST (more info)
No

No

No (IDs assigned but not accepted)
Yes

No

No

Not in: Chrome Edge Firefox IE
No

No

No

No

No

No

No, DHE suites not supported

No, DHE suites not supported

No
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8.3 Detailni protokoly z testii Qualys SSL. LABS

Nasleduji detailni protokoly vygenerované pomoci https://www.ssllabs.com/ssltest/ a

https://www.ssllabs.com/ssltest/viewMyClient.html

45



QUALYS SSL LABS

You are here: Home > Projects > SSL Server Test > gildor.navratil.cz

SSL Report: gildor.navratil.cz (89.22.65.152)

Assessed on: Mon, 21 Nov 2016 14:02:23 UTC | Hide | Clear cache

Summary

Overall Rating

Home Projects Qualys.com Contact

Scan Another »

Certificate

Protocol Support

Key Exchange

Cipher Strength

o

20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate #1: RSA 4096 bits (SHA256withRSA)

Server Key and Certificate #1

Subject

Common names
Alternative names
Valid from

Valid until

Key

Weak key (Debian)

Issuer

Signature algorithm
Extended Validation
Certificate Transparency

OCSP Must Staple

Revocation information

Revocation status

Trusted

Additional Certificates (if supplied)

Certificates provided

Chain issues

#2

Subject

Valid until
Key
Issuer

Signature algorithm

gildor.navratil.cz
Fingerprint SHA1: ebc471ce8dfd02a4a1943131ac5da7a969fefcb3
Pin SHA256: 38kE0Io/QEGU1pLNFS64Ev15afYKvcGTFuzB64ohm6A=

gildor.navratil.cz

gildor.navratil.cz

Mon, 21 Nov 2016 01:28:00 UTC

Sun, 19 Feb 2017 01:28:00 UTC (expires in 2 months and 28 days)
RSA 4096 bits (e 65537)

No

Let's Encrypt Authority X3
AlA: http://cert.int-x3.letsencrypt.org/

SHA256withRSA
No
No
No

OCSP
OCSP: http://ocsp.int-x3.letsencrypt.org/

Good (not revoked)

Yes

2 (2722 bytes)

None

Let's Encrypt Authority X3
Fingerprint SHA1: e6a3b45b062d509b3382282d196efe97d5956¢cch
Pin SHA256: YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fuihg=

Wed, 17 Mar 2021 16:40:46 UTC (expires in 4 years and 3 months)
RSA 2048 bits (e 65537)

DST Root CA X3

SHA256withRSA


https://www.ssllabs.com/index.html
https://www.ssllabs.com/index.html
https://www.ssllabs.com/projects/index.html
https://www.qualys.com/
https://www.ssllabs.com/about/contact.html
https://www.ssllabs.com/ssltest/hide.html?d=gildor.navratil.cz
https://www.ssllabs.com/ssltest/analyze.html?d=gildor.navratil.cz&clearCache=on
https://www.ssllabs.com/ssltest/index.html
https://www.ssllabs.com/index.html
https://www.ssllabs.com/projects/index.html
https://www.ssllabs.com/ssltest/index.html
https://www.ssllabs.com/projects/documentation/index.html
https://community.qualys.com/docs/DOC-4865
https://www.ssllabs.com/ssltest/getTestCertificate?d=gildor.navratil.cz&s=89.22.65.152&cid=b5c285cb3090feed991f2729d2a73a3bb0e6db90e2bff1280bad73e13dea119a&time=1479736746132
https://www.ssllabs.com/ssltest/getTestChain?d=gildor.navratil.cz&s=89.22.65.152&cid=b5c285cb3090feed991f2729d2a73a3bb0e6db90e2bff1280bad73e13dea119a&time=1479736746132

Biplifaithet&R@histid by strength; we could not determine if the server has a preference)

Certification Paths

Configuration

Protocols
TLS 1.2
TLS 141
TLS 1.0
SSL 3

SSL 2

Click here to expand

Cipher Suites (sorted by strength; we could not determine if the server has a preference)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc@12) ECDH sect571r1 (eq. 15360 bits RSA) FS

TLS_RSA_WITH_AES_128_CBC_SHA (ex2f)

TLS_RSA_WITH_CAMELLIA 128 CBC_SHA (ox41)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (6xc013) ECDH sect571r1 (eq. 15360 bits RSA) FS

TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c)

TLS_RSA_WITH_AES_128_GCM_SHA256 (x9c)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 (exba)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027) ECDH sect571r1 (eq. 15360 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) ECDH sect571r1 (eq. 15360 bits RSA) FS

TLS_RSA_WITH_AES_256_CBC_SHA (0x35)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x84)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) ECDH sect571r1 (eq. 15360 bits RSA) FS

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028) ECDH sect571r1 (eq. 15360 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (9xc830) ECDH sect571r1 (eq. 15360 bits RSA) FS

OLD_TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcc13) ECDH sect571r1 (eq. 15360 bits RSA) FS

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) ECDH sect5711 (eq. 15360 bits RSA) FS

Handshake Simulation

Android 2.3.7 No SNI ?
Android 4.0.4

Android 4.1.1

Android 4.2.2

Android 4.3

Android 4.4.2

Android 5.0.0

Android 6.0

Android 7.0

Baidu Jan 2015
BingPreview Jan 2015
Chrome 49 / XP SP3
Chrome 51 /Win7 R

Firefox 31.3.0 ESR /Win 7

Firefox 47 /Win 7 R
Firefox 49 / XP SP3
Firefox49 /Win 7 R

Googlebot Feb 2015

Server closed connection
Server closed connection
Server closed connection
Server closed connection
Server closed connection
RSA 4096 (SHA256)
RSA 4096 (SHA256)
RSA 4096 (SHA256)
RSA 4096 (SHA256)
Server closed connection
RSA 4096 (SHA256)
RSA 4096 (SHA256)
RSA 4096 (SHA256)
RSA 4096 (SHA256)
RSA 4096 (SHA256)
RSA 4096 (SHA256)
RSA 4096 (SHA256)

RSA 4096 (SHA256)

TLS 1.2

TLS 1.2

TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp521r1 FS
OLD_TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 ECDH secp521r1 FS
OLD_TLS_ECDHE_RSA WITH_CHACHA20_POLY1305_SHA256 ECDH secp384r1 FS

TLS 1.2 TLS_ECDHE_RSA WITH_CHACHA20_POLY1305_SHA256 ECDH secp384r1

TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH sect571r1 FS
TLS 1.2 TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 ECDH secp384ri
TLS 1.2 TLS ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 ECDH secp384ri
TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA ECDH secp521r1 FS

TLS 1.2 TLS ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 ECDH secp521ri
TLS 1.2 TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 ECDH secp521ri
TLS 1.2 TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 ECDH secp521r

TLS 1.2 TLS ECDHE_RSA_WITH_AES_256_CBC_SHA ECDH sect571r1 FS

FS

[+

[+

Yes
No
No
No

No

112
128
128
128
128
128
128
128
128

256

256

256
256

256

256


https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=2.3.7&key=56
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=4.0.4&key=58
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=4.1.1&key=59
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=4.2.2&key=60
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=4.3&key=61
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=4.4.2&key=62
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=5.0.0&key=88
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=6.0&key=129
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=7.0&key=139
https://www.ssllabs.com/ssltest/viewClient.html?name=Baidu&version=Jan%202015&key=94
https://www.ssllabs.com/ssltest/viewClient.html?name=BingPreview&version=Jan%202015&key=91
https://www.ssllabs.com/ssltest/viewClient.html?name=Chrome&version=49&platform=XP%20SP3&key=136
https://www.ssllabs.com/ssltest/viewClient.html?name=Chrome&version=51&platform=Win%207&key=126
https://www.ssllabs.com/ssltest/viewClient.html?name=Firefox&version=31.3.0%20ESR&platform=Win%207&key=84
https://www.ssllabs.com/ssltest/viewClient.html?name=Firefox&version=47&platform=Win%207&key=132
https://www.ssllabs.com/ssltest/viewClient.html?name=Firefox&version=49&platform=XP%20SP3&key=137
https://www.ssllabs.com/ssltest/viewClient.html?name=Firefox&version=49&platform=Win%207&key=135
https://www.ssllabs.com/ssltest/viewClient.html?name=Googlebot&version=Feb%202015&key=97

FAeaoisiod ReBiitsulation

IE6/XP NoFs' NosNI?
IE 7 /Vista

IE8/XP NoFs' NoSNI?
IE8-10/Win7 R
IE11/Win7 R
IE11/Win8.1 R

IE 10 / Win Phone 8.0

IE 11 /Win Phone 8.1 R

IE 11 /Win Phone 8.1 Update R

IE11/Win 10 R

Edge 13/Win 10 R

Edge 13 /Win Phone 10 R
Java 6u45 No SNI?

Java 7u25

Java 8u31

OpenSSL 0.9.8y
OpenSSL 1.0.11 R
OpenSSL 1.0.2e R

Safari 5.1.9/0S X 10.6.8
Safari 6 /i0S 6.0.1

Safari 6.04/0S X10.8.4 R
Safari7 /i0S7.1 R
Safari7 /OS X 10.9 R
Safari 8 /i0OS 8.4 R
Safari8 /0S X 10.10 R
Safari9/i0S 9 R

Safari9/0S X 10.11 R

Safari 10 /i0OS 10 R

Safari 10 /OS X 10.12 R
Apple ATS 9 /i0S 9 R

Yahoo Slurp Jan 2015

YandexBot Jan 2015

Server closed connection
Server closed connection
Server closed connection
Server closed connection
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256)  TLS 1.2

Server closed connection

RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2

Server closed connection

Server closed connection
RSA 4096 (SHA256) TLS 1.2
Server closed connection

RSA 4096 (SHA256)  TLS 1.2
RSA 4096 (SHA256) TLS 1.2
Server closed connection

RSA 4096 (SHA256)  TLS 1.2

Server closed connection

RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2
RSA 4096 (SHA256) TLS 1.2

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

ECDH secp384r1

ECDH secp384r1

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA ECDH secp384r1 FS

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

Protocol or cipher suite mismatch
TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

RSA 4096 (SHA256) TLS 1.2

RSA 4096 (SHA256)  TLS 1.2
RSA 4096 (SHA256)  TLS 1.2

RSA 4096 (SHA256) TLS 1.2

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

1) Clients that do not support Forward Secrecy (FS) are excluded when determining support for it.

2) No support for virtual SSL hosting (SNI). Connects to the default site if the server uses SNI.

R) Denotes a reference browser or client, with which we expect better effective security.

(
(
(3) Only first connection attempt simulated. Browsers sometimes retry with a lower protocol version.
(
(

All) We use defaults, but some platforms do not use their best protocols and features (e.g., Java 6 & 7, older IE).

Protocol Details

DROWN (experimental)

Secure Renegotiation

Secure Client-Initiated Renegotiation

Insecure Client-Initiated Renegotiation

BEAST attack

POODLE (SSLv3)

POODLE (TLS)

Downgrade attack prevention
SSL/TLS compression

RC4

Heartbeat (extension)

Heartbleed (vulnerability)

OpenSSL CCS vuln. (CVE-2014-0224)

No, server keys and hostname not seen elsewhere with SSLv2

ECDH secp384r1
ECDH secp384r1
ECDH secp384r1

ECDH secp384r1

ECDH sect571r1

ECDH sect571r1

ECDH sect571r1

ECDH secp521r1

ECDH secp521r1
ECDH secp521r1
ECDH secp521r1
ECDH secp521r1
ECDH secp521r1

ECDH secp521r1

ECDH secp521r1
ECDH secp521r1
ECDH secp384r1

ECDH sect571r1

FS

FS

FS

FS

FS

FS

FS

FS

FS

(1) For a better understanding of this test, please read this longer explanation

(2) Key usage data kindly provided by the Censys network search engine; original DROWN test here
(3) Censys data is only indicative of possible key and certificate reuse; possibly out-of-date and not complete

Supported
Yes

No

Mitigated server-side (more info)

No, SSL 3 not supported (more info)

No (more info)

Unknown (requires support for at least two protocols, excl. SSL2)

No
No
No
No (more info)

No (more info)


https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=6&platform=XP&key=100
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=7&platform=Vista&key=19
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=8&platform=XP&key=101
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=8%2d10&platform=Win%207&key=113
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=11&platform=Win%207&key=133
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=11&platform=Win%208.1&key=134
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=10&platform=Win%20Phone%208.0&key=64
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=11&platform=Win%20Phone%208.1&key=65
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=11&platform=Win%20Phone%208.1%20Update&key=106
https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=11&platform=Win%2010&key=131
https://www.ssllabs.com/ssltest/viewClient.html?name=Edge&version=13&platform=Win%2010&key=130
https://www.ssllabs.com/ssltest/viewClient.html?name=Edge&version=13&platform=Win%20Phone%2010&key=120
https://www.ssllabs.com/ssltest/viewClient.html?name=Java&version=6u45&key=25
https://www.ssllabs.com/ssltest/viewClient.html?name=Java&version=7u25&key=26
https://www.ssllabs.com/ssltest/viewClient.html?name=Java&version=8u31&key=86
https://www.ssllabs.com/ssltest/viewClient.html?name=OpenSSL&version=0.9.8y&key=27
https://www.ssllabs.com/ssltest/viewClient.html?name=OpenSSL&version=1.0.1l&key=99
https://www.ssllabs.com/ssltest/viewClient.html?name=OpenSSL&version=1.0.2e&key=121
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=5.1.9&platform=OS%20X%2010.6.8&key=32
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=6&platform=iOS%206.0.1&key=33
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=6.0.4&platform=OS%20X%2010.8.4&key=34
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=7&platform=iOS%207.1&key=63
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=7&platform=OS%20X%2010.9&key=35
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=8&platform=iOS%208.4&key=85
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=8&platform=OS%20X%2010.10&key=87
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=9&platform=iOS%209&key=114
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=9&platform=OS%20X%2010.11&key=111
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=10&platform=iOS%2010&key=140
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=10&platform=OS%20X%2010.12&key=138
https://www.ssllabs.com/ssltest/viewClient.html?name=Apple%20ATS&version=9&platform=iOS%209&key=112
https://www.ssllabs.com/ssltest/viewClient.html?name=Yahoo%20Slurp&version=Jan%202015&key=92
https://www.ssllabs.com/ssltest/viewClient.html?name=YandexBot&version=Jan%202015&key=93
https://blog.qualys.com/securitylabs/2016/03/04/ssl-labs-drown-test-implementation-details
https://censys.io/
https://test.drownattack.com/?site=gildor.navratil.cz
https://community.qualys.com/blogs/securitylabs/2013/09/10/is-beast-still-a-threat
https://community.qualys.com/blogs/securitylabs/2014/10/15/ssl-3-is-dead-killed-by-the-poodle-attack
https://community.qualys.com/blogs/securitylabs/2014/12/08/poodle-bites-tls
https://community.qualys.com/blogs/securitylabs/2014/04/08/ssl-labs-test-for-the-heartbleed-attack
https://community.qualys.com/blogs/securitylabs/2014/06/13/ssl-pulse-49-vulnerable-to-cve-2014-0224-14-exploitable

SSL Reportv1.25.2

OpenSSL Padding Oracle vuln.
(CVE-2016-2107)

Forward Secrecy

ALPN

NPN

Session resumption (caching)
Session resumption (tickets)
OCSP stapling

Strict Transport Security (HSTS)
HSTS Preloading

Public Key Pinning (HPKP)
Public Key Pinning Report-Only
Long handshake intolerance
TLS extension intolerance

TLS version intolerance
Incorrect SNl alerts

Uses common DH primes

DH public server param (Ys) reuse

SSL 2 handshake compatibility

HTTP Requests

St dRipaiatis
https:/igildor.navratil.cz/(HTTP/1.0-200-OK)

No (more info)

Yes (with most browsers) ROBUST (more info)

No

No

No (IDs assigned but not accepted)
Yes

No

No

Not in: Chrome Edge Firefox IE

No

No
No
No
No, DHE suites not supported
No, DHE suites not supported

No

https /igildor.navratil.cz/ (HTTP/1.0 200 OK)

Miscellaneous

Test date

Test duration

HTTP status code
HTTP server signature

Server hostname

Copyright © 2009-2016 Qualys. Inc. All Rights Reserved.

Mon, 21 Nov 2016 13:59:06 UTC
197.117 seconds

200

OpenBSD httpd

bilbo.navratil.cz

Terms and Conditions


https://blog.cloudflare.com/yet-another-padding-oracle-in-openssl-cbc-ciphersuites/
https://community.qualys.com/blogs/securitylabs/2013/06/25/ssl-labs-deploying-forward-secrecy
https://www.qualys.com/
https://www.ssllabs.com/about/terms.html
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You are here: Home > Projects > SSL Client Test

SSL/TLS Capabilities of Your Browser Other User Agents »

User Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:50.0) Gecko/20100101 Firefox/50.0

Protocol Support

Your user agent has good protocol support.
Your user agent supports TLS 1.2, which is the best available protocol version at the moment.

Logjam Vulnerability

Your user agent is not vulnerable.
For more information about the Logjam attack, please go to weakdh.org.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

FREAK Vulnerability

Your user agent is not vulnerable.
For more information about the FREAK attack, please go to www.freakattack.com.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

POODLE Vulnerability

Your user agent is not vulnerable.
For more information about the POODLE attack, please read this blog post.

Protocol Features

Protocols

TLS 1.2 Yes
TLS 1.1 Yes
TLS1.0 Yes
SSL3 No
SSL2 No

Cipher Suites (in order of preference)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) Forward Secrecy 128
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02£) Forward Secrecy 128
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xccad) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009) Forward Secrecy 128
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forward Secrecy 256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) Forward Secrecy 128
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) Forward Secrecy 256
TLS_RSA_WITH_AES_128_CBC_SHA (0x2f) 128

TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256



Cipher Suites (in order of preference)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0xa) 112

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connection to this site. To see the suites, close all browser
windows, then open this exact page directly. Don't refresh.

Protocol Details

Server Name Indication (SNI) Yes
Secure Renegotiation Yes
TLS compression No

Session tickets Yes
OCSP stapling Yes

SHA256/RSA, SHA384/RSA, SHA512/RSA, SHA1/RSA, SHA256/ECDSA, SHA384/ECDSA, SHA512/

Signature algorithms
ECDSA, SHA1/ECDSA, SHA384/DSA, SHA256/DSA, SHA1/DSA

Elliptic curves secp256r1, secp384r1, secp521r1
Next Protocol Negotiation Yes

Application Layer Protocol Negotiation Yes h2http/1.1

SSL 2 handshake compatibility No

Mixed Content Handling

Mixed Content Tests

Images Passive Yes
Css Active No
Scripts Active No
XMLHttpRequest Active No
WebSockets Active No
Frames Active No

(1) These tests might cause a mixed content warning in your browser. That's expected.
(2) If you see a failed test, try to reload the page. If the error persists, please get in touch.

Related Functionality

Upgrade Insecure Requests request header (more info) Yes

Copyright © 2009-2016 Qualys. Inc. All Rights Reserved. Terms and Conditions



QUALYSO SSL LABS Home Projects

You are here: Home > Projects > SSL Client Test

SSL/TLS Capabilities of Your Browser

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.99
Safari/537.36

Protocol Support

Your user agent has good protocol support.
Your user agent supports TLS 1.2, which is the best available protocol version at the moment.

Logjam Vulnerability

Your user agent is not vulnerable.
For more information about the Logjam attack, please go to weakdh.org.
To test manually, click here. Your user agent is not vulnerabile if it fails to connect to the site.

FREAK Vulnerability

Your user agent is not vulnerable.
For more information about the FREAK attack, please go to www.freakattack.com.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

POODLE Vulnerability

Your user agent is not vulnerable.
For more information about the POODLE attack, please read this blog post.

Protocol Features

Protocols
TLS 1.2
TLS 1.1
TLS 1.0
SSL3

SSL 2

Cipher Suites (in order of preference)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (8xc02b) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (8xc@2c) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca9) Forward Secrecy
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) Forward Secrecy
OLD_TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (9xcc14) Forward Secrecy
OLD_TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcc13) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009) Forward Secrecy

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy

Qualys.com Contact
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Cipher Suites (in order of preference)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc@@a) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forward Secrecy 256
TLS_RSA_WITH_AES_128_GCM_SHA256 (6x9c) 128
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d) 256
TLS_RSA_WITH_AES_128_CBC_SHA (0x2f) 128
TLS_RSA_WITH_AES_256_CBC_SHA (@x35) 256
TLS_RSA_WITH_3DES_EDE_CBC_SHA (exa) 112

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connection to this site. To see the suites, close all browser
windows, then open this exact page directly. Don't refresh.

Protocol Details

Server Name Indication (SNI) Yes
Secure Renegotiation Yes
TLS compression No
Session tickets Yes
OCSP stapling Yes

SHA512/RSA, SHA512/ECDSA, SHA384/RSA, SHA384/ECDSA, SHA256/RSA, SHA256/ECDSA,

Signature algorithms
SHA1/RSA, SHA1/ECDSA

Elliptic curves x25519, secp256r1, secp384r1
Next Protocol Negotiation No

Application Layer Protocol Negotiation Yes h2 http/1.1

SSL 2 handshake compatibility No

Mixed Content Handling

Mixed Content Tests

Images Passive Yes
CSs Active No
Scripts Active No
XMLHttpRequest Active No
WebSockets Active No
Frames Active No

(1) These tests might cause a mixed content warning in your browser. That's expected.
(2) If you see a failed test, try to reload the page. If the error persists, please get in touch.

Related Functionality

Upgrade Insecure Requests request header (more info) Yes
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QUALYSO SSL LABS Home  Projects

You are here: Home > Projects > SSL Client Test

SSL/TLS Capabilities of Your Browser

User Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.99
Safari/537.36 OPR/41.0.2353.69

Protocol Support

Your user agent has good protocol support.
Your user agent supports TLS 1.2, which is the best available protocol version at the moment.

Logjam Vulnerability

Your user agent is not vulnerable.
For more information about the Logjam attack, please go to weakdh.org.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

FREAK Vulnerability

Your user agent is not vulnerable.
For more information about the FREAK attack, please go to www.freakattack.com.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

POODLE Vulnerability

Your user agent is not vulnerable.
For more information about the POODLE attack, please read this blog post.

Protocol Features

Protocols
TLS 1.2
TLS 1.1
TLS 1.0
SSL3

SSL 2

Cipher Suites (in order of preference)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca9) Forward Secrecy
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) Forward Secrecy
OLD_TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xcc14) Forward Secrecy
OLD_TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcc13) Forward Secrecy
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc0@9) Forward Secrecy

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy
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Cipher Suites (in order of preference)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc@@a) Forward Secrecy
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forward Secrecy
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x9c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d)
TLS_RSA_WITH_AES_128_CBC_SHA (ox2f)
TLS_RSA_WITH_AES_256_CBC_SHA (0x35)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (oxa)

256
256
128
256
128
256
112

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connection to this site. To see the suites, close all browser

windows, then open this exact page directly. Don't refresh.

Protocol Details

Server Name Indication (SNI) Yes
Secure Renegotiation Yes
TLS compression No
Session tickets Yes
OCSP stapling Yes

SHAS512/RSA, SHA512/ECDSA, SHA384/RSA, SHA384/ECDSA, SHA256/RSA, SHA256/ECDSA,

Signature algorithms
SHA1/RSA, SHA1/ECDSA

Elliptic curves x25519, secp256r1, secp384r1
Next Protocol Negotiation No

Application Layer Protocol Negotiation Yes h2 http/1.1

SSL 2 handshake compatibility No

Mixed Content Handling

Mixed Content Tests
Images

CSs

Scripts
XMLHttpRequest
WebSockets

Frames

(1) These tests might cause a mixed content warning in your browser. That's expected.

(2) If you see a failed test, try to reload the page. If the error persists, please getin touch.

Related Functionality

Upgrade Insecure Requests request header (more info)
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SSL/TLS Capabilities of Your Browser Other User Agents »

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.79
Safari/537.36 Edge/14.14393

Protocol Support

Your user agent has good protocol support.
Your user agent supports TLS 1.2, which is the best available protocol version at the moment.

Logjam Vulnerability

Your user agent is not vulnerable.
For more information about the Logjam attack, please go to weakdh.org.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

FREAK Vulnerability

Your user agent is not vulnerable.
For more information about the FREAK attack, please go to www.freakattack.com.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

POODLE Vulnerability

Your user agent is not vulnerable.
For more information about the POODLE attack, please read this blog post.

Protocol Features

Protocols

TLS 1.2 Yes
TLS 1.1 Yes
TLS 1.0 Yes
SSL3 No
SSL2 No

Cipher Suites (in order of preference)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) Forward Secrecy 128
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) Forward Secrecy 128
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9f) Forward Secrecy 256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x9e) Forward Secrecy 128
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023) Forward Secrecy 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027) Forward Secrecy 128
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a) Forward Secrecy 256

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (02c009) Forward Secrecy 128



Cipher Suites (in order of preference)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy 128
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) Forward Secrecy 256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) Forward Secrecy 128
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x94) 256
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x9c) 128
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x3d) 256
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c) 128
TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256
TLS_RSA_WITH_AES_128 _CBC_SHA (0x2%) 128
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0xa) 112
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 (0x6a) Forward Secrecy’ 256
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 (0x40) Forward Secrecy’ 128
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x38) Fonvard Secrecy’ 256
TLS_DHE_DSS_WITH_AES_128 CBC_SHA (0x32) Forward Secrecy’ 128
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x13) Forward Secrecy” 112

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connection to this site. To see the suites, close all browser
windows, then open this exact page directly. Don't refresh.

(2) Cannot be used for Forward Secrecy because they require DSA keys, which are effectively limited to 1024 bits.

Protocol Details

Server Name Indication (SNI) Yes
Secure Renegotiation Yes
TLS compression No

Session tickets Yes
OCSP stapling Yes

SHA256/RSA, SHA384/RSA, SHA1/RSA, SHA256/ECDSA, SHA384/ECDSA, SHA1/ECDSA, SHA1/D

Signature algorithms
SA, SHA512/RSA, SHA512/ECDSA

Elliptic curves secp256r1, secp384r1
Next Protocol Negotiation No

Application Layer Protocol Negotiation Yes h2http/1.1

SSL 2 handshake compatibility No

Mixed Content Handling

Mixed Content Tests

Images Passive Yes
Css Active No
Scripts Active No
XMLHttpRequest Active No
WebSockets Active No
Frames Active No

(1) These tests might cause a mixed content warning in your browser. That's expected.
(2) If you see a failed test, try to reload the page. If the error persists, please get in touch.

Related Functionality

Upgrade Insecure Requests request header (more info) No

Copyright © 2009-2016 Qualys. Inc. All Rights Reserved. Terms and Conditions



Q UA LYSO SS L LABS Home  Projects  Qualys.com  Contact

You are here: Home > Projects > SSL Client Test

SSL/TLS Capabilities of Your Browser Other User Agents »

User Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64; Trident/7.0; rv:11.0) like Gecko

Protocol Support

Your user agent has good protocol support.
Your user agent supports TLS 1.2, which is the best available protocol version at the moment.

Logjam Vulnerability

Your user agent is vulnerable. Upgrade as soon as possible.
For more information about the Logjam attack, please go to weakdh.org.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

FREAK Vulnerability

Your user agent is not vulnerable.
For more information about the FREAK attack, please go to www.freakattack.com.
To test manually, click here. Your user agent is not vulnerable if it fails to connect to the site.

POODLE Vulnerability

Your user agent is not vulnerable.
For more information about the POODLE attack, please read this blog post.

Protocol Features

Protocols

TLS 1.2 Yes
TLS 1.1 Yes
TLS 1.0 Yes
SSL3 No
SSL2 No

Cipher Suites (in order of preference)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) Forward Secrecy 128
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) Forward Secrecy 128
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9£f) Forward Secrecy 256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x9e) Forward Secrecy 128
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023) Forward Secrecy 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0x028) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027) Forward Secrecy 128
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009) Forward Secrecy 128

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forward Secrecy 256



Cipher Suites (in order of preference)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy 128
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) Forward Secrecy 256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) Forward Secrecy 128
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d) 256
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x9c) 128
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x3d) 256
TLS_RSA_WITH_AES_128 CBC_SHA256 (0x3c) 128
TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256
TLS_RSA_WITH_AES_128 CBC_SHA (0x2f) 128
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0xa) 112
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 (0x6a) Forward Secrecy” 256
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 (0x40) Forward Secrecy” 128
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x38) Forward Secrecy” 256
TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x32) Forward Secrecy” 128
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x13) Forward Secrecy” 112

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connection to this site. To see the suites, close all browser
windows, then open this exact page directly. Don't refresh.

(2) Cannot be used for Forward Secrecy because they require DSA keys, which are effectively limited to 1024 bits.

Protocol Details

Server Name Indication (SNI) Yes
Secure Renegotiation Yes
TLS compression No

Session tickets Yes
OCSP stapling Yes

SHA256/RSA, SHA384/RSA, SHA1/RSA, SHA256/ECDSA, SHA384/ECDSA, SHA1/ECDSA, SHA1/D

Signature algorithms
SA, SHA512/RSA, SHA512/ECDSA

Elliptic curves secp256r1, secp384r1
Next Protocol Negotiation No

Application Layer Protocol Negotiation Yes h2http/1.1

SSL 2 handshake compatibility No

Mixed Content Handling

Mixed Content Tests

Images Passive Yes
Ccss Active Yes
Scripts Active Yes
XMLHttpRequest Active No
WebSockets Active No
Frames Active Yes

(1) These tests might cause a mixed content warning in your browser. That's expected.
(2) If you see a failed test, try to reload the page. If the error persists, please get in touch.

Related Functionality

Upgrade Insecure Requests request header (more info) No
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