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Cil prace

* Navrh implementace nastroje ldentity Manager
— usnadnéni prace s identitami
— zvyseni uzivatelského komfortu
* Dilci cile:
— prehled resené problematiky
— analyza soucasného stavu
— navrh strategie reseni
— testovani, zhodnoceni
— predbézné vycisleni nakladl
— uvedeni zavéru a doporuceni
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Metodika

* Teoreticka cast
— Prehled resené problematiky
— Dduraz na Identity Management
— Porovnani dostupnych nastroju

* Prakticka cast
— Analyza servisnich pozadavku a nastaveni uctu
— Tvorba virtualniho testovaciho prostredi
— Implementace vybranych nastroju a nastaveni funkci

— Testovani a doporuceni dalsiho postupu
— Financni analyza
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Teorie

* Entita
— JedinecCny objekt schopen samostatné existence
— Lze rozeznat od ostatnich entit

* |dentita
— Shoda charakteristickych vlastnosti v Case a prostoru
— Totoznost, lze ji oveérit

* Rizeni identit (Identity Management)
— Zajistuje dlvérnost, integritu a dostupnost informaci
— Kazdy zameéstnanec ma spravné pristupy ve spravy cas
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Predstaveni firmy

* LINET spol. s r.o.
* \lyroba nemocnicnich a pecCovatelskych lUzek
* 15 dcerinych spolecnosti
* Prodej ve vice nez 100 zemich svéeta
1500 uzivatelu
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* 1 doména

* OS Windows
* HW Dell

e MS SCCM

e 1st level support — 7 lidi
* 2nd level support — 5 lidi
* 3rd level support — 1 clovek
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Zjisténé problémy

e Uzivatelska hesla s neomezenou platnosti

— Chybi funkce pro samoobsluzny reset hesla

* Prodleva mezi nastupem zameéstnance a
vytvorenim uctu

 Odchod zaméstnance / Zména Pozice

—|T oddéleni neni informovano

O Provozné ekonomicka
Y ) fakulta



Uzivatelska hesla s neomezenou platnosti
Samoobsluzny reset hesla:
* Azure AD

— Cloud Self-help password reset
— Vicefaktorové overeni

* Microsoft ldentity Manager

— On-premise Self-help password reset
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Nastup zaméstnance — metodicky pristup

Problém: Prodleva mezi nastupem zameéstnance a vytvorenim uctu
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Nastup zaméstnance — technicky pristup

Reseni: Automatizace procesu - Identity Manager
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Odchod zaméstnance — metodicky pristup

Problém: IT oddéleni neni informovano
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Odchod zaméstnance — technicky pristup

Reseni: Automatizace procesu - Identity Manager
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Testovani — samoobsluzny reset hesla v Azure
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Testovani — samoobsluzny reset hesla v Azure

Portal Azure vyzve k doplnéni kontrolnich informaci po pfihlaseni

Microsoft Azure

@8 Microsoft

martin.toman@linetgroupczu.tk

Musi se zadat dalsi informace

Aby vaie organizace mohla udriovat vas et v
bezpedi, potfebuje vice informaci.

PouZit jiny Ucet

Dalsi informace
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Testovani — samoobsluzny reset hesla v Azure

Neztratte pristup ke svému uctu!

Vyberte dole otazky, na které cheete odpovédét. Spravee vyZaduje, abyste nastavili tento podet otdzek: 3, a cdpovédi musi byt nejméné 3 znakd diouhé,
Bezpednostni otizka 1

Otazkal ¥
Odpovedi

Bezpecnostni otizka 2
Otazkal ¥
Odpovéd?2

Bezpeinostni otazka 3

Otézka3 ¥

Odpovéd3

uloZit odpoveédi
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Testovani — samoobsluzny reset hesla v Azure

Neztratte pristup ke svému uctu!
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Testovani — samoobsluzny reset hesla v Azure

Microsoft Azure

a8 Microsoft

< martin.toman@linetgroupczu.tk

Zadat heslo

Heslo

Mepamatuji si svoje heslo

Prihlasit se

o
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Testovani — samoobsluzny reset hesla v Azure

Prinlaste se znovu do Uctu

ovérovaci krok 1 = zvolit nové heslo

Zvolte zpdsob kontaktovéni, ktery bychom méli poudit pro ovéfeni:

*® Poslat mi SMS na maobil Pokud chcete chranit svij uet, je tieba, abyste niZe zadali své celé mobilni
telefonni Cislo (************(Q), Nasledné vam zaileme textovou zpravu s

) _ ovéfovacim kddem, ktery miZete pouZit k resetovani hesla,
Lvolat mi na mobilni telefon

Odpovéd na mé bezpecnostni

otazky
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Testovani — samoobsluzny reset hesla v Azure

Prihlaste se znovu do Uctu

ovéfovacl krok 1+ = zvolit nové heslo

* Ladejte nove heslo:




Testovani — samoobsluzny reset hesla v Azure

* Vyhody
— Vice moznosti ovéreni
— /Zména hesla i mimo firmu

* Nevyhody

— Nutné vyuzit dalsi zafizeni pro pristup na internet
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Testovani — samoobsluzny reset hesla v MIM
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Testovani — samoobsluzny reset hesla v MIM

Registrace se automaticky otevre po pfihlaseni do PC

e @ http://passwordregistration linet-group.local/ = & | | Search... 0D~
({2 Forefront |dentity Manage... LT

Microsoft Identity Manager

Password Registration:

If you ever forget your password, you can reset it yourself
without calling your help desk.

Click ‘Mext' to begin the registration process.

& 2015 Microsaft Corporation. All Rights Reserved. | About
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Testovani — samoobsluzny reset hesla v MIM

e & hitp://passwordregistration.linet-groupJocal/ = @& | | Search.., 2~
& Forefront ldentity Manage... LT

Microsoft Identity Manager

Password Registration: Your Current Password

Enter your current password below, then click "Next'.
{logged in as: LINET-GROUP\tomanm)

Password:

| .l.!l.!'l - |

& 2015 Microsoft Corporation. All Rights Reserved. | About
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Testovani — samoobsluzny reset hesla v MIM

e & hitp://passwordregistration linet-group.local/ = & | | Search... L~ v io @
@ Forefront Identity Manage... I

-

Microsoft Identity Manager

Password Registration: Register Your Answers

You must answer at least 3 Question
questions to register.

Sd Ak |

Each answer must contain at
least four characters, and no =~ Question2
two answers may be the
same.

S Ak ik |

Question3

Sk |

The responses you provide are stored by your organization in Forefront Identity Manager.
Mext Cancel

& 2015 Microsoft Corporation. All Rights Reserved. | About
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Testovani — samoobsluzny reset hesla v MIM

e @ http://passwordregistration.linet-group.ocal/ = & | | Search... P~
(& Forefront Identity Manage... ]

Microsoft Identity Manager

Completed: You are now registered

I:O] If you ever need to reset your password:

1. Go to the reset password portal
2. Verify your identity
3. Choose your new password

& 2015 Microsoft Corporation. All Rights Reserved. | About
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Testovani — samoobsluzny reset hesla v MIM

=
=
| File Action Media Clipboard View Help
B D@0 np|f o B

lomanMartin [LINET.CZ]
[T

Problems Logging In?

R Toman Martin [LI...

,Q\ Other user

T~V ! — /
(©XO) Provozné ekonomicka
fakulta 74



Testovani — samoobsluzny reset hesla v MIM

=
=
File  Action Media Clipboard View Help
B DO npfkd R

Microsoft Identity Manager

Authentication Required

Welcome to the Login Assistant. You will be presented with a series of checkpoints. If you fail on any of the
checkpoints, your account may be locked out for future reset attempts.

R Toman Martin [LI...

R Other user
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Testovani — samoobsluzny reset hesla v MIM

|| FIM Password Reset X

Microsoft Identity Manager
You have been authenticated successfully.

Welcome to the Login Assistant. You will be presented with a series of checkpoints, If you fail on any of the
checkpoints, your account may be locked out for future reset attempts,

() Keep your current password and unlock your account

(®) Enter a new password and unlock your account

DomainiUsername: | LINET-GROUP\tomanm |
Mew password: | T |
Confirm new password: | ssssssses |

Mote: The user name abowve may display in a different format than you are accustomed te logging in with, An
example of another logen format is tomanm@linetgroupczu.tk.
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Testovani — samoobsluzny reset hesla v MIM

[:]| FIM Password Reset %

Microsoft Identity Manager

You have been authenticated successfully.

Welcome to the Login Assistant. You will be presented with a series of checkpoints, If you fail on any of the
checkpeints, your account may be locked out for future reset atternpts,

Keep your current password and unlodk your account

Enter a new password and unlock your account

Domain'Uszername: LIMET-GR.OUPYtomanm
MNew password: T,
Confirm new password: T,

Mote: The user name above may display in a different forrnat than you are accustomed to logging in with, An
example of ancther logon format is tomanm@linetgroupczu.th,

You have successfully reset your password, It may take a few minutes before you are able to login with
your new password,

N
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Testovani — samoobsluzny reset hesla v MIM

3
F 3

File  Action Media Clipboard View Help
2] D@0 nmnf 5 R

Toman Martin [LINET.CZ]

i Welcome

N ! T 4
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Testovani — samoobsluzny reset hesla v MIM

* Vyhody
— Registrace po prihlaseni do PC
— Moznost obnovy na svém PC
* Nevyhody

— Vicefaktorova autentizace pouze pri propojeni s
Azure

—
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Automatizace procesu — napojeni na HR databazi
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Automatizace procesu — napojeni na HR databazi

Prostredi MIM

e @ http://lg-mim.linet-group.local/ldentityh © ~ & @ Microsoft [dentity Manager

linet-grouphadministratorlse SHIFT+ENTER to open the menu (new window).r | Wse SHIFT+ENTER to open the menu (new window). 9

Microsoft Identity Manager

Home
Search for:

Welcome, administrator

Distribution Groups (DGs)
My DiGs

My DG Memberships

Security Groups (5Gs) t&
4
e Sé
My 5G Memberships

Users

Distribution Groups (DGs)

» See my DG memberships
» Join a DG

» Create a new DG
» Manage my DGs

Distribution Groups (DGs) provide an easy way to send email to a group of
users. When you send email to a DG, the email will be delivered to all its
members,

My Profile

Authentication Workflow Security G rou ps (SGS)
Registration

» Create a new 5G » See my 5G memberships

Management Policy Rules » Manage my SGs » Join a 5G

Security groups (5Gs) are used to secure network resources. When

Workflows
permissions to a resource are assigned to a 5G, all members of the group
£k can access that resource.
Requests & Approvals

Viansge My Requests Users, Profiles, and Passwords

Approve Requests » Edit my profile » Register for password reset

search Requests Profiles allow you to see information about users in your organization. You
can also update certain information in your profile, such as your phone

number, or register to reset your password.

Privileged Access
Management

PAM Roles Requests

N
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Search within:
£ | Al Users

B Administration

» Unlock Users

« Schema Management

« Search Scopes

« Workflows

« Management Policy Rules

» Sets

« Synchronization Rules

« All Resources

» Resource Control Display Configurations
» Home Page Resources

« Mavigation Bar Resources
Help

About Microsoft Identity Manager




Automatizace procesu — napojeni na HR databazi

Testovaci HR databaze
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EmployeelD:10
DeltaOperation:Add
Company:LINET-GROUP
FirstName:Terry

LastName:Adams

UserlD:tadams

EmployeeType:Full Time Employee
Manager:

EmployeelD:11
DeltaOperation:Add
Company:LINET-GROUP
FirstMName:Jimmy
LastName:Bischoff
UserlD:jbischoff
EmployeeType:Full Time Employee
Manager:10

EmployeelD:12
DeltaOperation:Add
Company:LINET-GROUP
FirstMame:Lola

LastName:Jacobsen
UserlD:ljacobsen
EmployeeType:Full Time Employee
Manager:11




Automatizace procesu — napojeni na HR databazi

V MIM vytvoreny 2 testovaci ucty

Users

2

Mew

] Display Name « Domain Account Name
[] administrator LINET-GROUP administrator

L] Built-in Synchronization Account

L] Goldberg Josef LINET-GROUP Jgeoldberg

[] Simon Britta LINET-GROUP bsimon

S L ———
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Automatizace procesu — napojeni na HR databazi

Uéty v MIM po importu HR databéaze

Users

2

Mew

L] Dizplay Mame «
[ Adams Terry

[] administrator

[ Bischoff Jimmy

[ ] Built-in Synchronization Account
[] Goldberg Josef

[] Jacobsen Lola

[

Simon Britta

V7
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Domain
LINET-GROUP
LINET-GROUP
LINET-GROUP

LINET-GROUP
LINET-GROUP
LINET-GROUP

Search for

Account Name
tadams
administrator

Jbischoff

jgoldberg
[lacobsen

bsimon




Automatizace procesu — napojeni na HR databazi

Uéty v AD po synchronizaci s MIM

File  Action

|7

] Active Directory Users and Computers — O >

View Help

Bl 4 B XEBe HE PaETE%R

3]
3
£l
El
£
El
£
g
v 2]

|

w (2] LINET-GROUP ~ | Mame

BORCADMEDICAL.COM
Computers

Disabled
LINET-GROUP.LOCAL
LIMNET.ASIA

LINET.ER

LIMET.CEE
LIMNET.COM
LIMET.CZ

2| Admins

3| Computers

2| Contacts

3| Equipment

E;Adams Terry
E;, Bischoff Jimmy
E;. Goldberg Josef
E;Jacubsen Lola
E; Simon Britta

o Groups

2| Rooms

2| Shared_Mailboxes

2| Users
3| Exchange Linked Users
2| External
5 FIMObjects

LIMET.ES




Automatizace procesu — napojeni na HR databazi

* Vyhody

— Rychleji vytvoreny ucet

— U¢et zrueny ve spravnou chvili

— Kazdy zaméstnanec ma prava odpovidajici pozici
* Nevyhody

— Slozité prvotni nastaveni

—
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Financ¢ni analyza

Naklady Jednorazové naklady (licence + implementace) 254 055 K¢
Roc¢ni ndklady (1500 licenci) 2 430 000 K¢

Uspory Prace podpory IT (rok) 240 000 K¢
Ptfedchazeni $kodé (rok) [Utok 1x/5 let] 25 000 000 K¢
Nevycislitelné dspory - ¢as a pohodli uzivatel(

O" Provozné ekonomicka
Y ) fakulta




Doporuceni dalSich kroku

* Implementace MIM do realneho prostredi
firmy

* Nastaveni testovanych funkci

* VySkoleni uzivatell

e Otestovani funkce PAM pro fizeni admin. uctu

—
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Prinos prace
* Vybér vhodného nastroje

e Zjisténi vSech vyhod a nevyhod
* Efektivni vedeni projektu pri implementaci

—
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Dékuji za pozornost
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