University of Hradec Kralové
Faculty of Informatics and Management

Use of Blockchain for Guarantees of Origin
Master’s Thesis

Author: Tiri¢ Amar
Branch of Study: Information Management

Advisor: Ing. Tereza Ot¢enaskova, BA, Ph.D.

Consultants:
Ing. Stanislav Mikulecky, Ph.D.
Production Director at Unicorn Systems
Ing. Petr Svoboda
Senior Consultant at Unicorn Systems

Hradec Kralové

May 2021



Declaration:
I declare that this thesis was composed solely by myself, and that the work contained herein

is my own except where explicitly stated otherwise.

In Hradec Krélové, 14™ May, 2021 Amar Tiri¢



Acknowledgments

Firstly, my deep and sincere appreciation goes to my family for their continuous and unparalleled
love, help and support. I owe my deepest gratitude to my supervisor Ing. Tereza OtCenaskova for
her enthusiasm, encouragement and offering helpful comments for improving my work. I would
also like to extend my gratitude to Ing. Petr Svoboda and Ing. Stanislav Mikulecky of Unicorn
Systems for their invaluable supervision, continuous assistance and constructive feedback towards
the completion of the thesis. Lastly, I am thankful to the University of Hradec Kralové
and, especially Faculty of Informatics and Management for giving me the opportunity to study there

and gain valuable knowledge.



Annotace

Tato prace analyzuje potencidl vyuZiti technologie blockchain pro Guarantees of Origin,
tedy nastroj pouzivany pro sledovani a prokazéani ptivodu obnovitelné energie. V praci je uveden
prehled Guarantees of Origin, dale jsou zkoumadny stdvajici implementace jejich registracnich
systémi a jsou uvedeny hlavni pfipady pouZiti téchto systémti. Prace predstavuje komparativni
analyzu stavajicich blockchainovych technologii a hodnoti jejich vhodnost z pohledu dil¢ich
pripadii uziti. Jsou identifikovany klicové body, ve kterych miZe technologie blockchain
podporovat nastroj Guarantees of Origin, a to zejména z hlediska zvySeni transparentnosti,
auditovatelnosti a integrace stavajiciho systému certifikatti. Prakticka cast diplomové prace popisuje
dokumentaci procesu vyvoje prototypu, ktery vyuZiva technologii blockchain Ethereum
a programovaci jazyk Solidity vyuZitelny pro Smart Contracts. Na zakladé prototypového feSeni
je vyhodnocena a diskutovana vhodnost technologie blockchain z hlediska propustnosti transakci,

soukromi a Skalovatelnosti pro jeji aplikaci v nastroji Guarantees of Origin.

Keywords: Blockchain, Energy Attribute Certificates, Ethereum, Guarantees of Origin,

Obnovitelné zdroje, Smart Contracts, Solidity



Abstract

This thesis analyzes the potential of using blockchain technology for Guarantees of Origin,
a tracking instrument used to prove the origin of renewable energy. An overview of the Guarantees
of Origin tracking instrument is presented, existing registry system implementations
are investigated, and main use cases for such a system are determined. The thesis presents
a comparative analysis of the existing blockchain technologies and assesses the suitability of each
from the perspective of the selected use case. Key points in which blockchain can support
Guarantees of Origin tracking instrument are identified as potentially improving transparency,
auditability and integration possibilities of the current certificate system. The practical part
of the thesis describes documentation of the prototype development process that employs Ethereum
blockchain technology and smart contracts programming language called Solidity. Based
on the prototype solution, the appropriateness of the blockchain technology in terms of transaction
throughput, privacy, and scalability for the application in the Guarantees of Origin tracking

instrument is evaluated and discussed.

Keywords: Blockchain, Energy Attribute Certificates, Ethereum, Guarantees of Origin, Renewable

Energy, Smart Contracts, Solidity
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1 Introduction

The popularity of green electricity has been growing significantly in last few years. Therefore, the
demand of companies for this electricity originating from renewable sources is also increasing. This
is mainly due to the increasing consumers demand for products that possess a certification that they
have been produced using renewable energy. However, once renewable energy enters the grid
of the Transmission system operators (TSOs), it can not be distinguished from gray energy
originating in non-renewable sources. Since the energy that is provided through the grid is actually
a mix of gray and green energy, it is not possible for companies that want to utilize only renewable
energy to buy it directly from the grid unless the company did not set up its own facilities
for generating renewable energy. Therefore, a tracking instrument called by a generic name Energy
Attribute Certificates (EACs) was created. In Europe, a legal manifestation of EACs is known
as Guarantees of Origin (GOs). By claiming renewable energy attribute certificates, companies can
showcase to consumers and employees, their willingness to utilize clean green energy. The outlook
for these certificates is quite optimistic, as the demand for renewable energy documented
by Guarantees of Origin has risen by 15% in the first half of 2020, despite the negative effects
of a global pandemic [1]. Blockchain appeared more than a decade ago, and ever since its
appearance the proponents of the technology have argued that it has the potential to influence
and change many aspects of how we conduct our daily lives and businesses. The Guarantees
of Origin tracking systems can also be implemented using blockchain technology and some argue
that, if implemented in a cooperative and supportive manner to the existing registry systems, may

reduce processing costs and regulatory obstacles to attribute monitoring [2].

This thesis aims to analyze the prospects of utilizing blockchain technology for the Guarantees
of Origin tracking instrument. It provides an overview of the blockchain technology itself, analyzes
the advantages and disadvantages of blockchain technology in the context of this use case,
and evaluates practical insights gained from developing a prototype for a Guarantees of Origin
system based on Ethereum blockchain technology and Solidity programming language. The thesis
content is organized as follows. Firstly, the Guarantees of Origin tracking instrument
and the architecture of the existing registry systems is presented. Secondly, blockchain technology
is introduced, its main concepts and features are elaborated, and potential use cases
for the Guarantees of Origin system are described. In the Results and Discussion chapter,
the implementation of the prototype is documented, and implications are evaluated in terms

of the advantages and disadvantages it provides to the existing solution.



2 Objectives and Methodology

This chapter presents the objectives and the methodology of the thesis. Research Objectives section
identifies the main objectives of the thesis. The Research Methodology section defines

a methodological approach.

2.1 Research Objectives

This thesis systematically and comprehensively examines the potential for application of blockchain
technology for the Guarantees of Origin tracking instrument. Based on the investigation of existing
research literature related to utilizing blockchain technology for Guarantees of Origin or similar
Energy Attribute Certificates systems, is examined. The thesis highlights the potential benefits that
blockchain can bring to the Guarantees of Origin tracking instrument. Furthermore, this thesis
documents the development of a prototype for a Guarantees of Origin registry system based
on blockchain technology. In order to weigh in the trade-offs brought by the blockchain in terms
of scalability, transaction throughput and privacy, the comparison of the possible blockchain
implementations for this application is performed. The appropriateness of the blockchain
technology for this specific use case is elaborated and its positive and negative aspects
are investigated. The objectives of this thesis are specified as follows:

* Identify the main use cases that a Guarantees of Origin registry system implements.

* Understand the added value of utilizing blockchain technology as well as present
and analyze various blockchain technology alternatives and the implications of their
utilization for the Guarantees of Origin system.

* Examine the available academic literature and provide a comprehensive overview
of the existing implementations and their advantages and disadvantages.

* Propose and evaluate a prototype for a traceability system for Guarantees of Origin tracking

instrument using blockchain technology.

2.2 Research Methodology

The methodological approach based on the earlier noted objectives can be divided into
the following steps:

* Step 1 — Briefly introduce and analyze the Guarantees of Origin tracking instrument
and the existing registry systems. The overview of the information is gathered from
the exploration of EU legislation and regulations, as well as various protocols
and procedures specified by important organizations in the area such as the Association
of Issuing Bodies (AIB).



Step 2 — Introduce the blockchain technology and explain the main concepts necessary
to understand the potential of its utilization. The information was gathered from
the academic resources obtained through publication databases such as Web of Science,
Scopus, JSTOR, etc. Scientific journals and articles were investigated in order to collect
and compare the existing implementations of the blockchain for the specified purpose.
Additionally, the official documentation websites and technology whitepapers were used
as they contained extensive and detailed information on the subject. Based on the data
collected, potential advantages of using blockchain technology were identified and explored.
Furthermore, a technology selection process was documented and discussed.

Step 3 — The technical solutions utilized for the development of the prototype are presented.
A sequential approach in documenting and visually explaining the prototype features,
through the perspective of each of the earlier specified Guarantees of Origin system use
cases was employed. The relevant technical information is conveyed using diagrams
and pseudo-code snippets. The original prototype code is provided in the Appendices.

Step 4 — The usability of the prototype is evaluated, accompanied by a discussion about
the benefits and drawbacks of utilizing blockchain technology for the Guarantees of Origin

tracking instrument.



3 Overview of Guarantees of Origin Scheme

Energy Attribute Certificates (EACs) are electronic certificates by which the production, trade,
and consumption of renewable energy can be documented and tracked. EACs do not represent
the energy directly, rather they are contractual instruments that convey information about
the electricity that has been produced, such as the type of power plant, the location where it was
produced, the production period and amount.

The EAC usually represents one megawatt hour of electricity (1 MWh) and is the most trustworthy
method to prove that a business is purchasing energy from legitimate renewable sources [3].

Based on the region in which a certain EAC is defined by the law, the following certificates
are distinguishable: European Energy Certificate System Guarantee of Origin (EECS-GoO)
prevalent in the European Union, Renewable Energy Certificates (RECs) in North America,
Renewable Energy Guarantees of Origin (REGoOs) in the UK, and Tradeable Instruments
for Global Renewables (TIGRs) as well as The International REC Standard (I-REC Standard)
in the rest of the world [4]. This thesis shall focus on EECS-GO, a tracking system for EACs used
in European Union and a few other countries in Europe, and will be referred to as the Guarantees
of Origin for Renewable Energy. Figure 1 presents an overview of different EAC systems

Figure 1: EACs World map (Source: Adopted from [5])
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Guarantee of Origin is defined in the Directive (EU) 2018/2001 [6] of the European Parliament
and of the Council of 11 December 2018 on the promotion of the use of energy from renewable
sources, and its predecessor Directive 2009/28/EC [7, p. 271, as “an electronic document which has
the sole function of providing evidence to a final customer that a given share or quantity of energy
was produced from renewable sources”. A Guarantee of Origin may be passed from one holder
to another, regardless of the energy to which it relates. Double counting and double disclosure
of Guarantees of Origin must be avoided in order to ensure that a unit of renewable energy
is released to a consumer only once. Energy from renewable resources for which the supplier
has sold the corresponding Guarantee of Origin certificate separately should not be disclosed
or offered to the final consumer as renewable energy. The directive also states that Guarantees
of Origin should be issued for all the units of renewable energy that have been produced, with
certain exceptions in which it is decided that the producer has already received financial support
for the production of the renewable energy. The directive further defines a standard size of a single
Guarantee of Origin to 1 MWh. Guarantee of Origin (GO), does not have a specified fixed price
for which it is sold, rather its price is determined by the market demand [8]. Each Guarantee
of Origin certificate has a validity of 12 months after the energy unit has been produced.
The directive (EU) 2018/2001 further specifies the information that each Guarantee of Origin

is supposed to contain [6]:

* the energy source as well as the start and end dates of the production

* whether the GO is related to electricity, gas or heating/cooling

* the identity, location and type of the installation from which the energy originates

e whether the installation has received obtained benefits from investment support,
in a manner different from the national support, and the specific type of that support
scheme

» the date when the installation has become operational

e the country from which the GO was issued, the date and the unique identification

number

In order for a company to use the GO certificates for energy disclosure, they must buy GO
certificates in the amount of MWh that they want to use them for. In order for the GO to be used
for proving the origin of renewable energy, they must be cancelled in the relevant certificate
registry [9]. Upon cancellation, the GO can not be transferred anymore and the energy it relates
to is considered as used. In order to develop the use of a standardized system, national GO tracking

systems have established the Association of Issuing Bodies (AIB). AIB is an organization whose



goal is to enable the harmonized environment as well as structures and procedures that ensure
the smooth operation of an international system that supports the electronic production, transfer,
and cancellation of energy certificates [8]. For that purpose, they developed a standardized system
called the European Energy Certificate System (EECS), a system for EECS certificates that may
be based on Guarantees of Origin, or issued in relation to some other legislative schemes, or other
voluntary arrangements [10]. In 2016, it was estimated that around 2/3 of GO issuing
and transferring is done in compliance with EECS standard [11], [12]. Therefore, the Association
of Issuing Bodies enables international transfers of the Guarantees of Origin, through the EECS,
making it possible to import GO from other domains or export GO to other domains. A domain is
a term used to refer to an area under which exists an authorized Issuing Body that issues an EECS
product (GO) and usually refers to Member states of the EU [10].
Based on the relevant Guarantee of Origin directives mentioned earlier, the main functions that
can be performed on a Guarantee of Origin certificate can be derived as follows:
* energy production device registration and auditing
* periodical production auditing
* registration of account holders
* issuing of certificates — provide the requested number of GO certificates to the energy
producer corresponding to the amount of MWh that the requesting party installation
has produced
* transferring of certificates — transfer GO certificates to another party within the same
domain
* cancelling of certificates — the GO certificates that have been redeemed for their purpose,
and therefore made non-transferable
» invalidating the expired certificates — the GO certificate that has been produced more than
12 months ago, is considered as expired, each Issuing Body should invalidate it within 6
months before the expiration date
These use cases should be supported by information systems and certificate databases of each
issuing body. Furthermore, if the issuing body within a certain country needs to enable trading with
other countries, it needs to be part of the AIB, and conform to the EECS standards. The system
through which the transfer among AIB member registries is provided is called AIB Hub [13].
Therefore, two more use cases for an information system supporting the Guarantees of Origin
tracking scheme can be defined:
* exporting certificates — GO certificates are transferred to a member registry of Issuing Body

of another country



* importing certificates - GO certificates are transferred from a member registry of Issuing
Body of another country
Since there exist different accounts in various registries, it is also necessary to export and import
the accounts between the independent registry systems. The export and import use cases
are generally governed by the AIB Hub, even though it may be possible for two Issuing Bodies
to arrange transfer between themselves, without a middleman. However, this is not allowed
for the members of AIB.

The first group of use cases should be regulated by the Guarantees of Origin Registry established
by an Issuing Body within a certain domain. GO Registry refers to an information system
with a supporting database, usually established on a national level, to support all the relevant GO
use cases, within a specific country/domain. The Issuing Body will provide an information system
to which the registered electricity provider should gain an access to, in order to request the GO
certificates. For example, Czech Issuing Body OTE has a GO Registry information system called
EZP and specifies the procedure necessary for an electricity producer or trader to gain access
to the GO registry. Upon access approval renewable electricity producer is able to request GO
certificates that correspond to the amount produced by an applicants production device. The same
registry is used by the organizations that need to use GO for disclosure purposes. OTE requires
that access to the EZP system is requested only by electricity producers or electricity traders that
are licensed by Czech Energy Regulatory Office [14]. The EECS Electricity Domain Protocol
for Czech Republic prepared by Issuing Body OTE states that upon the account activation on GO
Registry for the producer, the account holder can perform the following operations [15]:

* apply for EECS-GO certificates,

» provide instructions for transferring EECS-GO certificates,

» provide instructions for cancelling EECS-GO certificates,

* provide suggestions for withdrawing EECS-GO certificates, and provide suggestions
for data updates relevant to its registration in the EECS-GO Registration Database

¢ receive information and data about the account, as well as the EECS-GO certificates

that have been registered.

Since the Guarantees of Origin issued by OTE are issued according to the EECS standard, they
are referred to as EECS-GO certificates. The domain protocol document also specified procedures
for maintenance of production device data, registration of a production device, de-registration

of the device, as well as detailed description of certificate systems administration, and other relevant



procedures within a domain, in this specific case, the domain of Czech Republic. Figure 2 displays

the process flow diagram of issuing GO to a registered electricity producer.

Figure 2: Issue GO process diagram (Source: Adapted from [15])
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The information system that supports issuing of GOs in the current centralized architecture will
have the registered production device owner primarily requesting the issuance of the GO
certificates, upon which the system checks the presence of the production device in the system.
If the validation check is successful, the system will check whether the documentary evidence
of the production of output and consumption of the input is available to the relevant Issuing Body.
If available, the system issues the requested GO certificates in the value of the produced amount
expressed in MWh.

Having multiple separate Issuing Bodies means that each Issuing Body has its own information
system for the GO Registry, that supports some main use cases: issue, transfer, cancel, withdraw,
expire. However, what if a certain participant of a GO certificate scheme wants to obtain GO
certificates that are issued by an Issuing Body from another country/domain? The GO certificate
would then have to be transferred between two Issuing Bodies before it is used for use cases that
occur within a single Issuing Body. Since each Issuing Body has its own informational system
representing the GO Registry, transferring certificates between them necessitates a single point
of contact. This is necessary to enable inter-communication of the registries, and enable

synchronization and coordination between them.

As mentioned earlier, this interface between Issuing Bodies and their registry systems is provided
by the Association of Issuing Bodies, via the AIB Hub. The user of the Hub may or may not
be a member of the AIB, who by signing Hub Participant Agreement, becomes a Hub Participant
[10]. For an applicant Issuing Body and its registry database to be accepted into the AIB Hub, their
information system needs to pass a number of tests performed by the AIB Hub, to make sure that
it conforms to all the interfaces specified in the EECS Registration Databases document [16]. When
a Registry of an Issuing Body has been registered within the AIB Hub system, it is able to perform
transfer with other Registries owned by other Issuing Bodies. Figure 3 presents the basic data

transmission protocol between two registries and AIB Hub.



Figure 3: Basic Data Transmission Protocol — asynchronous AK (Acknowledgment) (Source:
Adopted from [16])

Registry 1 AlB Hub Registry 2
I | |
Certificate transfer N i I
(sendCertificate) |
“ — ~PENDING -response — — — I
T |
i 7 Forwarding Certificate transfer
I isetCertificate)
| = - AK -response- — — — —
| T
Forwarding AK = I
(setFeedback) |
— — — True -response- — — —X :
[ ]

-

The certificate transfer is initiated by the sending registry, which transmits a transfer request
to the AIB Hub. Upon receiving the request, the AIB Hub forwards it to the receiving registry.
When the receiving registry acknowledges the reception of the certificates, the feedback is sent
to the AIB Hub, which ultimately returns the feedback to the sending registry. The AIB Hub acts
as a centralized actor that takes care of coordination and synchronization of the transfers, as well
as handling disputes related to the certificate transfers. In special cases, a manual intervention

is necessary by a superuser of the AIB Hub to close the transfer, as can be seen in Figure 4.
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Figure 4: Data transmission protocol between registries, with manual action from superuser

(Source: Adopted from [16])
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The EECS Registration Databases document further specifies the following functional requirements

that this transfer mechanism must support [16]:

Transferable: Each message is assumed to be delivered from sender to recipient via the AIB
Hub

Transparency: Any transmission failure must be discovered;

Attributable: message that came out of the intended sender should clearly be recognizable.
Accurate: The message must come with great confidence that the transit was not altered,;
Private: The message must arrive with the assurance that no adequately trained third party

can understand it.
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The previously mentioned requirements specify essential aspects the AIB Hub and the GO
Registries informational system must exhibit. Some of these will be quite relevant for further
discussion, especially the aspect of the message privacy.

This section has presented and explained the GO tracking scheme and the current system design
by which the main use cases related to the GO scheme are supported. The system is rather robust,
well documented, and quite well integrated with the current European legal instrument. The GO
registries of Issuing Bodies are quite resilient and reliable, and all the members of the AIB that
participate in the EECS GO scheme, and that transfer certificates via the AIB Hub are frequently
audited by the AIB itself. This ensures that GO registry systems that communicate with the AIB
Hub fulfill all the necessary functional requirements. As the current system has been functioning
successfully for quite a period of time, the question to ask is why to propose any change to it. Some
claim that the Guarantees of Origin system is not dependent on technology, rather it is technology
agnostic, so the “industry should seek to utilize the best underlying technology available at any time
to provide the best possible service/product” [17]. In relation to that, it is then necessary to define
the aspects of the mechanism that can be improved by using different technology, than the one
currently being utilized.

Even though the robustness, security, resilience of the current system can not be questioned,
utilizing blockchain technology could potentially lower the operational costs of the system as well
as being more inclusive toward smaller producers [18]. Using blockchain technology might
potentially lower the administrative burden, which would enable smaller production units to engage
in the system, due to lower functional expenses. The inclusion of more small producers would result
in an effective increase of the GO certificates in circulation. The following section introduces
the concept of the blockchain, as well as providing an analysis of how a GO tracking system may

be implemented within the frames of this technology.
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4 Blockchain Technology and Potential Use for
Guarantees of Origin

This chapter introduces the main features and characteristics of the blockchain technology.
Furthermore, it identifies the key aspects in which blockchain technology can be utilized
for Guarantees of Origin tracking instrument. The related work and existing implementations
are presented and analyzed. Lastly, different blockchain platforms are evaluated and technology

selection process is documented.

4.1 Blockchain Technology

Blockchain is a technology that has seen a significant rise in popularity recently. The formal origin
of the blockhain technology can be traced back to 2008 when the idea of Bitcoin cryptocurrency
was introduced in the paper by Satoshi Nakamoto [19]. Blockchain technology can be defined
as a public distributed ledger system that maintains the confidentiality of transaction data [20].
The public ledger is a record-keeping system that maintains participants’ identities in a secure
and anonymous manner, their respective cryptocurrency balances, and a record book
of all the genuine transactions executed between network participants. A blockchain does not have
to be public, as there exist variations that are not open for everyone and have an access control
layer. These are called permissioned blockchains. All of the transactions that occur
on the blockchain are stored in the list of blocks, which grows as more and more blocks are added.
In order to make the ledger data consistent and enhance security, blockchain uses asymmetric
cryptography and distributed consensus algorithms [21]. The transactions that occur
on the blockchain are transparent and visible to everyone, they are timestamped and irreversibly
stored, creating a fixed timeline of data that is not controlled by any central party. Blockchain is
essentially a database that contains the whole history of all the transactions ever processed
and whose integrity all users can trust [22].

Distributed peer-to-peer technology such as blockchain, suggests that there is no central party
owning the infrastructure. No one can alter the data on the blockchain, thus it is characterized
as being immutable. The concept of blockhain immutability was introduced with the cryptocurrency
Bitcoin so that the problem of double spending is solved. Double-spending is a potential flow
of the digital currency, and is defined as the risk that a digital currency can be spent twice [23].

Before each transaction is added to the blockchain, its authenticity is checked, and then it is stored
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on the blockchain as an immutable record. This is to prevent a malicious actor from spending
the same cryptocurrency in two different transactions. The authenticity of transactions is established

with the consensus protocol explained in the next chapters.

4.1.1 Technical Description of the Blockchain

Three important terms define a blockchain: blocks, nodes and miners [24]. As previously
mentioned, blockchain is the distributed log of the transactions that are grouped in blocks. Blocks
are timestamped and are identified by cryptographic hashes. Every block has a reference to the hash
of the previous block, creating a chain of blocks, therefore called the blockchain. Each block
contains at least two elements: a cryptographic hash and the block data [25]. Furthermore, each
block contains a nonce which is a randomly generated number, used to generate a block header
hash, making data in the block forever linked to the nonce and hash. Figure 5 shows the structure

of the blocks in the Bitcoin blockchain.

Figure 5: Bitcoin Block Data (Source: Adopted from [26])
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Nodes are one of the most important concepts in blockchain since they are what makes blockchain
distributed and decentralized. Nodes are essentially a set of clients, and each store a copy
of the entire blockchain [25]. However, one node can serve as a point of access for multiple clients.
Blockchain nodes are the building blocks of the peer-to-peer network, they verify that the incoming
transactions are valid, discarding invalid transactions. When a set of transactions is validated, they
are ordered and bundled with a timestamp into a candidate block. Candidate block is the block that
should be added to the blockchain in the process called mining [25].
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The node that adds a new block to the blockchain is called the miner node. For the block
to be added to the blockchain, nodes have to agree that the transactions contained in the block
are valid and that the new block is properly referencing other blocks in the blockchain. This ensures
that the integrity of the blockchain is maintained. Figure 6 shows the difference between

a centralized system and a decentralized system composed of numerous interacting nodes.

Figure 6: Centralized and Decentralized system. (Source: Adopted from [27])
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The process by which nodes agree on the validity of the present state of blockchain is by various

algorithms known as consensus protocols.

4.1.2 Consensus Protocols

Consensus is the concept in distributed computing “wherein nodes within the system must reach
an agreement given the presence of faulty processes or deceptive nodes” [28, p. 1545]. Consensus
protocols are necessary to exist in order to reach an agreement in the decentralized environment,
as there is no centralized actor that may solve disputes and enforce consistency. Some of the most

popular consensus protocols for establishing consensus on the blockchain are the following [21]:

a) Proof-of-Work (PoW) is the consensus protocol used in the Bitcoin blockchain [19].
For the blockchain participants to be able to add a new block, they have to solve computationally
complex “cryptographic puzzles”, in the process commonly known as mining [29]. As the number
of participants increases over time, the computation becomes very complex, and requires stronger

hardware resources. This results in high electricity consumption. The node that successfully solves
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the cryptographic problem appends the new block to the blockchain, and receives the reward
for the work. In Bitcoin’s case, the miner node is rewarded with a certain amount of Bitcoin.
In terms of scalability, blockchains based on the Proof-of-Work consensus protocol offer good node

scalability with poor performance [30].

b) Proof-of-Stake (PoS) is a consensus protocol that is considered as a more energy-efficient
substitute to Proof-of-Work. In the Proof-of-Stake algorithm, nodes must prove that they possess
a certain amount of cryptocurrency to participate in the transaction validation process. It is assumed
that nodes that have a higher stake in the validation process are more trustworthy, and therefore
would not profit from attacking the distributed network [21]. To validate a transaction, the validator
must prove the ownership of his stake of cryptocurrency. The more cryptocurrency the validator
holds, the bigger the chance to validate the next block [29]. The Proof-of-Stake algorithm has both
advantages and disadvantages [31], however, compared to PoW it may provide higher scalability
and better energy efficiency. The Proof-of-Stake algorithm has gained an increase in its popularity
recently. This is enforced by the fact that one of the most popular blockchain technologies Ethereum

is transitioning from Proof-of-Work to Proof-of-Stake algorithm [32].

c) Practical byzantine fault tolerance (pBFT) is a replication algorithm made for tolerating
byzantine faults [33]. Byzantine fault is a problem in distributed computing, where components
of the system may fail and there is imperfect information as to which component has failed. This
algorithm requires that all nodes are known to the network [21]. The pBFT is an asynchronous
model, in which all the nodes communicate with each other, and by the voting process,
it is determined which node proceeds to the next voting round. The goal is to determine which
nodes are acting as honest nodes, and which are faulty nodes either due to a node failure

or malicious intent.

d) Proof-of-Authority (PoA) represents a new family of algorithms belonging to the Byzantine
fault-tolerance consensus algorithms. The two most popular algorithms that belong to this group are
Aura and Clique [34]. In the PoA algorithms the consensus process is performed in rounds. Each
round has an elected party called mining leader, that has the obligation of proposing new blocks.
PoA requires a smaller amount of exchanged messages between nodes, providing better

performance than pBFT consensus algorithm [35].

Since pBFT requires that all nodes in the network are known to each other, it is better suited
for permissioned and private blockchains, whereas PoW and PoS are more suitable for public
blockchains. In addition to these, other known blockchain protocols are Delegated Proof-of-Stake
(DPoS), Ripple, etc. [36]. PoA, Ripple and DPoS are more suitable for private and consortium
blockchains [21].
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4.1.3 Main Blockchain Characteristics
The main characteristics of blockchain and its categorization can be described as follows [37], [21]:

Public and permissioned blockchains describe the different levels of visibility of the ledger
and openness of the network [38]. Public blockchains, such as Ethereum and Bitcoin, have
a distributed ledger that is visible to everyone, meaning that anyone is allowed to participate
in the network and observe its contents. However, this leaves access open to potentially malicious
actors. For permissioned blockchains, only authorized parties can preview the ledger
of all the transactions and can participate in the transaction validation and submission process.
These are more common in business environments where a certain level of privacy is desired.
Permissioned blockchain is a blockchain with access control procedures, in which the participants’
roles and actions are preconfigured [39]. There is no general rule for the classification
of the blockchains, but typically a private blockchain is classified as a type of permissioned
blockchain. A private blockchain is generally used to refer to a blockchain with a closed access,
validated and shared by a predefined group of nodes. On the other hand, consortium blockchain
is seen as a hybrid solution between private and public blockchain, most suitable for semi-closed

systems [37].

Decentralization is an another important characteristic of the blockchain. In a centralized system
there exists a central party that is generally trusted, and that has control over the whole system.
On the other hand, a decentralized system is not governed by any central entity. However, this
is not to be confused with the word distributed, as blockchain is inherently distributed but it can
be centralized [40]. Public blockchains operate in a fully decentralized environment, meaning that
trust is established between unknown parties without a central authority. On the other hand,
permissioned and private blockchains enjoy a lower degree of decentralization with the private

blockchain being the most centralized.

Persistency is a characteristic signifying that all the transactions that occur on the blockchain
are permanently stored in the ledger. This trait of the blockchain can be decomposed into two traits:
transparency and immutability [37]. Immutability means that the data that has been accepted
by the nodes of the network into the blockchain can not be modified, it is tamper-proof [41]. This
is especially the case for public blockchain, since no node has control over the consensus process
[21]. Transparency in the blockchain network means that the participants in the network can access

the transactions, search through the blocks of blockchain and investigate its contents [42].

Anonymity is a feature enabled by the fact that users interact with the blockchain through

a generated address. Therefore, usually it is not possible to identify the true identity
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of the blockchain user. It is also possible to use multiple different addresses in an effort to maintain
anonymous identity [21]. On the other hand, for the blockchain systems such as private

and permissioned, the knowledge of identity is usually required [37].

Auditability is a feature that is based on the blockchain transactions being persisted and easily
previewable in the blockchain explorer systems. Also every transaction is timestamped,
so the blockchain network is considered as a highly auditable system. The implementation
of automatized verification processes in conjunction with blockchain could greatly increase the cost

efficiencies in the audit environment [43].

4.1.4 Smart Contracts

The idea of smart contracts has been conceptualized even before the first blockchain
was developed. It was initially proposed in a paper by Nick Szabo in 1997, as a computerized
transaction protocol that executes the contractual terms of agreement [44]. Namely, the parties
engaged in a contractual relationship specify the necessary clauses which are executed
automatically on the decentralized system. The idea of smart contracts has been revisited with
the advancement of blockchain technology. Smart contracts can be executed on the blockchain
and each contract statement is saved as an immutable transaction on a distributed ledger. Therefore,
smart contracts do not need a trusted authority, since the correct execution is embedded into
the coded executable statements smart contract is comprised of. These statements are defined
and known by all the parties involved in a process. The pioneer blockchain platform to enable
the execution of the smart contracts on the blockchain was Ethereum. This is enforced by a built-in
Turing complete programming language, that enables anyone to create rules for ownership,
transactions, and state transitions of a smart contract [45]. Zheng et al. specify some of the life-

cycle phases of a smart contract [46]:

* Creation — in this phase, the involved parties negotiate the obligations and rules of the smart
contract until an agreement is reached. After that, similar to the development of any other

computer software, the business rules are translated to computer language.

* Deployment — after being deployed on a blockchain platform, the smart contract becomes
immutable which means that usually it can not be modified, and even when modified
all the involved parties are aware of the changes. Any alterations to the smart contract

usually require a step back and deployment of a new smart contract.

¢ Execution — when the conditions and rules of the contract are satisfied, the contractual
functions are called and validated by miners on the blockchain. All the transaction steps

and changes of the smart contract state are recorded on the blockchain.
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Figure 7 specifies the phases of a smart contract that handles the business logic of insurance
policies. As can be seen, a smart contract contains predefined rules and terms agreed upon
by all the parties, that can not be changed without all the parties being aware of the changes. After
a certain business event occurs the functions of smart contract are initiated. That can be,
for example, an invocation of the smart contract function to make a claim request for an insurance
policy by a customer involved in a car accident. The function is immediately executed
on the blockchain, based on the terms defined in a smart contract. In the settlement phase,
the payout or other settlements can be immediately executed on the blockchain and assets
can be transferred to a requesting party. Some of the blockchain platforms that support deployment

and development of smart contracts besides Ethereum are Hyperledger Fabric, Corda, Stellar,

Completion — after the execution of the transaction, all parties are notified of the state
changes. At this stage, any asset transfers that were needed to be performed as a part

of the smart contract logic should have been completed. The execution and completion

phase can be repeated on the same smart contract.

Rootstock, Lisk, and EOS [46], [47].

Figure 7: Smart Contracts in insurance policies (Source: Adopted from [48])
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4.2 Blockchain and Guarantees of Origin

This section answers the question of why blockchain technology should be utilized
for implementing the information system for tracking Guarantees of Origin certificates.
It is important to note though, that the potential benefits brought to this business use case by use
of blockchain technology should also apply to other types of Energy Attribute Certificates,

no matter their legal environment.

Many doubt the idea of replacing the current system for Guarantees of Origin, posing the question
of why the system that has been working for more than 15 years should be changed. In 2020,
all-time-high record in terms of Guarantees of Origin cancelled via the AIB Hub has been reached,
with the value of 735.1 TWh [49]. Some argue that the current system may lack simplicity
and transparency, stating that the issue is not based on technology, but rather on some regulatory
and policy constraints, and that blockchain should not be focusing on the technology aspect
of proposed modifications [50]. They state that the blockchain should not aim at replacing
the current infrastructure, rather provide value in conveying how the blockchain technology
may create a more transparent, secure, efficient and cheaper infrastructure. If blockchain enthusiasts
would propose an alternative solution to the existing system, there is a risk that a lot of hard work
invested in the current system would be wasted, the replacement of which will create consumer

uncertainty, undermine stakeholder integrity, and increase the possibility of double counting [17].

One of the arguments for using blockchain is that the current system in use excludes small energy
producers, as the procedural costs are too high in the case of small energy amounts. Same argue that
the current system lacks auditability, as it is managed by a central party and may be susceptible
to errors as well as intentional malicious activity [51]. On the other hand, as mentioned
in the previous section, blockchain technology provides a high level of auditability. The main areas
in which blockchain technology could improve the systems for tracking Energy Attributes
Certificates is to automate the issuing of the certificates, reduce transaction costs, create a global
market and increase the transparency of the system [51]. On the downside, the total decentralization
of the system would mean that it would be hard to validate certain processes. For example,
if Energy Attribute Certificates are issued automatically by smart meters after sending production
amount data to the blockchain, who is to prevent the act of smart meters being directly tampered
with [52]. Furthermore, not all processes can be automated, such as production device registration

and preregistration audit.

Spinnell and Zimberg analyze the benefits and drawbacks of utilizing blockchain for the Regional
Transmission organization PJM EIS which operates a platform for trading RECs (Energy Attribute
Certificates as defined in the United States) in the Northeastern United States [53]. They list
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the benefits of employing blockchain technology as decreasing operational costs, improving
transparency among the market participants, easier auditing and guaranteeing authenticity
by the immutability of data. They further perform a SWOT analysis on using blockchain

for Renewable Energy Certificate trading, obtaining the following key points:

* As for strengths, they deem blockchain technology as being able to automate the transaction

processes, as well as the system being more secure.

* As for weaknesses, the inability for blockchain technology to adapt to changing business
environments as well as certain blockchain implementations not being fast enough were

mentioned.

* As opportunities, the decentralization of the system and operational savings were seen

as advantageous.
* As threats, in general, all points have specific blockchain security concerns in common.

In the study conducted by Castellanos et al., which performed a simulation of the Green Certificate
Market on the Ethereum blockchain, the benefits obtained by using blockchain for this specific
purpose are similar to what was concluded earlier [54]. Namely, using blockchain would ensure
authenticity, transparency, as well as reduce transactional costs since there would be no need

for a centralized party that would regulate the trading scheme.

In an interview with the European Energy Exchange, Alt and Wende talk about the potential
of blockchain technology in the energy sector as being very high when using it for the Guarantees
of Origin tracking instrument. They argue that using blockchain technology would enable smaller
production device owners to more easily engage in the system. People with photovoltaic plants
at their homes could be issued Guarantees of Origin by the Issuing Bodies, which they would
be able to trade on the blockchain. The advantage of blockchain is seen as being able to provide

a “cost-effective connection of a large number of trading participants” [55, p. 329].

Zhao et al. conducted a study by performing a simulation of the green certificates system developed
on the blockchain. They argue that the traits of blockchain are perfectly suitable
for the development of the green certificate market [56]. The advantage of the system is seen
in the fact that the need for intermediaries is eliminated, prosumers and consumers establish direct
interaction cost-effectively, and the transparency and immutability would create an authentic system

necessary for a proper certificate market.

Hsiao analyzes the benefits of using blockchain for the EAC system used in the USA, called
Renewable Energy Certificates (REC) [57]. The benefits of blockchain observed by Hsiao,
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are to standardize a fragmented regional registry structure, and provide an alternative that would
handle the issue of fraud and double counting. In addition to these, the blockhain could also remove
business middleman, since the validation processes can be integrated into the system. Lastly,
blockchain would enable instant issuing of the certificates, with the verification process being

performed automatically.

Zhang et al, analyze the disadvantages of the green energy certificate trading system in China [58].
They find that the main drawback of the existing system is the time-consuming process it takes
energy producers to register into the system and prove their authenticity. They add
that the requesting process is quite resource-intensive in terms of time and labor, lacking
automation. Additionally, they identify that the system owner holds too much power over
the process of issuing, monitoring, and revealing transactions, which leaves space for power abuse.
However, it is not clear whether that would be a problem when a governmental organization
is responsible for regulating the system. Lastly, they identify the system as being more vulnerable
to attack, contrary to a decentralized blockchain system. They then go on to discuss the advantages
of the blockchain system, mainly as having a better verification process with higher traceability
and improved integrity. The higher degree of automation with less human intervention would
improve efficiency and save cost. Since all the nodes would have access to the entire history

of the transactions stored on the ledger, the information would be open and transparent.

Henderson et al. discuss the benefits of using blockchain for issuance and trading of Renewable
Energy Certificates, and highlight that as reliable data is easily viewable on the encrypted ledger,
there is no need for a central organization to validate the generation of data. They further argue
that by streamlining trade authentication and data indexing, blockchain will help public bodies

running RECs systems to cut costs [59].

4.2.1 Related Work

This section presents already existing studies and solutions that implement blockchain technology
for the purpose of managing the tracking system for Guarantees of Origin and other types of Energy
Attribute Certificates.

Energy Web Foundation (EWF) has developed a system under the name of Energy Web Origin (EW
Origin) for tracking EACs. Energy Web Foundation is a nonprofit international organization, aiming
to facilitate the transition to a low-carbon electricity system by leveraging blockchain
and decentralized technologies [60]. The Energy Web Chain, an open-source blockchain network
targeted to the industry's legislative, functional, and business needs, was introduced by the EWF

in mid-2019. A very positive aspect of their system is the inclusion of grid operators, utilities,
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developers interested in renewable energy, and the community in their energy blockchain
ecosystem. EW Origin is a system that was built upon the generic principles that are equally
important for all the Energy Attribute Certificate systems, whether it be Guarantees of Origin
(Europe), REC (North America), I-REC, etc. [61]. The system itself is a software development kit
(SDK) that combines utilization of both on-chain and off-chain solutions to safely store private
information off-chain, all the while maintaining its integrity and authenticity by utilizing blockchain
technology. The EW Origin is composed of multiple modules, aimed at supporting the main EAC
functionalities, as well as being in line with current legislation. The registry module stores data
about wusers and devices, issuer module is used for issuing EACs and storing them
on the blockchain, exchange module serves as a sort of a marketplace for assisting in the trade
between buyers and sellers. The user interface module acts as a presentational layer to interconnect
all the previously mentioned modules. EWF uses Ethereum as a basis of their technology stack,
all the while tailoring the lacking aspects of Ethereum to the needs of the energy industry. The
blockchain that EWF has developed is based on the Ethereum codebase, but it is not the Ethereum
blockchain itself. EWF designs additional functionalities for the EW Chain, based
on the communication with affiliates and participants of their ecosystem. Some of the adjustments
that the EW Chain has made is improving scalability and transaction finality, by utilizing a different
consensus algorithm than Ethereum blockchain which currently uses Proof-of-Work [32]. EWF
launched a beta version of the public test network called Tobalaba, an Energy Web Blockchain
for the energy sector, that utilizes Proof-of-Authority consensus protocol [51]. This specific Proof-
of-Authority algorithm is called Aura, and it was developed by Parity, nowadays called
OpenEthereum [62]. Aura stands for authority round since the generation of blocks is governed
by a special type of nodes called authority nodes in a round-robin mode, where a block is verified
in a time slot assigned to a validator node [51]. Each round one validator is assigned a primary
validator role, responsible for proposing new blocks. When a validator fails to create a block
due to hardware or other problems, the next validator is selected to process the remaining
transactions. Other validator nodes verify that the transactions on the block are legitimate
and the block is added to the chain.

Energy Web states that utilizing the PoA consensus algorithm can reach 30x greater throughput than
the Ethereum mainnet, decrease the energy consumption by 54000x and lower the network costs
by 500x, due to the PoA being a less resource-intensive algorithm, than PoW [63]. Energy Web
further states that utilizing PoA enhances compliance with regulatory requirements since blocks
are no longer mined by anonymous miners, rather they are mined by certified validator nodes.

While Energy Web blockchain has an open access to all parties, not everyone can host a validator
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node and participate in the validation process. That means that the blockchain is owned by a small

amount of authority nodes, that validate all the transactions on the network.

EWF specifies eligibility criteria by which it is defined which party can host a validator node [64].
Namely, all the validators must be registered organizations, be an official member of the EWF,
and they must meet all the technical and security parameters specified by the EWF. To become
an EWF member, it is further necessary to make a financial contribution or contribution
via engaging in software development support to the Energy Web Chain. Furthermore,
the onboarding process to the EWF requires know-your-customer (KYC) and anti-money-
laundering (AML) procedures, to establish trustworthiness and authority among the validator nodes.
Even though the Energy Web Chain promises much better performance and lesser resource
utilization, it has met some criticism. Some have accused the EWF of being a “club for big utilities”
[52]. This is primarily due to their utilization of Proof-of-Authority consensus protocol, which
centralizes the ownership of the blockchain to the well-established parties that participate
in the mining process as validator nodes. However, even though Energy Web Chain is not fully

decentralized, it is not a black box solution either.

EWF provides extensive documentation of the Energy Web Chain on their open-source Wiki page,
which proves their desire to provide transparent information to all the relevant parties.
The eligibility criteria for joining the EWF and getting the status of a validator node is quite rational
as they aim to include only those parties that have a stake in the energy business processes.
Furthermore, EWF has already obtained a huge number of trusted affiliates, and this higher amount
of validator nodes contributes to more decentralization and trustworthiness. From the perspective
of the system for issuing EACs, this approach seems to be quite fitting for the use case.
The existence of a lot of legislative and regulatory requirements in the process of issuing the EACs
indicates that there are parties that must monitor and validate the legal execution of these processes.
Therefore, a fully decentralized solution based on PoW or PoS may be a worse option than a more
centralized blockchain solution based on PoA, especially when taking into consideration

the performance gains.

Blockchain technology has not been utilized only in Europe for issuing Guarantees of Origin,
but also for issuing Renewable Energy Certificates (RECs). IDEO CoLab, Filament, and Nasdaq
have been testing blockchain solutions that allow power generators and others to sell EACs.
For example, IDEO CoLab created a proof-of-concept system that used Nasdaq's Ling platform
and Filament's firmware to issue RECs to photovoltaic suppliers to every kWH their panels
generate, allowing even small solar producers to accurately control, claim, and exchange energy

[65]. The prototype composes of the IoT modules that measure the creation of electricity
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by the solar panels, and then securely share the data with Nasdaq's platform for issuing and trading
financial assets. When the data has arrived at the platform it is converted to a financial asset,
as a way of reimbursing the producer for creating renewable energy. The asset can then
be transferred to a utility that can perform a retirement process of the certificate. In the end, they
conclude that while this would create a decentralized scale-free network, different issues would
arise, such as the lack of accounting processes for tracking who put the energy on or off the grid,
setting a proper price, determining the reimbursement amount and how much should a consumer
be charged [66]. Consequently, though the decentralization and automation of the network would
have their benefits, the development process would require a comprehensive approach in solving
all the accounting issues that a fully decentralized solution would bring. That is why most
of the solutions for issuing the EACs on blockchain retain some degree of centralization or build

some off-chain solutions that work hand-in-hand with the blockchain solution.

Swytch, a non-profit foundation from Zug, Switzerland has developed a blockchain based
decentralized platform, that rewards sustainability efforts by issuing Swytch tokens [67]. Their
platform utilizes unique blockchain protocols for security and verification purposes, developing
a system that is connected with smart meter data, IoT devices, and storage systems. The platform
issues Swytch tokens to incentivize renewable energy production and create a system that
can be used as an alternative to the existing voluntary system of tracking Energy Attribute
Certificates. Swytch claims that they will not utilize the PoW consensus algorithm, rather more
energy-efficient solutions will be considered. Recently, Swytch has become an affiliate to the EWF,

whose open-source tools and blockchain will be used to refine the Swytch platform [68].

On a related note, Energy Blockchain Labs partnered with IBM Blockchain technology to create
“an efficient, transparent platform that allows high-emission organizations to meet quotas
by buying carbon credits from low emitters” [69]. The solution is based on IBM’s Hyperledger
blockchain technology, which is a permissioned blockchain in which transactions can be both
private and public, to create a solution that incentivizes environmentally beneficial activities among
the companies in China. The platform that was developed by Energy blockchain Labs provides
an easier way for organizations to engage in Carbon Emissions Trading. Carbon emission trading
is essentially, a type of policy allowing companies to buy or sell allocations of carbon dioxide
output that is granted by the government. Governments issue a finite amount of CO2 credits
to companies, and companies are allowed to release the amounts of CO2 equal to the amount
of the credits they have. If company emits less than its limit, it can sell the surplus of CO2 credits
to other companies, in an effort to reduce the total amount of emitted CO2 [70]. The assumed
results of utilizing the blockchain technology were that the expected the average 10-month carbon

asset development cycle was to be reduced by 20%-50%, improve efficiency and promote green
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technology. The expectations are that the long-term results of utilizing a more efficient way
for carbon asset development and trading, would reduce the carbon emissions and motivate more

investment in green energy solutions.

Another example worth mentioning relates to the Spanish utility company Iberdrola which used
a platform developed by a Barcelona-based company FlexiDAO on the EWF platform. FlexiDAO
used the EW Origin system to develop their own Spring framework, used as a proof of concept
by Iberdrola and Spanish bank Kutxabank [71]. The system is composed of multiple layers.
The metering module is connected to retailer’s system for tracking generation data. Smart contracts
perform the automatic matching process as well as processes related to energy certificates, like
importing the asset, issuing, trading and claiming. Furthermore, the system contains application
layers such as an administration module for managing users, digital identities and private key
storage. Lastly, there exists a user interface that enables easy interaction of a consumer or an energy
producer with the system. The Spring system they have developed is claimed to be fully compatible
with the existing GO mechanisms, while also providing more transparency and automating
the processes related to tracking the certificates. Lastly, they claim that using blockchain would
reduce the existing workloads by three Full-time-Equivalents for both retailer and the consumer
[72]. However, certificates produced by Iberdrola’s platform can not be considered as real
Guarantees of Origin, since they have not been issued by the Spain’s legally assigned Issuing Body
CNMC [18]. This was acknowledged by Iberdrola, and was justified by the fact that this was only

a proof of concept solution.

On a similar note, a grid operator in the United States known as PJM Interconnection has also
collaborated with EWF and tested their system for tracking, trading and verifying renewable energy
certificates (RECs), motivated by the fact that their current process of auditing and providing
documentation is quite slow [71]. A US-based company EnLedger has developed Energy chain,
an energy services platform based on the blockchain technology that supports a multitude
of energy-related processes among which also the issuing of renewable certificates and credits [51].
EnergyChain is a private blockchain that supports smart contracts, and has a cryptocurrency called
EECoin intended to be used for paying blockchain transaction fees [73]. EnergyChain is based
on a Delegated Proof-of-Authority consensus protocol, with a high transaction throughput
and private set of node validators. Furthermore, the EnergyChain itself was built upon Cosmos
Tendermint SDK [74].

Other examples worth mentioning are the Spanish company Acciona that launched the system

for tracking the origin of renewable energy as well as the Singaporean company SP Group
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that has launched a similar system in Asia [75]. Both of these projects were done in collaboration
with EWF.

4.2.2 Technology Selection Process

This section presents a discussion and argumentation of the blockchain technology selection process
for the development of the Guarantees of Origin prototype, the implementation of which
is documented in the next chapter. For this selection, several criteria were considered. Firstly,
the selected blockchain technology has to support smart contracts. Secondly, the consensus
algorithm that the blockchain technology is using, is evaluated. Since blockchain performance
is heavily dependent on the consensus algorithm, other criteria can be based on it, such
as transaction throughput and scalability. Furthermore, criteria such as security, robustness, the size

of the development community, and whether the blockchain is public or private, were considered.

Based on the discussion about the system for Guarantees of Origin in the previous chapters, one
of the important features that a blockchain implementation would need to have is a good transaction
throughput. This is based on the fact that the number of GOs traded keeps increasing every year,
accompanied by an increase in the supply and demand for renewable energy. Therefore, the new
blockchain system would also need to be developed with good scalability in mind. The GO tracking
instrument is conditioned by a fairly complex background of legal requirements, so security is also
a high priority feature to be expected from it. In addition, any new system would surely have
to be developed in compatibility with the current systems, to prevent double-counting of the same

MWh of electricity, which is an issue that a system for tracking GOs must avoid.

Another feature that such a system should have is the privacy of transactions, which is an aspect
of blockchain that is rather hard to achieve, since it is generally known as an open and transparent
network. However, in the system for tracking GOs and Energy Attribute Certificates in general,
there may certainly exist a business use case, where a transaction is wanted to be kept completely

or partially private.

The blockchain technologies that support smart contracts, and could be used for the development

of the prototype are listed and briefly described below:

* FEthereum — is the first blockchain technology that made smart contracts available
as a pioneer in the field. Ethereum is an open-source blockchain distributed computing
platform that was initially proposed by Vitalik Buterin [45]. Ethereum blockchain is based
on a virtual environment in which all the smart contracts are executed called Ethereum
Virtual Machine (EVM) [76]. Even though a blockchain is composed of multiple nodes,
EVM appears as a single entity being maintained by thousands of nodes [77]. Ethereum
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has a known issue with high transaction fees and sometimes very low transaction
throughput. This is due to Ethereum using the PoW consensus algorithm, which tends
to suffer from scalability issues. However, Ethereum is currently going through some
modifications as it is transitioning the protocol to the Ethereum 2.0 version. A major change
that Ethereum 2.0 is going to introduce is switching from PoW to PoS consensus protocol
[78]. Additionally, in Ethereum 2.0, the EVM is being replaced with Ethereum
WebAssembly (EWASM), and a big change in the architecture is being introduced with
the concept of sharding. Sharding is the process of splitting database horizontally to spread
the load, which in terms of the Ethereum blockchain comes down to spreading the load
across 64 new chains in an effort to improve scalability of the network [79]. Currently,
to develop smart contracts on Ethereum, it is possible to use programming languages such
as Solidity, Vyper and Bamboo [80]. However, with the transition to Ethereum 2.0
and switching of EVM to EWASM (based on Web Assembly), it will be possible to code
smart contracts on Ethereum using more popular programming languages such as C, C++
and Rust [81]. In terms of scalability and transaction throughput, Ethereum currently fairs
quite poorly with a throughput of around 15-30 TPS (transactions per second) [82],
however, it is assumed that the switch to Ethereum 2.0 protocol will be able to achieve 100
000 TPS [83].

Quorum - is a blockchain platform that is a fork of Ethereum, initially developed by JP
Morgan as a permissioned blockchain [84]. Blockchain fork is a split in a blockchain
network, that creates an alternative chain. This is enabled by the open-source attribute
of blockchains, by which anyone is available to create an alternative chain by forking
the existing one. Forking is usually performed to mitigate the adverse effects of bugs
or to create alternate blockchain with new features [85]. Quorum introduced changes
to the Ethereum technology such as limiting participation to a known set of nodes, replacing
PoW consensus protocol with the crash fault tolerant RAFT and IBFT protocols. These
protocols result in a faster consensus process and it is possible to use them because Quorum
is a permissioned network, and all nodes that are participants in the network are known
to each other. In addition to these features, Quorum supports private transactions, which
allows a subset of parties in consortia to privately transact, while the information about
the transaction is hidden from the members of a larger consortia [86]. It is enabled
by the ledger being split into a public and a private one, with a public ledger being available
to anyone, and a private ledger only being available to a subset of parties who hold the key
to decode it. Likewise, it is possible to deploy smart contracts privately and have the logic

and transactions related to it being visible only to the parties involved in the process.
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Quorum was recently acquired by ConsenSys from their original developer JPMorgan Chase
[87].

Hyperledger Fabric - is an enterprise-grade blockchain solution maintained by IBM
and Linux Foundation [88]. Fabric is only one of the projects under the umbrella
of Hyperledger blockchain solutions. Hyperledger Fabric is a permissioned blockchain that
does not implement any cryptocurrencies. The consensus protocol utilized is the practical
Byzantine fault tolerance (pBFT) algorithm. However, Fabric supports pluggable consensus
mechanisms, meaning that it supports choosing which consensus protocol will be used based
on the project requirements [89]. In terms of scalability and transaction throughput,
Hyperledger Fabric is said to support about 1000 TPS [82]. Fabric’s big advantage is with
not using and Domain Specific Language (DSL), but rather smart contracts can be written
in general-purpose programming languages such as Java, Go and Node.js [90]. Since Fabric
blockchain platform is a permissioned system, it has known participants that may
not entirely trust each other. A system can be built that is based on the existing trust between

parties that may be based on legal agreements and dispute control mechanisms.

R3 Corda — is a distributed ledger technology, that is not primarily blockchain-based since
the layer of persistence is in the form of a Directed Acyclic Graph [91]. Corda is based
around processing financial transactions more efficiently, therefore it is mainly centered
around the financial industry [92]. Corda is also a type of permissioned blockchain network,
being described as a system that enables business parties to transact privately and directly.
It supports writing smart contracts in Java and Kotlin programming languages. Furthermore,
similar to Hyperledger Fabric consensus algorithm is pluggable, therefore it can be adjusted
to the use case. Since the Corda network is based around permissioned consensus protocols,
it has a high transaction throughput and scalability. The consensus in Corda is achieved
when the signatures of all the parties participating in the transaction are obtained, therefore
it does not communicate with the parties not involved with the transaction to perform
validation. This feature makes Corda transactions more efficient, however, some describe
it more as a messaging protocol rather than a real blockchain. However, the process
of creating the Corda network and configuring nodes is described as manual

and cumbersome [93].

EOS - is defined as a decentralized operating system based on blockchain. EOS is focused
on providing a decentralized environment for creating and hosting secure decentralized
applications [94]. In the EOS environment, all the nodes agree to a “constitution”, which

is a set of rules specified by the EOS community. EOS is said to support all the features
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for developing, hosting, providing security and authentication features. Furthermore,
it is said to be a highly scalable network, with the maximum throughput achieved
on the network being close to 4000 TPS [95]. EOS is based on Delegated Proof-of-Stake
consensus protocol, which is one of the main reasons for its high scalability. Using this
protocol enables the commodity of easily implementing high-level decisions regarding
the technology modifications, like rolling back or fixing bugs instantaneously if the majority
agreement among stakeholders is reached. However, based on some test evaluations of EOS
system, the argument is that it would better act as a side chain to more secure networks,

due to its inherent security issues [96].

* Tezos — is an open-source decentralized blockchain network, founded by Arthur Breitman
in 2017 [97]. The idea behind the Tezos blockchain is to solve the issue with blockchain
forks [98]. As mentioned earlier, blockchain forks occur when fixing major bugs or adding
new features to the blockchain. It usually results in the creation of two separate blockchain
networks, in which one blockchain diverges from a point in time at which a bug occurred
or a major upgrade was added. Tezos introduced the concept of on-chain governance with
self-amendments. This means that when an agreement of stakeholders is reached,
blockchain protocol can be upgraded based on the approved developers’ suggestions. Tezos
is also focused on solving the smart contracts security issues. Tezos facilitates a method
to improve the security of smart contracts using proving methods based on mathematical
properties of the program [99]. This method is called formal verification. Tezos developed
its smart contract language called Michelson, which is quite complex compared to other
languages mostly due to improved security. An audit is performed on every contract before
deployment, making Tezos smart contracts very secure. That is one of the reasons
why Tezos is very popular in industries that require high security and precision such
as aeronautics, healthcare, and the nuclear industry. Tezos utilizes a unique implementation
of the Delegated Proof-of-Stake consensus algorithm. In order to become a delegate

in the network, a participant needs to hold 8000 Tezos [100].

When choosing a blockchain platform to use for the prototype, the decision was to choose
technology centered around Ethereum, therefore the prototype was written using Solidity language.
The reasons for choosing Ethereum is that it is one of the biggest blockchain ecosystems
for developing general use case decentralized applications. It is an open-source project extensively
maintained by its community and is constantly receiving a lot of upgrades and improvements. Even
though the smart contracts programming language Solidity did have some major security flaws
in the early days of the network, these have nowadays been solved and are well documented.

In addition to that, the Ethereum network has been quite often attacked, which resulted in major
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security upgrades, especially in terms of guidelines of how to write more secure contracts
in Solidity. Therefore, the Ethereum ecosystem is currently quite resilient and robust. Lastly,
the availability of a large community provides extensive resources on how to approach various
challenges encountered in the development process. Furthermore, the implementation for the EAC
tracking system on the blockchain implemented by the EWF called EW Origin was also developed
based on the Ethereum technology stack. It served as a major aid when solving technical challenges
such as choosing the token standard around which the certificate would be centered, or solving
the privacy issue. Even though the Ethereum mainnet has become known as a very congested
network with a small transaction throughput, it is constantly evolving and has a large group
of project contributors and maintainers. In addition to that, the improvements that Ethereum

is going to receive in the upgrade to the 2.0 protocol are going to solve many of the current issues.

Table 1 presents a comparison of various blockchain platforms.

Table 1: Blockchain platforms comparison

Ethereum Quorum Fabric R3 Corda [EOS Tezos
Permission  [Public, Permissioned, [PermissionPermission |[Custom, built [Public
type permissioned private ed, private ed, private [for both publid|

solutions based and private

on Ethereum use cases

exist
Execution EVM EVM Docker Java VM [EOS VM Tezos VM
environment
Smart contract|Solidity, Vyper [Solidity, Vyper |Go, Kotlin C++ Michelson
language JavaScript,

Java

Transactions (15-30 TPS (with [Cloud instancesScalable to[15-1678  [1000+ TPS, |Approx. 40
per second  [Ethereum 2.0 up faverage around 20 000  [TPS all time high [TPS
(TPS) to 100 000 TPS) 240 TPS TPS 3996 TPS
Consensus  [PoW, Pluggable PoA [Crash Based on a [Delegated A unique
protocol transitioning to protocols Fault multilateral [Proof-of-Stakeftype of

PoS (IBFT and Protocol — fagreement [(DPoS) Delegated

RAFT) a backend between Proof-of-
service  |parties Stake
involved (DPoS)

Source: Adapted from [82], [92] Copyright © 2018-2019, IEEE, Extended with [101-105]
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4.2.3 Privacy considerations

One of the requirements for the Guarantees of Origin system is that not all transactions should
be public and there should be a certain level of privacy for some transactions. However, achieving
privacy on blockchain may be hard since, for most of the blockchain technologies, the distributed
ledger means that everyone can see the parties involved in the transaction, as well as the transaction
data. Therefore, transaction privacy is not inherent in the blockchain network. However,
as discussed earlier, there are blockchain solutions that enable a degree of privacy

on the blockchain. These solutions are discussed below.

Earlier sections have mentioned Quorum as a blockchain solution that supports privacy. Quorum
enables privacy between the participants involved in the private transaction without other
participants in the network being able to see the contents of the transaction. The support
for the private transaction is enabled through the separation of public and private state. Quorum
achieves this by adding a privacy layer to the existing core public Ethereum based layer. The public
transactions are executed similarly to standard Ethereum transactions and they are visible
to everyone. Private transactions in Quorum are enabled by a Private Transaction Manager called

Tessera.

Tessera is a separate software component that is in charge of storing the private transaction
and making sure that they are visible exclusively to the transaction participants. Quorum enables
rather easy deployment of private contracts by specifying the account addresses that
are to participate in the transaction and adding them to the privateFor field. When the privateFor
field is specified, Quorum detects that private contract should be deployed. Private transaction
manager Tessera works in conjunction with Enclave, which acts as a virtual Hardware Security
module, and is responsible for managing the encryption and decryption of the data in isolation
[106]. However, in the context of implementing an asset tracking system for Guarantees of Origin,
Quorum’s private contracts may not be a feasible option because it maintains a private ledger
separate from the public one. Since the transaction occurs privately, it does not prevent double-

spending of digital assets exchanged as part of private transactions.

That is why Quorum developed a proof of concept integration of ZSL (zero-knowledge security
layer) to enable the private transfer of digital assets in which the sender, recipient, and quantity
of assets remain hidden. ZSL protocol was designed by the same people that are behind Zcash
[107], a cryptocurrency that provides enhanced privacy options, leveraging the cryptographic proofs
method called zk-SNARKs. Zk-SNARK stands for Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge. It is a cryptographic method that enables one party to prove

the knowledge of some information without actually revealing that information [108]. These digital
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assets, called by developers as “z-tokens”, are only transacted privately. When a private transaction
occurs, a proof is presented to a private contract, by which the private contract can update its state
based on the execution of the transaction. By utilizing private contracts enabled by Quorum, privacy
and confidentiality are maintained, with the addition of fulfilling the necessary use case liabilities.
However, this development of this solution has haltered and the developers warn that this solution
is only a Proof-of-Concept and that it is not production-ready. Based on these arguments using
it for the system for Guarantees of Origin would require further testing and security audit, as well

as some potential development work to adjust it for this specific use case.

Another technology that is based on zk-SNARKSs technology that enables privacy on the blockchain
is Nigthfall, a project developed by Ernst & Young (EY) that was released in 2019 [109]. Nightfall
provides a set of smart contracts and microservices that enable completely private transactions
on the Ethereum blockchain. It is based on a zk-SNARK toolkit called Zokrates. Zokrates
is a toolbox for zk-SNARKSs on Ethereum that enables verifiable computation and generation
of computational proofs in Solidity smart contract language [110]. Nigthfall enables privacy when
transacting ERC-20 and ERC-721 Ethereum token standards [111]. These token standards

are a common way to represent digital assets on the Ethereum network, and are explained below:

* ERC-20 is a standard for fungible tokens. Fungible token is a token which is same
in type and value to other tokens of the same kind [112]. For example, 5 Ethereum
tokens is the same as other 5 Ethereum tokens, 10 dollars bill is not different in type
and value than another 10 dollar bill.

e ERC-721 is a standard for non-fungible tokens (NFT). Each NFT is unique

in its way, and usually represents collectible items, access keys, lottery tickets [113].

Nightfall enables keeping the receiver and the amount of assets exchanged private. The sender
of the transaction (known also as the Prover) will perform a computation privately off-chain,
by using the set of private inputs and computing the set of public outputs that are stored
on the blockchain. The public outputs are encrypted and unreadable to anyone other than the sender
and the receiver. The sender of the assets will generate proof that shows that the public outputs were
computed correctly, and will share them on the blockchain. The public outputs and the proof
can then be used by any other party on the blockchain to verify that a pre-agreed calculation
representing the transfer of the funds was initiated by the sender [114]. Nightfall uses smart
contracts called Shield contracts that store the tokens of the sender as a private token commitment
that can be further privately transacted. When the commitment is burned, the Shield contract
transfers the tokens to the owner. Figure 8 shows a high-level diagram of how the shielded

transaction of ERC-20 token is performed.
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Figure 8: Shielded transaction of ERC-20 token (Source: Adopted from [114]

ERC-20 Contract Shield Contract

“Alce owns value Vol _|
akans” |
Shiaid Contract is ghkwen custody
of the tokens of value V. by Alce

A 'private’ ‘token commitment’ i
minied, reprasenting wabus

“Shiald Contract owns L
value V of fokens”

“Alce owns hwo token commifments,
one has vaiue V¥

’-HI"IE-‘IET
/\ SO DEOEHE OWT SOE vilwes”
Transfer

-------- \ “Some people own Some valkes”

The cwner of a private tokan commitment can ‘tum' it, to releass the cormesponding
walue (say, W | from ‘escrow

A =t i /R R i

Tha Shiskd Confract fransfars

fakens of value W io Bob
Botr owns vire W ol _i"'_

lakens”

Hera, wa suppose Bob is the ownaer of these final token commitments: one of which
represents value W,

Nightfall is a robust and complex solution for enabling privacy on the Ethereum blockchain.

However, it has a few drawbacks. One of them is that the code security review has not yet been
completed, and it is not suggested to use it in the production environment, especially
for transferring assets with a physical value. In addition to that, Nightfall requires the existence
of a trusted benefactor that would perform a setup of complex infrastructure, and deploy the Shield
smart contract to the Ethereum network. The creation of the proofs on the client-side is quite a time-
consuming process, as it may take up to 10 minutes. The last drawback to mention is inherent
to the Zero-Knowledge algorithms themselves. Namely, a situation can occur when a party creates
a large amount of tokens, and sends them directly to another party, that immediately converts them
from private commitment to typical ERC-20 tokens. The appearance of that large amount
on the account of the receiver party, can be linked directly to the disappearance of the same amount

on the account of the sending party.

Aztec protocol — another privacy solution based on Zcash’s zk-SNARKSs cryptographic method that
enables token transaction that keeps the amounts hidden. The Aztec protocol uses Zero-Knowledge
proofs to enable confidential transactions for any type of Ethereum based digital asset. Just like
the Nightfall protocol described earlier, Aztec protocol also requires performing a trusted setup
[115]. Aztec protocol provides an open-source layer 2 network that aims at providing the Ethereum
network with privacy and scalability [116]. The privacy is achieved by using Zero-Knowledge
proofs, whereas the scalability is based on the PLONK technology, which performs a batching
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of transactions using the rollup zkSNARK, scaling the network by 300 transactions per second
when the demand is high [117]. The Aztec protocol is a very promising project for privacy
on Ethereum, and it recently deployed a beta version of their rollup service on the Ethereum
mainnet, enabling shielding of Ethereum, privately transacting Ethereum, and then unshielding
the shielded amounts [118]. There is no support for ERC-20 tokens yet, and it is uncertain if ERC-
1155 multi-token standard that was used in the prototype described in the next section, would

be supported.

Energy Web Foundation performed an analysis of the existing solutions for enabling privacy on the
blockchain. One notable example is a method based on Merkle trees called Precise Proofs, which
enables proving the authenticity of the document using a revealed subset of the document, while
keeping the rest of the document private [119]. Merkle tree is a tree data structure that represents
a binary tree in which the value of the inner node is the hash of the leaf nodes. The root node
of the tree is called the Merkle root [120]. Precise proofs is a lighter approach to the Zero-
Knowledge proofs mentioned earlier and can be used as an alternative to it if all the parties involved
have had contact with the data at a certain moment. The method is performed on a key-value pair
document, by which the key-pair value represents a leaf in a Merkle tree. Each leaf value is then
hashed with its neighboring leaf value until the root of the tree has been calculated. The Merkle root
can then be stored on a blockchain, and a verifying party can submit a proof of knowledge
of the subset of the document that it wants to prove is authentic, along with the rest of the hashes
of the document. The proof is then checked against the Merkle root stored on the blockchain.
The subset of the document and the neighboring hashes constitute the proof, by which the root
of the tree can be calculated. If the Merkle root that is calculated from the proof equals the Merkle
root stored on the blockchain, then it is obvious that the subset of the document truly belongs
to the original document, the full content of which remains private. Let us say for exemplary

purposes that the Guarantee of Origin certificates has the following structure:

{

issuer: "CZIB",

domain: "Czech Republic",
productionPeriodStart: "2021-01-01",
productionPeriodEnd: "2021-01-10",
operatorName: "SolarPower",

dateRequested: new Date().toDateString(),
productionDevicelLocation: "Hradec Kralove, CZ",
technology: "T010011 / Solar",
productionDevice: "Solar Panel Device 4",
productionDeviceGSRN: "440000044000444400444",
installedCapacity: "30Mw",

amount: "25Mwh"

}
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Based on the data of the Guarantee of Origin certificate, the corresponding Merkle tree would have

the structure as displayed in Figure 9.

Figure 9: Merkle tree example of GO certificate data (Source: Author's elaboration)
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Then, if a certain party would want to prove that it knows the subset of the document, for example,

that it knows the amount of MWh for a certain certificate they could generate the following proof:

Property: “amountMwh”,
Value: “25”,
Hashes: [“rightLeaf:”domainHash”, “rightLeaf”:”Hash#3”]

Then, based on the value and hashes provided, the proving party would be able to calculate
the Merkle root by hashing the amount value with the domain hash value obtaining hash #1,
and then hashing the obtained hash #1 with the provided hash #3. The calculated Merkle root would
then be compared to the one that was published on the blockchain and if they were equal it would
mean that the provided amount value was correct. Precise proofs as a concept was initially
developed for Centrifuge OS, a protocol for decentralized asset finance, to enable proving
the authenticity of data subsets in confidential business transactions [121]. The library for precise

proofs that they developed was written in the Go programming language.

Energy Web utilizes precise proofs in their EW Origin system. They have developed a custom

implementation of the precise proofs concept, enabling the possibility to reveal a certain subset
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of the document to a third party electricity market governing body, without revealing the whole
information about the certificate [119]. Energy Web has also developed a JavaScript library
for creating Merkle tree roots on the client-side, as well as creating the proofs for verifying data
subsets. The JavaScript library that they have developed was used in the prototype described

in the next chapter to showcase how certain data about the GO certificate can remain confidential.
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5 Results and Discussion

This chapter is divided into two main sections: Implementation of a Prototype / Proof of Concept
and Discussion. The Implementation of the Prototype section presents technical documentation
of the prototype which is developed as a part of this thesis and its architectural overview.
The Discussion section evaluates the prototype implementation, as well as assesses the suitability

of utilizing blockchain technology for the Guarantees of Origin tracking instrument.

5.1 Implementation of a Prototype / Proof of Concept

This section provides documentation of the technology stack utilized for the development
of the prototype. It also analyzes the data representation of the Guarantee of Origin certificates
when storing it on the blockchain. Furthermore, the architectural overview of the prototype
is presented and the smart contracts relationships and data attributes are documented. Lastly,
the functionalities of the prototype implementation are documented in the form of pseudo-code

snippets.

5.1.1 Technology stack

The technology stack utilized for the development of the prototype is composed of the following
main technologies: Solidity, Truffle, Ganache and OpenZeppelin Contracts.

5.1.1.1 Solidity

The prototype for issuing the Guarantees of Origin using blockchain was developed using Solidity
programming language for writing smart contracts. Solidity is an object-oriented, high-level
language for writing smart contracts, influenced by C++, Python and JavaScript, tailored
for developing contracts that run on Ethereum Virtual Machine (EVM) [122]. Writing smart
contracts in Solidity does not necessitate deploying only to Ethereum blockchain, but also allows
deploying on other blockchain platforms based on Ethereum Virtual Machine, such as permissioned
blockchains Quorum, Parity (now OpenEthereum), Pantheon (nowadays known as HyperLedger
Besu [91]), which are made for enterprise use and provide permissioning feature on top
of Ethereum blockchain [123]. Therefore, writing code in Solidity enables easy migration
to different blockchain platforms that support it. The prototype described below was compiled using
Solidity compiler version 0.7.0. The language itself is statically typed, supports external libraries,
multiple inheritance, as well as user-defined types. Since Solidity is a smart contract language,

it defines the interaction between the Ethereum accounts with the procedures executed in the smart
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contracts, as well as the state and the persistence layer of the blockchain. A simple example

of the Solidity syntax can be seen in the code snippet below.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.8.0;

contract SimpleStorage {
uint storedData;

function set(uint x) public {
storedData = x;

}

function get() public view returns (uint) {
return storedData;

}
}

The code example in the figure above shows a simple smart contract that allows setting and getting
an unsigned integer value from the storage. The public modifier means that the functions
can be called both from outside as well as inside the contract. The first line in the example indicates
the license of the contract. The second line specifies the version of the Solidity compiler which
the smart contract was written for. The code inside the contract object contains functions and state
variables of the smart contract. Modifier uint specifies an unsigned integer state variable. Function
set with a public modifier is a public setter function for setting the state variable. Function get
is a public getter function that returns the value of the state variable. The view modifier indicates
that the function does not modify that state, but rather it is a read-only function that retrieves
the state variable from the smart contract state. Solidity smart contract code is stored in files

with .sol extension.

5.1.1.2 Truffle

Truffle is a development framework for blockchains based on Ethereum Virtual Machine (EVM)
that provides features such as integrated smart contract compilation, automated testing, scriptable
deployments, interactive console, external script runner, and many more [124]. Since Truffle is built
for EVM based blockchains, it can work with deployments to live Ethereum networks, as well
as other blockchain networks, and it has built-in support for Quorum as well as Hyperledger EVM.
Truffle also comes with an integrated test framework for writing smart contract tests and supports
tests written using Solidity or JavaScript programming languages. For JavaScript tests, it uses

popular testing libraries Mocha and Chai framework for writing assertions.
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5.1.1.3 Ganache

Ganache is a one-click personal local blockchain based on Ethereum that provides features
for smart contract development throughout all of the development cycles [125]. Ganache is a part
of the Truffle suite, so it is developed by the same team that is behind the Truffle development
framework. Ganache provides features such as the environment for running tests, smart contract
state inspection, blockchain log output preview, block explorer, as well as advanced mining controls
to specify the methods in which the blocks are mined. Ganache can be used through two types
of user interfaces, namely graphical user interface (GUI) and command-line interface (CLI). Apart
from developing decentralized applications based on Ethereum, Ganache can be used

as a development environment for Corda distributed application development as well.

5.1.1.4 OpenZeppelin Contracts

OpenZeppelin is a library of smart contracts, that developers can use to improve smart contract
security, as the library implements security design patterns, has been tested and community
reviewed [126]. OpenZeppelin provides multiple utility smart contract to abstract numerous general
concepts, such as the implementation of standards (ERC-20 and ERC 721), extendable components
for complex custom contracts, as well as role-based permissioning procedures. Furthermore,
OpenZeppelin contracts have been security audited by prominent security companies [126].
OpenZeppelin library is organized in sub-modules based on use-cases. For example, the access sub-
module provides smart contracts for managing the access control and ownership of smart contracts.
The tokens sub-module provides extendable interfaces for the most frequently used tokens.
The math sub-module provides smart contracts that define secure mathematical operations
to prevent calculation bugs such as integer overflow, division by zero, etc. The smart contracts
utilized in the implementation of the Guarantees of Origin prototype are Ownable.sol smart contract
for managing the smart contract ownership, and ERC-1155 related contracts for managing the token

operations based on the multi-token standard that is discussed in the following section.

5.1.2 Guarantee of Origin Blockchain Representation

One of the challenges encountered when using blockchain for Guarantees of Origin was the data
representation of the certificate on the platform. The representation of Guarantee of Origin may
be thought of as a digital asset that is created, issued, owned, transferred, and later on burned
(cancelled). This idea is relatable to the already widely used concept of tokens on the blockchain.
The tokens on Ethereum are used to represent a digital asset that can be mapped to a physical object
such as gold, vouchers, cards, or anything else with an underlying economical or accounting value.

Since the Ethereum community has already developed standards for creating, transferring,
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and burning tokens, and these standards are widely adopted, it made sense to use them
for representing the Guarantees of Origin in the prototype. Furthermore, using a standardized
implementation means that lot of potential security and compatibility issues have already been
addressed by the community. Previous chapters mentioned the token standards such as fungible
ERC-20 token and non-fungible ERC-721 token. The fungible ERC-20 token is a token standard
in which all the tokens that conform to it are fungible, meaning that they are the same in type
and value. Therefore, they are commonly used to represent some currency, e.g. a one-dollar note
is equal to another dollar note in value and type, one Ethereum coin is equal in value and type
to another Ethereum coin. On the other hand, a non-fungible standard ERC-721 represents a unique

digital asset like a photo, video, a digital file, or a collectible item.

So, for a smart contract to be considered as an ERC-20 or ERC-721 token, it needs to implement
methods and events defined by the standard. The methods and events defined for each standard
can be previewed on Ethereum Improvement Proposals (EIP) page [112]. For example, some
of the mandatory methods for ERC-20 token standard are totalSupply (method for getting the total
supply of token), balanceOf (for checking the account balance), transfer (for transferring a certain

amount of ERC-20 tokens from the address of the sender to the address of the receiver).

The mandatory methods for the ERC-721 non-fungible token standards are quite similar, with
the addition of the safeTransferFrom method which calls a hook function on the receiver contract
to ensure that it is aware of the ERC-721 standard. This is done to prevent tokens from being sent
to a smart contract that is not aware of them after which the tokens can no longer be recovered.
Based on the description of the token standards, it might seem that using the ERC-721 non-fungible
token standard is a proper option to choose for the EAC use-case, since each Guarantee of Origin
has some unique characteristics such as location, time, source of renewable energy production etc.
This information distinguishes each certificate from one another and is quite significant to a party
that wants to obtain them. Therefore, since the ERC-20 token is meant to represent the assets that
have the same value and type, it would mean that the relevant information about the GO certificate
would not be present in the token. On the other hand, even though each GO has unique production
characteristics, it has a fungible aspect as well, represented by the amount of MWh produced.
Implementing GOs using the ERC-721 token would mean that there would be a separate token
contract created for each GO, which might result in a huge number of smart contracts created
and complexity in managing the ownership of the huge number of these tokens. Therefore,

the optimal solution would be the one that combines both of these token types.

The ERC-1155 is a multi-token standard interface that represents the combination of fungible, non-

fungible and semi-fungible tokens [127]. ERC-1155 is implemented by a single contract that stores
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all the created tokens in its smart contract state. It contains both the aspects of the ERC-20 token,
meaning that the specific amount of tokens can be transferred to another party, as well
as the non-fungible part that can be used to store GO production data. Energy Web Foundation
project Origin used an extended version of the ERC-1155 multi-token standard, with the extension
to ERC-1188 standard proposed by Energy Web Foundation token, and they also provide a good
rationale about why using the ERC-1155 standard is optimal [128].

In terms of representing GO as an ERC-1155 token, when a certificate is created as this type
of token, it is linked to both the fungible amount aspect represented in the MWh value, and the non-
fungible part representing the specific certificate data. Therefore, the fungible part can be traded
in any amount less or equal to the production value, but upon transfer it is still linked to the non-
fungible part representing the production data. Furthermore, OpenZeppelin Contracts provides
an extension of the ERC-1155 contract, namely the ERC-1155 Burnable contract that provides
methods for burning tokens. The burning destroys the tokens so that they can no longer

be transferred, which is a useful feature for cancelling the GOs.

5.1.3 Prototype Architecture Overview

The GO blockchain prototype is composed of the two main smart contracts and additional
OpenZeppelin library smart contracts. The two main smart contracts are GOIssuingBody.sol
and GORegistry.sol. The GOlIssuingBody smart contract is deployed by an Issuing Body, which
becomes the owner of the contract. The ownership of the contract logic is enabled
by the OpenZeppelin Ownable.sol contract. The main feature of the ownership contract is that
it provides a way to allow calling of certain functions of the smart contract only by the owner
of the contract, which in this case would be the Issuing Body that deployed it. GOIssuingBody
contract contains all the logic that is under the jurisdiction of the single Issuing Body for Guarantees
of Origin. To point a few, it contains the functions and state variables related to requests for issuing
GO certificates, it can confirm and issue a GO certificate, it can withdraw existing GO certificates,
and it performs validation of the GO certificates. Issuing Body has a composition relationship with
the GORegistry.sol contract. This relationship is initialized in the constructor of the GOIssuingBody
smart contract. Therefore, before deploying GOIssuingBody smart contract, a GORegistry smart
contract is deployed, and its address is used to instantiate the GOIssuingBody smart contract.
The GORegistry smart contract contains the logic for representing the GO certificate as an ERC-
1155 token, and it also stores the GO certificate data. Furthermore, it specifies the certified Issuing
Bodies within this registry that have the privileges to issue GO certificates. GORegistry smart
contract contains the functions for the creation of the GO certificate token, certificate token

transfers, as well as cancellation of the GO certificate. Figure 10 presents a class diagram
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of the GOIssuingBody and GORegistry smart contracts as well as their relationship, and the smart
contracts they are inherited from. Some of the utility and private functions are omitted in the class

diagram for improved and immaculate preview.

Figure 10: Class diagram of the GO prototype smart contracts (Source: Author’s elaboration)
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5.1.4 Implementations of the GO Use Cases

This section provides an explanation and in-depth analysis of how the use cases for Guarantees
of Origin mentioned earlier were implemented in the prototype. For clarity purposes, the functions
of the smart contract are represented using pseudo-code, instead of the Solidity code. The full smart

contracts code in Solidity is provided in the Appendices.

As mentioned earlier, for a trustworthy GO tracking scheme operation, it is mandatory to perform
a few steps before issuing or transferring the GO certificates. A prerequisite of including
a production device in the trading scheme is for the device to be registered and audited. The audit
of the production devices is also performed occasionally after the initial audit. Furthermore,
the accounts for the producers and traders need to be established before they are able to request
and transfer GO certificates. This prototype implementation provides a simplified on-chain

approach for regulating the registration of the producer in the GO tracking scheme.
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The initial step after the deployment of GOIssuingBody and GORegistry smart contracts
is for the owner of the GORegistry contract to add the address of a deployed instance
of a GOIssuingBody smart contract as a certified issuer. After the owner of the GORegistry adds
a GOlIssuingBody contract as a certified issuer, it enables that GOIssuingBody smart contract
to issue the GO certificates within that GORegistry contract. In this way, the owner
of the GORegistry can manage the privileges of which Issuing Body can issue the certificates within
that specific registry. For a certain account to be issued GO certificates, it needs to be registered
to a specific Issuing Body. One account can only be registered to one Issuing Body at a specific
point in time. This action is performed by GOIssuingBody smart contract calling the function
in the GORegistry contract, and sending the address of the account it wishes to register. These
functions can be seen below in the form of pseudo-code. The owner of the Issuing Body initiates

the call to the GOIssuingBody smart contract function.

//GOIssuingBody.sol
function addUserTolBinRegistry(accountAddress, issuingBodySender)
call GORegistry instance’s function issuingBodyMapping(accountAddress)

Then the GOIssuingBody smart contract executes the call to the GORegistry contract to the function
that is described below.
//IGORegistry.sol

function registerForlssuingBody(accountAddress, issuingBodySender)
issuingBodyMapping[issuingBodySender] — store accountAddress to state

Upon the execution of this transaction on the blockchain, the account owner has been registered
to belong to an Issuing Body and it can now request the issuing of the GO certificate. The approach
for registering users to the Issuing Body and the Registry described above is simplistic,
and the proper user and role management would probably require developing a separate off-chain

software service, as EW Origin project did.

5.1.4.1 Issue GO

The process of issuing the GO is initiated with the request of the production device owner, which
calls the smart contract function for requesting GO. The function for requesting GO is presented

below.

//GOIssuingBody.sol

function requestGO( ownerAddress, data, energyType)
create GORequest object — ownerAddress, data, energyType
GORequestMapping[issuingBodySender]| — store GORequest object to mapping
emit GORequested event — with GOOwner and id data
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As can be observed from the pseudo-code snippet above, the production device owner will send
a request to a GOlIssuingBody smart contract specifying the owner address, the GO certificate
encoded data, as well as the energy type produced by the production device. The energy type is sent
as an integer for performance purposes and it is based on the predefined enumerable object, where
e.g. 0 —represents solar plant power, 1 — represents wind turbine power, 2 — represents hydropower.
The smart contract will initialize a new GO request object and store it in the smart contract state,
in the mapping array data structure. Mappings are key-value pair based data structures that resemble
hash tables, and they are initialized in the way that every possible key is mapped to a value with
byte-representation of all zeroes, which is the default value of a mapping key entry [122].
Due to that, mappings do not know the concept of length and can not be iterated by indices.
The only way to access a value of the mapping is to know the specific key. However, they provide
very fast execution times in terms of reads and writes of its entries, and are much more efficient
than using an array. The last action to be executed is the emitting of the GORequested event. Events
are special data types leveraged on EVM logging facilities, and when the event is emitted, it stores
the logs provided as arguments on the blockchain. Therefore, the usability of events is twofold,
firstly as logs of the transactions on the blockchain, and secondly as a way for client applications

to subscribe to certain events and then perform actions based on that event.

The Issuing Body can preview all the requests for issuing the GO certificates, and if they deem
the request valid they can issue the GO certificate. This is done by calling the confirmGORequest
function or the issueGO function if the request has not yet been made. The function for issuing GO

can be previewed in the pseudo-code snippet below.

//GOIssuingBody.sol
function issueGO( amount, GO_Receiver, energyType, GO_data)
create GORequest object — ownerAddress, data, energyType
GORequestMapping/issuingBodySender] — store GORequest object to mapping
if GORequest already confirmed or withdrawn
revert — this step reverts the state to the one before transaction
set GORequest.confirmed — true
set validityFunction — reference to current Issuing Body function for checking validity
of the GO certificate token
call GORegistry instance’s function issueGOCertificate(GO_Receiver, energyType,
amount, data, validityFunction)
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As can be seen from the snippet above, the GORequestObject is created, after which the conditional
check is performed to see if the request has been withdrawn or already confirmed. If that is the case
the transaction is reverted to the previous state of the smart contract, that existed before the function
was called. If not, the request status is set to confirmed, and the validity function is initialized
to the one defined by the GOIssuingBody smart contract. This validity function will be encoded
in the created GO certificate token, and upon each transaction of the token, the validity function will
be called. This is done because blockchain is immutable so there needs to be a predetermined way
for Issuing Bodies to manage token validity giving them the option to revoke invalid tokens. It may
happen that an Issuing Body has performed an audit of a production device and realized that certain
production parameters have not been satisfied, or that the GO certificate has expired. Based on that,
it can call the withdraw function on the blockchain which will invalidate the existing GO certificate.
The last statement is the call of the GORegistry function for issuing the GO certificate token.

The pseudo-code of that function is available below.

//IGORegistry.sol
function issueGOCertificate( to, energyType, amount, data, validationFunction)
if call validationFunction — calls the IssuingBody validation function
fails — revert the transaction
else
proceed
tokenld — generateToken(messageSender, amount, data) - calls the ERC1155 mint
function that creates token and sets the issuer to the sending Issuing Body
if amount > 0
transfer token amount to the owner (if amount is 0, there is nothing to transfer)
GOTokenMapping[tokenID] — create and store GOObject to the storage mapping
emit OneGOlIssuedEvent

As can be seen in the snippet above, the validation function that resides in the GOIssuingBody
contract is called to check if the GO certificate request has been withdrawn by the issuer
or due to invalid data by the IssuingBody. If the validation step has been passed, the GO certificate
token is then minted. Minting is the process of increasing the total supply of the token,
and it is a common term in the ERC-20 token community. The creator of the token is set
to be the Issuing Body. This is important since only the IssuingBody can mint additional tokens.
Issuing Body can mint additional tokens if it decides that the initial supply did not correspond
to the real production value. After the creation of the token, the corresponding token amount is then
transferred to the owner of the production device. The owner can then trade these tokens with other
parties. Figure 11 shows a sequence diagram of how the GO issuing process is executed

in the prototype.
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Figure 11: Issue GO certificate sequence diagram (Source: Author's elaboration)
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5.1.4.2 Transfer GO

After the GO certificate tokens have been issued, they can also be transferred by the accounts that
own them. However, since accounts may be stored in different Issuing Bodies, it is questionable
whether a certain Issuing Body wants to trade with another Issuing Body. In the current
implementation, all the transactions occur through the AIB Hub system, and there may
be an additional step involved in migrating the accounts between the two independent registry
system.

This blockchain implementation provides a single token registry through which all the transactions
occur between multiple Issuing Bodies. The reason for using a single GORegistry contract is that
it would provide a central standardized interface for defining all the logic behind issuing,
transferring and cancelling tokens, in which Issuing Bodies maintain the privilege of withdrawing

the invalid certificates. Additionally, this prototype implementation specifies rules for which Issuing
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Bodies trade among each other in the GORegistry contract, as well as in which Issuing Body
is a certain user registered. This represents another reason why it was more convenient to have
a single instance of GORegistry contract deployed. In an ideal scenario, there would be a user
registration module developed off-chain and therefore smart contracts would not need to contain
any logic regarding the account management.

Having GORegistry contracts deployed in multiple instances would also require further effort
in tracking the addresses of all the separate GORegistry contract addresses. However, if the need
occurs, there may be multiple GORegistry smart contracts deployed, the implementation would not
involve any major changes. Therefore, in the prototype, there is no need for account export
or import, since they exist as addresses on a single blockchain. Since certain Issuing Bodies may
not want to trade with one another, there must be a way for an GOIssuingBody contract owner
to specify which Issuing Body it trades with. In this implementation, this is done in a convenient
manner such that each GOIssuingBody smart contract stores a mapping of the address of other
GOlssuingBody smart contracts it trades with.

When a transfer is initiated in the GORegistry smart contract, a function is called on the side
of the receiving GOIssuingBody. If the receiving GOIssuingBody has specified that it trades with
the sending GOlIssuingBody the transaction will go through. If not, the transaction will fail.
Therefore, before a GO token transfer occurs, the receiving GOIssuingBody smart contract must
add the address of the sending GOIssuingBody smart contract. The transfer function is an ERC-
1155 safeTransferFrom function that performs a safety check to ensure that a receiving side
is aware of the ERC-1155 tokens so that they would not be locked in a non-aware smart contract.

The summarized logic of the function in the form of pseudocode is provided below.

//IGORegistry.sol
function safeTransferFrom( from, to, tokenld, amount, certificateData)
if sender not token owner— caller must own the tokens they trade with
fails — revert the transaction
if receivinglssuingBody not trades with sendingIssuingBody
fails — revert the transaction
if call validationFunction — calls the IssuingBody validation function
fails — revert the transaction
receiverBalance — receiverBalance + amount
senderBalance — senderBalance — amount
emit Transfer event

As can be seen from the provided snippet, the sender will initiate the token transfer providing
the receiver, id of the token, amount of GO to be transferred, and transfer data. The sender must

be the owner of the tokens and their issuing bodies must be trading with one another. When
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the transaction has finished, the event is emitted, and the ERC-1155 transfer transaction is logged

on the blockchain. Figure 12 provides a sequence diagram of the GO certificate token transfer.

Figure 12: Transfer GO sequence diagram (Source: Author's elaboration)
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It is important to note that this prototype does not implement the market system for trading GOs,
creating orders, and establishing the matching mechanism between the buyer and the seller. Usually,
this would require a separate off-chain service, where the buyer and seller would be matched,
and the transfer price would be established, after which the transfer process would occur
on the blockchain. As mentioned earlier, the EW Origin project implements a separate module
for managing the trading aspect. This module is responsible for order creation, matching services,

and initiating the token transfer [129].
5.1.4.3 Cancel GO

The cancellation of the GO requires that a certain amount of the token is destroyed
and can no longer be transferred and used. This renders the GO token as successfully used
for energy disclosure or other purposes. To cancel a certain amount of GOs, a cancellation function
on the GORegistry smart contract is called. This function also enables the certificate tokens
to be transferred to other recipient and then have them cancelled. The cancellation process logic

is provided in the pseudo-code snippet below.
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//GORegistry.sol
function safeTransferAndCancelGO( sender, receiver, tokenld, amount, certificateData,
cancellationData)
if call validationFunction — calls the IssuingBody validation function
fails — revert the transaction
if sender not token owner— caller must own the tokens they wish to cancel
fails — revert the transaction
if sender not equals receiver
call safeTransferFrom function

canceledGOs[tokenID][receiver] — increment by the amount of canceled tokens

emit OneGOCanceledEvent — with cancellation data and certificate data
The caller of this smart contract function will request the cancellation, provide the amount of tokens
to be cancelled, the token id of the certificate, and any additional certificate and cancellation data.
The sender must be the owner or have approval for the tokens. If the sender address is different
from the receiver address, the transfer function will be invoked, and if all the conditions are valid
the tokens will be transferred to the receiver. Before the cancellation occurs, a validation check
is performed. The smart contract also supports performing a batch cancellation by providing
an array of token ids and an array of amounts, ordered sequentially in which the first token id array
entry corresponds to the first amount array entry. Figure 13 shows a sequence diagram of the GO

cancellation process.

Figure 13: Cancel GO sequence diagram (Source: Author's elaboration)
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5.1.4.4 Issuing GO with Private Data

The prototype enables issuing GO certificates with private data, using the JavaScript library
for Precise Proofs, which was implemented as part of the EWF Origin solution, described earlier.
It does not however enable keeping the amount of the certificates private, only making additional
GO data confidential. The issuing process is similar to the non-private one, with the exception that
the Merkle root hash is provided. The Merkle root hash is generated from the private data off-chain
using the precise-proof JavaScript library. This Merkle root is stored as a way to verify the private
data. When a proving party is required to reveal the private data related to a certain GO certificate,
it can publish the data on the blockchain, by calling the revealPrivateData function
in the GORegistry smart contract. The verifying party can then obtain the revealed private data,
generate a Merkle tree root hash, and compare it with the original Merkle root hash that was
initially published on the blockchain. If the root hashes are equal the data is verified, if not, the data
does not correspond to the original one, and it means that the proving party did not provide
the correct data.

EW Origin implements Precise Proofs for issuing private GO certificates. The amount
and production device data remain hidden, they are stored as private commitments
on the blockchain which can be transferred. However, the confidential part must be publicly
revealed before the GO token certificate is cancelled. They also mention a few limitations of this
approach, such as that the document schema needs to be predetermined and that there needs to exist
a degree of trust between the participants. Furthermore, the solution requires interaction, unlike
the Zero-Knowledge verification methods. Lastly, it requires the development of an off-chain

verifying tool and off-chain data storage [119].

5.2 Discussion

This thesis introduced the analysis of the utilization of blockchain technology for the Guarantees
of Origin tracking instrument. The prototype implementation described in the previous section
explores the technology available for implementing the GO system using the blockchain.
The technology stack based on the Ethereum blockchain technology can be evaluated as quite
sufficient and robust technology for such a purpose. Furthermore, the Truffle framework
streamlines main development processes by enabling easy deployment, simple installation process,
detailed documentation, automated tests, and easy integration with existing front end frameworks.
Additionally, the availability of the OpenZeppelin Contracts library removes a lot of repetitive
work, and provides community audited and modular smart contract code based on the best industry

practices. Apart from that, the Ethereum community is quite large, active, and growing. Therefore,
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there are a lot of resources and discussions, which aid in the development process. On the other
hand, Solidity being quite a new programming language has some major disadvantages.
One of the biggest problems that are not mainly the issue of Solidity but rather blockchain
in general, is the fact that once the smart contract is deployed on the network, it becomes part
of an immutable ledger. Therefore, it can not be upgraded as easily as a centralized software
application would be. That is why smart contract programming requires extensive security testing
before the production version of a smart contract is deployed to the network. Concerning that, there
are certain development patterns and libraries that enable upgradeable contracts such
as the OpenZeppelin contracts library [130]. Furthermore, since it is quite a young language, there
have been issues with anti-patterns in Solidity that resulted in a 55 million dollar heist
due to a Solidity bug [131]. However, Solidity as a language has matured since then, and a lot
of these bugs have been resolved. Furthermore, the transition from Ethereum Virtual Machine
to Ethereum Web Assembly (EWASM) will enable the utilization of more traditional and general-
purpose programming languages such as C, C++ and Rust.

The prototype implementation described in the previous section only analyzes the aspects of the GO
scheme related to the issuing and tracing of the GO certificates on the blockchain network.
However, it does not provide a complete solution that handles all of the aspects that the GO system
requires. It does not implement the system for account management and registration, the market
for trading GOs, and user interface for previewing the GO issuing, transferring, and cancelling.
For a complete and robust solution, these off-chain services would also have to be implemented
to account for all of the use cases required by the GO system. EW Origin is a good example of such
a complete system. The account management module would be necessary to enable the Issuing
Bodies to have control over registering the production devices and their owners in the system,
as well as performing a preregistration audit and a periodical production audit. The market system
would also be necessary to establish a platform for buyers and sellers, as well as an order matching
system.

One of the advantages of using blockchain is that it provides an immutable and entirely traceable
audit log for all the issued Guarantees of Origin certificates. The traceability indicates that every
transaction is stored on the blockchain, therefore the history of every transaction related
to a Guarantee of Origin certificate can be previewed. Furthermore, it decentralizes the ownership
of the certificates giving users more freedom to perform transfers, without depending only
on a single system or a single registry. Of course, the regulatory power of the Issuing Bodies
can be retained, so that they can invalidate any faulty certificates. Since blockchain is inherently
immutable, it can be argued that the blockchain network is more secure. Possible attack vectors

would include having a malicious node majority, most commonly 51% of all nodes, or exploiting
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the design wvulnerabilities in the programming language of smart contract or security flaws
not addressed by the developers. Lastly, blockchain technology would enable easier integration with
other applications and compatibility with other Energy Attribute Certificate systems. That would
mean that there could be multiple market platforms for Guarantees of Origin certificates that could
easily be integrated with the blockchain technology, decentralizing the trading aspect of the scheme.
Furthermore, the coordination of the transfers between different certificate standards would
be much easier, if these certificates schemes were using blockchain issued certificates [132].

On the other hand, the most noted issue in the implementation of the prototype was enabling
privacy in terms of certificate issuing and transferring. Certain privacy enabling solutions do exist,
but there is no perfect option. And even though there are solutions that enable privacy such as Zero-
Knowledge Proofs or Precise Proofs utilized by the EW for the Origin system, they also come with
certain drawbacks. Namely, few of these solutions are production-ready and each establishes certain
premises to the privacy framework, such as a trusted setup and mechanisms for off-chain proofs
and storage mechanisms. The solution utilized by EW Origin enables issuing and trading
of the private EACs on the blockchain. However, a private certificate can not be cancelled and each
private certificate needs to be converted to a public one to perform cancellation. Therefore,
confidential information will have to be revealed at some point.

An important question to consider is whether to use public or permissioned blockchain platforms
for the Guarantees of Origin system. On one hand, public blockchain platforms are decentralized,
so no one is in control of the network. In addition to that, the network is accessible by anyone.
Public blockchains introduce the issue of low throughput and transaction pricing which is generally
high. This issue is caused usually due to using a computationally intensive PoW consensus
algorithm. For example, it would be quite inefficient to use Ethereum mainnet to support the system
for tracking Guarantees of Origin, as currently it supports around 15-30 transactions per second.
This issue is being solved by a lot of blockchain technologies transitioning to different consensus
algorithms, and improving the blockchain architecture in an effort to make it more scalable.
The upgrade to Ethereum 2.0 protocol is presumed to extend the support to around 10 000
transactions per second [133]. On the other hand, permissioned blockchains come with certain
nodes being in control of the entire network, lacking the decentralization aspect. Furthermore, some
implementations like Quorum limit access only to known nodes. Permissioned blockchains
are generally faster and transaction pricing does not exist. However, the issue at hand is defining
which nodes will be in control of the network. Permissioned blockchains are considered a more
vulnerable option in terms of security. Namely, it might be the case that a flawed security
environment of just one node could lead to leaks of confidential data and Denial of Service attacks

[134]. The Energy Web Foundation found a solution in creating a public blockchain accessible
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by anyone, in which the control and validation of the blockchain are in the hands of validator nodes,
using the Aurora Proof-of-Authority consensus protocol. As mentioned earlier, the validator nodes
are the affiliates of the Energy Web Foundation, and these are usually energy sector companies
or software companies involved in the development process. Since these companies have a high
stake in the business processes being performed legitimately, it is assumed that there
is no motivation for them to collaboratively do malicious actions on the network. Additionally,
the higher number of validator nodes also lowers the possibility of the blockchain platform being
compromised. Table 2 shows the comparison of the current GO system and the GO system

on the Ethereum blockchain-based on selected criteria.
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Table 2: Current GO system and blockchain GO system comparison

Current GO system

GO system on Ethereum
blockchain

[Transaction speed

Few dozens of seconds,
intercommunication between the registry
services and AIB Hub

Transaction speed depends on the
blockchain technology, in the
range of 15-100 000 TPS.

Privacy The participants are not aware of the Blockchain is inherently public so
transactions, that other Issuing Bodies arefll of the transactions are public.
involved in. Some semi-privacy solutions exist,

few or none are production-ready.
Might require a few more years for
a robust and well-adopted privacy
solution.

Statistics Only through AIB Hub, volumes Visible on blockchain explorer, all

exchanged between registries are public,
can not see which Issuing Bodies are

trading, that information is private

transactions public, recipient and
sender known, unless privacy

solutions are used.

Public or private

The registry systems are known to each

other.

Depends on the technology used,
each account on the blockchain is
identified by the address, however
even though the address is
unknown it does not guarantee full
confidentiality. Generally, all the
participants in the network are

publicly known or can be traced to

an identity.

Source: Author's elaboration

In an interview with the representatives of the European Energy Exchange, they mention that

blockchain technology enables securely tracing of which party purchased which certificate,

however it does not answer the question of whether the product purchased in the blockchain

is pertaining to an equivalent real-world amount [55]. That is why fully decentralized solutions

are not possible for the Guarantees of Origin system. The blockchain system for Guarantees

of Origin would need to be developed in coordination with the current systems. It would also

require the development of separate off-chain modules responsible for managing the registration

of the production devices and production audits.
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The Guarantees of Origin system requires the involvement of regulating bodies, rendering full
decentralization of the system hardly achievable. EW Origin project takes this into account
and provides a separate registration module for managing organizations and users. Each
organization is mapped to a specific entity, in which each organization defines users with different
permissions. If the system was to be integrated into the registry system, each organization would
have to certify that they are active members of the system. If the organization in the registry stops
being active they would no longer be able to interact with the system. Furthermore,
all the production devices that are already registered in the registry would have to be imported into
the Origin system. This is quite a positive characteristic of the Origin solution, since it does not try
to optimistically replace the existing system, rather it aims at coordinating their blockchain-based
system with the existing systems for issuing EACs. The Origin system enables everyone to access
their marketplace, to preview registered device, and the market supply and demand. However,
to interact with the system, a user must have a registered account [135].

Another big criticism on utilizing blockchain for the renewable energy sector is the contradicting
fact that blockchains are incurring huge hardware and energy costs, e.g. Ethereum reached an all-
time-high electricity consumption in 2021 to 32 TWh [136]. However, it is also important to note
that Ethereum is aiming to gradually have a complete transition to a Proof-of-Stake consensus
protocol which would reduce the energy costs by 99% [137]. On the other hand, Energy Web Chain
utilizes the Proof-of-Authority consensus protocol, and it is estimated that the average demand
of a validator node is 78 Watts, equivalent to a normal household bulb [67].

The coordination of the proposed blockchain alternatives with the existing systems is a crucial
requirement in an effort to include blockchain technology. Especially, since current systems
are supported by governments, regulators and stakeholders, as well as the fact that they are quite
well-performing and have been extensively used over the years, so there is no need to disrupt
the existing system with overly optimistic replacement technologies [50]. The Guarantee of Origin
trading parties utilize existing trading platforms and registry systems. Blockchain technology should
seek its role in the GO environment, as potentially integrating with the existing systems, since
replacing current solutions would not be a sensible approach from both a financial and a technical

perspective.
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6 Conclusion

Blockchain has been widely promoted as a technology that is aiming to introduce decentralization
to the system of Energy Attribute certificates, improve trading efficiency and enable better inclusion
of the market participants. This thesis provides an overview of the advantages and disadvantages
as well as a practical demonstration of the aspects in which blockchain technology has the potential
to add value to the existing Guarantees of Origin systems. A description of the current Guarantees
of Origin registry systems and their intercommunication via the AIB Hub is explained. Major points
and concepts of blockchain technology and its potential usage in the GO system are elaborated.
Existing solutions and related work using blockchain technology for Energy Attribute Certificates
and other similar schemes are analyzed. Most importantly, the thesis documents the implementation
of the prototype for issuing Guarantees of Origin using the blockchain technology, based

on Ethereum blockchain technology and Solidity smart contract programming language.

The implementation of the prototype demonstrates that blockchain technology can be used
for the Guarantee Of Origin system, potentially decentralizing certificate markets. Utilizing
blockchain technology will enable transparency of the certificate transactions and the immutability
of the certificate records. Compared to the existing system, certain aspects of blockchain technology
need to be improved such as privacy features, as well as transaction throughput and scalability.
However, there are a lot of promising projects, such as Ethereum sharding and Polkadot multi-chain
technology, that might solve the low transaction throughput and poor scalability of the blockchain

network.

Nevertheless, any blockchain solution for the Guarantees of Origin tracking instrument would need
to be developed and integrated in coordination with the existing systems. Blockchain technology
is not a standalone solution. It only represents an additional layer that can be used for logging
the certificate information and all the transactions related to it on an immutable ledger. Other
aspects such as certificate market and user management, would require integration of the blockchain
solution with other off-chain solutions. Blockchain technology can add value to the existing
Guarantees of Origin systems if realistic goals are set as well as if the accompanying solutions
are developed in accordance with the regulations and standards defined for the Guarantees of Origin
tracking instrument. Future work and research may include investigating the usage of emerging

paradigms in blockchain technology, such as multi-chains and newly developed privacy solutions.
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8 Appendices

The appendices chapter provides the source code of the two main prototype smart contracts written
in the Solidity programming language. The first section provides a smart contract code
of GOlIssuingBody.sol smart contract. The second section provides the code of the GORegistry.sol

smart contract. The source code can also be previewed on the author’s GitHub repository [138].

8.1 GOlssuingBody.sol smart contract code

1 /f SPDX-License-Identifier: MIT

2 pragma solidity >=0.4.22 <0.9.0;

3 pragma experimental ABIEncoderV2;

4

5 import "./GORegistry.sol”;

]

7  import "@openzeppelin/contracts/access/Ownable.sol";

& import "@openzeppelin/contracts/math/5afeMath.sol”;

9 import "@openzeppelin/contracts/token/ERC1155/ERC1155Holder.sol”;
10

11 contract G0IssuingBody is Ownable, ERC165, ERC1155Holder

12 using SateMath for uint2s6;

13

14 GORegistry public theGORegistry;

15 uint256 private reqIdCounter;

16 mapping(uint256 => GORequest) reqs;

17 mapping(uint256 == uint2>6) fromGOToReq;

18 mapping(uint256 == bool) withdrawnGO;

19 mapping(address => bool} tradesWithIBAddrs;

20

21 event GORequested({address indexed theGOOwner, uint256 indexed reqld);
22 event GOPrivateRequested(address indexed theGOOwner, uint256é indexed reqld, bytes32 rootHash);

(¥4}

event GORequestConfirmed(
uint256 indexed requestlId,
uint256 indexed gold,
address indexed owner

I

event GOPrivateRequestContirmed(
uint256 indexed requestlId,
uint256 indexed gold,
address indexed owner,
bytes32 rootHash
¥i
event GORequestWithdrawn(uint256 indexed reqld, address indexed reqOwner};
event IssuedGOWithdrawn({uint256 indexed tokenGOId);

L e I e
[==Te = L I B R R S I S i Y = = T = I

b L Lt L Rt L Ly

67



39 struct GORequest {

40 address owner;

41 bool confirmed;

42 bool withdrawn;

43 address solicitor;

44 bytes goData;

45 int256 energyType;

46 bool isPrivate;

47 bytes32 rootHash;

48 i

49

50 constructor(address regAddress) Ownable() {
51 require(

52 msg.sender !'= address(@}),

53 "constructor(): Issuing body smart contract can no be instantiated by zero address"
54 ¥i

55 theGORegistry = GORegistry(regAddress);
56 1

57

58 function requestGO(

59 address theGOOwner,

60 bytes memory theGOData,

61 int256 _type

62 ) public returns (uint256 id) {

63 uint256 reqld = reqldCounter++;

64 reqs[reqld] = GORequest({

65 owner: theGOOwner,

513 withdrawn: false,

67 confirmed: fTalse,

68 solicitor: msg.sender,

69 goData: theGOData,

Fi:) energyType: _type,

il isPrivate: false,

72 rootHash: bytes32{0)

73 |3

74 emit GORequested(theGOOwner, reqld);
75 return reqld;

76 H
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T

78 function requestGiPrivate(
79 address theGiOwner,
3a bytes memory theGOData,
a1 int256 _type,
a2 bytes32 _rootHash
g3 } public returns (uint256 id) {
34 uint256 reqld = regldCounter++;
a5 reqs[reqld] = GORequesti{
36 owner: theGO0wner,
a7 withdrawn: false,
a3 confirmed: false,
a9 solicitor: msg.sender,
30 goData: theGOData,
91 energyType: _type,
92 isPrivate: true,
93 rootHash: _rootHash
94 T
95 emit GOPrivateRequested(theGl0wner, reqld, _rootHash);
96 return reqld;
97 1
98
95 function confirmG0Request(
188 bytes memory walidityFunc,
181 uint256 reqld,
182 uint256 amount
183 } public onlyOwner returns {uint256) {
184 require(
185 notConfirmedOrWithd rawn{ reqld),
186 "confirmGORequest(): Request has been previously confirmed or withdrawn®
187 [k
188 GORequest storage regq = reqs[regld];
189 require(!req.confirmed, “"The reguest has already been confirmed"});
118 req.confirmed = true;
111 uint256 gold =
112 theGDRegistry.issueGDCertificate(
113 req.owner,
114 req.energyType,
115 amount,
116 req.gobata,
117 validityFunc,
118 false,
119 bytes32({8)
128 )
121 fromGOToReg[reqld] = gold;
122 emit GORequestConfirmed(reqld, gold, req.owner);
123
124 return gold;
125 }
126
127 function confirmboPrivateRequest(
128 bytes memory walidityFunc,
129 uint256 reqld,
136 0 uintd56 amount
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131
132
133
134
135
136
137
138
139
14&
141
142
143
144
145
146
147
148
145
156
151
152
153
154
155
156
157
158
159
166
161
162
163
164
165
166
167
168
169
176
171
172
173
174
175
176
177
178
179
136
181
1832
183
134
185
136
187
138
189
196
191

} public onlyOwner returns {uint236){
reguire(
_notConfirmed0rwWithdrawn{ reqId),
“confirmG0Request(): Reguest has been previously confirmed or withdrawn
Vi
GOReguest storage req = reqgs[reqgld]:
reguire(!req.confirmed, "The reguesi has already been confirmed");
req.confirmed = true;
uint256 gold;
gold =
theGDRegistry. issueGlCertificate(
req.owner,
req.energyType,
amount,
req.golata,
validityFunc,
true,
req. rootHash
I
fromG0ToReq[reqld] = gold;
emit GOPrivateRequestConfirmed(reqld, gold, req.owner, req.rootHash);

}

function issueG0|
uint256 amount,
address receiver,
int256 energylype.
bytes memory goData
} public onlyOwner returns {uint23g) {
uint256 reqld = requestG0{receiver, goData, energyType):
return
confirmbORequest(
abi.encodeWithSignature("validateGO{uint256)", reqgld),
regld,
amount
|H
1

function issueGOPrivate(
uint256 amount,
address receiver,
int256 energyType,
bytes memory goData,
bytes32 rootHash
} public onlyOwner returns {uint2%g) {
uint256 regld = requestGOPrivate({receiver, goData, energyType, rootHash);
return
confirmGoPrivateRequest(
abi.encodeWith5ignature(*validateGO{uint256)", regld),
regld,
amount
F
1

function revealGOPrivateDatafuint256 gold, bytes memory privatelata) external onlyOwner {
theGORegistry.revealPrivateData({goId, privateData):
1

function withdrawGORequest(uint256 reqld) extermal returns (bool) {
G0Request storage req = reqs[reqgld];
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197 reguire(

193 msQ.sender == owner{)] || msg.sender == req.owner,

194 "Request can be withdrawn only by Issuing Body or the request initiator"
195 |H

196 reqguire(

137 'req.cenfirmed,

193] “Confirmed GO requests cam not be withdrawn"

199 |H

2806 reguire(!req.withdrawn, "The reguest has already been withdrawn ");
2081

262 req.withdrawn = true;

263 emit GORequestWithdrawn{reqld, req.owner);

284 return true;

205 I

206

287 function withdrawlssuedGl(uint256 goTokenId) external returms {bool) {
288 reguire(

209 IwithdrawnG0[goTokenId],

216 "G0 has already been withdrawn by the Issuing Body Owner®
211 K

212 withdrawnGO[goTokenId] = true;

213

214 emit IssuedGOWithdrawn{goTokenId);

215 return true;

216 1

217

218 function validateGO{uint256 reqld) externmal view returns (bool) {
219 G0Request memory req = reqs[reqld];

2206 uint256 tokenG0Id = fromGOToReq[reqld];:

221

222 return

223 req.confirmed &&

224 'req.withdrawn &5

225 'withdrawnGl[tokenG0Id] &&

226 reqld <= regldCounter;

227 1

228

229 function setTradesWith{address thelBAddress, bool value) public onlyOwner {
230 tradesWithIBAddrs[thelBAddress] = value;

231 }

232

233 function isTradingWith({address issuingBodyAddress)

234 public

235 view

236 returns (bool}

237 1

238 return tradesWithIBAddrs[issuingBodyAddress];

239 1

248

241 function transferGO(

242 address from,

243 address to,

244 uint256 id,

245 uint256 amount.
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245
246
247
248
245
250
51
252
253
254
255
256
57
258
258
260
261
262
263
264
265
266
267
268
269
270
21
272
273
274
275

uint256 amount,
bytes memory data
} public onlyOwner {
theGORegistry.safeTransferFrom{from, to, id, amount, data);

}

function transferGOBatch(

address from,

address teo,

uint256[] memory ids,

uint256[] memory amounts,

bytes memory data
} public onlyOwner {

theGORegistry.safeBatchTransferFrom{from, to, ids, amounts, data);
1

function addUserTolBinRegistry(address registramt) public omlyOwner {
theGORegistry.registerForlssuingBody(registrant);

1
fifffPrivate functions///ff4/

function notConfirmed0rWithdrawn({uint25e reqld})

private

view

returns {bool)
i

return !'regs[reqld].confirmed && !'regs[reqld].withdrawn;
1
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8.2 GORegistry.sol smart contract code

S/ SPDX-License-Identifier: MIT
pragma solidity »=0.4.22 <0.9.6;

pragma experimental ABIEncodery?;
import “@openzeppelin/contracts/token/ERC1155/ERC1155Burnable. sol”;
import “@openzeppelin/contracts/faccess/0Ownable.sol™;

import “@openzeppelindcontracts/math/SateMath.sol”;

contract GORegistry is ERC1155Burmable, Ownable {
using SafeMath for uint2se;

uint256 public tokenNonce;
mapping{uint256 == address) public certificatelssuers;

mapping{uint256 => @0Certificate) public theGOStorage;
mapping{uint256 == mapping(address == wint25%6)) public canceledGDs;

mapping{address == bool) public certifiedIssuers;
mapping(address =» address) public wserTolssuingBody;

modifier onlylertificatelssuer{uint2se certId) {

require{certificatelssuers[certId] = msg.sender);
p o
modifier enlylertifiedIssuers{address issuer) {
require(
certifiedIssuers[issuer] == true,

"Wou are not a certified issuer."
1
H

}

event OneG0Issued(
address indexed issuingBody,
uint256 amount,
int256 certificateType,
bytes data

|H

event OneGOCanceled|
address indexed cancellssuer,
address indexed cancelClaimer,
uint256 tokenld,
uint256 amount,
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4B int256 certificateType,

40 bytes cancelData

58 bi

51 event BatchGdCanceled(

52 address indexed cancellssuer,

53 address indexed cancelClaimer,

54 uint256[] tokenlds,

35 uint256[] amounts,

56 int256[] certificateTypes,

57 bytes[] cancellata

5B b

50 event IssuingBodyAdded{address isswer);

[il:] event IssuingBodyRemoved(address issuer);
il

62 struct GOCertificate {

63 int256 certificateType;

Gid address issuingBody;

63 bytes data;

1133 bytes validatienFunction;

67 tool hasPrivate;

[} bytesi? rootHash;

[t} bytes privatelata;

TA tool isRevealed;

7 }

T2

73| constructer{) ERC1135("GDCertificateDomain/{id}"} Dwnable(} {}
T4

75 function issueGlCertificate(

76 address to,

77 int256 _certificateType,

7B uint256 amount,

70 bytes calldata data,

=1z tytes calldata validationFunc,

Bl pool _hasPrivate,

az bytesi? _rootHash

B3 ) external onlyCertifiedIssuers(msg.sender} returns {uint2536 _id) {
a4 isValid{msg.sender, walidatienFunc);
a5 uint256 tokenld = generateG0Token{nsg.sender, amount, datal;
a6 if (amount = B} {

a7 safeTransferFrom(msg.sender, to, tokenId, amount, data);
BB }

g0 theblbtorage[tokenId] = GOCertificate({
a8 certificateType: certificateType,
a1 issuingBody: nmsg.sender,

9z data: data,

a3 validationFunction: walidationFunc,
a4 hasPrivate: _hasPrivate,

g5 roeatHash: _rootHash,

a6 privateData: *",

a7 isRevealed: false

98 1 H

oo enit OneGlIssued|{msg.sender, amount, _certificateType, data);
1ad return tokenId;

181 }

18z
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183 function revealPrivateDataluint256 certId, bytes memory revealedData) onlylertificatelssuer{certId) public {
184 GOCertificate storage go = thebdStoragelcertId];

185 require[go.hasPrivate && 'go.isRevealed, “"No private data or revealed");
186 go.isRevealed = true;

187 go.privateData = revealedData;

188 }

188

118 function beforeTokenTransfer|

111 address operator,

112 address from,

113 address to,

114 uint256[] menory ids,

115 uint256[] menory amounts,

116 bytes memory data

117 ) intermal virtwal override {

118 super. beforeTokenTransfer{operator, from, to, ids, amounts, data);

119 if (! isCertifiedIssuer(from) &5 from '= address{8) && to '= address(8)]}{
128 for{uint236 i = B; i < ids.length; i+#){

121 address fromIB = theGlStorage[ids[8]].issuingBody;

122 address tolB = userTolssuingBody[to];

123 require{fromIB '= address(8) , "Sender is not registered within an IB"};
124 require{toIB != address{8) , "Receiver is not registered within an IB"};
125 require{_doesFromTradeWithTo[fronIB, tolB),

126 "From does mot trade with ta");

127 }

128 }

129 else if{! isCertifiedIssuer(from) && from != address(B) && to = address{8)}{
138 for{uint236 i = B; i = ids.length; i+#){

131 address fromIBToken = theGO5torage[ids[3]].issuingBody;

132 address fromIBCurrent = userTolssuingBody[from];

133 require{fronIBToken != address{@) . ""};

134 require{fronIBCurrent != address{8) . "");

135 require{fromIBToken = fromIBCurrent || doesFromTradeWithTo(fromIBToken, fromIBCurrent],
136 "burn IE check failed");

137 }

138 1

138 }

148

141 function safeTransferAndCancelGl(

142 address from,

143 address to,

144 uint256 tokenId,

145 uint256 amount,

146 bytes calldata data,

147 bytes calldata cancellata

143 b extermal {

149 GOCertificate memory go = theblStorage[tokenId];

158 1sWalid{go. issuingBody, go.validationFunction);

151 if (from '= to} {

152 super.safeTransferFrom{from, to, tokenId, amount, data);

153 }else {

154 require(

155 from = _msgSender() || isApprovedForAll{from, _msgSender()),
156 "ERC11553: caller is not owner nor approved®

157 th

158 }
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159
166
161
162
163
164
163
166
167
168
169
178
171
172
173
174
175
176
177
178
179
188
181
182
183
184
185
186
187
188
189
108
101
192
103
194
105
196
197
108
109
2088
201
282
283
204
283
206
287
208
289
218
211
212
213
214
215

super. burnito, tokenld, amount];

canceledGls[ tokenId] [te] = canceledGDs [tokenId][to].zdd{amount};

emnit OneGOCanceled
from,
to,
tokenld,
amount .
po.certificateType,
cancelData
1:
}

function safeBatchTransferAndCancelGd(
address from,
address to,
uint256[] menory tokenlds,
uint256[] memory tokenAmounts,
bytes calldata data,
bytes[] calldata cancellata
) externmal {
uint256 cancelRequests = tokenlds.length;
require(
cancelData.length = cancelRequests,

"safeBatchTransferAndCancelald: Cancel data must

| H
if [from '= to} {

equal cancel reguests®

super.safeBatchTransferFrom{from, to, tokenlds, tokenAmounts, data);

} else {
require(

from = _nsgSender(} || isApprovedForAll{from, _msgSender()}),

"ERC1155: caller is not owner nor approved®

1
int256[] memory certificateTypes = new int256][]1{cancelRequests);

for (uint236 i = 8; 1 < cancelRequests; i#+) {

canceledt0s [tokenlds[1]] [te] = canceledGls[tokenIds[i] 1[te].add(

tokenfAmounts [i]
H

GCertificate memory go = theG05torage[tokenIds[i]];

certificateTypes[i] = go.certificateType;
1

super. burnBatch{to, tokenlds, tokenAmounts);
enit BatchGDCanceled(
from,
to,
tokenlds,
tokenfmounts,
certificateTypes,
cancelData
1;
}

function addCertifiedIssuer{address issuer} external onlylwner() {

require(
isswer != address(8],

"Can not add zereo address as certified issuer”®
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216
17
218
19
228
21
22
223
24
225
226
27
228
29
238
231
232
133
234
235
236
237
2138
239
248
41
242
43
244
245
246
247
248
249
238
251
252
133
254
233
256
257
238
259
268
26l
262
263
264
265
266
267
268
269
7

I H

certifiedlssuers(issuer] = true;

enit IssuingBodyAdded{issuer);
}

function removelertifiedIssuer({address isswer) extermal onlylwner(} {
require(
issuer !'= address{@],
“Can not remove zero address as certified issuer”
IH
certifiedlssuers[issuer] = false;
amit IssuingBodyRenoved{issuer];

L

function registerForlssuingBody(address registranmt]) public onlyCertifiedIssuers(msg.sender){
userTolssuingBody[ registrant] = msg.sender;

L

function generateGlToken(
address certificatelssuer,
uintZ36 initialSupply,
bytes memory data

b private returns [uint236 id) {
uintZ36 certificateld = ++tokenMonce;
certificatelssuers[certificateld] = certificatelssuer;
super._mint{certificatelssuer, certificateld, initialSupply, data);
return certificateld;

¥
function isValid{address sender, bytes memary validationFunction)
internal
view
{
if (_is0fTypefontract(sender}} {
[bool success, bytes memory result] =
sender.staticcall({validationFunction};
require(
success && abi.decodelresult, [baool)),
"IB does not validate request”
b
}
¥

function isOfTypeContract{address theAddress) private view returns {bool} {
uint236 size;
assembly {
size = extcodesize(theAddress)
}
return size = 8;

¥

function is{ertifiedIssver{address theSender) private view returns {bool}{
return certifiedIsswers|the5ender];
¥
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function doesFromTradeWithTo{address from, address to)
private
view
returns {bool)

require(
is0fTypelontract(from),
"not address®
1
require(
_is0fTypelontract{ta).
"not address”
H
bytes memory validateFunc =
abi.encodeWithSignature("isTradingWith{address)", from);
{bool success, bytes memary result) = to.staticcall(validateFunc);
require(
SUCCESS,
"a and b do not trade®
1
return abi.decode(result, (bool)):
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