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Main concerns in network security in the present 

 
 

Abstract 

 

The main objective of the thesis is to design and implement improvements for an existing 

computer network. 

The partial goals of the thesis are such as the following:-to provide an overview and 

analyse the main concerns in network security taking into consideration small and big 

companies. 

-to provide an overview of the security technologies that are currently mostly used. 

-to perform a vulnerability assessment of the network and demonstrate the exploitation 

process 

-to evaluate the proposed solution and make recommendations 

Keywords: Network Security, Information security,Infrastructure, Security, SIEM, 

Vulnerability, technology, security governance 
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Hlavní obavy v zabezpečení sítě v současnosti 

 
 

Abstrakt 

 

Hlavním cílem diplomové práce je navrhnout a implementovat vylepšení stávající 

počítačové sítě. Dílčí cíle práce jsou následující: 

-Poskytnout přehled a analyzovat hlavní problémy v zabezpečení sítě s přihlédnutím k 

malým a velkým společnostem. 

- poskytnout přehled o bezpečnostních technologiích, které se v současné době většinou 

používají. 

- provést posouzení zranitelnosti sítě a prokázat proces zneužití 

- vyhodnotit navrhované řešení a vydat doporučení 

 

Klíčová slova: Zabezpečení sítě, bezpečnost informací, infrastruktura, bezpečnost, SIEM, 

zranitelnost, technologie, správa zabezpečení 
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1 Introduction 

Nowadays, we hear often in the media about some cyber attack against some 

specific company or even a whole industry sector, such as recently the health care  

and pharmaceutical industry during the covid-19 pandemic. 

According to McAfee, a leading computer security software company, the  

the annual monetary loss from cybercrime reached  945 billion dollars during  

2020.[1] 

 

In the current era of the Internet, mostly all companies and business are highly 

dependant on Information System. The Internet offers excellent business possibilities  

for everybody, from the big multinational company with thousands of employees, to  

the small olive oil manufacturer  from a  small remote village in Italy that has  the 

possibility to sell his quality product worldwide thanks to the ecommerce, 

or to the Spanish teacher from Argentina that teaches the Spanish language by video  

conference to students from 10 different countries.  

 

The Internet has completely changed our lives in the last 20 years. Unfortunately, not  

everything is perfect on the Internet.  As there are criminal organizations in the real 

 world that extort, harass, sell drugs, etc,  the same criminality exists in the  

cyberspace. There are different kinds of attackers, each one with a different  

motivation. From the bored teenager that buy a Denial of Service attack code in the 

 dark web and launch it against some target without understanding the consequences, 

until the nation-state hackers that are employed by the government targeting other  

governments, organizations or individuals. 

 

Any business must be aware of the danger outside on the Internet.  

The potential risk of a cyber attack for a business is too high. A company could have  

enormous monetary and prestige damage after a cyber attack. 

 

Companies should not ask themselves if they will ever be attacked. The correct  

questions are “When it will happen? “ and “Are we prepared for it? “. 
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2 Objectives and Methodology 

2.1 Objectives 

The main objective of the thesis is to design and implement improvements for an 

existing computer network. 

 

The partial goals of the thesis are such as the following: 

-to provide an overview and analyze the main concerns in network security taking 

into consideration small and big companies. 

-to provide an overview of the security technologies that are currently mostly used. 

-to perform a vulnerability assessment of the network and demonstrate the 

exploitation process 

-to evaluate the proposed solution and make recommendations 

 

2.2 Methodology 

The first part of the thesis will be based on the study of technology, scientific 

literature, and technological articles.  

 

The practical part is focused on the design and implementation of a small network 

with some vulnerabilities in a virtual environment. 

It will be shown why is risky to have vulnerabilities and how to exploit them from an 

attacker perspective. 

After analysis of the current state, will be designed improved security framework for 

the existing network. 

The proposed solutions will be tested in a virtual environment. 
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3 Literature Review 

3.1 Network infrastructure components 

In this section will be described the main network components that are present in an 

organization. 

3.1.1 Router 

Routers are devices that connect networks and smartly choose the best route between 

networks.  Router main function is to route traffic from one network to another. 

 

Routers use IP address to identify host on the network and make forwarding decisions.  

A router can be configured to known many networks, but of course, it cannot know all the 

4 billion IPV4 addresses that are in the internet. For this reason, routers can be configured 

to use the default route 0.0.0.0 which means "If the router doesn’t know the IP, then 

forward to my default route, that most of the time is the ISP (Internet Service Provider) 

router“. 

The router's decisions and the path to reach a network depend on the way the router is 

configured and on the protocol.   

 

There are many routing protocols ,the main are : 

Distance Vector: RIPv1, RIPv2, EIGRP 

Link State: OSPF and BGP 

3.1.2 Switch 

"Switches facilitate the sharing of resources by connecting together all the devices, 

including computers, printers, and servers, in a small business network. Thanks to the 

switch, these connected devices can share information and talk to each other, regardless of 

where they are in a building or on a campus. Building a small business network is not 

possible without switches to tie devices together." [2] 

 

The switch uses the hosts' MAC address in the network and stores it in the CAM (Content 

Addressable Memory) table. A MAC address is a unique identifier assigned to a network 

interface card (NIC). 
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Figure 1 Switch in action 

   

So if Fred wants to send a message to  Wilma, then Fred's message will arrive in the 

switch, which will check the MAC table and forward the message on the correct interface. 

3.1.3 Access Point 

Are devices that allow wireless devices to connect to a wired network. 

An access point usually connects to a switch as a standalone device, but it also can be an 

integral component of the router itself. 

 

3.1.4 Load Balancer 

 

Is a device that  distributes network traffic across a number of servers. 

‘‘Load balancers are used to increase capacity (concurrent users) and reliability of 

applications. They improve the overall performance of applications by decreasing the 

burden on servers associated with managing and maintaining application and network 

sessions, as well as by performing application-specific tasks.“ [3] 

 

 
Figure 2 Load Balancer  
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3.1.5 Firewall 

"A firewall is a network security device that grants or rejects network access to traffic 

flows between an untrusted zone and a trusted zone" [4] 

 

Firewalls have evolved a lot during the years. There are different types of firewalls: 

  

Packet filter: Is a type of firewall that can permit or deny traffic based on source and/or 

destination IP address and port numbers.  Packet filter firewall uses a collection of rules 

,similar to an Access Control List on a router.  

  

Stateful firewall: in addition to Packet Filter firewall's same characteristics, a stateful 

firewall can also inspect sessions and recognize return traffic for a session started from a 

trusted network. 

  

Application Layer Firewall , also named Next Generation Firewall (NGFW): In 

addition to features of Packet filter and Stateful firewalls, an Application Layer Firewall 

operates up to Layer 7 of the OSI model and control access to specific applications and 

services on the network. 

Application Firewalls can also identify and block specific content, websites, malware, 

exploits, or services that use encryption and non-standard ports. Application layer Firewall 

can be hardware or software-based. 

 

3.1.6 IDS/IPS 

IDS = Intrusion Detection System is a network security device designed to detect, log and 

alert unauthorized any suspicious or malicious activity on the network  . This can be 

achieved in real-time or after the event.   

       

IPS (Intrusion Prevention System): Has all the same capabilities of an IDS, but adds 

functionality that allows the system to respond to unauthorized behaviors. IDS and IPS's 

main difference is that IDS can only alert about suspicious behaviors. Instead, an IPS can 

act in real-time and stop an attack. An IPS can detect and block a wide range of malicious 

files and behavior, including botnet attacks, malware, and application abuse. 

  

The IPS can inspect the traffic based on signatures, examining the packet headers and data 

payloads in network traffic and compares the data against a database of known attack 

signatures  
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3.1.7 VPN 

“A virtual private network, or VPN, is an encrypted connection over the Internet from a 

device to a network. The encrypted connection helps ensure that sensitive data is safely 

transmitted. It prevents unauthorized people from eavesdropping on the traffic and allows 

the user to conduct work remotely.  VPN technology is widely used in corporate 

environments.” [5] 

  

Without the VPN technology, a remote corporate user would need to use the public 

internet cables to connect to the enterprise network. However, this would be a very high-

security risk as an attacker could intercept the traffic. 

 

VPN  allows remote users to connect to the corporate network securely. To work, the VPN 

client connects to a VPN server. After the VPN tunnel is created, the remote user can 

access network resources just as he would be connected in the office. The VPN tunnel is a 

logical path between the two endpoints. All the traffic passing through the tunnel will be 

encrypted, adding security to the communication. If an attacker would intercept the traffic, 

they will not see it as encrypted. 

3.1.8 SIEM 

"SIEM  provides organizations with next-generation detection, analytics and response. 

SIEM software combines security information management (SIM) and security event 

management (SEM) to provide real-time analysis of security alerts generated by 

applications and network hardware. SIEM software matches events against rules and 

analytics engines and indexes them for sub-second search to detect and analyze advanced 

threats using globally gathered intelligence. This gives security teams both insight into and 

a track record of the activities within their IT environment by providing data analysis, 

event correlation, aggregation, reporting and log management." [6] 

 

A SIEM is an essential technology used by most organizations to provide real-time 

reporting and analysis of security events. Organizations may have hundreds or thousands 

of security devices. It would be very time-consuming to check each device's logs in case of 

an attack. When an organization uses a SIEM solution, each device forwards the log events 

to the SIEM. In this way, the security analyst can search for log events in one place for all 

the organization events.   SIEM also perform pattern matching and correlation of events, 

general alerts and provide dashboards, helping to reduce the amount of time  that is needed 

to identify and contain the threats. 
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3.1.9 Proxy 

"A proxy server provides a gateway between users and the internet. It is a server, referred 

to as an “intermediary” because it goes between end-users and the web pages they visit 

online. 

  

When a computer connects to the internet, it uses an IP address. This is similar to a home’s 

street address, telling incoming data where to go and marking outgoing data with a return 

address for other devices to authenticate. A proxy server is essentially a computer on the 

internet that has an IP address of its own." [7] 

   

Proxy servers can be used to filter out undesired traffic and prevent users from accessing 

potentially malicious websites. A proxy server provides anonymity by taking requests from 

the end device and forwarding them on behalf of the end system. 

 

There are different types of proxies: 

 

Forward Proxy: The proxy server takes requests and forwards them on. 

 

 Reverse Proxy: Used mainly when an organization has an external facing web 

application. The proxy will take web requests and provides security to the organization. 

These functions may include traffic filtering, SSL/TLS decryption, or performing load 

balancing. 

  

Transparent: Often referred to as tunneling proxies, this proxy server redirects the 

requests and responses without modifying them. This is simply a means to maintain 

anonymity for the end system. 

  

Caching proxy: Keeps local copies of common requests and helps with bandwith usage in 

large organizations. 

 

Content filtering proxy: Examines each request and compares it against the acceptable 

use policy. They are used in corporate environments to establish employees' boundaries 

during work hours. 
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3.2 Threats and Vulnerabilities 

3.2.1 Threats actor types 

Script kiddies: Are individuals without technical knowledge or expertise to develop 

scripts or discover vulnerabilities on their own but use scripts and tools developed by other 

highly skilled hackers to perform their attacks. The primary motivation of script kiddies is 

boasting and getting notoriety. Experts estimate script kiddies attacks are 86-91% of total 

attacks. 

  Hacktivists: Type of hackers that work together with motivated by political or social 

causes. Hacktivists are more technically prepared compared to script kiddies. They do not 

just copy scripts but can create the code that will be used to perform the attack. 

  

Organized crime: As criminal organizations exist in the real world that extorts, harass, 

sell drugs, etc,  the same kind of criminality exists in cyberspace. The primary motivation 

of organized crime is money. There is a criminal cybersecurity marketplace on the dark 

web that goes from the international drug market, leading to criminal cybersecurity 

organizations. 

  

Nation states:  Without a doubt, nation-state actors are the most sophisticated with the 

most resources. A group of individuals is commonly referred to as elite hackers. This 

group is in charge of discovering new vulnerabilities and then writes scripts to exploit 

them.. While estimated to be responsible for only 1-2% of attacks, their attacks are 

generally lethal. 

Cybersecurity firms usually employ nation-state actors to combat criminal activity. Others 

are hired by nation states to train and manage large groups of hackers to conduct attacks, 

mostly against other countries.  

Insiders: The most dangerous attackers possible. This is because they already have access 

to the network and knowledge of the network's systems.  In many cases, insiders are 

employees who have good intentions, unaware of the policies, or disregard it. An example 

could be an employee with good intentions who uses Facebook or personal email to send 

sensitive files to a colleague. In this way, the employee makes the organization files 

vulnerable as the files are sent unencrypted. 

In other cases, the insider threat is deliberately malicious.There are many examples of 

insider actors. Probably the most famous insider is Edward Snowden, a former contractor 

working at the NSA who revealed around two million files in 2013. 

Chelsea Manning, a US army soldier who provided WikiLeaks around 500,000 documents 

in 2010 including confidential diplomatic cables. [8] 
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For an organization is a challenging task to protect against malicious insiders. However, 

companies may have procedures to identify dangerous employees, for example, employees 

who have been fired. Otherwise, an organization could risk to receive an attack from an ex-

employee. As Ricky Mitchell did in 2012, he was a network engineer at EnerVest. Michell 

found he was going to be fired. For this reason, he decided to reset the servers to original 

factory settings, causing one month of service disruption on EnerVest [9] 

 

Competitors: Thanks to the Digital Age, competitor theft is much easier than ever before. 

Companies have a dependency on information systems, and competitors are able to copy, 

steal or disrupt operations in many different ways. Competitors often use hacking and 

social engineering techniques to get the information they are searching for. 

A recent case regards two employees from General Electric who stole confidential trade 

secrets on computer models for calibrating turbines the company produced. After stealing 

the trade secrets, they terminated their contract with General Electric and created a new 

company that competed with General Electric to sell turbines. 

After General Electric found that the competitor company was founded by an ex-

employee, they reported the case to the FBI. After many years of investigation, the ex-

employees were found guilty and sentenced to prison and 1.4$ million dollars to pay 

General Electric.  This example is a mix of competitor-insider  actor [10]  

 

Advanced Persistent Threats (APTs)  : (APT) uses continuous, clandestine, and 

sophisticated hacking techniques to gain access to a system and remain inside for a 

prolonged period of time, with potentially destructive consequences. [11] 

Advanced Persistent Threats are toolkits developed with the intent of gaining access and 

maintaining a presence on a target system/network. The idea is that the attackers do not 

only want the current information. They want any new information that's available. 

Advanced Persisten Threats are commonly sponsored by nation-states to gain an 

intelligence advantage over other nations or by large corporations to steal information over 

a long period of time.  

Hackers: Is necessary to differentiate the types of a hacker. The term hacker is usually 

used when referred to a bad actor, an skilled IT individual with malicious intentions. 

However is not like this. There are also hackers with good intentions. 

Hackers are divided in :  

Black hat (unauthorized) : Criminals who break into computer networks with malicious 

intent are known as black hat hackers. Black hat hackers release malware to delete files, 

use ransomware to extort money, steal credit cards, bank account information, 

passwords,etc. 
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White hat (authorized) : White hat hackers use their abilities to assist in preventing 

attacks. They actively seek out security flaws in order to fix them before attackers exploit 

them. White hat hackers are known as ethical hackers, often hired as penetration testers to 

find vulnerabilities and simulate an attack on the organization's infrastructure. White hack 

hackers often use the same techniques used by the black hat category, but without any 

malicious purpose. 

Gray hat (semi authorized): This category is in the middle between authorized and 

unauthorized. 

Grey hat hackers usually will not exploit the found vulnerabilities. For example, they may 

search for vulnerabilities without the owner's permission. In case a vulnerability is found, 

they may notify the owner and request a small fee to solve the issue. In case of a negative 

answer from the owner, then a Gray hat hacker may publish the discovered vulnerability 

online for everybody to see.  

Grey hat hackers are not malicious with their intentions, but still, their hacking is 

considered illegal as they do not have the owner's permission before attempting to attack 

the system. 

3.2.2 Types of malware 

Malware:  

Malware that changes its code after each use, making each replicant different for detection 

purposes. These viruses are complicated to detect as they continuously change. 

  

Polymorphic Malware:  

Piece of malicious code that required human interaction (as clicking or copying to a host). 

Most computer viruses can self replicate without the knowledge of the computer user. 

  

Virus:  

Piece of malicious code that required human interaction (as clicking or copying to a 

host).Most computer viruses are able to self replicate without the knowledge of the 

computer user. 

  

Ramsomware:  

A type of malware that encrypt files through automated means, which the attacker then 

uses to demand  money in exchange for the encryption key. Payment in crypto money is 

necessary in order to avoid negative consecuences such as deleting of files or taking a 

website offline. Many users that decided to pay the ransom never received the encription 

key, 
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Figure 3 Screen of a pc after being attacked by Ramsomware NotPetya  

 Rootkit: This type of malware can be installed and hidden on a computer to compromise 

the system and gain escalated privileges, such as administrative rights. Rootkits provide the 

attacker the power to control the computer remotely. 

Detecting a rootkit is difficult and once found, the only definitive way to get rid of it is to 

completely reformat the computer’s hard drive and reinstall the operating system . 

 Worm:  Type of malware that has the ability to self replicate and does not need a host file 

in comparison to viruses. 

A worm is designed to exploit a security flaw in an operating system or application, then 

seek out other systems running the same software and replicate itself to the new host. 

This procedure is self-replicating and does not require user intervention.   

Trojan: A Trojan horse, also known as a Trojan, is a malware type that tries to present as 

legitimate software, but instead, it hide malicious software. 

E-mail attachments,  instant messages, or software download are common ways for 

Trojans to be downloaded. 

Trojans have the ability to carry out activities without the user's permission 

 

Keylogger: A keylogger is a type of spyware that can track and log the keys user press on 

the keyboard and any data that is typed. Keyloggers are hidden in the system, so users don't 

realize somebody is watching and recording every activity. 
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Spyware: " Spyware is unwanted software that infiltrates to the computing device, stealing 

internet usage data and sensitive information. Spyware is classified as a type of malware 

— malicious software designed to gain access to or damage a computer, often without 

knowledge of the user. Spyware gathers personal information and relays it to advertisers, 

data firms, or external users.  Spyware is used for many purposes. Usually, it aims to track 

and sell user internet usage data, capture  credit card or bank account information, or steal 

personal identity." [12] 

Adware : Is a software supported by advertising. Not all adware are illegal or 

malicious.Usually, the end-user agrees to have ads in exchange for free or reduced costs of 

a specific product. In other cases, the adware can contain a form of malware, which is a 

software that presents unwanted ads. Sometimes other than being annoying to the user, 

there can also be a real security threat.   

Bots:  "A ‘bot’ – short for robot – is a software program that performs automated, 

repetitive, pre-defined tasks. Bots typically imitate or replace human user behavior. 

Because they are automated, they operate much faster than human users. They carry out 

useful functions, such as customer service or indexing search engines, but they can also 

come in the form of malware – used to gain total control over a computer.  Internet bots 

can also be referred to as spiders, crawlers, or web bots." [13] 

Exist good and bad types of bots. Good bots are, for example, web crawlers or instant 

messaging for automatic interaction.  Instead, malicious bots are self-replicating malware 

that infects its target and connects to a central server.   

A botnet is a network of compromised computers and other managed and controlled 

devices by the central server. 

Bots (often called zombie host) and botnets are commonly used for Distributed Denial of 

Service (DDoS) attacks, that are a malicious attempt to interrupt a server,  service, or 

network's traffic by flooding the target or its surrounding infrastructure with Internet 

traffic.  

 
Figure 4 Rapresentation of DD0S attack  
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 One of the most devastating DDOS attacks occurred in October 2016, named Mirai attack, 

and brought down websites like Netflix, Twitter, Reddit, CNN , The Guardian, and many 

others in Europe and the US. Target was the servers of Dyn, a company that controls much 

of the DNS infrastructure on the internet. 

 

 

 
Figure 5 Cisco Prediction on Total DDOS atacks in next years   

 

 Cisco predicts that the total number of DDoS attacks will double from the 7.9 million in 

2018 to more than 15 million by 2023. 

 Logic bomb:  Is an installed piece of software that sits silently in the host until it is 

activated triggered by a special event or after a specific amount of time.  

It is challenging to detect a logic bomb if it is hiding inside a trusted application.  

Antivirus software usually fails to detect logic bombs because most logic bombs are scripts 

not executed and not memory resident   

Backdoor:  

"Backdoor programs are applications that allow cybercriminals or attackers to access 

computers remotely. Backdoors can be installed in both software and hardware 

components. Many backdoor programs make use of the IRC backbone, receiving 

commands from common IRC chat clients.  

Backdoors can also spread via malicious apps on mobile devices and smart devices." [14] 

Cybercriminals tend to hide backdoor malware inside pirate software, for example in 2018 

was found that Adobe software pirate version hide backdoor malware,infecting many users 

who downloaded the software [15] 
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 Remote Access Trojan (RAT) : This is a malware program that installs a backdoor that 

avoids all authentication controls and gives the attacker constant access to the client 

computer. When the attacker decides to connect to the victim, it has full access to the 

infected system. Antivirus and network or host-based firewall can detect Remote Access 

Trojan's presence. 

3.2.3 Vulnerabilities 

“A vulnerability is the quality or state of being exposed to the possibility of an attack, 

degradation, or harm, either physically, electronically, or emotionally. While the first two 

translate easily into cyber security, emotion vulnerabilities can manifest themselves in 

hacktivism, nation-state attacks, and even cyber bullying. Understanding the vulnerability 

landscape is important in order to design a proper defense and in many cases, our physical 

and electronic worlds can be blurred when considering the potential threats“[16] 

Zero day: A zero-day attack is different from other attacks and vulnerabilities, as most 

attacks on vulnerable systems take advantage of known vulnerabilities.Instead, in the case 

of a zero-day attack, the software developer is unaware of the vulnerability. As a result, no 

fix can be developed to patch the vulnerability. Developers learn about a zero-day 

vulnerability only after the attack happens For this reason, zero-day attacks are very 

dangerous. Businesses, corporations, and organizations are the primary targets of this kind 

of attack. 

One of the most famous Zero-day attack is The DNC Hack, occurred in 2015-2016 in 

which the Democratic National Committee in the USA was attacked by Russian hackers 

causing a data breach. 

The attackers found vulnerabilities in Microsoft Windows, Java, and Adobe flash. To take 

advantage of the vulnerabilities, the attackers created a campaign of spear-pishing targeting 

specific individuals. 

Security vendors have threat intelligence integrated into their products. For example, Cisco 

uses Talos (https://talosintelligence.com), which discovers vulnerabilities and provides this 

information to vendors and the public.  

 
Figure 6 Talos Intelligence 
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 Weak configuration:  Inadequate configurations in the IT infrastructure, systems, and 

software could cause continuous vulnerabilities.  According to OWASP (Open Web 

Application Security Project),  these kinds of security vulnerabilities happen as a result of: 

 -Improper file and directory permissions 

-Unpatched security flaws in server software 

-Enabled or accessible administrative and debugging functions 

-Administrative accounts with default passwords 

-SSL certificates and encryption settings that are not correctly configured [17] 

  

Improper or weak Patch Management : Operating systems are configured to search and 

download patches from the vendor automatically. At the enterprise level,  the administrator 

needs to review and test the patches to verify that they will work in the organizational 

environment without creating any issue. If it does cause serious issues, the company may 

need to decide whether it will accept the risk of creating an outage by installing the patch 

or accepting the risk of not installing the patch and addressing any problems or concerns 

the patch is meant to address.  

 

Instead, if the administrator certifies that there are no issues with the patch, they should 

follow the company procedure for installing the patch on the infrastructure.  

 

If an organization fails to patch or update the operating systems and applications properly, 

then attackers can take advantage of the vulnerabilities. 

 

 

Third party risks : Any organization interacts with a third party in some way for system 

management or the supply of services and systems.Third-party relationships such as 

vendor management, outsourced code development, supply chain, data storage introduce 

risk in the infrastructure. 
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3.2.4 CVSS (Common Vulnerability Scoring System) 

 "The Common Vulnerability Scoring System (CVSS) provides a way to capture the 

principal characteristics of a vulnerability and produce a numerical score reflecting its 

severity. The numerical score can then be translated into a qualitative representation (such 

as low, medium, high, and critical) to help organizations properly assess and prioritize their 

vulnerability management processes.  

CVSS is a published standard used by organizations worldwide, and the SIG's mission is to 

continue to improve it." [18] 

  

After a vulnerability assessment is performed, an organization may find hundreds or 

thousands of vulnerabilities. It is necessary a common way to understand which 

vulnerabilities have higher urgency than others. This is possible thanks to the CVSS, an 

open standard for assessing the severity of a vulnerability, providing a score that goes from 

0 to 10, with 0 the lowest and ten the highest. 

   

Common terminology used by CVSS 

  

Attack vector:  

It refers to how the attacker carries out a specific attack to exploit the vulnerabilities that 

exist in an environment. This could be the network or any other vulnerable environment 

within the organization's infrastructure.  

For example,  if the attack vector is the network and compromising the network may lead 

to the exploitation of critical business systems, this will determine a high score of the 

CVSS. Consequently, a high score means that the organization must prioritize that 

particular vulnerability. 

  

Attack complexity:   

It describes the conditions beyond the attacker control that must exist in order to exploit 

the vulnerability,It can be low or high .  An attack complexity is assessed as low when the 

attacker can expect repeatable success against the vulnerability. Instead a high complexity 

means that the success of the attack depends on circumstances outside the attacker's control 

and would require considerable amount of effort in preparation. 

  

 Privileges Required.  

It refers to what level of privilege the attacker needs to be on to carry out the attack.  

 

None: The attacker does not require any access to perform the attack . 

Low:  The attacker requires privileges that provide basic user capabilities that could 

usually affect only settings and files owned by a user. 

High: The attacker needs an administrator account to carry out the exploitation of the 

vulnerability successfully. 
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User interaction   

This metric describes if the attacker needs any user interaction in order to carry out 

successfully the attack 

None: It is unnecessary to interact with the user to exploit the vulnerability. 

 

Required: Human interaction is needed for the attack to be successful. Perhaps the attacker 

will need to conduct a social engineering attack like phishing.  

 

 Scope : 

It described if there is an impact on other systems than the evaluated system. 

Does it mean that only the single system being scored is the one that will be exploited?  

Or will the exploitation of this system lead to the exploitation of other critical business 

systems in the environment? 

Values are: 

 

Unchanged: An the exploited vulnerability can only affect resources managed by the same 

security authority 

 

Changed: The exploited vulnerability can lead to the exploitation of other resources. 

Confidentiality 

Describes the degree of impact on the system's confidentiality in case the vulnerability is 

exploited. It can assume the following values: 

None: There is no confidential impact  

Low: There is some loss of confidentiality  

High: There is a total loss of confidentiality. Consequently, all information on the system 

could be compromised 

Integrity  

This metric describes if the exploitation of the vulnerability causes any data alteration. 

 None: There is no loss of integrity  

Low: Some modification of information may occur, but the data modification has no 

significant effect on the impacted part.  

 High: There is a total loss of integrity. Consequently, all information on the system could 

be compromised.  
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Availability 

Describes the disruption level that could occur if the vulnerability is successfully exploited. 

  

None: No availability impact  

Low: System performance is reduced  

High: There is a total loss of availability of the system 

  

 The common vulnerability Scoring System is available at  https://www.first.org/cvss. 

 

After selecting the options that describe the vulnerability, the calculator provides the 

scoring. 

 
Figure 7 CVSS calculator 

Here an example of a CVSS assessment taken from first.org : 

 

 
Figure 8 CVSS Assessment Description 

 
Figure 9 CVSS Assessment Attack 

https://www.first.org/cvss
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Figure 10  CVSS Assessment Final Score 

 

 

3.3 Vulnerability Management 

"Vulnerability management is an ongoing process that includes proactive asset discovery, 

continuous monitoring, mitigation, remediation and defense tactics to protect your 

organization's modern IT attack surface from Cyber Exposure." [18] 

There are three phases in  Vulnerability Management: 

3.3.1 Identification 

The process of identifying a vulnerability. Modern enterprises are very complex and 

consist of huge quantities of hardware and software. Servers, computers, routers, switches, 

firewalls, IP phones and all the software that are contained within. Inside those systems, 

many unknown security vulnerabilities are waiting to be exploited by an intruder.  

The first necessary step needed is to make an asset inventory. 

According to the Center for Internet Security (CIS) (https://www.cisecurity.org/) , the 

inventory of authorized and unauthorized devices and the software running on those 

devices are the most critical controls an organization should focus on. 

 

Having an accurate and updated asset inventory of the whole infrastructure is crucial for 

organizations. It is also very important to identify the Critical Assets inside the Asset 

Inventory.  For example, an online shop has four servers (Financial server, HR, Backup, 

and the server where is hosted the online shop). In case that occurs a mayor outage causing 

all the servers to go  down, then clearly the server where is hosted the online shop is 

critical compared to the others,  so the organization efforts should focus first on it. 

  

After the organization has a clear Asset inventory with Critical Assets identified, then it is 

possible to plan the Scanning. The organization needs to make an essential choice as there 

are two types of network scanning, each one with different benefits and drawbacks: 

 

 

 

 

 

https://www.cisecurity.org/
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Active scanning : When performing an active scanning, the scanner interacts directly with 

the scanned host to identify open ports and check for vulnerabilities. This means that active 

scanning is more accurate and provides high-quality results than passive scan. However, 

those results are not without drawbacks. 

Potentially an active scanning can unintentionally exploit vulnerabilities and cause an 

outage. While active scanners often have settings to mitigate the risk, the fact is that active 

scanning may create production issues. A popular tool for performing network scanning is 

nmap. This is a very useful tool that can help to identify our devices in the network. 

 
 

Passive scanning : Instead of directly interacting with the host scanned as active scanning, 

passive scanning focuses on monitoring the network. Passive scanning has the benefit that 

it does not risk creating an outage compared to Active scanning. However, it has some 

limitations as it can detect only vulnerabilities seen in the network traffic. 

 

Mapping/Enumeration 

Network mapping aims to visualize the network's topology and understand where each and 

every device is located in the network, which involves main network devices, perimeter 

networks, and demilitarized zones. Topology discovery is the mechanism used during 

network mapping. 

 

"Enumeration can be described as an in-depth analysis of targeted computers. Enumeration 

is performed by actively connecting to each system to identify the user accounts, system 

accounts, services, and other system details. Enumeration is the process of actively 

querying or connecting to a target system to acquire information on NetBIOS/LDAP, 

SNMP, UNIX/Linux operation, NTP servers, SMTP servers, and DNS servers." [19] 
 

We can make the enumeration with Nmap from the previous command, and the 

information provided is very useful to map and understand our network. 
  

 
Figure 11 Nmap scan 

 

3.3.2 Validation 

It is the process of verifying an identified vulnerability 

The results provided by the scan during the Identification phase are not absolutely correct, 

and most of the time, it is necessary a human review. A scan can generate four types of 

results:  

True positive: This means that the scanner accurately detected a vulnerability. True 

indicates that the scanner is right, and positive indicates that it found a vulnerability. 
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 False Positive: This means that the scanner detected a vulnerability that does not exist. 

False positives are particularly annoying for the analyst because they can require a lot of  

time and effort to evaluate the suspected issue.  

 

True negative: This means that the scanners correctly concluded that there is not 

vulnerability.  

False negative: This means that the scanner failed to identify a vulnerability that in fact 

exits. A false negative is the worst result because it shows that there is an undetected 

vulnerability. As a consequence, it will not be remedied and can be exploitable. 

3.3.3 Remediation 

The process of applying a vendor-approved security patch or changing a configuration  
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3.4 Incident Response 

In an organization, each day occurs events in the network. An event can be, for example, a 

user visiting a website or sending a mail. On the other hand, if the event in some way 

compromises the  CIA (confidentiality, integrity, and availability) of information of the 

organization, then instead of an event, there will be an incident. An incident can be a minor 

virus infection on a host or a major Distributed denial of service attack. 

  

For an organization, the right question is not if they will ever suffer an attack, but the right 

question is" when will it happen?" .Understanding that there will be incidents and having a 

plan in place is vital for the organization's resilience. 

 

"Incident response (IR) is a set of policies and procedures that you can use to identify, 

contain, and eliminate cyberattacks. The goal of incident response is to enable an 

organization to quickly detect and halt attacks, minimizing damage and preventing future 

attacks of the same type." [20] 

The main goal is to handle the situation in a method in which the damage is limited with 

reduced recovery time and costs to the organization. 

  

The National Institute of Standards and Technology (NIST) is an agency operated by the 

USA that provides standards and recommendations for many technology areas. NIST 

publication Computer Security Incident Handling Guide 800-61 Rev2 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf  goes through 

the incident response policies, plans, and procedures, including information on how to 

coordinate incidents and interact with outside parties.  

  

 According to NIST document, the phases of an Incident response process are: 
  

 

 
Figure 11 NIST Incident Response Life Cicle 

  

 

 

 

 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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Phases of Incident Response: 

  

Preparation:  

The goal of this phase is to create and train the incident response team, as well as making 

sure they have the right tools and resources to deal with an incident.  

During the preparation phase, the company should also collect the hardware, software, and 

information needed to perform an incident investigation.  

  

Detection & Analysis:  

Some incidents are easy to detect thanks to the technology security products an 

organization has, but many others incidents remain undetected for days, weeks, or even 

months.  For this reason the Detection & Analysis phase is one of the most challenging. 

According to industry reports [21], it can take organizations between 100 to 200 days to 

discover security incidents within their own environments. And due to resource 

constraints, nearly half of these incidents are never even investigated.[22]  

Four main types of security event indicators are described in  NIST 800-61:  

Alerts originated by security devices like IDS/IPS, SIEM, antivirus, etc. 

Logs generated by operating systems, applications, network devices, services. 

Publicly available information about new vulnerabilities and exploit. There are many 

organizations like the National Vulnerability Database (NVD), US-CERT, and CERT/CC 

that release this kind of information. 

People inside/outside the organization who report suspicious symptoms that may suggest 

the occurrence of a security incident. 

  

The incident response team should examine and verify each incident reported at soon as 

possible. 

   

Containment Eradication & Recovery: 

In this phase, the Incident Response team collects evidence, identifies the attacked hosts, 

and chooses a  containment strategy to efficiently contain, stop the attack and successfully 

recover from it. 

The containment, eradication, and recovery phase of incident response involves 

segregating systems to contain the damage caused by the incident, eliminating the impact, 

and restoring standard business activities.   
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Post-Incident Activity: 

After the incident has been handled and addressed, in the following phase, the incident 

response team analyzes what caused the incident, how it happened, the cost of it, and also 

steps that the company will take in order to prevent similar incidents in the future. Once 

the incident response team conclude the investigation, the reports must be sent to the high 

management of the organization.  

According to NIST publication, the Incident Response team should follow  an incident 

handling checklist:  
 

 
Figure 13- Incident Handling Checlist - NIST 

  

Cisco Talos Incident Response provides a robust collection of services to support 

organizations in planning, responding, and recovering from a breach. 

https://www.incidentresponse.com/playbooks/ 

  

 

 

 

 

https://www.incidentresponse.com/playbooks/
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4 Practical Part 

The practical part is focused on the design and implementation of a small network with 

some vulnerabilities in a virtual environment. It will be shown why it is risky to have 

vulnerabilities and how to exploit them from an attacker's perspective.  After analysis of 

the current state, will be designed improved security framework for the existing network. 

The proposed solutions will be tested in a virtual environment. 

 

4.1 Why security is needed? Honeypot deployment 

In the end, we could think that there are more than four billion IPv4 addresses on the 

internet, so what are the possibilities that a single IP address would be vulnerable to an 

attack in case we don’t use appropriate security measures? Logic would suggest that 

probabilities are very low and that to get an idea, we could divide one by 4 294 967 296 

(the exact number of IPv4 addresses), but unfortunately, it doesn’t work exactly like this. 

To demonstrate that having security holes in the organization infrastructure is highly risky, 

a honeypot will be deployed in the cloud, and we will see how many attacks tentative we 

will get during some time.   

 

“A honeypot is a computer or computer system intended to mimic likely targets of 

cyberattacks. It can be used to detect attacks or deflect them from a legitimate target. It can 

also be used to gain information about how cybercriminals operate.”  [23] 

 

The idea behind a honeypot is to create an environment attractive for attackers and then 

wait for them. The aim is to imitate a hacking target and uses intrusion attempts to gather 

information about cybercriminals and their methods of operation or to divert them from 

other targets. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 35 

4.1.1 Preparation of the environment 

For simplicity, the honeypot will be deployed in the cloud, using Microsoft Azure that 

provides 200$ free credit to spend during the first 30 days of sign up.   

 

The honeypot needs a Linux Virtual Machine Debian with 16GB of ram and 128 GB SSD. 

The deployment process is very straightforward. Is necessary  just need to select the 

characteristics of the Virtual Machine: 

 
Figure 14 Azure Virtual Machine Creation 

And then, before finish the procedure, Azure will show the hour cost for the Virtual 

Machine: 

 
Figure 15 Azure Virtual Machine Creation II 
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After it, we have the Virtual Machine created with a public IP accessible from the Internet. 

 

 
Figure 16 Azure Virtual Machine Done 

 

4.1.2 Installation of the honeypot in the Virtual Machine 

After the Virtual Machine is ready, then is necessary to install the Honeypot in the Virtual 

Machine. I will use T-Pot, an open-source tool available in GitHub: 

https://github.com/telekom-security/tpotce 

First of all, is necessary to connect to the Virtual machine using an SSH client. 

For this purpose, I will use MobaXterm software to connect to the IP of the VM in Azure. 

 

 

 
Figure 17 SSH connectivity to Azure VM 

 

 

This is the first connection to the Virtual machine, so I will search for any update available 

for the Operating System. 

https://github.com/telekom-security/tpotce
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Figure 17 Virtual machine Update 

 

Then I will install GIT  and T-Pot 

 
Figure 18 Honeypot Installation 

Done. T-Pot is installed: 

 

 
Figure 19 Honeypot installed confirmation 

Now is necessary to modify the firewall rules in Azure, in order to allow all the traffic to 

the honeypot 

 
Figure 20 Azure firewall rules 

 

Azure inform that is not recommended to leave those ports open 
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Figure 21 Azure warning 

Then finally, the honeypot management is accessible from the browser 

 

Click in Advanced ,continue and type the credentials created during the installation of T-

Pot. 

 
Figure 23 Access to honeypot management II 
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Once inside, I select Kibana, which “is an open-source data visualization and exploration 

tool used for log and time-series analytics, application monitoring, and operational 

intelligence use cases. It offers powerful and easy-to-use features such as histograms, line 

graphs, pie charts, heat maps, and built-in geospatial support. Also, it provides tight 

integration with Elasticsearch, a popular analytics and search engine, which makes Kibana 

the default choice for visualizing data stored in Elasticsearch.” [24] 

 

 

And finally, is possible to see the real-time data related to the HoneyPot. This is the 

starting statistics after few minutes of the deployment. 

 

 
Figure 24 Honeypot Statistics after 5 minutes 

 

And these are the statistics after only one hour: 

 
Figure 25 Honeypot Statistics after one hour 

As is visible, almost immediately, the virtual machine started to be attacked. 
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And here are displayed the statistics after only 24 hours: 

 

 
Figure 26 Honeypot Statistics after 24 hours 

The graphic shows the country from where the attacks were launched, the destination port,  

IP source of the source, Common Vulnerabilities and Exposures (CVE) and much other 

useful information. 

 

 
Figure 27 Honeypot other statistics 

And to conclude, here the data after seven days from the deployment day. 

 

 
Figure 28 Honeypot Statistics after one week 
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These numbers are impressive and demonstrate why proper protection is needed on the 

internet. This data doesn’t mean that 500k single hackers tried to attack the honeypot 

during one week, but in order to understand this data, it would be necessary to clarify that 

40% of total Internet traffic is composed of bad bot traffic continuously scanning the 

internet for open vulnerabilities. So probably 100% of these attacks are coming from 

automatic bot scanners. 
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4.2 Company Introduction 

For the practical demonstration,  I will simulate the network infrastructure of a fictional 

company, “Smart Grocery Prague,” is a small/medium company born in 2015 that focuses 

on the delivery of groceries around Prague. The company has slowly grown during the 

years but is still far behind main big competitors like Tesco, Rohlic.cz, Kosik.cz and 

others. The CEO of the company is Marek,  a 65 years old man that has been present in the 

food retail and groceries sector for about 30 years. Marek has exceptional business skills. 

But he lacks IT knowledge. 

 

During the Covid 19 pandemic that started in March 2020, due to the lockdown, the 

company increases their delivery sales by 1000% compared to the same period of time of 

previous years. “Smart Grocery Prague “ wasn’t ready and prepared for such a big change, 

but the CEO of the company understood that they needed to adapt quickly to the market 

demand.  

 

The company increased its warehouse capabilities and created cooperation with more food 

manufacturers companies and with big retailers. The marketing team also decided to create 

huge discounts on some products and free delivery during March-April-May 2020. Thanks 

to these ideas, the company did extremely well during the whole of 2020 and became one 

of the most famous grocery delivery services in Prague. The CEO appeared in many 

interviews on TV and newspapers, revealing how the company has grown during the 

previous 12 months and its plans for the future.  

 

Everything was going perfectly, but the CEO and partners underestimated the need to 

improve the IT infrastructure and the security of the company. According to the CEO and 

partners, the risk of an attack was very low, and they didn’t want to invest so much money 

in the IT infrastructure. Stakeholders of the company also evaluated the possibility of 

migrating the infrastructure to the cloud, but the CEO didn’t want any immediate change to 

the IT infrastructure.   

 

Unfortunately for Smart Grocery Prague, the appearances of the CEO on tv and in 

newspapers catch the attention of many people but also from hackers. 

Attackers were interested in getting private data from the company, client's data, credit 

cards, bank account, and any other valuable information. It was easy for the attackers to 

penetrate the network due to the poor overall security infrastructure of Smart Grocery 

Prague. 

 

The attack occurred in December 2020, just a few days before Christmas. It was good 

timing for the attackers, as it was the busiest selling period of the year. 

Hackers were able to easily attack the backup pc of the CEO, an old pc using Windows 

XP, and from there, they will able to stole lot of sensitive as credit cards and bank account 

information, private data of the clients, and confidential data of the company.  Once the 

hackers stole the customer's information, they also perform a phishing attack, sending fake 

emails informing the users that they have won some Christmas present of 5000kr value, 

but they just need to pay the delivery, once the user clicks in the mail, they were addressed 

to a clone page managed by the attackers, in this way they were able to steal more money. 
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Only after five days was the company aware of the attack, as some users contacted the 

company to know the status of the Christmas present delivery. 

The cyberattack destroyed the credibility of the company. Nobody wanted to buy again in 

Smart Grocery Prague, and unfortunately, they were forced to declare bankrupt. All of this 

could be easily be prevented, just if the CEO and partners would make some adjustments 

to the network infrastructure. 

 

Let‘s analyze the IT infrastructure before the attack:  

 

 
Figure 29 Network Topology Company 

 

The network topology is designed very poorly. 

There are computers for Finance, HR and Marketing Department. All the computers are in 

the same subnet without any kind of segmentation. The CEO has two computers, one main 

Windows 10 and another very old Windows XP computer that he uses as a backup. 

In the network, we can also find a printer and server. 

The switch is in the office, visible to everyone without any kind of security. Sometimes 

when there are guests in the office, and the wifi doesn’t work, the guests connect directly 

to the switch using a cable. 

Employees can bring their own personal computer and connect it to the network. 

The enterprise wifi is available to employees and also to guests. 

The server PHP-SQL where is hosted the website reachable from internet, is in the same 

network with all the other hosts. 

There is not security device like a firewall protecting the network, just a router with Access 

Control List and NAT functionalities. The only security present is antivirus software on the 

endpoint devices. According to the CEO of the company, this was enough in order to be 

protected. 

Let's see how an attacker could exploit the vulnerabilities of this network. 
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4.3 Vulnerability Scanning 

This section will describe the installation and configuration of a vulnerability scanner 

software. 

For this purpose, I will use Nessus, which is one of the best Vulnerability Scanner software 

in the market. I will use Nessus Essentials, the free version of Nessus suite, available on 

their official website  https://www.tenable.com/products/nessus/nessus-essentials 

 

After installation of Nessus in a virtual machine, I can configure it to scan all the Smart 

Grocery Prague network and search for vulnerabilities. 

 

 
Figure 30 Vulnerability Scanner 

 
 
After the scan, Nessus found some vulnerabilities in a Windows XP computer. 
 

 
Figure 31 Vulnerability Scanner results 

 

 

 

https://www.tenable.com/products/nessus/nessus-essentials
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The report provides valuable information regarding the criticality of the vulnerability, the 

CVSS, risk information, etc. 

 
Figure 32 Vulneratiliby Scanner results II 

 

This information is very valuable for an attacker. Once the vulnerabilities are noticed, it is 

possible to start the exploitation part. 

4.4 Exploitation part 

For the exploitation of the vulnerability, I will use Kali Linux, a “distribution aimed at 

advanced Penetration Testing and Security Auditing. Kali Linux contains several hundred 

tools targeted towards various information security tasks, such as Penetration Testing, 

Security Research, Computer Forensics and Reverse Engineering. Kali Linux is a multi 

platform solution, accessible and freely available to information security professionals and 

hobbyists.”  [25] 

 

I have download Kali Linux from their official website and installed it on a virtual 

machine. With Kali Linux, we will try to exploit the vulnerabilities that were found in the 

vulnerability scanning. 

 
Figure 33 -  Kali Linux 
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From Kali Linux I will open Metasploit, that is a “Ruby-based, modular penetration testing 

platform that enables you to write, test, and execute exploit code. The Metasploit 

Framework contains a suite of tools that you can use to test security vulnerabilities, 

enumerate networks, execute attacks, and evade detection. At its core, the Metasploit 

Framework is a collection of commonly used tools that provide a complete environment 

for penetration testing and exploit development.” [26] 

 

 
Figure 34 Kali Linux - Metasploit 

And I will launch the commands in order to penetrate the Windows XP host. 

 

 
Figure 3512  Kali Linux - Metasploit Attack I 
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And after executing the following code, we will have full control of Windows XP 

host.

 
Figure 36  Kali Linux - Metasploit Attack II 

 

 

 

 
Figure 37 Windows XP attacked PC 

 

On the desktop, there are four folders: Bank statements, Billing Department, Confidential, 

and Clients. From the Kali Linux machine, I will be able to access those folders from the 

Metaesploit command-line interface 

 
Figure 38  Kali Linux - Metasploit Attack III 
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Figure 39 Kali Linux - Metasploit Attack IV 

 

We got access to the “Documents and Settings” folder, and now I will go to the Desktop 

and check all the folders inside. 

 

 
Figure 40 Kali Linux - Metasploit Attack V 

I will try to go inside the “Confidential” folder to see what is inside. 

 

 
Figure 41 Kali Linux - Metasploit Attack VI 

I  was able to locate the file Credit Risk Confidential.xls  from the command line interface 

of Kali Linux and to access all the other folders as well. 
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Figure 42 Kali Linux - Metasploit Attack VII 

 

 
Figure 43 Kali Linux - Metasploit Attack VIII 

 

Now I have full control of the Windows XP machine, and I‘m able to see all the files from 

Kali Linuax,  and using other hacking techniques like the lateral movement, I could be able 

to jump to other hosts in the network and make more damage. The CIA of the company 

(Confidentiality, Integrity, Availability) has been violated. 
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5 Results and Discussion 

5.1 New network topology design proposed 

 
Figure 44 New network topology 

 

The new design aims to make the company network safe and avoid an attack. 

It will be necessary to correct all the mistakes of the initial topology. 

Following security measures will be implemented in the IT infrastructure 

 

-Windows XP computer will be excluded from the network. The company will use only 

operating systems fully supported by the vendor. For an organization is not safe at all to 

use “End of Life“ hardware/software. 

According to Cisco, end of life is “a process that guides the final business operations 

associated with the product life cycle. The end-of-life process consists of a series of 

technical and business milestones and activities that, once completed, make a product 

obsolete. “ [28] . 

 

An end-of-life product has many dangers. In Microsoft Windows XP's specific case, a 

firewall and anti-virus are insufficient to protect against many vulnerabilities. 

Also, end-of-life creates software incompatibility issues with the newest software releases 

and can also create compliance issues. There are regulated environments like healthcare 

and e-commerce that deal with many sensitive data. Organizations with end-of-life 

products risk fines if an audit finds that they have end-of-life hardware/software. 
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Vendors usually inform customers in advance that they will not support a specific product 

anymore. Microsoft stopped supporting Windows XP on 8 April 2014, but even after 

years, many organizations still used it without fully understanding the risk of it. 

In 2017 the ransomware Wannacry infected the UK National Health Service hospital, 

causing damage of around 100 million euros [29]. 90% of the computers in the NHS 

hospitals were running Windows XP, and they receive many warnings regarding the risk of 

having Windows XP, but the warnings were ignored [30]. 

As the UK National Health Service, many organizations use outdated assets. Thus, it is 

essential a valid Vulnerability Management plan in the organization. 

 

In the new topology, all the computers in the company will run Windows 10 with a solid 

antivirus software installed. 

 

-Internal segmentation by VLANs. In this way, the company's different departments will 

be logically segmented. A VLAN provides a logical internal network configuration that 

benefits users and network administrators. 

Without VLAN, all the devices connected to a switch would need to be in the same subnet. 

However, thanks to the VLAN, it is possible to separate the network logically using only 

one switch, increasing the security. 

 

 
Figure 45 VLAN 

In the new network topology has been created seven VLAN. 

 

 

-Separate wifi for guests: It is a high risk to allow guests to connect to the enterprise 

network. Guests can introduce many risks, voluntarily or unintentionally. 

It is necessary to create a separate wireless network available only for guests segmented 

from the business network. 

 

-Port Security in the switch: In the office of Smart Grocery Prague company, in case of 

issues with the wifi, the staff invited the guests to plug a cable into the switch. They did it 

with a friendly purpose, without knowing that it is a high risk to allow anyone to connect to 

the enterprise network. Port Security allows binding a specific MAC address to a switch 

port. In case a not specified MAC address tries to connect, the user will not be able to 

connect into the network, and an alert will be sent to the network administrator. 

Configuring port security increases the security of the office network. 
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-DMZ zone for PHP-SQL servers that are reachable from the Internet: In the network 

of Smart Grocery Prague, the website from where the customers make their orders is in the 

same network as all the other devices. 

This is a high-security risk, as users from internet are going inside the enterprise network 

each time they visit the website. 

The server PHP-SQL needs to be moved outside the main network into a DMZ 

(demilitarized zone). DMZ is the zone between the untrusted Internet and the trusted 

internal network. The DMZ will be behind the firewall, increasing the security of the 

network.  

 

-Enclaving of high confidential server: There is a high confidential server where the 

CEO stores high confidential data in the original network. As this server contains critical 

information, it is necessary to protect it further. Enclaving a host increases the asset 

security and “limit possible damage, as compromised systems cannot be used to reach and 

contaminate systems in other enclaves“. 

Network Segmentation provides many security benefits to the organization. Typically, an 

organization has a perimeter firewall including IPS functionality to monitor the traffic 

coming inside. The problem will happen if an attacker can penetrate the network. In case 

the network is flat, without any segmentation, then it would be straightforward for the 

attacker to move inside the network, as most of the security tools are focused on the 

external and not on the inside. For this reason, network segmentation is very important. 

It makes it much more difficult for an attacker to extend the attack to all the network. 

Network segmentation improves the network's performance, as with fewer hosts in each 

subnets, the local traffic is reduced, and the broadcast is isolated to the local subnets. 

 On 27 June 2017, the ransomware NotPetya hit Ukraine, affecting government systems 

and major local companies, and then spread globally, impacting big organizations such as 

FedEx, Maersk, Merck, and Saint-Gobain Mondelez International, Nissa, Beiersdorf, and 

many others. The damage's total cost was higher than ten billion dollars [32]. 

The host infected had a black screen requesting $300 in Bitcoin to unlock the computer. 

The malware propagated very fast, for example, Merck, a pharmaceutical company, had 

30,000 computers infected and 7500 servers in hours. 

Later on, it was found that the only real target of the attack was Ukraine, and the attacker 

was Russia, as part of the ongoing war from 2014. The propagation of the malware to the 

big organizations was collateral damage. 

In most organizations, the malware spread very fast for lack of network segmentation. 
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-Next Generation Firewall implementation: No security device is present in the original 

network. According to the CEO, was enough to have a host antivirus and Access Control 

List / Network Address Translation (NAT) in the router. However, clearly, this is not 

enough. A router can perform basic security features with an access control list and NAT 

but it is necessary to have a dedicated appliance. A Next-Generation Firewall will be 

implemented in order to protect the network infrastructure of the organization properly. 

 

-SIEM Splunk deployment: SIEM software is necessary to have immediate visibility into 

the infrastructure. Thanks to a SIEM solution, the security staff will have a unified system 

to check all the security events that are occurring in the network. 

 

-Lock the network hardware devices in a closet: All of the previous security measures 

are nulled if the office's hardware is not safe. An intruder could connect directly to the 

device and tamper it. For this reason, is necessary that the hardware devices are locked into 

a closet, and the key should be in hand of one or two people maximum. 

 

-Social engineering training for the staff: It was mention that employees from Smart 

Groceries Prague, in situations where guests had issues with the wifi connection ,they 

adviced them to plug the cable into the switch. They did it with a friendly purpose, without 

knowing that it is a high risk to allow anyone to connect to the enterprise network. 

This is a clear signal that the staff has not IT security awareness and a proper training 

would be necessary against social engineering techniches. 
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5.1.1 NGFW firewall Implementation 

In this section will be implemented a firewall solution for Smart Grocery Prague.  

Main top Next-generation firewalls in the market are: 

Cisco Firepower 

Fortinet FortiGate 

Palo Alto Networks PA-Series 

Check Point Advanced Threat Protection 

Juniper Networks SRX Firewall series 

 

 
            Figure 46  Firewall comparison - Source: eSecurityPlanet.com 

 

Palo Alto firewall will be implemented in “Smart Grocery Prague” company. 

Palo Alto NGFW firewall provides strong security and performance, inspecting 

all traffic, including applications, threats, and content, and tie it to the user,  

regardless of location or device type. 
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First of all, it is necessary to download the Virtual machine image from Palo Alto     

official website, open it in VMware Workstation, and proceed with the installation. 

 

 
            Figure 47  Palo Alto installation I 

 

After the installation is done, the system requests to change the password. 

 
            Figure 4813 Palo Alto installation II 

 

The firewall has been configured with management IP 192.168.50.137. 

 

To access the management graphic interface is necessary just to open it in a browser. 

 

 
            Figure 49 Palo Alto installation III 
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After login, the following screen is visible from where it is possible to configure and  

 manage the firewall. 

 

 
            Figure 5014 Palo Alto management GUI 

 

 

I will create another administrator account under Device - Administrators 

 
            Figure 51  Palo Alto management GUI II 
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Then in the Management tab, I will set the time zone, change the hostname and  

create a login banner. 

 

 
            Figure 52  Palo Alto management GUI III 

 

The login banner is a feature that permits defining a text that is displayed on the    

login page. The login banner is used to warn intruders that they are not welcome in  

the network. In the past, there have been legal cases in which malicious hackers have  

been absolved of charges for intruding on a protected network because no explicit  

notice was given prohibiting unauthorized use of the systems involved. For this  

reason, it is a standard practice to have a login banner in enterprise devices. 

 

I will also configure the NTP (Network Time Protocol) using a free public  

service. 

 
            Figure 53   Palo Alto management GUI IV 
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NTP is a protocol designed to time-synchronize a network of machines. 

If an organization has hundreds of devices, then it is necessary that all of them have  

the same time configured. Otherwise, it would be very difficult to understand the  

logs. 

 

Then I will configure a new address for the management interface. The new IP 

 192.168.50.200 will replace the old IP 192.168.50.137 

 
            Figure 54   Palo Alto management GUI V 

 

I will commit the changes and write a description of the changes that have been  

done. 

In organizations is a best practice to write a description for each change that is done  

on the network. 

 
            Figure 55    Palo Alto management GUI Vi 
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Change has been deployed. For testing purposes, I will log out and log in again using  

the administrator account that has been created previously. 

 

 
           Figure 56   Palo Alto management login 

 

It is possible to see that the IP address is different, and there is the login banner. 

 
            Figure 57    Palo Alto management dashboard 

 

The last step is to configure the interfaces, zones IP addresses and to test them. 

I will configure four zones : 

Intranet 

Internet 

DMZ 

Firewall Management 

Enclave 
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             Figure 58 Palo alto zones configuration 

 

Testing was successful. The firewall is fully operational 
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5.1.2 SIEM solution deployment 

A SIEM solution is mandatory in medium/big organizations. SIEM software is the best 

practical way to manage and see in real-time events. 

There are many SIEM software in the market. The top are: 

 

Splunk Enterprise 

LogRhythm 

IBM Security: QRadar 

Exabeam 

Securonix  

And many others 

 

 
        Figure 59  SIEM comparison 

 

 

For Smart Groceries Prague, I will implement Splunk Enterprise, which is a world leader 

because it combines network analysis with log management together with an excellent 

analysis tool. 

 

For this demonstration I will Splunk Enterprise free trial version. 

“Splunk Enterprise makes it simple to collect, analyze and act upon the untapped value of 

the big data generated by your technology infrastructure, security systems and business 

applications—giving you the insights to drive operational performance and business 

results.” [27] 
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First, I will download and configure Splunk on the virtual machine. 

 

 
Figure 60  Splunk configuration 

 

After the basic configuration,  I will download the Palo Alto Networks App for Splunk. 

 

 
Figure 61 Splunk apps 

 

Now there is full visibility into the network. Splunk allows us to visualize everything 

regarding our infrastructure in one single instance. There is the possibility to visualize 

dozens of different dashboards. 

 

 
Figure 63  Splunk Palo Alto app II 
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Figure 6415  Splunk Palo Alto App III 

 

 

Configuration is has been completed. Thanks to the integration of Palo Alto in Splunk,  

now  is possible to see all the data from Palo Alto directly into Splunk. 

 

 
Figure 62 Splunk Palo Alto app 

 

 

After the installation of Palo Alto firewall and Splunk, the organizations' security has 

improved dramatically. 
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6 Conclusion 

This thesis aimed to design and implement improvements for an existing computer 

network. Also, to demonstrate why security must be a high priority for any organization. 

 

The honeypot deployment showed how much risk is to have a vulnerability in the network. 

Only after one hour of the deployment, there were more than two thousand attack attempts 

on the honeypot 

 

Then was presented the example of a fictional company, Smart Grocery Prague, that was 

doing very good on their business and had big plans for the future, but due to the lack of IT 

awareness of the CEO and senior management, they didn’t consider the idea to improve 

the security of the organization, becoming an easy target for the hackers attack.  

After the attack, their business was over. Smart Grocery Prague is a fictional company, but 

in real life, this kind of mistake happens to organizations, as demonstrated by the UK 

National Health Service hospital's case. Also, they were using out-of-life software. 

 

The thesis analyzed the company's initial network topology and found many critical 

mistakes that were fixed in the new network topology. 

There were many improvements, such as : 

-Next Generation Firewall Implementation 

-SIEM implementation 

-VLAN segmentation 

-Port security in the switch 

-Separate wifi for guests 

-Use of only full supported hardware/software 

- Secure the routers, firewall, servers into a closet under a key. 

-DMZ for server accessible from the internet 

-Enclave of critical asset 

-Periodic Vulnerability scanning in order to search for new vulnerabilities. 

-It also necessary to train the employees against social engineering attacks 

 

To make a safe business environment is a long road, where is need the help of everybody 

in the organization. No matter how secure the organization seems, only one vulnerability 

can compromise the whole IT infrastructure. For this reason, it is necessary to be always 

alert and have dedicated staff working for the security of the company. 
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