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ABSTRACT

The aim of this work is to analyze various search engines with the intention to select
the most suitable for the creation of a tool that should be able to perform security
testing. Comparisons were made between Shodan, ZoomEye, Nexpose, Censys and
BinaryEdge. These search engines were compared according to different criteria, namely
their perfomance and publicly available information. Shodan and ZoomEye were chosen
as the most suitable ones and as a result, web application was created. This application
is able to retrieve search results from engines’ servers using their API's and is able to store
these results in a database. The thesis includes a description of a variety of industrial and
energy protocols, as well as industrial and energy networks and their security features.
Moreover, a few of the most well-known attacks on these networks were described.
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ABSTRAKT

Cilem této prace je analyzovat rizné vyhledavace a vybrat ty nejvhodnéjsi pro vytvoreni
nastroje k testovani primyslovych a energetickych zarizeni z pohledu bezpecnosti. Bylo
provedeno porovnani systémi Shodan, ZoomEye, Nexpose, Censys a BinaryEdge. Tyto
vyhledavace byly porovnavany podle riznych kritérii, naptiklad vykonnosti a jejich dalSich
verejné dostupnych informaci. Jako nejvhodnéjsi byly vybrany Shodan a ZoomEye a
pomoci téchto vyhledavaci byla vytvorfena webové aplikace. Tato aplikace je schopna
nacitat vysledky vyhledavani ze serveri pomoci jejich rozhrani APl a je schopna je ukladat
do databéaze. Souclasti prace je popis riiznych priimyslovych a energetickych protokold,
siti a jejich bezpec€nostnich prvki. Soulasti prace byl také popis nékolika nejznaméjsich
atokl na tyto sité.
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ROZSIRENY ABSTRAKT

Problematika zabezpeceni primyslovych a energetickych siti je stale aktualnim a
dtlezitym tématem v dnesni digitdlni dobé. Rostouci digitalizace téchto siti a jejich
pripojeni k internetu ma za néasledek vznik novych ttokt a hrozeb, které vyzaduji
zvysenou pozornost a preventivni opatfeni.

Teoreticka cast se zaméruje na popis industrialnich a energetickych siti a je-
jich bezpecnostni prvky. Prace také zahrnuje popisy nejznaméjsich utoki, kterym
tyto sité celily v minulosti. Kromé toho byly popsany znamé primyslové protokoly
Modbus, S7 a DNP3, ktere se nasledne pouziji v prakticke casti.

V ramci prace byly porovnany nasledujici vyhledavaci nastroje: Shodan, Zoom-
Eye, Censys, BinaryEdge a Nexpose. Tyto vyhledavace narozdil od obycejnych
vyhledavact jako napr. Google se lisi tim, Ze neprohledavaji webové stranky, ale
vyhledavaji a ziskavaji informace o zarizenich pripojenych k internetu.

Porovnani bylo rozdéleno do teoretické a praktické ¢asti. Teoretické porovnani
bylo zalozené na vefejné pristupnych informacich a je zaméfeno na rtzna kritéria,
véetné schopnosti pracovat s API a CLI, vyhod pro studenty, roku zaloZeni, seznamu
portl a protokoli s jakymi mohou pracovat a v jakém mnozstvi. Prace nabizi popis,
jak tyto vyhledavace funguji, kolik dat a dotazti mohou poskytnout, a predevsim
jejich interakci s protokoly a porty z prumyslového a energetického odvétvi.

Pro praktické porovnan{ byly do $kolnf sité VUT zapojeny tii zafizeni. Ukolem
vyhledavacti bylo najit tato zafizeni v co nejkratsim case. Ze vSech vyhledavact
byly vybrany jen dva - Shodan a ZoomEye z nasledujicich dtvodi: Shodan byl
nejrychlejsi a poskytuje ¢lenstvi pro studenty, ZoomEye byl vybran nebot nasel
vsSechna tTi zarizeni. Vyhledava¢ Shodan je unikatni v tom, ze uzivatel s nim mtize
pracovat prostrednictvim t¥{ moznych pristupt: API, CLI nebo webového rozhrani.
ZoomEye vyhledavac¢ se ukazal jako spolehliva druhd volba, kterda dokazala efek-
tivné nalézt vSechna zarizeni s vysokou rychlosti a relativné jednoduchou naslednou
implementaci do vytvarené aplikace.

Vysledky tohoto porovnani urcily nejvhodnéjsi vyhledavace pro vyvoj webové
aplikace, kterda vyuziva API téchto vyhledavact a umoznuje uzivatelim ukladat a
zobrazovat vysledky vyhledavani z tohoto nastroje.

Webova aplikace byla vyvinuta v programovacim jazyce JavaScript ve spojeni s
Node.js a Express.js, coz umoznilo rychly vyvoj a snadnou integraci API vyhleda-
vacu. Aplikace poskytuje uzivateliim intuitivni rozhrani pro registraci nebo prih-
laseni a vyhledavani zarizeni. Pro vyuziti aplikaci je mozné vlozit jakykoli dotaz,
podporovany pravidly API vyhledavact, kdy se nasledné vytvori JSON file a stdhne
se na zalizeni uzivatele. Vytvoreny file se také ulozi do databaze, kam uzivatel

ma pristup. Pro pohodli uzivatele je také mozné JSON file opétovné z databéaze



stahnout.

Poslednim cilem této prace bylo provést bezpecnostni testovani nastroje na dvou
vybranych zafizenich, ve kterych budou zastoupeny dva komunikacni protokoly
z prumyslového a energetického odvétvi. Pro testovani byly vybrany protokoly
Modbus a S7. Oba protokoly maji Sirokou podporu mezi primyslovymi zatizeni
a vyrobci. Jsou jednoduché, spolehlivé a pouzivané v pramyslovém prostredi jiz
mnoho let.

Aplikace byla schopna detekovat obé zafizeni a ziskat informace o téchto za-
fizenich z obou vyhledavacti. Vysledky byly ulozeny do JSON filu a nasledné do
databaze aplikace. JSON file obsahoval veskeré nutné informace véetné protokolu
Modbus a S7.

Na konci se prace zabyvala moznymi zpusoby skryvani informaci pred vyhleda-

vaci a obecné o tom jak zlepsit zabezpeceni sité a zarizeni.
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Introduction

Industrial and energy networks are crucial to the functioning of modern society
because they supply homes, companies, and significant infrastructure with basic
services like power, water, and gas. However, as these networks become more con-
nected to the Internet, there are also new security vulnerabilities that, if ignored,
might have serious consequences. These networks frequently rely on old protocols
and technology that are simple targets for hackers.

When connecting different devices to the Internet, it is extremely important
to have a solid understanding of the kinds of threats that such devices may be
vulnerable to. There are numerous different approaches that can be taken to ensure
the safety of the equipment. The first chapter 1 includes descriptions of industrial
and energy networks, their security features and components. Furthermore, some of
the famous attacks on these networks were described. Additionally, there are special
search engines that can provide us with the information regarding what is known
on the Internet about our gadgets and what kinds of attacks could potentially be
launched against them.

One of the primary objective of this work was to investigate and analyze the
operation of various search engines, with the goal of selecting the most suitable for
the use in the development of an application in the future. In particular, five search
engines — Shodan, ZoomEye, BinaryEdge, Censys, and Nexpose — were chosen,
described and compared. In contrast to search engines such as Google, these search
engines gather information on devices that are connected to the Internet. The
comparison of search engines was divided into several parts. In the second chapter
2, a straightforward explanation of each one is given, and in addition to this, a
description of the protocols that will be implemented in the subsequent practical
section is provided 2.6.

In the first section of the third chapter 3, a comparison of search engines was
carried out according to a number of criteria and data which are publicly available.
Some of the criteria are as follows: what are the benefits for students, which ports
and protocols search engines are able to work with and in what quantity, well-
written documentation for future work, the ability to work with both IPv4 and
IPv6 addresses. The second aspect of this comparison focused on search results,
which refers to how many and how quickly search engines are able to find devices
that are connected from the school network 3.2. To choose the option that is best
suited, it is necessary to consider all of the comparisons that were made during
the process. The final goal, which follow the selection of the most effective search
engines, entails the development of a tool that is able to perform security testing on

electronic devices that are currently connected from the school’s network.
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1 Industrial and energy networks

Energy networks are examples of critical infrastructure systems that are necessary
for the successful operation of modern society. They include power grids, oil and gas
pipelines, and other systems that distribute energy from its source to the end-users.

Because any disturbance in the energy supply can have catastrophic effects,
including blackouts, financial losses, and even dangers to public safety, the security of
energy networks is very important. Because of the growing use of digital technology
in energy networks, these networks are now increasingly sensitive to cyber attacks,
which can be initiated from a remote location by cybercriminals.

Same goes for ICS security. With the increasing connectivity of ICS networks to
the Internet and other networks, they open themselves up to the possibility of being
attacked in cyberspace. In order to cause disruptions, steal sensitive data, or inflict
physical harm, hackers or state-sponsored groups may try to exploit vulnerabilities in
ICS networks. Strong ICS security policies are necessary for fighting against cyber
threats and minimizing the possible impact of attacks. These standards include
network segmentation, encryption, access limits, and monitoring. The number of
ICS cyber attacks has recently increased significantly compared to the year 1997 as
shown in Fig 1.1.

ICS Cyber attack by year

200 192 196

150
100

50

Fig. 1.1: ICS Cyber attacks by year [1]
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1.1 ICS Operation and Components

The term "Industrial Control System" (ICS) is a general term that refers to several
different kinds of control systems. These control systems include Supervisory Con-
trol and Data Acquisition Systems (SCADA), Distributed Control Systems (DCS)
and Process Control Systems (PSC) as shown in Fig 1.2. These systems may include
Human-Machine Interfaces (HMI), Remote Terminal Unit (RTU), Intelligent Elec-
tronic Device (IED) and other control system configurations such as programmable
logic controllers (PLC), which can frequently be found in industrial sectors and crit-
ical infrastructures. The basic function of an ICS is shown in the Fig 1.3. An ICS
contains a wide variety of control loops, human interfaces, as well as remote diag-
nostics and maintenance tools, all of which are constructed utilizing layered network

structures and an array of network protocols [3].

ICS: everything
SCADA: large geographic area
DCS: single location
CPCS: one unitD
process

Fig. 1.2: ICS basic parts [2]

The percentage distribution of various types of ICS components is presented in
Table 1.1. SCADA and HMI-based systems make the largest portion of the sector’s
share, followed by PLC and hardware-based systems.

Type Global Percentage
SCADA/HMI | 31

SCADA 12

PLC 27

HMI 27

HARDWARE | 3

Tab. 1.1: ICS Components Distribution Percentage [1]

16



Human - Machine Remote Diagnostics

Interface (HMI) and Maintenance
A A A
Set points,
Control algorithms,
Parameter constraints,
Process data

Manipulated ————> Contraller <« Con?rolled
Variable ] ¢ Variables

\ 4 Y

Actuators <€ Sensors
—>

Rrocess Controlled Process Process
inputs outputs

Disturbances

Fig. 1.3: ICS Operation [3]

1.1.1 Supervisory Control And Data Acquisition

SCADA is not a system that is capable of providing complete control on its own.
Instead, the focus of its capabilities is placed on the provision of control at the
supervisory level. SCADA systems can acquire and send data, and they are coupled
with HMI, which offers centralized monitoring and control for a large number of
process inputs and outputs.

Utilizing SCADA for long-distance monitoring and management of field sites via
a centralized control system is the major goal of doing so. A SCADA system is
able to automate the task of workers having to travel large distances in order to
execute activities or gather data. Field devices collect data from the sensor systems,
monitor the local environment for alert situations, and regulate local operations
such as opening and closing valves and breakers. SCADA systems are utilized often
in a variety of business sectors, including those concerned with the monitoring and
control of pipelines, water treatment centers and distribution, and electrical power
transmission and distribution [4].

The components and general configuration of a SCADA system are depicted

17



in Fig 1.4. A control server and communications routers are located within the

control center. Other components of the control center include a LAN-connected

HMI, engineering workstations, and a data historian. The control center collects

and records data gathered by field sites, displays data to the HMI, and may take

action in response to detected events [3]. At this point in time, the majority of

SCADA systems are built on a distributed approach; yet, when they first came into

being, the central architectural approach was the most common kind used [7].

Control Center ——— ~ - Field Site 1.
Engineering
HMI Workstations ,%
Switched Telephone, T
Leased Line or
Power Line Based Modem pLC

L [ [ |
A=k 4=h R communications Field Site 2.
| % T ) () —ZZ— () =cg B

/é Radio /é
Microwave WAN karta
or Cellular
» Field Site 3

m—ﬂ—% i I

lDatelx Control Server Communication Satelite
Historian (SCADA - MTU) Routers

(]
i

m
o

A
o]
c

- Wide Area Network -~

Fig. 1.4: SCADA System General Layout [3]

Some of common threaths faces by SCADA systems are following:

Malware - If a computer system has a poor security posture, there is an 80%
chance that malicious software has already gained access to the system. When
it comes to attacks by malware, SCADA systems are no exception. Due to
the weak security posture of SCADA systems, these systems are frequently an
easy target for attackers.

DDoS attacks - More than a few DDoS vulnerabilities exist in ICSs, including
the use of commercial communication protocols, insecure passwords in internet
of things (IoT) devices, and weak passwords in open-source software [6].
Command injection - In a SCADA system, a high level of authorisation is
required for users to be able to send instructions to the system shell. Hackers
were able to gain such a high level of control over the target system that they
were able to execute arbitrary commands that were capable of changing a
variety of parameters. Command injection attacks can be carried out since
there is no procedure to validate the data that is supplied by users.
Networking issues - Misconfigured networks are a common occurrence in SCADA
systems.

Human errors - Employees who click on links in phishing emails let malware

spread throughout the company’s networks. The usage of simple passwords or

18



passwords that are too short might also lead to difficulties [5].

1.1.2 Distributed Control System

A digital automated ICS is referred to as a distributed control system (DCS), and it
is a type of industrial control system that uses control loops that are geographically
dispersed throughout a factory, machine, or control region. Controlling industrial
processes in order to improve their safety, cost-effectiveness, and reliability is the
purpose of a DCS.

A control system is a collection of mechanical or electrical components that,
through the implementation of control loops, are used to regulate the operation of
other devices or systems. Control loops are systems that are made up of all of the
hardware and software control functions that are required for making the necessary
changes and measurements in a certain procedure. Control systems are an essential
component of all automation systems, including those used in manufacturing and

the process industries [8].

Operator stations

= =

-
-
¢ Ar e &b

VALVE SENSOR MOTOR SWITCH SENSOR MOTOR VALVE SWITCH

o It

Field devices

Fig. 1.5: A Distributed control system example [8]

1.1.3 Programmable Logic Controller

PLCs are utilized in both SCADA and DCS systems as control components of an
overall hierarchical system to enable local management of processes through feedback

control.
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PLCs are also used as the main controller in smaller control system designs
to offer operational control of discrete processes such as automobile assembly lines
and power plant soot blower controls. These topologies are distinct from SCADA
and DCS in that, in most cases, they do not include a central control server or an
HMI. As a result, their primary function is to offer closed-loop control that does not
involve the participation of direct human intervention. PLCs come equipped with a
memory that can be programmed by the end user and used to store instructions for
the purpose of executing particular operations. These functions include I/O control,
logic, timing, counting, three mode proportional-integral-derivative (PID) control,
communication, arithmetic, and the processing of data and files [3].

The primary components of the programmable logic controller (PLC) are the
central processing unit (CPU), memory, and I/O modules for managing input/out-
put data. PLCs have the fundamental architecture that is shown in Fig 1.6. PLC
has four primary parts:

e The program memory - memory space where the program instructions for the

logical control sequence are kept.

e The data memory - the state of inputs and outputs, such as switches and
interlocks the values of any other relevant working data are saved.

e The input devices - these are the hardware and software inputs that come
from the area during the industrial process. Signals may originate from sen-
sors, switches, proximity detectors, interlock settings, and other sources as
well. These inputs cause the sequences in the user program to be triggered,
which results in the process or output that was requested. For instance, the
Emergency stop input is constantly watched by the PLC program. In the event
that this switch is activated as a result of an incident or accident, the entire
PLC process is immediately paused and brought to a complete standstill.

e The output devices - The most common types of output devices include
solenoid valves and pneumatic actuators, motors, heaters, cooling fan mo-
tors, alert indicators, and buzzers. These tools rule the industrial operations
9].

ICSs make use of a wide number of different protocols in order to connect with
field devices such as sensors, actuators as well as for programming and communica-
tion with PLCs in the process network. There are many different kinds of protocols,
but among of the most common ones are MODBUS, Ethernet/IP, DNP 317, and
ISO-TSAP. Despite the fact that these protocols are quite effective in terms of
communication, security was not a primary issue when the protocols were initially
developed because there was no need for it in industrial systems. Therefore, the
protocols were not designed to ensure security. As a result, these protocols do not

provide secrecy, authentication or data integrity [10].
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Fig. 1.6: Block diagram of PLC with I/O [9]

A PLC may become the target of a cyberattack in a variety of different ways,

including the following:

o Network-based attacks: A PLC that is connected to a network has the po-
tential to be compromised if an attacker is successful in gaining access to the
network. To accomplish this, it may be necessary to exploit weaknesses in the
network infrastructure or in the PLC device itself.

o Physical attacks: Anyone who can gain physical access to a programmable a
PLC may be able to compromise it by connecting to it directly or installing
malicious software onto it.

o Malicious software: PLCs are vulnerable to infection with malware through a
variety of entry points, including the opening of infected emails or the down-

loading of infected software updates. [10]

1.1.4 Human-Machine Interfaces

Human-Machine Interfaces (HMIs) is an application that uses a graphical user in-
terface (GUI) and enables interaction between a human operator and the controller

hardware. Additionally, it is able to provide current information as well as historical
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data that was collected by the devices operating in an ICS environment. In addition
to this, it may be used to monitor and modify setpoints, control algorithms, as well

as adjust and set parameters in controllers [4].

1.1.5 Remote Terminal Unit

The remote terminal unit (RTU) is an independent data acquisition and control
unit. The most important purpose is to regulate and acquire data from process
equipment located at the remote location, and then to transmit that data back to
a central unit. The data might be in the form of electric parameters such as the
RMS value of voltage and current, frequency, active power etc., or they could be in
the form of other quantities such as temperatures, oil levels, switch status, and so
on. Analog, digital, and control data are the three types of information that can be
monitored by RTU [11].

1.1.6 Intelligent Electronic Devices

Intelligent Electronic Devices (IED) are electronic devices that may contain a single
microprocessor or numerous microprocessors integrated within it. Transmission or
receiving of data or control signals to or from an external device is its primary

function [7].

1.2 Energy networks

Energy networks are the lower pressure gas pipes and low, medium, and high voltage
electricity lines that carry and distribute gas and electricity from energy transmission
systems directly to households, businesses, and industry [12].

There are many distinct kinds of energy networks, each of which is intended
to make the transmission and distribution of a certain kind of energy easier. The
following are some examples of common kinds of energy networks:

o Electrical Grid - the electrical grid is the complex system that is meant to
distribute electricity to customers all the way from the point at which it is
generated to the point at which it is used daily by those customers. These
networks started out as small local designs and have since expanded to cover
thousands of kilometers and connect millions of homes and businesses. Despite
the fact that the grid is made up of a limitless amount of complex interactions,
it can be broken down into three primary categories: generation, transmission,

and distribution of electricity [13].
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o Natural Gas Network - is a network of pipelines that carries natural gas, typi-
cally methane, from a producing facility such as a refinery or bulk distributor
to clients. Gas distribution systems are sometimes referred to by their other
names: propane distribution systems and butane distribution systems. It
is constructed in such a way as to guarantee that the correct quantity and
pressure of gas is delivered to each individual client and to prevent any po-
tentially dangerous leaks in the process. Gas distribution systems are an es-
sential component of our day-to-day lives since they supply gas to commercial
establishments all around. They are an essential component of the current in-
frastructure, which enables the secure and effective distribution of natural gas
products with a minimum of adverse effects on the surrounding environment.
Gas transportation and distribution are essential components of the energy
industry. An extensive network of pipelines and other equipment is required
in order to carry this essential resource in a manner that is both secure and
effective. This includes the installation of pipelines, which are normally re-
sponsible for transporting the gas from the production sites to the processing
plants and storage facilities. In addition to this, there must be specialized
equipment in order to manage and direct the flow of the gas itself. [14].

o District Heating and Cooling systems - distinct heating also known as heat
networks or teleheating, is a system that distributes heat generated in a cen-
tralized place through a network of insulated pipes that serve the heating
requirements for residential and commercial properties, such as heating the
area in which people live and the water used for domestic and commercial
purposes. The heat is typically derived from a cogeneration plant that burns
fossil fuels or biomass; but, heat-only boiler stations, geothermal heating, heat
pumps, and central solar heating are also utilized, in addition to heat waste
from companies and heat generated by nuclear power electricity generation.
Local boilers may not be able to deliver the same level of efficiency nor the
same level of pollution control as district heating plants. District heating with
combined heat and power (CHPDH) is the approach that reduces carbon emis-
sions at the lowest cost and has one of the smallest carbon footprints of all
fossil production facilities. [15]. District cooling is a method of distributing
thermal energy that is obtained through a central cooling plant in the form of
chilled water. Both of these models, as well as their combination in heating
and cooling solutions, stand out as an alternative system that is helping cities
decarbonize their energy consumption and production. In addition, this sys-
tem is delivering a variety of other benefits that are beneficial to the economy
and the environment. [16]

o Water Supply and Distribution Systems - infrastructure for the collection,
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transmission, treatment, storage, and distribution of water for residences, busi-
ness enterprises, industries, and irrigation, as well as for public purposes such
as firefighting and street flushing. The provision of drinkable water is widely
regarded as being the most important of all municipal services. People are
dependent on water for a variety of domestic purposes including drinking,
cooking, cleaning etc. In addition to this, water supply systems need to fulfill
the requirements for public, commercial, and industrial activities. In every in-
stance, the water must be able to satisfy both the quality and quantity criteria
[17].

o Qil Pipeline Network - pipelines are piping systems that are often buried un-
derground and are used to transport and distribute fluids. The fluids that
are typically referred to in the context of the energy industry are either crude
oil, oil products, or natural gas. Long-distance shipping of crude oil and re-
fined petroleum products is often accomplished through the utilization of oil
pipeline networks. These networks are made up of a variety of infrastructure,
including pipelines, pumping stations, storage terminals, and other facilities.
They are extremely important in the process of transporting crude oil from its
point of production to the various refineries and distribution hubs [18].

It is important to keep in mind that the above are but a few instances of energy
networks, and that there are more varieties that are unique to the various types of
energy sources and geographic locations. The particular configuration and compo-
nents of each network can differ from one another depending on the geographical

region, the sources of energy, and the requirements for the local infrastructure.

1.3 Security features

Due to the seriousness and potential effects of security incidents, it is essential to
consider how to secure industrial and energy networks. It is crucial to protect
the integrity, availability, and confidentiality of these networks because they are in
charge of managing and running energy systems and industrial operations.

The following is a summary of various significant security components necessary

for protecting industrial and energy networks:

Network Segmentation and Segregation

One of the most effective architectural principles that a company can use to protect
its ICS is network segmentation and segregation. Segmentation creates security do-
mains, or enclaves, which are frequently described as being controlled by the same

authority, upholding the same policy, and having the uniform level of trust. The
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effects of non-hostile errors and accidents can be contained through segmentation,
which can reduce the manner and level of access to critical information, ICS commu-
nication, and equipment configuration. Segmentation can also make it substantially
more difficult for a malicious cyber adversary.

In order to limit access to sensitive information for systems and users who don’t
need it and to maintain the organization’s ability to function effectively, network
segmentation and segregation are used. Depending on the design and configuration
of the network, several techniques and technologies can be used to accomplish this.

Network segmentation and segregation are often implemented at the gateway
between domains. ICS environments frequently include gateways to non-ICS and
less reliable domains like the Internet and corporate LANs in addition to numer-
ous clearly defined domains like operational LANs, control LANs, and operational
DMZs. Protecting domain gateways is sensible and deserving of consideration when
insider assaults, social engineering, mobile devices, and other vulnerabilities and pre-
disposing factors are taken into account. The process of network segregation entails
creating and implementing rules that regulate which communications are allowed to
pass over the border. Usually, rules are determined by the identities of the source
and destination as well as the kind or substance of the data being sent.

Correct network segmentation and segregation implementation minimizes the
way and extent of access to sensitive data. It is possible to accomplish this utilizing
a range of tools and techniques. Some of the typical technologies and techniques
utilized depend on the design and configuration of a network. They include:

o Physical network separation to entirely prevent any traffic across domains from

connecting.

o Network traffic filtering, which can make use of a range of technologies at

different network layers to establish security criteria and domains.

» Logical network division enforced by network devices or encryption.

There are four fundamental elements that, regardless of the technology used
to accomplish network segmentation and segregation, implement the principle of
defense-in-depth by allowing for effective network segmentation and segregation:

1. Applying technologies at more than just the network layer. Every network
and system should be divided into separate sections, starting at the data link layer
and going all the way up to the application layer.

2. Following the need-to-know and least privilege standards. A system shouldn’t
be permitted to communicate with another system if it is not required to do so. A
system should be restricted if it only needs to communicate with other systems using
a particular port or protocol or if it only has to send a small amount of data in a
predetermined or designated format.

3. Dividing infrastructure and information according to security needs. This
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can entail using various hardware or software platforms according to the various
security and risk settings that each system or network segment runs in. More strict
separation from other components is necessary for the most important components.
Virtualization could be used in addition to network segregation to achieve the nec-
essary isolation.

4. Utilizing a whitelisting strategy rather than a blacklisting strategy, i.e., allow
access to the known good instead of restricting access to the known bad. Whitelisting
is more useful because the programs that run in ICS are largely static. The ability

of an organization to analyze log files will also be enhanced by this [3].

Boundary Protection

In order to protect the ICS against malicious cyber adversaries as well as unin-
tentional mistakes and accidents, boundary protection devices regulate the flow of
information between interconnected security domains. It is possible for information
transfers between systems representing several security domains to break one or more
of the domain security policies. In certain architectural solutions that enforce par-
ticular security policies, boundary protection devices play a vital role. Companies
are able to isolate ICS and business system components. This isolation prevents il-
legal information from circulating between system components and offers the option
to give some components more protection. The capacity to strengthen component
protection and better manage information flows between those components is made
possible by dividing system components using border protection techniques.

A few examples of boundary protection measures are gateways, routers, fire-
walls, guards, network-based malware analysis and virtualization systems, intrusion
detection systems (both networked and host-based), encrypted tunnels, controlled
interfaces, mail gateways, and unidirectional gateways (such as data diodes). It is
frequently done by looking at the data or related metadata that boundary protection

devices use to decide whether data transfer is allowed [3].

Physical security

The physical protection system prevents sabotage that damages assets, steals valu-
able resources, disrupts service, or causes an electric grid cascading failure. The
physical protection system detects and evaluates threats using multiple sensing
methods and delays threat actions to neutralize or mitigate system loss. FEvery
physical security system needs detection, delay, and response.
o Detection: Some important facilities use passive or active infrared sensors,
microwave sensors, or other well-established detection methods and thermal
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or infrared camera systems. Control houses and transformer sites may also
include motion sensors and fixed cameras on the outside.

o Delay: A perimeter delay is usually accomplished with a chain link fence with
vehicle and personnel gates.

o Response: It is essential to make preparations in advance in order to defend

against, avoid, or lessen the effects of an attack or incident. [19]

1.4 History of attacks

1.4.1 Stuxnet attack

A crucial component of Iran’s nuclear program was targeted by the sophisticated
computer worm known as Stuxnet, which was developed jointly by spy agencies in
the United States and Israel. It was intended for a facility that was air-gapped,
but it unexpectedly expanded to include computer systems outside of the facility,
which raises a variety of problems regarding its design and purpose. Stuxnet took
advantage of a number of vulnerabilities in Windows that were undiscovered at the
time. This explanation ought to make it abundantly evident that the Stuxnet worm
was deployed as part of a high-level sabotage operation fought by nation-states
against their rivals.

It is now a commonly held belief that the spy agencies of the United States
and Israel were responsible for the creation of Stuxnet. The information security
community made the discovery that Stuxnet existed in 2010, but it is believed that
its development began in 2005. The governments of the United States and Israel
designed Stuxnet with the intention of using it as a weapon to thwart or, at the very
least, postpone the Iranian drive to develop nuclear weapons.

When Stuxnet infects a computer, it first determines whether or not the com-
puter is linked to certain programmable logic controllers (PLCs) manufactured by
Siemens. These PLCs are model-specific. PLCs are the means by which comput-
ers communicate with and exert control over various pieces of industrial gear, such
as uranium centrifuges. If no PLCs are found, the worm will do nothing; but if
it does find PLCs, Stuxnet will change the programming of the PLCs, which will
cause the centrifuges to spin erratically, perhaps causing them to become damaged
or destroyed. Because of this, it is difficult to discover or diagnose what is going
wrong until it is too late. This is because the PLCs are communicating with the
controller computer and telling it (incorrectly) that everything is running properly
while this is occurring.

Despite the fact that security researchers do not have access to the Stuxnet

codebase, they have been able to learn a great deal about it by analyzing it. They
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have discovered that it was developed in numerous languages, including C and C++,
as well as presumably several other object-oriented languages. This, too, is not
typical of malware, which is further evidence of the high amount of complexity that

went into its development [20].

1.4.2 Triton Attack

The malicious software known as Triton was used in a cyber attack in 2017 that
was carried out by a Russian research institute that was funded by the Russian
government against a Middle Eastern petrochemical facility. This was the first
time the cybersecurity world had ever seen code that was purposefully meant to
put people’s lives in danger. According to a warning given by the FBI, malware
continues to be a threat to the global energy sector.

The hackers had installed harmful software, sometimes known as malware, which
gave them the ability to take control of the plant’s safety instrumented systems.
These physical controllers and the software that goes along with them make up
the very last line of protection against potentially deadly catastrophes. They are
designed to take action if they detect dangerous conditions, either bringing the pro-
cesses down to acceptable levels or terminating them entirely by activating mecha-
nisms such as pressure-relief valves and cutoff valves.

Because of the malware, it was possible to remotely take control of these systems.
The consequences may have been devastating if the attackers had deactivated or
tampered with them and then used other software to make the machinery at the
plant malfunction. Fortunately, a bug in the software exposed the hackers before
they could cause any damage. In June 2017, it was the cause of a response from a
safety system, which ultimately resulted in the facility coming to a stop. Then in
August, numerous further systems failed, which lead to another shutdown.The first
outage was incorrectly attributed to a problem with a mechanical glitch; after the
second outage, the owners of the factory contacted investigators.

The rogue code had the potential to trigger explosions or a leak of poisonous
hydrogen sulfide gas, putting the lives of those both inside the facility and in the
surrounding area in danger.

The specifics of how Trisis and Triton communicate with the SIS controllers
through this unique protocol are not publicly available. However, researchers and
cybersecurity specialists who have examined the virus have formed the hypothesis
that the attackers reverse-engineered the unique communication protocol that is
used by the SIS controllers of the target system.

The attackers were able to construct an unique implementation of the protocol by

reverse-engineering it, which allowed the malware to send commands directly to the
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controllers. This allowed the attackers to gain control of the system. This displays
a high level of technical competence and resources, in addition to a comprehensive

understanding of the architecture and protocols of the target system [21].

1.4.3 NotPetya Attack

NotPetya, which first targeted Ukraine, swiftly spread to more than 60 nations, wip-
ing down the computer systems of thousands of global corporations. More than 10
billion dollars in harm has been estimated to have been done by NotPetya. NotPetya
had its name from the ransomware Petya, deployed the previous year.

Both encrypted Windows machines and after that demanded a cryptographic
payment in exchange for decryption keys. However, NotPetya did not permit the
decryption of the victim’s computers after payment, whereas Petya did.

It had been created to make it technically impossible to recover the victim’s
files, whether they paid the ransom or not. It was designed to look like a typical
ransomware program.

Another famous ransomware attack WannaCry also encrypted a user’s files in
affected computers and mounted disks attached to these computers. Then the now-
famous warning screen appeared, requesting payment in Bitcoin to unlock the data.

NotPetya does all this too, it infects a machine via a hached "update" to account-
ing software from a Ukrainian software provider. And if NotPetya were just pure
ransomware, created to get as many ransom payments as possible, it might have
ended there. However, NotPetya has the ability to rewrite a hard drive’s so-called
master boot record, which instructs the computer what operating system to run and
where to find it, inflicting a more damaging attack on a system, depending on the
level of access it has [22] [23].

1.4.4 Dragonfly 2.0 Attack

In October of 2017, Symantec released a report in which it claimed that the energy
industry was being targeted by a sophisticated attack group referred as another
version of "Dragonfly". According to the research, this organization possessed a sig-
nificant amount of resources, including a wide variety of malware tools, and had the
ability to carry out attacks via a variety of different entry points. This new behavior
using Dragonfly was referred to by Symantec as "Dragonfly 2.0." Dragonfly 2.0 car-
ried out a nasty attack campaign, during which it was successful in compromising a
number of ICS equipment providers and infecting their software with a RAT.

The Dragonfly 2.0 campaign demonstrates how attackers may be moving into a
new phase, in which new campaigns may provide them with access to operational

systems; this access may be utilized for more disruptive objectives in the future. .
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According to Symantec, this group looked to be interested in both getting access
to operational systems and understanding how energy facilities run. One of the
most concerning assertions made in the paper is that Dragonfly 2.0 possesses the
capability to either sabotage or take control of ICSs [24].

1.4.5 Shamoon attack

In August of 2012, a group of hackers known as the "Cutting sword of justice"
announced that they were responsible for the attack that was carried out against
the Saudi Aramco, one of the world’s largest oil companies.In a matter of hours,
35,000 computers were partially wiped or totally destroyed. They’ve created a virus
named Shamoon, also known as “Disttrack”. Shamoon is a modular computer virus
that was discovered in 2012, targeting then-recent 32-bit N'T' kernel versions of Mi-
crosoft Windows. In fact, the virus is composed of malicious code that can destroy
data stored on the computer as well as rewrite the Master Boot Record (MBR),
leaving the device useless. Because the impacted organizations lacked application
and implementation of defense-in-depth security, the virus was frequently able to
successfully execute in those enterprises.

The schema looks like following: emails containing spear phishing attacks are
sent to the employees of the firm. Attachments in the form of Microsoft Office
documents are included in the emails.

e When the emailed attachments are opened, PowerShell is activated, which in

turn permits command line access to the machine that has been infected.

o The attacker is now able to communicate with the compromised machines and

remotely carry out a variety of commands.

o The attacker adds more malicious software and tools to endpoints or elevates

their privileges within the network.

o The attacker does a network analysis by establishing connections to additional

systems and determining which servers are most important.

o The perpetrator of the attack activates the Shamoon virus.

o A well-orchestrated Shamoon outbreak occurs, which results in the complete

and total deletion of all data stored on the computer’s hard drives.

The Shamoon incident brought to light the vital importance of strong cybersecu-
rity security measures for enterprises, in particular those organizations that operate
in critical infrastructure sectors like the energy sector. It served as a wake-up call for
businesses, alerting them to the necessity of investing in sufficient security measures

to protect their systems, data, and operations against sophisticated cyber threats
[25] [26].
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2 Search Engines and Protocols

When looking for websites, search engines such as Google, Yahoo or Microsoft bing
are excellent options. These search engines are one of the most important resources
for gathering information, and we make regular use of them. On the other hand,
there are other search engines that work in a different way and are able to retrieve
a variety of information for us. The following subsections sections (2.1, 2.3, 2.4,
2.2, 2.5) will cover Shodan, ZoomEye, Nexpose, Censys, BinaryEdge search engines
and how they operate. These search engines are primarily used to scan and index
services and devices that are linked to the internet. They're frequently used for
security analysis and research. These engines can be used legitimately in the realm
of cybersecurity for things like monitoring the security environment, discovering
weak points in systems, and determining how exposed devices and services are to
the Internet.

The operation of the Modbus, S7, and DNP3 protocols is described and explained
in the subsection 2.6. These protocols were selected to be used later in the work’s
practical part. They are widely used protocols in industrial automation and con-
trol systems because they provide effective and standardized device communication,
backward compatibility with older equipment, and support for particular industry
standards.

2.1 Shodan

The first engine for description will be Shodan. Shodan is a search engine that
provides users with the ability to search for a wide variety of electronic devices
(including webcams, routers, servers, smart T'Vs, refrigerators, traffic lights, heating
systems) that are connected to the internet using a number of different filters. If a
device is directly connected to the Internet, Shodan will query it for various publicly
accessible data. The idea for searching Internet-connected devices was devised in
2003 by computer programmer John Matherly, who released the service with Web
User Interface (Fig. 2.1) in 2009 which is available at Shodan website [27, 28|.
Besides Web User Interface, Shodan can be accessed through Command Line
Interface(CLI) or Application Programming Interface(API). Shodan crawls the web
for devices using a global network of computers and servers 24/7. It takes about
a month for Shodan to scan 500 million devices [29]. The scanner is capable of
scanning devices in IPv4 as well as IPv6 address ranges, and the data collected
from scanned devices is what makes up the Shodan database. Shodan’s primary
data collection unit is the banner. The banner contains textual information about

service on a device. The information can differs widely depending on the type of
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Fig. 2.1: Shodan Homepage

service. For example, on Fig 2.2 on the left side is a classic HI'TP banner and on
the right Siemens S7 protocol are shown. As can be seen they look differently. In
addition to the banner, Shodan also collects meta-data about the device, such as its
location, hostname, and operating system [30]. The majority of the meta-data can
be searched on the Shodan website, but some fields can be accessed only through
the developer API.

HTTP

Fig. 2.2: Shodan Banner for HTTP (in the left) and for Siemens S7(in the right)

So how does Shodan work? The way Shodan works can be seen in the Fig 2.3.
Shodan functions by initiating connection attempts to every conceivable Internet
Protocol (IP) address on the Internet and then indexing the information that is
returned in response to those connection attempts [31].

In addition to the traditional Shodan Search, which looks for information about

devices, users have access to a variety of different services:
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Fig. 2.3: Shodan Scan Method [31]

o Shodan Maps - maps is one of the way to view search results. There is a
possibility to zoom in and out to a certain location, filters can also be used.

o Shodan Images - Shodan stores screenshots for many different services.

o Shodan Monitor - helps to keep track of certain devices that could be selected
by user’s choice. The only requirement is that devices should be connected to
the Internet.

o Shodan Developer API - The Shodan application programming interface (API)
is the most straightforward method for users to access to the Shodan data.
The API grants access to all of the data that is stored in Shodan, enabling to
retrieve the specific information that is required.

o Shodan Exploits - a search engine for finding vulnerabilities and exploits from
CVE (Common Vulnerabilities and Exposures), ExploitDB and Metasploit
32

2.2 Censys

Another extremely powerful engine is Censys. Censys was founded by computer

scientists as a part of an academic research project at the University of Michigan.
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In the same way as Shodan does, Censys keeps an enourmous database of devises
exposed on the Internet. Search engine checks approximately 2.1 Billion services
daily, scans 107 protocols and more than 3500 ports. Security professionals that use
Censys are able to quickly identify weakly protected devices which are open to the
Internet [33].

In 2013 a free and open-source security scanner named Zmap was developed.
Censys was created due to the large growth of this project after two years of its
existence. ZMap can perform a scan of the whole public IPv4 address space on a
single computer in less than forty-five minutes when connected to a gigabit network
and in only five minutes when a 10 gigabit Ethernet connection is utilized [34].
Censys was published in 2015 with Web User Interface (Fig 2.4.) and is available
at Censys website. This search engine, much like Shodan, uses a banner as the
fundamental unit for the collection of information; in addition to this information,
it also gathers metadata about devices. To access metadata there is a requirement
to use filters. The whole list of filters can be found in the bibliography [33].

Register
Log

censys

arn | ) . - |

<5 Services: 24B  J IPv4 Hosts: 224.6M L IPvé Hosts: 57.3M Virtual Hosts: 606.3M

VIEW DOCUMENTATION LEARN MORE ABOUT GENSYS

Fig. 2.4: Censys homepage

How Censys works is shown on the Fig 2.5. Basically Censys operates in the
same manner as Shodan does, with the only difference that Censys uses Zmap and
ZGrab tools.
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2.3 ZoomkEye

The Chinese security company Knownsec Inc. has developed the search engine
known as Zoomeye. The first version was released in the year 2013. ZoomEye's
fundamental architecture is built on Xmap and Wmap, which are used for data
collection from open devices and web services as well as fingerprint analysis [36].
Zoomeye works in the same manner as any other search engine does; to use it,
you only need to insert a search for the query. ZoomEye search is available at
its website(Fig 2.6) or through API. The search engine supports the detection of

multiple port services or protocols for IPv4 and for IPv6 as well [35].

2.4 Nexpose

Rapid7 Nexpose is a vulnerability scanner that intends to handle the entirety of
the vulnerability management lifecycle. This includes detection, risk classification,
analyses and reporting [37]. Nexpose unlike other search engines can be used only
after the registration. There’s a free trial for one month which offers to download
SW for Windows and Linux only. There is no SW for MacOS users and this is the
reason why Nexpose search engine will not be considered for further use nor will be
described.
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2.5 BinaryEdge

BinaryEdge is a company with headquarters in Ziirich, Switzerland. The company
was founded in 2015 and offers many services. This search engine, in contrast to
those that were described before, provides additional services to the traditional
device search. These services include, for instance, tracking torrent activity and
determining whether or not any email address has ever been compromised. Another
interesting service provided by BinaryEdge is its own sensors/honeypots summary.
The purpose of a honeypot is to demonstrate how attackers operate and investigate
the various kinds of threats out there. It’s possible to see from which countries and
how many incidents engine found for the last month, week or day. BinaryEdge is
available at its website (Fig 2.7) or through API as all engines which were mentioned
earlier [38].

BinaryEdge continuously collects and analyzes data from internet-accessible de-
vices, which enables enterprises to gain visibility into their attack surface and the
vulnerabilities to which they are exposing themselves, namely:

o Ports and Services Exposure

o Misconfigured Network Shares

o Possible Vulnerabilities

e Databases
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o Accessible Remote Desktops
o Invalid SSL Certificates [38]

HOME DATA/FEATURES PRICING ABOUT Us CONTACTS BLOG

We gather datafor you!

We scan the entire public internet, create real-time threat intelligence streams,
and reports that show the exposure of what is connected to the Internet.
What is your Internet Attack Surface?

Intelligent Security

Be Ready.

Fig. 2.7: BinaryEdge homepage

It was not possible to find any specific information regarding the method upon
which the operation of BinaryEdge is based.

2.6 Protocols

The increasing growth of interconnected devices and the convergence of IT and
Operational Technology (OT) have showed that comprehensive network security
evaluations are essential. However, this work explores compatibility of industrial
protocols like Modbus, DNP3 and S7 with these search engines. The protocols
themselves are not the main content of the work and are therefore only described in
general terms, but it is important to know how they function and which ports they

use in order to carry out practical part.

Modbus

Modbus is the oldest and very popular serial communication protocol. It was pub-
lished by Modicon (now Schneider Electric) company in 1979. This protocol is very
popular not only because it is open source but also because it’s royalty-free meaning

there is no need to pay subscription or license fees for each use. It widely used
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in industry for communication between electronic devices. The Modbus protocol
operates at level 7 of the OSI model, which is the application layer and Modbus
server device uses port 502 as the default.The transmission of data works on the
principle of passing data messages between client and server (master and slave).
Typically, the master is a human machine interface (HMI) or Supervisory Control
and Data Acquisition (SCADA) system while the slave is a sensor, programmable
logic controller (PLC), or programmable automation controller (PAC). In a stan-
dard Modbus serial network, there is one master and slaves are limited to 1-255
addresses, all of which have their own individual slave addresses [39, 40]. There are
few types of Modbus protocol and the most common used are the following:

e Modbus RTU (Remote Terminal Unit) - The most common implementation
that is available for Modbus is known as Modbus RTU. Simply put, Modbus
RTU is Modbus that is transmitted over serial communication channels such
as RS485, RS422, and RS232.

e Modbus ASCII - The less secured and less used protocol. It’s similar to Mod-
bus RTU. The ASCII format uses a checksum that is based on a longitudinal
redundancy check.

« Modbus TCP/IP or Modbus TCP - .The new Modbus/TCP Security uses
Port 802 while the TCP port for MOdbus is 502. It is not necessary to do
a checksum calculation because the layers below it already offer checksum
security:.

o Modbus Plus (Modbus+, MB+, or MBP) - This protocol differs from others

in supporting peer-to-peer communications between multiple clients [41].

Siemens S7

Siemens S7, also known as S7 Communication, is a proprietary communication pro-
tocol developed by Siemens for use between programmable logic controllers (PLCs)
belonging to the Siemens S7-300/400 family. This protocol was published in 1994
and uses TCP port 102. Programming Programmable Logic Controllers (PLCs),
sharing data between PLCs, obtaining PLCs’ data from SCADA (supervisory con-
trol and data acquisition) and perfoming diagnostics are all examples of uses for this
technlogy. The S7 protocol can be executed on either a typical PROFIBUS network
or an MPI network [42].

DNP3

Distributed Network Protocol 3 (DNP3) was developed by Harris, Distributed Au-
tomation Products in November 1993. It’s a collection of communications protocols

that are used in process automation systems. Utility businesses, such as those that
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provide electricity and water, are its primary users. Utilization in a variety of other
fields is not that typical. The DNP3 protocol contains major characteristics that
make it more reliable, efficient, and interoperable than previous protocols such as
Modbus. These benefits come at the expense of the protocol’s higher level of com-
plexity. DNP3 operates at the layer 2 of the OSI model and for communication
between devices uses 19999 and 20000 ports [43].
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3 Search Engines comparison

There are a few different approaches to take when comparing search engines. In
this chapter, search engines will be evaluated by user accounts, which means new
accounts will be created for both regular users and students. There is going to be
analysis of the following questions: how do search engines differ from one another in
using; what are the advantages of using them for students; how much information
can be gleaned from each one; what services are provided by each website. All this
information is needed in order to understand which search engine is the best for
creating application in the future.

Another comparison is based on a more practical method. Certain devices will be
connected to the network and according to the information that will be received from
each search engine, the best one will be selected. In addition to comparing search
engines, at the end of this chapter table will is included which contains different
information such as include engines’ dates of the occurrence, the tools that engines
are based on, which ports and protocols can be used and how many, the possibility
to work with API and CLI, whether or not there are benefits for students and how

many devices were found in the practical part by each engine ?77.

3.1 Account Comparison

Search engine comparisons of accounts are done for a variety of reasons. Firstly, it’s
important to find out about capabilities of each one. It’s necessary to know how
many queries and results these engines allow in order to understand how effective
they can be. Secondly, it’s good to know what benefits are out there for students or
if there is a well written documentation. On top of that it also matters to discuss

some limitations or disadvantages of these tools.

3.1.1 Shodan account

Shodan is the oldest and after using a certain time can be considered as the most
user friendly engine. Besides having own documentation, Shodan offers videos with
tutorials and explanation of how to use it. This engine can be used without the
registration but the searching is very limited and filters are not available. Without
the registration only one web page is available which means the first 10 results are
displayed. To register on Shodan there is a need to create username, password
and email. After creating new account with Gmail, Shodan lets using filters and
search results are increased to 2 pages meaning the first 20 results are displayed.

The big advantage of Shodan is that it gives an ability to use Membership which
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normally costs 49 $ but with school email it is for free. Membership can offer many
things such as network monitoring, notifications setup, CLI using, searching the
images, writing code with Shodan through API. The latter is a huge advantage for
this particular work. With network monitoring there is a possibility to monitore
16 IPs and no need to check IPs daily, because notifications can be sent to email,
Telegram, or MsTeams, depends what is the best choice for user, as soon as Shodan
scans and finds the new information. It’s also possible to use all filters except vuln
and tag. Searching is limited to 100 scans credits per month, but through CLI there
are 65555 scans credits. This engine is definetely the most famous and there is a
lot of information out there about Shodan which definitely can be considered as a

significant advantage.

3.1.2 ZoomEye account

The search engine can be used only after the registration. ZoomEye as well as
Shodan offers video tutorials for using, but unlike Shodan it doesn’t have CLI, it’s
only available through API and its website. Another disadvantage of this search
engine is that not everything on its website is translated into English, though the
default language is set to English. Even the emails which ZoomEye sends, e.g. when
registering, are written in Chinese language which can be very confused. For this
reason users cannot understand everything and should translate on their own. To
create an account on ZoomkEye there is a requirement to have an email. The one
distinct thing ZoomEye’s website has is that everytime when login there is a need to
make a captcha meaning ZoomEye tries to limit spammers and hackers from using
it.

ZoomEye doesn’t offer any specific benefits or plans for students but anyone can
register and be a lifetime member. Lifetime member is free and gives 10000 data
every month. However, it’s possible to pay 70$ and become an advanced member

which allows to have 30000 data per month.

3.1.3 Censys account

Censys’ website is very minimalistic and easy to use. The search engine can be
used without the registration and unlike Shodan it offers filters for using instantly.
Censys doesn’t have an extensive documentation but it’s possible to find all that is
needed on their website.

The biggest disadvantage of this search engine is that Censys offers only one
month free trial that includes 250 allowed queries. Censys started as a research
project and they claim they’ll continue to provide free Internet data to the research

community. As a result, they provide a plan for students, but students may only
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access it after first receiving information about a project and the reason behind the

requirement for their data.

3.1.4 BinaryEdge account

The official website of BinaryEdge provides information indicating that the engine
scans 200 ports and monitors 1,000,000 torrents on a monthly basis. BinaryEdge
as well as Censys cannot be used without the registration and same as Censys it
offers a free account to use. With a free account it’s possible to have 250 queries per
month with Web and API accesses. Otherwise membership starts with 20 dollars
per month which includes another services such as access to historical data, torrents,
data leaks, domains and sensors. Unlike other engines BinaryEdge has impressively

large and useful API documentation with detailed description and examples.

3.2 Search results evalution

In order to compare how these search engines work in practice and not just in theory,
certain devices were connected to the public network from the VUT network. These
devices are the following: ABB REC615 (IP - 192.168.64.23), ABB REF615 (IP
- 192.168.64.24) and second ABB REF615 (IP - 192.168.64.60). This section will
describe how the devices were configured and how they were connected. Comparing
the results that will be obtained from each search engines is yet another essential

part of this section.

3.2.1 Device connection

At first there was an attempt to find the information about devices only when they
were connected inside the VUT network. However, after studying the problem, it
turned out that these search engines are unable to search information in private
networks. On the Listing 3.1 the result of Shodan is shown about ABB REC615
device. The rest of search engines could not find the information either.

After that there was a need for port forwarding on the router. Different protocols
and ports have been chosen for the devices. ABB REC615 communicated by using
Modbus protocol which works with port number 502, ABB REF615 with DNP3 pro-
tocol through port number 20000, and second ABB REF615 device communicated
by using Siemens S7 protocol through port number 102. In the Fig. 3.1 it’s possible
to see how devices were connected to the Internet. The exact date when ports were
configured is 17.11.2022.
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Listing 3.1: Failed attemp Shodan

(venv) anelsagindykova@Anel -MacBook-Air shodan % shodan
scan submit 192.168.64.23
Error: Private IPs not allowed: 192.164.64.23

147.229.148.103
(Public IP)

(==

N
< | NS
¥ g ¥

ABB REF615

192.168.64.24

Fig. 3.1: Device Connection

3.2.2 Shodan results

The first engine that has found information about devices was Shodan. Shodan has
the advantage that there’s no need to track IPs every day because after managing
notifications Shodan can send emails when it has found something new. Shodan
sent the automatic email after two days since the connection. Also it didn’t find
all devices, only two of them. Furthermore, the data Shodan provided were sparse
compared to the results provided by other search engines which can be seen later
on. Shodan has found information about ABB REC615 through 502 (Modbus) and
ABB REF615 through 20000 (DNP3). All results Shodan provided are shown on
the Fig 3.2. The engine was able to define that this IP is in Czechia, Brno, the name
of ISP - Brno University of Technology, domain and hostname.

Surpisingly, after using the Shodan CLI to search for information on devices it

did not yield any results (Listing 3.2). The reason why is that is not known.
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Listing 3.2: Failed search attemp Shodan

(venv) anelsagindykova@Anel -MacBook-Air shodan % shodan

scan submit 147.229.148.103

Starting Shodan scan at 2022-11-25 12:31 - 65524 scan credits
left

No open ports found or the host has been recently crawled

and cant get scanned again so soon.

(venv) anelsagindykova@Anel -MacBook-Air shodan % shodan search
--fields port ’ip:"147.229.220.23""°

Error: No search results found

# LAST SEEN: 2022-11-25

@ General Information 553 Open Ports

Servman564.utko.feecvutbrcz 502 1701 20000

Czechia
Brno
Brmo
#1701/ UDP

Brmno University of Technology

AS197451

// 20000 / TCP

Fig. 3.2: Shodan results

3.2.3 ZoomkEye results

ZoomEye was the second engine that has found the devices. Unlike Shodan it has
found all three of them after only four days. There is no option to have automatic
notifications about specific IP so there was a need to control results manually every
day. The information ZoomEye has found can be seen on the Fig 3.3. ZoomEye is
the only search engine that found all three devices because it can see that ports 102,
502, 20000 are open. There is a lot of data about the first device. The engine was
able to provide the location, system name, module type, serial number. However,
there is no so much information about the last two. The information that was

provided regarding these two devices is identical to what Shodan provided.
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http://Servman564.utko.fMC.vutbr.cz

147.229.148.103 Banner Data update

Module: 6ES7 512-1SK01-0ABO

U Basic Hardware: 6ES7 512-15K01-8AB@
Version: 2.6.1
[ =] System Name: ET 200SP station_1

Module Type: PLC_1

Serial Number: S C-LNEM35122019
vutbr.cz Plant Identification:

Copyright: Original Siemens Equipment

AS197451

147.229.148.103 Banner Data update

Source address: 1
Destination address: @
Control code: 11

20000/dnp3TCP

[ ]

vutbr.cz
AS197451

147.229.148.103 Banner Data update

Unknown Exception Code
502/Modbus/ TGP

[ ]

vutbr.cz

AS197451

Fig. 3.3: ZoomEye results

3.2.4 Censys results

Censys same as Shodan has found only two devices. It has found two ABB REF615
devices. The first one was through port 102 (Siemens S7) and the second through
port 20000 (DNP3). Despite this, the differences in the outcomes about each device
are distinct from one another. Regarding the first one, there is a lot of information
such as the system name - ET 200SP station_ 1, module type - PLC, module ID
- 6ES7 512-1SK01-0ABO, location - CZ and the rest can be seen on the Fig 3.4.

Regarding the second one the is almost no information.

3.2.5 BinaryEdge results

BinaryEdge it took the longest time to find devices, and even then, not all of the
gadgets could be found, exactly like with the Censys. BinaryEdge has discovered
two devices, namely ABB REC615 and ABB REF615. The most information was
discovered regarding the ABB REF615 device, and the data appears to be identical
to that which was discovered by the Censys and ZoomEye engines. What exactly
BinaryEdge found can be seen on the Fig 3.5.
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http://Servman564.utko.feec.vutbr.cz
http://utkG.1eee.vutbr.cz

Basic Information
Network VUTBR-AS (CZ)
Routing 147.229.128.0/18 via AS197451

Protocols 102/S7, 20000/DNP3

102/S7 Observed Nov 25, 2022 at 2:41am UTC
Details
System ET 200SP station_1
Module PLC_1
Plant ID
Copyright Original Siemens Equipment
Serial Number S C-LNEM35122019
Moedule Type CPU 1512SP F-1 PN
Reserved For 0S SMC_c75730eb0c
Location
Module ID 6ES7 512-1SK071-0ABO
Hardware iR

Firmware 6ES7954-8LF03-0AA0

zaaee /DNPB Observed Nov 24, 2022 at 5:04pm UTC

Banner (Hex)
00000000: 85 64 05 Ob 00 00 @1 @0 ba f@ | .du......s |

Fig. 3.4: Censys results

Results for your query: 147.229.148.103 @

3 results found.

Showing 1 to 3 of 3 entries.

14 Part Type Summary
147.229.148.103 Product: Not Detected
> Last Detected: 12/1/22 11:12 PM 502/tcp service-simple Category: mbap?

"\\X00\\X0c\\X00\WX00\WX00\\X03\\x0 1\\x80\X0 1"

Product: Siemens 57 PLC

147.229.148.103 Category: iso-tsap

Last Detected: 11/30/22 9:11 AM )
= 102/tcp service [{"results": [{"Module Type": "PLC_1", "Version": "2.6.1", "System Name": "ET 200SP station_1", "Serial

| Number": 'S C-LNEM35122019", "Copyright": "Original Siemens Equipment”, "Basic Hardware": "6ES7
512-1SK01-0AB0 ", "Module™ "6ES7 512-1SK01-0ABO "...

147.229.148.103

Last Detected: 11/30/22 9:02 AM " Product: Not Detected
[ 102/tcp service-simple N
Category: iso-tsap?

Fig. 3.5: BinaryEdge results

3.2.6 Search engine choice

After gathering all of the available data and doing a number of evaluations, the
decision was narrowed down to two search engines: Shodan and ZoomEjye.

Both BinaryEdge and Censys has found only two devices. ZoomEye as the
only one search engine has found all three devices. Shodan was selected as the
first suitable engine for this work because it completed searches far more quickly
than BinaryEdge and Censys. Moreover, BinaryEdge does not provide any student

benefits so it’s not free and and it’s very limited in allowed data. Other advantages
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of using Shodan include the fact that it is the search engine that has been around
the longest, and as a result, it has a great community which makes working with
this search engine much easier. It is the only engine that has the ability to work
through three different ways, specifically via API, CLI, and Web. The fact that
ZoomEye was able to identify all three devices was the primary reason that led to
choose it as the second engine. Another argument is that it was relatively fast and
easy to work with. This engine was capable of providing plenty of information.

For a better overview Tab. 3.1 is added.

Tab. 3.1: Search engine comparison table.

S h
eal"c Shodan ZoomEye BinaryEdge Censys Nexpose
engine
Launching year 2009 2013 2015 2015 2017
Ability to Yes Yes Yes Yes Yes
work with IPv6
Searching tool unknown Xmap, Wmap unknown Zmap, ZGrab unknown
Access to data WeZ’P?LL Web, API Web, API Web, API its own SW
Number of
2 3 2 2 wasn’t tested
founded devices
Membershi
embersiip Yes No No Yes No
for students
Honeypot No No Yes No No
Allowed queries
100 400 250 250 unknown
per month
‘Website [32] [35] [38] [33] [37]
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4 Practical tool development

After deciding upon the most appropriate search engines, one more task associated
with this activity is to create a tool. The tool was developed in the form of an web
application as web apps are very famous nowadays. The concept and idea of the
application will be laid out in detail in the following chapter. The design of the app

can be seen on the Fig 4.1.

Application \
server

A |
J

Query

Response -
Browser

ZoomEye
server

MongoDB

Shodan
server

//

Sl

Fig. 4.1: Application Design

The application is developed in the form of a web application. The system
applies the client-server model and is divided into two units, namely Backend and

Frontend.

4.1 Frontend

The frontend, or often called the client, is the presentation layer of the application
that provides the user interface. It is the part that the user interacts with, sees with
and manages. Among the most popular technologies for frontend development are
HTML, CSS and JavaScript, with which this application is implemented.

4.1.1 JavaScript

JavaScript is a high-level, interpreted language that is executed by web browsers.
JavaScript is well-known for its ability to work with HTML and CSS, giving devel-

opers the power to dynamically update and change the content of web pages. It

48



offers a comprehensive selection of built-in APIs and functions that make it possi-
ble to do operations like form validation, DOM manipulation, event handling, and
AJAX-based asynchronous communication. It’s a widely used programming lan-
guage primarily utilized for web development. For this work it was decided to use

JavaScript both for backend and frontend sides.

4.1.2 HTML and CSS

Two of the primary technologies for creating Web pages are HTML (the Hypertext
Markup Language) and CSS (Cascading Style Sheets). HTML handles the structure
of the page, CSS the (visual and aural) layout, for a variety of devices. Along with
graphics and scripting, HTML and CSS together are the basis of building Web pages
and Web Applications.

4.2 Backend

The backend, often referred to as the server, is the basis of the application. In the
context of web development, the backend typically consists of three main compo-
nents: the server, the application logic, and the database. It forms a part that is
hidden from the user. Its task is to receive and send data for the client through the

application interface. This data are processed, stored or modified in the database.

4.2.1 Node.js

Node.js is an open source, cross-platform runtime environment for developing server-
side and networking applications. Node.js applications are written in JavaScript,
and can be run within the Node.js runtime on OS X, Linux and Microsoft Windows.
Additionally, Node.js offers a comprehensive library of different JavaScript modules,

which simplifies the development of web applications using Node.js to a great extent
46].

4.2.2 JSON

A JSON (JavaScript Object Notation) file is a simple data exchange format that
is easy for both humans and machines to read, write, parse, and generate. Listing
4.1 depicts an example of JSON format. It is frequently used to store and send
structured data between servers and clients, and also between various systems.The
key-value pairs in a JSON file can be any sort of data, including strings, numbers,

booleans, boolean arrays, strings, and other JSON objects. JSON files are often
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Listing 4.1: Example of JSON format

{"ip": "147.229.148.103",
"portinfo": {
"port": 20000,
"service": "dnp3",
"title": null,
"device": "ics",

}

used to store API responses which we’re going to use in this application because of

very large responses from Shodan and ZoomEye.

4.2.3 Express.js

Express.js is a favored option for web development because of its simplicity and
flexibility. It provides a simple framework that enables programmers to manage
HTTP requests, middleware, and routing with ease. This streamlines and accelerates
the development process. Additionally, a sizable ecosystem of libraries and plugins
for Express.js provides a wide range of functionality and integration options to

improve the creation of web applications [47].

4.2.4 REST API

It’s possible to retrieve data from Shodan and ZoomEye by using the REST API. A
REST API (also known as RESTful API) is an application programming interface
(API or web API) that complies to the limitations of REST architectural style and
allows for interaction with RESTful web services. [44]. To execute common database
operations like creating, reading, updating, and deleting records (also known as
CRUD) within a resource, REST APIs interact via HT'TP requests. A POST request
is used to create a record, a DELETE request is used to delete one, and a GET
request is used to obtain a record from a REST API. Calls to APIs can utilize any
HTTP method [45].

4.2.5 Database

In this section, features of the NoSQL database MongoDB and the Mongoose object
modeling library will be described.
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MongoDB

MongoDB is an open-source, non-relational database based on document-oriented
architecture. MongoDB creates collections that consist documents in JSON format
rather than using traditional tables and rows like in a relational database. Each
document is composed of key-value pairs, and the number of items can vary for
each document. The size and content of individual documents can also differ. The
structure of a document is similar to the structure that developers create when
programming classes and objects [48]. MongoDB was chosen for this work because
of its schema flexibility. This flexibility allows to easily modify data structure as
application requirements change, making it well-suited for agile development and

fast iteration.

Mongoose

Mongoose.js is a Node.js library for object modeling in MongoDB. By transforming
database documents into objects, it makes using MongoDB easier. It controls how
data relationships are managed, offers typing and schema validation, and is used
to represent data models as MongoDB objects. It provides query capabilities for
models, enabling data retrieval and database storing. Mongoose uses schemas for
modeling and managing data in MongoDB. A schema describes the attributes of
individual items that the application works with, such as its data type and whether

the item is required or optional [49].

4.3 Application development

This application, which is much like the majority of web applications, has a page for
registering and logging in. Either the user can sign up by providing an email address
and creating a new password, or can log into an account that already exists. For
the logging part berypt module was used. With berypt user credentials are safely
stored. By utilizing a computationally expensive technique and including a different
salt for each password, it offers an extra degree of security. As a result, attackers
will find it challenging to guess or reverse-engineer passwords.

After the user’s authorisation has been processed successfully, he will be taken
to the homepage 4.2. The user can directly type their searches on the main page
of their respective search engines. Either Shodan or ZoomEye, or perhaps both
of them at the same time, are options that can be used. Following the download
button of the request, a JSON file will be created and downloaded to the user’s
machine. This file will contain the results that were received by utilizing the API

of the search engines that were chosen. In addition, if a user clicks on the Shodan
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or ZoomEye links on the home page, he will be taken to the API reference pages
for those respective search engines. It was added so user can find out more about
APT’s and how to use filters.

The user’s session terminates if he clicks the Log out button, which will take him

back to the registration/login page.

Database  Log Out

Shodan
ZoomEye

Search with Shodan ‘

Search with Zoomeye ‘

Fig. 4.2: Application main page

For user convenience, a database page was established. On a database page, it’s
possible to view a number of parameters, such as the name of the file, the query and
time when that the file was downloaded. By clicking on a file name, it’s possible to
download this file once again as shown in Fig 4.3.

As was mentioned earlier, the data for the files and the data for the users are
saved in MongoDB as shown in Listing 4.2. The schema for files stores data as
following;:

o Content - the information that is obtained from search engines.

o Name - is referred to as the name that is formed when the file is downloaded.
The file’s name is formed with search engines’ names and time it was down-
loaded.

o Time - when file was downloaded.

e Query - what the user submitted in order to search.

o UserID - an ID that is automatically produced by MongoDB. After a user has
successfully logged in and downloaded a file, his ID is added to the database
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@ Tool

G  © localhost

Recent downloads

Query File Name Time/Date
Shodan: country:CZ Zoomeye: country:CZ shodan_ zoomeye_14:18:59 05.16.23.json 14:18:59 05.16.23
Shodan: country:CZ shodan_ 14:16:24 05.16.23.json 14:16:24 05.16.23
Zoomeye: city:"Prague" zoomeye_13:34:59 05.16.23 json 13:34:59 05.16.23
Shodan: city:"Brno" shodan_ 13:26:28 05.16.23.json 13:26:28 05.16.23
Shodan: city:"Prague” shodan_ 13:26:11 05.16.23.json 13:26:11 05.16.23
Shodan: ip:147.229.148.103 Zoomeye: modbus shodan_ zoomeye_13:21:43 05.16.23.json  13:21:43 05.16.23
Shodan: ip:147.229.148.103 Zoomeye: dnp3 shodan_ zoomeye_13:21:28 05.16.23.json  13:21:28 05.16.23
Shodan: ip:147.229.148.103 shodan_ 13:21:20 05.16.23 json 13:21:20 05.16.23
Shodan: ip:8.8.8.8 shodan_ 13:17:21 05.16.23.json 13:17:2105.16.23
Zoomeye: port:80 zoomeye_13:16:36 05.16.23.json 13:16:36 05.16.23
Shodan: port:80 shodan_ 13:16:07 05.16.23.json 13:16:07 05.16.23
Zoomeye: ip:147.229.148.103 zoomeye_13:15:25 05.16.23.json 13:15:25 05.16.23
Shodan: ip:147.229.148.103 shodan_ 13:15:14 05.16.23.json 13:15:14 05.16.23
Shodan: modbus shodan_ 11:21:563 05.16.23.json 11:21:53 05.16.23
Shodan: ip:147.229.148.103 shodan_ 11:21:26 05.16.23.json 11:21:26 05.16.23
Zoomeye: dnp3 zoomeye_11:13:15 05.16.23.json 11:13:15 05.16.23
Shodan: modbus Zoomeye: ip:147.229.148.103 shodan_ zoomeye_11:12:44 05.16.23.json  11:12:44 05.16.23

Shodan: ip:147.229.148.103 Zoomeye: ip:147.229.148.103 shodan_ zoomeye_11:12:15 05.16.23.json  11:12:15 05.16.23

Fig. 4.3: Database page

for that file.
The second schema in this application is a user schema as shown in Listing 4.2.
Schema contains just an email and password. The schema is created automatically

when new user registers, the real password is not saved, only the hash.

4.4 Application testing

The last goal of this work is to test the newly developed application. Two protocols
were chosen for testing, namely Modbus and S7. As was mentioned before, there are
three devices that are connected in the school network. Two of them are connected
through default ports of these two protocols.

ZoomEye was the first to check. After entering the IP address (147.229.148.103)
and port number 102, a JSON file was downloaded. The tool using ZoomEye’s
API was successful in locating the device as can be seen in the Fig. 4.4. The data
provided by ZoomEye about this device are impressive. The search engine was able
to System Name, Module Type, Basic Hardware etc.

After the Modbus protocol was tested. Once more, the results were generated
after providing an IP address and port number. Again, ZoomEye was able to find
the device as is shown in the Fig. 4.5

Unfortunately, Shodan did not have the same level of success as ZoomEye in
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Listing 4.2: MongoDB schemas for files and users

const fileSchema = new mongoose.Schema ({
content: String,
name: String,
time: String,
query: String,
userID: String

});

const userSchema = new mongoose.Schema ({
email: String,
password: String,

});

"S C-LNEM35122019",
"Servman564.utko.feec.vutbr.cz",
"6ES7 512-1SK@1-@ABQ",
: "\n Module: 6E57 512-15K@1-@AB@ \n Basic Hardware: 6ES7 512-15K@1-@AB@ \n Version: 2.6.1\n System Name: ET 200SP stati

+
“timestamp": "2023-03-16T20:17:33",
“geoinfo":

“continent": {

Fig. 4.4: ZoomEye result S7

locating devices. In fact, it was able to only find device connected through 502 port
which is the default port of Modbus protocol. The results for Shodan can be seen
in the Fig 4.6 and in the Fig 4.7.

Additionally, it’s important to note that the inability of Shodan to locate the
second device is not due to a problem with the application itself. Even though all
three devices had been connected to the Internet for more than half a year, Shodan

was unable to locate the other two devices even after the half of the year had passed.
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{} zoomeye_16:35:12 05.17.23.json U X

{1
{

"total": 1
"available"

"matches"

"txtfile": {
"robotsmd5": *
“securitymds":

"port": 5i
“service
"title!
"version":

"\n\tUnknown Exception Code"
s
""timestamp! ''2022-11-22T03 6",
""geoinfo": {

{} shodan_18_33 02 05.17.23son X

"matches"
{
AS197451",
1698255844,

39ef2b0c-bec5-4da8-b19a-223e76bele97",
"options": {},
"crawle eflc9c3e19275f8681372c71e65f4535fc5760"

"hostnames": [

"Servman564.utko. feec.vutbr.cz"
1
""locatian"

"region_code":
"area_code"
"longitude": 16.60796,
"latitude": 49.19522,
“country_code
"country_name

1 2481296487,
“domains": [

"vutbr.cz"

Brno",

Fig. 4.6: Shodan result Modbus

4.5 Possible ways of concealing information

Keeping information hidden is essential for maintaining security and privacy. It

lowers the possibility of being a target of cybercriminals and decreases the potential
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Fig. 4.7: Shodan result S7

damage caused by attacks. Industrial and energy networks should be especially

secured because if something happens there can be deadly consequenses for humans

and the enviroment. Here are some ways to stay more secure and not be exposed

to search engines like Shodan and ZoomEjye:

Disabling unnecessary services: disable or restrict access to any unneeded ser-
vices or protocols. Disable services that are not necessary for normal operation
and close any unused ports. This decreases the attack surface and lowers the
possibility of search engines indexing devices.

Employing Firewall and Access control: Configure firewall rules to restrict
external network access to industrial and energy devices

Applying IP address whitelisting: Set up network equipment such as fire-
walls or routers to only permit communication from defined trusted IP ad-
dress ranges. It may prevent illegal access by adding allowed IP addresses to
a whitelist.

Using Virtual Private Networks (VPNs): Implement secure VPN connections
to enable remote access to energy and industrial networks. Search engines
or unauthorized parties will have more difficulty collecting or accessing the
network traffic.

Employing Intrusion Detection and Prevention Systems (IDPS): Implement
IDPS solutions that monitor network traffic and identify potential attempts
at unauthorized access or malicious actions. IDPS can aid in detecting and
preventing attempts by search engines to scan, providing an additional layer

of defense.
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Conclusion

One of the primary goals was to analyze and evaluate various search engines. Shodan,
Censys, BinaryEdge, Nexpose, and ZoomEye are search tools that were described in
the theoretical section. These engines can find information about industrial devices
that are connected to a public network. Additionally, famous industrial protocols
were described which will later be used in the practical section.

Another part of the theoretical part includes description of energy and industrial
control systems, also including security and components of there networks. More-
over, some famous attacks on there networks were described and how they function.

A further component of the theoretical aspect involves the description of energy
and industrial control systems, as well as the security features and components of
these systems. In addition to that, several well-known attacks on networks and the
mechanism behind them were discussed.

The practical part of the work was divided into three sections. The first section is
devoted to comparison based on the accessible documentation and information that
can be found on websites associated with search engines. It was concluded that the
engines which will be later compared in the practical part are Shodan, BinaryEdge,
Censys and ZoomEye. Nexpose wasn’t considered for further use because it doesn’t
offer its SW for MacOS users.

The second phase of the comparison was to determine how much data different
search engines are capable of collecting in a given amount of time. Shodan was the
one that was able to find devices the quickest, while ZoomEye was the only one that
has found all the devices connected in the VUT network.

After conducting all of the research and consideration, the decision was made to
use two search engines, namely Shodan and ZoomEye. Shodan was chosen because
of its ability to create a privileged academic account using a school email address
and ZoomEye because of its ability to find all devices. Shodan is also capable to
deal with both IP4 and IP6, which is another reason to select it as a tool of choice.
In addition to this, it is the only search engine that can work in three different ways,
namely through the API, CLI and Web interface. ZoomEye as the second choice was
able to find all devices, was fast and relatively easy to implement in the application.

The subsequent goal was to create a tool that would store data obtained through
the usage of search engines to a database. As a result, a web application was created
that is able to take information from Shodan and ZoomEye search engines using their
APIs. The web application was implemented in JavaScript language using Node.js
and its famous web application framework Express.js. The application is able to
retrieve information from search engines and is able to save data to a database

using MongoDB. To be able use the application, it is necessary to either sign up for
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an account or sign in with an account that has already created.

As the last part the web application was tested. To perform testing two protocols
were chosen: Modbus and S7. The application was able to retrieve data from both
search engines in a form of a JSON file. In finding devices the extracted data were
the same as when using search engines’ websites.

It would be appropriate to connect more devices in the laboratory, run more
tests and find out why search engines could not find some of the devices connected
to the Internet. As for the web application, more search engines could be added
to collect more information. The authorization could be improved, for instance by
asking users to create more secure passwords and require users to validate an email

by having it redirected to a specific email service that the user has given.
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Symbols and abbreviations

API

CLI

CVE

SCADA

HTTP

RTU

TCP

DNP3

PLC

REST

1P

ICS

IED

HMI

GUI

CPU

DCS

PCS

Application programming interface
Command Line Interface

Common Vulnerabilities and Exposures
Supervisory Control and Data Acquisition
Hypertext Transfer Protocol

Remote Terminal Unit

Transmission Control Protocol
Distributed Network Protocol 3
Programmable logic controller
Representational State Transfer
Internet Protocol

Industrial Control System

Intelligent Electronic Devices
Human-Machine Interface

Graphical User Interface

Central Processing Unit

Distributed Control Systems

Process Control Systems
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